~ 7

R

10

20

25

30

N 4407555 TS

331 15 '1%815§PLACED SHEETS SG
@1 escription :'paged ..l.... to paged ..J5.....

M C!alm(s) o paged Wb to paged ...t‘! .....

n' 011906

SBECURED SYSTEM OF REMOTE PARTICIPATION IN INTERACTIVE
GAMES WITH VERIFICATION OF THE CHRONOLOGY OF EVENTS

BACKGROURD OF THE INVENTION

1. Fleld of the Invention .

The invention rolates to a t&mper-proof or secured
system of remote or long-distance participation in
interactive games with verification of the chronology of
events, S '

With the advent of so~called interactive taleviejon
systems, it is desirable to onable toleviewers to take
part in games where, for example, they . are asked, during
a broadcast, to give ahswers to questions broadoast fxom
a ptation, :

‘During such ‘games, a maximum answering time has to
sot in order to prevent the teloviawer from making his
answey after the solution to the game has been given from
the station or after he has looked up the . angwer in an
encyciopedin or any other refercnce data base. |

It is also desirable that the televiewar’s answer
should not be forwarded, in real time, to the supplier of
the service (the cable operator, the broadcasting atudio,
etc.) so0 aue to avold "'saturnting" this siippliexr with
thousands of aimultaneous answers. To do this, a store-
and-forward system is indispensable. In this system, the

'televiewer’s. answer is stored at his home in a securea
- way in ‘a mass consumer type of apparatus (such as a cable
. decoder, dedicated games wmachine, ete.) and then

forwarded later at -appropriately ' staggered times, by
radio-telephone,' cable or any other suitable means of

telecommun:cations.

2. Description of the Prior Arg

There are oxamples of such systems developed in the
Umtcd States, for example by the firm Interactive Game
Networke, where teloviewers have a small games machine
provided with a radio interface, a keyboard, a soreen, a

- modem and a security wmodule. -
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Reference may be made to Figure 1, which se a
diagram of the ohronology of evente, in order to
understand the operation of such a system.

The guestions are broadoast at an instant T1 from a
transmitter/central ocomputer hereinafter called a
"central computer', These Questions are broadcast by
radio to these machines. For example, at the boeginning of
a football match, the televiewers are asked to guess the
number of goals scored at half~tine. The dquestion lis
displayed on the soreen of the machine. The answer is
entered by etich televiewer participating 1n the game at
the instant T2, by means of the keyboard of his machine,
and . is recorded in a secured chip (of the type used in
emart cards) moﬁnted on the same ﬁuehlpe. A few minutes
after the guestion hag been asked, at the instant T3, a
new broadcast signal loocks the entire population of
machines so that they no longer accept any answers. The
answer to the gquestion is broadcast at the instant T4 (in

fact, T4 cbrresponda to halr-time in this example). The

angwer recorded is forwarded later, at the instant T5, to
the games central computer by modem through the switched
telephone network and serves as proof of participation.
If the televiewer has given the right answer, he or she
may be in for some winnings.

In certain proposals of implementation such as the
one described 4in the US patent No. 4 592 546, a
sufficiently proeocise olock cirocuit placed within the

~games machine is used to date each event. When the
players’ answers are forwarded to the games -central

computer, the times recorded by the machine are given to
the cenhtral ocomputer and compared by it with the
reforence time that it has kept.

. In other proposals of  implementation, each mass~

- congumer type of games machine is provided with an

electronic real-time clock ecirouit synchronized at
regular intervals (for example by radio link) with a

reference wovlock signal sent out by the games central -
computer.
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The time T1 at which the question is broadoast and
tha time T2 at which the answer is given are recorded in
the machine (for example in a secured way inside a chip
for amart cards).

When the oconnection is made to the games centra)

- compute¥, the answer as well as the times rocorded are

forvaxrded as proof of participation. The central computer
agscertains that the information on time T1 forwarded is
within an acceptable tolerance. bracket and that T2 is

| prior to T3 whioh is the deadline allowed for the

anevwers.

DRAWBACKS OF THE CURRENY SYSTEMS

In the above-mentioned systoms, or in other similar -
forms of implementation, an ill-intentioned user may very
well make a recording, in an appropriate machine, of the
control waignales sent to his games machine (such as
questions, locking commends, olock synchronization
signalg, etc.).

Then, at a slightly defarred point in time, once the
answer to the guestion has been broadcast by the station
is known to him by specific research or by any other
means, this ill-intentioned individual can replay the
control signals in his machine and thus simulate a real-
time answer. This is made possible because the fraudulent
individual has no witnesses in the privacy of his home
and because there is always a reasonably sutficient
amount of time that elapses bestwean the end of play and
the expected forwarding of tha answers to the central
computer. Finally, it is not possible, economically, for
the games machine to have a means of Xnowing whether the
signals that it reccives from tha outside world, which
are supposed to be secured, are truly qenarated in real
time or whether they are being given with a slight delay
after having been recorded without any modification.

In a patent filed in France under No. 89 06848 and
published under No. 2 647 612 and the addition numbex 90
01512 published No. 2 658 375, a system is described
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enabling’ the prevention of this' fraud by deferred
playing, wherein:_
| - the central ocomputer counts the absolute tima that
olapses between the instant referenced T3 when the answer
is broadoast (or the deadline dllowad for giving the
answer) and the instant T5 at whioh the answers by the
televiewers are forwarded to the central computer;

- the telaviewer’s answer aotivates, at the instant
T2, the start of a local time oountinq operation in the
machine; '

~ at the instant T5 of when the information is
forwarded to the central computer, this central computer
ascertains that the time T5-7'2 measured by the machine in

. the player’s home is truly greater than the absolute time

T5-T3 that it has itself computed.
The timinq diagram shown in ll'iguro 2 {llustrates
these sequenceas.

"The ' approach proposed in this patent 1is
unfortunately not infallible because the user, by
aecelaratinq the local~time counter, can make it sesm as
if, between the answer and the connection to the central

-computer, there has elapsed a pericd of time T5-T2 that

is lengthier than the time that has actually elapeed,
This is poseible by a eiwpla temporary modification of
the oscillation froguency of the electronic olock circuit
locatod in the games machine.

Indeed, the counter in the machine is accesasible to
the user, unless it is physically geoured, i.e. embedded
in a vesin., Whether this oircuit is supplisd by an RC
network oscillator, a ceramic resonator oscillator or a
guartz oscillator, its natural frequency can be deflected
by a slight mismatching of the oscillating .element. It is
thus possible, without any difficulty, to accelerate or
slow down the oscillator by a small percantage.

By aoccelerating the oscillator which supplies the

clock circuit of the games machines, a fraudnlent

individual oan wait beyond the deadline T3 (for example
to wait for the answer to bea broadcast live) and then
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accelerate the oscillator of the _machim to oatch up with
the delay. Thus, vhen his machine is interrogated by the
central computer at the instant T56, the apparent time T5-
T2 given to thism central computer will be even ¢greater

“than in reality.

Ther¥e are Kknown waye of fitting out ocertain

'microprocessore for wmiorocirounit cards with clock

frequency detectors to detect the anomalies in this clock
frequency. This type of detector is notivated when the
clock frequenoy that supplios the componant is
excessively low, for example in oxder ¢o prevent a
frandulont i{ndividual from attempting a %“step by 'step"

‘approach to the program carried out by the processor.

Typically, a low frequency detector such as this is
activatod below about 500 KHz when the nominal trequancy
of the component is batween 1 MHz and 5 MHz. The _
substantial lack of precision of this type of detector.
and the fact that 1t oxists only to detect excessively
low freguencies mean that it cannot be used to overcome
the above-mentioned type of fraud.

The invention is aimed at ovarcominq the drawbacks
of presently used systoms. _

Indeed, the eystem of which the invention is an
object can be used for the secure vaerification of the
tact that the televiewer has truly ansvwered the questions
acked between the instant when these guastions are. asked
and a deadline decided by the transmitter of the game.

The proposed system is based on the counting, by a
seoured processor (for example a microocircuit card

- processor), of oconsecutive time intervalg, the Ffirst one

of whioh is initialized by a cryptographically secure
message sent by the transmitter and the last one of which
is ended by a connection of the games machine to "the
central computér of the transmittér in order to forward
the proof of the answer thereto.

SUMMARY _OF THE INVENTION

An object of the present invention, more.
particnlarly, is a secured system of remote_participation
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in interaotiva dumea conprising a transmission centrail

| cpmputer transmitting ocryptographic nessagas receivead by

telaevision recejvers during the progress of = the
telovieion program, the televiewers having available a

- games machine cepable of reading the televised messages

and sending back an answer to the questions asked in
those messages, wherein: :

= the games machine has means for the counting of a
duration or period of time Tri2 defined by the instant t2
of reception of a message and the instant t2 of the
te)eviever’s answer and a period of time Tr25 Qefined by
the instant t2 of the televiewer’s anewer and the instant
t8 of the forwarding of the answer ¢to the central
computaor; | _

= the contral computer has meanS_for the counting of
a pexriod of time ta35 defined by the answering deadline
t3 and the answer forwarding instant ¢85 and a period of
time talb defined by the inatant tl of transmission of
the message and the answer forwarding instant ts,

~ and it further ocowprises ocomputation means
enabling the checking of the following relationships:

Tr25 > Ta3s

and Tri2 + Tr2s = Tals + tolerance values,

and being capable of rejecting the answers when the
relationships are not verified.

The counting means of the gamaé machine are formead
by a scoured miaroprocessor c¢ontrolled by a alock
implomenting a oleck pulse counting program,

" The énvention aleso vrelates ¢t0 a machine for

‘participation in broadcaest programs and for certification

of partiqipation in conjunction with a remote central
conputer comprising:
- means for the roception of digital information

. olements coming from the central computer,

- dinterface means fox the 1ntroductibn, 'by a -
participant, of the data elements representing his
participation,
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- means to set. up a aonnaution to tha central
aomputar, '

- at leagt ona secured electronic component

comprising a microprocessor and its storage means,

- at least ona olock signal generation ecirouit

 whereins

~ wheh the machine receives, at an instant T1, a
digital message having a predetermined form, it sends it
to the sacured miuioprocasaor,

- after verification, the secured mioroprocessor
records this message in ite memory and starts ocounting
time units proportional to the poriod of the clock signal
that is given to it by the oclock signal generatioh'
oircuit, : |

~ when, at an instant T2, the machine receives, from
a teloviewer pogsessing +this mnachine, data elements
relating to his partiojpation, it transmits thesa data
elomgnts to the secured microprocessor which records them
in a reguisite form in its memory and also records the
tine counting value at this instant;

- the secured microprocessor continues the counting

until the wachine hae been put into contact, by the means
. foxr -setting up a uonneotion, with the central computer at

an instant T5; . . _

- as @oon as the oconnection is set up, the
nicroprocessor seénds the stored data c¢lements on
participation and the counting values Triz and Tr2b =0
that the ocentral computer can verify that these values
are compatible with its own ocounting values and ecan
reject the answer if this is not the case. '

The invention also relates te a contral computer'
device designed to manage the participation of an
audience of televiewers in broadcast scenarios, tha
televiewsrs having, £or this purpose, an electronic
participation machine comprising: '

- time counting means,

~ means to broadcast digitel. messaqos for individual
electronio partioipataon machines,
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- meang'to set up a'connaotioh with the individual

electronic partioipation machines,

~ storage processing means wherein chiefly:

‘= when a new broadcast scenario is inftialized, the
davice, at the instant T1, uses an appropriata
transmission channel to broadcast a digital message to
individual maohines of tha televiewers and initializes
and activates the tima-counting means, |

- at the predetermined instant T3, chosen as being
the inatant when the audience should no longer
pnrt;cipate in the scenario, it momorizes the time-
counting value and continues this counting, :

- at the instant T5,. chosan as baing the instant
whon the machines get connected to the central computer,
it memorizes the time-counting values obtained by the
machines and checks the following velationships: |

Tr25 > Tadb

and Tri2 + Triz = Tals % tolerance values

wherein: | -

Tr25 4is the pariod of time of counting by the
machine between T2 and TS5, ) '

Tri2 is the period of - time . of counting by the
machine between 71 and T2, ' _ '

Tr35 is the period of time of counting by the
central computer between T3 and T5, :

Tris 1s the period of time of counting by the
central computer between T1 and TS.

Each game wmachine is provided with a secured
microprocossor for microcireuit cards., In another
embodiment, the microcircuit may be in a card having a
bank card format, plugged into the machine, the wmachine

" then acting as & card reader of tha Xkind that is

commercially ava;lable. _

Alternatively, the. secured circuit may be nontainad
in a portable object other than a oard such as, for .
example, a plastic key or any other object daemed to be

appropriate. D —————
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The secured ocircuit may also, as stated here above,
ba installed airectly in the wnain oivcultry of the
machine, if it is considered that it is not necsssary for
it to bo detachabla.

The term "secured microprocessor® is undarstoocd to
mean any protected microprocessor such as those used in

~ smart oard applications, for example in the . bank carde

currently being distributed by banks.

BRIEF DESCRIPTION OF THE DRAWINGS

Other advantages of the invention shall appear from
the following Gescription, made by way of a non-
restrictive illustration with ‘referance to tha appended
arawings, of whioh:

- Figure 1 is a timing diagram of the chronology of

the events of the game;

~ Figure 2 is a timing diagram such as the one ahown
in Figura 1, indicating the counting seguences according
to the prior art; . |

- Figure 3 shows a timing diagram such as the one
shown in Pigure 1, indicating . the counting seguences
according to the inventlon;

~ Figure 4 is a drawing showing the principle of the
games system; _

~ Pigure 5 is a detailed diagram of a secured
component aocording to the invention;

- Flgure 6 i& a diagram of a machine in a partiocular
enbodiment. ' :

MQBE_DETAILED_QEEQBIETIQN

The diagram of figure 4 illustrates a secured system
of participation in games enabling the instrumentation of
the sequences described hereinafter and shown in Table A

.appended to the description, fThe system has a

transmittexr/central computer including a set 10 formed by
a television programme transmitter and a central computer
unit 20 linked to the transmitter 10 and. Capablo of
sending games nmessages in encrypted form such as those

described, for exawple, in the above~-mentioned patent
applicatione. ' )

eet Has Been Replaced

HII\I\\ \Ill\\ Ik




N evn. @

" o Sanmin e

PR RS

- ae s B iy STt e >

[4;]

10

15

20

30

A

33 1 45019828

e —— -~

e

~The transmitter/central ocomputer is connected by
transmission means 30 to receivers placed in the users’
homes. Users wishing to participata in the games that are
brondcast have machines Ll ,.. Ln available, capable of
reading the encoded messages Oh the raceiver and of
getting connected to the central computer in a standard .
way. : _

‘At the instant 71 when the message is sent out,’
nawmely when the telavieswer is asked the guestion, the
transmission center and games contral ocomputer 1 sends
the games machine L1, Ln a cryptographio measage, signed
for example with a known card oporating seoret key.

The daispatoh of this message ocan be done by a
transmission channal 30 which may be a dedicated data
channel located:

~ either in the same channel as tha telcvised signal
(ror exanple in the return frame) .

= or in a separate channel of the game medium (for
example & dedicated HF ehannel on the cable which
furthermore convevs the television channels)

- or in a channel on a different medium (for example
an FM radio ohanhel as in the Interactive Game Networks

in the United States).

The data channel does not need to be one~directional
from the transmitter of the signal end the provider of
services to the televievers.

The games machine L1, whoen it receives this signal,
which appears in the form of a code on the screen 11 of
the television receiver 10, sends it to the secured

.component CB placed in the machine or on a detachable

nadium as desoribed hereinafter.
The machine is provided with a known electronics’
circuitry of the type described in. the above-mentioned

patents for oxample, enabling it to receive messages that

appear on the television soreen and send answer nessages
to the central computer. - |

The seoured oomponent C8 is shown in Figure 5 and
has a microprocessor 100 provided with volatile .and non-
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11

" volatile memories: a RAM working memory 1310, a ROM

program memory 120 and an EEPROM data memory 130. It
receives clovk pulses from a oclock signal generator 150.
of the machine. It furthermore has means of connection to
the machine symbolired by the get 140. When a mesgage
appears on the screen, the microprocessor 100 receives
this wmessage, vorifies ite authentiaity in a ustal way
and activates the impleomentation of a timo-oountinq sub-
program on the basis of the olock pulses, this sub-
program being contained in its RoM memory 120.

In fact, the secured microprocessor oounts time
units proportional to the oclook frequency 150 with which
it is’ supplied and not an abpolute time since it does not
contain any temporal roeference other . than thie olock
eignal. Furtharmore. the secured miocroprocessor 100 makeg
a recording, in ite¢ non-volatile. memory EEPROM 130, of
the oryptographic message (or a shadow of this mesanqe)
that hag activated the counting operation. :

Reference may be made to0 the Table A appendad to the
desoription for m clearer understanding of what follows

At the instant T2, when the televiewer answers the
question by means of his maohine L1, this answer is

- transmitted to the secured mioroprocessor 100 which

rocords it in its known velatile nemory 230 and also
records the time=counting value that it has reached when
it has received the user’s answer. Immediately after thim
avent.,, the secured microprocessor 100 continues to count.

™ remaing the absolute deadlina at which the
televiewers oan answer “the guestion. Nething particular
happens in the machine at this instant: it receives no

“information and -tho secured mioroprocessor continues to

count the time.

At this instant T3, the central computer provided
with standard processing means 20, including a oentral

 processing unit 21 and memories 22, one of which s

loaded with a oounting progrdm, itself also begins a
tima~counting operation. '
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8ince the central computer is central and ie used as
a reference, this ocounting is hereinafter oalled an
tabeolute” counting. The counting used is supposed to be
highly stable and represent the ‘oclosest possible

5  approximation of real time, T4 is the absolute instant at.
whioh the answer to- the question is given on the soreen
for the televiewers. Nothing particular happens at this
inetant. : _ . :

The forwarding of specific data elements from each

10 televiewer who has participated in the game takes place
lator than the instant 76, for example some hours after
the game, by the connection of the game machines 40, 40n
to the central computer 1. Since many telaviewers may
have participated, the oconnections are probably

15 programmed to take place at night. ' |

The . televiewers’ wmachines are oconnected to the
contral computer by means of a "“return channel" whose
direction is the reverse of tha one used to broadcast the
data channel descoribed further above, This return channel

20 may ocour directly on the distribution cable £f the
_television is .'broqdcast: by two-way cable. The return
channel may also be wet {zp on the swii:'ohed telephona
network by simple modem. Other possible return channels
may be envisaged. ‘The roference 30 in the diagram of

25 Figure 4 symbolizes the transmission channel or channcls
that may be provided for.

When the connection is set up between the cantral
computer 1 and the machine Ll, (Ln) of the televiewer by
one of . the above—mahtioned neans, the recured

30 nioroprocaessor 1000 may then  bhegin a standard
authentication procedure to authenticate the central
computer and to authentiocate itselt with the central
computer. The authentiocation mechanisms 1if any may be.
baged, without distinction, on a cryptography system

35 - using a secret key or a known public key without in any

" way changing the object of the invention. |
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puring the connection, the secured microprocessorx
100 sends the central computer the value of tha answer

. given by the televiswer and recorded at the inetant T2.

According to the invention, the microprocesgor 100
also gendsg the contral computar the values Trlz and Tr2s
wherexn:_ :

- Triz is the relative local time computed in the
televiewer's ~machine by the secured microprocessor
between Tl and T2 (as can bes seen in Figure 3),

- Tr25 is the relative local time computed by this
gawe secured mioroprocessor betwean T2 and T5 (as can be
seen in Figure 3).

The televiewer’s answer as well as the time values
computod loocally by the machine 1 may be transmitted with

a cryptographic check sum to ensure their integrity and,

as the case may ba, they may be enciphered for reasons of
conridentiality by any known enoiphering algorithm. This
in no way affects the prinoiple of the invantion.

1f:

~ Tal5 denotes the "absolute! time computed by the
dentral - computer between T1 and ws (aa shown in Figure
3); - ‘ _ .

~ Ta35 denotes the "absolute" time computed by the
central computer between T3 and TS (as shown in Figure
3) : . |

Accordinq to the invcntion, the central computer
then ascertains that:

. Tr25 > Tails ixratly.andfthat '

Trlz + Tr25 = Tals + tolerance values,

‘the tolerance values being predetermined.

If these relationships are verified, then the answer
is accepted. Otherwise the central computer rejects it.

Thus, if a fraudulent individua) is trying to make
it seem as if he has given his answer before T3 whareas
he has actually given hig anewer after T3, he would have
to accelerate the clock 150 given to the card batwean T2
and T5 to obtain an artificial inoraase in the valua of
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Tr25, but this would be detected bsoause the sum Tri2 +

 Tr25 would no longer be egual to Tald # tolerance values.

The only fraudulent act which, while baing difficult
to achieve would all the same be possible, would ba that
of slowing down the oclock signal given to the secured

. wmieroprocessor between Ti and T2 by a value- that is

exactly ogual to the quantity whose oclook signal would
have to be subseguently accelerated between T2 and T5 in.
order that the sum Tri2 + Tr25 Keeps its logal value. To

-make this impossible, it would be enough to see to it

that the instant T3 is variable with respect to the
instant T1- (namely that the time left for the viewer to
angwer the dguestion is variable from one guestion to
another). Thus, the fraudulent individual cannot- predict
the value by which the oclock signal can be slowed down
between T1 and T2 because he does not know the value by
which he has to accelerate it subseguently between T2 and
TS5, '. _ |

The invention ocan also be used, by means of a
sacured mioroprocessor used in a standard way for smart
cards and having no partiocularly precise reference clock
signal or being secured itself, to guarantee the accurate
chronology of the events "1‘1, T2, T3 and TS5,

Figure 6 shows a particular enmbodiment of the
mventzon in which the securad ocomponent takes the form
of an integrated chip of the memory ocard C. Thue, the-
machine has, firstly, the part L1 that can be used for
connection te the central computer in order to read the
messages displayed on the goreen and onter the
televiewer’s response and a detachable part, namely the
nemory card with a microprocessor. The part Ll has, for
this purpose, a slot F enabling it toc receive the cara
and neon-visible connector matching that of the card to
enable it to act as a memory card reader. |

With this embodiment, the invention can be applied

- especinlly well to subsoriber television systems “that

already use smart ocards to ensure secourity against

. oA
doscrambling of the television signals.
| | | Sheet Has Been Replaced
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Transmitter/games
Contral
gomputer

15

TABLE A

Games machine/

Recolvor

Televiewsr player

Ganes mMessAge

Answer
deadlino
b

ANGWOL e >

Oompuinbion
Tal5 and Ta3s

Rouoptlén of
answar
and Tril2,
- Tr2s

Checking
Tr25> Talb
Tri2z + rzzs =

TR 15« to;orance

S Reception of
meBsage

Inetant T1

- codntlng of
olook pulmesy storage
of meuaaqa

- Rocaphton and
storage of anewer;
-Storage of the

vounting value

Racaption of
ansvey
Fr"-_*- Sotting up of

aonnsction with
central computer
~ Bending of
stored anmvay
~ Bending of
Trl2 and Tr25

valuop

— e

G hnower Lnstant 72
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. HHAT I8 CLAIMED IgG:
1. A seoured system of remote participation in

interactive games ocomprieing a transmission central
computer sending out cryptographic messages received by

television Yeceivers  during the prograss of the

television program, the televiewers having available a
games machine capable of reading the televised messages

and of sending back an answer to the guestions asked in
these messagas, wherein:

a) the games machine comprises:
- means for the countinq of consecutive periods of

time, of whioh the girst one (Tr12) is initialized by a

nmessage sent by the transmission ocentral computer and
the last one (Tr25) is ended by a oconnaction of the
games machine to the central ocomputer of the
tranemitter; )

tha first perlod Of time belng defined by the .
instant (tl1) of reception of +the message and the
instant (t2) of the televiewsr’s answWer and the second
period of time (Tr25) being defined by the instant (t2)
of the televiewer’s answer and the instant (t5) of the

‘forwarding. of the answer to the oeptrﬁl computex;

- means to transmit the ansvwer with these counting
rosults to the transmission ceptral computer;

¢) the central cowmputer comprises: .

-.means for the counting of a paeriod of time
(ta35) defined by the answering deadline t3 and by the
angwWer fCorwarding instant (t5) and a period of tinme
(tals) defined by the instant (tl) of transmission of
the message and the answer forwarding instant (t5),

- computation and checking means enabling the
chiscking of the following relationships:

Tr25 > Tals ' '

and  Tri2 + Tr2s = Tals * tolerance values,
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" and being designed to reject the answers when tha
relationships are not verified. :
2. A secured system of remote participation in
interactive games according to olaim 1, wherein the
counting means of the games machine are formed by a
secured  nioroprocessor controlled by a olock
implementing a clock pulse counting program.

3. A pecured system of remote participation in
interactive games according to olaim 1, wherein the
counting - means of the games machine are formed by
computation means controlled by an internal olock
implementing a cloock pulsa counting program.

4. A nechine for participation in broadcast
programs and for cortification of participation in
conjunction with & remote central computer comprising:

= meana for the reception of digital information
elements coming from the central computer, o

- interface means Efor the introduction, by a
participant, of the data elemente rép:esentinq his
partioipation, '

-~ means to set up a connection to the central
computgr, ' - _
~~ at. least one secured electronic c¢omponent
comprzaxng a microprocessor and ites storage means,
. -~ at least one clock signal generation circuit
wherein: '

- when the machine receives, at an instant T, a
Aigital massaga having a predatermined form, it sends
it to the secured microprocessor; . '

- -aftor verification, the secured nicroprocessoy
records thie message in its memory and starts counting

time units proportional to. the period of the elock
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signal that ie given to it by the oelock eignal -
generation airouit, : ) .

. = when, at an instant T2, the machine receives,

from a televiewer possossing this' machine, data

elements relating to his partiocipation, it transmits
these data elements to the secured microprocessor which
recoxds them in a requisite form in its memory and also
records the time counting value at this instant;

~ the secured microprocessor continues the
counting until the machine has been put into contact,
by the means. for settiny up a oconnection, with the
central computer at an instant T5; _

-~ as soon as the connection is set up, the
nicroprocessor esends the stored data elements on
participation and the counting valuas Tri2z and Tr25 so
that the central) computer can verify that these valuas
are compatible with its own counting values and can
rejeot the answer if this is not the case.

5. A machine for participation in broadcast
programs according to claim 4, oomprising chip~card
reading means and a chip card, the ocard ocomprising the
secured ocomponent in the form of an integrated chip
card inoluding a m.croprocessor and working and program
memorien.,

6. A central computer device designed to manage
the participation of an audience of televiewers in
broadcast scenarios, the televiewers having, for this
purpose,  an electronic participation wachine
comprising: ' _ ' ' .

- time-counting means,

- means +to Dbroadcast. digital mwessageg for

individual electronic participation machines,
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~ means to set up a connection thh the individual
electronio particzpntion nachines,

" =.gtorage processing means wherein: .

- when a new broadcast scenario is initialized,
the device, at the instant 71, uses an appropriate
transmission channel to broadoast a digital megsage to
individual machines of the televiewers and initializes
and activates the time-counting means,

-~ at the predetermined instant T3, chosen as being
the instant when the auvdience should no longer
participate in the scenario, it memorizes the time-
counting value and continues this counting,

~ at the instant TS, chosen as being the instant
when the machines get connected to the central
conmputer, it memorizes the time-counting values
obtained by the machines and checks the following
relationships:

Tra2s5 > '1‘335

and  Trl2 + Tri2 = Talb # tolerance valuel

wherein:

‘r25 is the period of time of ceunting by the
machine batween T2 and 75, -
~ Tri2 4is the period of time of countlng by the
mach;ne bhetween T1 and T2, ,

Tr35 is the period of time of counting by the
central conputer between Ts and T&, ' o

Tr15 ie tha perlod of time of counting by the
central computey between - T1 and T5.
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