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SECU~~D SYSTBM or REMOTB PARTICI~ATION lN INTERACTIVE 
OAMBS WITH V.IRXFJ:CA'.rION or THE.CHRONOLOGY 01' BVBNTS 

• . 

BACKOBOUltp OF THE lNVJiNTICJM 

l. Field of tJ>• Xn~onti<m 
The invention relates to a tamper-proof o~ aeoured 

system of remote or long•distanoe participation in 
inte~ao_tiva games with verification of the ahro.nol.ogy or 
evanta, 

With the Gdvent of so-callod interactive tel•vlsion 
oyatems, it. is desirable to 11nable tr.eleviewers to take 
pat"t in ;am.es where, tor exatnple, they. are a.s~ecl, durin9 
a broadoast, to give answers to questions broado&st from 
a station, 

. our i ri9 such . ~amea, a maximum answer in9 time has to 

sot ih ordGr to prevent the teloviawex- from mllki·nq his 
answor after the aolut.ion -to the rtrame bas been 9iven from 
t.h\!J station or a:rt.ot:- be has looked up the. answer in an • 
encyclop~dia or any other referenoa ·data base. 

·It is also d.asirAble that the taleviewar' s 11nswor 

should not be forw~rded, in r.eal ti~e, to the supplier of 
th& servico (the cable operator, the broadcasting studio, 
etc.) so a:s to avoid 11 saturatin9" th1s supplier with 
thousands of aimul taneous nnswere. To do this, A storo- · 
and-forward sys~e1u ·is indispensable. l:n this system, the. 

· tel&Vi&wer 1 e. a·nswer is atored at his home in a "ecurea' 
\.lay in ·a· l'tla·Sl;1 COnsUmElr typG of apparatus (auch as ft cable 

25 de.coder, d.e.dioat~d games machine, eta.) · and than 

forwarded lGter at ·appropri~tely staggered times, by 
radio-t.olaphone, cable or. any othar · &\\itable means ot 
teleconn\\unj.cations. 

2. ·Qeagr1~tion of the ~r.ior A~t 
30 There are examploa of auoh syste1ns devel.opad in the 

United st~tes,· for exa1npla by the firm Interactive Game 

Netwo>:ks, where te.loviewers hava a small games l\U\Chine 

provided with a radio interface, a keyboard, a soreen, a 
moden\ ar1d a securlty module. 
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Reference may be made to F19~re l, which ie a 
diagram of the ohronolOCJY of avant•, in o~der to 
understand the o~~ration ot such a system. 

The questions aro b>:-oadoast at an 1netant Tl trom a 
transmitter/central computer hereinafter called a 
"central computer". 'l'he&o queptions are. broadaaat by 

radio to these machine•. For axompla, at the b~ginning of 
a football matoh, the tale~iewera are asked to gues• the 
nulQber of goals seored at .half-tim~. 'l'he question is 

displayed on the screen of the machine. The anewer is 
entered by caaoh televiewar participiatinc;r i.n the game at 

tha instant '1'2, by means of the keyboard of his·maohin•, 
"nd . is . roooz-dod in &. s.eoured chip (of' the type used in 

. . 

smart cards) mounted on the saaa mach1~e. A few ainutea 
. 1& after the question ha~ been asked, at the inutan~ T3, a 

new broa~_caet signal looks the •nt.ira population of 
machines ~o that they no longer aooept any an-wers. The 
ans~~r to the que•tion is broadcaat at tha instant T4 (in 

ao 
. fact, T4 corresponds to half-tim$ in this exzunple). 'l'he 

answer r~oorded is rorward~d later, at thG instant T5, to 
the qamos oentr~l com~uter by modem throu9h tho switched 
telephone network llhd serves aa proof of pa:rtioipatioh. 

If the toleviewar ha& given the right answer, he or she 

m~y be in for aoma winnin9s. 
~5 Ih ·.certain proposals of implem~ntation suoh as the 

one described in the us patent No. 4 so2 54G, a 
~uffioiently prooise olock circuit placed within the 

games machine is used to date each evont. When ~he 

players' answers are forwar-ded. to the games ·central 

30 computer, the times recorded by the machihe are 9iven to 

the · O&l1tral ooniputor and compared by it with the 

retorenoe ~ime that it has kept. 
· In other proposals of . implementation, each 1nass­

. consumer type of qames ,machine is provided wJ.t:h ah 

35 eleotronio J:"eal-time clook oirouit synohroni zed. i'lt 

r"egular intervals (for example by radio link) with a 

referencn ·clock signal sent out by the c;Jl'lmea oentral · 

computer. 
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The time 'l'l at which the question i• broadoast ~nd 
the time T2 At. which the answer is given are recorded in 
the machine (for. e>etUJlple in a seoured way inaide a chip 
for am&~t Qard•)· 

When th& oonneotion is made to the game• central 
coinput&t', the answer as well a• the times roool"ded are 
torwa~ded as proof of partioipation. The central computer 
ascertains that the infOX'l,llation on time Tl forwarded is 
within an aoceptQbla tolerance. braoket and that '1'2 is 
prior. to T3 whioh is the deadline allowed for · "the 
111nswora. 

l>RAWBACKS OJI' THE CURREN'J' SYSTEMS 

In the above-mentioned systcams, or · 1n other similar · 
forms ·of implementation, an ill~intentioned user may very 
well ~nake a recording, !n e.n appropriate me.chin•, ot the 

control s~9nals sent to his qam&s machine (such as 
questions, looking oonmu~nds, . clock aynchronization 
signals, ete~). 

Then, at a ali9htly defe~~ed point in time, once the 
answer to the question has been broadc~u1t by the station 
is known to hill\ by epeoific research or by any other 
moan$, this ill-intentioned individual can replay tho 
control signals in his machine and tbua simulate a real­
timo ~hswer. Thia. is mada possiblo beoaQse the fraudulent 

25 ;i.ndividual has -no witnesses in the privacy of his home 

and becauae there is al.ways· a reasonably sufficient 
amount Of time that elapses between the end Of play and 
the expected forwarding of the anewers ·to the central 
computer. Finally, it is not pos1dbla, economically, for 

:)o the qames maahine to have a means of knowing wbether the · 
signitls that it recaives from thG outside worl.d, which 
are suppos·ed to be secured, are truly qanerated i.n rea~ 

time· or whether they are bainq qiven with a sliqht delay 

after having bean recorded without any modif.ica~ion. 
35 ln a patent filGd in France under· No. 89 06848 and 

published under. No. 2 647 619 and the addition number 90 

01512 publisbed No. 2 658 375, a system is_ described 

This Sheet Has Been Replaced 
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enabling· the prevo~tion of thia fraud by d&ferred 
play1n9, wherein• 

- the central computer counts the absolute time t.hat 

olapses between the instant ref erenoed T3 when the answer 
5 ia broadcast (or t.ha deadline allowed to:t- giving the 

anewer) . and the instant T5 at Vhioh the answers by the 
t&leviewers -re forwarded to the central computer, 

• the toleviewer's ~nswar activates, at the instant 
T2, the start· of a local tin\e counting operation in the 

10 machine; 
... at the instant T5 of when the intormatiol) is 

forwarded. to the central computer, thi.s oentral computer 
ascortaine that the time TS~T2 measured by the machine in 

. the player' a h.ome is truly greater than the absolut• t.ime 
15 TG-T3 that it has j.ts&lf computed. 

The timing diagra1n shown in 1ri9ure 2 i llustratea .. 
thase_scaquenoaaw 

The approach proposed in this patent ia 

unfo?"tunately not infal.libl.e beoGUllG the user, by 

20 aocelorating th& local-timo oountet-, can :rnako it. aaam as 

if, between tho answer and ·the connection t.o the c:iantral 
· computer, there has elapsed a period ot time T5-'1'2 that 

is lera9thier . than the t,il\\e that baa aotually slaps~. 

'l'his is p·ossiblo by a simple temporary niodif ication ·of! 
25 the oscillation frnquency'of the electronic clock airouit 

looatod i•\ the games machine. 

lndeod, the counter in the machine is aceeaaible to 
the use~, unless it is phymioally seoured, i.e. embedded 
in a resain.- Whether this oirouit is auppli~d by an RC 

30 network osoillato:r:, a ceramic rc.sonator oscillator or a 
quartz oscillator, its natural f:requency oan be deflaoteid 
by a sliqht :1nismatoh:ln9 of the oscj.ll&.tin9 .elemen~. It is 
tllUs possible, without any difficulty, to accalerate or 
slow down the oscillator 'by a smal.1 pere~nta9e. 

35 By aocelerating the oscillato1.. which supplies the 
cl.ook .circuit of the games maohinos, a fraudulent 
j.ndivid~al oan wait beyond the dea<U.ine T3 (for example 
to wait for the answer to bo broadotuit livo) and then 
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Qccelerate the o•oillator of the machine to oatoh up with 
the delay. Thus.,· when his maohine is interrogated by th~ 
oontrlil computer ~t the instant ~5, the apparent ti•a T5• 
'1'2 given to tbia central computer will 1>9 even great.er 

s than in reality. 
There ara known ways of fitting out oertain 

· mioropr:oceasora for mioroc:irouit card• with clock 
fr.eque1\ay detector• t.o detec:t the anomaliera in thia olook 
f:r:equenoy. 'l'his type ot detector i• aativated when the 

10 cloo.k ft"equenoy that supplio1i the componant :Ls 
GMoaaaively low, for example in order to prevent a 
fraudulont individu1.11l from littempting a "st.•p by ·step" 
approach to the program carried out by the prooesfiJor. 
'1'ypical.l.y, a low frequency detector such aa this is - . . . 

1& acti vatod 'below about 500 KHz when tho norninal · frequ9ncy 
of the component is beat.ween 1 MKz and 5 MH&. The 
aubstantial. lack of precision of this type of cletaotor . 
and the tact .that it exists only to detect axcer1aively­
low t!requ~nciee mean that it cannot bo uaed to ove:roome 

20 the above-mentioned type of fraud. 
The ~.nvention is aimed at overoomin9 tho drawb~cks 

of presontly used ayatema. · 
:indeed, the system· of which tho invention· ls. an 

object can be· uaed for the secure ve:rification of the 
25 fiu~t that the televiewer has truly· emswered. the questions . 

asked between the instant when these q\iestions al:'.• . as~ed 
and a deadl'ine decided by the transmitter of the geu"•· 

'l'he propo•ad· system ie: based on the countin9, by a 
.s·ooured processor (tor example a · mioroaircuit card 

30 processor)·, of conseoutive time interval$, the first. one 
of which ·is initiall3ed by a crypto9raphJ.cally secure 
message sGnt by the transmittGr and tho last ?ne of which 
is 0ndod by a conneotion of the games ~achine ~o "the 
central computer of the t:r.1.u\smitter in order to forward 

3G the p~oof of the answer thereto. 
SUMMARY QF THE INVENTIQN 
An object oi t.he present invent.ton, rnor.e. 

p1u:tio"larly, is a secured syetom of remote pai."ticipation 
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in intaraotiva 9amea comprising a t.ranamiss:lon central 
computer· transai ttin9 cryptographic measaqas received by 
television reoeiv.ers dut-ing the p~ogress ot · the 
tel.ovieion pr09ram, the televlewers havinCJ· available a 
gam•s machine capable ot reacUn; the televised l1\eaaa9es 
and sandin9 back an answer to the queations · asked in 
those maasagas, wherein: 

• the 9ames 11\achine has means for the aounting of a 
duration or period ot time Tr12 defined by the instant t1 
of reoeption of a messa9e an4 the instant t.2 of t.h• 
televiewar'• llnswer and a perioa of time '11r25 d•finect by 
the instant.ta of the televiewer's answa~ and the inst.ant 
t5 ot the forwarding of the anewet- to the cantral 
comp~tor; 

·- the· central computer .has means for the countin9 of 
a poriod .of time t.a35 defined by the answerin9 deadline 
t3 ar.d the answer forwllrding instant t.5 and 11 period of 
tiae .ota15 deafJ.ned. by the instant tl of trensmiafiion of 
the message and the answer forwarding instant ts, 

and it . fut-ther oonlprisea 0~11\putation means 
~nabling the cheokin9 of the following relationships: 

'i.'!:'25 > 'l'a35 

~nd Tr12 + Tr25 • Ta15 ± tolerance values, 
and bei~g capable of rejecti~g the answers wh&n the 

25 relationships are not veritied. 
IJ.'he counting· means of the gamefi& machine are formed 

by a ·eo.oured m!oropr-ooe.l!Jsor control lad by a· olook 
implomentin; a olock pulse oountinq program. 

'l'he invention also relatas to a machine for 
30 participAtion in br.oadcast pro9rams and for certification 

of participation in oonjunotion with e. ramote central 
con\'puter comprising: 

35 

- \\\$ans for the rGception of digital intormation 
ol9ments cominq f~om the central computer, 

interface meane for the int~oduction, 

partioipant, of the data elements reprosentln~ 

Pllrticipation, 

by a· 

his 
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... l'tleana to aet. up a conncaotion to tha central 
oo'mputor, 

- at lea~t ono aecure4 electronic component 
oompriain9 a .•icroprooessor &nd its etorage means, 

- at le11.st ona olock 1d.~nal. generation circuit 
whereins 

- Wh&n the machine receives, at ~n. :instant. Tl., a 
d:i.;ital m&ssege having a predeterminod form, it soinr:le it 
to the. secured mioropr.ooesaor, 

after varif ioation, the secured mioroprooesaor 
records this. mes.save in its memory and start• oounti~ 
time units proportional to the poriod of the oloOk a19nal 
that is 9iven to it by the olook &ignal generation 
oit"cuit, 

- when, at. an instant 'i'2, the machine receives, trom 
a teloviewer possaaaing this maohine, data alamen~~ 

relating to hifJ partio;l,pation, it transmit• thaaa data 
elom~nts to the seour·ad mioroprooessor which reo.orda them 
in a requisit• form in its ~emory and also records the 

time counting value ~t this instant,1 . . 
- the secured microprocesso~ continues the oountin9 

until the machine has been put into aoritact, by the maahs 
. for· setting up a connootion, with the oentral computer at 

an instant '1'5; , 

26 - as soon as the connection ia sot up, the 
microprooessor atnds the stored data olelnent.a on 

par.ticipation and the counting valuos Trl2 and Tr2S so 
that the oentral computer can verify that thetlfa valuos 
are oohtpatible · with its own oountinq values and can 

30 r4ject the answer if. this is not the case. 
Tho invention al.so rel.ates to a oontral computer 

device desi9ned to mamu1e the partio1pat1on of an 
audience of televiewers in broadcast scenarios, the 
televiowers. having, for this purpose, ah electronic 

3!S pa'rticipat.101'\ lnachine comprisin9: 

- time c.ountin9 means, 
- ~oans t.o broadca&t d,$.g:J.tal.messagos for individual 

electronic partioipttt;\.on machines, 
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- means to aet up a connection with the individual 
ole~tronio partioipation mach1nea, 

- storaqe prpcessinca means wherein chief lye 
- when ~ new broadcast scenario is ihitialiaed, tha 

device, at the inst.ant Tl, use11 an appropriate 
transmission .channel to broadcast a dic;rital maf!Jsage to 
indi.v1aual machines of tha telaviawers and initializes 
and activat~s the time-counting mean•, 

- at the predetermined inat&.nt T3, chosen as being 
the instant when the audience should no longer 
participate in the scenario, it. memorizes the time-. . 
countin9 value and continues thi• counting, 

- 11t 'the instant '1'5,. chosen as J:>eing ·the inst.ant 
when the maohinea qet connected to the central computer, 
it memorizes the timetl&countin9· values obtained. by the 
machines ahd checks tho following relationships: 

Tr25 > Ta36 

and 'l'r1·2 + Trl2 • 'l'al.5 :I: tolerance values 
wherein: 
Tr25 is tha period ot time of counting by tb& 

maoh~ne between T2 and T5, 
Trl2 is tha period ot · time . of oountin9 by the 

machine between Tl and '1'2, 

'l'r35 is the period Of time of counting by thG 
2& central computer between T3 and TS, 

Tr15 i.s· the period of time of ·counting by t.he 
central computer betwGen Tl and T~. 

Each game · maohine ie provided with a secured. 
microproco.ssor foll:' miorocircuit cards. In another 

30 embodiment, the miorooircuit may ba in a card having a 
bank. card ~ormi.t, plugged into th_e ll\aohine, the machine 
then acting as ll ·card reader of the ki.nd that. is 

conm\eroially available. 
Al~ernatively, the secured circuit may be contained 

35 in a portable object other than a card such as, for. 

example, a plastic key or any other object deemed to be 
appropriat.•. 
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The secured circuit may also, aa atated here above, 
bo inatalle4 directly in the main ol~cuit.ry. of the 
machine, if it is. ooneidered th•t it ia not necessary for 
it to be 4•t•ohabl.a. 

f> The term "secured 211ioroprooesaor" ia undarst.ooct to 

10 

15 

20 

mean any. protect&d mioroproaesaor suoh as those used in 
smart aard t\pplioatio.ns, for example in tho . bank cards 
currently boing distributed by banka. 

BBXEF DISQRIPTIQN O[ THE DlU\WJNG.S 
Other advantages of the in~ention shall appear f~om 

the followinv descript~on, ~ade by way ot a non• 
reatt-ictive illustration with reference to the appended 
drawinqa, of which: 

- Fiqure 1 is a· timing. dia9ram of the chronology of 

the events of the game; 
~ Fi9ure 2 is a timing diagram such as the Ohe shown 

iii Fi9ure 1, indicatinq the counting sequences · according 
to the p~ior ar~; 

- Figure 3 shows ·a timing diaqram suah as the. one 
shown in Piqure 1, indicating . the counting sequoracea 
accordin~_to the invention; 

- Figure 4 ia a drawing showing the principle of the 
games syat&m; 

- Figure. 5 is A detailed dia9ram Of a secured 

25 compon6mt aooording to the invent.ion·; 
- Fii;rura 6 j,s a diagram of a maohine in a pi.rtiaular 

embodiment. 
· MQBB DETAILED RESCRIP~lQ~ 

ThG diagram of f i;ure 4 illustrateB a socurad system 
30 of partio.ipat:ion in games· enabling the· inat.rumentation of 

the sequences described hereinafter and shown in Table A 

. appended to the description. f.l\he syat.am has a 

~ransm!tter/oent.ral computer. including a set ·10 formed by 

a television programme transmitter and a oontral computer 
35 \mit 20 linked to the transmitter 10 and . capablo of 

sendinq qamos messages in encrypted form auoh as those 

desoribed, tor example, in the abova-mentioned patent 

applicat:.ions. 
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. The t~ar.amitter/oentral computer is connect.ed. by 

transmission means 30 to receivers plaoed· in the us•rs' 
homes .. uaei-a wi•1'in; to partioipat.a in the gamaa that aro 
br.oadcaet have machines .Ll •••. Ln available, capable of 

5 roading the encoded messages on the receiver and _ot 
Qetting conneot.ed to the oe_ntral · computer in a ·standard 
way. 

·At the instant '1'1 when the message !a aaht out, · 
namely when the telaviawer ia aaked the question, tha . 

lO transmiasion oanter and games contr•l 001\\put.er 1 11ends 
the . 9amei• machine Ll, t .. n a cryptographic massage, si9ned 
for example with a known card oporating aeoret key. 

The di$patoh of this meaaage oftn be done by a 
transmieaion channel 30 which n\ay be • dedloated· ·data 

l.5 ohAnnal looated: 

20 

25 

- ei~her in the same channel aa the televised signal 
(for example in the ~eturn frame) 

- or in a separate che-nnol of the eu1ma medium (for 
examplo a dedicated HF channel on the cable which 
furthermore conveys the television channels) 

- or in a oh~hnel on a different medium (for example 
an FM radio ohannel as in the Interactive Gama Networks 
in the united Statas). . . 

The data ohannel does not need to be one-directional 
from the transm:l tter of tha ai9nal and tho providar of 
services to th& televiewers. 

~he qa~es machine L1, whon it racoives this eignal, 
whioh ap~ears in the form or a code on the soreen 11 of 
the television receiver 10, sends it to the secured 

30 . component CS placed in the machine or on a detachable 

madium aa desoribed hereinafter. 
The machine is provided with a known electronics· 

circu;i tt'y of the typo describod in. the above-mentioned 
patonts for oxample, enabling it to reoeive meas~ges that 

35 appGar on the televiaio11 sore.an and send answer messa9os 

to the oentral·computer. 
The secured oompone11t cs is shown in Figure. 5 · and 

has a microprooassor 100 provided with vo.latil.e .a.nd non-
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volatile memoriass a RAM working ~emory 110, a ROM 
progrllm mel\Ory 120 and "" EEPROM data memory 130. :tt. 
reoeives oloolc pu~aea from a olock signal 9enerator 150. 
of tho lftAahina.. l:t furthermore has means .ot oonnacition to 

5 the machine aymbC)lized by the eat 140. Whan a meaaa9a 
appears on the screen, the microprocessor ioo reaeivas 
thi• . massage, vorifies 1t• authentiaity in a uauai way 
and ~otivates the implomantation of a timG-oountin9 sub­
program on the basis of . the olook pulaas, this •ub-

10 progralfl beihQ contained in its ROM m~mory 120. 

In faat, the secured mioroproc&ssor count• ti~e 

units proportional to tha clock. trequ&noy 150 with wb1oh 
it is·supplie4 and not •n absolute time ainca it doe• not 
contain any tuporal rafet-ence other ·than this clock 

15. signal. Furtha~mora, the seaurGd microprocessor 100 ~akes 
t'l recording, in its non ... volatila . 1Uamory EEPROM 130, .of .. . . 

the orypto9raphic me•&~CiJ•. (or. a •hadow of this message) 
that has activated the oount:l.nq operation. 

Ref erenoe may be m~de to the Table A •ppended to the 
20 description for a c·l&arer uncleratanding of what. followas 

At. the instant '1'2, whon the televie.wer answers the 
question 'by means of h:ls m•ohine Ll, this answer is 
transmitted to the secured miproprooessor 100 which 
rocorda it in its known volatile memory 130 and also 

25 records the time-counting value that it has reached when 
it has rec::&ived the user's aa1swer. Immediately after thiri 
event, the seoured mioro1;>rooessor 100 oontinues to count. 

~3 remains the absolute deadline at which the 
televiewers oan answer tha queBtion. Nothing particular 

30 hQppens in the machine at this inatant: it receives no 
· inform~tion and .tho. secured microprocessor continues to 
count t.hc ti'1le. 

At this instant 'I'3, tha central computor providrad 
with standard prooe~sin~ meahs 20, including z. oentrAl 

3!> prooesaJ.n9 unit 21 and memories 22, one ot which j,s 

lo~ded with a countin9 program, itself also be9ins a 
tim~-oounting operation. 
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Since the central oomputor is central and ia used •a 
a reference, this oouratinq ia hereinafter oallad an 
11abeolut.e" oounti:n;. The counting ua&d ia sup~oaed to be 
highly stable· and repraeiant the ·closest possible 
app~oximation of real time. T4 is the absolute instant at 
Whioh th& an~wer to- the question is given on the snreen 
·for . tho televiewar". Nothing partioulor h&PP•hs at thi• 
instant. 

'l'he forwarding of _specifio ~ata elements . from each 
tolaviewer who har. partioipated . in the CJtama takes place 
lator than the insta~t T5, for example some hour• after 
th• game, by tho connection of the gamo machines 40, 40n 
to the central coniputor · 1. . sinae many televiewera may 
~ave participated, the oonnections are prob~bly 

pro~r.ammed to .toke plaoa_at night. 
Tha . televiewers' machines are oonneQtod to the 

contral computer by means of a "return channel" whoae 
direction is the reverse of·tha on~ used to broadcaat the 
data c·hannel d&soribed further above~ This return channel 
J\\ay o_ocur direotly on the distribution cable :l.t th& 
television is broadcast by two-way oabla. The return . . 
channel ~ay also be set up on the switched telephone· 
network by •imple modem. Other pos~ible return channels 
may be envisaged. 'l.'he roferano~ 30 in t.he diagram of 
Figure 4 symbolize• the tranan1j,ssion channel or channols 
that may be provided tor. 

When tha connoction is set up between tbs central 
computer 1 and the 11\achine Ll, (Ln) of tho. t.eleviewer by 

one of the above-mentioned means, the secured 
30 mioropr.ocosso~ 100· may then be9in a standard 

authentication procBdure to authenticate the central 
computer and to authentioate itseJ.f with the central 
computer. '.t'he ·authentication mechanisms if any may be . 
basad, witb~ut distinction, on a· cryptography syatem 

::t!; using a seoret key or ~ known public key without in any 
way ohan9in9 the object of the invention. 
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During the connection, the secured. microp:rooeaaor 
100 sends the central computer the value . ot tha answer 
given by the tale~iawer and recorded at tba instant·T2. 

Accordinca t.o the invention, the mio:roprooe•aor 100 
5 also ••nda tbe oontral computer tba values Tr12 and '.rr25 

wherein1 
- Tr12 is the relative local· time· _computed in tha 

televiewer's machine by the aecured mioroproce••or 
between ~1 and T2 (as can ba aeen in Piqure 3), 

10 - Tr2S. is the relative local titna computed by this 
same secured mioroprocossor betweGn T2 and T5 (a• can be 

&&en in Figure 3). 
The televl&wex-'e answer· as well aa the time vai.uee 

computod looDlly by the machine 1 may be tranamitted wit.h 
l.~ a cryptographic check sum to ensure their integrity and, 

as the case raay be, they may be enciphered tor reasons of 
confidentiality by any kllown · enoiph•rin9 algorithm. This 
in no way aftaota the prinoiple of thG invention. 

20 

lt: 
- Ta15 denot-e~ the "absolute.. time computed by the 

o~ntral ·computer· betwo.&n '1"1 and T!5 {aa shown in Figure 
3); 

- Ta;35 denotes the 11abso1ute" time computed by the 
central computer between T3 and TS (aa shown .in Figure 

25 3). 

30 

:H\ 

Accordinq t.o the invGntion, the central aomput.er 
then ascerta~ns that: 

is 

it 
he 

to 

Tr2!> > Ta35 firatly and.that 
Tr12 + Tr25 • TDl5 ± tolerance values, 

the tolaranoe values being predetermined. 
If these relationships ~re verif ied1 then the answer 

accopted. Otherwise the centr~l computer rejeot11 it. 
Thus, if a fraudulent individual is tryin9. to make 

seem as if hG has given his ailfl1wer b0tfore T3 whA_reas 

has actually ~iven his answer after T3, ha would have 

accelerate the clock' 150 given ·to thQ card batwean T2 

and T5 to obtain an art it icial inoraase in the. valua of 

lli i1iiHr 
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Tr25, but this would be detaated beoausa the aum Tr1~ + 
'l'r2S "1ould no lon;ex- be equal to Ta15 :t tolerance values·. 

The only. trau"ul.ant act which, while bein; dittieul.t 
to achieva would all the same be possible, would ba tha~ 

5 of slowin; down the clock si9nal given to the secured .. 
microprocessor between Tl and '1'2 by a value . that ia 
exactly equal 'to the quantity whose olook signal. would 
have to ba subsequently accelerated batw~an T2 and T5 in 
ordGr that the sum Tr12 + Tr25 keeps ita 109al value. To 

10 ·make this itnpossibla, it would be enouqh to see to it 
that the instant T3 !a v•rin.ble with ·respect to 'th~ 
inetant T1 · (namely that the time 1.eft for the viewer to 
answer the question is variable from ona quaation to 
another)~ 'l'hus, the fraudulent individual cannot· ·predict 

15 the val.ue by· whloh the oloolc. siqnal can be slowed down 
between Tl and T2 beoauae he does not know the value by 
which ha haa to accelerate.it subsequently betw&en T2 and 
TS. 

The invention can also be u.s.ed, by mean• of a 
20 scicured microprocessor used in a standard way for smart 

aards and ha~in9 no particularly preoi~~ refarenca clock 
signal or beinc;r secured itself, ·to 91.tarantee the accurate 
chroriolo9y of the events Tl, T2, T3 and T5. 

Fi9ure 6 shows a partioular ambodiment of ·the . ' 

25 invention in· which the secml'ed: oomponent takes the form 
of an integrated chip of the memory oard c. Thus, the · 
machine has, firstly, the part Ll that Qan be used for 
oonneoti.on to . the centr.a l computer i.n order to read tha 
messa9es displayed on the soreen and onter the 

JO televiewet-' s response •nd a detachable part, namely the 
nuamory card with a mioroprooas:sor. The p11x-t X..1 has, for 
this purposo, a slot F enabling it. to receive the card 
and non-visible oonnactor matohi.nc;r that ot the card to 
enable it to aot as a mem~ry card reader. 

35 With this. embodiment, t.h& invention con be applied 
espeo~ally well to subsoribe:r · television systems · that 
already use smart. cards to ensure 
dosoramblin9 of the television signals. 

Sc.\C!U:r .i ty a9ainst 
----~· -------



i 
d 

i 

1-

·' 

-~ 
.' 

" ·I 

~ 

' 

l 

I 
141 
I 

33 I 45019828 

~ranernittar/Gam•• 

Central 

CIOMP\lt.aa:-

~newer 

deacUino 

~3 

---.> 

Oolnputation 

'l'a15 and 'ra3S 

15 

'tABLI A 

O~mea maah1ne/ 

Reoelvor 

IWoeptton of 

-·••CJ• 
ln•tant ·i1 

- Coqntln9 of 

olook pul•ODJ •torag• 

ot meHa(Je 

• ~eoeptlon and 4-- Anaw•~ J.n•tal\t '1'2 

•to~•9• of anewer1 
-st.o~ag& of the 

oounu.no va'.lua 

~aoaptton 

c.t\ewer 

~-- Sott:ih9 up ·of 

cionnect.lo1\ with 

aentral computer 

of 

R•aeption of - aendt.nv of 

an11wer 

and Tr12~ 

'l'r:2S 

Cheoktng 

Tr2S> TalS 

Tr12 + Tr:2& • 

:i•a l S:t toler.111nce . 
value1 

• 

•toxed anawcar 

- aendJ.r\g of 

'l'rU and Td6 

------···-------



• I \ . 

I' 

' ·: 
! 

·. 
~ . 
G 

l 
·\ 
j 
9 
1 

I 
l · 
1 
I 
I 

i 

I• 

33 1 45019828 

16 

. lfHAT rs CY\IMID Ii: 

1. A secured ayata of r_emote pa~ticipation in . 
interactive Qames aompriaing a t~an•m1ssion central 
computer sendirig out crypto;raphio maaaa9es reoa_ived by 

·tGlaviaion receivers . during the pro9raas ot th• 
5 television pro9rata, the telev.iewers having available a 

gam$S machine oapabla of reading tho televi•ad maasage• 
and of send1n9 baok an answer to the questions asked in 
these messa;ea, wherein: 

a) the 9ames maoh.:l.no oomprieesi 
10 ~ means fo~ the counting of consecutive periods ot 

tiiuo, of whioh · thG first one (Tr12) i• initiaJ.i)j_ed by a 
mes11age IOI.ht by the tt'~nsmisaion oentral computer and 
tho last one ('l'r25) is anded by a oonnaction ot th• 
games machine to the cientral oomputer of tho 

.15 t.ranemitter; 
the first period of t·ime baln9 def inecl by tha 

instant (tl) Of reoeption ot the message and the 
instant (t2) of the televiewer's answer and tha 8eoond 
poriod of time (Tr25) beinq detined by the in•tant (t2) 

20 of th~ televiewer's answer and the instant (~5) of the 
·forwarding.of the answer to the oantral computer1 

- means to transmit the answer with tbeaa countin9 
results to the transmi•sion central computer; 

c) the central computer comprises: 
25 - . means fo~ tba counting of a· pcari~d · of time 

(ta35) defined by the answering deadline t3 and by the 
answer forwardi-ng inst.•nt (t5) and a period of time 
(ta15) definect by the instant (tl) of transmia1iion of 
the m~saage and the answer forwarding instant (t5), . . 

30 oomputation and chec:kin9 means enabling the 
chookin9 of the !'ollowinq relationRhips: 

Tr2!> > Ta3 !> 

and T:r12 -4· Tr25 = 'l'alS ± tolerano& valu~s, 
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and bei~CJ desi9ned to rejeot the anrawera when the 
r&lationehipe arG not verified. 

2. A . aacu:roa eystem of remote participation in 
interact.ivo ge.mtla according to olaim l, wherein the 

5 COUJ'.\tinCJ lllGans of the 9ames machine are formed by a 
secure.cl mioropi-oceasor control lad by a olock 
implemehtin9 a clock pulse counting program. 

3.. A secured aystt1111 of re~ot:e participation in 
interactive garnes according to claim 1, wherein the 

l.O counting· meanti of . the games machine are formed by 

computation means controlled by an internal clock 
implementing a clock pulse counting progra~. 

4. A machine for participation in broadcaat. 
p~o~rams and for cGrtif ioation of participation in 

15 conj.unction with a re.mote oentral oomputer ootnprising s 
- 1\\eana ·for the ·reception of digital !nfortnnt.ion 

elements aoaing from the central computer, · 
interfacG means for the introduction, 

pa~ticipant, of the data elements representin9 
20 participation, 

by a 

his 

... means to set up a connection to the central 
colnputer, 

.. ~t least one secured electronic; Con'lpouebt 

comprising a microprocessor and its ·atorage means, 
25 . .. at least one clock signal generation oirouit 

wherein: 
- when the machinB rooaivGs, at an instant Tl, ~ 

digit.al .maasa90. havinq a predetermined f'orm, it aends 
i.t to the secured microprooeasor1 

30 ... ·aftor verification, the seoured microprocessor 
record• this messaqe in its memory and etarts counting 
timG units proportional to the period of the el.ock 
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ai9nal that ia qiven to it by 'the olooJc si9nal 
van•ra~ion oi~ouit, 

. - when, at. an ihstant T2, the machine receives, 
from a televiewer po•aossing this · machine, data 

5 elements .relating to his partioipation, it transm1 ts 
these data elementa to the secured microprocessor Which 
reoo~ds them in a requisite form in its memory and alao 
records tha ti~a countin9 value at this instant; 

~ the secured microprocessor continues ~ho 

io oQunting until the machine has ·been put into contact, 
by the mean• . for sat.ting up a connection, with tbG 

centrai computet' at An instant T5; · 
a8 soon as the connection i• set up, the 

microprocessor eehds the stored data elements on 
15 participation llhd the countinc.J va.luas Tr12 and Tr25 so 

that the central. ·computer can verify that these value~ 
are oompatible with its own oount.in9 value• and can 
reject. the answe;r J.f this is not thQ case . 

20 

5. . A 111achine for participation in broadcast 
programs eaooording t.o claim 4, comprising ohip-oard 
readin9 mGans and A ahip card,· the oe.rd comprising ·the· 
s~cured component in the form of an integrated chip 
card inoludinCJ a microprocessor' and workin9 and program 
memorie11. 

25 6, A c~ntral. co:mputGr dcavioa designed to manage 
the partloipatio•'I of an · audianoe of t:elevi.&wers in 
broadcast acennrioa, the tel.eviewers having, for thi1; 
purposa, an electronic participation machine 

. . . 
oompr.1.s.i.ngi 

30 - time-counting means, 
ineans to broadcast. digital messages for 

individual aleot1·onic participation machines, 
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w ~eans to set up G connection with the individual 
eleotron!c participation machine•, 

· --storaqe prooessinq m•an• whor•in: 
- when a n&w broadcast scenario is initiali·zed, 

S tho device, at the .inst.ant Tl, uses an appropriate 
transmi•sion channol to .broadcast a. diqital messave to 
individual machines of the telev!ewers and inltializea 
and aotivatas the time-counting means, 

~ at the predetermined instant T3, chosen as being 
10 the inst.ant when thQ eaudiance should no longer 

participate in the scenario, it memor.izes the time­
oountin9 value and continues this countinu, 

- at the instant TS, ohoaen as being the ihstant 
when the maohines 9et connected to the central 

1' computer, it memorizes tbo tirne-oount·inq values 
obtained by the machines and checks the following 

x-elatiol'.'ships: 
Tr2s > Ta35 
and Trl2 + Tr12 ... Ta15 :t tolerance valuos 

20 wherein= 
'l'r25 :l.a the . peri.od cf tbne Of countin9 

machine batweGn T2 and TS, 
'l'r12 is the perio~ of time of counting 

machine bet~een ~1 ~nd T2, 
25 Tr35 is the p~riod of time of counting 

central computer botween 'l'3 and TS, 
Trl5 is tho per~.od of time of oount.in9 

central computer between T1 and 

by the 

by t.he 

by the 

by the 

T5. 


