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10 User terminal

11, 21, 31, 51 Communication unit

12, 22, 52 Control unit

13 Display unit

14 Input unit

15 Bi ic-autt p unit
16 Transmission-content generation unit
17 VPN-connection client-functionality unit
20 Authentication server

23 Challenge-value generation unit

24 Token generation unit

25, 53 Database processing unit

30 Biometric-authentication result evidence-information validation server

32 Biometric-authentication result evidence-information validation unit
40 Auth ion-i ion management

50 VPN connection server

54 Token determination unit

55 VPN-connection server-functionality unit

AA VPN connection request

BB Challenge value

CC Biometric-authentication result evidence information
DD Authentication result. ID, token

EE ID, token

FF VPN connection

GG Validation result

HH Token

(57) Abstract: Provided is a VPN connection authentication
system provided with the following: a user terminal (10)
used by a user; an authentication server (20) that connects to
said user terminal (10) so as to be able to communicate
therewith; a biometric-authentication result evidence-in-
formation validation server (30) that either is built in to the
authentication server (20) or connects thereto so as to be
able to communicate therewith; an authentication-informa-
tion management database (40) that can be read by the au-
thentication server (20); and a VPN connection server (50)
that connects to the user terminal (10) via a VPN so as to be
able to communicate therewith.
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