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DISTRIBUTING SERVICE INFORMATION

CROSS-REFERENCE TO RELATED APPLICATIONS
[0601]  This application claimg the benefit of Provisional U.S, Fatent Application Ne. 62/932,079, filed

Noverber 7, 2019, the disciosure of which is incorporated herein by refersnce in its entirety.

BACKGROUND

0602 Wireless communication devices may sstablish communications with other devices and data
networks via various acesss networks, For example, a wirelsss communication device may establish
communications vig a wireless local area network (WLAN) (8.g., an institute of Eleclrical and Electronios
Enginesrs (IEEE) 802,11 WLAN) and/or a radio access network (RAN) {e.q., a 3GPP RAN). A wirsless
communication davice may access an 802,11 WLAN andior 3GFP network, for example, o communicale
with other wirsless davices andfor io access data networks that may be communicatively coupied with the
802.11 WLAN andfor 3GPP RAN,

SUMMARY

[0003]  Systems, methods and instrumentalities are disclosed herein {8.g., including via sxample
implementations) for distributing service information, for example, in a network {8.9., in 802.11 networks,
JGPP networks, slc.}. Servics information may relate to, for exampls, enhanced broadoast services
(eBCS). Enhanced broadoast services may be identified in service information flows, for example, based
on (8.4, by uss of) multicast addresses andfor a higher layer ideniifier (ID) {e.0., an internst protocol (IP)
multicast address).

10604]  An access point {AP) may advertise eBCS capabilitiss and services, for example, by
broadeasiing a public action frame. Adverlisement and discovery of ¢BCS seivices may be made, for
example, without (e.q., requiring) transmission from a consuming slation. A public action frame may
comprise {e.g., inciude), for example, information specifying & categary of service andfor a typs of public
aclion, A public aetion frame may (8.q., further) include information that may be used io authenticats the
source {8.4., origin} of an eBCS service. An origin authentication may be parformed, for example, on a per

servics basis. An sBCS public action frame may include, for exampie, one or more of the following {e.g,
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elsments). a public key fisld, an authenlication parameiers field, andfor service list slements, which may
specify one or more agpects of the senvices,

106057 A public action frame {e.q., and the information thersin) may be fransmitied, for example, on a
per-setvics basie. A public aclion frame may include origin authentication informalion andior eBCS saivics
discovery information. A public action frame may be configured, for example, so that multiple frames may
be authenticated (8.9., through a common key and mechanism). The eBCS sarvice information may be
{e.g., periodically) transmilled periodically. The sBCS seivice information may include {g.g., common)
sBCS origin authentication paramatars andfor parameters that may bs used to authenticate {e.q., multipls)
frames.

106081  Consumption or usage of services by stations may be reported. Two or more public action frames
may be emploved, for example, 1o discover eBCS services consumed by stations. An eBCS membership
request frame may be sent {0 a station. An eBCS membership request frame may request that a station
identify eBCS services that the station may consume andfor may be consuming. A station may indicals
(2.9, identify) eBCS services the station may use of may be using (e.g., consuming), for example, in a
response {e.q., an eBCS membership response frame). A station may generate an eBCS membership
response frame identifving zero or more 6BCS ssivices that the parlicular station may consume or may be
gonsuming. Reporting (e.g., by a station) may be solicited or unsclicitad.

[0007]  In examples, methods may be implemenisd for distributing service information. Methods may be
implemanted {e.q., in whale or in part), for sxample, by one or more devices, apparatuses, andior systems
{e.g., a WIRU such as a STA and/or Uk, a network node such as an AP or 2 gNodeB (gNB), andior the
like), which may comprise one or more processors configured to exscute the methods {e.g., in whole orin
part) as computer executable instructions that may be stored on a computer readable medium or a
computer program product, that, when executed by the ons or more processors, performs the methods.
Tha computer readable medium or the computer program produst may comprise instructions that cause
one or more processors o perform the methods by axecuting the instructions. Although a devics used in
sxamplas hersin may be associated with a cartain network, other devica(s) {s.g., analogous devics(s) in
the same or different networks) may perform: like actions.

106087 A WTRU may include a processar configurad {g.¢., programmed with execuiable instructions to
implemant a method) to receive a broadeast frams, where the broadoast frame may include per-service
information; receive origin autheniication information; determine 10 use a seivics indicated in the broadoast
frams; receive a broadcast data frame associated with a single service, where the broadcast data frame
may be associated with the broadeast frame; and use the origin authentication information to authenticate

the broadcast data frame associated with the service.
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[0008]  The per-servics information may include a servics definition. The origin autheniication information
may include a per-service authentication paramater.

106101 The origin authentication information may be included in the broadeast frame. The origin
authentication information may be per-service authentication information,

[0611]  Tha per-service information and the origin authentication information included in the broadoast
frame may be associated with a single servics,

06121 Ths origin authentication information may be comman io frames associated with different
Services.

100131  The processor may be {e.g., further) configured {e.q., programmed with executable instructions to
implemant a method) to send a frame that indicatas one or more services that the WTRU is using.

[0014] Ths frame thal indicates one or more services thal the WTRU is using may be sent in responss
to reception of a frame that requests the WTRU indicate one or mors seivices that the WTRU is using,
[0015]  The frame that indicates one or more services that the WTRU is using may include one or more
respsctive identifiers associated with the indicated one or more saivicss.

[G318]  The service may be used without the WTRU having sent a query to an originating device,

[00171  This Summary is provided fo infroduce a selection of conoepts in a simplified form that are further
dascribed hersin in the Detailed Dascription. This Summary ie not infended 1o limit the scope of the claimed

subjact matter. Other features are describad herein,

BRIEF DESCRIPTION OF THE DRAWINGS

10618  FIG 1Als a system diagram illustrating an exampls communications system in which one or
more disciosed embodiments may be implemented.

00481  FIG. 1B is a system diagram illustrating an exampls wirsless transmit/receive unit (WTRU) that
may be used within the communications system illustraied in FIG. 1A according to an embodiment,
00201 FIG. 1C is a syslem diagram illustraling an exampis radio accsss network (RAN) and an example
gore network {ON) that may be usad within the communications system illustrated in FIG. 1A according to
an embodiment.

06211 FIG. 1D is a system diagram illustrating a further example RAN and a further example CN that
may be used within the communications system illustrated in FIG. 1A according fo an embodiment.
[0022] FIG. 2 depicts an example format of an example eBCS information frame.

60231 FIG. 3 dapicts an sxampls of a public kay fieid,
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[0024] FIG. 4 depicts an exampls of an eBCS autheniication paramelsrs fisid,

10625 FIG. 5 depicts an example of an eBCS servics list,

00261  FIG. 6 depicts an example format for an example eBCS 1D field.

002717  FIG. 7 dapicts an sxampls of eBCS information frames, e.q., relative 1o eBCS data frames,
10628] FIG. 8 depicis an example of a per-service eBCS information frame.

06281 FIG. 9 depicts an example format for an example eBCS mambsrship request frame.
00307 FIG. 10 depicts an example of an eBCS membership response frams.

00341 FIG. 11 depicts an example of an eBCS 1D list.

106327 FIG. 17 depicts an example of a solicited eBCS membership request and responss,
[0633]  FIG. 13 depicts an example of an unsolicitad eBCS membership respange.
DETAILED DESCRIPTION

0034]  Systems, methods and instrumentalities are disclosed herain {8.g., including via example
implementations) for distributing (8.g., eBCS) service information. Service (e.g., eBCS) capabilities may be
adveriisad (8.9, by an access point {AF}), for example, by broadeasting & public action frams. A public
aolion frame may include per-seivice information. A public action frame may be transmitted on a per
service bagls. A public action frame may combine authentication information and service information.
Enhanced broadoast service origin authentication may be performed on & per service basis (e.q., using
origin authentication information to autheniicate broadcast data frames for a consumed saivics). Origin
authentication information may be common to framas associated with different services. Services may bs
consumead without querying a service originating device. Stations {e.g., with and without assodiation with
an AP} may repori consumiption or usage of servicss, Reporting may be unsolicited or soliclisd (6.9, In
response to a requast from an AP),

[0035]  FIG. 1Ais adiagram lllustrating an example comimunications system 100 in which one or more
disclosed embodiments may be implemented, The communications system 100 may be a multiple access
systemn that providss contsnt, such as vaics, data, vidao, messaging, broadoast, elc., to multiple wirsless
users, The communications system 100 may enable multiple wireless users to access such content
through the sharing of system rescurces, including wireless bandwidth. For example, the communications
systems 100 may employ one or more channal access methods, such as code division multiple accass
(COMA), time division multiple access (TDMA), frequency division multiple accsss (FDMA), orthogonal
FOMA {CFDMA), single-carrisr FDMA {SC-FDMA), zero-tail unique-word DFT-Spread CFDM (ZT UW
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DTS¢ OFDM), unique word OFDM (UW-OFDM], resource block-filtered OFDM, filter bank mullicarmier
{FBMC}, and the like.

106387  Asshown in FIG, 1A, the communications system 100 may include wireless transmitireceive
unils (WTRUs) 1023, 102b, 102¢, 102d, a RAN 1047113, a CN 106/115, a public swilchsd islephons
natwork (PSTN) 108, the Internet 110, and other networks 112, though it will be appreciated that the
disciosed embodiments contemplate any number of WTRUs, base stations, networks, andfor netwark
slerments. Each of the WTRUs 102z, 102, 102¢, 102d may be any type of devics configured (o operate
andfor communicate in a wireless environmant. By way of exampls, the WTRUs 102a, 102b, 102¢, 1024,
any of which may be referred o as a "station” andfor a "STA”, may be configured to fransmit andfor receive
wirsless signals and may includs & user equipment {UE), a mobile station, a fixed or mobile subscriber unit,
a subseription-hased unit, 2 pager, a cellular islephone, a personal digital assistant (PDA), a smariphons, 2
laptop, a netbook, a perscnal computer, a wireless sensor, a hotspot or Mi-Fi device, an internet of Things
{loT) devics, a watch or other wearable, a head-mounted display (HMD), avehicle, a drons, a medical
devics and applications {e.q., remots surgsry), an industrial device and applications {8.g., arobot andior
other wirgless devicss operating in an industrial and/or an automated processing chain contexis), a
consumer alsclronics device, a devics operating on commercial andfor industrial wirsless networks, and
the tike. Any of the WTRUg 1024, 102b, 102¢ and 102d may be interchangeably referred to as a Uk
106377  The communications systems 100 may aiso include a base station 114a andfor a base station
114b. Each of the bass stations 114a, 114b may be any iyps of device configured to wirslessly inferface
with at least one of the WTRUs 1023, 102b, 102¢, 1024 o faciliiale access 1o one or more communication
networks, such as the CN 106/115, the Internet 110, andfor the other networks 112, By way of example,
the base stations 1143, 114b may be a base fransoeiver station (BTS), a Node-B, an encode B, a Home
Node B, a Homs sNods B, a gNB, a NR NodaR, a siis conirollar, an access point (AP), a wireless router,
and ths like. While the base siations 114a, 114b are each depicted ags a single element, it will be
appreciated that the base slations 1144, 114b may include any number of interconnecied base stations
andior network elemants,

106387 The bese station 114a may be part of the RAN 104/113, which may alsc include cther base
slations andior network slements {not shown), such as a base slation controlier (BSC), a radio network
controller (RNC), relay nodes, efc. The base slation 114a andfor the bass station 114b may be configured
to transmit andfor receive wireless signals on one or more carrier frequencies, which may be referred o as
a call {not shown). Thess frequencies may be in licensed spechrum, unlicensed spectrum, or a
gombination of licensed and unlicensed spactrum. A celf may provide coverage for a wireless service to a

spacific geographical area that may be relatively fixed or that may changs over time. The cell may further
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be divided inlo call seciors. For example, the cell associaled with the base slation 114a may be divided inlo
thrae seciors. Thus, in one embodiment, the base station 114a may include three transcsivers, i.e., one for
gach secior of the cell. in an embodiment, the base station 114a may smploy multiple-input multiple outpit
{MIMO) techniology and may utilize multiple transceivers for each sector of the cell. For example,
beamforming may be used 1o transmit andlor recsive signals in desired spatial directions.

00381 The base stations 114e, 114b may communicate with one or more of the WTRUs 1023, 1026,
1020, 102d over an air interfase 1186, which may be any suilable wireless communication link (a.g., radic
frequency (RF}, microwave, centimeter wave, micromsater wave, infrared (IR}, uliraviclet (L), visible light,
gte.). The air interface 116 may be established using any suitable radio access technology (RAT).

00401  More specifically, as noted above, the communications system 100 may be a multiple access
systemn and may employ ona or more channs! access schemes, such as CDMA, TDMA, FDMA, CFDMA,
SC-FDMA, and the like. For example, the base station 114a in the RAN 104/113 and the WTRUs 1023,
1020, 102¢ may implement a radio lechnology such as Universal Mobile Telecommunications System
(UMTS) Terrestrial Radio Accass (UTRA), which may establish the air interfacs 115/116/117 using
wideband COMA (WCDMA), WCDMA may indlude communication protocols such as High-Spesd Packst
Access (HEPA) andfor Evolved HSPA (HSPA+), HSPA may include High-Spead Downlink (DL) Packsel
Agcess (HSDPA) andior High-Spead UL Packet Access (HIUPAL

[0041]  Inanembodiment, the bass station 1144 and the WTRUs 1023, 102b, 1020 may implement a
radio ischnology such as Evolved UMTS Terrastrial Radio Access (E-UTRA), which may establish the air
interface 116 using Long Term Evolution (LTE} andfor LTE-Advanced {LTE-A) andfor LTE-Advanced Pro
{(LTE-A Fro).

06427  In an embodiment, the base station 1142 and the WTRUs 1023, 102b, 102¢ may implement a
radio tschnology such as NR Radio Access , which may establish the air interface 116 using New Radio
INR.

P

[0643]  In an embodiment, the bass station 114a and the WTRUs 1023, 102b, 10Z¢ may implement
multinle radio access technologies. For example, the base station 114a and the WTRUs 1024, 102b, 1020
may implement LTE radio access and NR radio access togethsr, for instancs using dual connsclivity (DC)
principles. Thus, the air interfacs utilized by WTRUs 102a, 102b, 102¢ may be characterized by multiple
types of radio access technologies andfor transmissions sent toffrom multiple types of base stations (8.¢., a
sNB and a gNB).

[G344]  In other embodiments, the base station 114a and the WTRUs 102a, 102b, 102¢ may implement
radio iechnclogies such as [EEE 802,11 (ie., Wirelass Fidslity (WiFD}, IEEE 802.16 {l.e., Worldwids
Interoperability for Microwave Access (WiMAX)), COMAZ(00, COMAZ000 1X, COMAZ000 EV-DO, Interim
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Standard 2000 (1S-2000), interim Standard 85 {15-05), interim Slandard 856 {15-856), Global Systemn for
Mobile communications {GSM), Enhanced Data rates for GBM Evolution (EDGE), GSM EDGE {GERAN),
and the like,

[0045]  The bass station 114k in FIG. 1A may be a wireless routsr, Home Node B, Homs eNods B, or
access point, for exampls, and may utilize any suitabls RAT for faciitating wireless connsctivity in a
lccalized area, such as a place of business, a home, a vehicks, & campus, an indusirial faciity, an ar
corridor {a.g., for use by drones), a roadway, and the like. in one embodiment, the base siation 114b and
tha WTRUs 102¢, 102d may implement a radio tschnology such as [EEE B02.11 {0 astablish a wirelese
local area network (WLAN). in an embodiment, the bass siation 114b and the WTRUs 10Z¢, 102d may
implement a radio technology such as IEEE 802.15 to establish a wirsless personal area nefwork (WPAN],
In yai another embodiment, the base station 114k and the WTRUz 102¢, 102d may utilize a cellular-based
RAT {e.g., WCDMA, COMAZ000, GSM, LTE, LTE-A, LTE-A Pro, NR elc.) o estabiish a picocsll or
femicesll. As shown in FIG. 1A, the bass station 114b may have a direci connaction to the Internet 110,
Thus, the base station 114b may not be required 10 access the Intemnat 110 via the CN 1067115,

00481  The RAN 1047113 may be in communication with the CN 106/115, which may be any type of
network configurad lo provide voics, data, applicalions, andfor voice over internat protocol (VolP) services
{o one or more of the WTRUs 10723, 102b, 10Z¢, 1024. The data may have varying quality of service (QoS)
requiraments, such as differing throughput requirsments, latency requirernents, srror tolerance

requirements, reliability requirements, data throughput requirements, moebiiity requirements, and the ke,

Tha CN 106/115 may provide call conlrol, billing services, mobile location-based services, pre-paid ¢
Internet connectivity, video distribution, sic., andfor pariorm high-fevel security functions, such as user
authsntication. Although nol shown in FIG. 1A, it will be appreciated that the RAN 104/113 andior the CN
106/115 may bs in dirsct or indirect communication with other RANs that employ the same RAT as the
RAN 104/113 or a different RAT. For exarnple, in addition to bsing connected io the RAN 104/113, which
may be ulilizing a NR radio {echnaology, the CN 106/115 may also be in communicalion with anothsr RAN
{not shown) employing a GSM, UMTS, CDMA 2000, WIMAX, E-UTRA, or WiFi radio technology.

106477  The CN106/115 may dlso serve as a gateway for the WTRUs 102e, 102k, 102¢, 102d o ancess
the PSTN 108, the Internal 110, andior the other networks 112, The PSTN 108 may include cireuit-
switched telaphons networks that provide plain old telephone service (FOTS). The Internet 110 may
include a global system of interconnacted computer networks and devices that use common
communication profocols, such as the transmission control profocol {TCP), user datagram protocol (UDP)
andfor the internat protogol (IP) in the TCPAP intemat protocol suite. The networks 112 may include wired

andfor wireless communications networks owned andfor operated by other service providers. For exampls,
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the nefworks 112 may include anciher CN connscted 10 one or more RANs, which may employ the sams
RAT as the RAN 104/113 or a different RAT.

100487  Some or all of the WTRUs 1023, 102b, 1020, 102d in the communications sysiem 100 may
include multi-mede capabilities {8.g., the WTRUs 102a, 102b, 102¢, 102d may inciuds multiple transcelvers
for communicating with different wireless netwarks over diffarant wireless links). For example, the WTRU
102¢ shown in FiG, 1A may be configured to communicate with the base station 1144, which may smploy a
callular-hased radio technology, and with the base stalion 114b, which may smploy an IEEE 802 radio
technology.

00481 FIG. 1Bis a system diagram ilustrating an example WTRU 102, As shown in FIG. 1B, the
WTRU 102 may include a processor 118, a fransceiver 120, a fransmitfracsive elemant 122, a
spaaker/microphons 124, akeypad 126, a displayftouchpad 128, non-removable memory 130, removable
mamory 132, a power source 134, a global positioning systern (GFS) chipsst 136, and/or other peripherals
138, among others. it will be appreciated thai the WTRU 102 may include any sub-combination of the
foragoing elements while remaining consistent with an embodiment,

[0050]  The processor 118 may be a general purpose processor, a special purpose processor, &
conventional processor, a digital signal processor {DSP), a plurality of microprocessors, one or more
micropracassors in assosiation with a DSP core, a confroller, a microcontrolier, Application Spacific
Integrated Cireuits (ASICs), Field Programmable Gate Arrays (FPGAS) oireuits, any other type of infegrated
girouit (G}, a state machine, and the Iike. The processor 118 may perform signal cading, data processing,
nower gonfrol, inputioutput processing, andior any other funclionality that enables the WTRU 102 to
operate in a wireless environment. The processer 118 may be coupled to the transceiver 120, which may
ba coupled fo the ransmitirecsive slement 122, While FIG, 18 depicts the processor 118 and the
transceiver 120 as separate components, it will be appreciated that the processar 118 and the transceiver
120 may be integrated togather in an slectionic package or chip.

6051  The transmitireceive slement 122 may be configured to transmit signals to, or receive signals
from, a base station (e.9., the base station 114a) over the air interface 118, For examgple, inone
smbodiment, the transmitireceive element 122 may be an antenna configured to fransmit andior recsive
RF signals. in an embodiment, the iransmitireceive slement 122 may be an emitter/detector configured fo
fransmit andfor recsive IR, UV, or visible light signals, for sxample. In yat another embodiment, the
fransmilireceive slement 122 may be configured {o transmit andfor receive both RF and light signals. |t will
ba appreciated that the fransmitireceive slement 122 may ba configured to transmit andfor receive any

combination of wirelass signals.
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[0052]  Although the transmitfreceive slement 122 is depicted in FIG, 18 as a single element, the WTRU
102 may includs any number of transmilireceive elements 122. More specifically, the WTRU 102 may
smploy MIMC technology. Thus, in one embodiment, the WTRU 102 may inciude two or more
transmitfrecaive elemenis 122 (a.g., muiltiple antennas) for transmitling and receiving wireless signals over
the air interface 116,

00531 The transceiver 120 may be configured to modulate the signals that are 1o be transmitied by the
transmitfreceive element 122 and io demodulate the signals that are recelved by the iransmitireceive
slement 122. As noted above, the WTRU 102 may have multi-mods capabiiities. Thus, the fransceiver 120
may include muitiple transcelvers for enabiing the WTRU 102 to communicate via multiple RATs, such as
NR and {EEE 802.11, for example.

[0654]  The processor 118 of the WTRU 102 may be coupled to, and may recelve user inptt data from,
the speakerfmicrophone 124, the keypad 126, andfor the displayftouchpad 128 {e.g., a liquid crystal display
{(LCD) display unit or organie light-emitting diede (OLED) display unit). The procsssor 118 may also outpul
user data to the speaker/microphons 124, the keypad 128, and/or the displavitouchpad 128. In addition,
the processor 118 may acoess information from, and store data in, any type of suitable memory, such as
the non-removable memory 130 andfor the removable memory 132, The non-removabile memory 130 may
includs random-accass memary (RAM), read-only memory (ROM), a hard disk, or any other type of
mamory storage device. The removable memory 132 may include a subscriber identity module {S1M) card,
a memory stick, a securs digital (8D} memory card, and the Hike. In other embodimenis, the processor 118
may accsss information from, and store datain, memory that is nol physically located on the WTRU 102,
such @s on a server of a home computer {not shown),

60551  The processor 118 may receive powsr from the power source 134, and may be configured fo
distributs andfor control the powsr to the other compaonents in the WTRU 102, The powsr sourcs 134 may
be any suilable davice for powering the WTRU 10Z. For example, the powsr source 134 may include one
or more dry cell batteries {e.q., nickel-cadmium {NiCd), nickel-zinc (NiZn), nicksl metal hydride (NiMH),
lithium-ion (Li-ion), etc.), solar cells, fuel cslis, and the liks,

[0058]  The processor 118 may also bs coupled io the GPS chipset 138, which may be configured fo
nrovide location informalion {e.g., longituds and lalitude) regarding the current focation of the WTRU 102,
In addition to, or in lieu of, the information from the GPS chipsat 136, the WTRU 102 may recelve location

b

its location based on the timing of the signals being received from two or more nearby base stations. It will

information over the air interface 116 from a base station {e.q., base stations 114, 114k} andfor determine

be appreciated that the WTRU 102 may acquirs location information by way of any suitable location-

determination method whils remaining consistent with an embodiment,
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[005717  The processor 118 may further be coupled to other peripherals 138, which may include ons or
more software andior hardwars modules that provide additional featuras, functionality andior wired or
wirgless connactivity. For exampile, the peripherals 138 may include an acoslerometer, an e-compass, a
satellite transceiver, a digital camera {for photographs andfor video), a universal serial bus (USB) port, a
vibration devics, a telsvision transceiver, a hands fres headset, a Blustooth® module, a frequancy
modulated (FM) radio unit, a digital music player, a media player, a vidao game playsr moduie, an Internst
browser, a Virtual Redlity and/or Augmentsd Reality (VR/AR) devics, an aclivily fracker, and the like. The
paripherals 138 may include one of more sensors, the sansors may be ohe or more of a gyroscops, an
acceleromstar, a hall effect sensaor, a magnetometer, an orientation sensar, a proximity sensor, a
temperature sensor, g ime sensor; a geclocation sensor; an altimetsr, a light sensor, a touch sensor, a
magnetomeiar, a baromstar, a gesture sensor, a biometric sensor, andior a humidity sensor,

04587 The WTRU 102 may include a full duplex radio for which transmission and reception of some or
all of the signais {e.q., assodiaisd with particular subframes for both the UL {s.q., for transmission) and
downlink {&.g., for reception} may be concurrent andior simultanecus. The full duplex radio may include an
interference management unit to reduce and or substantially sliminate self-interferences via either hardware
{8.9., a choke) or signal processing via a processor {8.9., a separate processor {not shown) or via
processor 118} in an embodiment, the WRTU 102 may includs a half-duplex radic for which transmigsion
and recaption of some or alf of the signals (8.g., associated with particular subframes for elther the UL
{e.g., Tor iransrmission) or the downilink {6.g., for reception}).

0581 FIG. 1C is a system diagram iHlusirating the RAN 104 and the CN 1086 agcording to an
smbodiment, As noted above, the RAN 104 may employ an E-UTRA radio tschnology o communicate with
the WTRUs 102a, 102b, 102¢ over the air interfacs 116, The RAN 104 may also be in communication with
the CN 106.

006807 The RAN 104 may include eNode-Bs 1603, 160k, 160¢, though it will be appreciated that the
RAN 104 may include any number of aNods-Bs while remaining consistent with an embodiment, The
sNods-Be 160a, 160, 160c may each include one or mors transceivers for communicating with the
WTRUs 1028, 102b, 102c over the air interface 116. in one embodiment, the eNode-Bs 1603, 160b, 160c
may implement MIMO technology. Thus, the eNode-B 1603, for example, may use muitiple antennas o
transmit wireless signals to, andfor recsive wiraless signals from, the WTRU 102a,

[0081]  Each of the eNode-Bs 160a, 1680h, 180c may be associaied with a parlicular call (nol shown)
and may be configurad o handle radio resource management decisions, handover decisions, scheduling of
users in the UL andfor Bi, and the like. As shown in FIG, 1C, the eNode-Bs 1604, 160b, 160c may

commiunicate with one ancther over an X2 interfaca.
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R,

[0082] The CN 106 shown in FIG. 1C may include a mobility management enlity (MME) 162, a setving
gateway {SGW) 164, and a packet dafa network (PDN) gateway {or PGW) 1658, While each of the
foragoing elements are depicted as part of the CN 106, it will be appreciated that any of these slements
may be owned andior operated by an entity other than the CN operalor.

[G0363]  The MME 182 may be connected {0 sach of the eNode-Bs 1623, 162b, 162¢ in tha RAN 104 via
an S1 interface and may serve as a conirol node. For example, the MME 162 may be responsible for
authsnticating users of the WTRUs 1025, 102b, 1020, bearer activalion/deactivation, sslecting a parlicular
serving gateway during an initial attach of the WTRUs 102a, 102b, 102¢, and the ks, The MME 162 may
orovide a control plane function for swilching between the RAN 104 and other RANs {not shown) that
employ other radio ischnologies, such as GSM andior WCDMA,

[0664]  The SGW 184 may be connectad to each of the eNade Hs 1602, 160b, 160c in the RAN 104 via
the 51 interface. The SGW 164 may generally route and forward user data packeis toffrom the WTRUs
1023, 1020, 102c. The SGW 1684 may psrformi other funciions, such as anchoring user planes during inter-
eNode B handovers, triggering paging when DL data is available for the WTRUs 102a, 102b, 102¢,
managing and storing contexts of the WTRUs 1023, 102b, 10Z2¢, and the like.

(00851  The SGW 1584 may be connected to the PGW 166, which may provide the WTRUs 1023, 102b,
107Z¢ with access to packet-switchad networks, such as the Internst 110, to fagilitate communications
between the WTRUs 1023, 102b, 102¢ and iP-enabled devices,

60881  The ON 108 may facilitate communications with othar nafworks. For example, the CN 106 may
provide the WTRUs 102g, 102k, 1020 with access to dircuit-switched networks, such as the PSTN 108, ic
facilitate cormunications betwesn the WTRUs 1024, 102k, 102¢ and traditional land-line communications
devicas, For exampls, the CN 106 may include, or may commuicate with, an P gateway {e.g., an iP
multimedia subsystam (IMS) server) that serves as an interface betwesn the CN 106 and the PSTN 108, In
addition, the CN 106 may provide the WTRUs 1023, 102b, 1020 with access 10 the other networks 112,
which may includs other wirsd and/or wirsless networks that are owned andfor operated by other sewvice
providers.

[0087]  Although the WTRU is described in FIGS. 1A-1D as a wirsless isiminal, it is contemplated that in
certain repressntative embodiments that such a terminal may use (g.g., temporarily or permanently} wired
comiviunication interfaces with the communication network.

[0088]  Inrepresentalive embodimenis, the other network 112 may be 2 WLAN,

100887 A WLANIn Infrastructure Basic Servine Set {BSS) mode may have an Access Foint {AP) for the
BSS and one or more stations (STAs) assoclated with the AP, The AP may have an access of an interface

fo a Distribufion System (D) or another type of wirediwireless network that carriss traffic in to and/or out of
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the BSS. Traffic io STAs that originaiss from cutside the BSS may arrive through the AP and may be
dalivered to the STAs. Traffic originating from STAs to destinations outside the BSS may be sent {o the AP
to be deliverad to respective destinations. Traffic batwean STAs within the BSS may be sent through the
AP, Tor example, whers the source STA may send traffic to the AP and the AP may deliver the traffic to the
destination STA. The traffic between STAs within a BSS may be considered andfor referred io as peer-to-
neer traffic. The peer-to-peer fraffic may be sant between (e.q., dirsctly betwaen} the sourcs and
destination STAs with a direct link setup (DLS). In certain reprasentative embodiments, the DLS may use
an 802 11e DLS or an 802,11z tunneled DLS (TDLS), A WLAN using an Independent BSS {IESS) mode
may not have an AP, and the STAs {e.g., all of the STAS) within or using the 1BSS may communicate
directly with each other. The I1BSS mode of communication may sometimas be referred o herein as an "ad-
hoc” mode of communication.

[GG707  When using the 802, 11ac infrastructurs mods of operation or a similar mode of operations, the
AP may iransmit a beacon on a fixed channel, such as a primary channgl. The primary channel may be &
fixed width (8.g., 20 MHz wide bandwidih} or a dynamically set width via signaling. Tha primary channel
may be the operating channal of the BSS and may be used by the STAs o sstablish a connaction with the
AP, In certain representative smbodiments, Carrier Senss Multiple Accsss with Collision Avoldance
(CSMAJCA) may be implemsnted, for example in in 802.11 systams. For CEMAICA, the STAs (8.9, every
STA}, including the AP, may sense the primary channel, If the primary channel is sensadidsiscied andior
determined ic be busy by a particular STA, the particuler STA may back off. One STA {a.g., only one
station) may fransmit at any given time in a given B3S.

(06741 High Throughput (HT) STAs may use a 40 MHz wids channe! for communication, for example,
via a combination of the primary 20 MHz channel with an adjacent or nonadjaceni 20 MHz channel io form
a 40 MHz wide channal.

06721 Very High Throughput (VHT} STAs may support 20MHz, 40 MEz, 80 MHz, andfor 160 MHz wide
ghanneis. The 40 MHz, andior 80 MHz, channels may be formad by combining contiguous 20 MHz
channels. A 160 MHz channel may be formed by combining 8 contiguous 20 MHz channsls, or by
combining two non-contiguous 80 MHz channels, which may be referred io as an 80-+80 configuration, For
the 8080 configuration, the data, afier channel sncoding, may be passed through a segment parser that
may divide the data info two streams. Inverss Fast Fourier Transform {({(FFT) processing, and time domain
processing, may be done on each stream separaiely. The streams may be mapped on to the twe &0 MHz
channeis, and the data may be fransmilted by a transmitiing STA. Al the receiver of the receiving STA, the
above described oparation for the 80+80 configuration may be raversed, and the combined data may bs

sent io the Medium Accass Cantrol (MAC),
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00731  Sub 1 GHz modes of operation are supportad by 802.11af and 802.11gh. The channel operating
bandwidths, and carriers, are reduced in 802.11af and 802, 11ah relative to those used in 802.11n, and
802, 11a0. 802 11af supporis 5 MHz, 10 MHz and 20 MHz bandwidihs in the TV White Space (TVWS)
spaclrum, and B0Z. 11ah supports 1 MHz, 2 MHz, 4 MHz, 8 MHz, and 16 MHz bandwidihs using non-
TVWS specirum. According 1o a representative embodiment, 8021 1ah may support Meter Type
ControliMachine-Type Communications, such as MTC devices in a macro coverage area. MTC devices
may have cerlain capabiliies, for example, limited capabilities including support for {8.q., only support for)
certain andfor limited bandwidths. The MTC devices may include a battery with a batfery life above a
thrashold {e.g., to maintain a very long battery life}.

[0074]  WLAN systems, which may support muliiple channels, and channel bandwidths, such as
802.11n, 802.11ag, 802.114f, and 802, 11ah, include a channel which may be designated as the primary
channsl, The primary channel may have a bandwidth equal to the largest common operating bandwidth
supported by all STAS in the BSS. The bandwidth of the primary channel may be set andfor limited by a
3TA, from among all STAs in operating in a2 BSS, which supports ths smallest bandwidth opsrating mods,
In the axample of 802, 11ah, the primary channel may be 1 MHz wide for 3TAs {e.g.,, MTC type davices)
that support {8.¢., only supporl} & 1 MHz mode, sven if the AP, and other STAs in the BSS support 2 MHz,
4 MHz, 8 MHz, 16 MHz, andior other channel bandwidth operafing modes. Carrier sensing andior Nafwork
Allocation Veclor (NAV} settings may depend on the status of the primary channel. if the primary channal is
busy, for exampie, due io a STA {which supports only a 1 MHz operating mods), transmitting to the AP, the
antire availabls frequency bands may be considarad busy even though a majorily of the frequency bands
remaing idle and may be available,

[0075]  Inthe Uniled Stales, the avaiiabls frequency bands, which may be ussd by 802.11ah, are from
402 MHz to 928 MHz. In Korea, the available frequency bands are from 917.5 MHz 10 8235 MHz. In
Japan, the avaliable frequency bands are from 918.5 MHz to 927.5 MHz. The total bandwidth available for
802.11ahis 8 MHz o 26 MHz depending on the country code.

[0676] FIG. 1D is a system diagram #lustrating the RAN 113 and the CN 115 according to an

142

smbodiment. As noled above, the RAN 113 may smploy an NR radio technology to communicate with the

WTRUs 1028, 1026, 1020 over the air interface 115, The RAN 113 may glso be in communication with the
CN 115,

[00777  The RAN 113 may inciude gNBs 1804, 180b, 1800, though i will be appreciated that the RAN
113 may includs any number of gNBs while remaining consistent with an embodiment. The gBs 1804,
180b, 180¢ may sach includs ons or more transcsivers for communicaling with the WTRUs 102a, 102k,

102¢ aver the alr interface 116, In ons embodiment, the gNBs 180s, 180b, 18C¢ may implement MIMO
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fachnology. For sxample, gNBs 180a, 1080 may ulilize beamforming to transmii signals to andfor receive
signals from the gNBs 1803, 180b, 180c. Thus, the gNEB 1804, for example, may use multiple antennas to
transmit wireless signals to, andfor receive wirsless signais from, the WTRU 10Za. In an embodiment, the
gNBs 180a, 180b, 180c may implement carrier aggregation tashnology. For example, the ghB 180a may
transmit multiple componant carriars o the WTRU 102a {nct shown), A subset of these component carriers
may be on unlicensed spectrum while the remaining comgonent carriers may be on licsnsed specirum. in
an embodiment, the gNBs 1803, 180b, 180c may implement Coordinated Multi-Point {CoMP) technology.
For example, WTRU 102a may recaive coordinated fransmissions from gNBE 180a and gNE 1800 {andior
gNB 180¢}.
00781  The WTRUs 1028, 102b, 102¢ may communicale with gNBs 1804, 180b, 180¢ using
franemissions associated with a scalable numerclogy. For exampls, the OFDM symbol spacing andfor
OFDM subcarrier spacing may vary for different transmissions, different cells, andfor different portions of
the wirsless transmission spectrum, The WTRUs 1024, 102b, 102¢ may comimunicais with gNBs 180z,
180b, 180c using subframe or transmission time intarvals (TTls} of various or scalable lengths (8.,
gontaining varying number of OFDM symbels andfor lasting varying lengths of absalute time).

[0079] Ths gNBs 1803, 180b, 180c may bs configured to communicate with the WTRUs 1023, 102h,
102¢ in a standalone configuration andfor a non-standalons configuration. In the standalone configuration,
WTRUs 102z, 102k, 1020 may communicate with gNBs 180a, 1806, 180¢ without aiso accessing other
RANs (e.qg., such as eNode-Bs 1603, 160h, 1600). In the slandalone configuration, WTRUs 1023, 102b,
102¢ may utilize one or more of gNBs 1804, 1800, 180¢ as a mobility anchor point. In the standalona
configuration, WTRUs 102g, 102b, 102¢ may communicate with gNEs 180a, 180, 180c using signals in an
unficensed band. In a non-slandalone confiquration WTRUs 102a, 102b, 102¢ may communicate
withiconnect to ghBs 1802, 180h, 180c while also communicating with/connegting to another RAN such as
eNode-Bs 160a, 160b, 160c. For example, WTRUs 102a, 102b, 102¢c may implement DC principles to
communicate with one or more gNBs 1803, 180b, 180¢ and one or more eNode-Bs 1603, 160b, 160c
substantially simultansously. in the non-standalone configuration, eNode-Bs 160a, 160k, 160¢ may serve
as a mobility anchar for WTRUs 162a, 102b, 102¢ and gNBs 18023, 180b, 180¢ may provide additional
coverage andfor throughput for sevicing WTRUs 102a, 102b, 102¢.

100841 Each of the gNBe 180a, 180b, 180c may be associated with a particular cell {not shown) and
may be configured to handle radio rescurce management decisions, handover dedisions, scheduling of
users in the UL and/or DL, support of network slicing, dual connectivily, interworking behween NR and E-

UTRA, routing of user plane data towards User Plane Function (UPF) 184a, 184b, routing of control plane
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information towards Access and Mobility Management Function (AMF) 1823, 182b and the like. As shown
in FIG. 10, the gNBg 180a, 180b, 180¢ may communicals with one another over an Xn interface.

106817  The CN 1158 shown in FiG. 1D may include at least one AMF 1823, 182, at least one UPF
1843,184L, al least one Session Management Function (SMF} 183a, 183b, and possibly a Data Nebwork
(DN} 1852, 185b. Whils each of the foregaing slements are depictad as part of the CN 115, it will be
appreciated that any of these slements may be owned and/or operated by an entity other than the CN
operator,

00821  The AMF 1822, 182b may be connected to one or mars of the gNEs 180a, 180b, 180¢ in the
RAN 113 via an N2 interface and may serve as & contral node. For exampls, the AME 1823, 182b may bs
responsible for authenticaling users of the WTRUs 102a, 102b, 1020, support for network slicing {8.g.,
handling of different PDU sessions with different requirements), selecting a particular SMF 183a, 183,
management of the registration area, termination of NAS signaling, mobility management, and the like.
Netwoik slicing may be used by the AMF 1823, 182b in order {o customnize CN support for WTRUs 1023,
102b, 102¢ based on the types of services being utilized WTRUs 102a, 102b, 102¢. For example, different
network slices may be astablished for different use cases such as services relying on ultre-reliable low
lalency (URLLC) accass, services relying on enhanced massive mobile broadband (6MEB) access,
services for machine type communication (MTC) access, andfor the like, The AMF 162 may provide a
control plans function for switching between the RAN 113 and cther RANs (not shown) that employ other
radio technologies, such as LTE, LTE-A, LTE-A Pro, andfor non-3GPP acosss techinologies such as Wik
106837  The SMF 1833, 183b may be connacted to an AMF 1822, 182k in the CN 116 via an N11
interfane. The SMF 183a, 183h may also be connected to a UPF 1843, 184binthe CN 115 viaan N4
interface. The SMF 183a, 183b may sslect and control the UPF 1844, 184b and configure the routing of
traffic through the UPF 1843, 184b, The SMF 183a, 183b may parform other functions, such as managing
and aliocating Uk IP address, managing PDU sessions, controlling policy enforcement and Qo8 providing
downlink data notifications, and the like. A PDU sassion iyps may be 1P-based, non-IP based, Ethernst-
based, and the iike,

[0084] The UPF 1844, 184b may be connected to one or more of the gNBs 180a, 180b, 180¢in the
RAN 113 via an N3 interface, which may provide the WiIRUs 1022, 102b, 102¢ with access i packet-
switched networks, such as the intemst 110, o {aciiitate communications betwesn the WTRUs 1023, 102b,
102¢ and [P-snabled devices. The UPF 184, 184b may perform other functions, such as routing and
forwarding packets, enforcing user plane policias, supporting multi-homed PDU sessicons, handling user

plane (oS, buffering downlink packsts, providing mobility anchoring, and the liks,
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[0085] The CN 115 may facilitate communications with other nefwaorks. For example, the CN 115 may
include, or may communicate with, an IP gateway {e.g., an IP mullimedia subsystem {MS) server) thal
serves as an interface between the CN 116 and the PSTN 108. In addition, the CN 115 may provide the
WTRUs 1023, 102b, 1020 with access o the other natworks 112, which may include other wired andior
wirsless networks that are ownad andfor gperated by other service providers. in one embodiment, the
WTRUs 1022, 102b, 1020 may be connacted o a local Data Network (DN) 185a, 1850 through the UPF
184a, 184b via the N3 interface to the UPF 184a, 184b and an N6 inlerface belwasn the UPF 1844, 184b
and the DN 1853, 185b.

106881  Inview of Figures 1A-10, and the carresponding description of Figures 1A-10, one or mors, or
all, of the funclions described herain with regard to one or more of. WTRU 102a-d, Bass Station t14a-b,
eNode-B 160a-c, MME 182, SGW 184, PGW 166, gNB 180a-c, AMF 182a-b, UPF 184a-h, SMF 183a-b,
DN 185a-b, andfor any other devics{s) desaribed herain, may be pericrmed by one or more emulation
devices {not shown). The emulalion devices may be one or mors devices configured fo emulale ong or
mors, or al, of the functions described herein. For example, the emulation devices may be used to test
other devicas andfor o simulate network andfor WTRU funstions.

[0087] Ths emulaiion devices may be desighad i implement ons or more fesls of ofher devicesin alab
snvironment andfor in an operalor network environmant, For example, the ong or more emulation devices
may perform the one or more, or g, functions while being fully or partially implementsd andfor deployed as
vart of @ wired andfor wirgless communication network in order to test cther devices within the
communication network. The one of more emulation devices may perform the ong or more, or all,
functions while being temporarily implemnentedidepioyed as part of a wired andfor wireless communication
network. The emulation davics may be directly coupled o anciher device for purposes of festing andfor
may performing testing using over-the-air wireless communications,

03881  The one or more emulation devices may perform the one or mors, including all, functions while
niot being implementedideployed as part of a wired andior wirsless communication network, For example,
the emulation davices may be ulilized in a testing scanario in a lesting laboratory andfor a non-deployad
{e.g., testing) wired and/or wireless communication network in order to implemant testing of one or more
componsnts. The one or more smulation devices may be tesi squipment. Direct RF coupling andfor
wireless communications via RF circuitry {e.g., which may include ons or more antennas) may be ussd by
the emulation devices lo fransmit andfor receive data,

00881  Systems, methods and instrumentalitiss are disclosed hersin (8.¢., including via example
implementations) for distributing (8.g., eBCS) service information. Service (e.g., eBCS) capabilities may be

adveriisad (8.9., by an access point {AF}), for example, by breadeasting a public action frams. Although the
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ferm public aclion frame may be used as an example herein, the frame may be any type of frame. A public
action frame may includs per-service information. A public action frame may be transmilted on aper
service basis. A public action frame may combina authentication information and servics information per
service (8.0, In a single frame). Enhanced broadcast servics origin authentication may be performed on a
per service bagis {8.g., using origin authentication information to authenticate broadeast dataframes for 2
gonsumed service). Origin authentication information may be common 1o frames associated with different
services. Services may be consumed without querying a seivice criginating devices. Stations {8.g., with
and without association with an AP) may report consumption or usags of services, Reporting may be
unsolicited or solicited {e.q., in regponss 1o a request from an AP},

[0090]  Afuture home, such as a beyond 5G (B5G) home that may be usaed as an exampie hersin, may
provide {e.q., a wids range of innovative} applications and/or services o people andfor devices, such as,
for example: immersive mixed-raality gaming; homse security/surveiltance {8.g., menitoring by autonamous
drones, sic.}; in-home health care and aging cars; holoporiation andfor hologram creation (2.g., on
lightwsighi extended reality (XR) glasses); andior othar applications and/or services. Applications andfor
services may be realized (e.q., implemanted), for example, with one or mare devices. For example, a
home may include one or mulliple devices, which may have one or mors (8.0, wide ranging) capabilities
{2.9., to implement one or more applications andfor services). Devicas may bs {e.q., wirslessly) connected,
for example, via a range of access technclogies. A device may cooperate with one or mors other devices
{e.g., devices may cooperate with sach other) to provids, for example, broadeast and/or multicast servicss,
.., for distributing video, sensor information, andfor other data,

[0081]  Madium access control (MAC) may suppert {8.g., enable} enhanced transmission and reception
of broadeast data in an infrastructure basic service set (BSS) andfor in enhanced broadoast services
(eBCS). For example, IEEE 802 11be may indicatelspaciy one or more modifications to an 1EEE 802 11
MAC specification to support enhanced transmission and reception in a BSS andfor in eBCS. An
infrastruciure BSS may involve (8.q., inciuds} an association between one or more fransmilters and one or
more rgcalvars. An eBCS may not involve (e.q., include} an association between ong or more transmilters
and one of mare receivers. Functionality (8.9., provided by IEEE 802.11bg) that may bs implemsnted in
systems, devices, andfor methods may (8.9., also) inciuds origin authenticity proteciion for broadeast data
frames {(&.g., associated with a service).

[0092]  Systerns, devices, andfor methods {e.g., Implementing EEE 802,11k functionality) may be
used, for example, in a B5G future home. For exampie, stadium video disiribution may apply o {e.g., be

suppaorted or provided by andfor implemented in} a B5G fulure home implementation. Stadium video
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distiibution may involve providing eBCS for videos 1o many denssly located stations (STAs), The STAs
may be assogciated or unassociated with an access point (AP}, STAs may or may not fransmit,

106831 Alow power sensor UL broadcast may be applicable to a BSG future home implementation.
Internet of things (loT) devices {e.q., pre-configursd loT devices) may {(8.g., aulomatically) connsct fo an
end sarver, for axample, through eBCS APs andior may operats with litle or no setup. ioT devices may be
low power, mobile loT devices reporting to servers, for example, through 8BCS APs without scanning and
assoolalion. Processing {8.¢., as desciibed herain) may be applicable {e.g., in B5G future home
implemantations), for exampls, with higher-powerfhigh-data sensors {e.q., camesra, radar, light defection
and ranging (LIDAR), and/or other sensors).

06241  Intelligent transportation broadoast may be applicabls to B5G future home implementations. An
sBCS sarvice for transportation related information (s.g., for raffway crossings) may be provided, for
example, by connectad vehicle roadside equipment (RSE), connected vehiclels) {s.g., with on-board
equipment {OBE)}, andfor personal informational device(s) (FID{g)). An RSE may provide an eBCS
service for local travsier information.

[0095] Broadeast services for event production may be applicable 1o B5G fulure homs implemsntations.
Broadoast servicss for event production may inglude, for example, providing eBCS for multiple data
sireams that may be suiteble for different customer STAs. The number of STAs may be large. STAs may
be sialic or mobile.

e8] Multi-lingual andfor smergency broadcast may be applicable fo BbG future home
implementations. Multi-lingual andfor emergency broadcast may include providing eBCS for emergency
andfor multi-lingual setvics to mulliple {8.¢., many) denssly located STAs, The STAs may be associaied or
unassociated with an AP. The STAS may or may not fransmit. The STAs may be static or mobile.

0098717 VR eSports video distribution may be applicabls to B5G futurs homs implementations, For
example, eBCS may distribute video (.q., aview of a player) to an audienss, which may be at a location ¢f
a VR eSporis game, such as an arena,

[0098]  Multi-channe! data distribution may be applicable to B5G futurs homs implemeniations. Multi-
channel data distribution may include, for example, an AP broadoasting {(e.¢., the same} information in
different languages {e.g., sach in a dedicated channel). A user may chooss, for sxample, one or more of
tha channels.

06281  Lecture room siide distribution may be applicable to BSG future home implementations. Lecture
reom slide distribution may include, for example, {e.g., simultanscus) distribution of slides on a soreen fo
one o more audience computing devices {8.g., PCs, lablets, atc.). A slide distribution may be provided to

an audience with or without downloading visual aids andfor changing pages. Slide distribution fo an
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audience {8.9., studenis) may be synchronized. Slide distribution may provide for {6.g., support) in homs
gharing.

1010071 Aregional based broadeast television (TV) service may be appiicable to B5G fulure home
implementiations. Local news andfor felevision conlent {e.q., originating from a TV company) may be
distributad to a consumer davice {8.¢., a bring vour own devics (RYOD)), which may ormay ornothea TV
receiver. Evacuation information may be distributed (2.g., in times of a crisls, such as a nalural disasier)
with or without {8.q., complex} cuslomer operation.

[0101] AR tagged uplink (UL) forwarding may be applicable to B5G future home implemsantations. A
tracker devics {e.g., a re-configured low-cost low power fracker device) may (e.g., aulomatically) connectto
an end server, for sxample, through one or more eBCS APs in a naighborhood {8.9., with littie or no seiup
action). A tracker device may {8.g., pericdically} report to a server {e.q., through one or more eBCS APs)
without scanning and association. An eBCS AF may append meladala (8.g., [P address, dateftime,
location, received signal strength indicator (RSS1), and/or the like) 1o packels (8.q., befors forwarding the
packets to the destination server), Mata-data from an eBCS AP may be protectad,

[0102]  Sewvics information (8.g., for one or more applications and/or services, as described hersin
andior slsawhers) may be distributed, for example, so that STAs (g.g., whether agsociated or not
associated with an AP) may {8.g., be configuredienabled 10} obtain and process service information, In
some examples (8.0, environmenis or scenarios), an STA may not be capable of fransmitting or may
determing to not transmil. A requestiresponse mechanism {g.g., based on an access network guery
protocol (ANGP)) may or may be used in one or more examples.

[0103]  Service information may be disiribuled, for exampile, based on implementation characisristios,
such as one of mors of the following: procsssing may use public action frames o deliver managemant
information; processing may provide origin authenticity protection for broadoast data frames {e.g., recelved
by an STA}) processing may support modes of operation (2.9, & first mode where there is an association
batwesn transmitter{s) and racsiver(s), such as in an infrastruciure B3S, and a second mode where
without an assogiation between transmitter(s) and receiver(s)); thare may or may not be an association
andfor handshake batwesn an STA and an AP; processing may suppord (8.9, have a mechanism to
facilitate) discovery of STAS consuming a broadcast servics; and/or procassing may suppart (e.g., have a
machanism for) advertissment (2.9, by eBCS APg) of eBCS capabilities and eBCS sarvices {e.g., provided

by an eBCS AP).

[0104] A time sfficient stream loss-tolerant authentication (TESLA) profocol may {e.g., be used to)
authsnticate an AP, for exampls, to provids arigin authenticity protection for broadeast data frames (8.4,
using public action frames to deliver managemsnt information). TESLA may be a ohe-way key chain
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algorithm. TESLA may allow for cheoking inlegrily and authenticating the source of a {8.g., each) packet in
multicast or broadeast data streams (e.g., using low-cost aparations). Implementation of a TESLA protocol
may involve recurrent authentication of frames. A receiving station may buffer K framss, which may be
authsnticaied, for example, svery Tk ssconds (8.q., iffwhen an AP makes a key public). Authentication of a
frame Ki-1 may be basad on the prior verification of frams Ki. Multipls {e.g., all} framsas may be relaied
{e.g., to sach other) andfor may be buffered.
[0105] Higher layer origin authentication may be ussd {6.g., may also be ussd). For example, higher
layer origin authentication may be used (e.g., may also be used) within the same service origin
autheniication frame,
[0108] Advertisement of one or more eBCS services may be providad by one or more mechanisme
{e.g., proceduresimethads). Discovery of ane or more STAs consuming one or more broadeast services
may be provided by one or more mechanisma.
010717 In soime examples, stations {e.g., assgciatad andfor non-associated with an AP} that may (e.g.,
he configured, enabled, andfor permitied to) transmit may coexist with stations that may not {e.g, be
configured, enablad, andfor parmitied fo) transmil {e.g., receiver-only stations). Discovery and use of eBCS
garvices may be supported {e.q., by access network query protocol (ANQP)), for sxampls, iffiwhen a device
may (8.4, be configured, enabled, andfor permittad to} fransmit information. A consuring device (8.q,, 3
devics that may seek and/or use ons or more eBCS savices) may or may not iransmit information to
discover, uss, and/or report usage of eBCS. In some examples {e.q., usags scenarios, such as sensorg or
TV get top boxes), a consuming devics may not transmit {e.g., in relation o consuming eBCS serviceg).
[3108] Origin authentication may be implemenied by one or more mechanisms. An authentication
nrocedure may delsrminefindicate whether ane or more received frames were transmitted by an AP that
the STA ig listening to.
[108]  There may be a single authentication key for muliiple {&.g., all) éBCS frames sent by an AP,
which may be assumed by a TESLA implementation. Cne or more {8.g., all} STAs may buffer (8., 2
considerable number of) rames (8.9, to authenticate the frames). A STA may consume a subset of frames
{8.g., frames for the eBCS service being consumed by the STA). Different {6.g., TESLA) keys may be used
for {e.q., each of several) different eBCS servicas. A STA listening 1o a BCS service {8.q., via a channel)
may reduce the consumption of resources, for example, by buffering frames (e.g., only) for the eBCS
sarvicelchannsl consumed by the STA,
[0418]  Discovery of STAS consuming one or more services may be implemented by one or more
mechanisms. For example, stations (STAs) listening to one or more eBCS services may be queriad to
determing the one of more eBCS sarvices.
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[0111]  Sewvics information (s.g., eBCS servics information) may be distributed, for example, based on
{2.9., consistant with} one or more implementation characteristics (e.¢., as desoribed herein). An STA
querying mechanism may be based on {e.g., consistent with) one or more implementation charactaristics
{2.9., as describad herein).

[0112] Systems, methads and instrumentalitiss disclosed herein {8.9., via example implementations and
techniques) may perform, for example, one or more ¢f the following: identify one or more eBCS services;
adveriise andfor disseminale sBCS seivicss (8.q., withoul transmission of information by a potential or
actual consuming device, for exampie, fo discover the servics, andfor while providing per-service origin
authentication}; raceive a {8.g., broadeast) frame (2.g., including per-service information); recelve (8.9,
origing authentication information; select {6.q., delermine to uss or consume) one or more (8.¢., advertised)
garvices (e.g., indicated in a frame including service information); receive a {8.q., broadeast) data frams
asscolated with a {8.g., single) service {e.q., the sslected sarvice) andfor associated with the {e.g.,
broadoast) frame {(8.g., including psr-servics information); autheniicats the broadeast data frame {(8.g.,

associated with the selectediusadiconsumed service) using the origin authentication information; andfor

[0113]  Sewvices (e.g., eBCS services) may be identified by one or mors implementations disclosed
herein. Examples are provided for eBCS frame format and operations. identifiers ({Ds) may (e.g., be used
to) identify eBCS services. 1Ds may be used (e.q., in procassing) for the identification of sBCS services
within frames.

[0114] Flows may be ideniified {e.q., in eBCSH) for {8.g,, individual} broadeast servicss. Ocoupled
channei bandwidth (OCB} transmission may be used. STAs may fransmit (e.g., an OCB fransmission) with
a destination address and a basic sarvice sel identifier (B5SID) address set to wildeards (s.g,, all ones).
Addresses set to wildcards may not support (s.g., allow} identification of specific fliows at the MAC layer,
Inspection may be performed (e.g., by higher layers) to identify a {e.q., each) flow. An {e.g., individual}
aBCS flow may be identified by one or more (8.q., two) machanisms. For example {8.g., in afirst
machanism), multicast {e.g., groupcast addresses) may bs used to identify an eBCS flow. Transmissions
from an AR to STAs may use a multicast L2 address as a destination, which may support (s.q., enabis)
identification of diffsrent BCS servicss. For example {(8.g., In a sacond mechanism), a higher layer 1D may
be used (a.g., an IP multicast address, MPEG streams, andfor transport protocol and ports) to identify an
eBCS flow.

[415]  There may be muitiple typas of transmissions from STAs 1o APs (e.q., 5TAs generating an eBCS
service}, For exampla {e.g., in a first type of fransmission), transmission from a non-associated STA may

use OCB, where a higher layer identifier (8.q., a destination iF address) may be used to differentiate
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services. For example {g.g., in a second type of transmission), iransmission from associaled STAs may
use a mullicast {e.q., groupcast) LZ address to differentiate an eBCS.

101181  Information {s.g., eBCS information) may be delivered, for example, by & public action frame. An
AP {e.q., sBCS APs) may advertise eBCS capabilities and oBCS services provided by the AP,
Management cperations may use public action framss. A public action frame may be sent (8.g.,
transmitied), for example, as broadcast, muiti-cast, or periodic unicast. A public action frame may be used
to advertise eBCS searvices provided by a STA that provides {6.g., generates) an oBCS service (e.g., AP
and non-AP service(s)).

(01171  References to IEEE 802.11 may refer to one or mors versions, such as the IEEE 802.11-2016
vergion,

[0118]  An eBCS public aciion frame may include category and action fisid values. Table 1 shows an
sxampls of public action frame calegories and vaiues, including an eBCS public action frame calegory and

value (8.g., 34, as shown by example in Table 1},

Table 1—Example of public action frame categories and vaiues

Fublic Action fisld values Description

Q 20140 BSS Coexistence Management
1 BSE enablement

2 JSE de-enablament

3-33

34 {for example) eBCS

01181 One or more public action frame formats may be provided {s.g., defined, configured) to support
sBCS. Table 2 shows an exampls of sBCS public action field value(s) associated with a {e.¢., sach) frame

format within an eBCS catsgory.

Table 2 —~ Example of eBCS Public Action field values

eBCS Public Action field value | Meaning

0 eBCS Information frams
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01201  Sewvics information (8.g., per eBCS service informalion) may bs carisd, for example, in different
framags. Frames may includs per service origin authentication information (e.q., as disciosed herain).
101211  Origin authentication may be provided per service. An (8.9, a single) eBCS source and an (8.¢,,
a singls) eBCS service may be authsnticaled, for example, basad on {8.g., using) the conlents {8.q.,
componsnts) of an eBCS information frams. The contents of a frame may include, for example, ons ar
more of the following: Ksn{e.g., whare s may be a sequence number of eBCS information); Ksqr {e.g.,
wheare L may be the last used key index); Ksiiat, atimestamp; T, Tx; d; an eBCS information sequence
number; a public key with a certificale authority {(CA) signatire; andfor a signature by the sendar's privats
key.

101227  Akey of a current sequencs field may indicats a key thal may be used fo profect an eBCS

information frame {8.g

b AR

Ks N, whare s may be a sequence number carried in the eBCS Sequsnce number
fiald). A distancs field may correspend o the number of frames 1o be buffered for a servics (e.g., referred o
as d). The key of the last index fisld may correspond to the key with ihe last used Key index (8.g., referred
to as Ke1.1). The key of a distancs field may corrsspond io the key to be used for the last frams in the
period, for axample, at a distance d from the starting frame (8.g., referred 1o as Ks1 14}, AneBCS
information frame period field may represent the nurmber of time units (TUs) between eBCS information
frames carrying key information for an sBCS sarvice {e.q,, referred to as Ti). An eBCS rekeying period field
may represent the number of TUs batween changes in the key for the eBCS service {e.q., referred to as
T

101231 Frame components may be divided inte multiple (8.g., two) categariss (8.9, per service and
common to multiple or all services). Components that may be common to multiple (a.g., all) services may
include, for example, one or more of the following: an eBCS information sequence number; a public key
with a CA signature; a signature by the sender’s private key, and/or a timestamp. Components that may be
par service may inciuds, for example, one or mors of the following: Ks v Keat Kstset; Ty Tr; andior d,
424  Structure may be provided (8.q., based on categories describad harein) for an eBCS information
public action frams to communicate multipls (e.q., a list of) eBCS services and associated origin
authsntication parameters,

[0125] An eBCS sarvice advertisement may be providad via an eBCS information public action frame.
An eBCS information frame may be sent {e.g., pericdically}, for exampls, by a generating STA {s.g., AP
and non-AP}, Tor exampile, to indicate that the eBCS services are available,

[01268] FIG. 2 depicts an sxampls format of an example eBCS information frame. A catsgory field may
be sel to a value representing eBCS {a.g., 34, as shown by example in Table 1}, An eBCS pubiic action
field may be self to avalus for an sBCS information frame (8.9., 0, as shown by example in Table 2}, An
.93
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eBCS sequence number (8.9., a 16-bit number) may indicats the sequsnce of a frame within an eBCS
{2.9., gaeneral) stream. An origin authentication {DA) {e.g., a bil} may indicate {&.q., if set to 1) that an origin
authentication may be in place for the ¢BCS (.., as disoussed herein). Public key, signature, andfor
timestamp fieids may be present, for example, if the OA fisld indicales {e.g., by being setto 1) that an
origin authentication may be in place for the eBCS. A public key field may bs, for sxample, as described
herein. A signature fisld may inciuds the signature of the frame, for example, using the private key
corresponding fo the public key provided in the public key fisld. A timesiamp field may provide g value
obiained from a timing synchronization function. A common paramsaiars (CP) bit may indicate {8.g., iffwhen
set o 1) that the framsa includes a common eBCS origin authsntication field. A common eBCS origin
authsntication fisld may be of type eBCS origin authentication {8.q., as described herein). A common eBCS
originy authentication field may provids information that may be used for origin authenticalion for eBCS
services (2.9, services may of may not have a spacific key}, An eBCS service count may be an octet
siring. An oBCS service count may indicate the number of eBCS service list elements (8.9, as described
harain) thal may be included in an eBCS service list field.

101277 An eBCS public action frame may include one or more elements (e.q., fields, subfislds). FIG 3
depicis an example of a public key fisld (8.q., in an example eBCS information frame). A public key fisld
may include one or multipls (e.g., two) subfislds. A group field may (.., be used (o) indicate which
cryptographic group was used when generating the public key. A public key field may include the public
key of the generating STA {e.q., AP and non-APF}, which may be signed by a CA authority. A STA may
send a public key frames engoded as an oclel slring.

[0128] A certificate ID may include, for exarnple, a Unicods transformation format 8 {(UTF-8) stiing,
which may indicale an identifier assigned fo the STA in a parlicular manner {(8.g., oulsids of a spedified
scope). A certificate 1D may be, for example, a Wik ceriified interoperability certificats 1D (e.q., in the form
of "WEA3991". A certificate 1D may be used by a receiving STA, for exampie, to lock up a certificate
assigned to the certificais ID.

[0128]  An eBCS origin authantication parameters field may be usedfimplemanted (e.g., in an example
eBCS informetion frame). FIG. 4 depicts an example of an aBCS authentication parameters field (e.q., in
an example sBCS information frame). Alength fisld {e.g., 16 bils) may indicale the length of an eBCS
origin authentication paramater field elament. An eBCS sequence number (e.g., a 16-bit number) may
indicats the sequance of a frame within a specific eBCS sarvice, which may (8.g., be used o) support
differani origin authentication keys per service. A different sequence number may be used per service. A
key of a current sequence field may indicats a key thal may be usad {o profact an sBCS information frame

{e.g., Ks n, where s may be a sequence number carried in the eBCS Sequence number fisid). A distance
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fisld may correspond o the number of frames to be buffersd for a service (8.9, referred to as d). The key
of the last index fisld may correspond fo the key with the last used key index {e.q., referrad fo as Ker 1)
Tha key of a distance field may correspond ic the Key 1o be used for the last frame in the period, for
example, at a distance d from the starting frame {(g.9., referred 1o a8 Ko, a4} An eBCS information frame
neriod field may represent the numbsr of tims units {TUs) betwsen eBCS information frames carrying key
information for an eBCS service {8.g., refarred to as 11}, An eBCS rekeying period field may rapresent the
nuimber of TUs between changes in the key for the eBCS service (8.9, referred to as Tu).

[0130]  Service list elements (e.q., for eBCS) may be usedfimplemanted {(e.q., in an example eBCS
information frame). FIG. & depicts an example of an eBCS service list. An {8.g., sach) slement of an eBCS
service list may, for example, follow the format indicated by example in FIG. 5. Alength field may indicais
the length of an slement of an eBCS service list. An eBCS 1D field may include an identifier for an eBCS
service thal may be mappsd 1o packels received by the STA A {8.g., each) eBCS 1D Hield may, for
sxampls, follow the example format indicated in FIG. €.

[0131] FIG. 6 dapicts an sxampls format for an exampls sBCS 1D fisld. Atype field {e.g., as shown by
gxample in FIG. 6) may indicats the type of iD that may bs usad in the slement of the eBCS 1D st Atyps

field may take values, for exampls, as specifisd by example in Table 3.

Table 3 Exampie of identifier types and lengihs

Type Description Length of Elerment (bits)
0 {Pvd Address 32
1 [PvG Address 128
2 MPEG Transport Stream 32
Identifier
3 MAC Address 48

[0132] Anelement fisld (8.g., as shown by example in FIG, 6} may includs an actual identifier of the type
and length {e.g., as defined by example in Table 3), A content with restrictions field {e.g., as shown by
example in FIG. &) may bs, for example, one bit, A content with resirictions field may indicate, for exampis,
whetherfif the eBCS service involves (e.q., requires) registration or a cypher key, which may be cbtained
off-iine. A hurnan readable description fisld may provide a human readable desoription, which may be used
{0 provide an end-user with a view the contents of the eBCS servica, A URL field may provide a URL,

which may be pressnted {0 a user, (e.q., aulomaticaily} accessed for registering to a specific channsi,
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andfor used fo gel a subscription key. A URL may be accessed {g.¢., through a relevant tschnology) to get
the key that may he used to decrypt the information in the frames. An eBCS servics origin authentication
field may indicats {e.q., iffwhen set to 1), for example, whetherif the eBCS service described in the eBCS
satvice list element includes an eBCS origin authenlication parametlers field (e.q., with parameters, as
describad herein}.

01331  Servics advertisemant {e.q., éBCS advertisement) may be implementad, for example, in
information frames {8.g., 6BCS information frames). Origin autheniication of frames may be based on the
neriodic sending of a frams, which may include a kay to authenticate one or more {8.q., all) frames sent by
an criginating STA during a period.

[0134] FIG. 7 depicts an example of eBCS information frames (8.9, identified in FIG. 7 by labsls,
arrows, and light gray shading). An information frame may be transmitted, for exampls, every Ty seconds.
An information frame may be used to authenticate (8.g., In a recurrent fashion) the eBCS Data frames
{8.9., associated with seivice(s)).

10135]  An{e.q., each) eBCS information {info) frame may includs, for example, ons or more of the
following: Ks, v (2.g., where s may be a sequence number of éBCS information); Ks«t {8.q., where L may be
the iast usad key index}; Kei+1 {8, itd = 2} atimestamp; Ti; Tk, d; an sBCS information seguence
numbsr; a public key with a CA gignaturs; andfor a signature by the sender's private key.

[0138] The struciure of an information frame may vary (8.9., may be limited), for exampls, based on one
or more issues, conditions and/or configurations, such as a configuration of an STAto utilize an (8.9, a2
single} eBCS service to receive and buffer frames for muitiple {(8.g., &) eBCS services,

04377 FIG. 8 depicts an exampls of a per-service eBCS informaltion frame. A per-service eBCS
information frame may bs a mechanism that may be used to send information {8.¢., as describad harain)
on a per-service basis {8.4., joining origin authentication information with eBCS service discovery).
Information frames {e.q., eBCS information frames} may carry one or mors of the following information: an
sBCS information sequsnce number; a public key with a CA signature; a signaturs by the sender’s private
key; a timestarmg; common eBCS origin authentication parameters for services that may be origin
authenticated in a comimion way,; & list of services that may be provided by the originating STA le.q., AP or
non-AR); andfor per service origin authentication information,

[0138] Senvices (e.q., BCS services) thal may be broadoast by an STA (a.g., AP or non-AP) may be
configured, for example, 30 that multiple (e.q., all) frames {e.g., data frames associated with service(s)}
may be authenticated through {e.q., the same) ons or more keys and mechanisms. An eBCS information

1

framea may be (8.9, pericdically) fransmiited pariodically. An eBCS Information frame may include {8.q.,

\
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common) eBCS origin authentication parameters, for example, along with parameters that may be used to
authenticate multiple {s.g., &) frames.

101381 A service may determine that the service may be preferred. For example, a service may
determine that the service is beiter dus 10 the service’s characteristios that permit the service’s frames o
be authenticated separatsly, for example, in order fo reduce buffering. A generating STA (e.q., AP or non-
AP} may send a different eBCS information frame with the eBCS service definition and authentication
paramslers, for sxample, to support a service delermination. information may be seni, for exampile, through
a separated sBCS information frame or, for example, by sending an {e.g., a single) eBCS information
frame, which may include {&.¢., all} eBCS services information.

101401  An eBCS information frams definition {e.g., configuration) may enable fransmission of an {e.g., a
single} sBCS information frame, which may includefjoin information for origin authentication and
advertisemant of an eBCS service {8.g., advertised by a generating STA),

101411  An eBCS service {a.g., that is not using origin authentication functionality) may bs adveriised, for
gxample, by providing a service description andfor by indinating that the eBCS service does not use origin
authentication. Common eBCS origin authentication parameters may be used, for example, iffwhen an
eBCS zervice does not use origin authentication functionality.

101421 Sewvice (8.g., eBCS service) consumer reporting may employ (8.¢., may be implermented with)
public action frames, for example, for stations to report consuming (2.9, listening to) specific (e.g.,
identifiable) eBCS services, Discovery of STAs consuming a specific oBCS may bs implemented with ong
or maore mechanisms. One of more (8.9, two) public action frames may be used fo discover the eBCS
services consumed by ong of more siafions (STAs)

[0143] Cne or more {8.q., saveral) public aclion frame formats may be definad (s.g., configured) to
support enhanced broadoast services (8BCS). Table 4 shows an example of aBCS action field values
associaled with a {8.q., each) frame formal within an eBCS category. Table 4 may be inferpreted as

gontinuation of Tabla 2.

Table 4 — Example of eBCS public action field values

eBCS public action fleld value Meaning
3 sBCS Membership Reguest
4 eBCS Membership Responss
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[0144] An eBCS membership request may be associated with an eBCS mermbership request frame
format. An eBCS membership request frame may bs sent 1o an STA, for example, 1o regusst eBCS
services that the STA may be listening to or consuming. An action field of an eBCS membership request
frame may include information (8.9, &8 shown by axample in FIG. 9).
[0145]  FIG. 9 depicts an example format for an example eBCS membershin request frame. A catsgory
field may be set to a value representing eBCS {8.g., 34, as shown by example in Table 1), An eBCS public
aclion field may be set o g value for an eBCS membership request frame {8.¢., 3, as shown by example in
Table 4). A dislog token fisid may be set by the requesting STA, for example, to a nonzere valus that may
he used for matching action responses with action requests,
[0148] An eBCS membearship response may be associated with an eBCS mambearship response frame
format. An eBCS membership response frame may bs sent by an STA, for example, inresponse to an
eBCS membership request frams. For example, an eBCS membearship response frame may be solicited
{8.9., sent in response to a query) or may be unsoliciied {6.g., sent upon a change in the list of sBCS
services that tha STA may listen 1o}, An action fisld of an eBCS membership respanse frame may includs
information {e.g., as shown by exampie in FIG. 10),
101471 FIG. 10 depiots an example of an eBCS membarship response frame. A category field may bs
set to a value represanting sBCS (a.g., 34, as shown by exampie in Table 1). An eBCS action fisld may be
set o avalue for an eBCS membership responss frame (8.9, 4, as shown by example in FIG. 4). A dialog
token fisld may be set, for exampls, to a nonzero value of the comesponding BCS membership requsst
frame. A dialog token fisld may bs set fo a vaiue (8.g., Q), for exampls, if the eBCS membership raport
frame is (8.9, being) ransmitted for & reason cther than in respeonss 1o an eBCS membership reguest
frame. A eBCS s count field may specity {e.q., indicate} the number of eBCS 1Dg thal may be in the
eBCS 1is list field. An eBCS D list field may include zero or more higher layer iDs, which may indicate a
set of eBCS's that may be listenad to by the STA. A{e.g., sach) slement in a list fisid may follow a format
{29, the format shown by example in FIG. 11}
[0148]  FIG. 11 depicts an example of an eBCS 1D list. A typs field may indicate the type of 1D used in an
slement of the eBCS 1D list, Atype fisld may have spedified values (8.9, as shown by exampls in Table
3} An elemant field may include an actual identifier {a.q., of the type and length as shown by exampls in
Table 3).
01481 Reporting may be provided for eBCS services. Reporting may be solicited reporiing or unsoliciied
reporting.
(01507 FIG. 12 depicts an example of a solicited eBCS membership request and response. As shown
by example in FIG. 12, an STA (8.9, AP or non-AP) may (8.9, using frames defined herein) request
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information onfaboul {8.g., different) sBCS services thal may be or are being consumed in a network. A
reporting operation may b based on a requesi/ragponses machanism. For example, a STA{e.g, AP or
non-AF) may send an eBCE membership request (.., in broadcast/multicast or unicast) requesting
information on the servicss thal may be consumed. STAs listening io the frame may answer, for example,
with an eBCS membership response frame, which may indicate 1Ds of the eBCS sarvicas baing consumed.
1511 FIG. 13 depicts an example of an unsclicited aBCS message response. As shown by exampla in
FIG. 13, an STA thal consumes (e.g., starls consuming) a service may send an sBCS membership
response framea (e.g., in broadeast, multicas!, or unicast) to advertise that the STA is consuming a servics.
The STA may provide an indication of consumed services without recelving an eBCS membership request
message.

10152 Systems, methods and instrumantalities have been disciosed herein (e.g., including via example
implementations) for distributing {e.q., eBCS) service information. Sarvice (e.g., eBCS) capatilities may be
advertised (8.9., by an access point (AP}), for example, by broadeasting a public action frams. A public
action frame may include per-service information, A public action frame may be transmitted on a per
service basis. A public action frame may combing authentication information and servics information.
Enhanced broadcast service origin authenticaiion may be performed on a per service basis (s.q., using
origin authentication information to authanticate broadcast data frames for a consumed service). Origin
authertication information may be common fo frames associated with different services. Services may be
consumed without querying a servics originating device. Stations {g.g., with and withoul association with
an AP} may report consumption or usage of services. Raporting may be unsolicited or solicited {e.q., in
response {0 arequest from an AP

101531 1t will be appreciated that while llustrative embodiments have heen disclosed, the scope of
potential embodiments is not limited to those explicitly set out, For example, while the system has been
desoribed with reference 0 802,11 and particular frames with particuiar contents, the envisioned
smbodiments extend beyond implamentations using these technologies. The polential implamentations
axtend fo all types of service layer architectures, systems, and embodiments, The techniques dascribed
herein may be appliad independently andfor used in combination with other rescurce configuration
fechnigues.

[0154] Itis undarstood that the entities performing the processes described herein may be logical
entities that may be implemenised in the form of software {Le., compuisr-executable insiructions) siored in a
memory of, and executing on a processor of, a mobile device, network node or computer systam, That is,
the processes may be implemented in the form of software (i.e., computer-exacutable instructions) stored

in a memory of a mobile device andfor network nede, such as the node or computer syster, which
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computer exaculable instructions, when exscuisd by a processor of the node, perform the processes
discussad. It is also undersiood thal any ransmitling and receiving processes illustrated in the Figures may
be performed by communication circuitry of the node under contrel of the processor of the node and the
computer-exscutabls instructions {e.q., software) that i exscutss.

[0155] The varicus tschniques describad herein may be implemented in connection with hardwars or
software or, where appropriate, with a combination of beth. Thus, the implementations and apparatus of the
subject matter described herein, or certain aspects or portions thereof, may take the form of program code
{i.e., instructions) ambodied in tangible media, or any other machine-readable storags medium wharein,
whan the program code is loaded infc and exeauted by a machine, such as a computing devics, the
machine bscomes an apparatus for practicing the subject matter desaribed herein, In the case where
program code is siored on media, i may bs the case that the program cods in gquestion s stored on cne or
more media that collectively perform the actions in questicn, which is to say that the one or more media
taken fogether conlain cods to perform the actions, but that — in the case where there is more than one
single medium ~ there ie no requiremant that any particular part of the code be stored on any particular
madium. In the case of program cods exacution on programmable devices, the compuiing device ganerally
includes & processor, & storags medium readable by the processor {including volatile and non-volatils
memory andfor sforage aelaments), at least one input device, and at least one output device. One or more
programs that may implement or utilize the processes describad in conneciion with the subject matier
deseribsd herain, .., through the use of an AP, reusabile controls, or the like. Such programs are
nrefarably implemeanted in a high level procedural or object oriented programming language fo
gommunicate with a computar system, However, ths program(s) can be implamented in assembly or
magchine language, If desired. In any case, the language may be & compiled or interpreted languags, and
combined with hardware implementaiions.

[0158] Although example embodiments may refer 1o utilizing aspects of the subject matter described
herein in the context of one or more stand-alone compuiing systems, the subjeci maiter described herein is
not so fimited, but rather may he implemented in connaclion with any computing environment, such ag a
natwork or distributed computing environment. Still furthsr, aspects of the subjsct matter described herein
may be implementsd i or across a pluralily of processing chips or devices, and siorags may similarly be
affected across a plurality of devices, Such devicss might include personal computers, network sarvers,
handhsld devices, supercomputers, or computers integrated into other systems such as automobilss and

airplanes.
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[0157]  Although the features and slemsnts may be described herein in particular combinations, eash
feature or slemsnt may be used alons, without the other feafuras and elements, and/or in various
combinations with or without other fealures and slements.

04581  In desoribing preferred embodimenis of the subject matter of the present disclosurs, as llusirated
in the Figures, spegific terminclogy is emploved for the sake of clarity, The claimed subject matter,
howevar, is not intended to be limited io the specific terminciagy 50 selected, and i is to be understocd that
sach spacific elsment includes all technical squivalents that opsrale in & similar manner lo accomplish a

similar purposs.



Claims

1. A wireless transmit/receive unit (WTRU) comprising:
a processor; and
a transceiver, wherein
the transceiver and the processor are configured to:
receive a broadcast frame, wherein the broadcast frame includes per-service information
and per-service origin authentication information, wherein the per-service information
includes first service information for a first service and second service information for a
second service, and wherein the per-service origin authentication information includes
a first origin authentication information and a second origin authentication information;
receive a broadcast data frame for a service, wherein the service is the first service
associated with the first service information included in the broadcast frame; and
use the first origin authentication information to authenticate the broadcast data frame

associated with the first service.

2. The WTRU of claim 1, wherein the WTRU includes a station (STA).

3. The WTRU of claim 1, wherein the first service information includes a first service identifier, a first
content with a first restrictions indicator, a first human readable description, and a first URL, and wherein
the second service information includes a second service identifier, a second content with a second

restrictions indicator, a second human readable description, and a second URL.

4. The WTRU of claim 1, wherein the processor is further configured to:

use the service indicated in the broadcast frame based on a successful authentication.

5. The WTRU of claim 1, wherein the per-service information includes a service definition, and

wherein the per-service origin authentication information includes a per-service authentication parameter.

6. The WTRU of claim 1, wherein a portion of the per-service origin authentication information

included in the broadcast frame is associated with the first service.

7. The WTRU of claim 1, wherein at least a portion of the per-service origin authentication information

is common to frames associated with different services.
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8. The WTRU of claim 1, wherein the processor is further configured to send a request that indicates
one or more services to be used by the WTRU, wherein the request that indicates the one or more services
to be used by the WTRU includes one or more respective identifiers associated with one or more devices

associated with transmission of the indicated one or more services.

9. The WTRU of claim 1, wherein the processor is further configured to use the first service indicated
in the broadcast frame, and wherein the first service is used without a query being sent from the WTRU to

an originating device that provides the first service.

10. A method comprising:

receiving a broadcast frame, wherein the broadcast frame includes per-service information and
per-service origin authentication information, wherein the per-service information includes first
service information for a first service and second service information for a second service, and
wherein the per-service origin authentication information includes first origin authentication
information and second origin authentication information;

receiving a broadcast data frame for a service, wherein the service is the first service associated
with the first service information included in the broadcast frame; and

using the first origin authentication information to authenticate the broadcast data frame associated

with the first service.

11. The method of claim 10, wherein the first service information includes a first service identifier, a
first content with a first restrictions indicator, a first human readable description, and a first URL, and
wherein the second service information includes a second service identifier, a second content with a

second restrictions indicator, a second human readable description, and a second URL.

12. The method of claim 10, further comprising using the service indicated in the broadcast frame

based on a successful authentication.

13. The method of claim 10, wherein the per-service information includes a service definition, and

wherein the per-service origin authentication information includes a per-service authentication parameter.

14, The method of claim 10, wherein a portion of the per-service origin authentication information

included in the broadcast frame is associated with the first service.
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