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What is claimed is: 

1. A data encryption method, comprising: 

dividing, based on a preset dividing manner, to-be-encrypted plaintext data into multiple 

plaintext data blocks that do not have exactly the same data length; 

for each plaintext data block, sequentially determining that an encryption algorithm 

corresponding to the plaintext data block is an encryption algorithm corresponding to a preset 

length interval within which a data length of the plaintext data block falls; and generating, 

based on the encryption algorithm corresponding to the plaintext data block and by using a 

key corresponding to the plaintext data block, a ciphertext data block corresponding to the 

plaintext data block, wherein a larger value in the preset length interval indicates lower 

security strength of the encryption algorithm corresponding to the preset length interval; and 

combining multiple generated ciphertext data blocks according to a sequence of the 

multiple plaintext data blocks that are obtained by means of the dividing, to obtain ciphertext 

data that is obtained after the to-be-encrypted plaintext data is encrypted, 

wherein, when the plaintext data block is the first plaintext data block among the 

multiple plaintext data blocks, the key corresponding to the plaintext data block is a preset 

initial key; and 

when the plaintext data block is not the first plaintext data block among the multiple 

plaintext data blocks, the key corresponding to the plaintext data block is generated according 

to a ciphertext data block correspondinj to a previous plaintext data block of the plaintext 

data block, based on an encryption algorithm corresponding to the previous nlaintext data 

block, and by using a key corresponding to theprevious plaintext data block. 

comprises 

specified 

specified 

2. The method according to claim 1, wherein the preset length interval specifically 

two intervals: one preset length interval is a length interval less than or equal to a 

length, and the other preset length interval is a length interval greater than the 

length. 

3,T-11- 	- 	 , 	im 1, 	 the-p4aintext data-Week—is-the-first . 	c . 	: 	. 	wherein, when 
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the 	 • 	- • 	- : 	- 	- plaintext--c 	Ong 	multiple plainteaa-data-bleek-a 	: 	: 	: . 	_ 

data block is 	initial-keyand plaintext 	 a-preset 

. 	.. 	 data block 	-the-multiple when-44-ae-plainte 	4. . 	; 	 ; :.ntext 	among 

blocks, the key-eoFr-esponding-to-tlw-plaintex-t-data-bloe-k--is-generated-aeeefdiPg plaint-ea-data 

- 	- 	 ` 	 t. 	: 	' 	: : 	: 	 : : 	 : : 	: 	: 	tr 	0 4 	t 	: 	. 	 .• 	. 	• 	 : 	; 	.- 	:laintext 

- 	 " 	- 	- 	 - 	to the 	 data : : 	: . 	:.: 	: 	. 	:,• 	: 	 : 	eafrending 	previous plaintext- 

and 	u 	_ . 	t 	-4 	. 44 	4 	 . 	- 	:lainte-xt-data-bloek, block, 	by 	- 	- 	• 	 - 

43. The method according to any one of claims 1 to 32, wherein the generating, based on 

the encryption algorithm corresponding to the plaintext data block and by using a key 

corresponding to the plaintext data block, a ciphertext data block corresponding to the 

plaintext data block specifically comprises: 

when the data length of the plaintext data block is less than or equal to a data processing 

length of the encryption algorithm corresponding to the plaintext data block, performing an 

exclusive-or operation on the plaintext data block and operational data corresponding to the 

plaintext data block, to obtain an operation result; and encrypting the operation result based 

on the encryption algorithm corresponding to the plaintext data block and by using the key 

corresponding to the plaintext data block, to obtain the ciphertext data block corresponding to 

the plaintext data block; and 

when the data length of the plaintext data block is greater than the data processing length 

of the encryption algorithm corresponding to the plaintext data block, dividing the plaintext 

data block into multiple sub plaintext data blocks whose data length is less than or equal to 

the data processing length; for each sub plaintext data block, sequentially performing an 

exclusive-or operation on the sub plaintext data block and operational data corresponding to 

the sub plaintext data block, to obtain an operation result, and encrypting the operation result 

based on the encryption algorithm corresponding to the plaintext data block and by using the 

key corresponding to the plaintext data block, to obtain a sub ciphertext data block 

corresponding to the sub plaintext data block; and combining multiple obtained sub ciphertext 

data blocks according to a sequence of the multiple sub plaintext data blocks that are obtained 

by means of the dividing, to obtain the ciphertext data block corresponding to the plaintext 

data block. 
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M. The method according to claim 43, wherein, when the plaintext data block is the first 

plaintext data block among the multiple plaintext data blocks, the operational data 

corresponding to the plaintext data block is preset initial data; and 

when the plaintext data block is not the first plaintext data block among the multiple 

5 plaintext data blocks, if a data length of the previous plaintext data block of the plaintext data 

block is less than or equal to a data processing length of the encryption algorithm 

corresponding to the previous plaintext data block, the operational data corresponding to the 

plaintext data block is the ciphertext data block corresponding to the previous plaintext data 

block; and if the data length of the previous plaintext data block of the plaintext data block is 

10 greater than the data processing length of the encryption algorithm corresponding to the 

previous plaintext data block, the operational data corresponding to the plaintext data block is 

a sub ciphertext data block corresponding to a specified sub plaintext data block among 

multiple sub plaintext data blocks of the previous plaintext data block. 

65. The method according to claim 43, wherein, when the sub plaintext data block is the 

15 	first sub plaintext data block among the multiple sub plaintext data blocks of the plaintext 

data block, the operational data corresponding to the sub plaintext data block is the 

operational data corresponding to the plaintext data block; and 

when the sub plaintext data block is not the first sub plaintext data block among the 

multiple sub plaintext data blocks of the plaintext data block, the operational data 

20 	corresponding to the sub plaintext data block is a sub ciphertext data block corresponding to a 

previous sub plaintext data block of the sub plaintext data block. 

76. The method according to claim 43, wherein the key corresponding to the plaintext 

data block is generated specifically in the following manner: 

when the plaintext data block is not the first plaintext data block among the multiple 

25 	plaintext data blocks, if a data length of the previous plaintext data block of the plaintext data 

block is less than or equal to a data processing length of the encryption algorithm 

corresponding to the previous plaintext data block, performing an exclusive-or operation on 

the ciphertext data block corresponding to the previous plaintext data block and a preset 

parameter value corresponding to the previous plaintext data block, to obtain an operation 

30 	result; and encrypting the operation result based on the encryption algorithm corresponding to 
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the previous plaintext data block and by using the key corresponding to the previous plaintext 

data block, to obtain the key corresponding to the plaintext data block; and 

if the data length of the previous plaintext data block of the plaintext data block is greater 

than the data processing length of the encryption algorithm corresponding to the previous 

5 	plaintext data block, performing an exclusive-or operation on a sub ciphertext data block 

corresponding to a specified sub plaintext data block among multiple sub plaintext data 

blocks of the previous plaintext data block and the preset parameter value corresponding to 

the previous plaintext data block, to obtain an operation result; and encrypting the operation 

result based on the encryption algorithm corresponding to the previous plaintext data block 

10 	and by using the key corresponding to the previous plaintext data block, to obtain the key 

corresponding to the plaintext data block. 

87. The method according to claim 45 or6-7, wherein the specified sub plaintext data 

block among the multiple sub plaintext data blocks is specifically the first sub plaintext data 

block among the multiple sub plaintext data blocks or the last sub plaintext data block among 

15 	the multiple sub plaintext data blocks. 

98. A data decryption method, comprising: 

dividing, based on a preset dividing manner, to-be-decrypted ciphertext data into 

multiple ciphertext data blocks that do not have exactly the same data length; 

for each ciphertext data block, sequentially determining that a decryption algorithm 

20 	corresponding to the ciphertext data block is a decryption algorithm corresponding to a preset 

length interval within which a data length of the ciphertext data block falls; and generating, 

based on the decryption algorithm corresponding to the ciphertext data block and by using a 

key corresponding to the ciphertext data block, a plaintext data block corresponding to the 

ciphertext data block, wherein a larger value in the preset length interval indicates lower 

25 

30 

security strength of an encryption algorithm corresponding to the decryption algorithm 

corresponding to the preset length interval; and 

combining multiple decrypted plaintext data blocks according to a sequence of the 

multiple ciphertext data blocks that are obtained by means of the dividing, to obtain plaintext 

data that is obtained after the to-be-decrypted ciphertext data is decrypted, 

wherein, when the ciphertext data block is the first ciphertext data block amonv, the 
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multiple ciphertext data blocks, the key corresponding to the ciphertext data block is a preset 

initial key; and 

when the ciphertext data block is not the first ciphertext data block among the multiple 

ciphertext data blocks, the key corresponding to the ciphertext data block is generated 

according to a previous ciphertext data block of the ciphertext data block, based on an 

encryption algorithm corresponding to a decryption algorithm corresponding to the previous 

ciphertext data block, and by using a key corresponding to theprevious ciphertext data block. 

-1-09. The method according to claim 89, wherein the preset length interval specifically 

comprises two intervals: one preset length interval is a length interval less than or equal to a 

specified length, and the other preset length interval is a length interval greater than the 

specified length. 

11. The 	- :. - 	- 	- 	: •- 0 	• 	- 	• 	- 	'phectext-data-blooms the first ; : 	. - 	I 	_ 	 : 	. 

— 	 data blocks, the key-eoffespending-te the .1t-iffle-eipheftext 

- 	• 	- 	- • -  eipher-text-data-; : 	. 

:.• 	- 	" 	: 	• 	- - 	- - 	- 	deta-bloc-k-ameng-the-raultipte ; 	.. 	; 	: 	 ; 

- 	- 	 • ciphertext—data—la 	- 	 ...; 	; 4 	. 	_ 	. 	; 	4 ' 

to the eneFyption-algorithni- effrespending-te-a--deeryptieil-alger-ithni-eoffespeniling 	previous 

by-using-a-kelf 	 block: eiphertext-d-ate-bloek-, and 	 eorrespending-te-the-previous-eiphertex-t-data 

4-210. The method according to any one of claims 89 to 9-14-, wherein the generating, 

based on the decryption algorithm corresponding to the ciphertext data block and by using a 

key corresponding to the ciphertext data block, a plaintext data block corresponding to the 

ciphertext data block specifically comprises: 

when the data length of the ciphertext data block is less than or equal to a data 

processing length of the decryption algorithm corresponding to the ciphertext data block, 

decrypting the ciphertext data block based on the decryption algorithm corresponding to the 

ciphertext data block and by using the key corresponding to the ciphertext data block, to 

obtain a decryption result; and performing an exclusive-or operation on the decryption result 

and operational data corresponding to the ciphertext data block, to obtain the plaintext data 

block corresponding to the ciphertext data block; and 
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when the data length of the ciphertext data block is greater than the data processing 

length of the decryption algorithm corresponding to the ciphertext data block, dividing the 

ciphertext data block into multiple sub ciphertext data blocks whose data length is less than or 

equal to the data processing length; for each sub ciphertext data block, sequentially decrypting 

5 	the sub ciphertext data block based on the decryption algorithm corresponding to the 

ciphertext data block and by using the key corresponding to the ciphertext data block, to 

obtain a decryption result, and performing an exclusive-or operation on the decryption result 

and operational data corresponding to the sub ciphertext data block, to obtain a sub plaintext 

data block corresponding to the sub ciphertext data block; and combining multiple obtained 

10 	sub plaintext data blocks according to a sequence of the multiple sub ciphertext data blocks 

that are obtained by means of the dividing, to obtain the plaintext data block corresponding to 

the ciphertext data block. 

4-311. The method according to claim 4-210, wherein, when the ciphertext data block is 

the first ciphertext data block among the multiple ciphertext data blocks, the operational data 

15 	corresponding to the ciphertext data block is preset initial data; and 

when the ciphertext data block is not the first ciphertext data block among the multiple 

ciphertext data blocks, if a data length of the previous ciphertext data block of the ciphertext 

data block is less than or equal to a data processing length of the decryption algorithm 

corresponding to the previous ciphertext data block, the operational data corresponding to the 

20 	ciphertext data block is the previous ciphertext data block; and if the data length of the 

previous ciphertext data block of the ciphertext data block is greater than the data processing 

length of the decryption algorithm corresponding to the previous ciphertext data block, the 

operational data corresponding to the ciphertext data block is a specified sub ciphertext data 

block among multiple sub ciphertext data blocks of the previous ciphertext data block. 

25 -1-412. The method according to claim 4-210, wherein, when the sub ciphertext data block 

is the first sub ciphertext data block among the multiple sub ciphertext data blocks of the 

ciphertext data block, the operational data corresponding to the sub ciphertext data block is 

the operational data corresponding to the ciphertext data block; and 

when the sub ciphertext data block is not the first sub ciphertext data block among the 

30 	multiple sub ciphertext data blocks of the ciphertext data block, the operational data 
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corresponding to the sub ciphertext data block is a previous sub ciphertext data block of the 

sub ciphertext data block. 

1413. The method according to claim 4-210, wherein the key corresponding to the 

ciphertext data block is generated specifically in the following manner: 

5 when the ciphertext data block is not the first ciphertext data block among the multiple 

ciphertext data blocks, if a data length of the previous ciphertext data block of the ciphertext 

data block is less than or equal to a data processing length of the decryption algorithm 

corresponding to the previous ciphertext data block, performing an exclusive-or operation on 

the previous ciphertext data block and a preset parameter value corresponding to the previous 

10 	ciphertext data block, to obtain an operation result; and encrypting the operation result based 

on the encryption algorithm corresponding to the decryption algorithm corresponding to the 

previous ciphertext data block and by using the key corresponding to the previous ciphertext 

data block, to obtain the key corresponding to the ciphertext data block; and 

if the data length of the previous ciphertext data block of the ciphertext data block is 

15 	greater than the data processing length of the decryption algorithm corresponding to the 

previous ciphertext data block, performing an exclusive-or operation on a specified sub 

ciphertext data block among multiple sub ciphertext data blocks of the previous ciphertext 

data block and the preset parameter value corresponding to the previous ciphertext data block, 

to obtain an operation result; and encrypting the operation result based on the encryption 

20 	algorithm corresponding to the decryption algorithm corresponding to the previous ciphertext 

data block and by using the key corresponding to the previous ciphertext data block, to obtain 

the key corresponding to the ciphertext data block. 

-1-614. The 	 to 	13 11 	4-513, 	the 	 ciphertext method according 	claim 	or 	wherein 	specified sub 

data block among the multiple sub ciphertext data blocks is specifically the first sub 

25 	ciphertext data block among the multiple sub ciphertext data blocks or the last sub ciphertext 

data block among the multiple sub ciphertext data blocks. 

4-715. A data encryption apparatus, comprising: 

to 

a first dividing unit, configured to divide, based on a preset dividing manner, 

-be-encrypted plaintext data into multiple plaintext data blocks that do not have exactly the 

30 	same data length; 
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an encrypting unit, configured to sequentially determine, for each plaintext data block, 

that an encryption algorithm corresponding to the plaintext data block is an encryption 

algorithm corresponding to a preset length interval within which a data length of the plaintext 

data block falls; and generate, based on the encryption algorithm corresponding to the 

plaintext data block and by using a key corresponding to the plaintext data block, a ciphertext 

data block corresponding to the plaintext data block, wherein a larger value in the preset 

interval indicates lower security strength of the encryption algorithm corresponding to 

preset length interval; and 

a first combining unit, configured to combine multiple generated ciphertext data blocks 

according to a sequence of the multiple plaintext data blocks that are obtained by means of the 

dividing, to obtain ciphertext data that is obtained after the to-be-encrypted plaintext data is 

encrypted, 

wherein, when the plaintext data block is the first plaintext data block among the 

multiple plaintext data blocks, the key corresponding to the plaintext data block is a preset 

initial key; and 

when the plaintext data block is not the first plaintext data block among the multiple 

plaintext data blocks., the key corresponding to the plaintext data block is generated according 

to a ciphertext data block corresponding to a previous plaintext data block of the plaintext 

data block, based on an encryption algorithm corresponding to the previous plaintext data 

block, and by using a key corresponding to the previous plaintext data block. 

specifically 

equal 

the 

-1-g16. The apparatus according to claim -1--715, wherein the preset length interval 

comprises two intervals: one preset length interval is a length interval less than or 

to a specified length, and the other preset length interval is a length interval greater than 

specified length. 

1.C.). The 	 to 	17, 	 the 	Aata block is the apparatus according 	claim 	wherein, when 	plaintext 

data• 	- 	• -14o 1-ifst--plitiftte*t-data--b-loek-ameng-the-ni-u-Itiple-plitintext 

1.1-,21,-.1,-,;,-.4,,.,,f 	,I,,,,i-, 	1-.1,-.,-.1, 	;,-, 	,-, 	........,,,,,+;,,;+;,-,11..,.‘,. 	,,,,,,-1 

data Mink among the multiple. v./hen-the plaintwet-date-1,1e-• 	eli-i=3-F1(34-611e-fif'St-in-liiinteXt 

block; the plaintex4-4ata 	-the-key ee-iTespending-to 	plaintext-data-bleeli-is genecated-aeeer-ding 

to 	 Aata block 	 to 	 •,31alintext. A 	block. 	the a ciphertext 	c,on-csponAing 	;.-‘ previous 	at;.,. 	of 	r,laintext 
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block, 	by 	key-earrespending-to-the-ptevietis-plaintex-t-data-bleek, and 	using a 

2017. The apparatus according to any one of claims 17  15 to 1116, wherein the 

encrypting unit is specifically configured to: when the data length of the plaintext data block 

5 is less than or equal to a data processing length of the encryption algorithm corresponding to 

the plaintext data block, perform an exclusive-or operation on the plaintext data block and 

operational data corresponding to the plaintext data block, to obtain an operation result; and 

encrypt the operation result based on the encryption algorithm corresponding to the plaintext 

data block and by using the key corresponding to the plaintext data block, to obtain the 

10 ciphertext data block corresponding to the plaintext data block; and 

when the data length of the plaintext data block is greater than the data processing length 

of the encryption algorithm corresponding to the plaintext data block, divide the plaintext data 

block into multiple sub plaintext data blocks whose data length is less than or equal to the 

data processing length; for each sub plaintext data block, sequentially perform an exclusive-or 

15 operation on the sub plaintext data block and operational data corresponding to the sub 

plaintext data block, to obtain an operation result, and encrypt the operation result based on 

the encryption algorithm corresponding to the plaintext data block and by using the key 

corresponding to the plaintext data block, to obtain a sub ciphertext data block corresponding 

to the sub plaintext data block; and combine multiple obtained sub ciphertext data blocks 

20 according to a sequence of the multiple sub plaintext data blocks that are obtained by means 

of the dividing, to obtain the ciphertext data block corresponding to the plaintext data block. 

24-18. The apparatus according to claim 2017, wherein, when the plaintext data block is 

the first plaintext data block among the multiple plaintext data blocks, the operational data 

corresponding to the plaintext data block is preset initial data; and 

25 when the plaintext data block is not the first plaintext data block among the multiple 

plaintext data blocks, if a data length of the previous plaintext data block of the plaintext data 

block is less than or equal to a data processing length of the encryption algorithm 

corresponding to the previous plaintext data block, the operational data corresponding to the 

plaintext data block is the ciphertext data block corresponding to the previous plaintext data 

30 block; and if the data length of the previous plaintext data block of the plaintext data block is 
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greater than the data processing length of the encryption algorithm corresponding to the 

previous plaintext data block, the operational data corresponding to the plaintext data block is 

a sub ciphertext data block corresponding to a specified sub plaintext data block among 

multiple sub plaintext data blocks of the previous plaintext data block. 

5 1 	2219. The apparatus according to claim 2017, wherein, when the sub plaintext data block 

is the first sub plaintext data block among the multiple sub plaintext data blocks of the 

plaintext data block, the operational data corresponding to the sub plaintext data block is the 

operational data corresponding to the plaintext data block; and 

when the sub plaintext data block is not the first sub plaintext data block among the 

10 	multiple sub plaintext data blocks of the plaintext data block, the operational data 

corresponding to the sub plaintext data block is a sub ciphertext data block corresponding to a 

previous sub plaintext data block of the sub plaintext data block. 

2320. The apparatus according to claim 2017, wherein the encrypting unit is specifically 

configured to: when the plaintext data block is not the first plaintext data block among the 

15 	multiple plaintext data blocks, if a data length of the previous plaintext data block of the 

plaintext data block is less than or equal to a data processing length of the encryption 

algorithm corresponding to the previous plaintext data block, perform an exclusive-or 

operation on the ciphertext data block corresponding to the previous plaintext data block and 

a preset parameter value corresponding to the previous plaintext data block, to obtain an 

20 	operation result; and encrypt the operation result based on the encryption algorithm 

corresponding to the previous plaintext data block and by using the key corresponding to the 

previous plaintext data block, to obtain the key corresponding to the plaintext data block; and 

if the data length of the previous plaintext data block of the plaintext data block is greater 

than the data processing length of the encryption algorithm corresponding to the previous 

25 	plaintext data block, perform an exclusive-or operation on a sub ciphertext data block 

corresponding to a specified sub plaintext data block among multiple sub plaintext data 

blocks of the previous plaintext data block and the preset parameter value corresponding to 

the previous plaintext data block, to obtain an operation result; and encrypt the operation 

result based on the encryption algorithm corresponding to the previous plaintext data block 

30 	and by using the key corresponding to the previous plaintext data block, to obtain the key 
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corresponding to the plaintext data block. 

2421. The 	 to 	21 	18 	2320, 	the apparatus according 	claim 	or 	wherein 	specified sub 

plaintext data block among the multiple sub plaintext data blocks is specifically the first sub 

plaintext data block among the multiple sub plaintext data blocks or the last sub plaintext data 

block among the multiple sub plaintext data blocks. 

2-522. A data decryption apparatus, comprising: 

a second dividing unit, configured to divide, based on a preset dividing manner, 

to-be-decrypted ciphertext data into multiple ciphertext data blocks that do not have exactly 

the same data length; 

a decrypting unit, configured to sequentially determine, for each ciphertext data block, 

that a decryption algorithm corresponding to the ciphertext data block is a decryption 

algorithm corresponding to a preset length interval within which a data length of the 

ciphertext data block falls; and generate, based on the decryption algorithm corresponding to 

the ciphertext data block and by using a key corresponding to the ciphertext data block, a 

plaintext data block corresponding to the ciphertext data block, wherein a larger value in the 

preset 	length 	interval 	indicates 	lower 	security 	strength 	of an 	encryption 	algorithm 

corresponding to the decryption algorithm corresponding to the preset length interval; and 

a second combining unit, configured to combine multiple decrypted plaintext data blocks 

according to a sequence of the multiple ciphertext data blocks that are obtained by means of 

the dividing, to obtain plaintext data that is obtained after the to-be-decrypted ciphertext data 

is decrypted, 

wherein, when the ciphertext data block is not the first ciphertext data block among the 

multiple ciphertext data blocks, the key corresponding to the ciphertext data block is a preset 

initial key; and 

when the ciphertext data block is not the first ciphertext data block among the multiple 

ciphertext data blocks, the key corresponding to the ciphertext data block is generated 

according to a previous ciphertext data block of the ciphertext data block, based on an 

encryption algorithmcorresponding to a decryption algorithmmi 	 previous 

ciphertext data block, and by using a key corresponding to theprevious ciphertext data block. 

2623. The apparatus according to claim 2522, wherein the preset length interval 
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specifically comprises two intervals: one preset length interval is a length interval less than or 

equal to a specified length, and the other preset length interval is a length interval greater than 

the specified length. 

27. The 	 to 	-- 	 • 	- :. 	: 	, apparatus according 	c : 	 . . ; 	t 	- . 	:t 

first 	data 	block the 	ciphertext 	 among -the multiple—.eiphert-ex-t—data—h-lecksthe—key 

- 	• 	- 	 - 	" 	 :. 	 -Y. Elfid : 	t 	; : 	: 	, 	: 	 4 : 	. 	: 	. 	: 	• 

1.1 14 ilAt 	 - 	_. 	. 	; 	: 	4' 

'; 	• - 	 - 	• 	- 	--- : 	: $ 	: 	• 	erated : : 	: 	: 	 . : 	: 	: : 	d 	: 	 - 	; 	 . 	. 

to 	 data block 	the 	 - 	- 	- 	: according 	a previous ciphertext 	of 	c  	; 	. 	- 

; 	 1 	. 	:4". 	..-: 	; 	 ... 	4. 	. 	; 4 	. 	; 	•• 1; 	.4 	 - -‘ '4 	' 	 ' 	.. 	' 	 ' 	 tt - 	tv,::".1 	-: 	" 	 : 

- 	 t 	 data-Meek: cipheFtext-data-laloclErand-by-using-a-lce-y err 	.. 	: 	: 	: 	; 	; 

2824. The apparatus according to any one of claims 25  22 to 2723, wherein the 

decrypting unit is specifically configured to: when the data length of the ciphertext data block 

is less than or equal to a data processing length of the decryption algorithm corresponding to 

the ciphertext data block, decrypt the ciphertext data block based on the decryption algorithm 

corresponding to the ciphertext data block and by using the key corresponding to the 

ciphertext data block, to obtain a decryption result; and perform an exclusive-or operation on 

the decryption result and operational data corresponding to the ciphertext data block, to obtain 

the plaintext data block corresponding to the ciphertext data block; and 

when the data length of the ciphertext data block is greater than the data processing 

length of the decryption algorithm corresponding to the ciphertext data block, divide the 

ciphertext data block into multiple sub ciphertext data blocks whose data length is less than or 

equal to the data processing length; for each sub ciphertext data block, sequentially decrypt 

the sub ciphertext data block based on the decryption algorithm corresponding to the 

ciphertext data block and by using the key corresponding to the ciphertext data block, to 

obtain a decryption result, and perform an exclusive-or operation on the decryption result and 

operational data corresponding to the sub ciphertext data block, to obtain a sub plaintext data 

block corresponding to the sub ciphertext data block; and combine multiple obtained sub 

plaintext data blocks according to a sequence of the multiple sub ciphertext data blocks that 

are obtained by means of the dividing, to obtain the plaintext data block corresponding to the 
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ciphertext data block. 

2925. The apparatus according to claim 2824, wherein, when the ciphertext data block is 

the first ciphertext data block among the multiple ciphertext data blocks, the operational data 

corresponding to the ciphertext data block is preset initial data; and 

5 	when the ciphertext data block is not the first ciphertext data block among the multiple 

ciphertext data blocks, if a data length of the previous ciphertext data block of the ciphertext 

data block is less than or equal to a data processing length of the decryption algorithm 

corresponding to the previous ciphertext data block, the operational data corresponding to the 

ciphertext data block is the previous ciphertext data block; and if the data length of the 

10 	previous ciphertext data block of the ciphertext data block is greater than the data processing 

length of the decryption algorithm corresponding to the previous ciphertext data block, the 

operational data corresponding to the ciphertext data block is a specified sub ciphertext data 

block among multiple sub ciphertext data blocks of the previous ciphertext data block. 

3026. The apparatus according to claim 2824, wherein, when the sub ciphertext data 

15 	block is the first sub ciphertext data block among the multiple sub ciphertext data blocks of 

the ciphertext data block, the operational data corresponding to the sub ciphertext data block 

is the operational data corresponding to the ciphertext data block; and 

when the sub ciphertext data block is not the first sub ciphertext data block among the 

multiple sub ciphertext data blocks of the ciphertext data block, the operational data 

20 	corresponding to the sub ciphertext data block is a previous sub ciphertext data block of the 

sub ciphertext data block. 

3-1-27. The apparatus according to claim 2824, wherein the decrypting unit is specifically 

configured to: when the ciphertext data block is not the first ciphertext data block among the 

multiple ciphertext data blocks, if a data length of the previous ciphertext data block of the 

25 	ciphertext data block is less than or equal to a data processing length of the decryption 

algorithm corresponding to the previous ciphertext data block, perform an exclusive-or 

operation on the previous ciphertext data block and a preset parameter value corresponding to 

the previous ciphertext data block, to obtain an operation result; and encrypt the operation 

result based on the encryption algorithm corresponding to the decryption algorithm 

30 	corresponding to the previous ciphertext data block and by using the key corresponding to the 
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previous ciphertext data block, to obtain the key corresponding to the ciphertext data block; 

and 

if the data length of the previous ciphertext data block of the ciphertext data block is 

greater than the data processing length of the decryption algorithm corresponding to the 

5 previous ciphertext data block, perform an exclusive-or operation on a specified sub 

ciphertext data block among multiple sub ciphertext data blocks of the previous ciphertext 

data block and the preset parameter value corresponding to the previous ciphertext data block, 

to obtain an operation result; and encrypt the operation result based on the encryption 

algorithm corresponding to the decryption algorithm corresponding to the previous ciphertext 

10 data block and by using the key corresponding to the previous ciphertext data block, to obtain 

the key corresponding to the ciphertext data block. 

3-228. The 	 to 	29 25 	3-1-27, 	the apparatus according 	claim 	or 	wherein 	specified sub 

plaintext data block among the multiple sub plaintext data blocks is specifically the first sub 

plaintext data block among the multiple sub plaintext data blocks or the last sub plaintext data 

15 block among the multiple sub plaintext data blocks. 
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