1 DESCRI PTION | NFORVATI ON PROCESSI NG DEVI CE AND

RECEI VI NG DEVI CE TECHNI CAL FI ELD The present
invention relates to an informati on processing system
etc. in which electronic equipnent and a server

- device conmuni cate with each other. 10 BACKGROUND ART
In an information processing system'including

el ectronic equi pment, an |nQﬁ§§%é#g@p$roceSS|ng
device and a server device oni ¢ equi prrent
such as a hone conputer, a television, and the like is
accessed by an external device such as a port abl e
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15 as ‘an | P address (address informati
of WAN (Wde area network) of the information

proces vice represented by a router nmanaged by
~ the @t@&l\%@%@@ L¥hd an el ectronic equi prrent
i.dentifier ?lﬁ ch as a porft number of the electronic
equi-pnent, et PR PERtpBTAlgtesite ap efarraativiepmdstsing system, etc.

i nfor ngt eEver devi ce. 20 and the
el ect Fgrﬁr Igalegg?t%&rrlgc% IRFAeRE ﬁ@rsem% KEFsR compurigglg with each

usi ng otdidaP (Universal plug and play). UPnP is a

standard for connecting household electrical

appliances to a conputer via a network so as to

provide functions with each other. Equi prment

cdPr e BIHGROUND AREP has i nformation for connecting

by itself, Iso that it can be used on the network from

the time i t IplyrnaterBrocessingSysten inelndimgelechrosReQBment, an

met hoﬂ:lff) udes a seré nmode nenti oned below I n the
server r’tfff8°e§%?gl ‘i’“ﬁ?e’iﬂd@eswwglcs,tmh@selectmmc equipment

- up-togglat he I nf ormat i on_ processing
_devi csé&g1 porn?edé% ?‘B%O%Iaé‘@??%ﬁk%%ﬁﬁsﬁ?ﬁebﬁanmmal

‘a  dagaha@sfich at abase so as to npotify
up-to date I(:Pagggﬁlg?g‘gg?éqk{?ng gﬁ%%rc?ﬁé?’fyofﬁ 8 tion such

devi ces @niP adirbssiaddiess lﬁforﬁ:Qﬁm%l eﬁ:qtﬁéjﬁﬁg OW(W' ALt network)
of the mformatlon L processing device represented by a router managed by the
server device and an electronic equipment identifier such as a port number of
the electronic equipment etc.
| A first method to update the address mformatlon of the server devme
- 20 and the electronic equipment identifier mcludes a method using UPnP
(Umversal plug and play) UPnP isa standard for oormectmg household
. electrical apphances to a computer via a network so as to provide functlons with
' | each other " Equipment ¢ correspondmg to UPnP has information for connectmg
by itself,’ S0 that it can be used on the network from the time it is connected to
25 the network.
A second method mcludes a server mode mentloned below In the |

'server mode the server device always stores up- to- date IP address of the
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the el ectronic equi pnment via the information
processing device every tinme 5 (usually regularly).
However, according tot he abov-nentioned fri st
-.conventional technol ogy, the information processing
. device such as a router nust correspond to UPnP.  1In
the future, to routers that do not correspond to UPnP,
whi ch have been al ready provided all over the world, .
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3 first address information fromthe first address
information storage section, obtaining a first

el ectronic equi pment identifier fromthe first

el ectronic- equi pment identifier storage section and

“fornming first address change cpnfirmation information

containing the first address information and the first
5 el ectronic equipnent identifier, and a first address

- change, ¢ finggtion .nformation _sendi ng section for
:Iﬁwba

- sen

: tHesstriPTpatiopireashe kst gddeenmformatioprstorage section,
| nf o Bk P aGson o ddodier Bou e Sevislepionic”
or et | . ! . ;
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ser \tﬁﬁﬁﬁﬁﬁﬂoﬁ&nﬁﬁﬁﬁﬁoﬂ-@bﬂtﬁﬁﬁfg@lﬁé HAR aH@reEQﬁlfé)ﬂﬁfoﬁﬁmh DBk first

processi ng device, a second el ectronic equl pmen

i5d e reldctionic eguipmagtidentifitands Gfdt A0 dRsS R chRalaiBRi C

equi_pment identifier that is information wth which

t he fRrmatian sepdingsecivndprspndingithe fiss nddress blosrza thrdimbGon
[ a first address change

the.el ectroni ¢ egui pment, ) c >
‘co nf%?%?t?‘)&&(’ ?‘i‘ﬁ FEEOR Processing davipesibetinformaton processing

i S B L A R Bn e araga T socond
i nf Qadtd Bfhrhefis Qﬂ)v?lrﬁ%h]h : dre.fsso%itﬁbthg%géhgg PR %Q%w sends

address i nformati on € secon

10 nf imformiation to tHeGhRYRaBBR bt RBusinp et E{%g@mfag& ic equipment

el ectroni c equi pnment identifier from secon
el elslentihirsteag: motion storiaptaisbion clcGbRid @8Rt dn® Meafifer that is

~form ng second address change confirmation

i nf Biiormation with whick theyinfirmatien progessitly desvice 28nds information to
i nfﬁ{eré?t' on._and the second_el ectroni c equi pnent
i defiPiefGCRPE RRment. pdirshardiress shangeaggBrigation infertiation

e ool R R 808 e AT Wil uiong: smbroetond

- 1d4pesRaRhARG co%ﬁqdd{-é@ghﬂ% é:j:)ﬁ%%g)t 0 ﬁ]tn%ptglg qrgﬁ;%s%gﬁon

device; and the server devi

eq bipshRaThinpGeoRd S dddse mﬁ.ﬁ&ﬁbnsﬂ'cﬂﬁ @geese%&%i Lu%!}eﬁzst i oigggﬁon

one or nore pieces of 25 electronic equipne

I nfsborage seotiors obfadning B GedoddielbcROME B§Riphithe IRt FoR T
‘a third electronic equi prent identifier, a second
‘ad@resd elenaenje equipmint idehtifier storhgs setibe And ESRiME Bdond
section for receiving the second address '

address change confirmation information by writing the second address

. 20 information and the second electronic equipment identifier in the first address

B} | change confirmation information, and a second add_i*ess chénge confirmation

_ .'25'_

- lljnformation sending section .for- sending the second addréss change conﬁméﬁon
information to the server device; and the server device includes an electronic
équipment address information storage section storing Oné or more pieces of
electronic equipment address information containiﬁg third address informatibn ‘

and a third electronic equipment identiﬁer, a second addié_ss chaﬁge |

- confirmation information receiving section for receiving the second address




4 change confirmation information, a determ nation
section for determ ning whether or not first address.

~information.and second address i nformati on, which are

contai ned in the second address change confirmation
information, agree wth each ojher or/and whether or

.not a first electronic equipnent identifier 5 and a

second el ectronic equi pnent identifier, which are
contai ned in the second address change confirmation
i nf of E)@Pee igfprmrationch defeeination dection fol dedrufing

¥ 6
equi addr for i on_updating section for ,
rewr ‘WE%I P FSt g?f?waéwmdcﬁqcmd/addaesa inforoeattion, which

el ec t|f| r of electronig
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f owithe ad
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donfandreadecant 1ot NP gudiin %e@tti!ﬁ@i' r“qnﬂ:{ ﬁ‘fétcrngﬂin%d in the second

equi pnent identifier agreeing wth t I TSt
el ec@ddmss changeicpmiemtation dnfbithaiin, 6l HilEshdhbthdiSnd an

' secolﬂ% addr ess chan(g‘gs confirmation information to

sec §rf§iag cavpment ad §infermatiomdpdatimecesiibn fof BfiRiR third

equiy| i.dentifi er ontained in the second address
chan g g% TInformationeF P‘Bﬁ%a third elegtrewin eqiipmentidentifier of electronic

_ det @&ﬁbﬁ@h#%g%%ogﬁa%%%%ém nes&guaa& e§1f| rst

address I nformation an niomeationagesaing

100 with (g Giedt adilbdds irff t he
el ectronic equi pn%nt@‘ﬁ%ent Pﬁﬁer ?%%séec% ‘i%‘i{%"sgc}laﬂg@

| econfiomiati
ot her . 20 %’Ef“é‘&%ﬁ“%??%‘i‘%?ﬁ‘&&“%%%@%% b Ffehng

 a cBbdhe fivst ectrgnia mpshmentidesifidth At ﬁ&h@&é&ﬁﬁ&&l&?@ss

system accqording to a first exenplary enbodi nent.
i hane rondie mé}ﬁa@ infermestionitn gecohd ail difess infidrintition orland a second
rding to the first exenplary

'pro sin stem, . acgo
enbodi %‘?@h‘?e u)égmg}téle @%C%W@d@hﬁxetsemduadldws clere an
15>p%aﬁltn% fm%r ?‘?‘8 :hﬁgﬁ]fqeu prent according to the
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first exerrp qhprapingtion seetipn dokeraines that the

i b 1fissgd ddeEss %Eoﬂﬂgﬁcﬁ{ SRl @la aﬁ&xgersga mt{)rmatmn do not agree with

each other or that the first electronic equipment identifier and the second

electromc eqmpment identifier do not agree with each other.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a conceptual diagram showing an information’ processmg

. system accordmg toa ﬁrst exemplary embodlment
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FIG 2isa block diagram showing the mformahon processmg system

o accordmg to the first exemplary embodlment

FIG 3dis a ﬂowchart to illustrate an operation of electronic eqmpment

- .' _acoordmg to the ﬁrst . exemplary embodlment

_FIG. 4 1s_a,ﬂo_wchart to.ﬂlustrate an operation of an information




processing device according to the first exenplary
enmbodinent. FIG 5 is a flowhart to illustrate an
operati-on of a server device according to the first

~exenpl ary enbodinment. FIG 6 is a conceptual diagram

showi ng an information processigg 5 system according
to the first exenplary enbodinent. FIG 7 is a
conceptual di agram showi ng the information processing -
systgm accor in%%t' 0 the first exenplary enbodi nment.

FI G PEOFEINg degieaseiding t9ithy frshesersplarembaineritor nat i on
i t ding. to the first |
embod ment 1CTh PR TAVCEaRt 40 Ilgrate amenmtipnef sdprer deitec

, equimnm@w%geﬁ%%ﬁ%ﬁé%i ng to the first

exenpl ary enbodi nent. “bl ock di agram

show ng aPFIG.Id 8 &mehd aPHﬁgﬁ&ﬁ'H&E? cording.to
a second exenpl ary gﬁn!glodi nent . bFI Q&%ﬁé’“’gg‘?‘l“&\%&‘ﬁ%ﬁg-

o isystent acatrdirgrto thecfiBt &l ryedn@sddiRditc equi pnent 15

~according_to the second exenplary enbodinent. FIG 12

is a flowEHarkis aeonceptust diapmnashayieg id inforabtiedprocessin

i nfqQrmation rocessj ng device according to the secon
exe %@W%%ﬁ@aﬁ&%ﬁrﬂm@pm iesnhadipemfichart t o

to the senSad ‘ShEnSHuRS! Brmae Hioive e wbmaim prscassing
co,ngm@gg&o%ﬁgmpeqﬂ%\égxgég%gnig .mat k on processing

system according to t 4 'y enbodi nent .

1FI G 15 iFGa9 b Deikwdhging B SQW -0k i an
- processing system Secord ng tgog&teﬂﬁllpg&ggﬁer@%gﬁemtame

enmb@gtording to the Grst bemslaty drthiwilhant, to illustrate an
operation of a server device 25 according to the
third exdhg HHp adiesbdiseean shbwig dd/infemation PEREIHRY system

di agrrar&] show n %? i nformati on processing system

& sefpudiegempplazy embodimenbnbodi nent . 6 .
EIG. 11 is a flowchart to illustrate an operation of electronic equipmehi:

acc

15 according to the second exemplary embodiment.
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FIG. 12isa flowchart to illustrate an operation of an information
processing dgvice.according to the second exemplary embodiment.
FIG. 13 is a flowchart to illustrate an operation of a server device
: 'a(?cordiﬁg to the second exemplary embodiment. o
 FIG. 14isa conceptual diagram showing an information processing
system aceording to the second exémplary embodiment.
| - FIG.15isa bl_ock diaglfam ‘Ash'lowing an informatién processing system -
according to a _i.;hi:d'exemplary eﬁlbodiment. - |
| - FG. 16 is a flowchart to Hlustrate an _6pefation ofa sérver .device
according to the tthd éxemplary embadiment. :

~ FIG. 17 is a conceptual dzagram showing an information ﬁrooessing

. system according to the third exemplary embodiment.




FIG 18 is a viewto illustrate sending and receiving
of information according to-the third exenplary

enbodi ment. DETAI.LED DESCRI PTI ON OF PREFERRED-

‘EMBODI MENTS 5 Herei nafter, exenplary enbodi nents of an
i nformation processing systemgncluding a receiving
device and an information processing device, etc. are-
described with reference to drawi ngs. Note here that

in the ex I enbodinents, since elenents provided"
with the ?gﬁeﬁ; %’f”e‘?‘i&ﬁ Helkte sprdingepg receivingsf pifprmation
oper glai, t iptions.therefore nay be omtted
Tn bl t@&@%&“{‘%{e@% tEMBODI MENT) FI G 1
is a conceptual diagram showi ng an i nfornation

processing systemaccording to the first exenplary

emb AIERAHLED DEBSORIPUION OFOPREPERRESS kNG
i ncl udes el ectronic equi pnent 11, information

Pr ocessi niletdnafenrj exempRiry tinbodiffe@td\¢ftan dfoRnsiches ¢ Elssing
device 14. Fqor exanple, electronic equi pnent 11 cannot
hav &Vten Bpldingm meeriving deviceahd an infowiatied pyéctdsing: deviza)ete.

I P %gdress f({]o i nf ormation processing device 12 so

as £5° HECRBAEIhaperot oalrmyingan oNotedioraBing e e xemplary

a gl . IS, an .ex of the address

it ot slol SRl o SHbiteS sppeiimae magmorals carcy
(1 nbef dRklap ks [ : devij.ce .

ext er nal desl%ecr\é?lg%f iél!i% égonﬁegtﬁé%ﬁér?%L% h’é‘“ﬂ’ﬁ? gls]ﬁge(d)msome
l@onmamas.cates with an el ectroni c equi pnment and may be

any addresses (information) other than a global IP
addr EERSE EXEMPLARY BMBQRIMENT) | ze such a functi on.
For .exanpl e, in a case where a plurality of LANs
(Local ard4- hét swnmkeptualdisgyawrshowime aPinfirmation pastethg
by a Fouter havi n'[%6 NAT 25 (Network address
t r af STt BFP IR g tirst exemplare embediment | Thig informaon
Si rver ,of .the router is _located . is the .
Ad ot iR kG e E&Frgamr?@mwnt I drrRion Brocessiag
1R HRES 12NTHR TR L n a conbi nati on of
an-|P 7 address %gr%ﬁggﬁte{.%% e?‘i I'n the present
i nvent i OFor &tamSile, AREHESS equipment 11 cannot have a global IP address

and is provided with a local IP address from information processing device 12 so
as to be connected to the Internet 13. Note here that a global IP addressis an
example of the address information. Address informaﬁon is an address.

20 . (information) with which an external déﬁce (an external device, etc. connected
to the I];ternet) communicates with an electronic equipmeﬁt and may be any |
addresses (info_rmétion) other than a gldbai IP addfess as long as they can

B B rea]ize such a fuhgtion. For example, in a case where a pluraiity of LANs

" {Local area nétworks) using private‘ IP are connected by a router having a NAT

- 25 (Network address translator) function, an address of the LAN at the side thata .-

server of the'rb_l;t'e'r is located is the address information denoted herein. -

- Furthermore, the address information may be taken as a combination of anJP




i nformati on, second address information and third
address information are respectively one of the
address informati on. Furthernore, electronic

“equi pment 11 maybe a conputer, a mcrowave oven, a

tel ephone, - a printer, a 5 facsigril e machine, a
refrigerator, a television, a set-top box, and others.
I nformati on processing device 12 herein has a function
of copnecting electronic equipnment 11 and the

| nt %ss pnd gpert nawlier.otihdhe pRsensiihventiohyfirst addresss a
pat h_gont [ a_network address_transl ation

.0l function, |
( NATRIOFRGTH, 657omd Akrets @ orrgion g Bhirbad dmepinbemetimere
deV'rﬁspel&%e'rl oneld Eheeﬁ(ﬁ}gséggigfeiﬁéi m\:”;i talzzlnﬁjggl, c}tgonic

router. I nformation pro

- gl okgliphRne #0f85 Be azgxﬂbu{ei a%ﬂicr o ‘?J, A IR i:orlpeha printer, a

processing device 12 has a function of 'Connec

8| edbosimilemadiiny, AFefigedabod AadleFsion A WeY-téh BH. YA SthbR.
address to the Internet. The server device 14 1s

. connect ednfogmatien provessivet debde A0 defedE Bad/€ functibh 6f dBhdcing

fromel ectronic equi pnent 11 via infornation
pr oE€ELPHg eqBRne Hoandithe daternet 113 withomek sthdne rSmtifically, it
| ock di agram showi ng an i nformation

[ b
o ol 8 pifh Sull Bntiden Paiigk g LERtrRRlaton (AR fapgion, fnd

nbggl o equi 11 ool odeg T
TR TR NP U R 8 Tor o epypient alld

i@l efdut@N| E]forﬁﬂl@ioﬁﬁ%séiﬁ?&wﬂei ﬁrhoﬁ%gir é’l%lfal‘?[ﬁ GRRs 159% is to

firsi

first gddress change confirmation ormat’1 on
f or saynipfa@tibe probdddthgaltdich 12 Slas AL EDS of'&ﬁﬁlggzing electronic

confirmation information sending section 1104.

| nf srapnéndil thaeassnlyn pevite &P d2dresiciotHe tntes@goNnd

address information storage section 1201, second

el ect r oniTee sguerslewice 14iigieomnpdtedto the dntegectISctridancel @82,
ceg%nge_ confirmation information -

L. _addr ess r r
r-ec‘é‘-Wﬁg“’-% i ipaypquimeenid! sisdpbematinn pgesessing device 12

ong.ir | i.Lnforsmation 25 form ng section 1204 and
lie%ﬁgqg‘g}&?%ggﬁegﬁ%ﬂge confirmation information

di ' tq . : ' 14 Lncl .
ol oot ron g e 24gd Mock b (R EE e ipkREibif ropesing
secyston abdfdding 36 F ks RSN Sy AR I fn RN Efégﬁ{){:l? %ﬂ%pmenf, 1

-information receiving section 1402, determ na

25

s e dudlodes TG ddrads tiforhation forage section 1101, first electronic

equipment identifier storage section 1102, first address change confirmation

‘20 information forming section 1103 and first address change confirmation

information sending section 1104. Information processing device 12 includes.
second address information storage section 1201, second electronic equipment

identifier storage section 1202, first address changé confirmation information

~ . receiving section 1203, sepond address change confirmation information

form_ing section 1204 ‘a_nd second address change confirmation information
| sending section 1205. Server device 14 includes electronic eqﬁjpment aﬂdress-

- _.information storage secﬁor._- 1401, second address change confirmation |




equi pnent address information updating section 1404.
First address information storage section 1101 stores
-first address information showng an address with

whi ch server device 14 sends information 5 to
information processing device 1. The first address
information is, for exanple, a global |P address at

the side of WAN of information processing- device 12
(ro%%f g g The first address information is

not i @@ a G @:mnflﬁg%l deserpeinatioy segdon] M0B@nd electronic

I d,th by st d f t
adar See %ﬁ%ﬁﬁa Prupipd ottt woHon 1O, First
real i 200 by A B A é%%geéfhﬁﬂq s i ad e

realized by a nonv rec
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| P address may be a 32-bit ress Of

bl nteinfemaiionipocebsivedevican 24) The b dBRs@inkRBimbbh id Br
address of IPv6 (Internet protocol version 6). First

el e€XBHpca élqbalﬂﬁﬁﬂdreBMB Bidetof VAN afjefeeatin®probdddihg
stor,es 4#6 ch el ectroni c equi pment identifier .
th afie\“ge iR efcdn Thersthwddiesy infomation wrnotlfﬁedufms&angple

ion to electronic equip

07 hf e 3R LAl egﬁf”am&ampﬁ@ﬁtﬂ B FHer eI in frst
Eéu. pne"ﬁtlﬁ.f%%%??‘? HRES secllR 0L St Migrmagion storege
10 nf seetiod 1101 caBHREEIEESY 8 8¥hFclathid xb fr&hgge%ﬁi & a volatile

equi pnent. 11, and thereby stored i

el exrondivigomediuinp mblote HepketHal: theEloBAIIPaRreR S il B8 2 BHG4: 1P
First electronic equipnent identifier storage section
11 sldzess of M@MPW@I versivn Mhbi inay bé £ 28-HitB address of
mag[:ﬁ,ughg% a volatile recgrdi ng medi um First address
chang ?WPWFQFQ%‘WGF #tmdPmat i on fornming section 1103

obt ai ns Fh first.address ipformation fromfirst

addr ess T RPOPRETRE wirgeny enﬁ‘@% é’é’!’ﬁlﬁﬁﬁe@@@ﬂl%bﬁoéﬂsmsﬁrst
th tif f f t
! é'%e{"?’?éﬁf“c?ﬁ ik meﬁ?ﬁ&&%% 8 h B ek mton
an ﬁréc@é&ﬁﬁg Bévigt 12%@9&&% ?18&3\%}1 utillnﬁé}grlr]mt ?]a)%ﬁmt

i nformati on containing t

anéledtronib eqhipn@ht Rlbﬁlﬁﬁdr@@ &r éﬁﬂ;ﬂ@%oﬂ SAGHRGde | ‘Bihe first
Fi rst address change confirmati on

electronic equlpment identifier is nonﬁed from, for example, information

processmg device 12 to electronic equipment 11, and thereby stored in first

20 h electronic eqﬁipment identifier storage section 1102 First electronic
equipment identifier storage section 1102 can be reahzed by a nonvolahle
recordmg medium or a volatﬂe recording med_mm

-. | Fnst address chauge confirmation mformanon'forming section 1103

' fo_btains the first address information ﬁ-om first address information storage
25 section 1101, obtains the first electronic equipment idenﬁﬁer from first
' electromc eqmpment 1dent1ﬁer storage section 1102 and forms ﬁrst address

change conﬁrmauon mformatlon containing the first address mformatmn and




information formng section 1103 can be usually
realized by MPU, a nenpry, and the |ike. A processing
procedure in which first address change confirmtion
information formng section 1103 fornms the first
address change 5 confirmation ipformation is usually
- realized by software, and the software is recorded in
a recording nedi um such as a hard di sk. However, it
may be realized by hardware (leased line). First
addrtds irst leleatrenic eqdipment identifief OFHBE 4 dihess eRstigdGonfirmation
- section 1104 sends the first address change
. confipfopmetiemiormingraeetidnoll 08 can hé usurdlyirealized by MRIE ssmeagory,
devi irst address change confirmation

C 2. F
i nf & %‘? Bke- s drRapergeing prace@ire 1t whichdirshaddressichangt by a
W r ,rel.ess co ni cati on . Secgnd dr ess
ot oo 5 SO i QD 108 Simans T Bish Ak Qeee

BN QbREid 213 S Wath Wai ch server ,
device 14 sgndsﬂ%%%gﬁﬁggggkg%%%mﬁh 5$ﬁg?ﬁb%m%ﬁgﬁgggﬁﬁﬂs
dev ire@rded.in Alre i EHE Medid) SudA B RILES Hokever, it may be
information . is information show ng an address w tni!} '

whi etnled hehamdware@eakdd lis®nds i nformation to - :

i nformation processing device 12. Note here that the

above- medfirsh addresy chanzacifiems tipm irfommd tionsendiyg bection 1104
o B et St banen endmation ieeiios Co mdganation |

16 o bt Ml Sl SRS b B S fCmatiappending
1205 o U oo o A B Wind A o S B

that is Seéoadmabreas infbrihtith! seiragd SeALARI01MorRE S5BRFhdtess
device 12 sends information to el ectronic equl pnent ‘
11. informatisr showdng he el dess ¢itR okt BHer dORE 11 k6Kdd i8frmation
for exanple, a current port 25 nunber of the

el eletinigrnatiempropsseimg dedice Mt eAttpeesent,tht sdchmd address

ﬁz:go.v -menti one first electronic equipnment identifier

1 yﬂgrmﬁt}aw ERatien shoavipg an afidness wishndnthoservesvevice 14

because. i.t is. changed).. Second el ectroni c_equi pnment
 aeRonT Pmagon &4 yergiation erveasing iy LNoRdTP St thy

a NRBVOLRhLbGRd ROl M0 h%?ﬁa%ﬁ%n%a% be invalid (cannot be used for

communication because it is changed). Second address information storage

| section 1201 can be realized by a noﬁvolatile recording medium or a volatile
20 ‘recording medium. |
Second électronic equipment identifier storage section 1202 stores a
. second electronic equipment ideﬁtiﬁer that is information with which
_i.nformation p.rqcessing device 12 sends iﬁformatién to electronic equipment 1.
The secqnd electronic equipment identiﬁér is, for example, a current port
25 '. number of the eiectrdnic equipme_ni: 11. Note here that the above-mentioned
- ﬁrst electronic equipment idgntiﬁér may be invalid (cannot be used for -

: comm}lnication'because ii_: is changed). Second electronic equipment identifier




vol atil e recording medium First address change
confirmation information receiving section 1203
receives first address change confirmtion

i nformation. First. address change 5 confirmation

i nformati on receiving section 1203 can be realized by
awire or wreless comunicati8n neans. Second
address change confirmation information form ng
section-1204 obtains the second address information

- f r onstemgosudtion de@Ben HafeANRA bR noﬁ%&ﬁﬁﬁ%e@?&ih? %ﬂzdﬂﬁﬁ) dra

obt ai ns the second el ectroni c equi pnent I dent er

- f r onvolBils eaminghediinoni ¢ equi pent i dentifier storage

section 1202, and forms second address change

conf i r mat Fig#t address ghatgeconfirmationiinfyrinhtiors meeinthgadefoan 3803
i nformatiqn a t he, second_el ectroni c equi pnent

i derﬁef‘?\’eégrﬁtﬁ s phange confirmation infhemefdon: o Fiist addressrchange
isnf Qp ABEAQy i data structure of the second address,

g ha%[g)e con Pr‘@”aofrfl%ﬁoq TPBYRESPHn; 1203 g0 bayealised by g yire or
1T mMgiRgess EG Y,ﬁ{catiggﬁleg‘%.server device 14 needs to

know-a data structure of the second address change

cconf i r matSeashd ddd@sd¥RhiR-co R RS fof %2:3%?%%98&%%1204

confirmati-on information formng section

- usuéablainstbabdcpadiaddresdRiformatieBom, seddHll dddeeds idBrmatdn _

processi ng procedure in which second address change

- confiorasg eechion; 13P brabtainethefsecomdrelpcironiciequipid ideatifier from

'lsﬁ%

1

t he sec(rrld address change confirmation 20 infornmation
FeCtranig ey 1desrtifins ptorage sectionsl 2087 anwbfoums second

PS&%%‘%?S? cj‘l?ﬂ%fﬁ@%ﬂ%%@“l%@%ﬁ%ﬁf ot e e?c@%& ailtres
Senaran oo ard 6505 AARHAR GRudel R Sihar B Bloiedes

¢ 0 NdHah§P&onGRm b 16:0 FrlTevink 23 n! oAﬁgfavﬁfucglﬁéio? theldcondaidress

Second address change confirmation 1 nfornmation sending
secthange Abfmation hifornfatdh iz Rt faytiuINF BuPed Vi HOWERS the
conmuni cati on neans. El ectronic equi pment address

5 nfsspieadedee b uredgto kit a datalstfibtiat of i stdonddréds change

nore pieces .of electronic eaglui prent address
i nfcapiﬁr&}qt{gﬁ iplopmation.n cpeeqiidragldress change confirmation information

forming section 1204 can be usually realized by MPU, a memory, and the like.
A processing procedure in which second address chaﬁge confirmation

information forming section 1204 forms the second address change confirmation

.' 20 ' information is usunally realized by software, and the software is recorded in a

recording medium such as a hard disk. However, it may‘ be realized by
hardware (leased line). |
. Second add.tess change confirmation informatioﬁ sending section 1205

sends the second address change confirmation information to server device 14.

- 25 Second address change confirmation info_rmation sending section 1205 can be

realized by a wire or wireless communication means.

Electronie eq_uip;nent address information storage section 1401 stores




address information and a third el ectronic equi prrent
identifier. Electronic equipnment address information
storage section 1401 can be realized by a nonvolatile
recording mediumor a volatile recording medium 5
Second address change confirmatjjon information

recei ving section 1402 receiveS second address change

-~ confirmation information. Second address change
. confirmati on information receiving section 1402 can be

r eal Y5 e RiecsH qféleé'imw pelipmentatiress inftination@aBsining third

. Det eéd'&r&t%t on sect 403 determ nes whet her or .not
I'rs

t he nigtpaiagn qalnenqntedssﬁ@n d Electronic
addreefgg,;p ich,are contajned in
second z;i(lj%ﬁrtgg émtg%%gogrgﬂglg Retorags Jestion Hh}rcﬁ’ﬁtbﬁ 6??112%1%@

it MmonedlanRboRding At oV RSLIRATe Lo ol AOELLI 1 St

el ectroni c equi pnent identifrer

& ect r oni Second adlﬁesﬁchhﬂ@ﬁohﬁhﬁémoﬂ‘ﬁif&%a@foﬁ r&%ﬂﬁx?é 0&6on 1402

in the second address change confirmatio
i nf Epedier sprond gddressvbahgeanfirabiion mf&eaae{om NB&cdo AN addess
sect on 1403 can he usually realized by MPU, a nenory,

- and® ?‘régelcp m%lonr}P-@E@%@PWC?ng@dmw 1402wl Bérealized by a

det %re?n section 1403 nakes the above-nenti oned

“det er i natl on FERERCAtion meams. s ed by software, and the

f di h
har i SRR elith iy v’z‘ﬁein%r%i%? thadiet address

10! ehathationehd tROsMbeN, HELLALAALIAN WEG! LON 4403

determines that the first address cicgtaied e the

- sec@nmthﬂtﬂrm&haﬁmmmﬁbn%foﬁiﬁﬁatﬁﬂ ra%‘?ee"‘év-&ﬂ e A0 her, ofand

other or that the first electronic equip
i detihetherer notithe fiest slectoonc eiméma@nuﬁeew&ﬁmemd

i delitlfl er do not agree with each other, electronic.

?ﬁ‘i‘é’ﬁf" 95&&1% idgnffier, mhidhare Lapdainedgn SleCéeesryl aliHosks

_ ?lg rd.address information or/and a 25 third
eI ec

‘i‘%ﬁ%@a&eﬁtqmeewbsa@h@her e Eleteymiigation

15€4 r.ma nta|n|ngth|rd
adglra(gis@qm?ggﬁng |on %%F@BYW & mempery and thedirees4

it AUG Ry

confirmation 12 orma

eqabopreanéntiched defer@inadsh @@ﬁé?ﬁ]lWréM@ By fseﬁv%re, and the
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software is recorded in a recording medium such as a hard disk. Howe{rer,‘it
may be realized by hardware (leased line),
~ When determination section 1403 determines that the first address
information and the second address information do not agree with each other or
that the first electromc eqmpment 1dent1.ﬁer and the second electronic
) equipment 1dent1ﬁer do not agree with each other, electromc equipment address
information updating sectlon 1404 rewrites third address mformatlon or/and a
third electromc eqmpment 1dent1ﬁer of the electronic equipment address
, mformatlon contammg third address mformamon agreeing with the first

address mformatmn contained in the second address change conflrmatlon




el ectroni c equi pnent identifier contained in the
second address change <confirmation information to
second address information or/and second electronic
equi pnent identifier contained-in the second address
change 5 confirmation information. Electronic

equi pment address information dgdati ng section 1404
can be usually realized by MPU, a nenory, and the

i ke. A processing procedure in which electronic

equi pifemiatREdne s $hird CREFBE @&ﬁpg%ﬁﬁighg@@%%%%%@ﬂ@y first

updat es as nenti oned above can
sof t elactegnicmphiftrivent SdntifiRF GoritSink@ GOFHIREINA addFeRS Qs J
- medi um such as a hard 10 di sk. However, it may be
* r.eal fonfigmptjorhiafwatien (¢ srmembladdroes)inforietial afidesecordn
operéalti on.of the information processing systemis

" desc PHERHC qgumemqny ideptifigheqnitineh ingthe stavnd mddiess change

%?Ui ﬁﬁ?taéj'%ﬂ% de%cri d with reference to the . )

9 owchart o SHoR PR gctrquig eayipmentaddress infyaeptionapdating
change& 1ol ' of kO rmn 15 ct.,on
1103 auycrioecaRbt Rl SUIRL PR S, Sieporns paf g, 4
confyrodiedig BASRES in FHRAZR MBSic %ﬁ&‘ﬁh‘éﬁﬁadd‘i?és iﬁi&?:g%c?n

el ectroni c equi pnent 11 issues a I nstruction

-confupdatisgseatiol 240 wldangesadRitnbd vk ¥adBelub @y r8dHi¥d by
When the instruction to confirm an address change is

r ec épiware, ambthetsefswareds recordsilap a 1630@ing Wediurh Bech as a hard
inst[%%tifn to .confirm an address change is not

De c disfe dHowrer ibmey bp realized by hardvere feSed line).

Furt her e,.flrst address ange confirmation .
i.nf or mrﬁ%ﬁb% Y *BEEHPD ﬂft?lféﬁgﬁ%?/u?%’q%‘fsﬁwglsy stem is

add pedna fil I O i_nf or mat.i on ed on.a, .
Dser ety R e Bilos W alioft v Renf EC6 sfiangLwi
conkéfersabd Rthé NOWEHERL dHOXn'; rFTG”? section 1103 obtains

- first address information fromfirst address
i nf or mat i @tep 3501 Finsag@dies-dHaABe dobPitmatish SfoRRivh forming
First address change confirmation information form ng
lgecedctinn 113 letirrunesswimther @tnot he MistAiRtion eHeHnERE 3n address
identifier fromfirst electronic 13 equi pnent
id eﬁﬁng? wias secpivedie Fosexampleldlodronic equipment 11 issues an

instruction to confirm an address change automatically and régularly. When

[y

 the instruction to confirm an address change is received, the step goes to step
| - S302. When the instruction to confirm an address change is not received, the
20 . -step returns to step S301. Furthermore, ﬁrst address change confirmation
o 'ipfon:ﬁation forming section 1103 may form first address change confirmation
information based on a user’s instruction.
| | (Step S302) First address change confirmation information forming
| ~ section 1103 obtains first address information from first addiess information
.95  storage section 1101, _
(Step S303) First address éhange conﬁrmation ipformaﬁon forming

. sectiqli 1103 obt_ajns-a first electronic _eciiﬁpment identifier ﬁ'bm first electronic |




(Step 5304) First address change confirmation
information formng section 1103 forns first address
change confirmation information containing the first

“address information obtained in step S302 and the

first electronic 5 equi pnent identifier obtained in
step 5303. Usually, first addr&s change confirnmation
information form ng section 1103 forns the first
address change confirmation information that is a

paclegtipienwhicatifiéeohbs Shiaddigss i nformtion and the

first electronic equipnment identifier were witten in

payl oad. (EBipeiB08BPH3t alilrest cltitbicR6Sfi1ehAIE enfoRR fid Tthig

information sending 10 section 1104 sends the first
- addrestion dh@hfpame Grdtiadduess mnign bonfirataition irffampribni dontaining the

ste 3 to.informatjon processing device 12. Next,
an %ﬁ%@g&eﬁﬁ“@rﬂpﬁp&mﬁﬁe@ﬂnﬁ iatg thiefpist elegtronig

AT Ea PRSI P ERRIGE shen s DRAIG et P mtrom

i G T TS ERSHO LY S Ss Uhidigeeb e
ot i 86 S5 R)lolormifg s38h 1% ARpE ok Thel iR shanes

| nf conififdhb 60 WEGTIRBAINADs 2 PABRL DGR RS fAY %ﬂ&%ﬁs information
change confirmation information is received, the step

- goeand BedirstelStdic dhipmenh chiifis waroii®sen i

confirmation i nformation is not received, the steb

‘returns (¥erBYP) vt addreisahabdd@nfiSeatindinfittrativs sending
' hange confirmtion information formng 20 section
- 10 0 Hitscadsen drstadrss chanscmimusiion iefamseienimed in
. ad inf.or mati.on stor.age sectjion 1201. (Step S403)
o Seg%ﬁg§%0§a@£f§r%ﬁté%°%98ﬁ$i 53#1 i nformation forning

identifier fro

section {204,0 ?&&?ﬂén & iiRERIH.S lplgo%t%s%?nng: %gﬁ? :f? ?Se il ribed with

el ectronic equ
St aef@encs 66 tHedbwhRA2 shewn (kP $£404) Second address

" change confirmation information formng section 1204

‘165t spetmnd2

forms s elteS4dl Fassaddharghas @ o iRk i infotnatibR kb @fing
by writi n%a t he second address information obtained in

defermines shethar of actt the first sHdrese chtinpaeohfirmation

~identifier obtained in step S403 in the first address
¢h ation was received. When the first address change confirmation

90

25.

information ig. received, the step goes to step S402. When the first address
change conﬁrmation information is not received, the step returns to step S401.
(Step 8402) Second éddress change confirmation information forming
section 1204 obtains second address information from second address
information storage section 1201. _
(Step S403) Second address change confirmation information forming
secti(_m 1204 obtains a second electronic equipment identifier from electronic
.equipment identifier storage section 1202. |
(Step S404) Second address chahge confirmation infonﬁation forming
: sectibli 1204 forms second address change confirmation information by writing

the second add;e_ss information obtained in step S402 and the second electronic




confirmation informati on. Usually, second address

change confirmation information formng section 1204
wites the second address information and the second

el ectronic equi pnent identifier in a header portion of

a block. '5 (Step 5405) Second address change
confirmation information sendidd section 1205 sends

‘the second address change confirmation informtion
formed in step S404 to server device 14. Next, an

oper &bk Oa jp € 4 4,8, descrd bed wi th

e R R T
S501gonBeaefich AeHmaHsn.C Wﬁx%gwnﬁraﬁ%ésg Bhergk bl a®Bn
receiving section 1402 determ nes et her "or not the

s ec anébradtive §amiipase gitorC TR Witk it becodd MIANSHsIi P& Ton and
recei ved. Wen the second address change confirmation

i nf dheaedond elestrende equipmenititentifies fn g headdrpostiapofaI0k.
\ghen t he gﬁe%gond gddress change confirmation i _
Pnf or mat | HeR 34094 Peqord afdueas change sandismagipn infermafiontsepding
5501, 15" e 2) Determnation secgtion 1403 take

oot prloR 12 B ahe keeohd Sidibfitimne o} amaton formed
el e [ i | rmati on contained in the
sec%g&gdsgpgggée?ﬁ%gc%g%ﬂ rmation information. (Step
S503) Det R MbepitichObé0r 4483 143K ASscOBEd Wit 8RR 0 the
address information and the second electronic
equifiowelrdrt shdvar meEllGos. contained in the 20 second
address change confirmation information. (Step 5504)

1®et er ni ndBtarSt:Pacond adirsssobapgatonfismatied hnfornertion oéceiving
the fjrst address infornmation and the second address

i nf 895H9Ri14A2 detpsmaigeywhethepon natAbeisacpnd pddreescabage confirmation
addi

cachBRHEL B S o THHeR (hp Sesped FARIeR F8REerabmaiTL
SR E R DAl 360 SHERH R oo
e RO Rl IOk bRk 1 Q5RO pRg01

1r ocessi l(Step S50 MRiteinEdaB6 s 1408 kEQo Rt Ghe ABSt A/ drkSs
with each other, the step goes to step 5505. Note here

* t hainfayimadiontaing the first electronic equipment information contained in the

second address change confirmation information.
(Step S508) Determination section 1403 takes out the second address
E information and the second electronic equipmont information contained in the
; 20  second address change confirmation infonnation.

(Step S504) Determination section 1403 determines whether or not the
ﬁrs_t address information and the second address information, which are
contained in the second address change confirmation information, agfee with

_ each other, or/and whether or not the first electronic equipment identifier and
25 the second elecfronio equipment idéntiﬁer, which are contained in the'seoond
address change conﬁrmation information, agree with each other. When they

agree with each other; the processing is completed and when théy do not agree




processing is conpleted when they agree with each
other, in such a case, server -device 14 is to abandon

. the received packet. (Step 5505) El ectronic equi pnent

address information updating section 5 1404 rewites
third address information or/and a third electronic
equi pment identifier of the e Bctronic equi pnent

-address information containing third address

information agreeing with the first address

i nf owitheachrotbentieistipdiobdito stdiLSSE: ONItAKHE BSS sHRATEE

~equi pnrent 11 is, for

confirmation information and a third electronic
equi R?ﬁ%qﬁﬁlng tepmiplatest wheyr dey agresivith ¢dvh otles,dndudds 628 Sserver
i nfo to g%fond 10 address informati on or/and a

[

sec Fggﬂpéﬁ oBdbe preaived paediti fi er contained in

t he seco chan e confirmation information.
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ro first ary .enbodi nent
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i nf GderifibOSE thE @E@t&&h@&gﬁﬂﬁ&ﬂ’ﬁdd&@ss%m@honl Aoﬁ&%%?'tﬁrd

exarrp €, a persona er

I nf eddmess imforpration agictige et fi flkdt ddiredsGhforB¥ 3 Bitaifed in
router. Server device 14 is connected to i nformation

pr obhssserqnd addeess changp confirntattionlinfoemation 4:31 a third electronic
Furt hernmore, server device 14 holds an electronic

equf pHERE "ai&%‘? agyeeerith Bie seaonskpsideess infatshasicattowerond

nt address i nfornation

1%%%@%%3?@ i b S Jchesir ot cdantifer contained

el e nf oramat i.on. Electronlc
Rk e

eqw pnment address in "I D,

"third agirensterd i‘éﬁ%ﬁ@‘b éiﬁtmﬁﬁfithetl.{i EEa@grgﬁlfoEe%Qm% system in

eqw pnment identi tier. s an | centl
i defieiffrytioxgmphey enbstimeni 1@ deSHHIREE NFIR@E § 8Snceptual diagram
i nformati on, which are data necessary for manageman%r

of afhe mfornipition Prozessireseystent. o THERIGOR clétioficRq@Pment 11 is, for
denotes_ a global | P address at the side of WAN of

15 nfeaﬁwa%% Bﬁ‘e’ﬁﬁ"ﬁ%lé‘@@l’w@rddvfoe'@ahm plocessimg JevicEilRds, fof

20

aI I i.S aj,conceptual diagramshow ng the
in 5?’9?8 3 ﬁ°‘!|?%f ﬁPHE@E&%&%@W@Mmmrmesm

se '&wace P56 HleE 189 LH‘IR‘EIIF rmore ‘server device 14 holds an

electronic equipment address informatlon management table shown in FIG. 6.

| Electromc equlpment address information management table stores one or
more pieces of electronic eqmpment address information. Electromc
eqmpment address information herein includes “ID,” “third address
information” and “third electronic equipment identifier” “ID” is an identifier
for identifying the electronic equipment address information, which are data

_ ﬁeeessary for majiegement of table. “Third address informatior ” herein -
denotes a global 1P address at the side of WAN of information processing device
12 (router) |

First of all, FIG 7 isa conceptual dlagram showmg the information




The information shown in FIG 7 (packet (1) and packet

(2)) is generally called a packet. The packet

i ncludes a sender's | P address (hereinafter, which is

appropriately referred to as "SA"), a destination IP

address (hereinafter, which 5 ig appropriately

referred to as "DA"), a port of a device specified by
. the sender's |P address (hereinafter, which is

appr j ly referred tp as "SP"), a port of a
devi E%rcé%f@ STt TgVigdn fpewinmeert froprelegivmisseruipment 11,

| -‘-Bf%r- FRERT Harik PRSP ARG o géaiéé{zgﬁ? pencatly alled o
i o body. por b an eres MLRIAREE Al iBts (il i B

be swmropriasely befbirod € as OBA, a¥estiiBiod P Adisel LSt i
address informati on and " QOSP" ?ﬁsﬂh?]iorst ﬁg{i%g% p{cg’%%%aﬁer’“rmh

& ui 1§ ABPHOPTigfelyt reforesd. to AOSBAY), apekt o SRvickRysBaned By the sender’s
[ nf%on That is to say, "OSA" stored in
el ect. ess (@Eﬁ}Pﬁ%‘nWh@h ipapypprédtbly refyrred so wé t3P”B a port ofa

e A e e iy

th | | ' y h d, both
i o BRI AR B BP0 PR Bk anabier, o sormmromiatels

suc befar @ &fns “DaffPS NHAY j o Lhe first :
exenpl ary erbodi nent | g&%g;}%ﬁggggu are apuiniofig ppytign of the

10 Cshtfoimsation (pdydoad td bowerbe rPather@baC LOSR & 1 ﬁkﬁggﬁ}st

11, and when it is not changed, it agrees w
AccBidrigRiemRtian avd “QSR if fikstielcottohio S§uibBleat IRLLiBE:, “0SA”
stored.in electronic 20 equipnent 11 is
" 21809 258 gnayehe old irformpation. r Thatek exsaypTOSA adoref e Blectronic
i de&{d&%gﬂtl stored in elecgtronic e ui&ent 11 is "1."
El ect FORTE 14§ ¥ 282eps fth agloha) AP afdness held dydbs information
I nfQGeRL 91426, 194, 60", a first electronic
-equi_prren]%lgta? é‘%tl i Seyen, The?ﬁhié&?aiggaﬁ@eﬁﬁmléhﬁt@P,
15 eSARGInhMEH j ' . 11 far the first
~addr ess cha%]a)g g%%{e?ﬂn%?ﬁ %%F“'ﬁﬁ%d#ﬁﬂa‘a?n A BfiAsTgeryith
- ancagibotdend To hiirkd &ieh A3 531;@; |t gn
information to i nformation ’%g(?bgces %%%ﬁ%g/qogeﬂg%?%awlm

of epthedimenk istcatdiyd ot aNoRCkRre LRt A0BPEESHATS 'P&figx%ﬁb‘ar of

el efet roni ¢ equi pnent 11 and "DA" is a gl oba

ad §t6Eenig paeipment 114 aud exhendt is ot cHanged, findtir6esidh POEN

11 hol dsA a r%gnobal | P address of server device 14 in

- ccording to FIG. 7, the first address information stored in electronic

. 20 eq_uipment; 1115 “219.126.194.60” and the first electronic equipment identifier

stored in electronic equipment 11 is “1” Electronic equipment-11 writes the
first address informlation “219.126.194.60” and the first electronic equipment
: identifier “1” in payload as OSA and OSR réspeétively. Electronic equipment
- '11 forms the first address change confirmation information of packet (1), and
: 25 sends the first address change confirmation information to information
- processing device 12. “S_Af’ of the packet (1) is a local IP address assigned to -

electronic equipment 11 and “DA” is a global IP address of server device 14,




advance for conmunicating with server device 14.

I nformati on processing device 12 stores the second

address information "219.126.194.60" and the second

el ectronic equi pnent identifier "1." The 5 second

address information "219.126.194.60" is a current IP

address at the side of WAN of 1ifnformati on processing

device 12. Information processing device 12 receives

the first address change confirmation information of

pac Kelectirdnic eq@iisher; ' Aot nd,address

i nformation "219. fg%nhkft@ﬁ%%&éé%gd@é% ({%%gl%fa ﬂ%e‘%%c@ﬁﬂ

el ectdvantedorairirpireitingdaiih sdrv&f deviee 14ThUs, packet (2)

shown in FIG 10 7. is formed. Packet (2) shown in FIG

7 i s secohdoraudion psocessimgdeviceriizi steres tHeecdndl«dA R @R mation

Then,,_information processing device 12 sends packet

(2) ?bé-é%frlﬁérﬁo a@d/ﬁ@esemd eBwtnpoic ejeipneat idkntiéestivVesThe
acket (:2)..sho i n, Fl 7, conpares "SA" wth "OSA

§ f Eé%%étahﬁ?fs AURHAR S?’e‘?smﬁéﬁ‘i-ﬁm’ 151 cumssmt IR addreskatithe side

' 2 . : " SA" [ .th "OSA " and .
2Lt E B Rl o 5 P e G on G0 v 1

ser yéeiweitieaRsflfdrha il &&Eﬁﬁ%ﬁ iﬁi’o&%ﬁéé% g%im%get (1), and

anyt hi ng. Next, | nformatTon sen romerse
‘equigmies “IAP th shedoom adHrEst(ﬁlfogmaﬁcﬁ{:%g.qﬁﬁ.gwi.@o”qnﬁ “sP to

the first address information stored in electronic
equihsraseand plectronit 2q@ipAR6t IBALIEEF “12N ArHdeepddkéS®) shown in FIG.

l ectroni c equipnment identifier 20 stored in
l(gl e'g gd. e%@f’

15 gHn shawn in FIG.: 7 is Skrend addest chamige confirmation

equy nt. 11 ites the first address information

" SrRERion, W Blrmalionarocessing denoecis endeopmkeh@hto server
| degdideif@ar "1" in. payload as OSA and OSP

respectively. Then, electronic equipnent 11 forns the

first adgdeResdshand§ed es.ip%gi?etti@nsgavivﬂfiﬁ)%yﬁg(gn%ms “SA”

packet (1), and sends the Tirst "address” _
conith ABSADST pableelt (H) AbHBbinpArek OSSPk "OEP O ARG Y
device 12. . Next, information processing device 12

155t pagkett(Be“Hagnets sdidr ©8A,” amf FPTakice8 with “OSP,” respectively.

"219.126.194. 63" and the second el ectronic equi pnent
i demergiprsy serverdevige 14abarslovopatkatiz without dding smjthiiy,
" 219. 1261\}1)34]..]1(13 " is acurrent |IP address at the
_ - Next, mlormation sent from electronic equipment 11 is shown in FIG. 8.

According to FIG. 8, the first address information stored in electronic

equipment 11 is “219.126.194.62” and the first electronic equipment identifier

20  stored in electronic equipmént 11is“1” Then, électronic equipment 11 writes

25

_the first address information “219.126.194.62” and the first electronic
equipment identiﬁer. “1” in payload as OSA and OSP, respectively. Then,
.electronic equipment 11 forms the first address change confirmation
| | ipformation of packet (1),'aﬁd sends the first address c-:hange‘ confirmation
information to information processing device 12. , | '
Next, -informé_ltiOn processing device 12 stores the second address

_information “219.126.194.68” and the second electronic equipment identifier “1.”




side of WAN of information processing device 12.

I nformati on processing device 12 receives the first
address change confirmation informati on of packet (1)
and rewites "SA" to the second address information
"219.126.194.63" and 5 "SP" tojghe second el ectronic
equi pnent identifier "1." Thus, packet (2) shown in
FI G 8 is forned Packet (2) shown in FIG 8 is second
addr ge confirmation information. Then,

i nfo Pidaess suiprrntin 249 1361946695 a parkstIP(a@)iresoat the
serv server deV|ce 14 recei ves
packe? @A@Sbﬁm N%Igf‘@r ocgssing deyaged2.  infornmtion grpgessing

' p;}sﬁéevge lgfi'&%éﬁites %%Z: e\?{% ssr%gégescioﬁ_éﬁ:am@nforggﬁo%ﬂ{}:acket

1

" OGAY) shit mmege N He e &R ARHE Enfornd: i’é fze; 6% hna

devi ce 14 searches el ectronic equi pnen

ionf O¥SREtd e second aﬂﬁﬂ@ﬁé ed@bﬂn@n&ﬂ@ﬁﬂé}' “18 'I%é packet (2) shown
219.126.194.62" and "OSP = 1" in "third address

i nf gRAEH %wfom ' Péiket! (22 kbotn o1FIS. 8ds b@oRdaddress change

i denti |er pectively, 15 and rewites "third

add“8 Ppgdion. o eﬂ:tlﬁfor@abwech@ﬂsmg dewige bereenids
|de%5 fE%ﬁ(QOf tﬁ@ ggrd ("ID=2") to "SA" and "SP"

"third address i nfornmation"

of the r %dseprer dé@ce_ltgrecé estpakclé%ﬁ (g)C bl oni.c ﬁ&ué %onggéres

address infornmation nmanagemen

02185 A 263t 99 A %0F pacikbt té)%{dﬂconﬁilag&st: g‘* GRS P quelcketz(a). In

identifier" of the record of becomes

Conpedkett?) khowit inFI6L 8CISAOBLE “O8AT BIBG atB\FEE BRMN other.
table of server device 14 is changed as in shown in

FI GThgfefOP& spent donred 4abanches dedaomit aymiprerth@didst Sdformation
exe a enbodlnent when the address with which the

ser 1t gahl Lepatainines DSAT 210.126. 194652” and PSR Ei 18in “third

RO RS 98 -EeLs %c%?ﬁnée%&‘énnﬁ?éh@”ﬁ&femﬁmvem

he nge an e, addresses or
A ec‘?f%e‘n‘?féeﬁﬁﬁ#ﬁd&?& l&é'ﬁ "r* ‘P’ér%n% Plegimenr ggypRent

CPUdangied” t0© a '
to say, V\Iitéﬂhmlleikegh oad of c%ﬂ%{ryd%?g"ﬁ’a" ﬁ'i@) TH3letd?,

corfihind addresy infopation” Ve tiRte¥sid &Y €97 Hffhe SR AN Sqlifment
communi cate with

address information management table becomes “219.126.194.63” and “third

electronic equipment identifier” of the record of “ID = 2” becomes “1.”

20 Consequently, the electronic equipment management table of server device 14 is

25

'__cha;lged as in shown in FIG. 9.
As mentioned above, according to the first exemplary embodiment,
when the address with which the server device sends mformatzon to the
_ information processing device or the electromc eqmpment identifier of the
electronic equipment i is changed, the server device can change and manage

‘ addresses or electronic equipment identifiers with light load of CPU and a small

- amount of cbmmunication data. That is to say, with light load of CPU and




the el ectronic equi prent normally. Note here that in
the first exenplary enbodinent, the timng at which
the el ectronic equi pment sends first address change
confirmation information 5 was not described in

‘detail. However, it is preferable that the el ectronic

equi pnment sends first address &®ange confirmation
information to the information processing device
regul arly. Because it is not preferable that when a

St Ak R iftabPlohE BIUEEMovEl ban Blachlle S AS O MV,

of the information processing VI Cé€ man nfﬂ}u{"l’i%te

ser \the elaviriCefphbmtuRsmhiy. a | ong tine, a 10 state in
whi ch the el ectroni c equi pnent cannot be accessed from

t he out siNete hepnthatirethe finst ctepRgy binbBlimeffg Ik AfdiNg at which
meanﬁ, for exanple, every three mnutes. The sane is
t r udbs plegtrmicrayinmentsemdsclirgt adrvesti dhengesconfifiafidreinfmetion

n _wh h - ' d add h
oM AR AR derl | BHPpEc 4 ol ha thosloctronc
; 1 Nyt d t is, 15 [
and Rapmoft @he bk BRI BB i Refion ilpnidionp ahe

- neegfa®mtion p36kssify ﬁ#dér% fifi1 f OI%J&? s%'i&‘é%H?gB}egeg@plg ghat when

1

equi prent  addr ess’ 0 €St (
mend stateih wiich B 1D dddbe 8 X280 Rk B sidé E@Wﬂ%ﬂf _?_l%e inForBtion
: e

limted to the structure shown in FIG
el eproresping dewigeimprreged tydle eaver ddvadenBh QRS ToYa Iof tiiea
éor exanpl e, el ectronic equipment 20 specific

nf HRteeR ¥k threlesanie sguipwient yarfrot bé aheedsed fromgthisetside
el ect r.oni ¢ ui prent . _The same is true in the other

exefprarss fg’ﬁg P s ‘Re Yereaselor exranppavant dme of
dovPEiBE (P SuGE RIS e bl srameeebdb R Ppod | ©

devi ce and e ser

o R inof €O Bhoh MY B heiodVacifest Etreh Gonatian
s eriuformation (paXIEPE Sents for bLarBFle Ity il Seh ¥ 39fd dge%&ﬁﬁ is

downl oad. Furthernore, the software may be récor

16a sewdradidregmmediicstion $o4dHs ako 6aBOM so as to be

provi ded. Various devices can be realized by 20 .
sof t war efurgkermoreyimeedessan sige a atyiciveel of the eletrohid @fuipment
exenpl ary .enbodi nent s. ,

aduress Information of the server device mentioned in the first exemplary

e_mbodiment is not limited to the structure shown in FIG. 6. The electronic

equipment address information may inélude, for example, electronic equipment

20 specific information (MAC address, etc.) for identifying the electronic

. 25

equipment. The same is true in the other exemplary embodiments.

| | Furthermore, the operations of the electronic equipment, the
inforrhai_:iqn processing device and the server device, which were described in
the first Qxemplary embodiment, may be realized by software, ami the software
may be disposed on the server, for example, so to be distributed by software
do_wnload. ,Fhrf;hermo-re, the software may be recorded in a recording medium

such as CD-ROM so as to be provided. Varioﬁs devices can be realized by




Note here that a programin which the operation of the
el ectronic equipnent in the first exenplary

enbodi nent was realized is as follows. The program
allows a conputer to execute a step of obtaining first
address 5 information stored i pg@dvance; a step of
obtaining first electronic equipnent identifier

stored in advance; a first address change confirnation

info ion, formng step_of formng first address
ch an%éﬁ:a%‘?fﬁt?'n%m&.bﬁ Yiiad tothe otlomteaemplagy sdbodimbists,

St el ectronic equi pnment

address | ' and the firs

i dent i fi eﬁ"%ﬁ%g zlf\}?#iarpsr{’g&ah}“e‘@éld&%@@r@@nfof throeleatronic

I Nf osquEpgnhedn 1S €M f 30 .sending the first

“address change con??’%%’?ﬁﬁnlfbﬁpﬁwgﬂagﬁez{]ﬁe@@sfOHOWS- The

i nf armaEnicadlowsra0epatdrdo 683 =90 NP =4 Y
EMBCDLMENT) FIG 10 is 2 bl ogeﬁa%ff"ggrar'%?‘%%%%a ess

- Pnf oRiviRRGM Poredds silvimesysstenbs GRS 1M QRS e%%%%%gt

syst

exen‘gl ry enbodi ment. The information processing
TRUORE Plotrdsin arternce omfixst e ddiiepnhahgd Skfirnatioh Wb ix2Bon

" pro ' deyice. 102, the Internet 13 and server

: dev?ce %%?P E#J%{?P‘rng%z’ %@%ﬁbmgemn_ﬁmmimrﬂaﬁsﬁ
addmﬁniﬂy [ storaage ..section 1101, first

el ectronic %g%&gﬁ’fesf b“éﬁ‘%ﬁ@&@éﬁb?ﬁg@éebe@pﬁbnqmmt

i riilenﬁﬁéiﬁéﬁ@ﬁﬁfﬁ%ﬁﬂfeg&&{gﬂ e%tﬁ( on,i gf_o mat i.on faormng

1Qsecti on 1103, first addres R tomIending step of
nf tendingithe fisgndings 866k 0bhfl canf | roat i N .
i nformation receiving secti on&%giﬂ%ﬁgr%gtéoe tg%ggbq{ormatmn

i nfR¥PFREFINg dedendi ng section 10102. |nformation

pr ocess devi ce 102 includes second address
i nf o*%%&@@&é@YﬁMBmmﬂmm, second el ectronic

-equi pmengy A dentifier storage section 25 1202, first
- BiCk 103 e bleek

address ¢ Firgrare showing enitiormati@cpiovésabig system

Segkd ond address change confirmation
i nf oérmgrraaitIl %gﬁa}eosre §rﬁ%ﬁgex‘§‘é'§1%%ﬁm ?gﬁlﬁnge%dnfoandﬁmprocessmg

15 c hapgen Gadthddsoidchg %ﬁﬁ%ﬁ%ﬁ&@gﬁifgndl ng section 1205,

20

25

TR ReGesring slevied 192,

confirmation 21 in
1080 Interdet BPhi dobdcdatios Pi4,

| Electmnic equipment 101 includes ﬁrét address information storage
section 1101, first electronic equipment identifier storage sectioﬁ 1102, first
address change confirmation information forming section 11083, ﬁfst address
| change confirmation information sending section 1104, conﬁrmation
,, information receiving section 10101 and send back information sending section
10102,
| Infqrmation prdoessing device 102 includes second address ini'ormation
storage section 1201, second el_eétrbnic equipment identifier sfﬁrage section

1202, ﬁi'st address change confirmation information receiving section 1203,

- sgcqu address change confirmation mformation forming section 1204, second

address change confirmation ihformatio_n sending section '1205, confirmation




sendi ng/ recei ving section 10202. Server device 104
i ncl udes el ectroni c equi pnent address information
storage section 1401, second address change
confirmation information receiving 5 section 1402,
determ nation section 1403 and gl ectroni c equi prent
address information updating section 10404. Electronic
- equi pnrent address infornmation updating section 10404
: inclzges confirmatjon jnformtion forning_ means

1040 formadion;sepding/Ereeivingseetian K203 endrenly infemmativn 4042,
repl L rmation recelving neans 104043, reply
info%ﬁ%l#%%“%@?%?ﬁ%ﬁﬁﬁﬁ%ﬁ'neans 10 104044 and
updating RRARNS 4 " fi tion information. .
recei ving secti %ﬁ&%% &r@&ebcs eelﬁe\f: FOME SRR F‘é‘#ess information
i nf ostoRigk @Betion U1, REQLIREALRES (?Aﬂ} Er&& n receivi
The confirmtion infornationa#gggﬁ or%gﬁﬁ%n g%g%nre&mnng

donf sectibm 0 détwenination@ictios 146558n d QEQFAR d@ihmdr@ A ddrBss
address at the side of WAN, etc.) of information

pr odeismation spdatingloctions 0404.u dilbytraticagepmanchddraiat a
structure thereof is not particularly limted..

Ex arfo"é%laBPﬂ ptatng sectiond0dehinchides nertfirmatian énfatmeation forming

| bel i,fically. ..Confirmation information -
rec gilﬁéla%% 816% é%:]? W@#Tﬁ?@iméé@fﬁla&’é’lnrséﬁ‘;hfﬂg Spapy Il%WfT@Pb’r
Wi T SIPEEN ' Send back. i nf ormati.on
| sen§#§3ﬁ2§0t|onb@%}%%ﬂggﬁgg%rgﬁﬁvnﬁﬁpﬁpﬂﬁ plgmmagion means
© 1001 nespangdidgpdating hRakPTddousat i on information to

i nformati on processing device 102. The reply

i nf or mat | Gemfirmating oiforidtioR rubdivinidin 16101980 SBrmation
104, confirns whether or not the change in the address

i nf &Hprmation from inferredidngsecessing tdcs10e The Yifirmation )
of %ﬂ_f ormation processing device 102 is inpersonated 7
by HUpERatiqngg &loprationderconfivming whethersirmot addressdhformation

B B A PR e ol branion psrobn ey 102
A B BB A ke
AR ! Ex#mples of the conﬁ_rmatiqn information are shown below specifically.
Confirmation information receiving section 10101 can be reaﬁzed by a wire or
- wireless communicétion means. |
| '_ Send bgck information sendjng section 10102 sends reiﬂy information
20 correspdnd.ing to the conﬁrmgition information to information processing device
102. The ‘reply informaﬁbn is information with which server dé_vice 104
confirms wh‘ether. or not the changé in the a&dress information (an IP address
at the side of WAN, etc) of information brocessihg device 102 is imPersdnated |
3 " bya ﬁ:talicious user, etc. and a déta"structl;ire df 'there'olf 15 nof parﬁcularly |
B 25 | ‘Ii.r'n.jted.‘_ | Ex@mpl_eé of the reply- infqrmatio;i ‘aré_ shown below sl;eciﬁcally. '
| 'Send ba‘ck infofmaﬁon se;iding section 10102 can be realized by a wire or

wireless communication means. -




Confirmation informati on sendi ng/receiving section
10201 receives confirmation information from server
devi ce 104 and sends the confirmation information to
- electronic equi pnent 101. Confirmation information
‘sendi ng/ recei ving section 10201 can be realized by a
Wre or wireless 5 communi cati®h neans. Reply
“informati on sending/receiving section 10202 receives
reply information fromelectronic equipnent 101 and
sends t hecg glnatibRb [ . server devic 4. .
Repl y infgfnat.Eﬁﬂé@%ﬁ?ﬁ%ﬁ&%@@wgﬁ%&ﬂg%%%?%%ﬂf%%ﬁiﬂ%gﬁs
- be  copfimaRd iBgraatibd RoflseMef BAR&ST AT EAhb Qnfirmation
means. 10 Confirmation information form ng nmeans
104 GafriationstoetfronitRinipment DORT WahhifHatidh id8rtation
-structure of the confirmation information is not
par tseedipglrdcgivingrsectin, 102Ak canobd renbizdd lym wire or wixicleas
sual Iy ipcl.udes new -address information, which was
£ho Weagen pRakyed, of the information processing

~ device or,e ect.roni.c equj. nt. jdent|fier of the
el ectron i]%:ep qu]ﬁ")ﬁ%ﬁ'f”}‘ S%?“Eﬁr)}feﬁﬂﬁglgﬁﬁ@}qyd@gogﬁ%vgs reply

: ! ! o ! 4 _
Rt o fn Rk SBEHAH: b IS0 dE 85 Fontk Botormntinn o
can s@eitiuib 194, HRPIY &ﬁﬁm@ﬁo%&ﬁdjﬁg{m{ggh ?@cﬂgl 10382 can be

i ke. A processing procedure in which I rmat1on

i nf oeatiadd ym Wire 0t wirefeaesnhQ4R480: @esms. confi rmati on

i nformati on can be realized usually by software, and
1@ he sof t fapbrmationdpfroetion forgGn@meanotd0dhfommdicomirmatibn

as a_.hard disk. However, it maybe realized by

ﬁZr HiRrmatione s defa shricture ofiheicopfmuasion; infoonation ot
T nr GRS RBR R A Bl R G OP ALY Belst Mg
Cond ureck i, b T B0 R R A T VR B
b o g B TN e
- 1k e CEUrnmﬁg ime]pﬂys 4186 @ prRbdsiiy df Beading out information stored in

advance. Confirmation information forming means 104041 can be usually

- realized by MPU, a memory, and the like. A processing procedure in which
confirmation information forming means 104041 forms confirmation |
‘ '_mformation can be realized'usua]iy by software, and the softwéré is récorded in
. 20 a recording medium such as a hard disk. However, it may be realized by
. hardware (leased line). - '
| Confirmation information sending means 104042 seﬁds the
| _.mﬁﬁrmation information formed. by conﬁrmatibn information forinjng'means
104041 to informati@ri processing deﬁce 102. Confirmation information
25 sending means 104042 can be realized by a wire or “}ifeiess communication
o meahs.‘ | B S |

L - Reply information_reoeivi_ng means 104043 receiﬁes‘ répljr information




corresponding to the sending of the confirmation
information frominformation processing device 102.

" Reply information receiving nmeans 104043 can be

realized by a wire or wireless conmunication means.

Reply information determnination neans 104044

det erm nes whether or 5 not tB® reply information
received by reply information receiving neans 104043
satisfies a certain condition. Deternination algorithm .

- of. r&ﬁle%Oh&Eg&melsgﬂdlngg%a%e : ToRRkh A0, ng%pl%a 04 a4 l_nﬁm%iatlon

not particularly limt ermnacion gor
r eplptodesding @avidean2d eR@lﬁHf&tnh&{bnffEc%Eﬁngl%Qﬂé‘l(baﬁns can be
descri bed bel ow specifically. Reply information
det eealizadiby awirsavard@b@dbnniancabion uidas | y 10 real i zed
by MPU, a menory, and the like. A processing procedure
i n which Rspspmﬁormmn dateromativhenauns 4040 debararindOMARMEr or
gakes determ nation can be realized usually by
rep infpympa é?&frPWéYeél hysreplydnionaatiomregeivinganeting 404043

T ar PR e dolPhth | e e ori e ppfoymtion

i nf t nes i.hat
AR S n‘a*é‘%’%ﬁf"??%%“@%h?%ﬁ@ T BefEablh
104 8KYorittembl ety ibirhsticwl g8 S Sinatind QMR& 1(%4@ id @dsgnl?ed below

third el ectronic equi pnent identifier

" el esnecifioally. Eqﬂypﬂhﬂhmmﬂd&£5ﬁnumﬁcﬂﬁmﬁasnn40@m&£ﬁEcﬁ&kﬂy

1q

third address information that is the same as the
i r SeligddMEU; amsmeny,isad tholikai dautotassing pordduidn edivh

.chan deHg) confirmation information and a third

EmageR f ?’FEWPJHPH@HWPP% 104044 makes eldetersﬂamcesan be

el e

th t identif t
*t nee ey SuT ) Aefork IR Bty R fecorad o ARROTORE 1 o
t
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chang® confirmation information. Updating neans
104045 can be usually realized by 25 MPU, a nenory,

15and t he Whin repliinf@moatimsdensnih@ERdHE 004084 abte Rflines that

20

means 104045 can be realized usually by software, and
t h & epgfaingpnditiop is sdislidé dipdatiag neanot G404 rewtltosrthivd afdress
a,hard disk. However, it nmay be realized by 24
mformatron or/and a third electronic equipment identifier of the electronic
equipment address information containing third address information that is the
* same as the first address information contamed in second address change
confirmation mformatmn and a third elect'rcmc equipment 1dent3.ﬁer that is the

same as the first electromc eqmpment identifier contamed in the second

- address change confirmation information to second address mformatlon orfand

Coa second electromc equipment 1dentxﬁer contained in. the second address change
: conﬁrmatlon information. Updating means 104045 can be usually reahzed by
_MPU,a memory, and the like. The processmg procedure of updatmg means

104045 can be reahzed usually by software and the software i is recorded ina

o | recordmg medlum such asa hard disk. However it may be reahzed by




hardware (leased line). Hereinafter, an operation of

the information processing systemis described.

Firstly, an operation of electronic equipnment 101 is

described with reference to the flowhart shown in

FIG 11. 5 (Step 51101) First address change
confirmation information form B4 section 1103

determnmi nes whether or not an instruction to confirm an

address change was received. Wien the instruction to
confhdrivade (RAHASS) Change is received, the step goes

“to step 51102, and when the instruction to confirm an

-addr ess CH@ﬂ:ﬂﬁ;\ftei AQpeFRioRIo¥ 8 infolRaBbE BrdcblstHztgstbA is

51101. 10 (Step 51102) Fi rst address change

- confdeseriteil o nFikstiypameageratior efelctignicsgaipnamt 1008 debkBbdWwith

first address information fromfirst address

i nf geferancefp the flowakart sleayn i FIGIAL. (Step 51103) First
ddress @ flrmatlonlnformatlonformn
ectl on 1 g"ﬁ'ﬁ@ ta F’#eﬁ‘s?ha@lgee?sfema@oeqefpmm forming

d f I 15
1 doneib 1oL RS Fing b of patpa sf?eqe%rs apidress

add ive@nf t ) .
e AR B RN R LT Bl B e

I nf eccoived, the 6P gadsto Bebp!91802, falnll StheRdHE SstrdcibPldBhiM an
obtained in step S1102 and the first electronic

equigdrestt chadgmisinbt mceiobd, ahneep kstusdse $11003. 20 (Step
S1105) Fir st address change confirmation information

- 1@endi ng (Step S1HR) Fimhaddrasichange donfismatiokdinfamatioa fgming

conf i ﬁ n info rratl n formed in_ step S1104 to
o st L ophes svLEmetion fiom: St sddpeyinformation

Confi.LIRLL 00 1?‘{)]%_”&“ on receiving section 10101

det erm~nes not confirmation i nf or neti on was

1 ecel ved g omT) ROk e OSSR R S SR 0% rming

When the confirmation I nforma

St efecHOLE0BAbARY il Qibctratid eé{‘lﬁﬁﬂleh eﬁﬁieﬂ M'ﬁkéﬁrelectromc

information is not received rips t

155 1 I3@iprmt identifier storage section 1102,

(Step S1104) First address change confirmation information forming
section 1108 forms first address change confirmation inforﬁetion contajhing the
ﬁfst address information obtained in step 81102 and the ﬁrst electronic

' eqmpment 1dent1ﬁer obta.med in step S1103. |

20 (Step 81105) Fu:st address change conﬁrmatlon mformatmn sending

section 1104 sends the ﬁrst address change conﬁrmauon_ mfo_rmatlon formedin
. step S1104 to mformatmn processing device 102 _ o | |
(Step 81106) Confirmation mformatlon rece1vmg section 10101
' detei'mmes whether or not confirmation information was received from
mformatmn processmg dev1ce 102 When the confirmation mformauon is.

rece1ved the step goes to step 81107 and when the conﬁrmatlon mformatlon is

- not recelved the step sklps to step 81109




(Step S1107) Send back information sendi ng section

10102 forns send back information. (Step S1108) Send
back-informati on sendi ng section 10102 sends the send
back information formed in step S1107 to information
processing device 5 102. (Stepg51109) It s

determi ned whether or. not tinme1s out. Wien it is
determned that tine is out, the processing is

conpl et ed g nitis detern1ned that tinme is not
out t he ﬁ%ﬁb FEFE perd bagkdnform@ia0@ndiugtsectiny 108 &lrms send

ans. that a certain tinme has passed since the
f| Fe%{&d%? c‘fhange 10 confirmation information was

El 01 hold
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of information processing
Va t hlO2ef erence to the flowhart shown in FIG 12. 15
(Step S1201) First address change confirmation
i nf or mat i Stept SIPHY is dtertmined & RO ot B6tHAEE o0 e tWRLn it is
rd,eée first address change confirmation information
Cemrddhat e is aws the precesaiing isssmpletmig end when it is

~ confy f d, th
| fﬁns{%ﬁél'f%aaﬂ AR AT Sqt{e:? é@w’ e ésessaﬁss hore that
th
ot et el (Bheh BBt oo et e Gl agdesas chango
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obt ai ns second address in

i nf Sheredse ofttimiouitig @il ABe wROk nolBhife c?;l&%:dh a’ﬁ?&cﬂﬂ&s

address change confirmation information formn
secaﬂhnmaezo4 obt ains a second el ectronic eqU|pnent
identifi fromsecond 25 el ectronic equi pnent

i dent i fi eYeX5 Py ongRation of infirnarion precBssing daARA)02Sedendbed

?Sﬂtﬁﬁﬁef‘é%%?ieg%&%ﬁ@%a%' ERngE. dhange con | Fmat i on
1§ nf or mat tﬁt&) §¥2d¥5 stn zgidzress change confirmation mformatlon forming
section 1203 determines Whether or not first address change con.ﬁrmatton
~ information was received. When the first address change oonﬁ.rmatlon
mformatlon is reoe1ved the step goes to step 81202 and when the first address
. change confirmation information is not received, the step returns to S1201.
20 . (Step 81202) Second address change conﬁrmahon mformatmn formmg -
- section 1204 obtaing second address information from second address
: mformatlon storage sectlon 1201. :
(Step 81203) Second address change . conﬁrmatlon mformatlon forming
) section 1204 obtams a second electromc equipment 1dent|ﬁer &om second |
- 25 electromc equ:pment 1dent1ﬁer storage section 1202
_ (Step Sl204) Second address change confirmation mformanon formmg ‘
- sectmn 1204 forms seoond address change conﬁrmatmn mformatlon by wntmg




t he second address information obtained in step S1202
and the second electronic equipnent identifier
obtained in step S1203 in the first address change
confirmation information. (Step S1205) Second address
change confirmation i nformati on sending 5 section
1205 sends the second address &fange confirmation
information forned in step S 1204 to server device

.14. (Step 51206) Confirmation information

sendilfglktadeiddieryFeahdin obBald indalas 1Hopesawhstdisia o

not -confirmation i nfornati on was recel ved from server

devi electtvc equiypmertthidentifief obtatiied 08 step IO M first address
received, the step goes to 10 step 51207, and when the
conf Fhange conirmation infermeations not received, the step

skips to e . (Step S1207) Confirmation

i nf or mat | gé?elg §?%f5}i gP?Oé'é@iddms@d@@ge popfirmgtion informationtspreding
nf | i Ln mation received in step S1206 to,

o ot P 1208 bl e 2 0888 s onlymapionggpymation formed

i nf ORISRl 91208 BNCU-AGH deGfeg1¥ NG Sect | on 10202

det ermi nes whether. or not "reply information was
recei ved (SteySE06F Cofrntatio HoRIRMN khllingh36vihB Section 10201
reply information is received, the step dgoes to step
S1 2%393 rmages witethertoreot emifiymitibr0infid 2@ion ivcasi@éeived from server
recejved, the step returns to step 51208. 20 (Step
S1208YicReY-y erﬁﬂdglﬁﬁﬂma&i@ndhﬁlgﬁmjswé@@vedeﬂieismp goes to
020 the reply information received in step
12@%’21’?%5@2:361&?"’%&&/‘%6 gonfymatiominfernsitiongy npt received, the step
det ' r or not tine is out. Wien it is
detgr ﬁi%ﬁﬁﬁgéﬂfine is out, the processing is
conpl et edgted ¥ 289 o r Hrmiat; moned that tinme is.no
out, the sit;egp ret’urns }tﬂgﬁg’tlgg&%%?’ﬁg.seﬁénﬁé%ef%secmn fozo1
opesaidsthe MnfisREHSH ifleihARn10Aved if 885 1966 1y i
reference to the flowhart shév?mnlgn élé %&f‘@l%%%o&)c
513edquipBextoldd. addr ess change.confirnmation i nformation

receivi n% 27 )
15 Step S1208) Reply information sending/receiving section 10202

determines whether or not reply information was received from electronic
- equipment 101.  When the reply information is received, the step goes to step

S1209, and when the reply information is not received, the step returns to step
§1208, o | |

B 20 (Step S1209) Reply information Sendinglreqeiving section 10202 sends

25

1_;he reply information received in step S1208 to server device 104.
(Step S1210) It is determined whether or not time is out. When it is
: ‘detérmined' that time is out, the processing is completecL and when it is
determined that time is notlout, the step returns to step 51206.

Next, an operation of server devicer 104 is described with reference to

- the flowchart shown in FIG. 13.

. (Step Sl301) Second address change conﬁrm&t_idn_ information receiving




section 1402 determ nes whet her or not second address
change confirmation information was received. \Wen

t he second address change confirmation information is
recei ved, the step goes to step 51302, and when the
second - address change confirmation information is not
recei ved, the step returns to 2% step 51301. (Step
S1302) Det er mi nati on section 1403 takes out first
address information contained in the second address

charg&imonbi aeREhWA1Rs WhEPBE ﬁﬁ%econﬁlsa{dﬁpesg %B%g 8onﬁ_rmat10n

Det erm nati on section 1403 takes out secon
i nf anfophbiioh waieadinall WhenhiBe 8680 AdALE 85906 RARIR ation

‘confirmation information. 10 (Step S1304)

Det énfnimationos reeived,dhe 46 FoetopaseS] JoBeardd whin R dsRES
information with the second address information so as
to ddtepnrheagopanfimmption informationdy nagreesivad, the sbecteturns to

gthe%?§¥ﬁ§P they agree with each other, the

is conpl eted, and when they do not agree

her e natepatgoP R ERiarRERe L Ghen w iitaiae

 t heyn G RRnbARIRAGH 1 L6 nd ddArSiflafoe c%ﬁ.ﬁr onigh Oé%ation.

device 14 is to abandon t recei ve

51305) Cé®dep sms)mtérnﬁﬁimtge@ﬂmoﬂ 2408 taﬁega%ﬁﬁécoﬁ@é@&éss

- forms confirmation information. (Step 51306)

Corvniferrhaation wontained imathecacsd ndilfgs dhad® cdRMM2iosaR\Emation.
20 the c flrnatlon information formed in step 51305

10 infor Setesmingfiongectiarel 4032ompStes phesth30Address

Rep.l in glg rec ans 104043 detern nes
2 m"tth Sﬁ?f_\?ﬂ& ﬁa‘aﬂew BHakeE sp g¢ & datermiyg whether or
h d, th
st Sﬂ&%@* R Wébspﬁ hE P etk et thes

. re El%nﬁﬂcﬁs@d aﬁh Us}r']lfég & &8 pt i edch! gﬁear the step

51308) Reply i nformati o rmnati-on neans

detgeesriontsp $1805N ENoRheROhat Bﬁcé ﬁﬂal Probdibink E@o&ﬂf)’i‘eted when

received by reply information

15  they agree with each other, in such a case, server device 14 is to abandon the

90

25

‘received packets.
(Step S1305) Confirmation information forming means 104041 forms
confirmation information.
| (Step S1306) Confirmation 1nformat10n sendmg means 104042 sends
the confirmation information formed 1 step S1305 to information processing
dev1ce 102. '
(Step S1307) Reply information receiving means 104043 determines
"w.hether.o'r not reply .information wasreceived. When the reply information is
i’eceivéd, the step goes to step S1308, and wheﬁ the reply information 1s not
'-'received, the step returns to étep S1307. _
- (Step S1308) Reply iﬁfdrmatio_n demrmation means 104044

- determines whether or not the reply information received by reply information




recei ving nmeans 104043 satisfies a certain condition.
Wen the certain condition is satisfied, the step
goes to step 51309, and when the certain condition is
not satisfied, the processing is conpleted. (Step
S1309) Updating neans 104045 rewites third address 5
information or/and a third ele&8ronic equi prent
identifier of electronic equipnent address .
information containing third address information

agr eReHGins'\W [ I nfor matd.0on cont aj ned
in the segg%%ﬂgggggégﬁéﬁgﬁgg£ﬁ%§h |ﬁ%§?ion i %?ﬁ#ﬁ%m
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wi-th the first el ectronic equipnent identifier ‘
cont@bdibigniinngtisetisfiedothd paatds<ing isl@mphaage confirmation
infornmation to second address information or/and a
second  ef%er PEIN Updatinzreeans Wt foveitesthivdaiddeeksi

he .second address _change confirmation informtion.
t e‘“ﬁé?lég AT RN A S AW ateleppronic
- .det j ' ction ..1403 conpared only the first .
2o SrAt BB BB P PSSR i b tnkemation ageeoing
i nf @ ' Lerm .whet her _or nog, t he
agr ee%e(l’?}g%gilﬁ%ts %g?%'yé%{édel g? ?ﬁcﬁ%¥?‘§c§iﬁe§se%‘f’fl%%

140Bonfaynativh i fohetionaNEhird eld@bork Wy ubinied ideﬁ%%\%ﬁlﬁgrﬁeing

~information and the second address i nfornmation,
-ar e Weldrtha fimsticblecinonit kguis me atilleatifs L%t GRA 18 €he second address
onfirmation information, agree with each other, and
10vh e thradree spnfigation énfpimagiondp eetondrviddresg infpmeation or/and a second
i.fier and the second 20 el ectronic equi pnment

i dent ;
i de@FF‘?‘?‘EF_ eqyipment dentifiep pentpined in the seeo s ghiamges s
ch - ' ion i nformation, agree with each
ot her. aegﬁé#%t{'&e 0 specific _ope?ati on of the

i nformat i g&% ' t.h e d exemnpl ary ..
enbodi nerﬁm? g&ggscrl Elgedﬁ &%gmcéo]%g@plf@gé ﬁ{’)gﬁﬁﬁ o stetion
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shown in FIG 6. 25 Furthernore, e server Vi c€e

155t anéismibion eb actordetirmigOuihehB br AStAh&F Sered WiRCABH bBY.
managenent table shown in FIG 6. Furthernore, the

el dEeweyier cleteampination section 1409 enayotutdrnnnewhéther onet the first
i nfarmati,.on processing device is a 29
address information and the second address information, which are contained
- in the second address change confirmation information, agree with each other,
j__and whether or not the first electronic ecﬁiipment identifier and the secénd
| 20 électljonic equi_pmeht identifier, which are contained in the second address
change confirmation information, agree with each other.
_ Herejnafter, a spepiﬁc opération of -t.he information ﬁroceééiﬁg'system in
'~ the second gxemplary embbdiment is déscribed. The conceptual diagram of
'this'_informatioh'proées'sing' s}stem is the same as that shown in FIG. 6.
95 Furthermore, the server d_evice _sto_re's the elé'étron.ic equipment _addi'ess
_inform_at'ibn management table shown in FIG. 6. Furthérmore, the electronic

© equipment is a personal computer, and the information processing device isa




router. In the second exenpl ary enbodi nent, when the
server device  determ nes, based on the second address
change confirmation information sent fromthe router,
that the address information of the router (for
exanple, an IP 5 address at the side of WAN) changes,
for confirmation thereof, it sBdds confirmation
information to the router. Then, the confirmtion

dinformation is sent to the electronic equipnent via
- the gagter. Then, reply information is forned in the

1Q)pgw

el ectroni c egui pnent and sent to the server device via

t he rout efn the 8cohdl bgeny HHn PR ARLL ON

is based on a certaiﬁhggﬁgftion,&gfw§§£§%g% fﬁgﬂgé%ly

i nf letramiion, based et diewechnd H0r&e ENSze S8 S tIRARLES ati M ent

managed . el ectroni ¢ equi pnent address information

nandEniierontes (that the pddress tufenyation efthengutee (for €xdulyfle, an 1P
. device determ nes that the address information

erv

f @ﬁér%%tt t@? sidg oh Y shangascfopeasfometionthiemeofhit séndshe
ser evi.ce dat e e el ectronic equipnment address
ot SRS SR e S T etk e e nG Bt Clormation is
desgdqd [ - fi har e di neng .. rej.n,.
e 38 the dleebidic dgbbin el ST e e P b e aua g
| nf frfed iDtheRiechBRicleqiihBient HANSES 140 ﬁgﬁjeg rd.?vice vitaitlcl)enrouter.

confirmation information is sent, reply I nform

i s Abthes time, wieh ihie reply Giefbanatioed bhfdtonth@relif eSddRdCor

eqU|8nent address information managenent table is
erithegepls informatibrsip wedeivied athk gervadddvidesigdutesahé mafiged

exanpl e is described Now, it is assuned that packet

(1) LR POt addvess nfprnation meariegement tableown i n

FIG 8) | f th | ectroni ' t to th
out or . al A TRARe PESITH RGP TRIRERS (oprBtnsAbaiihe

. h [ .. :
e TR 6yl Bl B o
Neorvel ReviBaiptesiay beu ot 8 bAS: dRke Hﬁ%%%{:igg dress

25 information" and "third troni c equi

15i dendndgemeiit tablotdie thet@ichdescrilddin She filsPetdifplary

el ectronic equi pnent address information nmanagerient

t alsbodimente Herpitn thapracesingiafigr itds dstektined hat tRO address
_information of the router changes and before confirmation information is sent,
reply information is received and it is determined that the electronic equipment

address information management table is updated is described specifically.

20 Firstly, a first example is described. Now, it is assumed that packet (1)

95

shown in FIG. 14l(sam_e as packet (1) shown in FIG. 8) is sent from the
electi'onic equipment to the router and that the router forms packet (2) shown
_ in_FIG. 14 (same as packet (2) shown in FIG. 8). Then, the router sends packet
" (2) to the server dévic'e. .Nex'f, the server deﬁcé determineé thaf “third address
: ii;formation” and “third electronic eqﬁipment identifier” of the record of “ID =2
in the electronic equ:ij)menf address information management table maybe

‘updated according to 'packgt-(-z)._. | -




Next, the server device fornms, for exanple, packet (3)
shown in FIG 14. Packet (3) is confirmation
information. .That is to say, the server device

assi gns the changed | P address of the router,
"219.126.194.63," to "DA. " Furthernore, the server
devi ce assigns the changed por80nunber of the 5

el ectronic equi pnrent, "1," to "DP." Furthernbre, the
server device assigns "1" to "Data." Wen the server

devi ce asMe@the shrvet Aevibhoms Fiexal 'bl%g?&t%%gg)gﬁ&vﬁﬁ 1G. 14.

it is, the server device determnes"t ange

| P alatikets(8) wkorflrtration ireormatiohl O Thabis 19 daySthe BR%Rr UBGce
changed port nunber of the electronic equi pnent, "1,"
ar e assignethte chafigediRtoid dress Fhthb rowtet, (219ANPH.191.682 to “DA.”
determ ned that the received .10 packet (2) is not

i rrpg"?‘é"g?%’cn@’ﬁf’ thefssrvendediee dusizne the dungedpat mambenof thhat
' herein, fhe. reply information
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t ha bt &y ndition i.s satisfied. when data.of the
pody® pRFE (UATBRREF Beri® R3kpS b i T sy 1 i Toturmed as
i nf @ 33Pdh bicl
(P! pacy o elcae i P o T ek a1 RBesq pfthe puter
t hat21h26Va4.68” srld'the chifRd ParBRANRy BB {He| AREnic il mens “1,”
i nformati on showi ng that the address changes.
Fur ebeeeomeretoinfoamatiie  ViEat és tofsay; hieis dbey@ins@thhvibe deceived
- ~Data," &ﬂe changed I P address of the router,

10 31 gads{2) tupof Jpersgnatediafamatige dupontechinfiraration. t Bhat is to

el ectronic uipnent, "1," maybe assigned. |In such_a

castty %re}nsﬁ%rrsﬁm%zrea?%de;ewa@w%wf@he e avics
| P +219.126.194.63" 2

anateetingd (e GUARAR ConiBR o ciined Whcn de ot thekerly o

~ t he(RLRAAY R HheCeenC PR Rbn Hﬁ% lgoh%ge%’ vsé:hgﬁ Q83 hd fody part

say, as the above-nentione aracter
St r(pﬁgloﬁﬂ)@ﬂﬂ@&eﬁeﬁ@dffeﬁmo%aﬁm_Ormé h%"th eQ?l e “1” Ofthe
assi gned. Next, the server device sends packet 313
1% hoarevementiGhedI Datad i hfornputionrshowitizahaDihe BdFRS hafss.
packet (3), forms packet (4) and sends packet (4) to
t hel"ythermere, g thecvagwfmhe abavegorttiontdtDath g the dinged IP
equi mento recei veg packet (4) (confirmation
i

i nf ihy rater f SpRAHEE” apg)the ehstend portavambier of the

Her g| .t he. el ect.rgni c .equi pnenpt _uses "SA",. " DA"
Sﬁ,‘fécgrr?gm. eﬂ)}}}nggE:‘ ?‘r‘g n}aé(ph sgl%ne(f Insucha case, it is preferable that
the electronic equipment reads out the changed IP address, “219.126.194.63”

20 = and the changed port numbeij, “1” and recﬁrds them in the electronic |
equipment. Furthermbré, neediess to Say,- as the above-mentioned “Data,” a
character string such as %‘cdnﬁfmatibn information” may be assigned.

B Next, the server ﬂeVice sends packet (3) shown in FIG. 14 to the router.
The router receives packet (3), forms packet (4) aﬁd sends i)acket (4 to the
' 25 electrp_nic equipment. Next, the electronic équip;qent receives packet (4)
o | (cpnﬁrmation infoﬁaﬁbn) and forms packet (5) (reply informatioﬁ), Herein,

* the electronic equipment uses “SA”, “DA”, “SP” and “DP” as the reply




informati on sane as in packet (1), and "Data" of the
reply information uses "Data" of the confirmation
‘i:nformation. Thus, reply information (packet (5)) is
fornmed. Then, the el ectronic equi pnent sends packet
(5) to the router. That is to say, the electronic
equi pment knows that "Data" cofilai ned in the received
5 confirmation information is used for "Data" of the
reply information. Next, the router receives packet

(5) , infSHaTBoR §GKShs 108ackBd1)S gﬂ&i stE%iéeg é)?%iengﬁfr k 2on uses

information) to the server device. T vice
r eceiDegs’ of tiekehfirniflon(ibeRytivAl OTHERL RN infRaabbE Gasket (5)) is
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packet As nmentioned above, ress
-1 nf dé)tedplyointorhiation) dndehegaarkhtRéy orlbt theahRfoftD8ta” of packet
.el ectroni c equi pnent address information managenent

t abl(@® ib&conBince the $ali@6f MaBAf parhet (B) éplglimdbrecttioahis¢l,” it is
equi prment identifier"” of the record of "ID = 2"

18 c Stezmmed thatqacket€?) isp righé packet (seendraddess drineei s
described,. Now, simlar to the first exanple, it is

ass ﬁ?m%“{aﬁg? "ﬁlﬁwﬂé’c" . f)“dé;ﬁ% frrverdevicgrewmbefaiduxdegidress o m

t he. ] . i pnent to the.router, d that fhe _,
sor vRAEHGRT AT Hief SLRTEE cab Brient uleBlihor oP e cecitg gt 16 = 2

: Theeftﬁe%ré@élxﬁoﬁ%gﬁtﬁms@ Storhaian. n@@ﬂﬂ%ﬁﬁ%

i nfornation” el'ectronic equip
| defSAfdndrSPOéf gablest (BC OAd ntntiohddl bote, “tiird Miiress information”
el ectroni ¢ equi pnent address information managenent

15 abbfthewacotkof (Hila 2R df theeletidhit@qhipnRAE KédreésZhfordfation
Next, the server device sends, for exanple, packet
(.3) mazhgement table lgcomhas “219HE6,194168” sxet third dievtremic eheiphent
whet her.. oy t reply information is received fromthe
r outdgptifiey %\tntg? sererdft I 5 beersmes\ifeises BKE-Y).i nf or mat i on

. r H 2 T . - -
IS recel N%gt,l 3%econd example is described. Now, similar to the first example,

. it is assumed that packet (1) shown in FIG. 14 was sent from the electronic

- 20 equipment to the router and that the server device received packet {2) shown in
FIG. 14. Then, the server device déte‘rmiqes that “third address information”
and “third electronic equipnient identifier” of the fecoi'd of “ID = 2” in the
electronic equipment address infdrmati_on management table may be updated
éccording to packet @. 7 ' | | -

25 o Next, the server deﬁce Séhds, for example, packet (3). shown i FIG. 14.

- Then, the server device checks whether or not feply information is received

" from the router in a predetermined time. When reply information is i:et:_eived




fromthe router in a predetermned tine, the server
device determ nes that packet (2) is a right packet
(second address change confirmation information).
Then, as nentioned above, the server device rewites
"third address information" of the record of "ID = 2"

in the electronic equi pnent ads2ess 5 information

managenent table to "219.126.194.63" and "third

eI ectroni c equipnent identifier" of the record of "ID
“1. hird e is scrlb No
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tabl dihg t ket (2). Th
sgrs‘i'flga ’gﬁn%ﬁ %fdh?acc 7 Oﬁ(gglﬁef (g))shovﬁ in

SL?k h 4( N kg A cxhilBlah ek $ﬁ3ec 6 BB o R el Sample,
eqUitROBRLMRA St ekt ‘ﬁ)%h@{m@ﬁf‘f@t 14(vfrlds i’ ﬁ‘hgxotrh'e %’dﬂr{{nﬁc

such as SSL. Then, the electronic equi pnent Sen

encequimeht to gy Foatdremnd tRati the s&:06Y 8dviced8MivRl ﬁﬁcﬁett(bﬁshown in
router. The server device receives and decrypts th

l(b nckFiptidd Then thommirverdevithdeterhines teft Veirdieldres mformatlo

determ nes that the packet (2) is a right 20 packet
( s esh duzd glegizanie pquripraeniodentifrt ofthe revout offiD oY imben

thed rypted inf tign (reply information)
s at TSR Sqvibanen aflisegs F QT on Thvemams tablnar berupdated

_ ab0é/£0 d_{:dé ?»Sél%é? deV| ce rewites "thi rd_ addr ess

|nforma record of "ID=2" in the

| |
Cable QT"219 126, 193&%%1{1%%&&&:&@%@53&&ﬁ AR TG 14

15eqUItRAEHe eﬂdéﬁ:ﬁhicfeq me@f rdcBedPackEC@) QlOQJn]IJI:llﬁG_ é&." Tifn,

"1." As nentioned ove according to the secon

exdhp b]actyomﬂhpdpmm encrypbedatialof packdLUPbyvalposithl ahich as SSL.

address information with which the server device ---

- - Then, the electronic equipment sends the encrypted information to the server

device via the router. The server device receives and decrypts the encrypted

information. Then, the server device determines that the packet (2) is a right

| 20 packef (second address change confirmation information) when the decrypted

information (reply information) satisfies a certain condition. Then, as
mentioned above, the server device rewrites “third address information” of the

record of “ID = 2” in the electronic equipment address information management

B table t0 “219.126.194.63” and “third electronic eqmpment identifier” of the

25

Arecord of ID = 2” “1 "

As mentloned above, accordmg to the second exemplary embodlment

when it is determined that address information with which the server device




33 sends information to the information processing
device or an electronic equipnent identifier of the
- el ectroni c equi pnent changes, the server device

confirnms whether or not the determnation is right

(whet her or not the packet is inpersonated by a

mal i ci ous user, etc.). Therebyg33the address

information is 5 not unjustly changed by a cracker,
etc., so that the reliability is increased.

Fur tsBedd RHFGmat¥n 858k ' -1 e inf or nmation .

al gorit hm such as Sgﬁ% g%%nr% Oéeoscs:llggt%eflg?/%rra}n, Q%I?Y’épmc

r el ieghiphidny identifibk 6Bs elb&%rﬁ@écﬁﬁ’p e | Bovi

t he second exenpl ary enbodi nent, ?%gcggg%fth%g\%gt@eww
confcpmifrents whethteor ot theatetdribfindtesails Vbt GRS AR 8BS Dacket is
change confirmation 10 information was right by

var i3agrsanged by amalisiousvesr, ett.he Thendbiyy thebddress Safdtalation is

artiﬁul.ar@/ limted to the above-nentioned exanpl es.

or "BY AN chansed\by a eracker, etg.aspithet thetrelisbilitysia irereastrht

t he vi ce and the el ectronic equipnment_  knew
the' nafutr&r’%g“?“"%b PARTT L r‘é@&i grmation by algorjthm gyych as SSL
CoN{Jeba! doBikbt 1436 ARLLRD1; "Data” of reply _

i nf or mati on. Idr?fegbf:% gﬁ%%tgﬁgﬁ%gheéﬂcﬁar% i c equi pnent

15 f or ms Net@hdfreithiton TR scRBnddk lytel ,"n@{t ] ofdevi
when confirmation informati oﬁﬁﬁj\gﬁyng{bg%a a ?tgfets&lvﬁlz(i{egm
r eceonfisnied Whetlee oweot thevdesied Sseehd/ hdreSsUbBngd &REYmation

| nformation determ nes that the second address change
1G oripforration was right brreariam algesithinghtwever thesonfiemetit®is not
address .information, etc. as mentioned above.

Fu rliﬁﬁ%??tlﬁiﬁ& rTE‘“‘tti’i g‘%ﬁiﬁ"%ﬂ@ﬂmmweﬂ hBor example, in the
con,d L.an .1 nformation, 20 the changed | P _address of
et BR0 b B QLR BRt 4 servgp deviimand i glarpBiceTuipment
NUIERRE @k nibfeEbhiGieq B kprent,, . 1c are assigned. .
When the infor mlsjltl oneﬂy %d&%gt g{%{}hﬁadgfmgrﬁgﬁl%&?ormatmn

r eflecatie FDaAT 6MepRhieeiha,C &4 Eﬁ(ﬁ‘n@&tsﬁ%g? ﬁileer ro?j% gguipment

"SP" inside the packet agree wth eac

155 e frers wplyi informlation by ReItiMADati8 “ToFR coABIhERSn
cha&ge confirmation information was right and nay.
r eWHPrRAtIEN having dita'sd “1ib oecnived O Mhealebver A8 vIdE FdckRRRGuch
: abov?.i%,hat IS to say, the server device sends the
c oY HHtTmeation fefarpanesdhat ihe sprond laddtese chamge qonfrmertion

Vi e ..infornatio rocessi ng_device, receives reply
i nﬁ%‘t;%gﬁft}%n“f%w”@ggag ﬁgi})ﬁgwﬁge addzress information, etc. as mentioned
above. Furthermore, as the value of “Dats” of the confirmation iﬁfofmation,

20  the changed IP address of the router, “219.126.194.63,” and the changed port
number of the electronic equipment, “1” are assigned. When the information
in “Da_ta” inside the pac_kef;‘ replied from the electronic equipment and “SA” and
i“SP” inside the packet agree with each other, the server device determines that

- the second address change confirmation information was right and may rewﬁte"
25 the add_re.ss information, etc: as mentioned above. That is to say, the server
device éends the confirmation information.to the eléctronic equipment via the

information processing device, receives reply information corresponding to the




34 sending of the confirmation information and nmay
determ ne the rightness of the received second
address change confirmation informati on based on the
reply information. The term "based on the reply
information" also includes the determnation that the
reply information is right w tdHout checking the
content 5 of the reply information when the reply
information is received as nentioned above.

Fur 6B RPsRhe &nﬁ%ﬁgﬁmﬂf&m&nrbnﬁ*ﬁ?a;%@éx@%@fheq‘ﬁgﬂtﬂ&s of the

el ectronic equipnent in the second exenplary
enb eetieived becod addadsi chefgdoonSerh htded Bifdrinadisn bhsidl odWhe reply
The program all ows a conputer to execute a step of

~ obt anfoioeagion; r The tbmdliaked 3w the taplyriforomtmhbalesinciudes the
advance; a step of obtaining a first el ectronic
equPpieERination Hiat theyerkt igfamation sgmehisdthont thacking the content

ddress change confirmation _inpformatiQn forn ng step
%f f’ﬁ%??gy ﬂ%‘?@'{a%ﬁﬂ d‘f@%’sﬁhﬁ ﬁ%g‘fﬁr&ﬁq"?‘ﬁ%’ﬁc@ﬁe as mentioned
i nf%(ﬁ@ti on containing the first address infornmation
and the first electronic equipnent identifier; a
first adgwyes %% [ ] . ' [:Ng
15 step of sgﬂ%?ﬁb hé fiP£?§§% ?g%@ﬁ%ﬁ%ﬁ%%ﬂ@eﬁﬁE&h@
Conéquipméntan thddetsndpdxe Mipldrd einbedinicnt ¥aBRdAlREH by software is as
processi ng device; a confirmation information
r ecliowsn g The ppoguim allews avbmgutehn do eeniteranméy afiobtaining first
information fromthe information.processing device;

10y rddress grigrmadiosy stered im advanges ipten efpbtsfining adiraelecionie
i nf mat i J di to t fi ti .
| P enite, ORISR BieS SOREr hankg onSyaton
T Y El 15 bl K ..
i Al e ORI st vl chinel ey Bition
ac Gafdtnafon frtRBinths Br&6QIRE 500 di1Bhe il Slectronic

information processing systemincludes electronic

equgiiint Idehtifith @ ekl AIREs chsn AN InH9h Meh HRYIGHor Sending

154. El ectronic equi pnent 151 includes el ectronic

15e qstemeisending thel fivbtead dred¢schage: afitnhstionlinfd@ibation dethe

i nformati on holding section 15102 and send )

i nfisformatigrpioessaing dewics wi confiBaiig infemation deeiving steplof

i ncludes electronic . . . . . .
receving the confirmation information from the information processing device;

and a reply information seildjng step of sending reply information
. corresponding to the_boﬁﬁnation informatiqn to the information processing
20 - device.
(THIRD EXEMPLARY EMBODIIV[ENT)

| FIG. 15 is a block diagram showing.an information processing system

according to the third exemplary embodiment. The information processing

system includes electronic equipment '1'_5 1, the Internet 13 and se:vér device
25  154. Electronic equipment 151 includes electronic equipment idéntiﬁe;'

storage section 15101, index infdrmation holding section 15.102 and send

information sending section 15103. Server device 154 includes electronic




35 equipnment related information storage section

15401, electronic equipnment identifier index
correspondence managenent section 15402, send
information receiving section 15403 and information
access section 15404. El ectronic equi pnent identifier
storage section 15101 stores a# 5 el ectroni ¢ equi pnent
identifier that is information for identifying

el ectronic - equi pnent. Exanples of the electronic

equi h £ ' d :
oG opt (R SR U Sl 15 A HERTorRl o Rbrh it
Howedeitifier ifleséd@EdshOitichedfidhRnBitnt baph 15467, s8@YinRRmation
any information as long as it is i nf or mati on uni que

t 0 etedingeciioreid40p rmdinfohatsoredcest sastioa 16404.pment 10
identifier is information that is not desired to be
known t o Bledtrogriqrerinreent identifiee starqesectionelb 181 Maes an
address qr an I P address is known to maljcious third
Bar £legEomesaRmep; Iderdhiarihlis farmationderidentifing legpnic
Not e here th cture of the, electr.o
cquEBHERERt Bire el of e estopit <R Bimet e R Bg g  MAC
s a@&fégﬁrgg!lﬁ a'ﬂ?ﬂ;saﬁk i&@ﬁ&c%gﬁkgggptan'dcmghk%' q{owever

storage section I's realize y a nonvolatil
I eC gh diefgori®H uipine MBI ®fior rhdy TR SnHoeRhtidR ds Rz ds it is
vol atile recording nedium Index i nformati on hol di ng
s ecirifamalibi @Rigueltd slecinoieix equipmennt This.eledtraiequipment
information is information used by server device 154

1 or idegiaheriis mfcrrglat@m@bﬁ ismiot desipeil povemknown ﬁ:aﬂhad parties. For
structure f dex i nforpation is_not

par $FRR %ﬂ%f?n 3 eedi Aionas d¥ gddregrdy keewaeé;a mpligioys third

st opaites Rpa S SPiERY iy bs% BE¥idte b i b5 et
B R e L T Sl

r egﬁjl 1@keRiH1t Ehak %Ié@frghiﬁ Qqﬂﬁﬁieﬂmde'ﬁgﬂ@rvs%ragé Eed?!ﬁﬁ 1@@01 is realized

zed a volatile récording nedium 25 Send
15 nflgr apsuvolatiterdordthsoeding) HowdderP iy e tealignd by a volatile
information from index information hol ding section
151eeording igselids. t he send i nformation containing the

index information to the server device 154. A data
st r uct ur Erdex information holding section 15102 holds index information.

Index information is information used by server device 154 for identifying
electronic equipment. A data structure of the indef; information is not

20 particularly limited. When server device 154 has a table in which electronic
equipment identifier is storéd, the index information is, for example, address -

- information of the table. It is preferable that index information hplding section
| 15102 is realized by a nonvolatile recording medium. However, it may be
realized a volatile recording medium. | | |

25 Send information sending section 15103 obtains index information from

. index information holding section 15102 and sends the éend information

- containing the index infdrmation to the serirelj device 154. Adata structure of




36 the send information is not particularly Iimted.

Send information sending section 15103 can be
realized by a wire or wirel ess conmuni cati on neans.

El ectroni c equi pment related information storage
section 15401 stores electronic equipnent rel ated
information that is informati oB6rel ated to 5

el ectronic equi prent. The el ectronic equi pnent rel ated

information is one or nore pieces of information

I
ol g SeddimfhRakbON o BIMATED iy Rontieraion sending
| nf Qgobidn 29108 EAERE fbalinAlbYA HFo o@weizsg&%ﬁﬁﬁm?@om&s

nunber, and the like) fof accessing one or

el ect r oni Electeopit pipihentaleBgbd Rifdrén 213 ISBIFR %é[ seb@br2i 201 stores
i nformati on storage section 15401 10 can be reali zed

by @®levtnanisleguipivent edated inforopaibinuthmols infoviahidn tetated to
recording. medium El ectronic equipnment identifier

,ﬁndé%mE@PW@SE@HE@hcéﬁﬁﬁHQEQHGﬁqmpsem¢nﬁﬂbiﬁwhﬂnsmunegmor

an el ectronlog equi pnent f| er for_ accessin

el e PPBRIESS mn rre]ﬂ @& qchHpBicPgPZeDE tlj}ptamples of the

f
¢ &r) : Feggg%ig ggﬂgﬁjtgn{ Dtk ga?or r?ngog p]%n;?u(ieﬁgfo&n@&lpp {rapqrd including
equihpire ﬁHdiegﬁ Atpof Iﬁfm‘tﬁa@ naﬂ?ﬁhe 9%&)%5‘&&953%%%@6‘? nidilg ¥ctronic

information. That is to say, recor

contaquipinent. i MikRXrohitfeqtipaicn®felaed lﬁﬁnﬁéﬁ&{ $t6FHg8 section 15401
equi pnment identifier, or index information may be

19 nkasube @ahwdéiymmdamlee@mrﬁngnnemdmm lafviolitile fcomiing

el ectronic equi prment identifier may be stored in an
addP¥ER % hown by i ndex i nformation. 20 El ectronic

equi pnen entifier index orrespondence managemnent
section tq%c%@ &?Ppﬁ‘éenﬂ;é‘%“(c X SOIRSRO%ence management

r eCOleHbi 954 LT gl.rl el%ctr%r;? %(I%ﬂljiglﬁ}é %éigeglf%nzgcgésg% eﬁacpronic

nformati on recei

i nf éﬁlﬂﬁhé&'}elamrﬂbﬁ&l Wl%gcéléﬂ %&ﬁd@éﬂo Inrdgm.nformatmn

el ectroni c equi pnent 151 rmatio

15 ec@ovtesporElay toOfusl hdhdk thap tlﬁeelé'c%bicze@[?ﬂiﬂerﬂ ¥t fiePéan be

mnrelqss conmuni cati on nmeans. | nfor i'on access
s ecthitained 5 4he bidek isforana tidne ¢ ThahisGo e84 L8 Blay be a record

containing index information and an electronic equipment identifier, or index
information may be linked to an electronic equipment identifier, or an electronic

equipment identifier may be stored in an address shown by index information.

20  Electronic equipment identifier index correspondence management section

25

15402 can be realized by a nonvolatile recording med1um or a volatile recording
-medium,
- Send information receiving section 15403 receives send ipforlﬁaﬁon
 containing index information from electronic equiﬁment 151. Send
infdrma'tionl receiving section 15403 can be realized by a wire or wireless
cbmmunication lheans,

. Information access section 15404 obtains an electronic equipment




37 identifier based on the index information
contained in send informati on, and accesses

el ectroni c equi pnent related i nformati on based on the
el ectronic equipnent identifier. "Accessing" refers
to searching, updating, deleting, and the Iike.

“Information access section 15484 can be usually

1

realized by MPU, a 5 nenory, and the like. A
processi ng procedure of information access section

1540%ieh§fid+Headd oh 1he @ﬁd&%&fom?ﬁm% °t°me ified im,%nﬁ ﬂif&Pﬁ?a[tﬁ%iragtd

usually recorded in a recor Ium such as a

di skacctdovrsl@tzonideqi@indif rél8RUIEMBENL Bilon hALIVARER: déLRsRd

line). Hereinafter, an operation of the information

pr ocepuiment sdesitifinr. i SAcckSsing vefeidie dearchingf wpydatiap, deleting, and

operation of electronic equipnment 151 is descri bed.

El ecihedikec lafrmphien accessiseoiinml 5494 canl by vsusilyrealizedhy MPU, a
me trigger, so.as t form send _i nfornmation .

(0 ntlﬁ?lﬂ?’gf’g"mt e i]’%ﬁve xX Processigrensdurer dufagmation gogpss section
ser v@r, [ . <khe timng.at ich.electronic, ..
equ?ﬁg)#%%%q%/fg%ﬁs%en %edtWesogtgﬁﬁe . _Fﬁ?&%ﬂedﬁu? apepefedina
deviyg&@rdind nled; t Yy {40 .
operati%ﬁégkﬁggg%%gﬁ%gi§%g%%%ﬁ F%aggggﬁﬁﬁgakﬁﬁ%ﬁmagy
r ef dinedveae (loaseddef.| owchart shown in FIG 16. (Step
S1601) It is determ ned whet her or not send
i nf or mat i Bereinafter, wnngerasien bf ihe iifoAQRtisep@basetig $RRem is
information from el ectronic equi pnent 151. Wen the
Qendescrbed nditirstly, amsoneeationas glectrinic squipmgot s is detceibeds

0 send.ipformatiogn i s not

160 d. when th ipfe )

r ec@%i‘*ﬁ@cteﬂﬁfﬁg}eeg 17 LoRtring dex dnfgpmatiehy songedrigger so as to

516 ' ti.on. 15404. obt ai ns. i.nd

i Sk (ol SBBAAED, GRET IR PR HAR i oation e demndsit pyer
e _ _ f : |

i Ry RE ndifiehe whitf oBRShiL B pRAL P51 e A9EE

mat | on.

may inferimaARnRe SQTeRdetice 154 (R PartiRly kg Mat i on

access section 15404 obtains an el ectronic equi pnent

15 dent i f i dNexf, nnropetatiohbdsirceraldvicd 154 s dedeilddiviieN rdfs1ehes to

correspondence nanagenent. section 15402 based on the
i ndie florhantghovomimBiGiléed in step

(Step S1601) It is determined whether or not send information receiving
section 15403 received send information from electronic equipment 151. When

 the send information is received, the step goes to step S1602, and when the

20  send information is not received, the step returns to step S1601.

25

(Step 51602) Information access section 15404 obtains inde# _
information from the send inforﬁlation received in step S1601. .Noterl”lére that
" the send inférmation may agree With the index information. In such a case,
this step may not be néces‘sal_'y. | | |
" (Step 51603) Information access section 15404 obtains an electronic
, éqlﬁp_ment identifier from electronic equipment ide‘ntiﬁer.index correspondence

management, section 15402 based on the index information obtained instep -




38 51602. (Step 51604) Informati on access section
15404 accesses electronic equipnent rel ated

i nformati on of electronic equi pnent rel ated
informati on storage section 15401 based on the

el ectronic equi pnent identifier obtained in 5 step
51603. Hereinafter, a specific3®peration of the

information processing systemin the third exenplary

enbodi nent is described. FIG 17 is a conceptual

di aggiame., of the information processing system

El ectroni c equi pnrent and a server device are

connect edStep S1604) Tofdimtivh acdeSsebiidreTHAOY accEB&R electronic
information stored 10 in the el ectroni c equi prent and
t he eqeipent xidated nfonmhtioe of ¢ledraiivarhipmédmaitedinforaation
described with reference to FIG 18. In FIG 18, an

el e@toraasisectivgUiogfb heserl gpibe eleeroniceqipment iflentifenobipined in

el oni ¢ equi pnent, and index information is
toFteas‘iﬁb M of the electronic equipnent.

Furt her mgj¢ ?%m&@&hggﬁ%%w gﬁétl%xel oP&leqﬁf el g&t rgpocessmgsystemln

GQUIannt ler ex correspon enc

NanNf@aRBEA bxSRFIaIPEMBIIMEN 18 dEdcEbed 8- FIEN 11 ¥ Sconceptual diagram
el ectroni c equi pnent identifier Index corresponé%nce

- maneighehifbrnetivhippocessi@systenile XElbdtfoid@fulifines i River

address at which the value of the electronic
equilqyierare futentted teeackriler sia thalttesnator Ehert, hefomsatioarstored
devj c hol ds the el ectronic equipnent rel ated

1@ nfierinaelesions epipmentand tha serendevies aofeentigoeivel infpgmation

cech AR O oo o
f el. '
caut pront™ Pt LBSHIR Ginrlfentbetfe G BHR0! e

el Qﬂéd%ﬁﬂic(é oS R EMd mﬂ&l ik ?1% & ABRH R RIAM bPGe electronic

el ectronic equi pnent rel ate rmati on storage

S e Gdgipinetit] SPErthdrdor) €héBr@er delaﬁe BbKIS bleiFbiic @G ipHERNT
rel ated information 25 incl udes, for exanple, P, "

15" padentifiet fralek comrespoadehces nmbagemeﬂt&em showh ity [FP(. 18. In this

20

25

nmeans an | P address with which the server device
ac clestenicepaipaent ;dfeghﬁ@r index correspondence management section, the

index information shows an address at which the value of the electronic
équipment identifier exists, Fu_rthermore, the server device holds the .
electronic equipment relai_:ed information storage section shown in FIG. 18.
The electronic equipfn_ent related information stofage section holds one or more
pieces of electronic equipment related informat-:ioni The value of electronic
équip-mentridentiﬁer éhows an address at which the electronic equipment
re_lated information in the electfonic equipment relatéd informaﬁon storage
section exists. - Furthermore, the electronic equipment related mformatlon
1nc1udes for example “IP,” “Port,” “lasttlme” and “index information.” “IP”
means an IP address with which the server device accesses the electronic

‘ '_equipment.- IP address is, for‘e}{ample, an IP address at the side of WAN of a




equi pnent. | P address is, for exanple, an |IP address
at the side of WAN of a 39 router (not shown) between

the el ectronic equi pmrent and the server devi ce.

"Port" is a port nunber with which the electronic

equi pnent is connected to the router. "Lasttine"
means the last tine when the eB8ctronic equi pnent
related information is rewitten. 5 1n the state
nmenti oned above, the el ectronic¢ equipnment forns packet
se ' j t.al 0 -ndex i nfor iQn_ang .
S oI O SR D bt A el Bl R pin G A B B dovice.

deviPert RGEHHEHuERAGvitR rhidkahb Qréc?&!ﬁ@ @?lﬁgﬁ%ﬁ%fc&%{eaed to the

device obtains index information from sen

~ i nf oot Ghasttiched hieah®ithedfist tih€whéw theCel itttk ®ipment related

identifier having the value of the index infornation
as dnforpatieidisaewrittesm t he el ectroni c equi pnent

identifier index correspondence managenent section.
Phen, t heltsbe e meptiencdaboes seaeledteonst enipmentdforms packet

equi nt. rel ated informtion which exists at a

= o COL fphgafony Sonfaimgte PHex mEpEAbOB A SeBdn 1 Heihe server

i denti£.1 en DENLLQ Vi the server deyice.can
acpg%?ufhg °xp 2hes on%rcd%g%ﬁ ?%(r%lgn Serng lgg)éﬁl_aﬁﬁ?'or the sgyer
Usi devitdébtaine fided Snfbith AT bR Bhe £id Hngﬁ&gaﬁ)tgm&%‘cﬁjg% an

according to the third exenplary enbodi ment, |
usi alpciamietqdpinent idewtifibrhaeing thelelib bf Ble inddk iHfrMtion as an
i ndex information, it 1is possible to access unique

| 19 nf addngss foom dhe elppiraniceguipnent ideptifiembntexramageddinge

the server device. Therefore, an electronic equi pment
i deftempgearent seqhion- sThite fhowrimalsvicn reremesitemelpetronint

 tnareliBeRuBhhedmitin Vet puds cemm adbn o Bomip e

that“tHE"Se B8 TS rer o SRt
ol cop et ontings? ELIRIRRA e PR ohioan

St Oh@Bss thO e8GR 6RD) ﬁeﬁﬂéiﬁé@mﬁr‘r .ioB%lyqfs & Ghdex
e, ccordi ng

variously fromthird parties. Furtherno

o

18 o inlfeemiabibn.d exenpl ary enbodi ment, the 25 significance

of accessing the el ectronic equipnent rel ated

i nf or mat As membiohdtbaboseracerrditg\ts clee tharsl exempltas efibbdighehin
detaj]|. However, for exanple, in the '

" without using an electronic equipment identifier, by using index information, it

- - is possible to access unique information of the electronic equipment managed by

the server device. Therefore, an electronic equipment identifier is notstolen

20 - when information is sent from the electronic equipment to the server device, so

25

that the security can be assured. Electronic equipment identifier is usually
information for accessing the electronic equipment. When such inforﬁnatidn is
stolen, the electronic equipmen.t- may be attacked variously from third parﬁes.

| Furthermore, according to the third exemplary embodiment, the
'signjﬁcancelof accessing the electronic equipment related information in the
server device was not described in detail. However, for example, in the

* processing in the first exemplary embodiment or second ekemplary




processing in the first exenplary enbodi mrent or second
exenplary 40 enbodi nent, the access nethod of the
-server device using the index information in this
exenpl ary enbodi nent may be used. The information
processi ng systemused for the first exenplary
enbodi ment is as follows: an i#bormation processing
systemincluding: 5 electronic equipnent; an

~information processing device; and a server device,
t he | ' nt. pacluding a first  address .
| nf oGRS LA RIBON of 0% PEyeR Rt paipE 45 e Iiormation

i nf %Wﬁfsie%hﬁgﬁv\érﬂﬁbdﬁﬂerﬁ%‘ﬁméﬂgdt h which the server

devi ce sends information t nf ormati on processing
devi ce, aThd In$SrnRikios prRMsig SSLPIRA o B8 Brdthk&hplary
storage section storing a first electronic equipnent
10 icgdhotinfangis adfallowss an nffampaionqromisiing whiteh idcheling:
i_nformation processing device sends information to
Phe edqclrenic saiipmentiapieiarmation procesing W vicerand e meiver déving, the
sect i on hol di.ng i ndex jnformation, a first address
char?!fé re’b‘ﬁﬁﬂ?’ﬁgieflt udingraprsbeddRssigformation eerage eqtigp
obt aj nj ' ess.information from.he . first
2 Pt hess d ke 00t T S Ao B i P igh M fory
el eabvietUead SRR td-the! iﬂﬁ?ﬁab{ﬂ)ﬁ E)rofcéégmgl (ﬂ;@itcé,' & fikst electronic
el ectroni c equi pnent 1dentifier storage section,
obt aiuipngnt idewoifidrtosEdebitth 65:21% b Best! MlEbnic B QHARKE ON
~holding section and formng a first address change
1@ onidentifi¢ that isrifformatiorowitl evhi i thierigfofhetidn preéessing dewas
information, the first electronic equipnment identifier
andsends informeation tathe eleatronic equmments an biden iforamdionhehiges
confiﬁnabi ni.n o%gg}ion sendi ng. 20 section for
sentficHE peldne ipdsx infogmaten, arfirstaddressrohapgn qogfirmation

i nf | o.the ..inforyati.on.processi ng. deyice; the
|t a0 thhibe Soerind ot sbRimiSe g iRy Mo@atigh from the
ad ' i cii.on. i nd .
% 8040t S B AE bAhiRk £ HERISGEAR Boyipment
15 er Mentifile \Hone tieaRdselsdif R B bR fertQdd it ier bbEQ BBt AN
processi ng device, a second el ectronic equi pnent

| denbtaihingrinddxinfogmadn featthe ihdekehfoRgaRoBS@AE section and
el ectroni c equi pnent .identifier that is informtion
wi. tiarmigigiadiyst ssichangetcoufirmpatinreinfirmgtide vintsingenids first
inf%rnatlon to.the electronic i
address information, the first electronic equipment identifier and the index

“infomiati(:m, and a first address change confirmation information sending
20 | section for sending the first address change confirmation information to the
- _ information processing device; the mformation processing device immcluding a
- second addres_s information sterége section storing second address information
showing an addregs with which thé server device sends information to the
information processing device, a second electronic equipﬁaent identifier storage
25 section storing a second electronic equipment identifier that is information with
which the information prqéesﬁing device sends information to the electronic

- . equipment, a first address chang_e confirmation information receiving secﬁon




equi pnent, a first address change confirmation

i nformation receiving section 41 for receiving the
first address change confirmation information, a
second address change confirmation information
formng section for obtaining second address

i nformation fromthe second adddess information
storage section, obtaining a second electronic
equi pnent identifier fromthe second electronic 5
equi PEFeakivindeRs fifdtQHdRLOEIRERe 368 RR0A Pﬁoglﬁz:tmnn H second
second address change confirmation infornmatioh By

wr i t addyedsbamge confirmetibnda forination PR eaith P BbtafBRPRGNd
el ectronic equi pnment identifier in the first address
chanydressinfbrmpatidndrom g sacomt adsiressaniirmati@ranshea detities,s
change confirmation information sending section for

sen o“i‘q’r‘iﬁmﬂ@ seeRg pepctromiceguipment idengber fromdhé savond electronic
ignformation.1o.the 10 server dgvice; and the server

evi o8 A TGP RECLHOERE Segion Aad dermipsracend erdiresschange

of - S Ao SR IR PhOLIRh SRR Sibn £5Fike

- contsaiohid Rlclrbitit papReRERehiMiG 1N d ﬁﬁh Aifleds Jh%_lnﬁg cor f %tion

1

“information, which are contained in t

el ectronic equipnment identifier wth correspo
t he iefoppationnan] &guopdraddresoiehaingé t@ifirmaitn RIS Snding
equi pnent_identifier index correspondence management
sec Bp@ign fargendipg thrpesomded delressehangeagnfimisivn infheRiatibh erthe
&or accessi ng thg el ectroni c equi pment. address

nf STIYEY <3tPervanditng semves dopesi inguding n elackrdnic equipment address
i nf Bﬁalt%ﬂ’s a second address change confirmation

L

i nf OT AL OR SFAeE STERY YAEDE 8he prgroteguases, phplectyonie equipment
. i t . d.nf ti , .
ot B R b TR W e e lpetroni
Fi 1 6quipfiehiS8sntifRt WithdokREpdHath Ctﬁggleﬁg%g&glﬁétge t identifier,
e second addr ess

chaay electworfi¢ equiirh @it identifiee il @Brre HB3H &S Wit dha@8%Bnt section
other or/and whether or not a first electronic .

L qustprinmen eldesrmid eqiipment idewificeieh 2basing @hé cleagionipment

identifier, which are contained in the second address

c h PR prdiess nfrmationwith ¢arespenglimetovtht indesdnformation, a

ot her an .el ectroni c equi pnent address information
o P27 o es steiasih ap Armianycetisosohas fo reciving

ot o e hAEH bt oMo o vttty e Cebermiiompein

b a\%@ﬁd&&rﬁiﬁﬁg%&k@ﬂﬁé'r%? e first addréss information and second address

72’0 information, which are contained in the second address changé confirmation

_25

' infoi'maﬁon, agree with each other or/and whether i_)r not a first electronic
equipn_zent ideptiﬁer and a secop& electronic equipment identifier, -Which‘are_
y contained in the second address change confirmation iﬁformation, agree with
. each ﬁ'ther, and an glectronic equipment address inforﬁl'ation updating' sectioﬁ

| for obtaining an electronic equipinent identifier &om the index infofma_tidﬁ,

* . obtaining the electronic equipmex_lf, address information based on the eléctronic

' eq_uipmént identifier, rewr'iti_ng'third' address information orfand a third




equi pnent identifier, rewiting third address
information or/and a third - -- ------- - -------

.. =--------- 42 electronic equipnent identifier of

el ectroni c equi pment address information containing
third address information agreiPng with the first
address information contained™n the second address

- change confirmation information and a third

el ectroni c equi pment identifier agreeing with the
fi r stleciomaaquinmes idaptifipnefivlectveitdqfripeient atd:eidiabrination
change confirmation information to

t he second addre ‘
‘sec o‘??&gaéﬁlﬂg g]%gﬁ F"a‘i‘@?ﬁ%ﬁfoir@ﬁ“@r Agueding wthcthedirst adddtessni ¢

equis; .identifier.contained in the second address _
i ERktion ASlingd & 16 SRGeRd Adfresnhittep Rerimation information
det g Nk i_an: rmnpes that. the, fjrst .
addr ess i nf %?errcglt% %ﬁ&&gﬁ%ﬂl?hgné}g SOt CHnE b e frst eloctronic

i6nf @oynipiet? idbatifieF coREif& iWthy S(ifcgﬁ&' addra&d ch%;rnﬁg %ﬁ:&eﬁrttnggon :

10 first el ectronic equi pnent entiftier an

‘s ec Gwldrmsdtin tocwtandeddiopsRfirm tadriahil 8 se @R d RRLLrHGE Cuipment

with each other. Furthernore, the information

- pr oddeadifiprconjainedin the decood addressdmape corfteRaTbRiformation

enbogjﬁggg is as follows. That is to say, in the :
aboVReTHEHft grrapination ssetien desprminge s ithe iy s ddnps infizmation

el e ic . equipment further. includes a 15
confd Bl sBedd LR nforstaiog dormpt mgreg avith eashipgher or that the

i nformati on processi ng ce, a

10 €CRigY elRBkrbE e&ﬁgﬁeﬁm&jg%ﬁ\%r a'nﬁftﬁv% g&tgllztg glﬁtgtgcgzggc%ghu?pment

| nf denwfidrald g A8kA HifEskh Bfhef.Or sending reply
information corresponding to the confirmation

i nf or mat Forthermotegthe hforARidrOfrobs-BR@ S bt {BY i The 6hd
the information processing device further includes a
corffemplary embodineantris dsdollcd®. sThdi isgb 586 &l the APeRSabARRed
for. peceiving the confirmation information fromthe

s erHOFAER PEocaTRPEsy e, thet dlectronid équiprhérdrfuithéGincimtiesen

t 0 el.ect.roni c,. equi pent, and a reply information
e ﬁéﬁ%&?aﬁb"@e‘i“&’w&“% Bepigmersgetiondler regpiving the confapiagion

20
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t nae BB SAlE L Lt BE rrenSus Jurlaant e sonkiisbunen
ot o i A e e AR Pl UB SRR HER rfPoufttomip the
s ecanftmation information to the information processing device; and the -
information processing devicg further includes a confirmation informatioﬁ :
' sending/recéiving section for receiving the confirmation information from the
~ server device and sending the confirmation information to the electronic |
g equipplent, and a' repIy informatiop sending/recéiviﬁg sectioﬁ for receiﬁg the
reply informaﬁop from the _electronic equipment and sending the.repl.y )
 information to the server deﬁce; and when the dgter’mihation seéfion of fhe

server device determines 't‘hat the_ first add.ress inform_éﬁon and the sécond o

_ ‘a_ddress inf_c)rmation do h_ot agree with each other or that the first electronic

: e_quipm_ent identifier and the second electronic equipment identifier do nﬁt




address information do not agree with each other or

that the first electronic  equipnment identifier and

the second el ectronic equi prment identifier do not 43
agree with each other, the electronic equipnent

address information updating section of the server

devi ce obtains an. el ectronic eddi pnent identifier from
the index information, obtains the electronic

equi pment address informati on based on the electronic
equi pgreatithdect othegthe dl@m_‘dnic&ii;]ulﬂiﬁdrﬂ a8€FHs8 Bformation updating
information 5 or/and a third el ectronic equi pment '

i dengactipreef thé seavenrdevizaobtagmprrpstenioniidfuiinent identifier from the
inforggt%&r containing third address information

agr e mRtieRobt3ing the degthonieeqhipimtatdess infmtuatioebhsed

int e 8R2 d .addr.ess change confjrmation information
and 4 R EIeGRps sayippeRt g&%@ww%ﬁeﬁm%@esagﬁe@w@n

W t Nt B8 ofh ni.c_equi nt. jdentifier

o e g bl oot B8 b 8B BB R eleEhie oprsat adgrees
i nf dafsRinh6h doRtSRMSH: éingdl{n' Lo ord

second el ectroni c%gglﬁfa%rgr&elﬁté [ en%@?éﬁp%g%%é%’aﬁlrﬁt

t he ssldoosinfiatitionsosianiegen tI0Rbod IRIGOR c'hﬁﬁ%%r Lfftion
~Furthernmore, in the exenplary enbodinments, the server’
dev itefermetjon andtd third dlestionitexquipmient idinitifior beretiig with the first
el ec%roni.c equi pment and the el ectronic 15 equi pnent

may © CEONG PYrRmeRidpR{ifior cpmipineddn thasecTivbadfrensehange i S
_ ref o] that g.region.in ich the electronic
' lgq ui pmen tagg? b‘il%gn% & tgﬁﬁ@ﬂd F‘ﬂ&%ﬁ?@ﬁr&’@t}% oripad sspaoad| e
rec i j . M_ FEurt.her nor in the.
Comeftrtie BRAUIEHENRS oStingl 1o PR stk ot chtnes

ser yafirgi@ube mfeesaeat S the index information and then
notifies it .to electronic 20 equipnent. It is

~ advant agé@utheheoryirthsReémMaiPdhbdd@MentshteGeRa Hé(vace may
obtains the index information, the nmalicious thir

par Bstify dhe indexidornintion lte teralstt@nicegdigm@ittant ehe¥l8gronic
- _tjgnforrmti on of the server device. Furthernore, in the
18:x efRRSAt avayorfcwanlate thetindexidéxmatibor nEberofore, itioptefbrable
be, hgnged re I,aﬁl% It is because a high security is
fur'tRer T8 ‘83‘2‘8? therplechrogigequipneans storps thedndextinfodeation is
! o0 B0 Rbing BB SO ad RERL ' MO T X

Furthermore, in _th_e exemplary embodiments, it is preferable that the

server device e.nc'rypts the index information and then notifies it to electronic
20 equipment. Itis advant'ageoﬁs‘because when a m_aliéious third party obtains
- the index information, the iﬁa_]icimis third partjr can access the electronic
, equipmeht related mfor@ation of the sérver devicé. |
A Fﬁrfhérmpre, in the exemplary embodiments, the inﬂex information
should be_chaﬁged regularly. It is because a high secﬁrity 1s further achieved.
25 . In such a case, it is intehdéd.that, the seﬁer device notifies the index o
. info:maﬁqn to the electronic equipment regularly. |

- Furthermore, a program of realizing an operation of the electronic’




information to the el ectronic equi pnent regul arly.
- Furthernore, a programof realizing an operation of
"the electronic - - ----- ---mmonmono- - 44 equi pnent .
by software in the exenplary enbodi nents is as
follows. The programallows a conputer to execute a
step of obtaining index informdfion held in advance,
“a step of form ng send information containing the
index . information, and a step of sending the send
- i nf orqwiineent by softkigrese thesxedgNAg @mbadifenteR b JRYs. The
above, according to the present invention, when
i nf dMRgtErolowsa coppvtaTite axdcnte adtp of degiatie ih@et R rmation
eleﬁ} ni ¢, equi pnent nmanaged by the server device is
kept eﬁfﬁmt Hvangeea steg sfifosmingend deforration doNRUSTBEKG index
- APPL L1 TY 10 The ,present invention relates to an
i nf g‘%’fr‘ég?%%%n’ b %8&5‘%’. ¢ §erdrag the sepd informatignite khe server device.
@l ectroni is d a seryer device. comuni cate
"with eac h&S %tg er. G&gn ’ ?‘%ﬁpﬁcpﬁ%ﬁ th6 PRRSPRLIgRERIMM, H0eR
© Wt infoRsaei fot QniAf i ' ed b
" the server device igﬁfggf&ﬁ%résegg#g@ﬂﬁ%%ﬁﬂﬁgﬁg%%nmﬁ
1 ednaeigedlily thelsédvBddviceAs kip¥ 1§ 16Rlatdd haR'cRf B8 Sbdied.
system conprising: electronic equipnent; and a server
device, 5 the electronic equi pnment conprising an index

i nfar. JQ [ section holding an index
i nf OrmY #5ﬂmpgégtﬂg§33ﬂﬂgknation fgr obtai ning an
| ectroni ui nt identifier, apnd a send ,
1{? nf or mat irIglﬁ %ge 5 ﬁﬁ{[ﬁ'ﬁew& Leltes igandplogmatiopprogessinggwstem etc.
- i nf gryBLl . he index information hol di .
oot Tk Ot R R SR AP S S DG it e
| ndetker. nIHeREAfPR atifh foh BorR BRL S G espebl 1 RS E¥Elonic

devicg conpri si ng _ _ ,
equipment managed by the server device is kept up to date, load can be

reduced.




an el ectronic equipnment related information storage

section storing one or nore pieces of electronic

equi pnent related informati on, an el ectronic equi prment

identifier index correspondence managenent 15 section

for storing an electronic equipnent identifier with

corresponding to the index information, a send

i nformati on receiving section f8r recei ving the send

inforggtiﬁa fromthe el ectronic equipnment, and an

i nfor g ccessing section for obtaining the

el ectronic equi pnent 20 identifier based on the index

information contained in the send information

r ecei vednpgfomation epetessirfeiystami comprisiog’ eldchignis eqtipoent; #hd a

The infornRtLon processi ng system according to claim

1, whePBIPhYH& i nf or mati on accessing section obtains

t hes el eckﬁ@@éc&aﬁﬁléhﬁﬁﬁl%tcoggrﬂs ?nt ifier based on the
I'n

i ndex information cohtail ne n the send information

recei ved byantiidexSe0fmatidnHoltBhd QBGHAERRAME BE 1¥BE tfHtha@iBslthat
accesses the electronic equipnent related information
based ivirnatiel ferehtaining aaplichueineqiipeatt ifleifier 46d 3. A
‘server device conprising: .an electroni ¢ equi pnent. .
related i nﬁ‘&F’h@’Pgmaﬁ%?%&@gﬁwpéw abtagpind §hcondex igformation
_ or e pomGRS indbx RlialatioR 581&%%%&% Ohd t&l @ Edna jnformation
information, 5 an electroni eqU|pneﬁf AR AR

i ndex caniiniag P idenciafoimaagerRRat serd@Glbiod for storing
an el ectronic equi pnent identifier with corresponding
to the thagexer defise partpmdsing a send i nformati on

recei ving section for receiving the send information

fromthe ePBelerEiceRirearated information starpgeseshionistaring one

i i .0bt ai ni t he. t .
ceceso i L AR e e
~cont ai ned hﬁ‘elﬁ@ﬁmﬁfé&qiﬁnﬁgngfdgﬁﬁﬁ&%d&%gﬁb Hadh¥e IARagement

send infornation receiving section. 4. The server
dtvi cecmdor stonig 4roeledtainio eduipment identifier with corresponding to the

‘index information,
a send information receiving section for receiving the send information
from the electronic equipment, and
an information accessing section for obtaining the electronic equipment
.20  identifier based on the index information contained in the send information

received by the send information receiving section.

- 2. The information processing system according to claim 1,
wherein the information accessing section obtains the electronic equipment
25  identifier based on the index information contained in the send information
received by the send information receiving section and accesses the electronic

‘equipment related information based on the electronic equipment identifier.




15 wherein the information accessing section obtains
the electroni ¢ equi pnent identifier based on the

i ndex information contained in the send information
received by the send information receiving section and
accesses the electronic equipnment related information
based on the el ectronic equipnent identifier 20 5.

El ect roni ¢ equi prent whi ch configures the information
processi ng system descri bed iﬁsany one of claim1l and
claim2. 6. A programconprising, in a conputer: a
send i fficermt doice casmistng?g step of receiving a send
information from 25 electronic equi pment; and an

i nf or mat i on2hdledwsicrguipment xlatebinkirmation sioragd sectiorostpuing one
equi pnen identjfier based on an ipdex informtion
-contaﬁ%é%ﬂ?ﬁm?ﬁg&%%ﬁ@n¥ﬁﬂﬁwﬁﬁPYﬁﬂ“%ngF@@@FVed by the

sergl i nf or n@tdIQBohE Q%Hﬁl@& iab:filer fnded. E‘o?regéo%g%%gln?{nﬁgement

claim6, wherein in e informati on acces

el ect rsection feGitrgRRkleclienit bhiiphettSdaHiial RRE cHAEB6hdAE to the
the index 5 informati on contained in the send

i nf or Adexdnformationy ed by the send information

receiving §ﬁ£§a§%d the el ectronic equi pnrent _rel ate .

i nf-or mat-i on FradurecyIng Jeqtiqn fof decsiving the prud information
equi pEBRLthe g[g&{.dng(jeﬁ[ﬁgm%m ARgqi nformation processing

nmet hod conprising: 10 a éeng i nformati on receiving

si@p of reerinforigtion SeBshind Yelidibbi HlaihingThe bRFhicUAuHment
equi pnent; and an informati on accessing step of

obt ai iepdliarhasddes thonlex mépumptiomtontiidehinith @nd hefeetzn

an index informati.on contained _ in the send information

r ecei V&d" yﬁﬁ%“@@ OFIARONFEETERE FEEU-vi ng step. 15 O.
The informati on processing -nmethod of claim8 'wherein

in the informati on access step, the electronic

equi PTG sbe et SlcoldngdBRiAGd based on the index
15 wherein the information accessing section obtains the electronic equipment
. identifier based on the index information contained in the send information
- received by the send information receiving section and accesses the electronic

equipment related information based on the electronic equipment identifier

20 5. Electronic equipment which configures the information processing system

- described in any one of claim 1 and claim 2.

6. Aprogram comprising, in a computer:
_a send information receiving step of receiving a send information from
25  electronic equipment; and
an information accessing step of obtaining an electronic equipment

identifier based on an index information contained in the send information




i nformati on contained in the send

i nformati on received

by the send information 20 receiving step and
el ectronic equipment related information is accessed

based on the el ectronic equipnent identifier.
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received by the send information receiving step.

7. The program of claim 6, wherein in the information access step,

the electronic equipment identifier is obtained based on the index
information contained in the send information received by the send information
receiving step and the electrenic equipment related information is accessed

based on the electronic equipment identifier.

8. An information processing method comprising:

- a send information receiving step of receiving a send information from

electronic equipment; and

an information accessing step of obtaining an electronic equipment

. _identiﬁer based on an index information contained in the send information

received by the send information receiving step.

9. The information processing method of claim 8 SWherein in the information

access step,
the electronic equipment identifier is obtained based on the index
information contained in the send information received by the send information

receiving step and electronic equipment related information is accessed based

on the electronic equipment identifier.




