WO 2005/ 029216 PCT/ KH2004/ 002495 1 THE METHOD OF SAFE CERTI FI CATI ON
SERVI CE Technical Field 5 The present invention relates to

aut hent i caligPioifods User, and nore particularly, to t e VKR0e003195
capabl e of preventing fraudulent use of an ID and a password of an
i ndi vi dual, which are stolen through ke]yboard i nput information, and
the drain of a password of a button input type of an entrance door

| ock 10 devi ce. Backgfl_g_#% b V%eﬁﬁﬁgf% q.gbkjtgmg; ans for

PCs have been commercilalized. They provi unction of nonitoring
illegal 15 invasion for hacking or whether or not a hacking program
has been installed, and the like. Further, lots of Internet websites
provide services in which if a user checks a security access option
upon logging in, the user's ID and password are encrypted using
128bi t s SSlre2Bn{Sel Wiel8ockets Layer) of an international standard,
which is wused in Internet banking, card paynent, etc., so that a
hacker Scannot |TPherrugsenthbsecitifosr yalebes tRedvwrhentimglsinemt2s user,
However, the conventional security programfor the PCs. operates only
in a corresPEndING cBRPUtBraTFHus Lo FLerhioePot e eSaPRRI®pRH HMESVREFLRg

e-mails us‘f@%uga grlit susceorg)#taenr SID tarxl'%S% password of an individual, which

are stolen through kevboard input information, and the drain of
a password of a button input type of an entrance door Ilock

10 device.

Background Art

A variety of security programs for PCs have been

commercialized. They provide a function of monitoring illegal
15 invasion for hacking or whether or not a hacking program has
been installed, and the like.

Further, lots of Internet websites provide services in
which if a user checks a security access opticn upon logging in,
the user’s ID and password are encrypted using 128bits S8L

20 (Secure Sockets Layer) of an international standard, which is
used in Internet banking, card payment, etc., so that a hackexr

cannot intercept those information.

Technical Problem
25 However, the conventional security program for the PCs
operates only in a corresponding computer. Thus, if a user tries

to open his/her e-mails wusing other’s computers, those




WD 2005/ 029216 PCTI KR2004/ 002495 2 information is exposed to the
danger of hacking. Al so, the conventional security access service is

hel pl ess wip Xés2éAace of a keyboard input information (eaokERego4OBIGS am
installed within a conputer. 5 Further, .a current door | ock device
using a button has a disadvantage in that the password is likely to
be exposed to an acconpani ed person. Accordingly, it is an object of

the present,Byentian i£0exPsaud 45 en aubent beakign et hod whi ch

enabl es bot a security 0 access in any conputer and a safe door

| ock. Advant ageausoff 86t Sofferdas6E1 beskhialiaye acthes PEeseite 1RV @BYLHDEsS
is advantageous in that it is very excellent in ternms of the
security ofinl ogHen £d&e i pEoramakewpan amputonpuficematégar dlaeksnof program
whet her or not a security programis installed, the security as a
door | ock idetatksd idhpnegeptnimriest an aut hentication attenpt by
third parties, and the security against phishing. Further, the
present 3 i nvent iFYAtNETr ad@afPEERDUSIIT t devaSh expadidat Retirhdhast @

a 20 password even in g snall-sjzed keypad,such bi | e phone
and i1 all GiEAERETR dredrery PEPRI N e &S LHFS i it EXPORFT RO 20
Descri ption of Dra,widP%s FIG 1 is a flowhart illustrating a main

process fl A o eerpsfr)%'sent i nventi on;

Accordingly, it is an object of the present invention to
provide an authentication method which enables both ‘a security

10 access in any computer and a safe door lock.

Advantageocus Effects

As described above, the present invention is advantageous

in that it is very excellent in terms of the security of login

15 information in any computer regardless of whether or not a
security program is installed, the security as a door lock
device, the prevention of an authentication attempt by third
parties, and the security against phishing. Further, the present
invention 1is advantageous in that it can expand the band of a

20 password even in a small-sized keypad such as a mobile phone,

and it allows a user to safely report in case of emergence.

Brief Descriptieon of Drawings
FIG., 1 is a flowchart i1llustrating a main process flow of
25 the present invention;

FIG., 2 shows an example that clicks on an image;




FIG 2 shows an exanple that clicks on an inmage; WD 2005/029216

PCT/ EMD04/ 002495 3 FIG 3 shows an exanple that reports the past
access higigoodsidipae | ogging in; FIGS. 4 and 5 show an®dTexRr2004/002495
enbodi nents of an authentication nethod by the input of coordinates.
5 FIG 6 shows an enbodi nent in which nunbers are indicated every
coordi nates not coordinate witing; FIGS. 7 and 8 show anot her

enbodi nents of gpg aut hegﬁg,‘.g@t [Woly) e}@ﬁpll%d Py h@ebapyg q:fhecolgég NgL8sss
FIG 9 shows an enbodi nent of a non-response screen against. 10 the

mani pul ati on s@bra @idreabbgindeys; FIG 10 illustrates a setting screen
for producing a personalization set; FIG 11 shows an enbodi nent in

whi ch the preseptLGs nverdridos shewappditect eobedimpitlse ofheneautierEliGation
shows an exanple of a user profile table for an authentication
servi ce acawrtdbdgpy dhehénpresehtcdopdemetam; and FIG 13 shows an

exanple of an interface for registering a,main, conputer according to
the predent invEREi of. ShOHS BERt SBRE™BE ERr FHFARY e 5% eictgated

The present invention i s conposed of four iLn steps. Each of the
steps will W&ﬁybgo%ggéﬁiﬁﬁdn@?lcﬁorflflgt% "réwehart illustrating a

mai n process fl%%égf 7 and 8 show another embodiments of an authentication
method by the input of coordinates;
FIG. 9 shows an embodiment of a non-response screen against
10 the manipulation of a direction key;
FIG. 10 illustrates a setting screen for preducing a
personalization set;
FIG. 11 shows an embodiment in which the present invention
is applied to a mobile phone;
15 FIG. 12 shows an example of a user profile table for an
authentication service according to the present invention; and
FIG. 13 shows an example of an interface for registering a

main computer according to the present invention.

20 Best Mode for Carrying Out the Invention
The present invention is composed of four main steps. Bach
of the steps will now be described.
FIG. 1 is a flowchart illustrating a main process flow of
the present invention.
25 1. Authentication step by text input (5100)
This step is the most common method in which an ID and a

password are inputted -through the keyboard for authentication.




the present invention. 25 1. Authentication step by text input (5100)
This step is the nost common nethod in which an ID and a password

are inputtgg L@yal the keyboard for authentication. WOTZRRDIDDILS 6
PCT/ KR2004/ 002495 4 Thus, detail ed desc4ri ption on this step will be

omtted. 2. Access location tracking step (S200) If a user passes
t hrough the authentication step using the text input, the process

roceeds tq.a webh page far : ug.hent i LN, ]
Eoordi nat e(?['ihh‘ﬁm‘.QGJ%JLQJTQrﬂf geF?%lE?tS'LaO%Jh A%lpsg%étlﬁgt hgitfgﬁ ]lca%?lﬁg@%n access

| ocation trackigg ;\gg%g QRcal Sordul-aeRthgalddp depnbpaded into the
user's conputer, and then reports the User's current access |ocation

to a server. Thes gepuer sdsHes thitbaghnfies naiientitdt Descyiqgt iwingnthe
technol ogy in which JAVA appl et tracks an access |ocation can be
found in Kafegan Rapent App i gabicens NopAdhee2B01£0027537¢b 3.page for an
Aut henti cation step through coordinate input (5400) If the user's
access |jocatithentscatimkeshen hehupish jgporgdnprdvidgett widh 5P &&feon?
whi ch a predeterm ned i mage and ot her images are disp a%/ed, rantdorﬂt)_lL
in order, sB\Wharples (bef SPFERENS AP t HETedd e iPRel T ibfl tunction

lural . i 4% ueeuEr AR nar RGP T Ca: TBA Lok ooR e s WS
the user C'ééﬁ%%t%“ éﬂl? user’s current access location to a server. The
server stores this information.

10 Description on technology in which JAVA applet tracks an
access location can be found in Korean Patent Application No.10-
2001-0027537.

3. Authentication step through coordinate input (S400)
Tf the user’s access location is tracked, the user is

15 provided with a screen on which a predetermined image and other
images are displayed randomlf in order, so that the user clicks
on the predetermined image correctly. At this time, the
predetermined image can be.one or plural. It is determined that
authentication is sucéessful only when the user clicks on the

20 predetermined image correctly. Alternately, the user can click
on a second password consisting of a character string through a
mouse.

At this time, the number of available attempts can be
properly limited (S410), so that a hacker is discouraged to make

75 an attempt on hacking with the user’s access location exposed
(8420) .

FIG. 2 shows an example that clicks on an image.




20 predeterm ned inage correctly. Alternately, the user can click on
a second password consisting of a character string through a nouse.
At this tigeb@engnber of available attenpts can be IITAORIONA002495
limted (5410), so that a hacker is di scg)uraged to make 25 an
attenpt on hacking with the user's access | ocation exposed (5420).
FIG 2 shows an exanple that clicks on an i mage. WD 2005/ 029216

PCT/ | Q22004/ 002995050 4 1AGEES7 Ml Ye £EPAII051 8805330, S500) I

soneone aftterrpts aCcCess In a S e ere a user i s bei ng accessed,
the location of ythgcRes s Miapas t &Hss aaCesstathitlerei 8 @bdaiinRetetng

the access location tracking step, and the access 5 |ocation of a
current | ogidveskatiustind ldertiser odr éheopased whicb3tBpmpts sdmssar ehich
not the same, the user of the current login status is imediately
i nf ormed ofig hdtadoedsit odut iagwesd idratipar 6aCKHE ALEAPERD ddrefgcess
(5330). The user can report the access |ocation of the gerson SO
that thed hakdaakdgoBr iR mal CHAREPY OLeEl R abieftitus |97t hBY ASETt HEes fmmpared
t he obt ai ned _positi ng{l informatioEl of the,C erson v\/lrrlot tte 1’§S ogin
access is aﬁﬁ;? 'régo Y T 1P 98 S et S din ?%56 -SMNor &9
particul arl ., bt LS Bl CR98 1 08NS Chk CKLRY 2680 LHBGELLS of the
failed, an yaﬁaécru% of° alrﬁ?%c}wlgr% ver (S pr6'V| ded so thlat the usSer
can prepaffbgfybnhagﬂ% ngttempts accesz (8330). The user can report the
access location of the person so that the hacking criminal can
10 be caught.

If they are the same; the obtained positional information
of the person who attempts access is always reported to the user
in a next login (8500). More particularly, if there is a case
where clicking on an image is failed, an alarm of a higher level

15 is provided so that the user can prepare for hacking.

FIG. 3 shows an example that reports the past access
history upon logging in.

Of the steps described above, the step of receiving the
coordinates of the image is to prevent anyone who steals

20 information inputted through the keyboard from making fraudulent
use of others’ ID since the conventional login method is mainly
depending upon the keyboard. That is, if a person who attempts
access does not «click on a predetermined image correctly
although he has stolen information inputted through the keyboard,

25 he fails in login.

Further, in the access location tacking step, if a user

attempts clicking on an image, the user’s access location is




FIG 3 shows an exanple that reports the past access history upon

l ogging in. O the steps described above, the step of receiving the
coor di nat eggPlediddgricMmge is to prevent anyone who st ealmcT/R2@2004/002495

information inputted through the keyboard from making fraudul ent use
of others' ID since the conventional Iogq n method is mainly

dependi ng upon the keyboard. That is, if a person who attenpts

access does not cligck on redeter ned, i e cor ctl Itho gh-h
has stol en ?’i?f’ﬁ?ﬁfﬁt f%lhs'l n%h SFt r‘iwrlougﬁ1 %hgg%ey%oanﬁa} %‘5 HNEFRl| gfl ﬁe
logi n. Further, ,Lp the, gc%aééeg&qﬁyegnng%ékl ng step, if a user

attenpts clicking on an i user access location is WO

2005/ 029216 PU&KM,O%%E: Ba@xRe%8dat TdSstdrh ec SRIghWidhe N@lyboard
dare to make an attenpt of he does not know a predeterm ned inage.

Mor eover, iihpue atkhemeeaatdfoncisic@pnghoaudhet heukeyheabdesi Bpuls bhey
speed of clicking on the nouse becones slows only 5 with

aut hent iScatvigih byuthérgkicagion the wddskindThws, SheicancswerouBisng since
person when |login is made can easily nmenorize an image, this step is
for preventiurgoundbes PeBRTL Viesipt FAFD haTKIAES 0RFY \ﬁatsﬁli’hé‘emorlze an

menori zed i mage. That is, this en‘glo ys the,  fact that since t &N
of the keybd%8:i sthishePhfPy ifadE°by PESVARpHES sPng 38V e §Pmke‘§% enptihg

ngﬁ?:?;egé% éﬁpézog ff;%%%%% 8&%é§¥é&elm£Q§ Ingg 1s,h@£1é5%m§io gaLhe
fact that since the 1nput of the keyboard is generally made by
10 depressing several keys immediately, it is difficult to perceive
the input. That is, a dual security system is implemented by
allowing the input to be made through the keyboard and the mouse,
separately.
Hereinafter, various embodiments of the authentication
15 method by the input of coordinates will be described.

FIiGs. 4 and 5 show  another enbodiments of the
authentication method by the input of coordinates.

This method employs key coordinates and key images. In this
method, i1f a user hits a predetermined key image to a

20 predetermined key coordinate, authentication is successful,

For example, it is assumed that key coordinates of a user
are (4, 2), and a key image is a heart pattern 1. (4, 2, heart
pattern) is recorded in the user’s personal information DB of
the server as second authentication information. In the server,

25 all the patterns are randomly mixed and an image table as shown

in FIG., 4 is transmitted to the user’s terminal. At this time,

(2, 3), which is the position of the key image 1 of the image



allowing the input to be made through the keyboard and t he nouse,
separately. Hereinafter, various enbodi nents of the authentication
15 net hod Wy #ésmzenput of coordinates will be descri bedCTREGH4/042465d
5 show anot her enbodi nents of the authgntication nmet hod by the input
of coordinates. This nethod enpl oys key ‘coordi nates and key i mages.
In this nethod, if a user hits a predeterm ned key image to a 20

predet er ni pad) key, Gagrgi QQILeth@%ah?c’éghga&i@%ain%loﬁ%%i\?é&',' -ié cheg)orded.

exanple, it 1s assuned that key coordinates of a user are

and a key irABO@sks anBpedis paldily kheltd, tBe heart ppBtd®{N) b&ing his
recorded in the user's personal information DB of the server as
second aut kst keat Limagd howmabnonhe | sctdem der veratdd, alid tihenpabherdsiss
are randomy m xed and an inage table as shown in FIG 4 is
transmitted tdrepbieseke’s 3erihiaialhisathaanits paithern {2is3)ocgkgdhin sthe
the position of the key inmage 1 of the inmage WO 2005/ 029216 .
PCT/ i a22004£8093952 102 teshI(&r i A) whtTHF ¥ | 4r hE1PSe t Bihdead parbemyl is

m xed, is regco ed.f The us I #ﬁ; eﬁts cﬂoseh% wher e t@e,heart q
attern 1 Bé&rnd’ni st the X CEHOWN Th the $EPEEN tSCF o8t e, down
P . . . .
and then coniiolsey, a.d reotd q-key sqoLhat pl sohiagld MALLEr DL L8icceq
| ocated in e ey coordi nates , I nFH , Since thé hear
pattern 1 kg thedHectibnt B8 fAOMiALEest QY KeKuksS PIESRed L WhefAN
a down direction key 1 is pressed once, the entire 1nmages arée
shifted located at (2, 3) is located at (4, 2), as shown in FIG. 5. If
10 the enter key is pressed, authentication is successful.
According to the manipulation of the direction key, the server
continues to shift (2, 3), compares coordinates immediately
before the enter key is inputted with the key coordinates, and
if they are the .same, considers that authentication is
15 successful. In this method, a total of 25 images are shifted
together. Thus, it 1is very difficult tc¢ know which image
corresponds to which coordinates although others behind sees the
screen. Moreover, although manipulation information of the
direction key is stolen, authentication will not be successiful
20 only with the same method because the key image is located at a
different position next time. In this case, the shift rule is a
method in which an image located at the end in the traveling
direction like 1~2-3-4-5-1 is shifted toward a first position of
the direction.
25 Furthermore, in this method, the key coordinates can be
newly designated every time using a second key image.

FIG. 6 shows an embodiment in which numbers are indicated




in the direction of the direction key. Thus, the heart pattern 1

| ocated at (2, 3) is located at (4, 2), as shown in FIG 5. If 10 the
enter key w® BisaRere, authentication is successful. Accavidkxg/wnios he
mani pul ati on of the direction key, the server continues to shift (2,
3), conpares coordinates imediately before the enter key is
inputted with the key coordinates, and if they are the sane,

consi ders t@%ﬁ: aéjéohred}tnia agi on. ic%o%gisugcessgzlilh. In this nethod, a
total of 25 r’r%ges are Shifted toge]f’%eer TThusY it s very difficult
to know which | gROEn:£0LRRAAAEAS, {Ledthlich EAOEIERANRS,Al Lhepah, Of Nt sy
behi nd sees the screen. Mreover, althodgh manipulation’information
of the dirfeebtoRekendde Sinal @Nseashdanty Gakbeniw bl cIWteDdQattern ¢, a
successful 20 only with the sane method because the key inmage is

| ocat ed at faurdeddiar grisipasht 8 orherextthei akovdm fahtiternase, tiheegbhnlit key
rule is a mnmethod in which an inmage |located at the end in the

travel i g isegecisohnlfiedly- 1o8aded-Hedameshikbyedovowarates.f Thet is, if
position of the direction. 25 Furthernore, in this nethod, the key
coor di nat e¥beadibet KeW yraei §halletrevier ytie neetidiing aheseofiickegcond
i mage. FI G, 6 shows an _ enbod] t ip i ch nupbers, are indi cated WO
2005/ 02921é‘eﬁcﬁ?‘¢@&d§4/166§1®{5ﬂ? g"&%?yﬂ AFGPEPhATES Wot-Sc BRT R T -
writing. In this_enhodi nen as ing.that_the.heart pattern 1 is a
it Hey | mmge And 2os EORE Koy T RRGE Yo e ANER Dk For hindad Sefery

time, it is easy to memory the key coordinates by attaching the

10 number 3 than coordinates such as (4, 3). A user who receives
the image table as shown in FPIG. 6 finds a heart pattern 1 being
his first key image, finds a clover pattern 4 being a second key
image, memorizes the number 14 being its position number, and
then manipulates a direction key in order to position the heart

15 pattern 1 at the 14 position. At this time, memorizing the
position number of the clover pattern is for not to lose the
first position 3 since the clover pattern is also moved when the
heart pattern is moved. Therefore, it can be thought that the
position 3 designated by the second key image not the second key

20 image is hit. The user can easily memorize the key images using
the name of the images, by producing memorizing sentences such
ag “I love clover” {(a heart can be moved to a position where the
clover was located), “Carrot to a panda” (a carrot is moved to a
position where the panda was located).

25 For this method, when the server newly produces the image
table before transmission, coordinates of each key image can be

recorded, and movement of the coordinates can be calculated




fourteenth position 3 where the clover pattern of the second key 5
image is. initially |ocated becones key coordinates. That is, if the
first key wwaesi®@oved to the position where the secormti/KRa4/4pa§e
is initially located, authentication is guccessful. In this method,
since key coordinates are changed every "tine, it is easy to nenory
the key coordinates by attaching the 10 nunber 3 than coordi nates

such as (4, 3&@)ordAnHdSES naREEh VAS hhesi tROGskabl e as shown in FIG
6 finds a heart paftern being his first key inmage, finds a clover

pattern 4 bei ngpk SBEONELKEY anc¥Bge, inBiesties Ahe uHaTher ridcbRilid such
its position nunber, and then manipul ates a direction key in order

to positionas hebbeayttddlp pat 6rand atrepbet Ikypéscbndre tAoughts ti ne,
menori zing the position nunber of the clover pattern is for not to
| ose the first Bogbitilon Bosbrcenape k$vvendpdiheer geperhl devnoyesl kevs
when the  heart pattern is noved. Therefore, it can be thought that
the positibFrBtgasinpthtey By 43 - sddorfdRePPREGES Rt £he d8ebnackey?

20 i is hit. Th il ' the key.i '

the nane of STHE® fag@s hby SBTBUTIHR REMTIS 1 hd" CAATERECE Sache dePeFt
I I . d, { L4 :

was | acal edsH A aeopR L ERTRER 42 ST HHE! B BRBs R o

where the panda Wasshoeatgdhot 281 F@ed MingnMhBORey WiRHGd NEs SERIMRS, That
new y produces the inmage table before transm ssion, coordinates of

each key inpge jgannkeorageostesd, padic ibnY eamsr af2-13e1¢008 theesE I nCAG.
be cal cul ated WD 2005/ 029216 PCT/ KR2004/ 002495
10 6, a position 13 where the carrot is located is a booby trap key
5., Thus, an =alarm 4is generated from a PC spéaker and
authentication is thus unsuccessful. That is, it 1is preferred
that a path of 12-11-15-14, 12-7-8-9-14, etc. be used away from
the carrot.
15 Purther, 4if the booby trap key is trapped during the
authentication process, the booby trap key transmits an alarm
message to a user via SMS or e-mail so that the user can take a
proper action. For example, URL, which can receive a report, can
be included in the alarm message. If a report is received, a
20 guard can go to a spot in order to catch a criminal.

. The report key 6 allows a user to make report without being
noticed if a criminal enters a company or a home by threats or
when withdraws cash, in the case where the report key 6 1s used
as an authentication device in a door lock device, a bank cash

25 dispenser, etc. If the user deceives the second key image into

considering it to be the butterfly 6 of the report key ox

directly manipulating it, authentication is successful and thus




9 according to key mani pul ati on of the user. At this tinme, another
interesting and useful functions such as a booby trap key 5 and a
report key v sisrodeist hought. Both the booby trap key aneCt/RB200€0495
key are keys 5 predetermned by a user.,,In this enmbodinent, the user
sets a carrot 5 as the booby trap key, and a butterfly 6 as the
report key. The booby trap key is a key indicating a position

through whigh passagQnisalobtakhowediphen: s heaksy HdRGR L, S sMeErt is
That is, if the order of a position nunber 12-13-14 is noved in FIG
10 6, a posadiomatlildawhermaddetcattiotpétideocat ed ¢l bomdpankl aghkey is,
5. Thus, an alarmis generated froma PC speaker and authentication

i s thus unstulccesgbat. kdhatan e kt figcipief énr wbich Hdte aepatrh Gfinction is
12-11-15-14, 12-7-8-9-14, etc. be used away from the carrot. 15
Further, ifadded Beobye tiumstiey ¢5 theagpeenddidivnd™e®®: aut henti cati on

process,_the booby trap key transmts an alarm_ nessage to,a user via
SVB or € mai| sdPEhBPe %et“%/?éjerkegaﬁn‘?aw FEPRFbpETY a‘cgi'ri%g‘ﬁ.r Eprreases the

exanpl e, U@—éve‘&’{‘}océ”' acac{-é(g;rrgee%?it St aa{;ggrgprés’ a%%ﬁenpfc%‘:q(gnucg_%d oi[rgdetgh%ogt an

al arm message. a‘report i s Fecérved, a guard can "go sp

in order to; GalCh AsCEifl NAlsquisdNBILEAY LKEYRO-8! 1S By URLE1 D ing a
make report w tthout being noticed it a crimnal enters a” conpany o?
a hone by tjwRahsioh iR .W thdraws cash, in the case where the
report key 6 is used as an authentication device in a door |ock

device, a bank @aghher, a method of assigning a number to each position
10 shown in this method can be applied to the method of FIG. 4.
That is, in the method of FIG. 4, you can memorize the heart
pattern at the number 19 instead of memorizing that the heart
pattern is at the position (4, 2).

FIGS. 7 and 8 show another embodiments of an authentication
15 method by the input of coordinates. This method is a case where

key images form a pailr such as 21(7) and 11(8}).

21 is found in a left image table of FIG. 7, and 11 is
found in a right image table of FIG. 7. Then, two key images
are overlapped by dragging the right image table using the

20 mouse, and are then dropped. In this case, if there is (21, 11)
among various palrs of overlapped images, authentication is
successful. BEven in this case, the arrangement of the image
tables is randomly changed in order every time. Thus, even if
manipulation information of the mouse is known, next

25 authentication will be unsuccessful. Further, since several
pairs of images are overlapped at a time, others behind will

not know which image pair is which key pair. In this method, if




25 di spenser, etc. If the user deceives the second key inmage into
considering it to be the butterfly 6 of the report key or directly
mani pul at i ggh 2dose@piichentication i s successful and thus WORRMIS/G2H216
PCT/ KR2004/ 002495 10 sets the crimnal at ease. In this case,

however, a report is automatically made to the police or a guard
conpany. That is, the report key can be a function in which the

report functiQy iifagaddgdit® therdsiigld on, ofnd NRegecnage kpyit MThEEn Bhe
The booby trap kéyagnd t he reporf key further incgeases tﬁe | evel of

a danger thakeatéenpishatdherid caidgn lidbiekderthersapani lchefaly uses it
to disguise hinself as others, thereby maxim zing a prevention

ef fect. Furtbénce atoet hedsobadssi ghi hjge aimagderate eachlappsdt i Ghus10in
shown in this nethod can be applied to the nethod of FIG 4. That

is, in the merded o Frayerd, tyaa. chhe nbwass Zebilre heaFpe @RS eherat too
t he nunber 19 instead of nenorizing that the heart pattern is at the
positior® (4, 185S PAES Of 4R SMEEY AFotNEr L8R HenOe SERT &, and new
aut henticatign 15 t hod by the %n ut of coordinates. This nmethod is
a case wher e "™REYy ?4E;$€saF8r?ﬁ%§IEaF "such as 21(7) and 11(8). 21 is

found in a 'eftEﬁqgﬂgg_o%%ﬁ&e%&fméh%e@masn%éJnieé. anﬁgpggaé‘%fyés%d to

i mage table of . two key 1mages are over
draggi ng ther jghtod MBO&, A %h@_sfaﬂgsésléef%)h@% ted KA1k is safe

dropped. In this case, if there is (21,
although others steal a glaqce at it. In order to accomplish

10 the object, fixst, a key image and key coordinates {or a second
key image arranged within a second image table) that must
correspond fo its key image must be known to a user himself.
Second, when the position of the key image is manipulated, ail
other images are manipulated at the same time in the same

15 direction and as long as the same distance. Thus, although
others watch it, they do not know which image is manipulated.
Since the arrangement of image tables 1s differently presented
every time, authentication is unsuccessful only with the sanme
manipulation wvalue although the manipulation value is known.

20 furthermore, even if the direction key 1s manipulated, the
same effect can be cbtained although all the images are never
moved. In this case, the user can draw a pointer over the key
image in his mind, and moves the pointer in his mind together
to the key coordinates according to the manipulation of the

25 direction key. That is, if the images are moved, the pointer is
also moved, but if the images are not moved, the pointer is not

moved. Thus, others who see 1t from the side do not which image




anong various pairs of overl apped i mages, authentication is
successful. Even in this case, the arrangenent of the inmage tables
i s randonl wahasigeziéi n order every tinme. Thus, even if PCHKRPO/@2499N

information of the nouse is known, next ;25 authentication will be
unsuccessful. Further, since several pairs of images are overl apped
at a time, others behind will not know which inmage pair is which key

pair. In thisgsmidigdiatéaWO 2005/ 029216 PCT/ KR2004/002495 11 two

i mge tables correspond’'to the key inage pair when the server
produces the i nage. tabdless ahhemsSodmentasit| ¥ koowdsponsSengerd«an agassst
pairs of the imges are overlapped. Thus, in order to prevent this,

t he i mage t abhesranipuhetteseoiMiedérecniod kegs pairs of the i mages are
over| apped are discarded, and new image tables are generated. The
above- descri bed TRet R diisidippas, of Bfd 8- cbf radiitisddeorude et Hod paint

whi ch ttge process of hitting. the ke%/l ima]?e is safe althoulgh ot hers
steal a gl dATCE2HE WPl FHErdeRIt FACFmpfFTsn iRF¥ T heBBj ctXe | 1839/ @

key i mge d key coordinates.(or a_secqn key i mage_arranged within
nSecond. | nage B b EEP AR S e OpRE oo et o e HRAT Hedd pafe

known £0 auiae! Wl MRRlks (38E0My Wagly1Damos] Lol Hod MK ReroTB8Eng

b
i s mani pul at e . er 1mages are nanipul ated at the same tine
the same 1.4 reet r@aLaRd ASsbopdr aseille $ANBe digliangRy HULSr. In the

al though others watch it, they do not know which inmage is
mani pul at etkxample shown in FIG. 9, a distance from beexr to the soccer ball
10 is one box downwardly, and a distance from the soccer ball to
television is two boxes to the right and one box upwardly. A
total manipulation process is “a down direction key once,. enter,
a right direction key twice, and an up direction key once,
entexr”.
15 An embodiment of a ;mrsonalizétion set that prepares for
phishing will now be described.
Description on the personalization set will be made
assuming the case of FIG. 9.
The method such as FIG. 9 is advantageous in that a
20 personalization set in preparation for phishing can be easily
implemented. That 1is, since =sets to pass are differently
registered every person, sets different every person are
presented., Thus, others’ key image and passage points cannot be
known using bogus sets.
25 FIG. 10 dillustrates a setting screen for producing a

personalization set.

As shown in FIG. 10, if a user selects his key image and




Since the arrangenent of image tables is differently presented every
time, authentication is unsuccessful only with the same manipulation
val ue al t heugivos/érezieani pul ation val ue is known. 20 Fur tircmkRIves00210en
if the direction key is manipulated, th sane effect can be obtained
al t hough all the inmages are never noved. In this case, the user can
draw a pointer over the key inmage in his mnd, and noves the pointer
in his mnghdQget RRbral RatdeinRy eoordipatss Beear dungute hd& than 16
mani pul ation of the 25 direction key. That is, if the inages are
moved, thengddiel L8 aabsp amvednebated fa tﬁaﬁsbﬁagﬂﬁatﬁj’c& Bet IRyBRMing
t he pointer is not noved. Thus, others who see it fromthe side do
not whi ch ¥image: \WOt2005080€P 1355 POTWKR2008L60299%00dl®  sies smané potatueekd
FIG 9 shows an enbodi ment of a non-response screen against the

mani pul ati & 6had dit eéfi HIEeGulY ntehelnsdvdai riddt blfe FBG impodsf of a
passage_rule is a 2 oint 5 passage type starting froma key inage,
and a kdy FRgeErea lﬁ%r?ﬁﬁﬁ? Deoor di nat e |nage and a terninal

coordi nate |naqg are b%S%E sgccer bal | I el evi si on, ent.ence

for menorizi ng - Can bé AT PN &3P A% Sd AP Kh ee?L. R
the exarrp%) es«:l(}%‘é(” Ay RLR ﬁnﬁngh tance; régg%@ eserrérg’dot:ﬁ?; %’elci%%rtegaltlo

10 i s one ownwar dl y, tance Trom the soccer

tel evisi orpf&adaeotaexgérg&amaug@t &and t@@epbesamvy%@dltxat%pécﬂtﬂlc 3
mani pul ation process I's "a down direction key once,. énter,

images are all included when selecting the 16 images from the 36

10 images is merely 7.8%. That is, the probability that a criminal
passes through a bogus set and then steals a tgrget user’'s key
is 7.8%. If specific images are to be selected from 100 images,
the probability is further dropped and results in 0.3%.

Furthermore, it is evident that the persconalization set can

IS5 be implemented to support a unique set by uploading images
produced by a user.

"Also, in order to steal a glance at a personalization set
in advance and then attempt a phishing attack wusing a bogus
personalization set, it will be effective to send an alarm

20 message to a person even in an attempt that a criminal sees only
the personalization set but does not pass. The alarm message can
include an advice sentence reading that it is better to change a
key because there is the possibility that the personalization
set may be exposed.

25 Next, a method of preventing an attempt to steal a key by
applying a personalization set, which is obtained by installing

a hacking tool having an image capture function in others’




a right direction key twice, and an up direction key once, enter".
15 An enbodi nent of a personalization set that prepares for phishing
wi Il now beyvolemsnisbed. Description on the personalizati por/ggboowdziesbe
made assum ng the case of FIG 9. The thod such as FIG 9 is
advant ageous in that a 20 personalization set in preparation for

phi shing can be easily inplenented. That is, since sets to pass are

di fferent!| yooriR@kst 86 eds ey@ryce%qr $R8, %ﬁgéeic@'sfciﬁé@tp@r\é%ﬁlxlEQ%&% e,

presented. Thus, others' key inmage and passage pol nts cannot

known usi ngtcb@gubsbg&et §it@5fdd Ghidfind | wisitir e BedcSBIdd.NQAISREEEN dfture
producing a personalization set. As shown in FIG 10, if a user

sel ects hi sckeye pageeaneld \WDr2005/ 82 9216 REPLKR2 0010102485, dBis method
passage coordi nate image frominmages which is nmuch nore than 16
necessary i¥s a-® ePTHRF Yk ot e32% persenat | Zatiioy derli ndlagdicagnot hée
sel ected. i mages as shown in FIG 9, bogus sets are produced so that

it is ditfiRREFEdi RIS AhF FHS ~$3P ’@%st‘%ﬁhnﬁlogyc%?lfsé§pondl ng

person. Assum n 3 |rra es _ano es as in
sel ected and thgl% ni H 3a|nrréaggg‘p£ orHES?rséﬂré’é‘tlga Fab?%rgaﬁcé‘n

the personaljzabi 90,581, EQJ.EVJLFH baﬂztaolr'dt.i_}{gt Q%t tsr%ecﬁgésen% invention. In

this example, main computer information 14 is recoxrded every
user.

10 FIG. 13 shows an example of an interface for registering a
main computer according to the present invention.

When the personalization set according to the present
invention 1s executed on-line, specific unique information 14
within a computer of a user can be recognized using, e.g., MAC

15 address of a LAN card or the computer of the user can be
recognized using cookie. If the computer is recognized as a
computer that has not been registered in the user profile, an
alarm message is sent to a contact point 15 designated by the
user, and the interface for registering the main computer as

20 shown in FIG. 13 is provided so that the user can take an
necessary step.

The alarm message notifies the user of +the fact that
authentication has been attempted by a computer not registered
by the wuser so that the user can prepare for personal

25 information hacking.

Further, the interface for registering the main computer

allows the user to register his computer, which is currently




i mges are all included when selecting the 16 imges fromthe 36 10
images is nerely 7.8% That is, the probability that a crim nal
passes t hr ouglmosol®eogus set and then steals a target usePCHEFKRe0p4/002895
7.B% If specific imges are to be selected from 100 i mages, the
probability is further dropped and resulPs in 0.3% Furthernore, it
is evident that the personalization set can 15 be inplenented to

support a %'é%eléséd,byaypépﬂlgmgcbmgﬁ%. PLodused bynd USEL . rSGcreq

in order to steal a glance at a personalization set 1n advance®an
then attenpéonpudlirShkNgedbd@blediSisNgnd RROWScolRiteoNaki ZRL | @8eSeland tis
will be effective to send an alarm 20 nessage to a person even in an
attenpt thathes areatadl dsERseahly fidie spess@nalnrzat sodrsetcobptit does

not pass. The al arm nessage can include an advice sentence readi ng
that it is bettdthato thangeia keyprbezausd t ibee usent hendosthéi | $tyange
that the personalization set nmay be exposed. 25 Next, a nethod of
prevent ihg EeiEatesapaneo ditfdgrentkeytigateghprsangg thaferkasifal foratpamsing

set, which js obtained by installing a hacking tool having an i mage
capture functi%wh ﬁ“&g‘ﬁﬁﬁcaﬁf@%@%/ 655216 ﬁﬁ%iléﬁﬁéﬂﬁ"/oo‘i‘%esexaf@ler a

conputer s st eal, t above-descri bed personal.i,zatign,set, . to
a bogus si ?]faea}?olﬁzoplﬁieghﬁﬁggg\nel “Be C&% 1c’}ljré'ia:‘t‘)ea. At eé’u&h EERT Ut @ B pEe

prevent ed twﬂﬁ@ra@aﬁngg'gﬁptw &d %Q\?Qlaﬁgyy éi@i%rgﬁx:,hogr éfl tlpeys can
prepare for a case where a hacking tool that” cannot be .
pass through the strange computer but some of the keys can pass

10 through the wmain computer. That dis, although phishing is
éuccessful in the main computer, only the key 12 for the main
computer is stolen, which makes it difficult for fraudulent use
by an attacker who has to input the key 13 for the strange
computer.

15 Furthermore, the method of confirming keys different every
computer is effective in preventing fraudulent use in a strange
computer even in authentication by an existing text input as
well as authentication by the coordinate input. That is, if a
password is 8 positions, 8 positions are all confirmed in the

20 strange computer, but only 4 positions are confirmed in the main
computer. It is thus possible to prevent fraudulent use in the
strange computer although the password is stolen.

If the present invention is applied to a security access
service, it dis evident that there is a sufficient hacking-

25 prevention effect although the access location tracking step is

omitted. PFurther, it can be seen that a security effect is

sufficient although a dual authentication step is not practiced.




5 prevented through the anti-capture technol ogy exists. FIG 12 shows
an exanple of a user profile table for an authentication service
accordi ng twm tdgopewsent invention. In this exanpl e, NMECTKRENPLURSS
information 14 is recorded every wuser. ;0 FIG 13 shows an exanple

of an interface for registering a nmain conmputer according to the
present invention. When the personalization set according to the
present invent Nemt} sdexecigtadnonsliines Sﬁ%hf ke lanlnﬁalt@loanf ar L AN the
14 wthin a conputer of a user can be recognized using, e.g., MAC 15
addr ess of %@R&Ecaﬁﬂe@ﬁlqrhésc@@p@lied of ddecesesucianadea Iﬁcﬁ@ﬂggnlp'h%de,
using cookie. |If the conputer is recognized as a conputer that has
not been r@gﬁ?f’ér%%dfr? é ﬁég? I5r of PRréltwim mahaem nessage is sent to

a contact point 15t%e3| EL gé the _user, and the interface for
regi stering the nai 6‘\%’%& PE8"%0 Ej‘?ﬁ’)v\ﬂo?% Fpekr 1809 sspfevariddssoon,

that theg usgglr gan .t ake o8 The al arm nmessage notifies
the user of the fact thfz?i&'(t29 auth |cat| glr? Has ‘Ben S Ve fptEdons geople

conput er nQlixeegbsiesad onby &Q&é\:’seor opLhat USBLCRD, P enare for
personal 25 informati Ol’?nhagkl ng. Fur tghle)%ggi hfe€1|eiric’t %rﬁ Sce° Cpessary to

regi steri ngohliermedm WOHRAUL £rpasthb@Ws the user to register h| S
conputer, which is currently W 2005/ 029216 PCT/ KR2004/ 002495 15

Therefore, there is less need to perform the above-

described first and second authentication steps. Further, in

10 these devices, the keyboard is a compact keyboard not a full
keyboard 1like a comﬁuter keyboard. In this keyboard, it is
convenient to input npumbers, but inconvenient to input
characters. For this reason, a password in this device is
usually composed of only numbers. This results in a too narrow

15 Dbandwidth of the password. Furthermore, since there is nothing
meaning in numbers, a password related to personal information
is wused in finding meaningful numbers that can be easily
memorized. This password is disadvantageous in that it can be
easily analogized by third parties.

20 FIG. 11 shows an embodiment in which the present inventiecn
is applied to a mobile phone.

As shown 1in FIG. 11, in the case where a text password is
first inputted and the input of coordinates is completed by
presenting an image table for coordinate authentication without

25 confirming the password, if it is determined whether to allow a
passage by confirming the text password and the coordinates at a

time, the number of cases is 10 thousands when a number password




bei ng used, as a main conputer. At this tine, the registered

conputer is recognized as the main conputer of the user, and is thus
treated di mfeereonidoyisf rom strange unregi stered conput er SPCIVKRE004/602495
mai n conputer of the user and the strangg 5 conputers are

differently treated nmeans that keys for passing through

aut hentication are set to be different. For exanple, a key 12 used

in the mai ntTETRUt ér Paptltionseyal® isert iz a stpange pa%ggggtﬁglé:qql he g
set to be conpletel different, or all keys can pass thfough the
strange comptit tﬁ’ﬁ’ﬁesor?@eoﬁl%@r keys ceamspass 210.1t ltheyghrkheciBidimply
conput er. |s,b%th ;g hi shing is successful in the main

conput er, ONly f he*Key M2+ 9%e heFw tiggnpit e s sidliems whieh total
makes it digf | t,f a Ient use, . by an attacker who has to

i nput t he kél;j/nb% %')‘gre‘tIl 4. ?I(r%én e-2ed %rassi’g'lﬁ—ﬁrf:%i?méwahés taken

met hod &f eenfdinAl ggekgﬁﬁb@gf LI ent.ever ter |s effective in
preventing fraudul ent use m% str%ﬁ eg %B%r%un;g aken in oxder to

aut henti catfilat tye afu1@Xinskb&® J@%biobOPLE AS as authenticati on
by the coordinate input. That is, foa pasg\l/\llowrgdA 58D pSE?‘fllao

positions are ard cadbi rareld ithd hﬁré’&as%t r@@gebgo%tg% oyt t8n|%1110w a
positions are confirnmed in the main conputer. 'S t us possi
prevent frRaasirEntonke when H@thstthangextoﬁmplﬁfera;ai tﬂgyggbc;r@gng@és%,gt
is stolen. If the present invention is applied to a security access
service, i ?r?sv‘é%’r‘ge‘ﬁ%tft% threpgoresa oiif ¢oniiemtinbackngex®5input and

reventhon, gf f ect ough the access |location tracking step is
P 1b tfie ' & 1nag 9 nput intermediately. J P

The above-described built-in type 1s very useful in the
door lock. This means that not only the bandwidth of a password
widens, Dbut also all pertinent persons can use the number
password. That is, in an existing number key, since all

15 constituent members uses a single key by, it is inconvenient to
inform all the constituent members of a new password. Thus, it
is very common to use the key for a long time without changing
it. In the present invention, if keys as many as the number of
constituent members are registered, each constituvent member can

20 manage each key separately. BAlso, since the. bandwidth isg
sufficiently wide enough to be shared by a plurality of
constituent members, it can be safely used in most door locks
for an office. Furthermore, there is an advantage in that
entrance and exit can be managed on a constituent member basis,

25 Furthermore, if a door lock to which advanced technologies
such as an electronic chip or biomatrics are applied is used,

the level of security does not drop to the level of security of



omtted. Further, it can be seen that a security effect is
sufficient although a dual authentication step is not practiced. WO
2005/ 02921 v fd7/4¢82004/ 002495 16 Next, descri ption w |pcimRBI/®RIOON
a nmethod in which the present inventiong s applied to devices such
as a nobil e phone, a door lock and a sa?e inabuilt-in manner. In
t he nobi | e phone, the door |ock, the safe and so on, 5 there is no
need t o corff inumbwahokes prbeidadng raulﬁaégy&ataﬁtogzlgg_ | i ke services on
Internet or a bank. It is thus not necessary to" confirman ID and a
password. Therefore, there is less need to performthe above-
described first and second authentication steps. Further, in 10

t hese devices, the keyboard is a conpact keyboard not a full keyboard
| i ke a conputer keyboard. In this keyboard, it is convenient to

i nput nunbers, but inconvenient to input characters. For this
reason, a password in this device is wusually conposed of only
nunbers. This results in a too narrow 15 bandw dth of the password.
Furthernore, since there is nothing neaning in nunbers, a password
related to personal information is used in finding nmeaningful
nunbers that can be easily nenorized. This password is

di sadvantageous in that it can be weasily analogized by third
parties. 20 FIG 11 shows an enbodi ment in which the present
invention is applied to a nobile phone.



As shown in FIG 11, in the case where a text password is first
inputted and the input of coordinates i% conpleted by presenting an
i mage table for coordinate authentication w thout 25 confirmng the
password, if it is determ ned whether to allow a passage by
confirmng the text password and the coordinates at a tine, the
nunber of ' . I housands when a nunber password WO 2005/ 029216
PCT/ 1, sz%%ggﬁlhggé@f'i is only 4 positions, and if it is a 2-point

passage rule in 16, | e.t abl the nunber qf cases is. 210. The
re not st ol y - Adated BRESTY wrBemrieaing SEGE oIy SPECcI PSR AT e
total nunber of cases. This neans that _assum ng that an hour is
taken 5 t @ grmigpl salscied frar agaetiliophpneaa P andmphenk ¢ash digpensernthe mepdiod
to find the full nunber password if 7 hours are invested a day. To

t hi s end, corhpriginpthestepsafi be programmed to allow a passage only when
both the text input and the coordinate input are valid w thout the

process of con{d)ygghfi@tihdg: theXdrvéuiiinagd thbld B Whieh 606 b idad Rey idigks and
i nternedi ately. e above-described built-in type is very useful in

the 100t o8P KnadHl! hadTRNRel A, RO GBLY of NOuBARIN dhvhliof PSR

wi dens, bu pertinent “persoéns can use the nu r

RN S M R

constituent nenbers of a new password. Thus, it s very connon to
use the key fofblaif] Bgkey imaggst weuyalidhaselesigd and inputted Trom the terminal,

approving authentication of the user at the server,
wherein the procedure of selecting the key images is not displayed on the image

table in the screen of the terminal.

2. The method as recited in claim 1, further comprising, before said step (a), a
login step (¢) of inputting an ID and a password of the user by the input of text through

the terminal.

3. The method as recited in claim 1, further comprising, before said step (a), an
access location tracking step in which a program that performs a function of tracking an
access location of the terminal on-line is automatically installed and executed in the
terminal from the server connected to the terminal, and access location information of

the terminal is sent and stored in the server.

4. The method as recited in claim 2, further comprising, before said step (c) or



it. In the present invention, if keys as many as the nunber of
constituent nenbers are registered, eaeh constituent nmenber can 20
manage each key separately. Al so, since the bandwidth is
sufficiently wi de enough to be shared by a plurality of constituent
menbers, it can be safely used in nost door |ocks for an office.

Furt hernore, there | ' It inCaf;
managed oeertaee: (8 P BB RR (o irhBloes? MeaBiE fradhily Sl i ARIOH
to which advanced technol ogi es. such as an el ectronpic i p._Or. .
bi omat ri c RN A peEgrRS 2 on #&@CX%@%&P 38?‘35%1%"&&?’? fz’%gl?gtgn’ﬁlg?l Fine
to the level of security of WO 2005/029216 PCT/ KR2004/ 002495 18 a
number keys mitomiidkadly dnstaltedaand; exeaied Kethe tarinafyfgam the servarpepngeied to they
met hod for safely authenticating a user on line by a specific server
through aerhrfidlj sl acsesk datatidn informeionwitiiectephioalds sent BRG] atocedainitlanderver.
cash di spenser, the nethod conprising the steps of: (a) generating

at the server an image table in which two or nore key inmages and
ot her inmages that are previously designated on a user basis are

random y ni xed fp@ﬁ dﬁ{tgga?% S-%Aﬁfas ih e RO drah ! e F@%@yasreﬁﬁiavﬁéd e

user's term nal € key Inmdes are va sel’'ected ahd
inputted fromthe term nal, provin ut henti cation t he #
the ser veraf[temﬁb?”?e?‘i’fh?lﬁ’é’ab?lb%g%r‘ésebfs &g'%@'@f ?’i‘?&l %émﬂ%ey%;j}?a%@g{%ﬁ%g bﬁgt[ﬁe
di spl ayed on the inmage table in the screen of the term nal.

previous attempt of authentication.

6. The method as recited in claim 2, wherein the image table provided by the
attempt of authentication by the user is different from an image table provided by the

previous attempt of authentication.

7. The method as recited in any one of claims 1 to 6, wherein start coordinates
(initially inputted key image coordinates) at said step (b) are previously designated as

one of the key images.

8. The method as recited in any one of claims 1 to 6, wherein the authentication
approval at said step (b) is made in such a way that the corresponding key images are
sequentially inputted by movement of coordinates in the image table based on a

predetermined input sequence of the key images.

9. The method as recited in claim 8, wherein start coordinates (initially inputted



2. The nethod as recited in claim1, further conprising, before said
step (a), a login step (c) of inputtithig an ID and a password of the
user by the input of text through the termnal. 3. The nethod as
recited in claiml1, further conprising, before said step (a), an
access location tracking step in which a programthat perforns a
function [alop | A0 -pal 138 i
aut ormt 1 o a1 AL bR BEATESen RATH BRigRatcl B8 chFIRRS L 18 fec
connect ed t?g he.term nal, and access |ocation information of the
term nal P5PESAY ™BR%FSstored in the server. 4. The method as recited
inclaim2, further conprising, before said step (c) or 20 between
said step (c) and said step (a), an access location tracking step in
which a programthat perforns a function of tracking an access

| ocation of thd0t Eherimetiodaas-rkéited injany aut ofraleiroall Ity 6, wheeein the image table
executed in the termnal fromthe server connected to the termnal,

and acces sndiRedbh®8r mBfIpaBific @Magds fréoisty ddsiidlatedss addbbandp képaed in
the server. 5. The nethod as recited in claim1l, wherein the inmage

tabl e provided . L i finti ] i
different fr omt@ Sérﬁgg@%%g%pp@v@g@%b t%ﬁ{eﬁeﬁg?%\?inolggt gf t‘é gur%? tgfpass
aut hentication. 6., The nethod as recited in cl|ai enei.n th
mge t abfEORRbPERRTORFRHEY WP dRGERt ah birerrfien ot e e
different froman inmage table provided by the previous attenpt of
aut hent i ckey @mgean.anqiﬁ@nﬁ@ﬂﬁé@aggn%ﬁgéao p Rreggteringd s¥stefai s 1 to 6,
wherein start coordinates (initially inputted key imge coordi nates)
at said step (b) are previously designated as one of the key inmages.
8. The method as recited in any one of clains 1 to 6, wherein the

aut henti cati on 11apRé eiedhodods ®aitéh i GRin B) wheree iinags wbile nchiles bhabr
the correspondi ng key i nages are

more specific images previously designated as a booby trap key, and

the server at said step (b) disapproves authentication if it is caused to pass
through the booby trap key upon movement of the coordinates to select and input the

key images, and transmits an alarm message to the terminal.

12. The method as recited in any one of claims 1 to 6, wherein the image table
includes one or more specific images previously designated as a report key, and

the server at said step (b) approves authentication if the report key is selected
and inputted as the key image upon movement of the coordinates to select and input the
key images, and automatically reports this fact to a guard company or police station

through a guard system.

13. The method as recited in claim 8, wherein the image table includes one or



sequentially inputted by novenment of coordinates in the inmage table
based on a predeterm ned i nput sequenge of the key inmages. 9. The
nmethod as recited in claim8, wherein start coordinates (initially
inputted 21 key inage coordinates) at said step (b) are designated
as coordinates of a first key image of the key images. 10. The
met hod as fge eﬁe@ﬂic‘1&a§€§’pr@ﬂ%u§l§ d@éléﬁaﬁ@i ds 4:8p&St k¥)@HhEI N the | mage

table includes one or nore specific inages preV|oust desi gnat ed as

a booby trap k [V, i )
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and trans fRUEedAs Hieakey HRAESS JaoR Hloa’e&e%%‘é FfioREd %%Pe‘?ﬁlecif}id Y the
met hod as recited in claim8, wherein the image table includes one or
more speckéy imagragesd puteviaticallyyregexs griatfan tag guasd sbyppaRpr leljce statdon
the server at said step (b) disapproves authentication if it is
caused t otlpasth a flmidkgRerhhe booby trap key upon novenment of the
coordinates to select and input the key images, and transnmits an

al arm nessage to the termnal. 12. The nethod as recited in any one
of claimse 1 to 6, wherein the inmage table includes one or nore

specific inmage Vi Q y..desj gnated as d
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guar d syssdesting3he kieimagerand ciberrimegeseepnpifuting the ig1agajable indivigeallyrmage
tabl e includes one or 22 nore specific inages previously designated
as a repogterkayis. and

15. The method as recited in claim 8, wherein, before said step (a), the server
constructs and registers a personalization image table which is formed by selecting the

key image and other images constituting the image table individually on a user basis.

16. The method as recited in any one of claims 1 to 6, wherein the server is
provided with a profile table on which identification information for identifying a
computer of the user is stored, and provides an interface in the user’s computer so that a
computer that is not stored in the profile table by the user is designated and registered as

a main computer or third party’s computer.

17. The method as recited in claim 8, wherein the server is provided with a

profile table on which identification information for identifying a computer of the user



the server at said step (b) approves authentication if the report key
selected and inputted as the key imagé&s upon novenent of the
coordinates to select and input the key imges, and automatically
reports this fact to a guard conpany or police station through a
guard system 14. The nmethod as recited in any one of clains 1 to 6,
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said step1®: he server constructs and registers a personalization
i mage t abf a@ﬁ#&ﬁcpgl P red by sel ecting the key image and ot her

i mges constituting the inmage table individually on a user basis. 16.
The nethod as recited in any one of clains 1 to 6, wherein the server
is provided with a profile table on which identification information
for identifyi ngS.aThe:@mahtIdaas edcitedhen uhairh 165 elteddindif thae ipravidRantiastion
interface in the user’ s conputer so that a conputer that is not
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as a min corrpute or t d party's conputer. 17. The met hod as
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of the user 23 is stored, and provides an interface in the user's
comput er 8% ?HE?H%PE%ﬁ%uter that is not stored in the profile table
by the user is designated and registered as a nmain conputer or third
party's conputer. 18. The nmethod as recited in claim 16, wherein, if
there is an authentication attenpt through a conputer that is not

stored in the ppofhé endtiadd &s rdched Serckem IYtwidrels, Enthel Bran HEBSARGEtidO
a contact point of the user stored in the profile table regardl ess of
the attempt through a computer that is not stored in the profile table, the server notifies an

alarm message to a contact point of the user stored in the profile table regardless of the

authentication result.

20. The method as recited in any one of claims 1 to 6, 11, 13, 15, and 17 to 19,
wherein the server acquires IP information of a terminal accessed prior to said step (b),
and notifies, if the key images of the user are not validly inputted from said step (b), an

alarm message including the IP information to the user.

21. A method for safely authenticating a user by a lock device selected from a
door lock and a safe, the method comprising the steps of:
(a) generating and outputting at the lock device an image table in which two or

more key images and other images that are previously designated are randomly mixed;



aut hentication result. 19. The nethod as recited in claim 17,

wherein, if there is an authentication24 attenpt through a conputer
that is not stored in the profile table, the server notifies an

al arm nmessage to a contact point of the user stored in the profile
tabl e regardl ess of the authentication result. 20. The nethod as
recited ig,pny one of clains 1 to 6, 11, 13, 15, and 17 to 19,
wherein the server acquires IP information of a term nal accessed
prior to said e ) i f i e i f t

B e not vaii di % Polibtisy RGP bt iy fedos) o P R TR ol bl S
including the IP information . to the user. 21. A.nethod for safel
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out putting at wherdinéhie ntecdduee efnsclesting thedislydmagesnisinoh prapidedrby the image
key i mages and other inages that are previously designated are
random y gabkeslitpitted feomnl tHddpck feitee key i mages are validly sel ected
and inputted froman input unit, approving authentication of the
user and releasing the |locking state at the | ock device, wherein the
procedure of selecting the key imges is not provided by the inage
tabl e out putted,f{omt I . | Ge-. . a cl i
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of inputting an ID and a, password of the user by the input af text
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22, wherein the imge table provided by the attenpt of

aut hent i céteilock dfvicche user is different froman i nage table provi ded
by the previous attenpt of authentication.

23. The method as recited in claim 21 or 22, wherein the image table provided
by the attempt of authentication of the user is different from an image table provided by

the previous attempt of authentication.

24. The method as recited in claim 21 or 22, wherein the authentication approval
at said step (b) is made in such a way that the corresponding key images are
sequentially inputted by movement of coordinates in the image table based on a

predetermined input sequence of the key images.

25. The method as recited in claim 23, wherein the authentication approval at
said step (b) is made in such a way that the corresponding key images are sequentially
inputted by movement of coordinates in the image table based on a predetermined input

sequence of the key images.



24. The nethod as recited in claim21 or 22, wherein the

aut henti cati on approval at said step %) is nade in such a way that
the correspondi ng key inages are sequentially inputted by novenent
of coordinates in the inage table based on a predeterm ned input
sequence of the key inmages. 25. The nethod as recited in claim 23,
wherein the authentication approval at said step (b) is nade in such
a way that the correspondi ng key i mages are sequentially inputted by

novenent of coqrdjipates in the ijage .t e se j
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at said step (b) disapproves authentication if it is caused to pass
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and input the Kkey images, and transmts an al arm nessage to a
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wherei n the I mage tabFe |ncludes one or nore specific imges
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roni e report key is” selected and
inputted as the key inmage upon novenent of the coordinates to sel ect
and input the key images, and automatically reports this fact to a

uard conpany or police station through a guard system ;
’ pany 27. E)l“he method as recited in clain(i:] 21 or%2, Where){n the image table includes

one or more specific images previously designated as a report key, and

the lock device at said step (b) approves authentication if the report key is
selected and inputted as the key image upon movement of the coordinates to select and
input the key images, and automatically reports this fact to a guard company or police

station through a guard system.



