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.. ASN.;| DATA TO AN OBJECT MODEL BACKGROUND OF THE I NVENTION 1. Te |

" Field: The present invention relates in general to conputer software

devel opment. Mre specifically, the present invention relates to nethods
for dynam cally mapping ASN. 1 encoded data to an object nodel to gener

an ASN.1 data structure. 2 . Description of Related Art Abst mmwu&%mwmﬂwﬁ
Notation 1 (ASN. 1) is an I nternati onal' standard that defines a
and nessage formats for inter-operability. Though initially used *eouss* i
describing email nessages within the Open Systens |nterconnection
environment, ASN. 1 has since then been adopted by a w de range of other

appl i cat i ons STRATESYh FORo PRNAMEEGHERE MODERENE | ASN . IndifiThe TQ: T

t el ephony, air traffic control, and vof@eElnd vi deo over the Internet.
Exanpl es include X. 509 certificates, Public Key Cryptography Standard,

Ker beros, Ceneric Security ] I (R e Managenent

Protocol. An ASN. 1 data typgﬁéébég?ﬁ$)%Eqﬁg%gf%é#%*ﬁﬁée data types (i.e.

| NTEGER, REA7a, BOCLEAN, and NULL) using three main construction

mechani sns: repetition (SEQUENCE OF and SET OF), alternatives (CHO CE), and
lists of fieldsTeERELENCEBMEESET). Once an ASN. 1 data type has been 2
defined, it can bﬁh@??@eé@hﬁr¥h§gﬁﬂfgﬁ' D Otherg iRt h d&d acdppese exact ly
as if it were a primtive data type. Such data types can be defined before
use or afters¢fovame deetbopnees) . Buch speecilred Ml y-def ipregseat a

structure could grow to be very conplicat iald |

requi r enent b@v?ﬁgl%%c5%f%be§ﬁgffnngg% %ﬁﬁg%ﬁgﬁﬁﬁﬁﬁg%%%gﬁ%%éﬁ%ﬂid Encodi ng
Rul es (DER) msicoli agebyée @srayse andoliesodimgldhem PERist@ st andard
encoding rul e used to encode the structure of ASN.1 data to be transferred
bet ween the'%@%tfcng%nSEQV%Fuﬁﬁd the Presentation Layer of the Open
Systens |Interconnection (OSI). It provides a means whereby the Presentation
Layer can reliably exchange an rbiérar{_data structure with other
conput er syst enReSGRIPELP e°§m%# et oMrtayer can map the encoded data into

any type of repregghtakiensprthangyegeidhat [scppyopsiaie for the end
user. Today, object-oriented deS|gn and progranm ng has been adqgted by

more and norénERFRRBPERS BERRUIE ofNY | SInbhyS AdvRMt ByEs, 3t Y
reusability gnds;gasergingRLNEEPANEE: rJGYErah 51 PPE, EXBIPhen Ofnakially
object-oriented, platformindependent, and secure | anguage that has
transformed BFefh énsr gEAgribehaotBayl tBeHoedpe HheE b? the o nant

| anguages fo S A DU - apR&y cath oBss i {Rer ehore, it
woul d be des?yggﬁggtgﬁﬁgggggngggFéﬁhg?pgggﬂﬁiftAS?%1 encode%ldata to an
obj ect nodel baad eflanskat BYASNYidencetied @ht ACReT kP LECIBVA SoufEel Rode,
inorder to helpoen! fERGLSRSAE! fLELERLLY, dRYBLOP EeTglatp O

obj ect-orien cross-patform applications. . _
telephony, air traffic control, and voice and video over

the Internet. Examples include X.509 certificates,
Public Key Cryptography Standard, Kerberos, Generic
Security Service API, and Certificate Management
Protocol.

An ASN.1 data type is built up from primitive data
types (i.e. INTEGER, REAL, BOOLEAN, and NULL) using three
main construction mechanisms: repetition (SEQUENCE OF and
SET OF), alternatives (CHOICE), and lists of fields
(SEQUENCE and SET). Once an A3N.l1 data type has been

AT

*G00002*



~ 3 AU G 2004 3 SUMMARY Aspects of the present invention provid
. and ;program for mapping ASN. 1 data to an object nodel. Thg sta;fegfngﬂgﬁQ4
streamis identified and a new object nanme for the data is generated. Next,
the data is parsed to get the identifier and the data | ength. Then the
data's tag type is analyzed. If the tag type is sinple, a class diagramis
generated for the data and then the sgurce code for the data is generated.

IT the tag ey Nt SIPhR (A SHAMOYLIENGTRY, 1RE chaklred e .f weiher parse
the data before gerderating the class diagram and source code. 13 AUG 200g
4 BRI EF DESCRItRTTONeGF SR IDRAWNGS Tlie wegeel Peamiitéyepelitévéype .

characteristjc,of,the .inventiqn.ar for i clainms. The
i nvention itsﬂﬁq,dQE%M§Xﬁ%Szﬁ§QM§ %ggﬁgegfg%gpggdhggﬁggg%%ggg, further
obj ecti ves ambradvahtmges-driersaaf, dmidh zbestcure ivedersiteddd ey dadfaer ence to

the follow ng detail ed description of an illustrative enbodi nent .when read
in conjuncti %ﬁ%%?%|ﬁ§ﬂ&é§dﬁ%ﬁh3¥h§“ﬁPéﬁﬁhéé?m%ﬁéP Bt BEgGFe 1 depi cts a
pictorial represetdatiaf Ofent Metonortk Oferdaicd ngr 0eEsEIINgicsystigns ons whi ch
the present invention may be inplenented; Figure 2 depicts a block diagram
of a data pr%ﬁ%ﬁ@%@ﬁq%gnwr@e RUsise ettt d S2$ 04 48 Wite i n
accordance Wty @ preferdedhenppdinmnt ofpr Ne Rr egeda Ry eidsenngnd
rule used to encode the structure of ASN.1 data to be
transferred between the Application Layer and the
Presentation Layer of the Open Systems Interconnection
(OSI). It provides a means whereby the Presentation Layer
can reliably exchange any arbitrary data structure with
other computer systems, while the Application Layer can
map the encoded data into any type of representation or
language that is appropriate for the end user.
Today, object-oriented design and programming has
been adopted by more and more enterprises because of its
many advantages, such as reusability and ease of
maintenance. Java, 1is one example of an object-oriented,
plat form-independent, and secure language that has
transformed from emerging technology'to become one of the
dominant languages for successful and secure e-business
applications.
Therefore, it would be desirable to have a tool that
can map ASN.l encoded data to an object model and
translate ASN.1 encoded data to native Java source code,
| in order to help enterprises efficiently develop or

migrate to object-oriented, cross-platform applications.



Figure 3 depicts a block diagramillustrating a data processing S i
whi ch the present. invention nmay be inplenented Figure 4 depictlg%d%gg32@04

di agranms generated fromthe ASN. 1 data types in accordance with the present

invention; Figure 5 depicts a flowhart illustrating a routine to anal yze
data streans and create classes and ASN.l data types in accordance with the
present invention.; Figure 6 depicts a Al owchar t illustrating a subroutine

for parsing data in accordance Wth the present invention Figure 7 depicts
an out put class diagramin accordance with the present invention. Figure 8
depicts an object diagramillustrat SiMMARY 3 A U G 200 parsing routine's
execution order in accordance with the present invention. ~ 0 AUG 200g 6

DETAI LED DESCRIspddi b Ge J@&n?ﬁ%ﬁ%ﬁﬁ&li?rmm@%ﬁ Wd progederfenaRppiay ASN{he

figures, Figure 1 depicts a pictorial representation of a network of data

processijng (3 %ﬁto%ﬁt e o Lihe fgé'%ﬁﬁr%ttrehﬁvig ﬁ‘cﬁénﬂﬁ]@@'ﬁﬂd B& B S&“r‘f\%ﬁegﬁr the

Net wor k "data protessing system IS a network of conputers’in e

present Jinvention be | nmpl enent ed. Network dat.a processing syst 1A0
containgmﬁ‘ﬁé?“%?%ggéﬁ?gmﬁggﬁnﬁ§I?ﬁﬁdﬁ%@?ﬁ@?d@%§&¥5g$$§5ﬁ%%a%%Wﬁhn?gé%ﬁghs
| i nks between various devices and conputers connected.together w thjn

net wor k datat o hieds anahiyedy & tBpfasdype IRsHpRIe K@ Aep digpam Heesigetedoion derdagnand
such as wire, wireless conmunication links, or fiber optic cables. In the
depi ct edhanxthapbece aodedpy the dhguisigsnaratade t thel tagdy peetsviot Rinipde, aajubrapting iy be
storage unit 106. In addition, clients 108, 110, and 112 al so are connected
t o net weaKedli@Zurtidigasethd ¢&ii BefdfBgendrhling thiedtlabd diagkyn bl scuede @danpl e,
personal conputers or network conmputers. In the depicted exanple, server
104 provides data, such as boot files, operating systeminages, and
applications to clients 108-112. Cients 108, 110, and 112 are clients to
server 104. Network data processing system 100 may incl ude additional
servers, clients, and other devices not shown.



In the depicted exanple, network data processing system 100 is r net
with network 102 representing a worl dw de coll ection of netmorkgqgngE&§2004

gateways that use the TCP/IP suite of protocols to commununicate with one
another. At the heart of the Internet is a backbone of high-speed data
comuni cation lines between major nodgs or host conputers, consisting of

t housands of comrerci al, ~ 3 AUG 200g governnent, educational and ot her
conput er systens that route data and nmessages. O course, network data
processi ng system 10A al SRIEE DESCORFNTIOMN OFd THE DRAWENGS of different
types of networks, such as for exanple, an intranet, a |ocal area network
(LAN), or a wide area network (WAN). Figure 1 is intended as an exanpl e,
and not as an arcfihteabueadl fkanmutrati balieretihehprasent-isnuenbifomheRef erri ng
to Figure 2, ;a bl ock diagran1of a data rocessingasysten1that may be

i npl enent ed a8VENSePPePICsGER 48TSEr v8r LR642PRORIGHr 6121 MSs dépfcted in
accordance wihbheatrphaf eesedremhedicrent, ak {Be1PEESENL rbRYeREHORCqBaLE
processing system 200 may be a symmetric nultiprocessor (SWP) system
i ncludi ng a BEGrafPEyher procesises 2od éﬁ&azéégéénﬁé@?ééfbowéﬁﬁt@ﬁﬁ@us
206. Alternapivehyerdt8bAghe RE@Eessor SYSLAM FBY1BGieaPLayed Al so
connected to systembus 206°is nenory controller/cache 208, which provides
an interfacedescrépsioremdr pn209 luptgabisebemigeimeoti ghepnyeetednt o syst em
bus 206 and i : i.hterface IS <2 ry .al.l er/ cache
208 and 1/0O Eégggﬁggégﬂz¥gkﬁa§ﬁgea%%?e %gpgggaé%aggﬁggédwﬁgg%ﬁghera
conponent i nt er coRRgure( PCHEphasshei dyet1iatoneieceeentat 140 blusa 212
provi des an |[nterface.t | 6 n . e be
connect ed toh%EWO%8s8§1§?E%§BF§§?EE@#éb%ibF%ﬁ$eﬁgﬁta%?%h@9§1 e%%%bort f our
PCT expansi omnskotsoor magdbeniophametoed; Conmuni cations [inks to network
conputers 108-112_jin Fig ré 1.n§§ be roviged through q$d§n1218 and, net wor k
adapt er 220 conneft 88 o%pEFPIGEEI “pls°S 6t AP HUYH° hdd- TR DIAF SIS 1d
Addi tional Pe¥shus bhiadgasy282 anglédRdnpeqvigdes sddvdG 200ascorderdaces
for additional PCT busgs 223 and 528, fron1§€ich addi ti onal npdens or
network adapt’éff Ray BECEhpPoFTRAIIPRTEhPE MRRNRTSSERT o Protesdt nd & st em
200 al l ows conneckiigiget 8 HubtcpkeanBl WBkKdCOGPAh €1 51 ud: ARODA Y - repped
graphi cs adapter 230 and hard di sk 232 may al so be connected to 1/0 bus 212
as depi ct ed, PEPFREEIBPr E¥EF§Mor i HALFRCEDY. PARBRRL of MORHE +2B y"&%i%% in the
art will apprgghakenthat. the hardware depicted in Figure 2 may vary. For
exanpl e, other peripheral devices, such as optical disk drives and the
li ke, also may beFdgu¥&e 4 dgaiciténobdest Fraprate gpneretrar dwaretaepi ct ed.
Tree depi ct edspXample i $pRL T8aRL LR JRAPLY wakghihectytak ki m tations with
respect to the present invention. The data processing systemdepicted in

“Fi gure. 2 maylbp¥enfapneéxanpl e, an | HM Rl SC/ Syst em 6000 system a product of
I nt er nati onal Busi chi L.pGrat | N o] :upni ng
t he Advanced Inte?g t|sggEgg?ggfgga(%ﬁ%%cg%g?a%?%gggggggﬁpl%&%ﬁqupgrence
now t o Fi gur €03anallizeckladiragrtamams| astr atriengeacdataepr ecessbhglsystem i s
depicted in ' the _pr i.n [ A [ .ed. .Data processing
Syot om 300 | SUEE SeramiT S BRG] FART GOt arC bara BTotets i ng syat em 300
enpl oys a peri pheFiguremdonept. citist er cdpwetb r( PCILukacal: ibgs aar chi t ect ure.
Al t hough the depicted exanpl e enploys a PCl bus, other bu chitectures
such as AcceF@Egpg l@Fagﬁchaﬁéng(ﬁéﬁf &HdaFﬁ859€P§esWéﬁ§ag €Architecture
(1SA) may bepusedntPriocessann302 and main nmenory 30A are connected to PCl
| ocal bus 306 'thrqugh PCl bridge 308. ECI}briq%e 308 al so may include an
i nt egrat ed menory F&@REol’| 8EPaRG ScgBheutput class diagram in

accordance with the present inventicn.

Figure 8 depicts an obiject diagram illustrating a



13 AU G 200g 9 nenory for processor 342. Additional connections iﬁ?EﬁU :
| ocal bus 306 may be nade through direct conponent interconnecti E32004
t hrough add-in boards. Tn the depicted exanple, |ocal area network (LAN)
adapter 310, SCSI host bus adapter 312, and expansion bus interface 314 are
connected to PCl |ocal bus 306 by di r et conponent connection. Tn contrast,
audi o adapt epaddbngoraphies’ adaptent3dd, caderaudi acvodaanadaptienh 31 are
connected to PCT | ocal bus 306 by add-in boards inserted into expansion
slots. ExpanBFfBABlsNi{E8Ff2Be 31A provides a connection for a keyboard and
nouse adapter 320, nodem 322, and additional nmenory 324. Small conputer
systeminterface (SCSI) host bus adapter 312 provides a connection for hard
di sk drive 326, tape drive 328, and CD-ROM drive 330. Typical PCT |ocal bus
i npl enentations will support three or four PCT expansion slots or add--in
connectors. An operating systemruns on processor 302 and is used to

coordi nate and provide control of various conponents within data processing
system 340 in Figure 3. The operating systemnay be a conmercially
avai |l abl e operating system such as Wndows 2000, which is available from
M crosoft Corporation. An object oriented progranmm ng system such as Java
may run in conjunction with the operating systemand provide calls to the
operating systemfrom Java prograns or applications executing on data
processi ng system 300. "Java" is a trademark of Sun M crosystens, Inc.
Instructions for the operating system the object-oriented operating
system and applications or prograns are | ocated on storage devices, such
as hard disk drive 326, and may be | oaded into nain nenory 304 for
execution by processor 302. ~ 0 ~uc 200 10 Those of ordinary skill in the
art will appreciate that the hardware in Figure 3 may vary dependi ng on the
i npl enrentation. Qther internal hardware or peripheral devices, such as
flash FROM (or equi val ent nonvol atile nmenory) or optical disk drives and
the like, nmay be used in addition to or in place of the hardware depicted
in Fire 3. Also, the processes of the present invention may be applied to a
mul ti processor data processing system As another exanple, data processing
system 300 may be a stand-al one system configured to be bootable wthout
relying on sone type of network comuni cation interface, whether or not
data processing system 300 conprises sone type of network conmuni cation
interface. As a further exanple, data processing system 300 may be a
Personal Digital Assistant (PDA) device, which is configured with ROM
and/or flash ROMin order to provide non-volatile nmenory for storing
operating systemfiles and/ or user-generated data. The depicted exanple in
Figure 3 and above-descri bed exanples are.not neant to inply architectural
lirnitations. For exanple, data processing system 300 al so nmay be a

not ebook conputer or hand held conputer in addition to taking the formof a
PDA. Data processing system 300 al so may be a kiosk or a Wb appliance. The
present invention translates ASN. 1 data to an object nodel, then generates
t he source code, displaying each attribute value in a graphical user
interface (GQUI). The ASN. 1 data can be a piece of encoded data, a binary
file, a "text file witten with ASN. 1 notation, or just the ASN ~_

not ati ons which are entered from an i nput 13 AU G 200g 11 device. A GU
can be inplenented in JavaBean and packaged in a Java Archive (JAR) file
that runs in Beanbox or can plug into Java devel opnent environnents, such
as Visual Cafe. An exanple of input data is illustrated in Table |, which
contains a piece of a binary encodi ng data stream di spl ayed i n hexdeci nal
format. Table 1

00000000: 3081CD0201010201 003081C5302D020100000010: 010418415A4E5F5045524D494
E464F5F00000020: 41554449544C4556454C00300E300C0200000030: 010102010204040000
000Q302B02010100000040: 0416415A4E5F5045524D494E474F5F5100000050: 4F505F55494
E5400300E300C0201010200000060: 0102040400000000302E02010104194100000070: 5A4E
5F5545524D494E464F5F5741524E00Q00080: 494E474D4F444500300E300002010102000000
90: 01020404000000003037020101042241000000A0: 5AAE5F5045524D494E464F5F5741524
EO00000BO: 494E474D4F44455045524D4954544544000000C0: 00300E300C02010102010204
04000000 ‘



The ASN. 1 data types generated fromthe data stream shown in Ta 3N¥%@E 00
. shown below. O assA :. Sequence { attributel INTEGER, attribute2 RZ 4
attribute3 OCTETSTRTNG Cl assB = SEQUENCEOF { 1 3 AUG 200a 12 attribute)
ClassA Classs .. SEQUENCE { attribute) TNTECER, attribute2 OCTETSTRI NG
attribute3 CassB CassD .. SEQUENCEOF { O assC O asskE .. SEQUENCE {
attribute) INTEGER, attribute2 INTEG%B attribute3 CassD Referring now to
figure 4, object diagrans generated fromthe ASN. 1 data types illustrated
above are depicted in accordance with the present invention. The object

di agrans in Fi gupETATIED ORISR BTNONOQF: GHEVIRRE FERREDe GIMBOPIMENTIVIT)

notation. A dianond |link represents an aggregation relationship, in which a
class is conmposed of nultiple classes. The object nodel is displayed with a

square box represgnt N B dass ARl & thEE | Of stikg el asee pakkki Qut es

and nmethods are listed in the box, and the relationships of cl asses are
i ndi cat ed wiphctdnksl Eﬁﬁﬁﬁ&ﬂﬂﬁﬁilﬁ&BCd?pw@wﬁﬂﬂyﬁshée@at@n@rb@ESBﬂnary

L, UGS e L Syl Y S U S0 Bl B4, e
cl asses and Network data proce551ng system 100 is a network of
computers in which the present invention may be
implemented. Network data processing system 100 contains
a network 102, which is the medium used to provide
communications links between various devices and computers
connected together within network data processing system
100. Network 102 may include cennections, such as wire,
wireless communication links, or fiber optic cables.

In the depicted example, a server 104 is connected to
network 102 along with storage unit 106. In addition,
clients 108, 110, and 112 also are connected to network
102. These clients 108, 110, and 112 may be, for example,
personal computers or network computers. In the depicted
example, server 104 provides data, such as boot files,
operating system images, and applications to clients
108-112. Clients 108, 110, and 112 are clients to server
104. Network data processing system 100 may include
additional servers, clilents, and other deviees not shown.

In the depicted example, network data processing
system 100 is the Internet with network 102 representing a
worldwide collection of networks and gateways that use the
TCP/IP suite of protocols to communicate with one another.
At the heart of the Internet is a backbone of high-speed
data communication lines between major nodes or host

computers, consisting of thousands of commercial,



. data is used as an exanpl e. ~ 3 AU G 2004 ,, 13 However, this

is suitable for a Basic Encoding Rules (BER) data streamtoo. BER or
encodi ng data has three parts: identifier octets, which identify ASN. 1
.value tag type; length octets, which give the nunber of bytes as data
content; and content octets, which are the real data. The routine begins by
using DER rules to i enthfy %he start of ﬁncoding dat a éste 501). Encodi ng
data starts Hr6mT§ehri £FIEFA5EPRES. 20EURFIG i EOTRULET t RESEPAF (P R4AT t he i nput
byte streamrofthki gary binkemeBdybget.does aetirhayentewbex Nexd, a new obj ect
nanme i s generated, which usually is a class nane_(step 502). The object
name Coul d B&°5E§EHEFaSYRERE §9§haé§o"@ﬁ¥s§ﬁ"l@PlemﬁPg@@A@Sf%rn@@MQ%nient

nam ng. The Jrouliise Lhen +PALSES £O re €50 et_the
identifier (steé 5A3). AtQ?his%poﬁﬁfgbgggﬁhggéhf?gnigggé%%h§%giz%ﬁbytes of
data are parsédanetget ttheadabachengthofst épABDA) or Thew BEE axdaes are
followed to d N St 503.an vi.ng obtained the identifier
and data Ieﬁl%?h’,%%tkhg%%&t' §?§§§P59t 38 gBﬁ%ﬁ?{?%%tgﬂi%gfﬁf A tYpEt he
dat a has (stepab0s)ychIterhertagltypeatsosni fipketha grassndi agram amd, ASN. 1

notation are generated.(step 507). Si.nple data are tagged with sinple
encodi ng types sﬁ%ﬁ%ﬁgl&ﬁTE@E%? ﬁE?ALaS$%PN deRFEFNSTRING2RIC. In thi'S
case, the Chagseissiegnsikuehednhy fxiepdi DEpl BReSLOE &4 asSsdhad | he
encodi ng type Corresponds tqo. For _exanple, |INTEGER corresponds to

j ava. | ang. | #€gePScF8s¥ern 10Re 15abag8rer AndaP ddeRi € o APl 2C@EMERES STRI NG
corresponds i@y aVarkadgral: thBgdathaas, TR STRNG Coryesponds to

java.l ang. Byte class. An exanple of an output class diagramis illustrated
in Figure 7D3&sdPrRESSSIZIABYEL2004004mARNDE AoBdehric: O assA ..

Gener aaStri ng. f St hS n o] the data
(step 508).H@Qt}%§°F§§§?§pégﬁ§>nSPQE?ﬁng§§SERE§b$oﬁ%?ﬁ%f% é%%led to parse
dat a cont enPrsEesP 03686 R02Refdr RBDAgcnonetbedi gar sy stem Hlhovdhér t
illustratin rQuti.ne for, ing data is_depicted in accordance with
t he present%ﬂ%$%ﬁgﬁg%?l§fe8 §6§8§§ PgaFeFESHtF¥F L %?éﬁm%%ﬁy? - "get
dat a | engt h'Alae cohacsare as dgsceinbedsi p06eiereseeryo Figure 5. The next
step is to analyze.the tag t (step,603). . If the tag type is sinple, the
Suboutine CRETaErhenege: FOBnGRhaPR PEOLOR? rad i § R 1ol (& kP 808 . 11
the call i smememt Reonmi U/Ooﬂhbnﬁriﬁgé 80 DYNBEKindStEQCHS f&ah fus t her
reference (classes with sanme tag nunber are the same classes), and the

class is si fy ank BrRviiderarh FBLBFABCEsEepl6210YS 232 ¢ hdl&¥@YYis not from

the main rowdn?eo1a cROWaRhkr RBBt §nAANROI ﬁugrseia?‘ie 316 () goyalue is
recorded, and the attribute is associated with its class (step 609). For

convenience}nﬁﬁ@réﬁﬁﬁiBGté?@éGF@dbe named "attributeA’. If the end of the
data has been re%%ﬂ%%ie&%l‘%oﬁngEH@d%EgekgﬁnHE&g g@?iiqguéﬁﬁf¥hé%%l)' f
S ed, "the subrou

the end of the data has not been reac I'ne returns"to step
601. |f the2ldgcanalegzed itn $Yepbee3218 proutdesed; mnnenfatasso Rk is

generated (st 607)., d the routi.ne returns to step 601 t it can
further parééﬁgﬁegégtgagdntgnpﬁﬁﬁFﬁi%ftﬂgdg??u%?%r%% ¢ %?cq%iqgﬂgg%htine
coul d be rebdurssiaiél.y Cgpliedli BCortes toppansetatiotdeydnl aswggmdents which
gfrﬂgﬁBLgdagé%gg%%ﬂgggg%%%?bn“@&%@s'ngQBQLQnacgﬁﬂggﬁgégg type, etc.
Communications links to network computers 108-112 in

ASN. 1 data types is depicted in accordance with the present in t inon:
R
DER

Figure 1 may be provided through modem 218 and network
adapter 220 connected to PCI local bus 216 through add-in
boards.

Additional PCI bus bridges 222 and 224 provide



~ 3 AU G 200 15 of conponents. Exanples of structured types are §E&U&UQE2004
. SEQUENCE OF, etc. SEQUENCE consists of one or nore different types.

SEQUENCE OF consists of one or nore of a given type. If the tag type

anal yzed in step 603 is explicit, it will go through "get identifier"” (step
604) and "get data length" (step 605), simlar to steps 6QL and 602.
Explicitly tagged type is derived fro%1a sinple type or structured type by

P el 2oy AN I QNG 1S, TRLBLOLe 2o B 8XBERS! iyt pg0ed TyPe

is analyzed to determ nethe un&erlylng tag typ he
under | yi ng twagi dty peidig istalc ioceths armewtebass anapecirs gepepated (step 607)

and the subroutine is call .again to parse data content withip this
structured_t%&ﬁpQﬁiéfﬁrn%Pb%gFﬁpm@@ffF'l éﬁﬁepﬁﬁﬁéﬁﬁﬁpﬁgSyﬁéeWyggois si npl e,
a new attri utewramiregareiated okl %naew@r%oawgh%@ksnarmng (step
610). If the end of encoding data has been reached, the created cl asses are

returned to tROTHAIRANGE: iGFeP(SCEp 26ePy oT| 3Phaneéndast dhekeA@ddhay data
has not been [&aGReGorae RILIEST IPLULNS150 L8Rl BELLO! of D SuUbrout i ne
rther p f fné data. £

(step 601) to fu arse the rest o or téxt rnput, a string
parser and syimex lgheokemddnrecadyoci at ed underneath. They performrecursive

checking on the ta structur.e. For hinary input, a byte analyzer is
associated‘underﬂggﬁ%% iolﬁﬁﬁ%ényégl hé%b§3 saﬁﬁdw?ﬁgn?PPrg léﬁﬁss, t ag
nunber _, dattehdtengieh haanvacentientistien tihe FRgueeskr eam vRelerrFoag to Figure
8, an object diagramillustrating a_parsing routine's execution order is

~ 3 A U G 2004"PL¢ d 5N @ &SP é&ﬁd&ﬁé’écaﬁvhsﬁﬁé BPeSBhECRhvEhEKon. This
chart is an examy ershawend ihay a1elassydbaguary sngenarated £608yann
encodi ng data stream The sequence. of creating classes while parsing data

is as fol | oMdaGE ot e dgaticge SerdcAss-(t ABecrgpdchgringxpgreeehfed); b.

Start creatifit feLAMRANARILIG 33T hl teehkassi1namBikat¢haat fdkn CesSbart and
conpl ete construction of subconponent class 1 (created class nanme, identify

attributes it H¥saHseEd Valviged i9%cord the tag nunber if it is explicitly
tagged type); d. 1Slardatane CRHYALR, %%%fehuafeitpqra_t% subgognegest gl ass 2
(created class nane, identify attri'butes and their associ ated val ues,
record the tkey rimbexanplia, iag &Yl IRISC/PysaggedOOPpeystamd a product

of International Business Machines Corporation in Armonk,

New York, running the Advanced Interactive Executive (AIX)

operating system.

With reference now to Figure 3, a block diagram
illustrating a data processing system is depicted in which
the present invention may be implemented. Data processing
system 300 is an example of a client computer. Data
processing system 300 employs a peripheral component
interconnect (PCI) local bus architecture. Although the
depicted example employs a PCI bus, other bus
architectures such as Accelerated Graphics Port (AGP) and
Industry Standard Architecture (ISA) may be used.

Processor 302 and main memory 304 are connected to PCI
local bus 306 through PCI bridge 308. PCI bridge 308 also

may include an integrated memory controller and cache



e. ' Conpl ete construction of conponent class 1.. (ldentify the co'hé} AdG 8004
. mechani sm of conponent class 1) If subcorrponent classes | and are

i dentical, construction mechanismis repetition. Canponent cl ass 1 has two
attributes wth types as "subconmponent class 1" and "subconponent class 2".
ldentify attributes and their associ ated val ues, record the tag nunber if

it is explicitly tagged type). Conponent class 2 and conponent class 3

foll ow t he on 1, 1 he c truction
of CLASS |s§dcégarép et ecfo%gfl%lr%gsg %%?pl t?ggtlﬁrlﬁéétleéogbgg%g %’ fe'l ege§A source
code engi ne liccalesponsiod maf;orbegmelmtum@ughl d3 rAJG Eaﬂéonéﬁtt he "skel etal "
structure of, Java classes in Jaya source cqde., Appropri

encodi ng/ decSiHEFERIHEL &te HHCIEHorECEd N hE6 F8va EBdEhFodBPbWﬁ% a
functional  &:aggp1elhasga10uliaies SRk K alla) t@d@p%lrl BiLY tB@SIC%é@' ns

met hods for primary data types' encoding and decodi ng. The uti | ity library
i s devel opedUsy arRi eIeddd t pngr upaas ipar bust 1paeafrabl B&4KayeCr ypt ogr aphy
St andard pr e.nAS n ne¢odi e |y conpl ex
oper ati ons. %g)orre oﬁ(%%t sPC‘e}x:ﬁggca?o%élgESO% g&sidEQBEE cPaEéégﬁEbut they still
require devejcopmcs:ntcm .odel ddm.masASNahdi(e)f ianlapiter 306, derepniae how to

call the DER odi deco r.outi.nes t ool rrentl exists to help
devel opers Pﬁir “hi r\éjlaﬁ%lck}or{ﬁdéjleoAgl aPLEds raﬁngt PoRsC gﬁnﬁﬁt‘éaj BEt
oriented fashion.ockhe m@m Hyneiat-10n ia@visde s skhiceachht bcakphHpethon and
thus al l ows devel opers and architects to focus on the problemthey are
"trying to SOIQkS- r dbHE Siiean tidse ipdcdmices 31fherpivésent ai AROBREFBAON
decr eases t%f'al'ﬁli a?&p%%%en@%%%c'a%ltaﬁgew taboan%&amgbnpgﬁaen“ ng, and
testing code 1n a heterogeneous environ 'ow'ng sof t war e devel opers
to focus noragdin mrsi nessnomydd&24and Sardii tectouterdeyekepnenterfaeepr esent
i nvention al evel opers .and rchltect anal ze t he data del's in
current archi uressdﬁa%)élJS r‘?‘ﬁjr EE T tﬁg‘ dgglodﬁ' 3s€d® Hn?ﬁglfﬁ}j %8Fnﬁard
repr esent at iddinsk /&mwwrazmjvaratp@geimsret a2i8g| priceshersMandinet 380K
adm nistrators anal yze the data transferred on the network bg génam' cally
p

bui I di ng obj 66t Gfodel's’ B&SEd &Y &t HEPIEE RSO St Féam SHBPEF YBRg it in

a graphi cal disefoldmnterf as@arldi dns s1er To%madt(ﬁlﬂotc%nhE@EoW@' l e the present
i nvention has been described in the context of a fully 13 Alb ~ 200 18

functioni ng dat a Bt GRESA TG B PR tHESe B B3cdessey SRR RPAnIEhBSERAt wi l |
appreci ate thatcddie; HAGLSIRS Ploibe ReeRh 'o'IV%@tr'lBBsaEGmﬁ@HéQch of being
distributed in the formof a conputer readable nediumof instructions and a
variety of fortfsirarfts teh&raaes Pnss smstiany 390 dn Fppures3equidhPy regardl ess
of the parti e rictggﬂm{%q;l d . out
the distri buﬁgo%rt aerfo’pyo%se?do?&?or?%u%er rea aﬁ%(alaﬁeg?ghlxﬁg?gdgbgrgﬁMj

r ecor dabl e- t%bffet%dl%mfslﬁ?n V1 dpvifs] @@W divgiki cha ikapdadilskldr Even a RAM

CD- ROV, DVIy %fyukéﬂﬁafﬁPf%%.on %%%' Tl%g%gdaﬁfghgéﬁﬁhn nd anal og
communi cat i ons or wre ess Jomuni cat i ons S usl

transm ssi orﬁ}fsﬂem swiclasaglavieomagxampl én cadijanftéquendyhantel i ght wave

“transm ssio di ake t n_ of

formats tha{bspaer eﬂg %E%}Efutf or aﬁj?j}alo ursz% |C%lg%|yoatrt l§%&I §§ %%@g}‘gr oggg%ﬂn
system The fescrigptd QJ’rcmjran‘rse oqur eggriti datvents exelkas ibhgennpdesent ed for
pur poses of |J_1 I ust rlar'{l on n E@ ri p‘tJava” and i % n%t i nﬁ(engeg to be
exhaustive rr39mted toThe enti of in tive % oFfm-alr€croséd: uf\l/lalny
modi fi cati onsi arnsk wardrad,i as: Wi [Inshevapdamentt oro thbosge@ét@hgi pasyeski ||l in
the art. The enb%l ment was chosen and described in orde best explain

the princi pl'@¥ dtP1%He THERh CRSHE (Prde tYe4e M p pfc 4PP ﬁCdéhﬁn?ooénabl e

others of orghidiramskidd ldvdthe) amt @ rndeehand st hgubRvent handf @i skari ous

enbodi nment s Wltﬁ various nodifications as are suited to the partlcul ar use
cont enpl at edlrive 326, and may be loaded into main memory 304 fo

execution by processor 302.



13 AUG 2004 19 CLAIMS: What is clained is: 1. A nethod for nappilégfgﬂﬁ 2004
. data to an object nodel, said nethod conprising the steps of: identifying
the start of a data stream generating a new object nane for the data,;
parsing the data to get the data identifier; parsing the data to get the
data | ength; analyzing the tag type qb the data; generating a class diagram
for the data if the tag type is sinple; and generating source code for the

data. 2. The net ceordi to claiml, f h CONpKI Si rformng a
subroutine to fu??gg? %grggegﬁggga%ghggnggngk%fS?ﬁegggg ??ggeﬁgdkgt si npl e.
3. The net httaactordhrgdiverel anmF2gumkeBeimayt e rparisprgdsulr out khe

compri ses: DALSLAgLhe data pontent to.get phe dentiili gL paLsiye the data
devices, such as flash ROM (or equivalent nonvolatile
memory) or optical disk drives and the like, may be used
in addition to or in place of the hardware depicted in
Figure 3. Also, the processes of the present invention
may be applied to a multiprocessor data processing
system.

As another example, data processing system 300 may
be a stand~alone system configured to be bootable without
relying on some type of network communication interface,
whether or not data processing system 300 comprises some
type of network communication interface. As a further
example, data processing system 300 may be a Personal
Digital Assistant (PDA) device, which is configured with
ROM and/or flash ROM in order to provide non-volatile
memory for storing operating system files and/or
user-generated data.

The depicted example in Figure 3 and above-described
examples are not meant to imply architectural
limitations. For example, data processing system 300
also may be a notebook computer or hand held computer in
addition to taking the form of a PDA. Data processing
system 300 also may be a kiosk or a Web appliance.

The present invention translates ASN.1 data to an
object model, then generates the source code, displaying
each attribute value in a graphical user interface (GUI).
The ASN.1 data can be a piece of encoded data, a binary
file, a text file written with ASN.1l notation, or Jjust

the ASN.1 notations which are entered from an input



anal yzing the tag type. 4. The nethod according to claim 3, furﬂhsrAdJQ ZQQ&

. conpri sing:
cal l
mai n routin

returning the data to the nmain routiqg;
e, generating an attributb
data to the mai.n rou

mai n routin
net hod acco

according t
generati ng

10 AU G 200g 20 if the tag type is sinple,
to the subroutine is fromthe main routine;

det er m ni'ng
if the call

is fromthe

e, recording the data tag nunber for further reference and

FEMG o

o cl

& Ko

subroutine ighddageend ofa theradalr@hhas narrbean reeachaed.rues Tie nmet hod

im 3,

further caonprisi

HEAEW O &s GRan®

tag type is explicit,

identifier

and

which contains a plece of a binary encoding data stream

G R

Fihe dava
subroutine. g{i,chThg mRihed ageerding to claim 3,

ng:

and if the cal

if the ta

is structured,
AGYE Rmant g Ve rpE Sisng

further conpri sing:

is not fromthe
name for the data and returning the

T Mo, e

e parsing

if the

further parsing the data content to get the data

displayed in hexdecimal format.

Table 1

00000000:
00000010:
00000020:
00000030
00000040:
00000050
00000060:
00000070:
00000080:
00000090
000000A0:
000000BO:
000000CO:

The ASN.1 data types generated from the

in Table

ClassA ::

}

ClassB ::

1

fi

i

3081CD02
01041841
41554449
01010201
0416415A
AF505F55
01020404
5A4E5F55
494E474D
01020404
5A4E5F50
494E474D
00300E30

01010201
SA4ESF50
544C4556
02040400
AE5F5045
494E5400
00000000
45524D49
4F444500
00000000
45524D49
4F444550
0C020101

are shown below:

Sequence {
attributel INTEGER,
attributeZ INTEGER,
attribute3 OCTETSTRING

SEQUENCEOF {

003081C5
45524D49
454C0030
00000030
524D494E
300E300C
302E0201
4E464F5F
300E300C
30370201
4E404F5F
45524D49
02010204

An example of input data 1s illustrated in Table 1,

302D0201
4E464F5F
0E300C02
2B020101
474F5F51
02010102
01041941
5741524E
02010102
01042241
5741524E
54544544
04000000

data stream shown



data | ength; and analyzing the explicit tag type to determ ne thg 3 AdJG 2004
underlying tag type. The nethod according to claim?7, further conprising:
if the underlying tag type is sinple, generating an attribute nanme for the
data; and returning the data to a main routine if the end of the data has
been reached. 1 3 AU G 200 21 9. The nethod according to claim8, further
conprising recalling the parsing subfoutine if the end of the data has n?t
been reached. 10, The nethod, accaordj.n o claim7, further conprising: i

t he underlying tag typeaF§I§FF&@§u§gd¥*%%nerating a new cl ass name for the
data; and recalling the parsing subroutine. 11. A conputer progran1Product
in a conputer readable nmediumfor use in a data processing system for
mappi ng ASNG!ag8ta 'tE §EQ%ﬁ%E%{nDdel, t he conputer program product
conprising: instructiongtferj@dent ihypugs he start of a data stream

instructions for generating a new object nane for the data,;
attributez OCTETSTRING,

attribute3 ClassB

ClassD = SEQUENCEOF ({
ClassC

}

ClassE ::= SEQUENCE ({

attributel INTEGER,
attribute2 INTEGER,
attribute3 ClassD

Referring now to Figure 4, object diagrams generated
from the ASN.1 data types illustrated above are depicted
in accordance with the present invention. The object
diagrams in Figure 4 follow the new Object Modeling
Technique (OMT) notation. A diamond link represents an
aggregation relationship, in which a class is composed of
multiple classes. The object model is displayed with a
square box representing a class object. The name of the
class, attributes and methods are listed in the box, and
the relationships of classes are indicated with links.
Each class has a property sheet, and for binary input,
this sheet lists the value of each object in it.

Referring to Figure 5, a flowchart illustrating a
routine to analyze data streams and create classes and
ASN.1 data types 1s depicted in accordance with the

present invention. DER data is used as an example.



I nstructions for parsing the data to get the data identifier; inst i
. for 'parsing the data to get the data |length; instructions for a2§ﬁ§¥ﬁ4592ﬂg4

tag type of the data; instructions for generating a class diagramfor the
data if the-tag type is sinple; and instructions for generating source code
for the data. 12. The computer programproduct according to claim 11,
further conprising a subroutine for further parsing the data content if the

159 WiRe ol b Mo BLIP hi f Hed IR GO S QMY AUEL AT A4 ol aim

12, wherein the par's | ne” conprises:
i nstructi onRélors pBER Ngldthe slateancondent BER get D ddentidg edata

nstruct ong, Lot BRSNS, Lhe, BaLa CoLent L. 9ot Lhe data, Lengti apd
accordi ng toscled mag, t fpu i hesnfoimidisd g, vifidiheytwg dndenimost npk e, _
instructions for determining if the call to the subroutine is fromthe main
routine: bytes as data content; and content octets, which are the

real data.

The routine begins by using DER rules to identify

the start of encoding data (step 501). Encoding data

starts from identifier octets. Usually it is at the start

of the input byte stream or binary file, but it does not

have to be. Next, a new objéct name 1is generated, which

usually is a class name (step 502). The object name could

be a general name such as “ClassA” or “ObjectA” for

convenient naming. The routine then parses one or more

bytes of data to get the identifier (step 503). At this

point, anywhere from one up to 127 bytes of data are

parsed to get the data length (step 504). The BER rules

are followed to parse data in steps 503 and 504.

Having obtained the identifier and data length, the

next step is to identify what kind of tag type the data

has (step 508). If the tag type is simple, a class

diagram and ASN.1l notation are generated (step 507).

Simple data are tagged with simple encoding types such as

INTEGER, GENERAL STRING, OCTET STRING, etc. In this

case, the class is constructed by extending the

superclass that the encoding type corresponds to. For

example, INTEGER corresponds to java.lang.Integer class

in the Java 2 standard edition API. GENERAL STRING

corresponds to java.lang.String class, OCTET STRING

corresponds to java.lang.Byte class. An example of an

output class diagram is illustrated in Figure 7, and the




if the call is fromthe main routine, instructions for recordi ng1t3;73\l9@2004
- tag:nunber for further reference and returning the data to the mai

routine; and if the call is not fromthe nmain routine, instructions for
generating an attribute name for the data and returning the data to the

main routine if the end of the data hlqts been reached. 15. The conputer
program product according to claim 14, further conprising instructions for

recal | i ng ”}fsllﬁaifsr{&ga ubrout i ne if 1 he er@enerahsetdata h no ‘%‘ﬁrther

reached. € conputer progrdam pr oduct accor Jto cl ai

conpri si ng: dtfep hies tiag deyperatse stiraiciaureds dosd rmﬁ:tu}mﬂsdafm Watl ng a
new cl ass n for the data; and instructions for recalling the parsing
subrouti ne. ) The conput er program product according to claim 13, further
conprising: if thertag type ‘%}ﬁp@xﬁ'r%ﬂ sirﬁ@téUCé'%éﬂlrwrwer parsing
the data content to get the ta identifier and data I engt h; and ~ 3 AUC

200g 23 |nstQQk&Qanprﬁf%ﬁuﬂ%@ﬁr@PQWﬁﬁﬁndﬂﬁQﬁt5Q%@ type to determne the
underlying tag tyf@@feﬂ%n&@?ov?%%f&uzpé ogr am prdyct according ¢g,¢laim

17, further conprising
a subroutlne for parsing data 1s depicted in accordance

with the present invention. Step 601 to “get identifier”
and step 602 to “get data length” are the same as
described in reference to Figure 5. The next step is to
analyze the tag type (step 603).

If the tag type is simple, the subroutine then
determines if the call is from main routine (step 608).
If the call is from the main routine, the tag number is
recorded for further reference (classes with same tag
number are the same classes), and the class is simply
return to main routine (step 611). If the call is not
from the main routine, a new attribute name is created,
the data value is recorded, and the attribute is
associated with its class (step 609). For convenience,
the attribute could be named “attributeA”. If the end of
the data has been reached, it is returned to the main
routine (step 611). If the end of the data has not been
reached, the subroutine returns to step 601.

If the tag analyzed in step 603 is structured, a new
class name 1s generated (step 607), and the subroutine
returns to step 601 so that it can further parse the data
content within the structured type. The subroutine could
be recursively called in order to parse all the data
contents which is within a structured type, which is

within a structured type, etc. Structured types consist



if the underlying tag type is sinple, instructions for generatiHfgqa
attribute nane for the data; and instructions for returning thengt'g\u% Z'QUI"

main routine if the end of the data has been reached. 19. The conputer
program product according to claim 18, further conprising instructions for
recalling the parsing subroutine if yhe end of the data has not been
reached. 20. The conmput er program product according to claim17, further

conpri si ng: t he under]yi pe.is structu i nstructions for
generating é) néw 1 :Pseé&r? %m@t?esyd)d:[ aS%Lrélr‘Fd:WIf?é{ qiyéjtqsor?srq or recalling
t he parsi ng SIIUENGH NS EQUARNC AT AL o A@EQ‘B?@JQ% %orﬁ@%b%@o%’ dhe or

A . AYe. A@ . A F, A9. A hE . Af Y.Ar.A3 Ar. A AY 1" ()

TUgi k12Pxy OBRASp IHA MR e d] g a] CHQCHNE &4 ceﬂ%h?lc%ﬂscé]%é]f‘cﬁa]%%] ca] cal] c
a] cay] ca] cahealLacd @L&&@Lﬂﬁpelﬂ caUcaU caUcalc(a op J K

If the tag type analyzed in step 603 is explicit, it
will go through “get identifier” (step 604) and “get data
length” (step 605), similar to steps 601 and 602.
Explicitly tagged type is derived from a simple type or
structured type by putting a tag on the underlying type.
Therefore, the explicitly tagged type is analyzed to
determine the underlying tag type (step 606).

If the underlying tag type is structured, a new
class name is generated (step 607) and the subroutine is
called again to parse data content within this structured
type (return to step 601). If the underlying tag type is
simple, a new attribute name is generated following the
convenient naming (step 610).

If the end of encoding data has been reached, the
created classes are returned to the main routine (step
611). If the end of the encoding data has not been
reached, the process returns to the start of the
subroutine (step 601) to further parse the rest of the
data.

For text input, a string parser and syntax checker
are associated underneath. They perform recursive
checking on the data structure. For binary input, a byte
analyzer 1s associated underneath, which analyzes the
bytes and identifies class, tag number, data length, and
contents in the byte stream.

Referring to Figure 8, an object diagram

illustrating a parsing routine’s execution order is
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the “skeletal” structure of Java classes in Java source
code. Appropriate encoding/decoding routines are
incorporated into Java code to provide a functional
class. These routines make calls to a utility that
contains methods for primary data types’ encoding and
decoding. The utility library is developed by Java
Security group as part of Java Public Key Cryptography
Standard product package,

ASN.1 and DER encoding are inherently complex
operations. Some toolkits exist to supply basic DER
classes, but they still require developers to model their
ASN.1 definition and determine how to call the DER
encoding/decoding routines. No tool currently exists to
help developers ana architects easily model ASN.1
definitions in an object oriented fashion. The present
invention provides this critical function and thus allows
developérs and architects to focus on the problem they
are trying to solve, rather than the mechanics.

The present invention decreases the time and expense
associated with analysis, implementing, and testing code
in a heterogenecus environment, allowing software
developers to focus more on business model and
architecture development. The present invention also
helps developers and architects analyze the data models
in current architectures and enhance the design based on
the object representation. Another advantage is to help
testers and network administrators analyze the data
transferred on the network by dynamically building object
models based on the data input stream and displaying it
in a graphical user interface.

It is important to note that while the present

invention has been described in the context of a fully
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functioning data processing system, those of ordinary
skill in the art will appreciate that the processes of
the present invention are capable of being distributed in
the form of a computer readable medium of instructions
and a variety of forms and that the present invention
applies equally regardless of the particular type of
signal bearing media actually used to carry out the
distribution. Examples of computer readable media
include recordable-type media, such as a floppy disk, a
hard disk drive, a RAM, CD-ROMs, DVD-ROMs, and
transmission-type media, such as digital and analog
communications links, wired or wireless communications
links using transmission forms, such as, for example,
radio frequency and light wave transmissions. The
computer readable media may take the form of coded
formats that are decoded for actual use in a’particular
data processing system.

The description of the present invention has been
presented for purposes of illustration and description,
and is not intended to be exhaustive or limited to the
invention in the form disclosed. Many modifications and
variations will be apparent to those of ordinary skill in
the art. The embodiment was chosen and described in
order to best explain the principles of the invention,
the practical application, and to enable others of
ordinary skill in the art to understand the invention for
various embodiments with various modifications as are

suited to the particular use contemplated.
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What is claimed is:

1. A method for mapping ASN.1 data to an object model, said method comprising the
steps of:

identifying the start of a data stream;

generating a new object name for the data;

parsing the data to get the data identifier;

parsing the data to get the data length;

analyzing the tag type of the data;

generating a class diagram for the data if the tag type is simple; and

generating source code for the data.

2. The method according to claim 1, further comprising performing a subroutine to further

parse the data content if the tag type is not simple.

3. The method according to claim 2, wherein the parsing subroutine comprises:
parsing the data content to get the identifier;
parsing the data content to get the data length, and

analyzing the tag type.

4, The method according to claim 3, further comprising:
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routine;

if the call is from the main routine, recording the data tag number for further reference
and returning the data to the main routine; and

if the call is not from the main routine, generating an attribute name for the data and

returning the data to the main routine if the end of the data has been reached.

5. The method according to claim 4, further comprising recalling the parsing subroutine if

the end of the data has not been reached.

6. The method according to claim 3, further comprising:
if the tag is structured, generating a new class name for the data; and

recalling the parsing subroutine.

7. The method according to claim 3, further comprising:

if the tag type is explicit, further parsing the data content to get the data identifier and

data length; and

analyzing the explicit tag type to determine the underlying tag type.

8. The method according to claim 7, further comprising:
if the underlying tag type is simple, generating an attribute name for the data; and

returning the data to a main routine if the end of the data has been reached.
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10. The method according to claim 7, further comprising:

if the underlying tag type is structured, generating a new class name for the data; and

recalling the parsing subroutine.

11. A computer program product in a computer readable medium for use in a data
processing system, for mapping ASN.1 data to an object model, the computer program product
comprising:

instructions for identifying the start of a data stream;

instructions for generating a new object name for the data;

instructions for parsing the data to get the data identifier;

instructions for parsing the data to get the data length;

instructions for analyzing the tag type of the data;

instructions for generating a class diagram for the data if the tag type is simple; and

instructions for generating source code for the data.

12. The computer program product according to claim 11, further comprising a subroutine

for further parsing the data content if the tag type is not simple.

13. The computer program product according to claim 12, wherein the parsing subroutine

comprises:
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if the tag type is explicit, instructions for further parsing the data content to get the data

identifier and data length; and
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instructions for analyzing the explicit tag type to determine the underlying tag type.

18. The computer program product according to claim 17, further comprising:

if the underlying tag type is simple, instructions for generating an attribute name for the
data; and

instructions for returning the data to a main routine if the end of the data has been

reached.

19. The computer program product according to claim 18, further comprising instructions

for recalling the parsing subroutine if the end of the data has not been reached.

20. The computer program product according to claim 17, further comprising:
if the underlying tap type is structured, instructions for generating a new class name for
the data; and

instructions for recalling the parsing subroutine.



