1 A PROCEMMR AUTHENTI CATI ON, BY AN OUTSI DE MEDI UM OF A PORTABLE OBJECT
CONNECTED TO THAT MEDI UM VI A A TRANSM SSI ON LI NE AND SYSTEM FOR CARRY! NG

OUT THE PROCESS. FIELD OF THE | NVENTION 1 - The invention concerns a
process for an outside nediumto 2 aut henti cate -a portabl e object, such
-as an electronic-3 mcrocircuit card, connected to that nediumvia a
transmssion 4 - line, and a systen1for carrying out the process. 6 .
BACKGROUND OF THE | NVENTI ON 7 Mpre and nore el ectronic systens use
portabl e obj-ect s, such 8 as eIectronlc ﬂ]CFOCIrCUIt cards, especially to
r ot ect ns cc
b Dibeberea o) Tmm‘é SRt U ks
(connect E % ] ect access is
authorlzed en an por € Object is presented In this
case, the operation 14 perforned S authentlcatlon of the portable

object. Inthe field 15 ofgp %%g;p%-sophlstlcated
procedures can be used: 16 "#%?ﬁg_TV"au en on of an object, but

al s@ identifionbi 9Avehtidn coh&érheaé ré@daPerbL0Mh " S¥tsidd hédfum to

~particul ar case, ‘the bearer of the object nust enter his own data
(comfi deautaéntd)detevxargoetawe, obPéct) £9CeW0Nstannglecteseds control is
. therefore a basic 20 application of portable. object systens, which may
be Bore wicresirauit capdpl emnnéted to tha#ormedienovizca stramsmissisen in
~all data-processing systens, 23 confidential or not. In this case, the
por fabl eldppecandcanspstem for carryxng out the process.
5 .
5 S BACKGROUND OF THE INVENTION
? ' More and more electronic systems use portable objetts, such
8 as electronic microcircuit cards, especially to protect their
9 applications. |
10 For example, access control Systems use portable chjects.
11 These systems include a device (connector and reader) to receive
12 the portable objects; access is authorized when an approved
i3 - portable object is presented. In'tnis case, the operation

14 performed is authentication of the portable object. In the field

15 of access control, more sophisticated procedures den be used:

16  not only authentication of an object, but alsc identification of
17 ite bearer can be_reqﬁired. In this particular case, the bearer
18. of the object must enter his.owﬁ data (confidential co&e, word or
19 '..print recognition). Aééess control is therefore a basic

20 application of poftable object systems, which may be more or less

22 complex,
_ » ' . ’ .
22 Portable objects can be used in all data-procesging systems,

23 confidential or not. 1In this case, the portable cbjécts can be
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2 used tp authord ze access to particular users, either by 2 .

aut henti cation of the object and/or identification of the bearer, 3

and/or for certain highly confidential data-processing 4 applicati ons,

t he nbst sensitive data can conceivably be stored 5 wi thin one of the
portabl e objects available to special users, or 6 . coded wth algorithns
contained in the objects. 7 Everything that has just been

menti oned, while not 8 exhaustive, is generally known to the expert, so
there i s weedces Buthontizgadodss deppardictiias peiens, edther bBY Note then
that for a.systemusing portable objects to be 11 reliable, it npust be
abl 2t o deebhenpication epdheashsess eod/or ideptdfdeasdono oft ther PRaKSKent
was originally designed to grant an 13, access right to the application
creat ed bANGfRr shex agrrtain highdy gontddentthas AAE-REOFESE0G e t he
portable o

portabl e ﬁ%’f’%% %Hst%m%ges:ﬁ%%pﬁggﬁt%gﬁagg%@%%gﬁaﬁ’?y %czgu%t tegijse

| 17 ., i f i h apali.Gatd Qo Thi:S 1K -
1% T et Rl G o SR FEARD o o It B B Bl I
d 4 I [ t | ahj.ecd qrah %agyggn d, to 20 bt
:nseér\r/]i 2eé%§§%1:‘gfe‘§§ %"' o‘ﬁhzmg %%’%ﬁﬁt at egg’p I cat i'oﬁ. 210 Thesg o
secret keys argydonoiys onl shd© e RV Gt tieoidmt widle rcksue the

cards and run the ‘equi prent that i'nteracts with them 23 I n each of
these appékkaideive, tHe QMERIEI K ites thad gl 2% theratist e oftjeect
does i ndeed have the sane secret key as the one 25 It has, but does not
_ i n agy walyo digor U gto tdwpttal are tfid piinkay. '
10 - Note then that for a system using portable objects_to be
11 reliable, ;t must be able to determine that a portable object
12 cannectéd to it for a moment was originally designed to grant an
13 access right to the application created by the system, i.e., the
14 system has to authenticate the portable object.
15 Generally speaking, most applications that use portable
16 objects, such as microcircuit qards, take into account at least
17 one secret key specific to each application. This key is pre-
18 recorded in all objects that can give access to the applioaticn'
19 and in all devices to which those objects may bé.connected, to
20 obtain a sefvice or access authorization within that application.
21 These secret keys are known only to thé approved bodies that
22 issue the cards and run the equipmént that interacts with them.
23 In each of these applications, the equipment verifies beforehand
24 that the object does indeed have the same secret key as the one

25 it hag, but does not in any way divulge the value of that kéy.
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31 % Thi s, verification is generally done through an exchange of 2

i nformation between the obj ect and the equi pnent during a 3 di al ogue.
The dj al ogue may consi st of having a piece of 4 equi pnent in the system
generate a random nunber, which is then 5 sent to the processing
circuits of the object, then having the 6 circuits calculate a result
that is a function at least of the 7 andom nunber and a secret key
pre-racorded inqifig Ry s{eidip & gen‘g'ﬂa daﬁanﬁﬂkaagﬂgaﬁheﬁcnsﬁg&t ole0
t he equi pmrent and conparing 9 it wth ano her result cal cul ated by the
equi preent , inforhatdicai HdRwedreagie dHjuttt aal ehet aqﬁlpﬁaﬂanunﬁﬁﬁgraand a
secret key pre- 11 recorded in the equipnment. 12 The object is
verifiled odiadpiyert.i cdthed dialdymd way eonstisat18f hawgngea pikceoofse, this
agreenent can occur only if the secret L4 -keys stored in the object and
in thé equrpmdprente iinidihe cutstam gemerateeahzaddorndunber hewhbapuiat tbnal
or processing algorlthns are 16 t he sanme, on the other. 17

~order %o pPSRlbtP ERemuarres Kb Riscedts 0§ phgnyblect,o%pe@thaV%ngu§he

essent i al t he nature of the keys used a 19 secret articu
f or e&U|pn€3 32@%§3 @hafe e RANT thas 15 Eefupgkign ?Fei§£%Fe?fk§ §

focked 1o BPBRPET rRbiest and G Aarg o5, key aa?fsrtaggrﬁﬁ#sfﬁz e“@%&'&ig%?ﬁe
vy <1 BRIEEE e, eniSTEBUER of BAOTRERAMFh! S84 demparing
technigcal | ¥edgh iAot AR 2 Ra10A9E8HLS EA8 ge&%sﬁasél em,faﬁ' LBahea

defrauder wl

Lo least a function of that random number and a secret key .pre-

t1 recorded in the eguipment.

12 The ob)ect is verified or authenticated if the two results
13 agree. Of course, this agreement can occur only if the secret

t4  Xeys stored in the object an& in the eguipment are identical, on
- 15 ~ ©he hand, and if the computational or processing algorithms-are

16 the same, on the other. ' |

L7 In order to prohibit a deffauder from producing phony

18 objects, it is essential to keep the nature of the kefs used a

Lo secret, particularly for equipment acéessibie to'the public.

20 Genefally, the secret keys are recorded in a part of the memory
2% of the equipment which is then locked to prohibit acceﬁs_from the
22 outside; this part is accessible only internally through the
23 equipment's processing circuite. However, it must be admitted
24 that fraud, although limited and teahnlcally delicate, is always

25 - possible and concelvable, and that a defrauder will use

-
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4 1 sophi sticated techniques to discover the secret, like |laser 2 .
readi ng the nenory containing the keys, for exanple. 3 To fix this
di sadvant age, - the French patent issued under 4 nunber 2 600 189 in the
nane of the applicant, provides a process 5 that no | onger uses a secret
key to the equi pnent, and replaces 6 that key with information that is
variable in tine, while 7 al l owi ng tshe equi pnent to authenticate objects’
or cards that can 8 . cooperate with it. The use of vari, blﬁginfornation
0

conbl i cARhsticahed berhbiores Ridifrever B¢ RaAeY i ke EEt he
10 ' | at i in the syst t ' t I ' it is 11
o onatT Y e SRR MERAFY sERRt AP NG (i KNS 1 SR A S a0 12

Hovbver |t hi S bR BB chieadiiii A 5P FREh SRR, BeER bhger 11 1

Ut fent L6ahek NAVE0hNEaSATE SEE" Sind Bt A, Wi SIS proviiRie s bhcess

al gorithny 'since a result préviously calc opj eCt nust be

able to fgaé el f%?%ﬁdugéésaﬁoé&lﬁ‘eéﬁﬂyo‘ﬁ%d thd eqiPit, bhd replaces

Mor eover, al t hough e process describéd in this patent 20 provides that
thes randgiat eI weeh PRrEFRNGESH ramid a8/d Warti®ld in i wiwiler is used
~at least twice, first when it is used to 22 establish a reference result
and? secailowivgnthé &guiprént oto Zarthentilrednicon]jentid ot iceatdsorchat: @aat her
card. 24 The result is that a conpetent defrauder who sees an 25
exdhangezadpaicate bef theitt heThe sl e fratinimbded infometian eonplicates

| e theiwork of the defrauder, who would like to see the messages
10 cirqulating in the system at any given time, since it is
11 reasonable to aésume that some of the data he is able to obtain
12 during this observation will have changed when he wants to use
13 it.
14 However, this process assumes that all .of the objects that
15 must be authenticated have the same secret key and the same
16 processing algorithm, since a result previously caleulated by one
17 object must be able to be recalculated by another approved

18 object.

19 Moreover, although the process described in this patent

20 provides that the random number can be changed regularly, the
21 sane humber is used atlleast.twice, first when it is used to
22 establish a reference result and secondly when it is used for
23 éubaequent authentication of another card. |

24 'Thé'result ié that a competent defrauder who sees an

25 exdhange of data between the outside medium and the portable

N



51 object could attenpt to reproduce that exchange to fool the 2

systen1by Iogglng on right after he sees it. 3 Such a.risk of fraud
by seeing an exchange- of data.exists 4 particularly when the portable
Oobj ect is authenticated by a 5 systemin which there is no-log-on
protection and which can be 6 | ogged onto physically. .For exanple, this
Is true of conputer 7 - networks, where aut hentication is done froma '
cent ral c@RpAEEr coBld aﬁF?ﬁPthéopoepa9@@09b¥%%¥saﬁﬁhﬁﬂﬁﬁ(ﬁ?tﬁ?Q%uﬁve
termnal; it is also 9 true in access control systens on prem ses where

a dedi ce P¥PLed bY Fﬁggﬂpgnﬁntﬁégbbr?EEFE R%jeR2S %1 ocat ed at each access,
d 11 th t t t 0. whj

15% ¥ jevi cos RUEP BabnPscREcErand ke FERLAS afise%%a‘eﬁge RTACHRS R

d

e

fo'|9M”ngsKs@aﬁeEnp9h&3R|€h8 ke%k ﬁ3n19§6 g;oﬁ@@%&éﬁ”?ﬁaﬂﬁhiﬁﬁacan be

appl icatio since the use of a secret specific to each

appl iscat i eagheaBatoaphows Ak gCct SFbe Eﬁaﬂaﬁle, epidend i ealehs dompiter

wor ds, the sane person called upon to 19 use several different systens
nust7haven&aw5&R$,Oth@bSa&&hbhgﬁﬁaEQon 186 Qofy StEdm ahcentidie qummorenust
access. 21 Using a specific portable object for one application is
22 8 conwdithabhe pbrthblappbijeatsonoahectedptsesaciwdidimatalon of ihea B
menory' of the portable object at certain tines when it is used. 24 For
examdl e, thue is acaessfcbahkphgs&ppemsaonopsenxse$IWMmtﬁwa:§£V1cay®@E of
applications that create or use files in the nenory of 26 t he portable
obj dé . inserting the portable object is located at each access, and

11 -authentlcatlpn is done by a central computer to which the various .

12 devices near each access are connected.

13 Another disadvantage, which is a’ consequence of the one

14 mentioned first (same secret code and same algorithm in all

15 portable objects) is the following: a set portable object can be

16 used for only one application, since the use of a secret code

.17 specific to each application is what allows objects to be

18 authenticated. 1In other words, the same person called upon to

19 use several different systems must have as many objects as there

20  are systems which the person must access.

21 . Using a specific portable object for oné'application is

22 conceivable if the application also implies modification of the . :@ .

23 menory of the portable object at certain times when it is used.

24 For example, this is true of bénking applications or a;l other

25 types of applications that create or use files in the nenory of

26 the portable object.
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6 1 . - On the other hand, if the application requires sinple 2

aut henti ¢ation of the object with no notable consunption of 3 menory
each time it is used, using a portable object specific to 4 each use is
obvi otisly not the best solution. 5 6 © DEFINITI ON
OF TERM5 7 The terns "secret data", "secret piece of data",
"secret" 8 whi ch appear heréinaftersare.synonynnus w t'h each other, as
theq9 . ternppnNeRas " N dh rdirsecsimplieece of 10
daté". 12 ”bn Qﬁe Sehek Hahd, if.%&ﬁ%ﬂég OF THE | NVENTI ON 13Fﬂl One
i ni gi al gaBheAtiEREibAVEAt tRA bBjEcH WLEHSNd Qloteble dunshewptiicat iofy
portabl e objects by an outside nediumthat does 15 not require the use
of a spenéhoryseschttindeitolstieedp usimytd grirtoetleo ohjiedtc snestd taieh
consi sts of the outside medium 17 A second goal .of the invention
is #0 peeath waehést pbuipvalysnot biyedbedtutsoiztiadli umto which the
portabl e object is connected 19 via sonme kind of communication |ine,
whi Pe prohibiting a 20 defrauder fromusing the informati on that he nmay
gat her by 21 | oggi ng onto that _comunication line. 22 - Athird
goaP of the invention is to al | BRESRIIEMN QBITERMS = opject with processing
cirguits that_can_nake a calcul atjiop, 24 takjng into pung L gle

Gt 3 and soor BOGEPENERESERED dhthTs Seecret Hiifch ' 98 UL adilicr?
accgss t9niBX ABBLhEhb00EnatRbE P8 syndlfREM VLN TP IRUR S Y-

) term "non-secret data" is synonymous with "non-secret piece of
0 data", | -
1 |
_ :._2 ' SUMMARY OF THE INVENTION
_Li One initiél goal of the invention ig a process for
.4 authenticating portable objects by an outside ned ium that does'
5 not require the use of a specific-seareticode fbr the
L6 authentication device used, which consists of the outside medium;
7 . A second goal of the invention is to permit authentication
L8 by an outside medium to which the portable cbject is connected
19 via sdme kind of communication line, whiie‘prohibifing a
C 20 defrauder from using the information that hé may gather by
21 logging onto that communi&ation_line.
22 A third goal of the inventionlis.to allow any portabie
13 object with procesasing circuits that can make a caloulation,
24 taking into account outside data and secret data contained in its

25 memory, to be used to give access to any applications, while

26 -affording them optinur security.

>



71 . The 4 nvention concerns a process for an outside nediumto 2
authenti cate a portable object that has: a portable medium3 I nserted
in a termnal connected to an outside nmediumvia a 4 transm ssion |ine,
a portable object with processing circuits and 5 a nmenory .contai ni ng at

| east ‘one secret piece of data accessible 6 only by the processing
circuits of the object; and a non-secret 7 pi ece of data specific to
that object. The invention is 8 characterized by the fact that it

inval ves: 9 The inventiaw wgnthensbieptotesmsivr arsowbmidecrediyh ke of
data 10 to the outside nedium -11 - having this piece, of data go
thr dugh tEbendeaseng pertabder ohijesti khahchamt si APHRERRES BRAEW cont ai ns
a confid%ptial 13, contrql table nmanaged by that diu and f ind the
resul t oftREer¥ed id,pchexmidslngaenagFeAgtendn| auEsH ® SR IR YHA Bof t hat

bj d g fi ~ kep, | ' ki h

cal &l at Rggn=Fission rl%.e‘?aﬁr?ﬁﬁ%ﬁépi?néﬂa%%‘é YiFE sl Chroniteha,
18 - i : t ot 19
o xR BEuRTRGRR, pRLCBEEL O CERERNE PRl Bl il
resdlt ¢ AR BCThe Briidetihy SirbRTER PECtRarLENSGE? Ak nonBbbede |
secret pifgeReObrdabdaC apbiiRed ith &?ﬁ% gigjs&é. 28ne iMpesbibS BEcessible

only to the processing Circuits o obj ect,
8 characterized by the fact that it involves:
9 - having the object trénsmit its non-secret piece of data
10 to the outside medium, .
11 - having this piece of data go through the processing
12 ' circuits in the outside medium, which contains a confideﬁtial_
13 control table managed by_thét medium, and find the result of a
14 calculation wade during the last authentication ofltnat ohject
15 and a first parameter taken into.accouht in making that
16  calculation,
17 - transmitting this first parameter‘to the object,
18 - having a second parameter generated and transmitted to the
19 objeét via the précessing circuits of the outside medium,
20 - having the processing circuits of the object calculate an

21 initial result that takes into account at leaat the first
22 parameter, and the secret piéée of data contained in that object,
23 which js acceassible only to the processing circuits of the

24 - object,



81 . - having a second result calculated by the processing 2
circuits of the object taking into account at |east the second 3

paranmeter and the secret piece of data contained in the object, 4 _ -
transmtting the first and second results to the ternminal, 5 : -

coding the first and second results as a unit in the 6 termnal, so as
to obtain a third result, then transmttdng this 7 third result to the
outside nmediumvia a transm ssi on line, and 8 decoding it in the outside

nmedi 4m to find-thavipgseg gaEcBdcoasubt cakanipted hy the Pr°°e$@Hﬁﬁhr|ng t he
first resugt of the decodlng in the outside 11 nEdlLi%? he res t of
the tal cuUFRFFBAtHafE Bhei phJeRE Faking sinto agepint &k i thredt | t
d t d t d th 1
St ninti copraphESr e thaodeuter Pisge ot ptE RGP dEHE °§bfn &% on
de, d h '
ol al et e aun T nBEFRENLER4AS epalkl LR L (LIRS RPN Sl sna,

calculated durlng T%atd I N progress an

parageter with tés.aiz tgée@%gtp@ﬁ@@é@a a ESREE S Ve Ya dri e N% aopd rol

table,. 18 I ng to anot her gharacterlstlc of the invention,

the 89  toFmgRss, haa asPts! bBtadhYa PSR il @hldn WiilediRe iy this
super vi si on of the service provi der and constltutlng an initial 21

aut henti cahipd péstbe €8j enk, oeashdé i mad iatvin eVt i@risgiot lime?2 and
val idated to authorize access to an application run by the 23 medi um -
sai dé phaséedoding hi th the punbsidsimsdiin dio tRimd the st 200d estcand

pl aced in contact with the processing circuits of the 25 out si de nedi um
and ®Buri ngesihita t he non-secret piece of data 26 specific to the object -

is transmtted to the outside nmedium. then
1o ~ comparing the first result. of the decoding in the outside

11 medium with the result of the calculation made during the last

12 authentication of that object and stored in the control table,

13 . ~ considering the object authentic if .they match and

14 replacing the result of the calculation made during the preceding
18 authentication with the second rasult calculated during the

16 authentication in progress and tﬁe first parameter with the

17 second parameter, respectively, in the contrel table,.

18 | ~ According to another characteristic of the invention, the

19 proceés has a preliminary phase, carried out undér‘the

20 supervision of the service provider and constituting an initial
21 authentication of the object, each tim; that a new object must be

22 validated to authoriZe.access:to an applicatioﬁ run by the

23 medium, said phase during which the processing citcuits of the

24 object are placed in contact with the processing'circu;ts of the
25 cuteide medium, ahd during which the non-seoret piece of data

26 speéific to the object is transmitted*o the outside medium, tﬁen



91 enfered in the.control table, and during which a paraneter is 2

given to the object and a result is then calculated by the 3 obj ect,

whi ch takes into account at |east this parameter and the 4 same secret
data used to calculate the first and second results, 5 and during which
the paraneter and the result. calculated from®6 that paraneter are stored
I'n the control table and natch t he non- 7 secret piece of data that-
specific to that object. ygtem f or carny out the rocess in
t he i Avent eHfergdoin L@#aP&éF@Pizﬁﬂbb? t?RQfQ&ELQQEH 1&&%& Ehan®

d d h | I I
A g't‘frré‘nlga ey SPEraanAch KAPHS. L0 A &tt*?%%)é’s. ST ne:
th 1 I I t

® B ah r%‘?@%&ﬁ?&&”‘éaﬁs&et orRRroRRt £ TE L R AAHE i ide

”erm% Wtiak L8 gﬁato%t%e s%bogb %18&19@15%h§ LAge - é@@d:ﬂi ddsults,

pi ece of data spe icto t and on t hand,

Pr 0CesSi N phiar Alirk A telh%hetﬁgesutatéegf fha i sesast fb£i1 Sed Teron dat @

and on external paraneters termn 0o has neans of 18 codi ng the
resul tss suRpate paPamele P Arbalkerel et tid@dedfrol t £AHEE1 dfd NEatdrenthie ndwe-
out si de nedi unm the outside nedium has 20 means of decodi ng the coded
messages. t pagteitt pddcey dthaatar khas! i2lspecbfik ofo etihet i ogjéetor mati on in
the control table under certain 22 conditions. 23 The invention
is padticul arly Radystieagous casrgdrg aoyt. 2dhe ppoces®| Enobthecineentomi ¥ a
" non-secret piece of data that is 25 specific to it, and capabl e of

codi n@ outQMGGﬂp&exmzwdrbyu§hﬁgfaqt26hat'aIgbrim%hﬁ@ﬁﬁ an seuteide) Rediyp

data that it has in its nmenory
that manages a control table and at least one terminal connected

Li to that outside medium via some kind of transmtssion line; the

12 terminal has means of élect:ical connection-and dialogue with the
13 stationary portable object; that object contains, on one hand, a
14 memory with at least one secret piece of data, and one non-secrat

15 piece of data specific to that object, and on the other hand,
16 procassing circuits to make calculations on that seoret piece of
17 data and on'éxternal parameters; the terminal also has means of

18 coding the results supplied by the-ﬁortapie object and

19 ‘transmitting them to the cutside medium; the outside nedium has
20 means of ‘decoding the coded messages transmitted by the terminal
21 and of entering information in the control table under certain

22  conditions.

23 The invention is particularly advantageous, since any
24 portable object containing a non-secret piece of data that is
" 25 apécificjto it, and capable of coding outside parameters using_an

26 algorithm and a secret piece of data that it has in its memory



10 1 can be authenticated and used as a neans of access control for 2 .
any appllcatlon 3 Now, nost portable objects generally contain a
specif.ic non- 4 secret piece of data: generally, it is the serial
nunber” of that 5 object. And nore and nore objects have processing
circuits and a 6 secret piece of dataoaccessible only by those
processing 7 circuits. The result iSthat, at the limt, any object, if
it 8 has been recorded or validated in a prelimnary phase, can be 9
used .as a neans of access control. 10 I ndeed, it is not absolutely
necessary i 1ee sutmendimtkl andCoRedl Bedai febhis obj fctedo dmverahytor
correlation whatsoever with 12 those of the termnal and the outside .
medi u  Si Rew Hpgadcatdohd  results calculated by the object, which are

t hen coded in the 14 termnal, transmtted to the outside nmedi um and
decoded in it. Now, mbet mmﬂum;y albjectehgenarahdy ooentain neFRESHEEE BADY
mat ch the 16 coding algorithmof the termnal. 17 18
BRlEF4DESOHa@nagunj@CEHEﬂDNwMWNGSg@@erallyf Ethaf Eharserial spypker gt that
advant ages of the invention wl]l % pear bel ow with fhe. description
the T Sur eghiclin cndypore dnd norer GHJBCVS) hRe, PEOESSSLNE T CurFy ahah

systen1for car out the

EI gur sd2 fﬁ’&’?‘sﬁ’ clengfm%trﬁu er@%gﬁ}ﬁg png[yhgypgﬁg%ﬁ?? gssi%%] ect nust
5
a8 900 0T BIRESE P A W SRR e cabbe, o

8 has been recorded or validated in a preliminary phase, can be

9 used as a means of access control. -

10 Indeed; it is not absoiutely necessary for the alggri;pm'
11 contained in the object to have any_qorrelatioh whatsoevér with
12 those of the terminal and the outside medium, since these are

13 results calculated by the.objedt, which are then coded in the

14 terminal, transmitted to the outside medium and decoded in it.
1.5 The decoding algorithm in the outside medium need only match the

16 coding algofithm of the.terminal.

17
18 EF _DESCRIPTION OF T WING
19 Other characteristics and advantages of the invention will

20 appear below with the description of the figures in which:

21 ‘- Figure 1 111ustrates schematxcally a gystem for carryinq

22 out the process in the 1nvent10n.

23 ~ Figures 2 and 3 show the minimum elements that a portable
24 cbject must have and the 1nformation—pr003351ng that 1t nust be

25 capable of performlnq to be able to be used with the anentlon.



1 « - Figure 4 illustrates an initial node of carrying out the 2

preli mnary phase. 3 - Figure 5 illustrates a second node of
carryipng out the 4 prelimnary phase.. 5 . " - Figure 6 shows the
control table at the, end of the 6 prelimnary phase. 7 - Figure
7 illustrates the principle of the sequence in the 8 aut henti cation
phase. 9 - Figure 8 illustrates a variation of the sequence in the
10 aut hentication phase. 11 12 11 DESCRI PTI ON OF THE
PRERERRED EMBODIFipIel 3 illustrakRsFhguiaitiad syaéest haaraytegtoat tnet 1,
connected vi.a 14 transmssion lines 2, 3 to several termnals, tw of
whi ¢ch 4, prel3ninaarye pHwsan i n t he figure' 16 The unit forned I n

this way can performone or nore 17 applications, depending on the
progr ans recorddtigure He iddmstaiates a sespndimedd efieCRBYYHNGI @Uy the 19

In the exanple each ternminal has at |east one processing 20 uni t, not
shovth |nﬂﬂﬁ§1m%ﬂﬂﬁ¥ Ri¥tBeweans of exchange and dlalogue 21 betmeen a
user_and the prqcessing unit. These neans. are, le, a :
keybbard 400, ’5@0"9% & %’W@er?hﬁof"”%'flpFBWﬁthoﬁh?3&"d ‘égggh?er ni nal

respecti t he knomn way, each processing 24 unit is capable of
runﬁfng ﬁ%@éi %&y Ewhich are either 25 recorded permanently in a

ey y of the DiGRsEl M Hidst:AtelSthe bEINEIHFS BECERE sequence in the

8 authentication phase.

9 ~ Figure s'illusirates'a variation of the sequence in the

10 authentication phase. -

11 |

12 DESQEIPTIO F THE P RRED .

13 In Figure 1, a system has a central unit 1, connected via
'14 transmission lines 2, 3'po several terminals, two of which 4; 5
-15_ are shown in the figure. | | |

16 'The unit formed in this way can perform one or more

17 applications, depending on the pfograms recorded in the centr&l

18 unit 1 and thé terminals 4, 5.

19 In the example, each terminal has at 1east one processzng
20 unit, not shown in the figure, and means of exchange’ and,dzalogue
21_. between a user and the.prdcéséihg unit. Thesie means are, for

22 example, a keyboarq 400, 500; and a screen 401, 501 provided on

23 each terminal respectively. In the known way, each processing
24 unit is capable of running specifie programs which are either

25 recorded permanently in a memory of the processlng unit, or

26 | loaded as . needed. S T



12 1 * I n additi,on, according to this invention, neans are provided 2
so that atcess to all or part of -the applications run by the 3 systemis
prohi bited to certain users under certain conditions. 4 For this
pur pose, each termnal 4, 5 has a coupling and 5 connection device 402,
502 that allows it to dialogue with a 6 .portable object like a card 7, 8
with electronic mcrocircuits. 7 This device will be called a coupling
device in the rest of the 8 descriptid 9 In the exanple

|1 d, th ' d f '
S ORI CH 5 LA D o e
t .
o B h fare GE°CRE B TERRR finy che

.one V%r'at'g%tg%b QWR 1 B4k oGORGE LY RPL Bn %@ﬁ?ﬁtﬂﬁdég cer€££ﬂ18@ﬁdi§1@ﬁé

bei ng nonit e service provider, coupl 1 ng device 402,
502 of4 t he portq@&et Bime bu | hPmiral 41 he BOET £SEONS] tsﬁa1nal
4, 5, and the unit fgrnegh§pb%elsbag§ ?89m K|s p%y5|ca |y proteg?%d for
exanplse, byomneettdiongdew iy a033f sby tRat alkuwseithtd dbsxoghé whthlarm
when soneone tries to open it, or 20 by any ot her neans. 21

Thus, 6such psrtakdangbject rlém tas capday, a&cesthtelabtronuzznlcrmuc@it%e
appllcatlons run by the central unit 1 or subject to 23 pr

aut herft i caflihds dlevdcgomidll deokjaddedt Aacovphingrevica 2a the nﬂrwﬁﬁuﬁf nkR®er

of functions and has a m ninum of elenents for 25 doi ng so.
degceription. -
9 " In the example illustrated, the coupling devices of the
10 pdrtable objects are shown outside the correspohdiﬁq tefminal.
11 This is conceivable when the termindl and the coupling dev1ces
12 are being monmtored by a representative of the service prov;der,
13 for example.
14 In one variatién, not shown but conceivable, when the
15 terminal is not being monitored by the service provider, each

16 coupling device 402, 502 of the portable objects is built into

17 the corresponding terminal 4, 5, and the unit formed in this way
18 is physically protected, for example, by shielding or by a safety
19 device that sets off an alarm when someone tries to open it, or

20 by any other means.

22 Thus, such an arrangement permits total access to all or _
22 part of the applications'run by the central unit 1 orISﬁbject to
-23 prior authentication of-é portable cbject that can perform a

24 minimum number of functiéns and has a minimum of elements for

25 doing so.



13 1 1, Figures 2 and 3 illustrate schenatlcally t he n1n|nun1nunber 2
of elements that a portable obj ect 7 must have to be able to be 3 used
in an aut hentication process in.accordance with the 4 i nvention. These
figures al'so illustrate two types of 5 i nformati on processing,
respectively, that said object shoul d be 6 capable of performng. 7

The portable object shown in Figures 2 and 3 has nenory 8 el ements 70,
processing circuits 71 and nmeans of . cortriect i on and 9 el ectrical

conmuni cation 72 with the outside, conposed of one or 10 nore connecting
conduct ors.  IRLgureesk riovemdnedy i Hhesrateasshense itd 11y thepossibhe neonbeppl y
the circuits of the object with electrical 12  power from the outside,

and & hey C’Eeﬁﬁecm%ge%&ﬁngﬁe psirtidile pdjectpdt W@@ﬁ bazeobpebe apbethe be

out sj de. In the method of enbodinent shown, the Eortable obj ect

||s 3 15 uBsthAp AR RUBRAREARALLGN ar&a%.lgsaﬁcpﬁdénpg :gas tR%e nenory 16
t t t 17

iﬁfmﬂ. cARvsneIDdy A B s oAb RRE et r 18

G T s PRt %@% %%% « SFRESERYR tﬁﬁe% HESePERTEas Modta ve

' nlcqpstr%% A% 5§)d%?¥5ﬁﬂ§ s to the nmenory is controlled by 21 t he

processing clircuits ans of comunication 72 with 22 t he

outsi de are cqmowi b1z Q@ﬁ@d@@tﬁ%r@finc@lguf'bbv@ %&e§ hds mem@gynect ed
on one hand to the termnals of the electronic 24 m crostructure and on

t he 8ot here letipshtis0 70qN HRGICA=FIFRE AFeRITOE 3hd mehhBMbEt BenRedkeies ahaough

t he coupling devi ces.

-9 electrical communication 72 with the outside, COmposed of one or
10 more connecting conductors. In the known way, these means make

11 it peossible to supply the cirecuite of the object with electrical

12 . power from the ocutside, and they permit an exchange of data

13 between the object and thé outside. -

14 In the method of embodiment shown, the portablé object is a
15 ‘card with. electronic microcircuits. 1In this case, the méméry |
16 elements 70, tne'processing circuits 71, and the means of

X7 'communicétion 72 are built into a supporb; for example, made of

18 plastic, in credit card format. The memory 70 and the processing
19. circuits 71 are created in the form of monolithic electronic

20 microstructures, so that access to the memory is controlled by

21 the processing circuits 71. Thé means of communication 72 with
22 the outside are composed of a coﬁbination of conductive wires,

23 connected on one hénd to the terminals of the electronic

24 microstrqcture and on the other hand to contact ranges accessible

25 from the outsgide thkough the éoupling*dévices.



14 1 ~ The. connection betmeen the processing circuits 71 and the 2
menory 70 i's shown in the diagramw th an internal bus 73. 3 ' I n
order [for an object |IIustrated in Figures 2 and. 3 to be 4 aut henti cat ed
in accordance with this invention, its nmenory 70 5 contains at |least two
zones, the first 701, containing a secret 6 confidential piece of data
S[err], i.e., a piece of data that canngt 7 be either read or changed
fram out si de e m:ﬁdti&utbmeﬂnhue%me@gs Us§dcibyuits PLOSRESLRE
circuits 71, and a second zone 702 that 9- contains a non-secret piece of
datza N emx}ms}pem fiisc drowrhain abjecatiagban wibpt agatnbernehdofisomst he
outside. 11 - Advant ageousl y, the non-secret piece of data Nerr]
cortained inIm orderhiforsegordjeoteiIDdstndtadeilnt Piguptenenandhz taveation
is the 13 serial nunber of the object. This solution is advantageous 14
bedause Authansficsined tiap agicdorseane wbbbcthisr bnvent bgn netkedmemeny 150 the
sa nunber in the control table, since the standards 16 currently.in

ef Pect SWRING Afacdadms: ddugonghuf Beuf bBSt )0t hecantaininged secret
oot IR et iate o o o Sftx‘fr%Sﬁ?iq%'e%ﬁ%g”%élgatangﬁe I%ghﬁb?cﬁé 2
e oo e thens B B %ﬁs%g' £6R °“T<B’?§%v€1?e “ehiedf ool BaNCorLul s
Cortai n ool b Tl hoetting BERELEPR 11 (A E et dolE A0 10z PERaE ™
Te@i UM dGrfa ne0 WP o setret B2KLECo - St Pa 39 ngc%laheaetﬂ% oﬁgactn

Figure 1. 25 operation ?hat processing circuits 7i of
the that can be read from the outsigde.
1 Advantageously, the non-secret piece of data N;contaihed in
12 this second zone 702 and used to implement the invention is the
13 serial number of the object. This solution is advantageous
14 because it prohibits two different objects from being marked with
15 the same number in the control table,JSince the standards
16 cﬁrrently in effect are such that two cards manﬁfactured.by the
17 same manufacturer, or two cards manufactured by different
18 manufacturers cannot have the same seriallnumber. Consequently,
19 any card ‘having a secret piece of data and a serial number can be
20 used as a means of implementing this lnventlon.
21 ' Moreover, the processing circuits_?l of the'object contain a
22 program P, in order to be able-to perform certain operations when
23 the object is éonnected to an apprdpriate medium, via a coupling
24 device, such as one of those 402, 502 in Figure 1. |
25 | The first operation that the processing circuits 71 of the

26  object must be able to perform is illustrated by Figure 2: on



26 object must be able to performis illustrated by Figure 2: on 15

1 request fromthe outside nmedium its processing circuits nust be 2
able to transmt to the outside nediumthe non-secret piece of 3 dat a

Nl err]” contained in the second zone 702 of its menory 70. 4 This is
synbolized in Figure 2 in the followng way: the 5 first arrom1p0|nt|ng
toward the neans of communication 72 wigh 6 t he outside shows the
conmand entering the object (request for 7 presentation of data Nerr],
marked [Nerr]?] in the figure), and the 8 second arrow corm ng out of

t he obj ect synbolizes the out put of 9 the data Nerr] to the outside

or ocebs! ngrddesh vEom %aaet%f ey, LeEoBreEonaes BLPehEEe Alke S,
i's iljustrated ea" lt:%z?ansml 3 u\é@ga [ GAUER e@ngynbgesgu&atdglasgeam

whi ch presents a data arrow

'processi ngyakd . iﬂédﬁhoéhé 'Eeég}i Gor#SHoP 201G W gﬁlg;ta oate a

result R 15 s a nction at east of this outsi E and the

16 4secret Sheyyf NS t;he 30 t | @8 s ry,
17 so t hat I'?ﬂ{—iéF(ES;:’é[)er%}f}d E)dé(aarl:ﬂov%fiwtel n ? ﬁl gﬁfé | gtu)rl éaﬁlﬁa @ 9 EEED

speci @l 1&irswaalx%dxat¢ﬁh€wtﬂmraalea@ hn&hasaetouahmambaelaﬁogzamu?h
executed 19 by the processing circuits 71. 20 Renenber, the
process i rthcheutmigid ishiowdhededmmanlt entetrdhynther pyhjkeatse (aaduaat for
aut henti cati on phase. The prelimnary 22 phase nekes it possible to
recort eadrgsemntatiiorojfeatatehiNgh @@ked spH) din Heme peigrte e orst the t he
application run by the system 24 Thi s phase consists of docunenting a -
cont r®l -t Agcensdg aypow eAidwy out of the object symbelizes the output of

9  the data N, to the outside medium ([N;] in the figure}.

10 The second operation that the processing circuits 71 of the
11 portable object must be able to peffofm is illustrated in

12 Figure 3. When requested by the outside medjium, which presents a
13 - piece of data E (arrow [(E] in.the figure), the processing

14 circuits 71 of the object must be able to calculate a result R,

15 which is a function at least of this outside data E and the

16 gsecret S, contained in the first zone 701 of the objact’s memory,
17  so that R = F(5,E) (arrow [R] in this figure). F is the specialh
18 - calculation function taken into account by the prograﬁ P executed

19 by the processing circuits 71.

20 Remenber, the proceés in tﬁe invention includes a

21 preliminary phase and an"autheﬁtication phasé. _The preliminary
22 phase makes it possible to record each portahle object which

23 should then pérmit access to the application run by the system.
24 This phase consists of documenting a control table of the outside

25 medium, monitored by the service provider, so as to validate each

26 new object.



25 medi um monitored by the service provider, so as to validate each 26
new obj ett. - 16 1 The prelimnary phase consists of the foll ow ng
- stages. 2 First of all, when a new object is presented for its recording
in 3~ viewof its |ater authentications, a request is transmtted to 4
the portable object by the outside medium so that the object 5 gi ves
the medi umthe non-secret data that islépecific to it. 6 Then t he
out si de nedi um generates a paraneter which i's 7 transmtted to the
objiect; the abjegireniminaiepasesitisiots of 8he fiod lewinacstagest t hat
paranmeter and the secret data contained in 9 its menory and transmts
thizs reduirstt ®f kd butwiae aedwmbiket isl gesentede fegn idécrepogdiag in
specific to the object, the paraneter 11 and the result are %ntered on a
cordt rol via @f Hais At putimntizatigns,13 request digg frangmitiad M es a

S B B il 5 end S i U B BSER

30 Sonn@brEP (e APATT i AR AR AR oy T o A et SPedted
il 1 e kn & feiae e TREF HeniEhonh ol Hltier R 50 N 2
term nale Gl ko tﬁég&@fé%ﬂ‘;g Gid %gte}ntgljﬁéi@iﬁ% Rlredtitle, 1 whaoh ng

t he out si m has a rocessin e 10 wth processing

ci reu tsislg ﬁ{}%rgimr@ﬁﬁéx%t Zohr arANY Ay tHHl sédifdt ARt lcvitained in

pseudo- random nunber
9 " ite memery and transmits this result to the outside medium.

LO Lastly, the non-secret data specific to the object, the_parameter

L3 and the result are entered on a control table that matches them
12 up.
3 Figure 4 illustrates a method of carrying out the

14 preliminary phase, when the portable object (n) to be validated
L5 is in direct communication with the outside medium 1, or even
L6 when that object is connected to a terminal 40 connected to the

L7 outside medium 1 by a physically protected connection 2Z0. This__

L8 happens when the terminal is near the central unit, for example
Lo on the premisés of the service provider. The terminal contains
0 processing circuits 41.

5 The central unit 1 forming the outside medium has a

22 proqassing'module 10 with processing circuits 100 and a parameter
13 qgnerator'lOI, such as a random or pseudo-random nunber

4 qéneratbr. In additﬁon, the outside medium 1 is connected to

!5 'term;nals 4,5 via some kind of transmission lines 2, 3, which

16 were”already described in connection with Figure 1. Moreover,



24 generator , In addition, the outside nedium1l is connected to 25
termnals 4, 5 via sone kind of transnission lines 2, 3, which 26 wer e

al ready described in connection with Figure 1. Moreover, 17 1 t he

out si~xde nedium 1 runs the control table 11 that was just 2 mentioned. 3
The processing circuits 100 of the nodule 10 have a decoding 4 program D
recorded in a zone 102 of that nodule 10. The decoding 5 programis
taken into consideration by the proces&bng 6 circuits 100 if ‘the

ProLi ey G el 37 x0y WE)CLRECE1 £aBRL! 20 EngblREE Jis€onnect ed
to a termnal connec outS|5 8 non- pr ot ect ed

| i ne anghadtiiondd.he | at er 9 aut henti cati on phases 10 In this
Figure 4, electrical connections existing between 11 the various -

el grent s ar e OWdResddNy @ idcudws; 1bbeodi ther apuld 10 hawwsa decoding

I nformation that travel through these electrical 13 connections during

t hel pr elproigrany [phaswrded dookrd zame( npghof4thatpmotiabbelobj ¢Blie ddecohbng
there by plain arrows indicating their 15 point of departure from one

el énent poagreimeils dakenlinde sosstideratdon byhthanprnoseagérgin t he
prelimnary phase are nentioned. 17 " ‘Before the validation of this
(n)& h olfi&emitend 0fority cﬂhewreluv&mywhe&m aﬁnsaasﬁriydl mrmm orpe

concer ni th recedin n-1 el enents,, i i NS
no 'secﬁﬁg’ p %ﬂ g@a cFP@ 59 & t?S“%Hél °?“BSFE€ ggJ?%%dy

lid d, d f h f th d l,
bt & t@\%ﬁa P By o PoRTPEPRRCESR 24BA 35 auBipdcEhe iivels °
calgcul at %Q; _ :.%lgtrl% thas%ccount t he

10 ~ In this.Figure 4, electrical connections existingspetween

L1 the various elements ére shown by double arrows; the different

12 £lows of informatisn that travel through these electrical

13 connections during the preliminéry phase to record an (n)th

14 portable object are shown there by plain arrovs indicating their.
is point of depérture from cone element and tﬁeir arrival at another;
16 the main stages in the preliminary phase are mentioned.

17 Before the validation of this (n)th object, the control

i8 table 11 contains only info;mation éoncerninq the preceding (n-1i)
19 elements, i.e., it contains the non~secret N, n-1 data specific

20 to the n-1 objects already yalidated, and fo:'each of these data,
21 the control table 11 has a parameter Ev; and a result Rv; for each
22 - object that - was c&lculated by taking into account the

23 corresponding parameter. At each authentication of an object,
24 the non-~secret data N; specific to each.object is not changed in

25  the control table, but the value of the parameter Ev, and the

-
N



23 - carrespondi ng paranmeter. At each authentication of an object, 24
the non-¥ecret data N err] specific to each object is not changed in 25
the control table, but the value of the paranmeter Ev[err] and the 18 1
val ue~of the result Rv[err] associated with the object are changed, 2 as -
will be explained |later on. 3 During stage 1, the processing
circuits 100 of the outside 4. nedium 3&ransnmt a request [Nerr]?] to

t he portable object (n) for 5 the non-secret data N err] specific to

t hat 4 obj ] > Bl 4 delwBe ak Trddqed S
traném’ t%@%ﬁ[ﬁrﬁﬁémﬁgﬁga@ asé?%(gieéégd %@egg.‘rrpl e.JléENext , during stage
3, azpar ety P ldlplsifea 180dggRd by the generating circuit 101 of
the outside nmedium11, 9 and ts transmtted to the processing circuits Tn
of the object mariHy stddiaty ! g prdodsdimespareaitealool afte ther eatistide
Rv[err] that is a 11 function of the secret data S[err] specific to the
obj ect ansedien 12 trampatianed efedudstr (N, ? pceo velte sartdiale olRgetriny féx
(S[err], Ev[err]). This result is 13 transmtted to the outside nmedium
1 (s$age e amh-axfcorst tdutta N, spe¢st hget6) thateobipert o dre diransp bt ked
specific to the object, the 15 paranmeter Ev[err] and the result Rv[err]
are ent erel the tmtaicta meding. Tl datr ighitranshd$tednt ¥ hsOWRENE| enent s
shown in Figure 6. 17 - The prelimnary phase nust be nonitored by a
r epr 8sent @3k 28 for exampleer Heed pdaiide: stage Jusf, PRKRECTEY FV. 1S |
initialize the 19 system so that at |east the outside nediumis placed

in a®wor KPFRAURA byhddie ganarpting qimcsvtatlidn ofohder AVAE L ené\ﬁ%%ﬁpmeét' can

\tjgr |2%t i‘onngéé"EFe i ntg&@‘%{i&n&% s ;Pe}:tgc%ss%.%g circu it';'i Q'lrjxr %fS tihlel %%tj%aétessoa
10 that they can, in response, calculate a result Rv, that_is a
11 function of the secret dat;a S, specific to the object and the
12 parameter Ev, received, so ﬁhat: Rv, = F (8,(Ev,). This result is
“13 transmitted to the outside medium 1 (staée 4) and, after that
14 (stage 5), the hon-secret data N, spééific to the object, the
15 parameter Ev, and the result Rv, are entered in the control.
16 table 11, which thus contains the elements shown in Fi_gure 6.
17 The preliminary phase nmust be monitored by a representative
18 of the service provider, w'hd must, inter alia, 'initie_xlize the
lo system so that at least the outside medium is placed in a working
20 position so that information cqncerning a new object can be
21 written into the control table.
22 Figure 5 illustrates a variation used when the preliminary
23 phase tak@slplade'when a. portable object (n) is connected to a
24 terminal 4 connected to the outside medium 1 via any kind of

25 transmission line 2 that can thus be spied on. In this case, the

26 © result Rv,, calculated by the processing circuits of the portable .



23 phase takes place when a portable object (n) is connected to a 24
terni na 4 connected to the outside nedium1 via any kind of 25

transm ssion line 2 that ‘can thus be spied on. 1In this case, the 26
result Rv[err], calculated by the processing circuits of the portable 19
1 obj ect is coded by the processing circuits of the termnal, which 2

run-a coding program C recorded in t hei rifenory, before being 3

trapsnit bedeit Gedebderr By Ruketrbebsaingheiteansgi 66i tne | termndd, dwhich he
outside nedium - After it is received by the outside nmedium 5 the coded
resalt i sudeaodeding Hregrancestebgrdbdcint shdd? oéméry, batoreddeimyl, by
- runni ng the decoding program D which was 7 mentioned earlier. After -
decddi ngrranendtisiddd mutided flows {Rwds] ®n thehdramismisgs ioss HiNeRY &or], as
it was cal cul ated by the portable 9 object, and can enter it in the
confrol FhBl eutside mediumor Afspondtnée weeaived hbntg%c?’é?sé%?am?\?%‘l“ﬁ]
specific to the object 11- and with the paraneter Eferr :
cal €ul at FR& Fﬁéeﬁeﬁﬂsﬂuml[i@r fdrecpdedoby t’t‘ﬁePEBF?ﬁﬁfLquﬁfE ’t““‘"i?»m2 of o
t he other s transmtted in_clear, 14 from

fhe outz Bg%nﬂﬁﬂ&g%iﬁgg gﬁégbaﬁp% F@Loﬁﬁﬁeﬁl?ﬂ)pV?ﬁx?ﬂe D ¥hich ¥a8 i ssion
spodi £ cmpREiREe Merer’, TarkerY et RGY BR6 Shedie ‘93313‘%&% lttpas
thegout sifg mgi@z we%d e gy resﬂau; Wt ' Hhared YRS Potadiee, 19

was nentioned earlier t he non-séc a spe to the

0bi 9Ct USBIEERr LEROUN Itd: 1kNen £RA EObeLAY! gabfetbf b serial

€ Object. wever, one vari atl
10 correspondence with the non-secret data N, specific to the object

11 and with the parameter E, used in calculating the result Rv, in

)

12 the portable object.

13 Oon the other hand, the parameter Ev, is transmitted in clear
14 from the outside medium 1 to the.portable object (n) via the

15 ' transmigsion 1159 and the terminal 4; similarly, the non-secret
16  data N, specific to the object is transmitted in clear between

17 the object and the outside medium, via the terminal and the

18 transmission line.

19 - It was mentioned earlier that ﬁhé non-gecret data specific
20 to the object used for recognition in the.contrdl table is the
21 serial number of the object. Howéver, Qﬁe variation not

22 ‘iliustrated uses not the serial number of the object, but a

23 specific number for that appliéation, générated, for.example, by
24 the.outside medium 1 at the start @f'the preliminary phase, and
25 ente:ed, on one hand, by the processing circuits of the object in

26 its non-secret memory when requested by- the outside medium and



22 i 1dustrated uses not the serial nunber of the object, but a 23 _
speci fic nunber for that application, generated, for exanple, by 24 t he
outside nedium1 at the start of the prelimnary phase, and 25 ent ered,
on oné hand, by the processing circuits of the object in 26 its ,
non-secret nenory when requested by the outside nedi um and 201 t hen
in the control table.  This nevertheless2@éntails additional 2 menory
consunpt i OjpaRd IHE el @orithal ©h®1Rr 0CeasENHevitEHELE8sol eBtaild heddit boniel
medi um be configured to run and produce nunbers 4 i ntended for each

obj ectz t haipeiiddly Rruiiiioncan@d reQuires thafisthasprecessing, cprefteaty
the paraneter used as a basis 6 for calculation in the portabl e object

i s a randorheu s ifdeumedium bey canfdgdoeintobennoangs pueduea ntmbetfiber
generator 101, which 8 is part of the nodule 10 of the outside nedium 1.
Thus, 4 9 intesdedidor washwaiciest thett massnbespythprkésas®d- knew t he 10
paranmeters transmtted previously to portable objects connect

d 11 .
succedsi vel y t o Ashavagumsndd ansd uprederabiyt the Pazabg er“??ﬁeaiZa bag kS
t I'd he t itted to th t t abl, bj C I '
o the oystisif cpioulationis GenBREBRowABIReE odr 8 Sanaetonenieesrsent
the 1 I im h ‘Wh th t ahl Lect. | t 16
one of! t he Worharion, Pbeg < Resydbaraneel RHESSY, ShhekaLGeiTeT Wnion

ki nd of, t 1 SSi [ 2 ' ' i.cal 1 te th :
ﬁggeslsé;r yofidsr rp[ e a?ﬁis Ingﬂ‘% i'dc“."aqfhl lc')e"n 1&1&}2E®%$;6§35§§§t hlgﬁ'],&%,ci. a?%gﬁﬁaﬁce \(/)vlrste h

Lhis Lﬁlvem&&ka&r who watShdd' &t R4/anitdsi0Re 1in@es a0k kAEAT ERRI ON Of
10

data vhich "
parameters transmitted previously to portable objects connected

11 successively to the outside medium could not tell ahead of time
12 what parameter would be transmitted to the next portable object
13 connécted to the system. |

14~ The elementé shown in Figure 5 needed to carry out thg

is preliminary phase when the portable object (n)_is connected to
16 one of the terminals 4, 5, which is linked to the outside medium
17 via any kihd of transmission line 2, 3 whatsoever are identical
18 ° to those necessary fof the.authenticaﬁion phase carried out in
19 accordance with this iﬁvéntion.

20 On the other hand,.éhe flows of information or data which

21  are shown in Figure 5 &iffer frﬁm those that appear during the
22 authentication phase. . The latter are;displayed in Figure 7,

23 - which is structured so as to diéplay from top to bottom a

24 possible chronology of information exchénges within thg system
25 during the authentication phase, and the elements of the syst;m

26 that are.used during each exchange.:



21 are shown .in Fi.gure 5 differ fromthose that appear during the 22
aut henti cation phase. The latter are displayed in Figure 7, 23 which is
structured so as to display fromtop to bottoma 24 possible chr onol ogy
of i-nformati on exchanges within the system 25 during the authentication
phase, and the el enents of the system 26 that are used during each
exchange. 21 1 The-circuits of a portable object 7, such as a

m croconputer 2 card, are connected tgithose T of a termnal 4 via a

cqupling 3 d 2 h S reul T ) e

pl aced 4 Tlh I‘el ?ci)!rt\-te g‘é?:QWOf 4 Egpggggésg%&%?cu%?sh 1% 4*&&&%&:@@&1& G?IEE» .

madi urmchrd, aagey cbhRdoebdt kaNEALES Plot [ Aot mifa £OHIVI & coligeld Lhm C 1's
a code at

recorded in a nenory zone 403 of the termin 4to 7
bét weedewtieet apni nat[‘nanflrbbesﬁuhijl SEréRitsnt of hend ternﬂfme%%é“q:lcddéwl ts

10 of the outside mediumrun the control 9 table 11. They include the
r endominumPstagbnwibhothéOprodessithmoeibfouitsi 1€ WE thkd vaiEdi.dee conpari son
circuit 103 whose function will be 11 expl ained | ater on. 12 The

p8r t abMBAdPpedt VIahaByakipdeo? Otransmi ss kot reinei 2ce Dfcotng data S7
ge0|f|§ to that object -and a zone 702 with the non- 14 secret piece of
ddta Np BPF1§ Becfs e FScPﬁéﬁdobPe%tmemmh 20Nn¢ t40A DL theetieximimaiber .t 6

sun1n hgh g ? g%ect 7 was pre-recorded in a 17 prelimnary phase
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9 table 11, They include the randOm number qenefator 101, decoding
10 circuits 102 and a comparison.circuit 103 whose functiog will be
11 ‘explained later on. | | “
12 The portable object 7 has a zone'701.with a secret piece of
13 - data S; specific to that object”and a zone 702 with the non-

14 secret piece of data N; specific to that object, such as its
.15 serial number,
16 Assuming that this object 7 was pre-recorded in a

17 preliminary phase or already authenticated, the controel table 11
18 contains information on that object: this includes its non-
19 secret data N,, a parameter Ea and a result Ra which were entered

20 during the preliminary phase, if the bbject.has not been

21 authenticated since, or during the last authentication of that
22 object as will be explained below. _

23 After the object 7 has been connected, tne'proéessing

24 circuits 10 of the outside medium transmit a request [N.?] sent
26 | throqu.tne transmission line 2 and the processing circuite T of

o~

26  the terminal 4 to the portable object so that the specific non-



20 ‘during the prelimnary phase, if the object has not been 21 -

aut henti~cated since, or during the |ast authentication of that 22 obj ect
as wll be explained bel ow. 23 After the object 7 has been '
connected, the processing 24 circuits 10 of the outside nediumtransmt
a request [N err]?] sent 25 throughnéﬁe transm ssion line 2 and the
processing circuits T of 26 the ternt'lal 4 to the portabl e object so
that the specific non- 22 1 secret piece of data Nerr] is
transmtted. |In response, the 2 ° processing circuits 71 of the object
tramsm t gedraatr iddee afomatecNet i traskaiiot s r ] In orddporaa sittee nedi um 1
via the termnal and the 4 transm ssion line 2. Wen this non-secret
dat @ i s newsiassd.ng ledreuitspr7dcesstheg objeakt sraosuitt [, Jokhd deoireereret

l ook in the control 6 table and find the value of the paraneter Ea and

t he ¥ esuldatig Nz to thecputisidermnediwn Wi e seepeinafatand & ng the | ast
8 authentication or validation of the object.” At this stage, it 9

shofl d bé&udgsstiasian ikinen .coMbenl thisl aonoescret dakealfi rreEeiyed, Fheye

of . the non-secret data faor the o%Ject, because it ,has

b
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9 should be noted that if the control table does not contain the
Lo value of the non-secret data for the object, bécause it‘nas-not'
11 been validated duriﬁg a preliminary phase, the authentication
12 process stops immediately. |
.13 After the non-secret data is.recéived and the earlier
14 parametet Ea and the result.Ra are found, the generator 101
16 produces a second parameter Eb, The earlier parameter Ea and the
16 second parameter Eb are then transmitted in clear [Ea/Eb] to the

17 proceasing circuits 71 of the object, via the line 2 and the

18 terminal. The processing circuits of the object then calculate
19 two results, a first R'a;_which is a function of the earlier
20 parameter Ea and the secret data S; contained in the first memory

21 zone of the object 701, and a second Rb, which is a functien of

22 the parameter Eb that has just been calculated by the

23 generator 101 and the same secret data 8, contained in the
24 zone 701 of the object. These two results R’a and Rb are then
25 transmitted to the processing'circuité,pf the terminal in which

26 the coding algorithm C contained in the specific zone 403 of the



19 twe, results, a first Ra, which is a function of the earlier 20
paraneter Ea and the secret data S[err] contained in the first nenory 21
zone of the object 701, and a second Rb, which is a function of 22  the
_paraneter Eb that has just been cal cul ated by the 23 generator 101 and
the sanme secret data S[err] contained in2he 24 zone 701 of the object.
These two results R a and Rb are then 25 transmtted to the processing
cirquitstehnifall aemapplicd Wd ¢her® A theérdodinglal goded hredhitiontained in
t he specific zone 403 of the 231 termnal is applied to them A
thigd sif@l'e/Gbjge)restiiich? is af RuatBhbdhcdf vhiechwosrestilietcahcwiatdd lwwo
results cal culated by 3 the object is then transm-tted to the processing
ciréuitsthe object ishéhem siramsmititath o the precesabrdi @EFHwlEs nkd 2Gnd
is decoded 5 - there. 6 - . The decodi ng makes it possiblge to obtain
thedtwo EBeuppsside mpddurpy, ydar kB9 GERBSBAPELPAt 4NBY2 { FRA phARSP

cir%uits 1 of 8 the object before being sent to the termnal 4 for
codPng. &here. |f the object used is authentic, and has therefore been
used 10 to docunent,,the controql table durjng Eior, opgrat.i en the
11 8 first rggﬁi egoding mg edtb9°?§kpg§ #ﬂt8%58&Bu%?etﬁ%gﬁ5§%%%§£r 12

E 1 i i { | . y : : t d
a9 80a 2Rk, 2hel Rl R0 Lol TR BaTBYCRES, BhctSathy ERrddiee P16
progessi @aecyaga&sbgffo%e b%%ﬁﬂt gﬁn@%uah%eﬁggﬁmél 4 PoRORRAASON bet ween

this value o he resglt Ra co Ined Int _ control table” 11 and the
decgded resul ffRtfsVaSRMtAused 48! aheHedfic, hall R8s ChéréceveMbebhcuséde

par anet er.

10 to document the control table during a prior operation, then the
11 first result R’a calculated by'taging into account the parameter
12 Ea entered earlier in the control table matcheé_the result Ra

13 entered in the control table. The compaxisoﬁ circuits 103..

14 contained in the processing circuits of the outsidélmedium 1 make
15 a comparison between this value of the result Ra contained in the
16 control table 11 and the decoded result R’a wﬁich'was calculated
17 taking into accoﬁnt the same parameter.

18 If they match, the processing circuits 10 of the'outside

1o medium then consider the portable object 7-authentic. In this

20 é&se, the second decoded result Rb, which must match the second
21 result calculated by the object during this authentication is

22 then entered in the control table 11 in place of the earlier

23 result, and the paramester Eb set during the authentication
24 session in progress, which was used to obtain this second result

25 in the object, is also entered in place of the parameter Ea,

~
-

-



18 . |If they match, the processing circuits 10 of the outside 19
medi um t hen -consi der the portabl e object 7 authentic.- In this 20 case,
t he second decoded result Rb, which nust natch the second 21 resul t

cal cutated by the object during this authé&fication is 22 then entered
in the control table 11 in place of the earlier 23 result, and the
paranmeter Eb set dyring the authentication 24 session in progress, which
was used to obtain this second result 25 in the object, is also entered
in place 6hl?hewﬁérﬁﬁ§?§¢dEﬁurlhq2th_earh&ﬁ%ﬂV%&&ﬁ%ﬁ%Qﬁwﬁf’during t he
earller valldatlpn or aut hentication. 3 On the other hand, if
t hey?2do nB¥ hﬁﬁthcaFE@nauthentlcatlon 4 process stops. In effect, this

”E:”iaﬁ'etﬁﬁi.tn i rhRcr ??&a’%«?f 1*3&%%{#?”%&11""%3%% e Lok
mhetent Brocess, ehEVE: oonecSFredhe RO a?er”%?“%%‘kh%ipenﬁ““s%‘éib? G et

codi gg/ deggd d g QL

ot ng s ichechod BAOREALIE 5P lendRiad SOlOh kol i P4 imlthe on
that gt akebé@&&eﬁcﬁﬂéntei:ﬂiﬁéHaéh&mtl% $VS1 SO RSARE Of 12 a | arge nunber
of bits, to prevent the keys from being able to- be 13 di scovered easily.

The pesult is Neoer8R8ResgpPSohbcpsysi @indould spant f ivialdly idesicgneithiearent
decode the nessage, i.e., the one that 15 has the good keys and -
al gosi t hnkn th&kepraceskainvehy Lovgnticme, Iut ddporaisdckeier an sgponds or -
dozens of seconds) to decode the 17 messages, which is not conpletely
sati 8f act coging/faeocding, procedure used. The security of the applications

10 using such procedures actually often lies in the use of

11 algorithms that take into account information or Keys édmposed of
12 a large number of bits, té prevent the keys from being able to be
13 discovered easily. The result is that sometimes the system

14  spacifically desiéned to decode the message, i.e., the one that

15 nas the good keys and algorithms, takes a relatively long time

16 (around several seconds or dozens of seconds) to decode'the

17 messages, which is not completely satisfactory to the user,

18 albeit psychologicaliy. . |

1§. One variation in batrying out the prdcess in the invention,
20 wvhose nmain aspécts are shown in Figufe 8, makes it pos#ible to

21 fix this poteﬁtial disadyantaée. The stages of this variation
22 are identical to those for the variation in Figure 7 up to the
23 time when the two reéuits R’a and Rb calculated for the portable_
24 object are transmitted to the terminal 4 for.coding. -?hey will

25 therefore not be described again.



18 al heit psychologically. 19 - One variation in carrying out the
process in the invention, 20 whose nmai n-aspects are shown in Figure 8,
makes it possible to 21  fix this potential disadvantage. The stages of
this variation 22 are identical to those for the variation in Figure 7
up to the 23 time when the two resultssR a and Rb calculated for the
portable 24 object are transmtted to the termnal 4 for coding. They

will 25 = thergbabesfgl B8 €856 INEhLEUH N-the £Bdt result RAGC@RdcHYated
~this variation, the first result R a calculated 2 fromthe secret

cont agned itpohhengbisaeiet aBftslfedA RS ook 7 &idratk iparineteantBaol
table during the | ast authentication of the ~object- go into a dedicated

part 204 oktbbedcincthescohtibe fable tRiminglthe aldkrautdpadiialdtyion of the

preprocessed to forman imge R'a of 6 this first result Ra, which is

transhitt edbjecthgooiintpde dedicaesd (partaldhg of tthe eixmudd v $hge

[R a/Rb][ck that canme from38 coding the two results R a, Ro which were

just &al cutgrsdnp} thand arepspeabiblygrenrocemged thLYM MHLNRSG Fne of

receives a global 10 nessagg [Ra/Ro][c]/[R'a]. forned by the conbinatian
An

of . th&€ thi Big1firskegapRltcBiRngvich NS (YR tad o &{eatcﬁﬁsdfet he

OD) £2b) g AR LS Be AT bt S b e yag, came A

separ Bt o REEBRCE o tHR o pEES KT, O o ToRe e e Refibinea ', she

EBLSE r?ﬁgbbrgaﬁlelzbject. BT e O VL [ RS B Brd M fFes SPTPRLIHAICUI S
10 -message [R’a/Rbj{ec]/(R"a] formed by the combination of Ehe third
11 . result (coding of the two :ésﬁlts calculated by the object) and

12 the image R"a of the first result R'a.

13 After it is received, this global message is broken down by
14 the transmission circuits of the outside medium in such a way as
15 to separate the coded messages [R’a/Rb}[c) and the image R"a from

16 the first result R’a.

17 Next, following.the same rules, some circuits 104 of the

is outside medium produce aﬁ iﬁaqe-I(Ra} of the result Ra stored in

19 the control table during the last'authenﬁiqﬁtion. This image is
20 compared in the comparator 105 with the one R"a from the firét

21 rasult R'a.  If the objéct is authentic,-the result Ra that is

22 found in the control table is egquivalent to the result R’a

23 calculated on the basis_of the parameter of the last .

24 authentication and consequently the image I(Ra) of thig regult Ra

25 in the control table ié.idéntical to the one R"a of the fifst

26 result R’a calculated durinq'the autbenhication in progress.



18 out si de nedi um,produce an image | (Ra) of the result Ra stored in 19
the contTol table during the |ast authentication. This inage is 20 .
conpared in the conparator 105 with the one R'a fromthe first 21 resul t
R a. ~If the object is authentic the result Ra that is 22 found in the
control table is equivalent to the result R a 23 cal cul ated on the basis
of the paraneter of the last 24 aut hen®fcati on and consequent!y. the

i rage 1 (Ra) of tHfsthesayifiecation is RIFLtdYiRr HnePaBrESFE Fﬁeﬁ?¥8§Flfgd'

th R f the first 26 It R | cul at. i '
e hong i carailih HhE g cean conbiie 'vo' dialaiy Ru%H e BstaR.

tive. ot ; hor | . ; . _
i 2l oghe vi VRVERERET et b "oqdiflg (g, S G SqdRR pREE ERnLpRHD LD Tind
part 13 “Se@é Opfd {%é‘% .1tsté‘§1é\‘.{‘£’a{£§%} Sefel i alid By4kbe pariall enebj ect

during the au Icatiron 1n progress, and a conparison 103 is nade

bet weeﬁ 6 auéﬁ?néiéﬁiéﬁsi&kt Fodr&at CUiri & ciihbdrigoneiobt iBamaget betweeim
the contro | f t%

7 tabl e. ey match, the result Rb calculated from8
the paganetghe EpipEOdbeHE) YRt HecgEneIftel it e tesulut Badeodtaineddilum
and the secret S[err] contained in the object is entered in 10 t he
controf tabtkei coptesk tdblée rESutheRamatah odvhniesylth&bl calcujpsedofgon
aut henti cati on; noreover, the paraneter Eb produced 12 during the
aut hengi catthe parzmetgrsEbipredueeddy rehp apmaatde 103 of Sheapptedide,
entered during the preceding authentication. |If 14 .they do not match,
oper at?ons nedbamamed t tlee obpereti S; tontaipgdaipdbhedobiedlels tenkerpd 1n _
aut henti cated. 16 Renmenber that tenporarily authorizin% gonnection
.afterl@he the control table in place of the result Ra stored during the
11 previoda authentication; moreover, the parameter Eb produéed
12 during the authentication in progress is entered in place of the
13 parameter Ea enﬁered_during the preceding authentication. If
14 they do not match, operations cease and the object is
15 iﬁValidated, since it is not authenticated.
16 . Remember that temporarily authorizing connection after the
17 images have been sucéessfullf compared has mainly a psycholoqicall
18 | effect on the honest user, who does not have to wait for all the
19 . verification operations to be over, but it does not prevent laﬁer
20 verification of .all the results from potentially_causing the
21 connection to be broken off. _ _
22 ' In one embodiment, the image R"a of the first result R’a is
23 formed by one part of this first result, for example, a set

24 number of bits taken from among those that include this first
25 rasult aécording to a specified rule. By way of example, if a

26 result includes'm_bits, the'first n_can be taken, or g bits taken



17 I meges have- been successfully conpared has mainly a psychol ogi cal 18
effect on the honest user, who does not have to wait for all the 19
verifigcation operations to be over, but it does not prevent |ater 20
verification of all the results frompotentially causing the 21

connection to be broken off. 22 ' I n_one enbodi ment, the inage R'a of
the first result Rais 23 formed by on%7part of this first result, for
exanple, a set 24 nunber of bits taken from anong those that include
this fii r st adong thestbtadCmOEHAOOLA Os Ar sHLLt f LROLEGES, Byr V@yamplexanple;
if a 26 result includes mbits,.the first n can be taken, or n bits
taken2z 2iotre suaoergiveebietabut dhatwd hdés tesee] oncamydesthdmwr exanpl e
one or 2 nmore successive bits out of two or three, or any other 3

conbi @at i oprombibatdoniof bits. In anot her enbodi nent, the inmage R'a of the
first result Ra 5 I s obtained by conversion, preferably sinpl e .
conveflsi on, of #Reapother| pybodiment, Wire VeageiR4eioh Hre thigst mgpilpR’2
t he outside 7 nmedi_u consists of converting the result Ra stored.in the
8 éontrgﬁ P&ﬁ?é"?ﬁeggaﬁE“KErﬂb?PngPW%Qeﬁ?%Egd?hﬁp Bt RN TR dN %ﬁdﬂﬁa
conpar.i ng e image of the first _ result R ith the i e l.(Ra) 10. of

t he rgkult%g 5§t5g§HQ&MrFH8 YﬁEle%§%HW%g°§u¥%@Etf@%??gﬁgylﬁﬁe 3??&%&9tm@

i mages, are_i i cal, i.f the_abject bein ed_is. 12 . tic.

Thue. Tt or  BeRaans Seng e, efsrERverEine HRFororulfy e BTEAS vl e (o
obtaip an LERdEoR 2ab3l EARSkShe Ofs SBUL +ggxl1gppweéd£$g autRdLi ELSHA ana

into at |l east two parts performng a
9 comparing the image of the first result R’a with the image I (Ra)
10 of the result Ra storéd during the preceding authenticé;ion;
11 these two'imaqes are identical if the object being used is
12 authentic. |
13. Thus, for example, the conversion of the firét result Ra in
14 order to obtéin an image R"a can consist of spiittinq up this
15 first result into at least two parts and performing a logic
16 operation between these two parts, such as an EXCLUSIVE OR, an
17 AND or an OR, and verification consists of performing the séme
18 operation on the result Ré stored during the préceding
19 authentication, and then compariné themn.
20 The portable object need not process parameters Ea, Eb
21 simultaneously to prbVide the two successive results R’a, Rb. On
22 the;contra;y, it is eésential that the coding circuits 403 of the
23 terminal be able to process the two results calculated by the
24 portable object in an overall way, to give a single coded message

25 that is a function of these two results.

-

- -



16 operation between these two parts, such as an EXCLUSI VE OR, an 17
AND or an OR, and verification consists of performng the sanme 18

operation on the result Ra stored during the preceding 19

aut henti cation, and then conparing them 20 The portabl e object
need not process paraneters Ea, Eb 21 si mul taneously to provide the two
successive results Ra, Rb. On 22 the28contrary, it is essential that
the coging circurie géddamétdhe ci3 datal @6BENRY keeabloetholpr obgests harewo
results cal cul ated by the 24 portabl e object in an overall way, to give
a si ngte cogenenebbagin 252-bitt hat si4sbatf fiochads, ofl .ehesyedabivedyl snall 28
_ The paraneters or.data used by the portable objects are 2
generaﬁly i fomats ¢ oPhad- s twifhoritats, prederapdeaginge kjioyia| pt3the Fbﬁﬁa?g
That is why it, is preferable and known, at the tinme of 4 codjn for
resul t trmrweoﬁw the fRsulds srappeitted by the pOEGRBFLﬁeebi!%C? hee be®

termnal with ndom data for transm.SsSion on

artifitiallSP %%s’e“tm@ i ads Whiths TaRIng gét? f°”t FEHEﬁP%?%b"""ﬁ“ the
d df f Kkl hg,.dg
Pl os. 8o PEHRE 2 S %@fﬂﬁémﬁ&? BirRash She PR oL BLeE SR PB4 NG 1
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t he cogli ng &igéawéﬁiﬁq éﬁg&&éﬁg&ﬂﬁ@ raidghy the decoding 13 circuits of
t he outside nmedi um his case,” the security of 14 t he application

lies ig the ConfTNEHéééiﬁéBbfﬁdéH@EL%QYaQQOQQEBm%5choéﬂndﬁépeﬁadoﬁsﬁuéﬁs
particularly that it is inpossible td access
10 application used. Thus, symmetrical or secret key algorithnms
11 (TELEPASS, DES type) can be used where a single key is used both
12 by the coding circuits of the terminal and by the decoding
13 circuits of the outside medium. In this case, the security of

14 the application lies in the confidentiality of the key on bhoth

i5 sides, and assumes pakticularly that it is impossible to access
16 the circuits of the terminal to try to read the key.

17 _ That is why, preferably, when it is difficult to monitor the
18 termina]s while 'they are not in use, the process in the Jnventlon
19 uses a public key algorithm that uses an asymmetr;cal

20 coding/decoding system, such as the RSA system created by RIVEST,
21 SHAMIR and ADLEMAN., Remember that in a public Key system, the
22 coding and decoding operations are different so that it is

23  complately conceivable to distribute the coding procedure while
24  keeping the decoding system secret, without threatening the

25 secutity of the system. Such a system is less vulnerable than a

26 sacret key system.



16 the circuits of. the termnal to try to read the key. 17 That

is why, preferably, when it is difficult to nonitor the 18 termnals

while they are not in use, the process in-the invention 19 uses a public
key afgorithmthat uses an asymmetrical 20 codi ng/ decodi ng system such

as the RSA systemcreated by RI VEST, 21 SHAM R and ADLEMAN. Renenber

that in a public key system the 22 cgdi ng and decodi ng operations are
different, so that it is 23 conpl etely conceivable to distribute the

codi ng priocedure Whinh@ 24ne ck@82RyNY150L: €RR0EANILEYBEEBYSEET Rith Whé hopécial
.threatening the 25 . security of 'the"system Such a systemis |less

vul nerablze t haiedad® ionsSeal €heke¥asigt 6Mrcuit£9483 of the Hbnsindbpe poovided,
al gorithm can be recorded with no special 2 precautions in the coding '
circuits 3403 off tdoartser,michalk, theoprdedss3ng chfcabtssef that ovbeige ogedtimgare
circuits of the outside nediumare 4 protected so that the decoding

al gori t hrh and priedesdiedr s thetetBe decedhig sdabribhmi and thei sopexel hable
.problens, since the outside 6, medium 1 will generally be nonitored b

the servite preWeddy confidentipy.ot BBisapeResi g, PEPPAANEneSLBER ?%%t°¥€%?€e
will generally b a.central conputer ' ver,

e 8 .9 _ Ngreo a systemfor
i npl ement¥ ng iy deyd LilngpReragly benpeRtForefakEs the 58§§F5?ep¥ﬂyﬁ€%r or
t abl bj ects. that 11 . Ti f . but
poT bl Ablecs Uit N J1 18 SUELELESL EEOms 1 G001 Mnbilny be
The. procdser ng. peReEad, Mipep@er( B DLOT(L. (0 @ Zone 70L accessible only by

9 Moreover, a system for implementing'the-process in the

10 - invention makes it possible to use portable objects that may have
11 a symmetrical means of qoding, but have very high physical

12 security, since each portable objéct must contain a secret piece
13 of data Siin a zone 701 accessible only by thé processing

14 circuits 71 of the object. ' _

15 Of courge, other related operations, within the'scdpe of the
16 expert, may be necessary to carry out the process in the

17 invention. 1In particular, the portable objects, such as

18 microcomputer cards, can contain different masks and/or have

19 different wemory mapping for the same mask, so that the structure.
20 - of the memory and the dialogue between these objects and the

21 outside mediﬁm can be different from one object to another.

22 Consequently, before any other operation, whether in the

23 preliminary phase or the authentication-ﬁnase per se, the outside
24  medium will preferably start a test procedure to determine how

25 the object in its'presence is mapped, so as to make its

-



15 .. O course,~ other related operations, within the scope of the 16
expert, may be necessary to carry out the process in the 17 I nventi on.
In particular, the portable objects, such as 18 m croconput er cards, can
contai'n different masks and/or have 19 different nmenory mapping for the
sanme mask, so that the structure 20 of the menory and the dial ogue

bet ween these objects and the 21 out sj de nedi um can be different from
one objectsmmsaquhhﬁrreﬁ&eststmsequappk@ﬁrb@t@rwayuu/Qndm#exmkn%&iMMSt
whet her in the 23 prelimnary phase or the authentication phase per se,
the o@tsi dalzs be addpdrednitid bprabéeabbybsta$edaWI%EtaQﬁ(ﬁ%ﬂﬁﬂ%ﬁ pask

det erm ne how 25 the object in its presence i's mapped, so to make its
1 Subsequent Breda¥sos iexamplappfori at divey. OqTﬁpﬁanﬁ?mﬂeF&%} Qumbeﬁlgﬁn
be adapted to be able to be used with any may of

exanplie, 1; g’t’a g“(}le\’r'@ﬂhéﬁ‘j éctcerttﬁ']?“sﬁﬁfiéﬁsﬁu%ﬁew%a%ﬁ? e B e?léaeéz -
Chothd aqdrdde ig ti&ﬁ&ﬁ@reﬁo?&c%ngtﬁs‘v‘fgédr%?oiF%e?'%e ten e by
(and therefore Lo S'tS%e%r Q¥ %\g% éanﬁ”f.%&?%f&f‘et;g&e d&ﬂﬁjﬁi n?r&t—» Fams

request t o Tar m St t rial out be a

read commang:3ped iy wpd %r%%cts)ad‘éﬁssf‘e gs¢ thees@iial HEDEEXri&L number

_ Iocated The out5|de medi u nmust therefrore know t he nenory nappi ng
and/ org t he vgathe butsilb medfl.%(irﬁ'@aw bB anre&ée&ofaﬁaﬁmk@pééﬁfyﬂweehe
appropriately. 12 Simlarly, other requests nust be appropriate.
Thus, 913  adeewERel Whereo MR derfikMiiBepai 8Mebesteda, Fie contaidedmedithe
14 - control table or produced during the authentication procedure in 15
progrigss bynusite tharednrel Krow dtrenenorylidppihl| aldyer tthdemask it is

1L faced with in order to make its request appropriately.

12 Similarly, othef requests must be appropriate. Thus,

12 computing commande from the parameters Ea, Eb contained in the

14 control table or produced during the authentication procedure in
15 progress by the random number generator 101, will have to be

¥ adapted to the mask and therefore to the program contained in the

17 . portable object.

18 . One possible and particularly interesting application of the

19  invention is, for example, the authentication of any portable

20 objects whatsoever to give access to any information processing

21 system, complex or not, set up on a network around a computer or
: 22 ~ central computer {computer networks). ‘Thus; each user of such a

23 network could conceivdbly'bé able to acéess the applications

24 (information processing, access to the premises,'procesa commnand .

25 etc,) run by that network, not wifh a specific card, but with any

26 card'that they have (bank card or other), which has processing



16 =~ adapted to the . mask and therefore to the programcontained in the 17 °

por.t abl e” obj ect. 18 . _ One possible and particularly interesting
application of the 19 invention is, for exanple, the authentication of
any portable 20 obj ect s what soever to give access to any information
processing 21 system conplex or not, set up on a network around a
conputer or 22 central conputer (congyter networks). Thus, each user of
such a 23 networ k coul d conceivably be able to access the applications

24  (infornption processing, access to the prem ses, process comuand, 25
etc.) rbn byCHFEtiEe; wof kcowdse wiafitexr decichird dwrsd bemnt ngicdydmdy 126 a |
card thgt t he %ﬂfve ébank card or other), which has processing , 311
circui t§, ofPTHIIRENALY Ehagpe CHY FhHds BEen cacdy deFmipad ds eifhar anmQf

phase. 3In t 'g casgé each termnal is either one of 3, t he pr.ocessin
units on the HetRICTRETFINT tUPELS Abidicenedyopdt difs it %ﬁm&lﬁx Fomputer

implifjed ' t he_ put sj di is 5 f a.centr
comput o+ or A T bbE 4 HEITE.” a3 HA bR RHE b ot .
7 . a SEli fd [ ! i | i ' .of .t
pr ocess5 in téridli) nver'lt‘ji’%?lé ;‘?éeﬁ%’fﬁg%%@gt%qts'h%% tgﬁg‘elsvg%%:a%rc%?ht aé:egie t8° é%?ﬁert ,

and these panitantd caS09s S Ngad dy%@&g_descri bed in 10 greater detail.
W daim

? ~ Other modifications, adaptations or applications of the
8_ procese in the invention are of course within the scope of the
9 expert, and these particular aspects need not be described in

10 greater detail.



1 1. . A process for authentication of a portable object (7) by an 2
outside nedium (1), in which the portable object is connected to 3 a
termnal (4,5) linked to the outside nedium (1) via a 4 transm ssi on
line (2,3), and the portable obj ect contains 5 processing circuits and a
menory with at |east one secret piece 6 of data (S[err], S[err], Serr])
and one non-secr et pi ece of data (N[err], Nerr], Nerr]) 7  specific to
t hat object, conprising the steps of: & cﬁ Ms having that object transmt
t he non-secret piece of data 9 speci fTc to that object to the outside
medi um 10 having the processing Circuits (10) in the medium use
that 11 pi ece of data and |l ook in a control table (11) managed by the 12
out si de nedi um tWe f¢halimhe result (Ra) of a calculation nmade 13 during
the | ast authentication of that object and a first 14 par anet er SEa)
taken tnto bccou%tPIQpﬁmﬁef@rwﬂUﬁhﬁnnNQﬁﬁkﬂn of5 a- Portablﬁa@PﬂQCFth f PYs@n
parameter (Ea) fransmitted to the obj ect; avi ng,a second
paranet er (EHSE M ared Bys p(l h: 117n Wh’(ﬁ%héﬂﬁ (ﬂor(tf@ll)e @PJ@H’@ é8t sPaBertEPu°
and transmtted to the 18 havi ng the prqcessing
circuits ofat?ﬁ?%kﬂ%kt(%aﬁbu}%ﬁ¥9%i%R)the1qq§ﬁ?dﬁb %PR'&? VaRiAg into

accoun& at par a

data cont alﬁ’f‘g%’s’%“ﬁ‘t%]%’e‘;é;ﬂneob%' f nr&eé_%ez%ﬁ@ta%rld t‘%ﬁ\?’% Crt%hgglé‘%%:ngf
procesging #&J&éﬂé%\ Faksuld %E&CO&%‘}:Y @E‘g.)s‘é;t & %%)et to%' E%cka‘i-.ogigfce

account at ast t second paranete secret prec
data; ¢ of data (S,, S,, S,) and one non-segret piece of data (N, N,, Ny

7 specific¢ to that object, comprising the steps of:

-

8 having that object transmit the non-secret piece of data
9 specific to that objedt to the outside medium;
10 having the processing circuits (10) in thé nedium use that
11 piece of data and iook in a contfol table (11) managed by the
12 §utside medium to find the result (Ra) of a calculation made
13 during the last éuthentica£ion of thaﬁ object and a first
14 - parameter (Ea) taken into account to make that calculation;
15 having this first parameter (Fa) transmitted to the object;
16 haéing a sépond parameter (Eb) generated by a

17 generator (101) of the outside medium and transmitted to the
18 object; ‘

19 having the processing circuits of the object calculate a
20 first resﬁlt'(R'a) taking into account at least the first

21 parameter (Ea) and the secret piece of data contained ;n the '

22 object;

U



26 s transmtti.ng the first and second results tothe termnpal, 27
codi ng the unit -conposed of the first and second results in 28 t he
terminal, so as to obtain a third result and transnittin |s third
result to the outside mediumvia the transmi ssion 30 iﬂ“gﬂy " H}’"ﬂ
decoding this third result I n the outsideagediumto find

and second results; conparing the first result of the decodlng

int tsi de ,34 th th |t _of t.h
the Ahs 3 %‘fﬂ%%ﬁq Snsy PEREe=E P PIERY oo pad thAeERcn BareBH 5
tablg, 4 (11)y a@dc 3(Rbc) takJ.n RIS Qnrthgtogbgfcﬁ: aubhepbbaal pak-hmBRkghes

and, 1n tha I"aci ng t e resul t he cal cul ati on nade
durligythe r gt iy i.n the control table with the
second 40 resJF ecéﬁgéﬁgy the out Qgg medi um and replacing the first
41 26 par anet erg¥didin e P aenRd f&%rs%n‘ahar s@eppaaredudtsi g the 42rminal,

aut hentication in progress. 1 : A process according to Caiml1,
furtder conpri séoimg Zhe gl |daxmmedpbasehat €1 ren sinidt BEBngdaneBmlﬂ-'-ISalin
aut henti cation of 3 the object nonitored by the service provider each
ti m28 hat thendverminalpbjsrtasmnist op¢aial pdéhdéddt oesmltoande tyanssd tid ngn
application 5 run by the outside nmedium during which the processing
circdfits thizm third ofeaiid disi dbe sussddenveddym yighéher 6€é§§¥“ﬁ§3c§1°|ncw ts
of the 7 out si de medi um and during which the non-secret piece of data 8
spec:?‘?lc ttngeldb}lect is entered in the control table, and

31 ' decoding this third result in the outside medium to find the

32 first and second results; _

33 . coﬁparinq the first result of the decoding in the outside

34 medium with the result of the calculation made during the last

35 authentication of this objeect and stored in the control

36 table (11); and

37 considering the object authentic if it matches and, in that
.38 case, replacing the result of the calculation made during the
-39 preceding authentication in the control table with the second
40 result decoded by the outside medium, and repiacing the first
41 | parameter with the second parameter generated during the
42 authentication in progress.
1 2. A process according to Claim 1, further ¢omprising a
2 preliminary phase steﬁ constituting an initial auﬁhenﬁic&tion of
3 the object monitored by the gervice providér each time that a new
.4 object must be validated to authorize access to an application

5 ruri by the outside medium, during which the processing circuits



9 during which a parameter—{Enyis given to the object and a result LO

is thei calcul ated by the processing circuit of the object taking 11 into
account at | east d the secret data stored 12 in the
object, and duri rlmmlulmllmﬁﬂﬂg” ter and the result thus 13 cal cul ated
are stored in the «corstrel ®abFe, *and matched with the 14 non- secr et

pi ece of data specific to the object. 15,4 3. A process according to
Claim 2, wherein the prelimnary 2 phase i.s carried out by, connecting
the pdrtablaf $hieeobidictesiriey connactedt be ShesPHeCHBRigh Circuiys of pthe
process according to Claim2, wherein the prelimnar

P o conuEsiAe e lyan doc COBBE WbacBnERel nan-adqrat rffracet 15ts)
o oot ot B RAC iPehe SroRgtonr pateraey o she' SFRRAhor BT AR ded 1
1 o) SLREE hiich® o RISRLELE] (Rl Ois olDEnPHASLEE SEFEUE AN 4 Fasuit
ent er g iniEh%hﬁﬂnEEg%ug%R%%.%@?ﬁgeppgggkgggﬂgwéipcﬁbe %fn% écéﬁﬁeegéﬁaﬁﬁﬁg

t he paranet'er produc ssing“circults e outsi

medi um 1. intoRaccolinf %@%%a@%?%hﬁhﬂﬁaﬁcﬁm@hé%”bﬂd £1e LheEre0NBALET BEokBA.

step 2 of having the processing circuits of the term nal produce, 35
3 @rcordinn@hlo objedit,’ Wng daRringBgRiCR’ @heOpatfReter sind eiet rdsult thus
(Ra), after this first result is received by these processing 5 _
circuids améiictated arfeatstorege ihothbecontsbiletanplie pnapd)natched with the
conbination with the third result (R a/Rb) (c); and after the 7 out si de
medi ud (1) mecasecret! pdami tofcdatasegeofifiketohthe okedt. -

1 3. A process according to.Claim 2, wherein the preliminary

2 phase is carried out bf'conneéting the portable object directly
3 to the outside medium.

1 4.. A process according to Claim 2, wherein the preliminary

2 phase ié carried out by connecting the portable object to one of
3  the terminals (4,5) designed to receive objects and authenticate

4 them; the result calculated by the object is transmitted to the

5 terminal, then coded in it; the coded result is transmitted to
6 the outside medium via the transmission line, then decoded in the
7 outside medium, before being entered in the control table and

8 matched with the non-secret data and the parameter produced by

4 the processiné circuits of the outside medium.

1 .5, A process according to Claim 1, further comprising the step

2 of having the processing circuits of the terminal produce,



8 - ar'\d»the I mage of. the first result, it separates that inage and 9
the third result, and produces, according to the sane Set rule,

image.(l1(Ra)) of the result (Ra) contained in the contr si nce
the last authentication of the object, then conpares 127 " # lm #E’H,

and if they match authorizes at |east tenporary 13 aceess
application run by the outside medium before it 14 decodes t he th| rd
result so as to confirmthe authenticity of the 15 obj ect if the first

result exg fromthe decodi ng matches 16 the resylt R? cont ai ned
Yat

d

in the co%‘%ﬁg‘g o) BOsPnEET Fﬂél?t? an ’d?a&?edﬂ’ﬁb“)alﬂ%é?ﬂel @dtrs&n
bjegt. 1l,n,.0. € di t o, th (R
o oF " (fRaf; petel PRERRAEER So il g SRR e BV, b %&?fﬁa i %
t d t t hent. .
orsa | iaucoptigh a8 g les WIILAN DA18 T i
therefor%éﬂ@maeﬂnl&léﬁetﬂm ?ﬁ.{rd Sr@éﬁiﬂen(t%'%c{ﬂbz( i, g e the

t f irst result

according to Caimb5, wherein e.lmge (R'a ‘t he

(R aJ anduteideraged {hRa)Y) péeéired agid turifd)cohposc FredhdUrinisd hesult

~previous authentication are obtained by 4 converting those results
respgcti vend . the Bfade of8the Alpsvoassiiaccddigypadratdsaitiat ivaefeciand he

conver5|on of 2 either the first result (Ra) in order to obtain its
i mag® (R'the Fhirdrreseltesand pratuskuramgrding tec atien gamet et ireria on,
S done 4 by splitting up this result into at |least two parts and by 5
per¥®r ni dd‘aa J}W% (ﬂbéﬁ!@d) opf thelremildn (RQLUSINE iORA dn ANS @torﬁ:rol an OR
bet]\_/\fen t arts.
e 51n @ the last authentlcatlon of the object, then compares
.12 those two images and if they match authorizes at least temporary
13 access to the application run by the outside medium, before it
14 decodes the third result so as to confirm the authenticity of the
15 object if the first result extracted from the decoding matches
16 the result (Ra) contained in the control table since the
17 pi:eceding authentication of that object.

1 6. A process according to Claim 5, wherein the image (R"a) of

2 the first result (R‘a) and the image (I(Ra)) of the result (Ra)

3 stored in the control table during the last authentication are
4 composed respectively of one part of those results, which are

5  therefore identical if the object is authentic.

1. 7. A process according to Claim 5, wherein the image (R"a) of

2 the first result (R‘a) and the image (I(Ra}) of the result (Ra)

3 stored during the previous authentication are obtaineci by

4 converting those results respectively.



1 9. A process according to Claim1l wherein the parameter (Ea, Eb) 2
produced by the” outside medium during the prelimnary phase or 3- during
the authentication phases and then stored in the control table until

t he Aext authentication is a randontnunber ccordi ng
to Claim1, wherein the non- secret pi ec Of”liﬁ'umﬁtﬂ'ﬂ)mnl c to each
obj ect entered in the control tabl (11) durtnget [are ary phase,
then retransmtted 4 during each authentication to find the information

on the object 5 in that table is the serial nunber of the object 1
11. pro ess cconding to daim1l wherein the non- secretcplece
c

dﬁta lt;ll peci i PEPEeEECACERT ST ite ﬁ:r](?d&bgdd LR ﬁg’% °n"§]rc"§l’“°|’ﬁ r‘?zfry
ent ZrGedylbh ?hggggﬁf‘?o?%ﬁ%&%‘%’z‘ USSR S C ?R}!%r A iTe daoger sl
requegt bygl Eh@rgggﬁggn?88%§&Lﬁﬁﬁid§ éﬁﬁ“§§|5%é¥ﬂ %%?%ﬂeytﬁ%?y 1s;§%ﬁb

12. A process acc conprl I ng e step u3|ng

firstg(R abyaﬂﬁlieﬁﬁ?ﬂﬁ GBb%thﬂ-aé tf /nt%o%'wg éefbt.t bc%:@ partieeaMangl, |

order to obtain the third result Rb] [ C] an asynnetrlcal or
publ i 8 keypatgoriihg ﬁoloéﬁ@%é&ﬁx@rﬁ tSidhd ax an rm:ﬂdsnvm oRS RMOARES g1
circuits of the outside nedium 1. . A process according to Claiml,
wher eBn asapoOR hetwaenbikese 2two parﬂsonnected to the outside medium it-
has t hat nedi um organi ze a 3 test phase, so as to recognize the mapping
of that object and/or 4 determ ne the type of prograntit contains, so as
- to establish 5 | at er dlalogues appropriately.
X 9. A process according to Claim 1 wherein the parameter (Ea, Eb)
2 produced by the outside med;um during the preliminary phase or
-3 during the authentication phases and then stored in the_control

4 table until the next authentication is a random number.

1 10. A process according to Claim 1, wherein the non-secret piece

2 of data (Ni)} specific to each‘object entered in the control

k) table (11) during the preliminary phase, then retransnitted

4 during eaqh authentication to find the information on the object

5 in that table is the serial number of the object.

1 21. A process according to Claim 1 wherein the non-secret piece

2 of_data (Ni) specific to each object is produced during the

3 preliminary phase by the processing circuits of the outside

4 medium, before being entered in the control table and into the

5 memory of the object, upon request by the processing circuits of

6 the outside medium (1) .

-



1 14. A systemfor authenticating a portabl e—object;—such as a 2

m croci rcuit card containing processi-ng circuits with at

| east one piece of secret data accessible only to mmﬂ B%H!'I
circyits of the object, and a non-secret piece of C to

that object, characterized by the fact that it 6 I ncl udes at |east one
termnal (4,5) connected to an outside 7 medi um (1) via any kind of
transmssion line, and by the fact 8- 3hat the term nal and the. outside
medi um Have ﬁéanshoproaesylngcgrdln@utOtﬁéabmobesﬁuQﬁhﬁﬁcﬂqu&k?NBQMqﬂ%_Sﬁ?P

15. A systen1accord|ng to Caim14, wherein the outside 2 medj um (1)
conpri s@s anUBAPgr FATFEN (Bf ateaBdngeaenofRR) seesults for oty 4 dift er .

3 terminal, in order to obtain the third result ((R‘a/Rb]([c], and

4 an asymmetrical or public key algorithm for decoding this third

5 result in the processing circuits of the outside medium,

1 13, A procéss according to Claim 1, wherein as soon as an obhject
2~ is connected to the outside medium, it has that medium organize a
3 test phasge, so as to recognize the mapping of that object and/or
4 determine the type of program it contains, so as to establish

5 later dialogues approﬁfiately.

1 14. A system for authenticatinq a portable object, such as a
2 microcirouit card containing processxng circuits and a memory
3 with at least one piece of secret data access;ble only to the

4 processing circuits of the object, and a non~secret piece of data

5 specific to that object4 characterized by the fact that it

6 includes at least one terminal (4,5) connected to an outside

7 medium (1) via.any kind of transmission liﬁa, and by the fact

B that the terminal and the outside medium have means of carrying
9 out the process according to élaim 1.

1. 156. A system according to c1aim 14, wherein the outside

2 nedium (1) comprises an infdrmation processing network, set up

3 around a computer.



