2 3 AUG 2004 1 | NTERNET- BASED SERVI CE SYSTEM AND METHOD FOR REMOTELY
RESTORI NG DAMAGED DATA AND FI LES 5 BACKGROUND OF THE | NVENTI ON 1. TECANE gl
FI ELD The present invention relates to internet-based service system and
method for renotely restoring data and files, and nore particularly to

I nt ernet-based service 10 systemand nethod for renotely restoring part or
all of damaged data and files stored in a hard disc or a floppy disc of a
client personal conmputer(PC) due to various causes. 15 2. REFERENCE TO
RELATED PATENT APPLI CATI ONS US 5, 140, 419 1Communi cation system US 5, 771, 354
I nternet online backup system provides renote storage for custoners using
| Ds and passwords which were interactively established when signing up for

backup servi cdNTERMNEBIBASEDSERVIGESYSTEMANRMEIHOD FOR:t hod and

apparatus for r I ' uti f | menory 3.
DESCRI PTI ON OF ﬁﬁﬁ%k&?@%@bﬁﬂ%&ﬂﬁﬁ&%@&ﬂ mput er s
available for individuals are 25 referred to) are wdely used for various
affairs in corporations and institutions, so it 2 3 AUG 2004 2 may have a
vital influence on the affairs of those who use the personal conputers

that particular data and files stored in the personal conputers get damaged

or losg. In the past, the dagpeKEROUND OF TAEINVENTADN and files stored in
a storage

1. TECHNICAL FIELD
The present invention relates to intemet-based service system and method
for remotely restoring data and files, and more particularly to internet-based service
10 system and method for remotely restoring part or all of damaged data and files
stored in a hard disc or a floppy disc of a client personal computer(PC) due to

various causes.

15 2. REFERENCE TO RELATED PATENT APPLICATIONS
US 5,140,419 Communication system US 5,771,354 Internet online backup
system provides remote storage for customers using IDs and passwords which
were interactively established when signing up for backup services
US 5,815,722 In an interactive network board, a method and apparatus for remotely

20 downloading and executing files in a memory

3. DESCRIPTION OF RELATED ARTS

Recently, personal computers(PCs;, computers available for individuals are

25 referred to) are widely used for various affairs in corporations and institutions, so it




medi um such as hard discs, floppy discs, or the like, of the PCs Q%yg
mainly 5 occurred due to wong mani pul ati ons of users or physical®d V%@W%
of the storage nedium which stores the data and files. However, in recent,
the cases that the data and files get damaged due to the conputer virus
have been increased, and the data and files get damaged in various types.
10 Even though inportant data and files get damaged, the damaged data and
files can be easily restored in case that backups or copies of the data
and files exist. However, otherwise, it2is very difficult to restore the
damaged data and files to the original state. In the wrst case, the
restoration of the danaged data and files becones inpossible. 15 As stated
above, i nmayd@verawvitalieflernce emthef affaies of those who use theapersenateomputene

fl oppy discs of the PCs get danmaged, the users brin
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institutions avoid the use o e centers since high costs are required for

t he rest ohatdiupmwhith $tbresdtfbdatndnd fiesf i | es at the sane tinme as inportant
information in the discs gets |eaked out. 25 Further, in case that users

wi sh t o restboweslendgedceldt theapdsds thed thg dada agddiles gendanzg@ed que to the

restoration Program there exists a problemin that the restoration program
shoul d Bemputer virus have been increased, and the data and files get damaged in various

types.

10 Even though important data and files get damaged, the damaged data and files
can be easily restored in case that backups or copies of the data and files exist.
However, otherwise, it is very difficuit to restore the damaged data and files to the
original state. In the worst case, the restoration of the damaged data and files becomes
impossible.

15 As stated above, in case that the data and files stored in the hard discs or the
floppy discs of the PCs get damaged, the users bring to specialized data-restoring
centers the hard discs and floppy discs they want to restore, or the users purchase
data-restoring programs, install them into the personal computers to which hard discs or
floppy discs to be restored are connected, and execute the restoration of them.

20 However, in case that users leave damaged data and files in specialized
data-restoring centers for restoration, there exists a problem in that corporations and
institutions avoid the use of the centers since high costs are required for the restoration
of the data and the files at the same time as important information in the discs gets

leaked out.

25 Further, in case that users wish to restore damaged data and files by using a




installed in conputer systens prior to the damages to the data and files.
Furthernore, there still exists a problemin that the updates of the& 3 AUG 004
restoration prograns are not rapidly made enough to effectively cope with
the danmages to the data 5 and files caused by brand-new conputer viruses
and the |like. SUMVARY OF THE I NVENTION In order to solve the above
problens, it is an object of the present invention to provide

i nt ernet -based service system and nmethod for renotely restoring danaged
data 10 and files, in case that part @ all of data and files stored in
hard di scs and floppy discs of client personal conputers is damaged due to
various causes, by providing renote restoration services froma
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rest oraP program tra om ere atlion server i1 n case

t he gongHAlifR! dRRe8 By ahH Mew SompPReeviridds dritFtheaikkor ati on server through
t he conmuni cation program storing restored 20 data and files in a certain

area, transferring a result of the restoration to the restoration server

t hrough the comuni cation program and receiving a result of an analysis
transferred fromthe restoréﬁ&hﬁ@ﬁ@iﬁ@lﬂi@ﬁ%@o the restoration
result, a restoration object area having the da_maged data and_fil es and
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2 31@‘UGaﬁg(ﬁfbsﬁn case that part or all of data and files stored in hard discs and floppy discs of

client personal computers is damaged due to various causes, by providing remote

restoration services from a restoration server to the hard discs and floppy discs

connected to the personal computers accessible to the internet.

In order to achieve the above object, a system according to the present invention

15 comprises a client PCs including, a communication program for executing a

communication connection to a restoration server through an internet network, a

restoration program for restoring damaged data and files by a restoration program

transferred from the restoration server in case that the communication connection is

made with the restoration server through the communication program, storing restored

20 data and files in a certain area, transferring a result of the restoration to the restoration

server through the communication program, and receiving a result of an analysis

transferred from the restoration server according to the restoration result, a restoration

object area having the damaged data and files and restored by means of the restoration

program, and a restoration data storage area for storing the data and files restored by

25 means of the restoration program; and the restoration server including, a web server for




executing the conmmunication connection with the client PCs through the
internet network, transferring the restoration programinputted fr@mAUG 2004
external to the communication-connected client PCs, outputting the
restoration result transferred from the client PCs to the external, and
transferring the analysis result corresponding to the 5 restoration result
to the client PCs, a restoration plug-in nodule having the plug-in typed
restoration programinputted by a server admnistrator, and for
transferring the restoration programtgo the web server according to an
external transfer control; and a nanagenent nodule, in case that the
client PCs and the web server are comuni cation-connected, for checking
whet her exerutings the ommupicalipnreonpeetiasy adthi thel glienfe PEs dnouglesthe internet
transferring the restoratjon programthrough the we erver in case that
the r esPBMETKontraRSBFING | hiensesafalian, Pragkam; iiRButed 0By caiedal ofar ok
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result to the web server, and conputerizing the analyzed result in a

dat abastyped mestoratigro pesgram irpatted oyl aserverdadministratar; ced foo teanisferring tthe
above object, a nethod according to the present invention conprises steps
of : (1) restorationipfggnam o theswebaasiregr momgng toaouptiernal ranstemeontroki@angna
program of a client personal conputer executi nrgqa use
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restoration program stored in the restoration plug-in module in case that the restoration
program is stored, transferring the restoration program of the resteration plug-in module
to the web server by judging whether the versions of the two are the same, analyzing a
15 result of the restoration inputted from the web server, transferring the analyzed result to
the web server, and computerizing the analyzed result in a database in correspondence
to the log-in data.
In order to achieve the above object, a method according to the present
invention comprises steps of: (1) connecting to a restoration server through a
20 communication program of a client personal computer(PC); (2) executing a user
authentication routine after the connection to the restoration server; (3) executing a
routine for judging the existence of a restoration program of the client PC and

comparing the version of the restoration program of the client PC with the version of a

restoration program of the restoration server; (4) restoring damaged data and files by

25 using the restoration program transferred to client PC through the comparison routine




2 3 AUG 2004 5 step and storing the result; (5) transferring the
restoration result to the restoration server and requesting a resylt

anal ysis; and (6) transferring the analyzed result to the client gé %HﬁdZUUL
conputerizing the result in a database. 5 BRI EF DESCRI PTI ON OF THE DRAW NGS
The above object and other advantages of the present invention will becone
nore apparent by describing in detail a preferred enbodi nent thereof with
reference to the attached drawings, in which: 10 FIG 1 is a bl ock diagram
for conceptually explaining a structureg of an internet-based service
system for renotely restoring danaged data and files according to an

enbodi nent of the present invention; FIG 2 is a schematic bl ock diagram

for ex pst@prﬁnﬁbstansg thetasuls; () transferang thedestanation r@éﬁbu@ the resiaration s&/ver g

1; 15 FIG is. a schematic bl ock ram or. e aining,a struc
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for exp renotely restoring danaged data
and fil Eg:l %’bdgg?rﬁf’ﬂiﬁrﬁ%@ggh gﬁiﬁﬁp:’%ﬁ%‘gg?éé)he present invention. 20 %EST
MODE FOR CARRYI NG QUT THE | NVENTI ON Her ei nafter, an enbodi nent of the

present invention will be described in detail wth reference to the
accoympanying drawings. 25 FIG 1 is a block diagramfor conceptually

explaining a structure Sh@EPDESCRIPTION OF THE DRAWINGS

The above object and other advantages of the present invention will become

more apparent by describing in detail a preferred embodiment thereof with reference to
the attached drawings, in which:

10 FIG. 1 is a block diagram for conceptually explaining a structure of an
internet-based service system for remotely restoring damaged data and files according
to an embodiment of the present invention;

FIG. 2 is a schematic block diagram for explaining a structure of a client personal
computer applied to FIG. 1;

15 FIG. 3 is a schematic block diagram for explaining a structure of a restoration

server applied to FIG. 1; and
FIG. 4 to FIG. 6 are flow charts for explaining an intemet-based method for

remotely restoring damaged data and files according to an embodiment of the present

invention.
20
BEST MODE FOR CARRYING QUT THE INVENTION
Hereinafter, an embodiment of the present invention will be described in detail
with reference to the accompanying drawings.
25 FIG. 1 is a block diagram for conceptually explaining a structure of an

internet-based service system for remotely restoring damaged data and files according




I nt enet - based service systemfor renotely restoring damaged data and files
accordi ng 23AUGR004 6 to an enbodi nent of the present invention. As.,sh

in FIG 1, an internet network 100 enabl es at |east one client persgzaﬁy’%ﬂm
conputer(PC) 200 to a restoration server 300. The client PC 200 transfers
|l og-in data to the restoration server 300 through the 5 intenet network
100. The client PC 200 receives a restoration program check signal
corresponding to the log-in data already transferred fromthe restoration
server 300. The client PC 200 transferss infornation on a restoration
program (refer to a reference nunmeral 202 in FIG 2) stored therein at
present in response to the received restoration program check signal. 10
I n r espthaeembaditeenteftbe presedt irventiemt i on programinformation, the client

PC 200 installs a re rati on programi ted . f th t ti
300t hr ough RRSHONRBIGH 1 et JBPIOS Oatwek (DG ATEDICS 1 Ieaskona Glert personal '
restorati r ted t ti th th
Crrent EROBUBT G 20 4 e e B o am of Che el ient PG 200

t dat ed - |4 - ; ' '
S oragn. mear The BigREP e 2RaidiortBa /i 8 g BORAALEEr o0 tBagh Iné

t he 4 ef piEMee netidkal 002 0fhd Blidrt ®C 200 rezbiet 'ARsdteration progiam aheek sigiill t
to the restoration server 300 through the internet network 100. Further,

t he PC 20f@espdrplirics toithe lagsiredatanaladadyi ransferred foah ghe rrestoratiore dervier @00t he
restoration server 300 through the internet 100. 20 The restoration server
300 i s CharsdentdCt20Q trapsfers (nformationt orpagesoratian piggramHeefer iq arrefareneg wor k

100. The restaqrati server 0 judges whether a user is registered
usi gt MBI 208 ind1g” Bhstored dharkihAtiesertia RewPEss g the Rreiyer atratin o
regist ef)Po%réjr%ed’Heck signal.

10 In response to the transferred restoration program information, the client PC 200

installs a restoration program inputted from the restoration server 300 through the
internet network 100. Of course, in case that the restoration server 300 uses an more
updated restoration program than the client PC 200 at present, the restoration program
of the client PC 200 gets updated.

15 The client PC 200 restores damaged data and files in a storage medium 210 by
using the installed restoration program (refer to the reference numeral 202 in FIG. 2),
and transfers a restoration result to the restoration server 300 through the internet
network 100. Further, the PC 200 outputs on a screen analysis result data transferred
from the restoration server 300 through the internet 100.

20 The restoration server 300 is connected to respective client PCs 200 through the
internet network 100. The restoration server 300 judges whether a user is registered by
using the log-in data inputted from the client PC 200, and, in case of a registered user,
transfers to the client PC 200 through the internet network 100 the restoration program
check signal for checking the restoration program {refer to the reference numeral 202 in

25  FIG. 2) stored in the client PC 200.

The restoration server 300 controis an installation of the restoration




transfers to the client PC 200 through the internet network 100 the
restoration program check signal for checking the restoration progrgﬂi
(refer to the reference nuneral 202 in 25 FIG 2) stored in the cli AB%HM¢
200. The restoration server 300 controls an installation of the restoration

2 3 AUG 2004 7 progran(refer to the reference nunber 202 in FIG 2) of the
client PC 200 based on the restoration programinformation received from
the client PC 200 through the internet network 100. The restoration server
300 analyzes a restoration result transferred from the client PC 200, and
transfers the anal yzed result to the client PC 200. 5 The storage nedi um

210 may be hard discs, floppy discs, and so on, or the other types of
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restoration server 300. Here, the co ni cati on program 2 may be a web

browser. Th&heeatbrRiget medium @J0amayBe hafd date, Rbppy dRRs! apti S bnOBr AhYIr am
202 is in a 15 comuni cation connection with the restoration server 300

t hr oughotttes tgpesohisttabge megvmgnawhi2b Hamagedodata amdrfitesdmdytbe atoded. The by
means of a restoration program transferred fromthe restoration server 300
as wel | stpsage piesium&d0dnay be sanirped inthe slieny PG RaO(refer to areferente nuset age

area 20 Th estorati on program 202 may be perforned by plug-in of the
comuni ég?i"bﬁlcé'régr am 201.

The client PC 200, as shown in FIG. 2, includes a communication program 201,

10 the restoration program 202, a restoration object area 203, and a restoration data
storage area 204.

The communication program 201 performs a communication connection to the
restoration server 300. Here, the communication program 201 may be a web browser.
The restoration program 202, in case that the restoration program 202 is in a

15 communication connection with the restoration server 300 through the communication
program 201, restores damaged data and files by means of a restoration program
transferred from the restoration server 300 as well as stores restored data and files in
the restoration data storage area 204. The restoration program 202 may be performed
by plug-in of the communication program 201.

20 Further, the restoration program 202 transfers the restoration result to the
restoration server 300 through the communication program 201 and receives the
analysis result transferred from the restoration server 300 according to the restoration
result.

The restoration object area 203 has partly or entirely damaged data or files. The

25 partly or entirely damaged data or files located in the restoration object area 203 are




20 Further, the restoration program 202 transfers the restoration result to
the restoration server 300 through the comruni cation program 201 a?§ 004
receives the analysis result transferred fromthe restoration server!%@g
according to the restoration result. The restoration object area 203 has
partly or entirely damaged data or files. The 25 partly or entirely
damaged data or files located in the restoration object area 203 are 2 3
AUG 2004 8 restored by the restoration program 202. The restoration data
storage area 204 stores data and filesgrestored by the restoration program
202. The restoration server 300, as shown in FIG 3, has a web server 301,
a 5 restoration plug-in nodule 302, and a nanagenent nodul e 303. The web
server Gloreddythedestosatiomprpgeanm él2connection to the client PC 200

th h the int t t k 100, dt f
commei cat | ofbe JRAGEEN Halasstorage: Bon 404 siares, data e flesctastarag; by, the

programinput.ted from restoration plug-in nodule 302. 10 In the
meant i HESt&ﬁL!oQ\/@BO%rgP\/}e(ﬁESOl outputs a restoration result transferred from

the client PH20AsiRaldie STARAISIRAs B i ¥ie. 3)hdd NeB! Sedr 3091 19! S

result corresponding restoration resul't to the client PC 200. The
restor aidstdraBbn @tuglinRedlie 3802 ahaa rah&FérAeémirhedulg30gr am i nputted by a
server admnistrator, and transfers the restoration programto the web
server 301 Tbe amtoselvag300 eaetutas & eommanicatibn ebnhéctiometodtheratient RECA20&

303. The managenent nodul e 303, in case that a communication connection of
the cl theouglrthe duemed networke HOQ candtrapsfers to @apomawinination-cespretedieientr

the res‘g%r %b(i)otrﬁe plug-in typed restoration program inputted from the restoration plug-in
module 302.

10 In the meantime, the web server 301 outputs a restoration result transferred from
the client PC 200 to the management module 303, and transfers an analysis result
corresponding to the restoration result to the client PC 200.

The restoration plug-in module 302 has a restoration program inputted by a
server administrator, and transfers the restoration program to the web server 301

15 according to a transfer control of the management module 303.

The management module 303, in case that a communication connection of the
client PC 200 and the web server 301 is carried out, checks whether the restoration
program (refer to the reference numeral 202 in FIG. 2) is stored in the client PC 200
and, in case that it is not stored, transfers the restoration program in the restoration

20  plug-in module 302 through the web server 301.

If the restoration program is stored as a result of the check on whether the
restoration program (refer to the reference numeral 202 in FIG. 2) is stored in the client
PC 200, the management module 303 compares the stored restoration program (refer
to the reference numeral 202 in FIG. 2} with the restoration plug-in module 302 stored

25 in the restoration server 300 and judges if the client PC 200 has the same version of it.




program (refer to the reference nuneral 202 in FIG 2) is stored in the
client PC 200 and, in case that it is not stored, transfers the
restoration programin the restoration 20 plug-in modul e 302 throughd AH& 2004
web server 301. If the restoration programis stored as a result of the
check on whether the restoration program (refer to the reference nuneral
202 in FIG 2) is stored in the client PC 200, the nanagenent nodul e 303
conpares the stored restoration program (refer to the reference nuneral
202 in FIG 2) with the restoration pluwg-in nodule 302 stored 25 in the
restoration server 300 and judges if the client PC 200 has the sanme version
of it. 2 3 AUG 2004 9 If not the sane version as a result of the judgenent,
t he manageneHltnatdbesamegpersioimes @ sulicof the judgament. theupanagetent & to
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server 301, tran rs t yzed result to t server 301 at the

samest i F@styvatibn SeRgH3IV0I EAveahé RannNAriyigAd result in a database by
corresponding to the log-in data. 10 Operations of the internet-based

servi ce syst bmtlieomeantimes| ther pnagemgnt amxdydel 303abnalyrnes fa resdoratioorresoly t o
an enbodi nent of the present invention will be described in nore detail as
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et S 280 58 b Wl A el eebl R has oo
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10 Operations of the intemet-based service system for remotely restoring damaged
data and files according toc an embodiment of the present invention will be described in
more detail as follows with reference to FIG. 1 to FIG. 6.

First of all, a user of the client PC 200 connects to the restoration server 300
through the communication program 201(S410).

15 As stated above, if the client PC 200 is connected to the restoration server 300,
the restoration server 300 executes a user authentication route for identifying whether
the user of the client PC 200 in the communication connection is a registered
user(S420).

That is, the user authentication routine S420 is processed in the sequence

20 shown in FIG. 5 attached herewith. First of all, the restoration server 300 outputs to the
client PC 200 screen data for inputting the log-in data(S421).

If the user inputs the log-in data through the screen for inputting the log-in data,
the client PC 200 transfers the log-in data to the restoration server 300 through the
internet network 100(S422).

25 Accordingly, the restoration server 300 judges whether the log-in data received




the restoration server 300 executes a user authentication route for

I denti fying whether the user of the client PC 200 in the connunicaéio
connection is a registered wuser(S420). That is, the user authentic @i&“imu&
routine S420 is processed in the sequence 20 shown in FIG 5 attached
herewith. First of all, the restoration server 300 outputs to the client
PC 200 screen data for inputting the log-in data(5421). If the user inputs
the log-in data through the screen for inputting the log-in data, the
client PC 200 transfers the log-in dat&to the restoration server 300
through the internet network 100(S422). 25 Accordingly, the restoration
server 300 judges whether the |og-in data received 2 3 AUG 2004 10 t hrough
the int mgmégmmem@oneyvqkr 4% & EeOislefRd dogtit datay iy ay database of thee
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dat a i ngal/EEBARY réthins!$6 a infaif Oprogiein’ &9 Sh@taksdat Rutih8 Sfof edmpatingd the
server 300 outputs a nessage such as "Get a nenbership, please"” to the
client f&Storafionphsgragh the internet network 100(S424). As stated above, if
the process for the user authentication is conpleted, the 10 restoration
server 300 ekdbetegirndataunpuided by tbemsar isngot the registeredtdata, theowgstarator
installed in the client PC 200 and the restoration plug-in nmodule 302 of
the resS®vat B0 oulpyisca mersageFmch as, J8ef g,ma@bar%'wgmlga%ﬁ tonthe; eliggb ilnt  of

the stepystisugh the ARSmef Abtwonk 16645 ' on
As stated above, if the process for the user authentication is completed, the
10 restoration server 300 executes a routine for comparing the restoration program 202
installed in the client PC 200 and the restoration plug-in module 302 of the restoration
server 300(S430).
That is, as a result of the judgement of the step S431, in case that the restoration
program 202 is installed in the client PC 200, the restoration server 300 compares the
15 version of the restoration program 202 of the client PC 200 with the version of
restoration program in the restoration plug-in module 302 of the restoration server
300(S432).
If the restoration program is not installed in the client PC 200, the restoration
server 300 transfers the restoration program in the restoration plug-in module 302 to
20 the client PC 200 to have the restoration program 202 installed in the client PC 200,
and returns to the main program to thereby execute a data and files restoring step
S5440.
As a result of the comparison of the step S432, if the version of the restoration

program 202 of the client PC 200 is lower than the version of the restoration program in

25 the restoration plug-in module 302, the restoration server 300 transfers the restoration




program 202 is installed in the client PC 200, the restoration server 300
conpares the 15 version of the restoration program 202 of the client PC

200 with the version of restoration programin the restoration plug-ih3 AUG 2004
nodul e 302 of the restoration server 300(S432). If the restoration program
Is not installed in the client PC 200, the restoration server 300

transfers the restoration programin the restoration plug-in nodule 302 to
20 the client PC 200 to have the restoration program 202 installed in the
client PC 200, and returns to the mainiprogramto thereby execute a data

and files restoring step $S440. As a result of the conparison of the step

S432, if the version of the restoration 3orogjram_zoz of the client PC 200
i s | onwePragiam inhtbetestaratiomplughie medulgr 302 & the Glienl 200 thiquah dee el i on

pl ug-i n_nodul the restorati.on server 300 transfers the restoratjon 2

5 AUG 280et SOIRSA AN U LN aPRaan op 5. RtorBa Brosat SO M En,

PC 200 e web server 301($433), and updates information on the
Rt e

restoration programstored in the client PC 200. If the versions of the

restoration prR@LarRsicailofibireoRfation dragrahh 282tedtip naAE cliéntt P€ 200 and
restoration program of the restoration plug-in nodule 302 equipped in the

r est r atHeoesteration J0bgrane d¢fh¢he aastoration rphsd-imr ahodule SB02 eeqidifPed einuttines t o
the main program and executes the data and files restoring step S440. As
st at ed restoration fservar 3@G tase dhe mame, dhearestoratiore sapatdNP talurisole the main
installed in the client PC 200 through the conparison routine step $S430,
t he resPHGAMANDEXRFVISH thf@%@é"ﬁé%ﬁ%ﬁé@fwarﬁé@gg%% a and files stored in

e st ot o S0h B! e o HaE o e R for it 5 21
the client PC 200 through the comparison routine step 5430, the restoration program
10 202 restores damaged data and files stored in the restoration object area 203, and
stores the restored data and files and the restoration result in the result storage area
204(5440).
In the meantime, the restoration program_202 stores the restoration result in the
client PC 200 as stated above as the same time with transferring the restoration result
15 to the restoration server 300, and requests an analysis with respect to the restoration
result{S450).
Next, the restoration server 300 analyzes the restoration result of the client PC
200, transfers the analysis result to the client PC 200, and registers the analysis result
in the database of the management module 303 by matching it with the log-in

20 data(S460).

INDUSTRIAL APPLICABILITY

As described above, the internet-based service system for remotely restoring
damaged data and files has an effect in restoring the data and files damaged by

25 computer viruses or users’ mistakes as well as easily recovering hard discs which are




204(S440). In the neantinme, the restoration program 202 stores the
restoration result in the client PC 200 as stated above as the sane tine
with transferring the restoration result 15 to the restorati on seZvehUBIH
and requests an analysis with respect to the restoration result(S450).
Next, the restoration server 300 anal yzes the restoration result of the
client PC 200, transfers the analysis result to the client PC 200, and
registers the analysis result in the database of the managenent nodul e 303
by matching it with the log-in 20 datagS460). | NDUSTRI AL APPLI CABI LI TY As
descri bed above, the internet-based service systemfor renotely restoring
damaged data and files has an effect in restoring _the data and files
damagednpt/bogted dugdaitiee d@ﬂ"ﬁ'@?éé"ﬁﬁ' beetrarea gr Hegk '8'5 aéga vvel | as easi I y

recovering hErpt di iﬁs whi%crp t2 3 _AUG %Olgqé}} 12 no due to
damages to t RHMB8HINGALES 'FYFé‘ IRy e¥pr ho Fﬁ@?fa%ﬁ%s EBrR’°9FﬂfB~°nﬂr%n,
even { NAHOBRARAY 4 the Rk OhaL BATLAICPH MIR kst B0l %éjrgclw%t]ﬁbl&nﬁﬁe'rém’

has an e I nst a restor Ions are ava

per sonajg éaﬁﬁéhﬁrc&ﬁﬁﬁ@n\é’ﬂrb%huhléh%%biﬁieetottﬁetlﬁléméit ernet. 5 Further,

since the present invention iI's based on renote restoration services

t hrosigh the Fottheneaiinéndhe prbdas inbentiet isabases tow admole pFsteation esepvicyed
for the restoration of damaged data and files to be updated to a | atest
pr ogr anthrotgh ghesieternei andnenabiesdbe aactedlf restoratiore firograemtényploped rfgr whe h
the restoration of data and files danmaged by brand-new conputer vi ruses.

10 Alt hersderatine qf dameagestdataodid I"H%ttOo?e uRdateddloea datest, pragram. the prreamt

descri bﬁl(é/entlon has an effect in efficiently coping with the restoration of data and files

damaged by brand-new computer viruses.

10 Although the preferred embodiment of the present invention has been described,
it will be understood by those skilled in the art that the present invention should not be
limited to the described preferred embodiment, but various changes and modifications
can be made within the spirit and scope of the present invention as defined by the

appended claims.

15




it will be understood by those skilled in the art that the present

I nvention should not be limted to the described preferred enbodizﬁ?é . but
vari ous changes and nodifications can be made within the spirit a HB%@L
of the present invention as defined by the appended clainms. 15 23 AUG 2004
13 CLAIMS What is clained is: 1. An internet-based service systemfor
renotely restoring danaged data and files, conprising: 5 a client PCs

i ncludi ng, a conmuni cation program for executing a comruni cati on connecti on
to a restoration server through an inggrnet network, a restoration program
for restoring damaged data and files by a restoration programtransferred
fromthe restoration server in case that the 10 comunication connection
is made with the restoration server €fBh t he conmunication program
storing restg&g&.dqta %ﬂd_files in a certain area, transferring a result
of the resto FhC'PN&hE rest orati on server through the conmmunication

program and,r@cetiving. . Of ' e
Festorat i on erianeriBateet berkicd; sytfer 1Bl f8induchy FGHAG Fomiddtld gatdCend |

obj ect fEgacdiANiidiagt he damaged data and files and restored by neans of the
restoration program and a restoration data storage area for storing the

dat as and fil ggliegtseOs étilding,means of the restoration program’ and
a communication program for executing a communication connection to a
restoration server through an internet network,
a restoration program for restoring damaged data and files by a
restoration program transferred from the restoration server in case that the

10 communication connection is made with the restoration server through the
communication program, storing restored data and files in a certain area,
transferring a result of the restoration to the restoration server through the
communication program, and receiving a result of an analysis transferred from
the restoration server according to the restoration result,

15 a restoration object area having the damaged data and files and restored
by means of the restoration program, and

a restoration data storage area for storing the data and files restored by
means of the restoration program; and
the restoration server including,

20 a web server for executing the communication connection with the client
PCs through the intemet network, transferring the restoration program inputted
from extermal to the communication-connected client PCs, outputting the
restoration result transferred from the client PCs to the external, and transferring

the analysis result corresponding to the restoration result to the client PCs,

25 a restoration plug-in module having the plug-in typed restoration program




the restoration server including, 20 a web server for executing the

communi cation connection with the client PCs through the internet ?%ﬁmﬁ{%
transferring the restoration programinputted fromexternal to the b4
comuni cati on-connected client PCs, outputting the restoration result
transferred fromthe client PCs to the external, and transferring the
analysis result corresponding to the restoration result to the client PCs,
25 a restoration plug-in nodule having the plug-in typed restoration
program 2 3 AUb 2004 14 inputted by a $#€rver adm nistrator, and for
transferring the restoration programto the web server according to an
external transfer %ﬁntrol; a npnagenent e that. the client PCs

dul e, i .
and the web S@uied byaservenadminist qt%ﬂ@ﬁﬁﬁ%@?&?;fﬁsﬁﬁé FERIRIAHEN Q9N 19 he
t ti ' ' ' I f [ th
Featorati on DPUPARFIAr sRefioMRa8 AeteRal el ehar & he 1 estorati on
programis not Sté’rn%agr%%# : 1&, (R caSQTRA thd B PUS A HeOWER SbARY afdie

restoration program st e restoration plug-in nodule 1n case that

t he rest or at ¢gfinitinketiodohnéétet e dor tdheRing" Whethdrhthe @étorationoprograagiam of
the restoration plug-in nodule to the web server by judging whether 10 the

ver s ons of stoesd o thee eliedteP€antransferingz thegrestoration tprograimh ¢hnoagh dhatweln

i nputted fromthe web server, transferring the anal yzed result to the web

server, andseepin ease thaj thesestaeatipneprogeulis noh storedht casaparingthe stored

correspondence to the log-in data. 15 2. An internetihgtﬁsed seryvi ce net hod
r

for renot el yrastrption REPaafegfdi theatestoration prqasam sieisd ﬁge%tpaspndﬁvgm)
connecting tr%o%u[eeﬁ%tc%%%tthgﬂhaerégt%lr'atltorr]lrporggr%n? isS g}gﬁ? itr%ﬁg}e?rri]né) {h%gfe%@rgiior?
program of the restoration plug-in module to the web server by judging whether
10 the versions of the two are the same, analyzing a result of the restoration
inputted from the web server, transferring the analyzed result to the web server,
and computerizing the analyzed result in a database in correspondence to the

log-in data.

15 2. An internet-based service method for remotely restoring damaged data and
files, comprising steps of:

(1) connecting to a restoration server through a communication program of a
client personal computer(PC);

(2) executing a user authentication routine after the connection to the restoration

20 server;

(3) executing a routine for judging the existence of a restoration program of the
client PC and comparing the version of the restoration program of the client PC with the
version of a restoration program of the restoration server;

(4) restoring damaged data and files by using the restoration program transferred

25 to the client PC through the comparison routine step and storing the result;




client personal computer(PC); (2) executing a user authentication routine
after the connection to the restoration 20 server; (3) executing a %;ﬁhpe
for judging the existence of a restoration programof the client Pz 2004
conparing the version of the restoration programof the client PCwth the
version of a restoration programof the restoration server; (4) restoring
damaged data and files by using the restoration programtransferred 25 to
the client PC through the conparison routine step and storing the result;
23AUG2004 15 (5) transferring the restofation result to the restoration
server and requesting a result analysis; and (6) transferring the anal yzed
result to the client PC and conputerizing the result in a database., 5 3.
The i nt er net (Ddeansfersipgithe raglorlionaesult 40 tbe) restorationgesverard seaueatiBas? ep
(2) for eﬁecub%ﬁgdége user authentication routine includes steps of (2-1)
out put t [FRY"'EVPIEF #Ca for inputting log-in data fromthe restoration

server to t | : ‘ = r il =

restoration @ﬁrtv{;éler'rs ?él}hn@%eé ﬂ ﬁ&?eg}%ésl‘[etﬁaztbg c{"h@pgﬁ%}# B%Eblmr?ﬁg@ tbﬁerb glgt;-i n
dat a t hjosghtdagescreen for inputting the log-in data; (2-3) judging by the
restoration server whether the received log-in data is log-in data
registered in a managenent nodul e; and (2-4) executing the step(3) for
executing a routine for conparing the restoration 15 programin case that
t he | og-in datBhe inteinet-bagéd serviod methadrasicainedindclaim Buwherein the step (2)

for executing the user authentication routine includes steps of:
(2-1) outputting screen data for inputting log-in data from the restoration server to
the client PC;
10 (2-2) transferring the log-in data to the restoration server in case that a user of
the client PC inputs the log-in data through the screen for inputting the log-in data;
(2-3) judging by the restoration server whether the received log-in data is log-in
data registered in a management module; and
(2-4) executing the step(3) for executing a routine for comparing the restoration
15 program in case that the log-in data is the registered log-in data, and outputting a

corresponding message in case that the log-in data is not the registered log-in data.

4. The internet-based service method as claimed in claim 2, wherein the step (3)
for executing the routine judging the existence of a restoration program of the client PC
20 and comparing the versions of the restoration programs, includes steps of:
(3-1) judging whether the restoration program is installed in the client PC through
the web server;
(3-2) comparing the versions of the restoration program of the client PC and the
restoration program of the restoration server in case that the restoration program is

25 installed in the client PC; and




correspondi ng nessage in case that the log-in data is not the regi stered

|l og-in data. 4. The internet-based service nmethod as clained in cl azgnA@? 2004
wherein the step (3) for executing the routine judging the existence o a{]
restoration programof the client PC 20 and conparing the versions of the
restoration prograns, includes steps of: (3-1) judging whether the
restoration programis installed in the client PC through the web server;
(3-2) conparing the versions of the restoration programof the client PC
and the restoration programof the reggoration server in case that the
restoration programis 25 installed in the client PC, and 2 3 AUG 2004 16
(3-3) transferring the restoration programfromthe restoration server to
the client (33) Warsfewingihe reslerationsprearam fropethecestaraliorosenenty the dient he
?Llste 2»; aFﬁdhscg:?g&E{;t ttt%avr(]eréigﬁ of Yhea[ ?e!s%]ra |I>n tppggrg%séfothgtclligrq{ 86?9 io%nlrgrotr'na}t rt]hee

version of the restoration program of the restoration server.




