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SYSTEM FOR ELECTRONI C COMVERCE TRANSACTI ONS, PORTABLE
ELECTRONI C COVMUNI CATI ONS DEVI CE, COVMUNI CATI ONS

WORIDWOERH 60 COVPUTER PROGRAM PRODUCT AND METHOD AGEMBCH08/000133

TECHNI CAL FI ELD OF THE | NVENTI ON The invention rel ates

generally to the field of electronic data transfer

through a network including a plurality of devices for

data storage and conmuni catiod, such as nobile

communi cation termnals. The invention is particul arl

apty S M| FORFIEGTBRONIGEOMMEREER ?%AN&%ET@N& PORBABLE

t r add S TRONICcQOMMINEE ATAON & DI GOMMENIGRNEIONS

BREKBRORN) COMBE ERNPROGRM MHER © DY € T\ANDONE KOOI THEREOF

networ k architectures for conmuni cati on between units

§§$nennrization in which the data transfer between
GHYEAL %E%P&?T%&%YENEWHW predeterm ned ral es

for access control and synchronization. A nunber of

net wor ks of such type involving a plurality of snmart

e dsventopeslats pepevillyho shepfield aff ieteytrafic tatanshefer themighesnetwork

have..been dey.el oped .si nce e creation of the.snmart .
B Ao DL BB AR Sesofih aR uhlER GRSt Suh as mobil
RpRini@Riation  terdEnMe | Thasnvelor 0§ Gufticalitly dgppBbsdéamta @fstem and
ot her types of portable objects, such as nmobile .
d6TrRTk fersiselanic dptsitiaster related th glectrenir sPneas iapgactions.
phones), presents new problens requiring innovative
resol utions. For exanple, in systens and applications
FACKEROENDOKAIGIE INVENHEON i or art, an user uses a
credit or smart card for paying a certain product or
service at a determ ned point of sale (POS). In case
Athenaet ¥amasi kmawﬁerr&w@rkgmealﬁ&p?m Wﬂi@hn?nﬁ@lti_bﬂib&tween units of
amount of mnoney. j s stored i ectronjc formin a, K .
SRRz, M QRAn Hhrdatp ﬁ@nagé}%eﬁmee [Faleunits en% gymerizgion follow
PBIdeteFBined riRAGOMdcE® doatrBl ARl syREReMi&. A RenBEBof networks of
reads the user and/or smart card information and
sudht baetisvalag coplurality efsman cawls cooprratingr itk ¢ plgypdify of transfer
GRS 1Plve bRLERI LA GG brelddofGRY douCOMPY | S€
generally a sem conductor nenory in Ich an anmount of
el ectronic noney can be stored, read or witten and

ans forcontact, or cont act-I?sip onmuni cati on

it

W t h
(e BSFPEEBORUHIG PO PBAGT Ot ¢ PN GH et 9| Eheihe concurrnt

|8t 165 m&ERDE otHeP BpSITBI forfaBlebbidedy, kudheas Thdtle\oh@dusidaBas terminals
the POS read/wite term nal or o . i
(and particularly mobile phones), presents new problems requiring innovative

resolutions.

For example, in systems and applications of e-commerce known in the prior art, an user
uses a credit or smart card for paying a certain product or service at a determined point of
sale (POS). In case of smart card payment schemes, in which a certain amount of money
is stored in electronic form in a smart card, each time the user purchases a product or
service, a read/write terminal located at the POS reads the user and/or smart card
information and subtracts the cost of such product or service.

Smart cards or integrated circuit (IC) cards comprise generally a semiconductor memory

in which an amount of electronic money can be stored, read or written and means for



t apped over a reading surface. Such applications in
whi ch a user purchases goods, commodities or services

woRaob/ 064160 ai d of an I C card that stores el ect rpei/s1Y2008/000133
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noney data are known as el ectronic purse (E-purse)
appl i cations. \Wen the el ectronic noney bal ance of the

| C card reaches zero or is insufficient to buy a

certain product, the card can he refilled by using a
specific refill termnal that transfers electronic

Mooretyctton chinactslsmrdongaurticaticaiveth gk icbiredpepding POSercbdy@irite terminal.

ves cash_fromthe uys or subtracts_t anmoynt. of
n&ﬁ&? Titios e SHAF GAhDAL B g QSE?LEIH‘éaIJQ% ?8§ afiprite terminal or
a¢HpEd lovey af&mgﬁuﬁh&ﬁ%@ﬁ”a@ HOHSHs @&Q\QHGH a(lﬁ'ei’\@h{cﬁﬁs)es goods,

opened by the user with a cer?aln br oker, which may
t KemEwfign gt seareesyVil tteaid phan EC sudgbateiares electiomis money data are

Rt bEeREke biEnO0 0000, bRiGASES WS B8 olePlole pREbatance of

ami/ I@rcarc_bjfeactﬂes e wir iribsuffibieatto \hhy b certeinl ptddectc the cerdtcan be refilled
PSR g A Ponbe (i rEural BBt GBS tSaroni Bpndeia b ey gord. Said

t hefilC kopaml & feetint aéshamlmt Be Qis6V bl ubRRRSthE Gdmount of money
checki ng the actual bal ance of the E-purse at any tine

afanypryedp dhecard rm By sbank amuméacfm ag ghgctiiic money account
PYEChasH %g%ed g %ﬂ&éey 'wdht Icémlm %ke} h@hich 9, O | Gompany that
phones are provided with such I'C cards and the car
bahamteﬂcdhpbeep@ddOﬂmlﬁhe mobi | e phone di spl ay.

However, current state of the art techni ques stil

present the di sadvantage that a user cannot refill his

E‘II]D ordee tonbd hisleito bisacknlie h@ug) baladc@of theil-purk€rthe asdr has to go to the

Ch § rSredaté\lg/:g)E SF;%J{UZ SR %ﬁ:inlrxglillgpg(y A ngﬂo!{)t ieac%roglg money stored in

e k&qtf&m gndhfe\ﬂuadaﬁﬁa}sﬁ & @6 ubd. THEdiCubR ldhpiaBer@its fnad ellasest POS
to buy a certain product or service, the user w

béer@maé andtogueidpiests fonehagkisigreeiagsial dhlases efttheﬁgpmse at any time

r &R Pt M UL I oqcR e B B B TRORNy, i nown th

suahe tm’)bﬁe pladnes sref prrevdédwith sechICSErSidREhOFard MElance can be read at
ENhThe resent invention ains to overcone the

dld%% flePhgre dpRlaYyr i or art. In particular, an

obj ective of the present invention is to provide a

systemfor electronic data transfer through a network

irha@fevgq, ﬁgrrept plase af itl@ey ag flechaianes; sty agsenrige disadvantage that a user

¢ QMP 'r‘ftﬂlt hllgan aﬁrgéé Wﬁ‘éﬁ%@@ﬁs‘é@ Ez| 5 ?%fﬁP PR Akhi O sometimes is

termna 0 request, In
only possible during operating hours at designated POS. Therefore when the electromc

balance stored in the IC card is not enough to buy a certain product or service, the user
will not be able to accomplish the desired purchase at any time. He will have to locate an
electronic money refill terminal, move to that location and wait until such terminal is free

for use.



ext ended, coordi nated and protected manner, a
transacti on between various nmenory units to which he

whamIsellecti ve access, froma single command pPCTIMY2Mi8800133
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nobi | e conmuni cations term nal). Another objective of

the invention is to provide such a system as well as

the associ ated devi ces and net hods, which are

particularly suited for the nmaBagenent of a network of

el ectronic wallets and el ectronic purses. According to

t ISChOSURID OF THESINVENEEPNves as wel | as ot hers

which will becone apparent |ater, are achieved with

the aid of a systemfor electronic data transfer

b&“hé\@&lﬁelﬁ ifhiventibn pins taldvetcont the dimibaclatof ORS pedltirp 1 Phrticular, an

a.se lurality.of conmunications equi nt,
c8 Keidtee afo a]et lﬁﬂ*@a& ﬁnvs%(‘h%} inle grovglend ﬁy%%ﬂl.fshgﬁﬁfé?% (data transfer
t BRoldl 8thefloik @binbMsifE aGRANAURI 6RE4R @&rﬁg&uesﬂa%m&ﬁbmn devices,

portabl e el ectronic devices each carried by a user and
ededh aaingbio complugicaliet tarwiials, dewhids theosy isrblg to ireguest, in an

d@%t@n&edago%gﬂlat QM ;gjoteE‘Eé‘E}?a 8“%%{1&%& e%\%e%vaﬁ?ﬁ@&gmory units

nmeans an onmmuni ca |6n nean
¢ omwinicle ahé dlas nsaerslvbeacwgssadﬁpmed 1smgteo roniniandt pomt (hls mobile

SR TR REamaT R of Ui, ASielRta i i Provide such a

S efsdal a@lmlﬁbs fh¥ aSdocRRABERiceR bhDMSHOEY VBN hre RIHRBIarly suited for
| ocat ed each at fixed | ocations of a communicati ons

nétaipiesement o6 Apeiverinel destonis walles and ghestranic puises: of

means connected to second nenory neans, the data

~transfer control neans of the first plurality of

dtmldinzgao iterisvention,ghen bbjselivey aadaf e dites vgeckewdlt kecamd apparent

nd firs nd. t via the w reless

< SetumiecarioGRt naBHET AR SR T bty el oot Been o b
Cprmamyc(&t tONmuLQstidTERfuiprSet arkdi b Sdecodndd PLIEIES agfe Sommunications
conprising a request to nodi fy a value stored in the
f PREPMERFOPYeCHRIAE Grh sehhya ﬁ%‘ﬂ%‘wlc?r‘é(gﬁéle‘a‘f%kaus er

L dent i feGRtd Rfkalify G BRI aRBES &ﬁﬁﬁneﬁ@%@iﬂ? ortable electronic devices

typenessages conpri si an i ndication that a val ue
spmhe@hrnm bhe tﬂaer gnd nm%osra}d pedabde elestrorde devipel ¢qnantising first data
%8?nsfer contr

b P eyl e e indF g ol i dadpprpgunication
I @feahs/ &harwdremalcwmdnﬁdaﬁbn aiikdin§ e;eﬁfgdaday&d toesBagascate wirelessly
c Pite e, COBTEREEIOT EHE B (herePRy RYGRHY 8 communications
equipment,
the second plurality of communications equipment being located each at fixed
locations of a communications network and comprising second data transfer control
means connected to second memory means,
the data transfer control means of the first plurality of communications equipment
being adapted to generate and send first and second type messages, via the wireless
communication means, to the second plurality of communications equipment, said first
type messages comprising a request to modify a value stored in the first memory means

or second memory means and user identification information and said second type



to access the second nenory neans and to generate and
send third type nessages, via wreless conmunication
WOore@n®e416@ the first plurality of comuni cati oPGI/MY2008/000133

equi pnent, said third type nessages conprising an
indication to nodify the value stored in the first

menory neans or an electronic data transfer error

i ndication, the data transfer #ontrol neans of the

first plurality of conmmunication termi nals and the

s &wssagesogpaising pn dpdieasiemiliat & xelue ptoresrinithrafirst memetyaneans has been

bejagcadapt ed to exchange nmessages in encrypted form
Accordihg to a particular enbodi ment of the invention

t he fithstdatetomyfereangolaneans1of eherseexhdi plurdlity fafr comihunications

P G AL DR n S5 A9LI R o AODSEcs comin

5 coonhé Gat pergiteatdopienticdiehs BffipB@INbicEeckGOhR uk&ddentity permits

means operable at will and tenporarily, via a coupling i
i Fit BCPHCRS Secone SFFIEY Ateanpart Mogfdcrupihisid tird fyme mossages, via
f ifiSlesPédhbhit HioB m SRS S Alst PRSaIRAYE P&ﬁg%migﬁtﬁﬁ)s( gguipment, said

i ndependent data recordi ng device placed

| thardt iype messagds damarising endindigatitey ioc modidiphe yhlmg sherechsn the first

for r Lng the nt ent f said first .nenory neans
cglr?rﬁlﬂ%glgl arf%r?l %%Fggté%nd? %Sta% HSZ " ﬁlelrﬁlclﬁtsl?n’pl urality of

10  conmunthe aihiacnisef] Goutra niicank of theafingt aislipnentombubibsion terminals

fir pluraglity of communi cations._ equipnent is coupl ed
¢ e e oy RS REHENGAEED trminars Ry 'affqu?apreﬂgto exchange
diessabditif cB@ypted Fdrgt menory nmeans of said equi pment of
the first plurality of comunications equipnment. In
anot her enbodi nent of the invention, the first type
”ﬁ%&ﬂ@]ﬁg S'tgné% i‘le)ficﬁll%zr leﬁl%tcihm%nt IOE‘ %fle ?f%h&gﬁ %e ?IES‘[ SII?‘%IIQOI’y means are
first pfuralfty of comuni Cations equi prment 10 a

15 | pagtmentskbmchafeenuif pidodic oficrsairdctaesond plurality of
communi cati ons equi pnent, conprises a request to
increase a value stored in said first nenory neans by
aAc&idiag fo @liPiHdthet BRbOEMAnT dTANSTHOENntANTHE Birst PRAAIRy Of
sai d second equi pment is further adapted to accede.
SEQPMYRHER IS REHDRGLL AR cPRPaYFOrPine Mewms eagebls atwilliand

StRlehrily) AL Shidfi Ly '

SRR 0L AP TP CERS B s o

20
Sgtoarf?x(jedllgca%igr% sl;lldrd%%a r'é‘?o'}%% dgeﬁgengdmpﬁgng means for reading the contents

of said first memory means comprised in said equipment of the first plurality of

nplesditpeo foompmini¢atignsaeyuipmeking atith @n indepemieneduserctdrdingaleuiee placed

communications equipment when said equipment of the first plurality of communications

equipment is coupled to said data recording device, and means for writing data into said
25  first memory means of said equipment of the first plurality of communications

equipment.

In another embodiment of the invention, the first type message sent by at least a first
equipment of said first plurality of communications equipment to at least a second
30  equipment of said second plurality of communications equipment, comprises a request to

increase a value stored in said first memory means by a certain amount,



the data transfer control neans of said first
equi pnent is further adapted to accede said first

woreegdineans in order to increase a val ue st oOPEHMY2008/000133
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said first nmenory nmeans by said certain anount and to
send to said second equi pnent a second type nessage
conprising an indication that said first nenory neans
have been nodified. According o another advant ageous
enbodi nent of the invention, the first type nessage

sent bipedatadrapsiprsqontgl mpansief said secand equipmentps furthbr adgpted to
Ohece QT LB ABROSHUMTB brab Yo SRLERAGRRT FHU BB second
of sald second plurality of cormuni cations "equi prnen
amgmognpeasihygaid cedgju esoubimnid sendiaseiddirstaquipniehos thikditppe

said first menory ns by a ceptain ampount, i s sent

2 DeBREr FaN A arndERn sinsieass the datoe fio i the frsf meimory means
nesbry neans is below a certain threshold. According

to sti anot her enbodi ment of the invention, the

[
first P§geafpeedagontehinessy ofsaid Bis paupmentds fusdier astemind to accede
g§a1<|§ Bt ndeldosy mPAddhiRbidey tOQBCI‘GWh%%{dI‘QC{]ﬁ ggfg]%r?{ﬁ%%gy%eans by

.l east a second equi pnment of said secon
o$aid etipimimennt erbtosgud forreith secaumopipsest asscendigpt niessage

SERFRE B MBP DR A O RGP el

said second equi pnent is further adapted to accede
sgid iecond nn&y nmeans | rder }o increase said
VAPRETIEE & e sdinifeseis shpoisiat 9f the NP, S i type message
C&nt By Shid@ R Blui@héht 0 s3& Akt Bluklit) 8f LoMBuTERRAY tg%diﬁnent to said

said first equipnment conprising an indication

desepehamipmen pmidtesprdiplpraligae i ofrimunicatienoegpinmesan and comprising
r t n f said first. .

cE BT i Rade AR Hor I ! P00 S By prcbBfin amoun, i

nembaytomeianaly when thderluestatlet meakldirktheenialyueeass Brietbw @ certain

s&%ghfhrst menory neans by said certain anmount and to

sehd %‘Second type nessage to said second equi pnent

conprising an indication that said first nenory neans

have been npdifi ed. Advant ageously, the first, second

afrerording & gtifirmother eabpeimenirof Masr inkesiion) the figsh type message sent by at
. AL, ; at . .
L%%s{@?ag{rét%ggﬁgf%%@fgglﬁgﬂﬂb?%r%ﬁgl olﬁ ?:g&ﬁﬁﬂsfcgtﬁéﬂs %ﬂﬁl&)ﬁ{ent to at least a
cenoniéquiinanh f @glseporeiluality cfabthnamdaricnsgdquipatdnt, yomiprises a

conm 'catgons eﬁylpq%ﬁ% are further adgpt;@gto record
SEPEST BT P CaP TG OREMBErd SEHBEI RO g sgkadn amount,
arri vehé tatd t@RF@Toh GRS SPGR1 Sdcoid RIudiniR s RFHATadARE to
record any disruption event of said nessaqe )
accede said second memory means in order to increase said value stored in said second
memory means by said certain amount and to send a third type message to said first
equipment comprising an indication to decrease a value stored in said first memory
means, and
the data transfer control means of said first equipment is further adapted to accede
said first memory means in order to decrease the value stored in said first memory means

by said certain amount and to send a second type message to said second equipment

comprising an indication that said first memory means have been modified.



flow protocol order. In another advantageous
enbodi nent, the data transfer control means of said

WO peosoeqabur al ity of communi cati ons equi prment aPdI/3&i2008/000133

10

15

20

25

30

second plurality of communications equi pnment are

further adapted to detect when a certain nunber of

di sruption events has been reached and to generate and
send a system synchroni zation ¢equest to clear the

s%gtus of ? certain nunber of electronic data transfer
pfrovatagegusly, iheshyst, jsecond eprbthird fyRsanerseges Gfrtheh eomprise an

| 1¢RYidafOn nfiiBerdAll that HRMfaHanSRPLSR1 FRANS riaSRL ] raljty of
first plurality of communications equi prrenot I'S ?wpt[uhel1
athapnER catpng R@HpmeE apd sdid sdcond pluraliy bdeommtnkicationpb@ypment are
c .0 qordern t. ovi de an, operations nenu., .
R 4o 0 e 8o Ry e B BTE S, Bmimaive in
sddtetnopel messagesiove protatb sqrtieyand gecdk & gy ERuBLEIARNt of said message
tﬁansf%r ?ﬁ%%ons avai l able to the user, current and

ht 2¥ 8FT'2°Y R¥%6tmat i on about el ectronic data transfers,

el ectronic data stored in said first nenory neans and

error or success electronic data transfer messages.
Aaceptirniylvestaggays Babodipent thedatagransigucatiobmeats dflsaid first

[ j -y I Iiy.0f C nj.cati ons . .
elgﬁli_edg{ %Ocom%%ggﬂﬁuﬁggéﬁdg gdiccs Héguré'l‘lg'cqjjrc8wmca“°ns

t ¢qaipsat psrfutiomadaitetbidotest wleamvederatiapingdr bDJiERBEesN &ents has

nd transmt. all transaction requests fromand to said
PR RS o oncrd B e R Sy SRS AR oo p cloar the
st desttil iuigbeObf deuidHii daftthMABfeLArMRBRNt bei ng

connected to a central electronic transaction server
adapted to encrypt/decrypt conmunication with the

fl 5Bl aRbtHERHoM ey ' | Nal Lth the . .
il it S, A I o ki o
aubivtdf camgunizetieeqaipthentid ifirthea aduptedeo ek clahgd asbl

! cond menpry neans c rised in a virtual .
S0 gt S0 AT ENY USRS 5GP P e n s
divettfhenligdf 2othagaRuSoR @Bl ki@ bpérhtods W@tdihyide Wectronic
%ﬁ{%en%p be.nodifjed in said first menory neans and/ or
iSRASEAnSes BRUARY 2K HBleyio theatser: purent gad historip dnfermdtiog abeut
IR Bhic AhtaTRASKOWBEHNRY ; LR
The invenfipn rgfates al;%hﬁgggﬁag%fgﬁkﬁ%%pﬁﬁ@%@%%ﬁ?%ﬂoror
auepss eptmaicolath apsfeonwsspgef t he enbodi nent s i ndi cat ed
above. The invention covers also a portable electronic
conmuni cati ons devi ce conpri si ng
According to another specific configuration of the invention, the second plurality of

communications equipment comprise at least a dedicated electronic transaction
communications server adapted to receive and transmit all transaction requests from and
to said first plurality of communications equipment, said second plurality of
communication equipment being connected to a central electronic transaction server
adapted to encrypt/decrypt communication with the first plurality of communication
terminals with the aid of a key management server and adapted to authenticate, accede
and modify a value of at least one said second memory means comprised in a virtual

electronic wallet application server.



first menory means containing a certain anmount of
nmoney in electronic formcorresponding to a user's

We@b@ene4am c noney purse, wireless coupling nmeaPGI/MY2008/000133
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couple via a first wireless interface, advantageously
usi ng RFI D or anal ogous technol ogy, w th independent
data recording devices placed at fixed |locations, for
payi ng for products or service$, wreless

conmunj cati on nmeans to conmmuni cate via a second

wiPeArdigg tq #odher adeanigeerusentbodimant cbithi amsniiet, Werluezo (He
datsRatd ans Bks Rk apted to generate an
send ¥ equest{-nr%r%glglg1 léhgt aorﬁ‘t?a @BE%drﬁ’r@tnsle%% %%g O dPSABT K Kvatue
f ipdicatizgvaf anqunn gf mpnanourd byftheteein deduonivabay. bet ween
net wor k second nmenory neans conprising said user's
el ectroni c noney account, and said first nenory neans.
Ativeinvageaushiys albhe COBMIALEREMORD L é/\%%fénl RALoRH BBLE of the
el ectyoni c, conmuni cati ons device and t
@ﬂli‘ﬁii;l‘i“@gﬂnéf?éteﬁé?%k is encrypted and the el ectronic
transactions are authenticated so as to all ow proper
transactions to occur only between nutually authorized
dEhd insentioncevarsiblaga meIanmanntagmbss dmih)@djoﬁﬁjmsmg
ol cot rost RSB RE L SRR E 25T Re sRuRiHfahones in clectronic form
Commmona$pondl&gm@hmm1s eidctroms nidpey s@REUNI cation over

at least ten neters. This can_ be achieved for exanple
usi ig GENFSS CRIFSOS SRR IouguRle Virbfirse wigRlspinterface, advantageousty

COMUNisf@tR AN a8 AP ARs 9E¥ino 10 %y, Qf)’iﬁﬂn@rﬂ‘éﬁ%f? gla?ta (Péco}%'@\ldewces

t echnol ogy. According to stilT "anothe I ment
the i &R %ﬁ?iqdﬁecaﬁléamé@tpammgsfw nodts @bkwiekect r oni ¢

comunjcatd Q%F%ﬁ%h%&p 8 t(§ EOMERL: tc%tg Hfaeg slecondS w1rgess interface

menory means sal
conmurvited d:camauldeaziomenetmm and esponse of which the

comTun {:el%{n{% rk trans%ers a val ue
repr esént 4t 'éco to Reasgdartedio sepFale and sendregneshmessages to the

form tcOnﬁﬁinﬂ:aﬁ@iE&feﬁvﬁﬁQ&&rﬁgfeﬁ*ﬁigdan%&uﬁpbieel@etl%ﬁfcrr%ﬁe between
comuni cat j ons deV| ce. Advantageously, said request

sent a§ gscent mpmoEgy mEEscenmRTisingseldoser nelevioiic mneery account,

the el,ggtd; red in said menory nmeans of
sai d Sort égp ec?‘fgﬁ%‘% comruni cations device is

bel ow a predet er m ned threshol d val ue.
Advantageously, the communication between the portable electronic communications
device and the communications network is encrypted and the electronic transactions are

authenticated so as to allow proper transactions to occur only between mutually

authorized devices.

According to another advantageous embodiment, said wireless interface between the
portable electronic communications device and the communications network allows for
communication over at least ten meters. This can be achieved for example using GSM,

UMTS or analogous mobile phone communications technology, or even Bluetooth or
WLAN technology.



Accordi ng to another enbodi ment, the request of said
portabl e el ectronic conuni cations device is a request

W@ 00v0et1sd er a val ue representati ve of an anouPCT/dFY2008/000133
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noney in electronic formfromsaid nenory neans of
sai d portable el ectronic conmunications device to
menory neans of said communi cations network. BRI EF
DESCRI PTI ON OF THE DRAW NGS Th& invention will be

better. understood and further advantages will becone
gﬁ%ﬁréwg e pighinateer pabpEicALP b owprsidnghe tsuest of said portable

' ElE&?JIﬁ@&dtﬂlﬁuﬁ@Q?ﬂ's ABALSis a'% légtg ée 15safll lgglggll_}ﬁléeang of said

schematic view of a system ctronic co
t qulﬁﬁmm@n@m@omﬂmem udreﬂpm’]iSe of whidk the communications

[ F a first exe

| AR st BVFe EoR0GVRR sk BralRmbeet b slesteic form to sid
t mm@cﬁmms)famd @bﬂab’h@elbar@ﬁb &maghibRdLs 8dvitdhe
i nvention. Figure 3 shows a second exenpl ary

i mpl ementation of a systemfor electronic conmmerce

t AaRERHcb@S ARG d5NYsdn® atﬁamgm‘ﬁg B R e oMndniiSitions I}etwork when

i nvention. ﬁlgure is a first ary nessage f
cthgelectropic walip gﬂbéqdrm fajd eleeory orins ofsaidypottable eleseois

e B P ol bR P G e

is a second exenplary nessage fIOM/chart for
ans errl e i%ﬁnlc ne to a user's E-Purse from

s FET Q%F E‘eWaF cdt ‘Eét&f&ﬁ‘fi PeEable alerote an

esopdinieniond ﬁe\h&ﬁs la MA@BLL It f}allféfé}%r\?al@ ﬂepf?i refentdlive 9f an amount of
exenplary nessage flow chart for transferring

SRRV 1B SRR @gmt fory seid apemorEneansel Smdmnrtsblle ¢legremic s
R ot el AGRONIY nRGROSUbAoh AR BHROM: ‘!vfgl;fé of

the I nvention I'S an exe messa
chart for transferring electronic noney to a user's

accordi @%ﬂéﬁbﬁﬁgmﬁﬁgwwl ﬁ\s;ggltisor%._plliir;ﬁre 8

shows a general credit transaction nessage fl ow
b@gﬁpen a us? r's nmobil e device and the network
PYign 8l b betirs gadssned d furheriadyaniages will beqgueeapparent

SRR Aes PR of ARERAS eRBoBRRARGE 1 OW bet ween

user's nobrl
Figure 1 is a general schematic view of a system for electronic commerce transactions

according to an embodiment of the invention.

Figure 2 shows a first exemplary implementation of a system for electronic commerce
transactions according to an embodiment of the invention.

Figure 3 shows a second exemplary implementation of a system for electronic commerce
transactions according to an embodiment of the invention.

Figure 4 is a first exemplary message flow chart for transferring electronic money to a
user’s E-Purse from said user’s network E-wallet account according to an embodiment of
the invention.

Figure 5 is a second exemplary message flow chart for transferring electronic money to a
user’s E-Purse from said user’s network E-wallet account according to an embodiment of

the invention.
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fl ow between a user's nobile device and the network
according to an enbodi nent of the invention. Figure 11

is a second denonstrative managenent scenario of a

di srupted transaction nessage ?l ow between a user's

nmobi | e devi ce_and the network according to an

efige fene third erranplany aneskazs flom ehariefor ransfersing lelacttonic money to a
d f.a. disr d

e st s K e T Bl BRI ol AL B REam cmbodiment of
déheiiventioml t he network according to an enbodi ment of

e i nvention,. ure 13.,sho rs nstratlve
t PR E0% Smlae? BieRog noH ite By e fbie AgEenio roney to a user's
magtivogk Hewdllee agudtnt femneidaeks EmIEIhddBrdify 8an embodiment of the
embodi nent of the invention. Flgure 14 shows a second

- JBYYEHEYy ati ve transaction synchronization flow between

aFibaeé § §desbé é&legﬁ VAR tﬁﬂ&cﬁaﬁngﬁ%@ﬂ@ @8&%&9 b B%erts e device

enbodi ment of "the invention. Figure 1
i pidibe n@twovleaffCDWg:ﬂoamtenfwbdlmeuS@ths nwemndne deV| ce

: F}g{tjﬂr? (gy/sza %?n%\%ﬁc 151% ans]ac neI%%S\%%ﬁe E G?Iih%u%lm s mobile device
t ahthanttvork aceqtibd to aEIegﬂbb&m‘ihﬂt ¢ishaﬁ1vbh1idnst rative flow

art of a ufe nobi | e devi ce receiving
t igee A0 sna v Egtpg?fg%nsnﬁlffu praagement s@na@o @ a plisgppied 4ransaction

exesiA lowl ftweal Ki &seffserkﬁoﬁlféf dEREA I AYtHE! £ H@'a‘acordmg to an
m)ney transactions with a nobile phone according to an

srpbrsiimenitof gfe inymtionvent i on. Fi gur es 19 A to K show an

%EIPCQE Ms §| Mcéﬁ&ﬁ gé&hli s%tn\%a Jngpegg'r% t ctelng no f8n ia ttipggransactlon

tivatin automati cor unc
2me$aga) flows HJ@WV@ﬂ exeap$ anybilsl %\Ficmlahdtthﬂemlwmk according to an

nt at.i,on for. deactivating the automatic refill
fuqﬁ%(l%lﬁgﬂﬂot BSUPELisE A t o E show an exenpl ary SIM

TPighkd tlZ“iEﬂsU thiflp efBRKt@ti O hah&fentdn® Gkinab o Séfah l%ﬁsr@;.lgte& hW&nsaction
automatic refill function and the automatic refil

pRESARR oy’ betrsenge wpgureotzle detouss and nths surjworld gegording to an
chatddihat of 8felihvdfg, aut omatical Iy the user’'s nobile

Figure 13 shows a first demonstrative transaction synchronization flow between a user’s
mobile device and the network according to an embodiment of the invention.

Figure 14 shows a second demonstrative transaction synchronization flow between a
user’s mobile device and the network according to an embodiment of the invention.
Figure 15 is an illustrative flow chart of a user’s mobile device initiating a transaction
request.

Figure 16 is an illustrative flow chart of a network receiving a transaction request.

Figure 17 is an illustrative flow chart of a user’s mobile device receiving a transaction
response.

Figures 18 A, B, C, D, E show an exemplary SIM Toolkit menu for managing electronic

money transactions with a mobile phone according to an embodiment of the invention.
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system overview. Figure 1 shows a general schematic

di agram of a systemfor electronic conmerce

transactions according to an enbodi nent of the

i nvention, conprising a point 1f sales termnal PT

connected to a nerchant's server MS within the

nEigseh 19sApte il skav MR, exgniplars tSIM TeloBdt merte impbanyitation for

ile devi U I Si | | ect '
nef1EE p e g R e PO BUN e ace V2,
NEIMREK 2D AN B RRIWRLK Q81 Ya?%oésfﬁ% ﬁg@gﬁ‘? g%éeigls "i'fi.]l]p'lje'iﬁéntatlon for

el ectroni c noney account
| desntivating ghelairtontdtr fefilllfometivn. descri ption we wil |

fer to the_electronic no urse EP | rrpl ement ed or
’r%b‘F?ss"'e‘d’&\R? ErbAv R eReaelp ST boalkit mepn kblemeniatonfor checking

" Eaﬂay bBhic afdthati® réﬂmefuﬁa% afd BRL HRYrat R rEfH E&iﬁfnetemﬁﬂlg.
account EWas an let". The E-purse shall be

uRigare2dehpvess mmageefhws c@@‘nﬁpr yefilihg autcanatioplly e dewrsomobile
Uﬁégr {eﬁé PEFSQr ({?)QC}IE%FOe{ QB aHSGHh oﬂh%%x;egg&% money data

e’ means Conprise n a network
N, e.g. a database, for storing such user electronic
noney data. Usually a user opens an E~wal |l et account
WDET AALED DESCRIPTEKON OF IhBUSTRNTIVE EMBODIMENES | et
account is used to buy products or services via many
di fferent channels such as nobile STK or USSD
t General elgstronip mange tiagsagtionsysemgiverdewr t el ephone

CRIMIFE t1' Mbivs ) gé%ngép E&h%fﬁaﬁp aﬂlellgnegg c}‘fnéj gg&&ﬁoﬁgb%‘%ec :ﬁié:hcommerce

medns conprised In the user's vice
atrhmsact®ab dcugding tto ap aaynb@dnmmd iof itteesingent®ar vom@dsingl a point of sales
per son, as coyl dhaye b

done . at S
PERRRALPT S8kt (8 il SR S GRS i Gphang s gremises MP, o

t Bfstrivitaless iterfac€ el a userGrfisiile dedicd UMD ofipBiking Ga'efbctrbiic money
fact, the E-purse accor di ng to an enbodi nent of the

S EPor? FsoRs rviredess tigterfaesinVhr ¢ Getveark Db awdt ¢ gisiveork server NS
p‘%ﬁﬁﬁ%ﬁi@ M sBrs élgaro%MHMe%c nFpRyr se smart card,

t hat the user will be“able to pay, vvlththe ald of
VVI rel ess coupl | ng means present in the user's nobile

m_n hol i n

tﬁg pldl%D 0SB0 18Ye61 18n ag ‘Jﬁgﬁ"%r 10}5%'6 wﬂij refer to the
Gﬁék&foﬁiid MoB&t ﬁul’séiEFHﬁ‘Iplemdnltedb@ &)&l’(}ﬁ‘ise&i withirOthghuser § infobile device

V\%@ ess g{gmmnl g@tl on interface W using known RFI.D
copt Phe CoRHiTA dhe PEER HETOgY clseitamie mopgieagoomt EW as an “E-
L REMEN T hePE-pRARE Bal TR IndbisttBd 45 the means comprised in a mobile device
UMD for storing a certain user electronic money data and the E-wallet as the means
comprised in a network N, e.g. a database, for storing such user electronic money data.
Usually a user opens an E~wallet account with a certain broker or bank entity and said E-
wallet account is used to buy products or services via many different channels such as
mobile STK or USSD technology, on-line Internet sessions or telephone connections.
The E-purse shall be understood as the means comprised in the user’s mobile device

UMD which allow said user to pay commodities or services in person, that is, as could
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mcro structure present in the nobile device, but the
systemof inventionis not limted to these type of

WREIRopAaYENt S and accordi ng to anot her enbodi PERMY2H08/000133

the invention said paynent may be done through a
wireless interface W using other wirel ess

comruni cation technol ogies, e.g. Bluetooth, GSM or
V\LAN. So the E-purse can be ikagined as the user's

"nobi | e" el ectroni c noney or an anount of m)ne%y store 1 with
bpveebesst damgiat af weighany’ s PIerRlsem Pr 2rigprghant’s PoiRs L] sale termma wit

%Ss\rl' &%reap%amr hsn{atltecaﬁfi £RL e %hﬁ Q&aahﬁﬂ W‘aﬁf&nbomment of the

maki ng purc ase$ and t he E—vval et as
mm&nhm Isfsimidatto &hewn pOoi @t Heriepicapayownts m@nﬁ“@rrmramate an E-purse

certain r br ok

ceLk Uk, B BEPS CRLIY P SLAE3 Bl R o
%&Entﬂg' dheﬂl\ﬁlﬁ%&ds hﬁl\/)gﬂeEfdlehbe S0 4G POSGemhihhi ET Eﬁs:t rbynhalding said
money data when - pur.se. aches zero

SPonik deisarPME elbe £ SHEdTNDTERal R JORrEraE Sagt pgent will be
%ﬁﬁeﬂeﬁm&{%@rdgcﬁrst Ax?f%élés@l Bfnth@nitftRnl UGB OW] tBRgURRwn RFID

e torefill his E-purse EP when desired

tehwaplirigicomamynigation tenhaolaex/ betiisen fhesPOB yergingliFgand 2 smart-like IC
WI L8l %Ssm%%@]r%see%tt 1nt Re Sﬁl)%c}g ﬁ% . o{hlBthhe ﬁgsbgiﬁ ¢ g‘e h&on is I\/%t limited to

nprise vl ce
Aﬁése Itﬁdertg RRIDamyﬁﬁtm dndrem)rdmﬁg tohmmothey embodimentarfyth¢ invention said
t he user desires to, refj

E- EP._wi t h. .
PBYRgRtn Yo Pt 96RC e he‘lf'lglloﬁr g’lr%ﬁseslug%’gc YW 'uﬁgﬁ%r Qiher  wireless

RiomniiRiRiaki6n d8hh 618 gD, b OBRSdEth GV drl WLRAQNESd thw B—purse can be
W rel ess |nterface V2 to the network N, the net

vilnpgined @e dhe BeersudRobilef |e|1qctrp@ﬁ JBSREYAPid awarqougtapﬁwo gongy stored in
etﬂe%%lhﬁx%qg i, % ]épeew % ﬁiertﬁgm% Hé\n&g arfd \@ffﬁ:ﬁ o &n'@aﬁ?%vlth him

C purse |s may be done
exgwhire anyrﬂme foraniktegpur da:swsragxdtth@EMIet amnide @h@cﬁk‘ ifrxgd” electronic

hat h Kk
B A HE s i Bretia b eero ke RtV TR f ont o

account bal ance (e.g. subtracting a certain anount to

t he bal ance) and providing a_responsg to t
fbvis b80WB TP e P BHER G FakeD a&arl%g%f‘c Hrlﬁar%i to refill

Kaﬁldl'(ﬁ&rﬁwﬁztﬁ 5&&8 n%d%}Q VJh'@ﬁ hlé i 2l Pﬁl%@ nfoRERBASce reaches zero or
er e

ccording to anot I ment he I nvention said
Hs poswBcieef id lacounylish ethel gruechasst Qfmat |d@$;rddypr0émi tAsgording to the

use set t bal,ance hol d [ h
aaresnats e S o i E RER AT E IR S dbiiie, 8 " fywhere
adh@tangtime, sy nentingfa wi€leds vt torthe héte/oﬂsbm 1n/vwhichhfes E-wallet
also able to transfer el ectronjc rmgg%“flrom

F_EWU‘IS <ompsised from iy mepils, devies KM c B 4R aBe%quganent of the
TiGertoh MR K tile RY ubg dsRANS 1Rfill HiPkSurse BRI K .ceflain amount of

t el econmuni cations operator's
electronic money, he will instruct his mobile device UMD to send a refill request via
wireless interface W2 to the network N, the network will recognize such refill request
and will validate the transfer of the desired amount of electronic money to the mobile
device E-purse. This may be done for example, after authenticating the user and checking
that he can access the network E-wallet account, by modifying the value of the user’s
network electronic account balance (e.g. subtracting a certain amount to the balance) and

providing a response to the mobile device to modify the balance of the E-purse



network or a conbination of such conmuni cations
net wor ks, which conprises at | east one network
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nobi |l e device UMD wirel ess transactions requests,

manage the user's network E-wal |l et account EW and

provi de the correspondi ng responses to the user's

mobi | e device according to thelZi nvention. The wirel ess

i nterface W2_between_the user's nobil e device UVD and

t Aeeorngly r(rddipgraycesiein apparient the Fxpwse drlaged)o Azpgrding to another

c tm W lL.ogi es. .e.q.
ST 5 M LSy s o e
apal sabrihe balagee thoasboldt fon imbstaresthet auammsdtier refifl and the refill amount.

i Rt ,on t ween bi.l.e .devi.ce and a networKk

BT € Aol b Bl OL R BARESR P et B Hipoumblato transter
nelbéthamiqions, frdam hix BPmek todiis BAyallet hewokett Gt Whek Be@A,

be carried by the user and comunicate wirelessly with

a network. According to another enbodi nent of the

PTES 8Bkwokld Xefal, A2, 2 bRE US Bfoket hbtwiolie daite‘iiec%&r@lﬂir&g% € operator’s
k I al ance ot

devi ce UMD, cah check the el ectronic noney
hReswprknefr & sombinatigmof sch ravamivmicatibesnethiks| which comprises at least
el ec I C e_tran ti,gn.or _transactipns .. .

R hrRB CIEREIEE 7o sbROCR, P 7 Lokl RRF G 3ctotii desiee UMD
owtreless garfsagiioms erefiRs@ndianaget thenskbes retvaakrBMalleTBét@YMnt EW and
fromthe E-Purse EP to his E-wallet account EW _
AERBIg ‘ﬁa PFeHRAnEIRSPSES EtiitiivaR T moPile device according to the

| ifivettionOMhe tWi]de§ BiteFaddOWR! AR 68 usYR ngbe ABREL 8MD and the
phone _ that conprises a multi-functional IC card, whic

| ARk Namay Ny Suplswenipd aceatdingi Pyamybaure) state dfathe at wireless
St@@f[ntoldg’iéﬁee. .%rlget&gﬁ, ﬁﬁb, n@%l’ WAI%' %ﬁ}c A& of %]go;/gt and long

bal ance storage purposes. El €éctrohni ¢ nohey Transa
sysge(avar thineesuirenséocarfphfosmatieinchetweesd shoble deficd Sid a network

e | ar rGhitecture.diagra a stem f or

ea})ég% regeni & ‘C@WF%EH{OE% g‘é@f‘? %@5 Eicf 3%’0‘? H’g’}”(lﬁ Phope, a notebook or
eaniy ostheTBItyic fwHikle car b€ BArkied by GRETBEdr B GomnMAflatesS wirelessly with a
nobil e device UMD with an E-purse EP, a wireless

iHE Face W2 and a network N conprising an user's

E-wal | et account EWand four network el enents or

servers SI to S4. The first server S| may be a

creRting it ikt resthadinkens of Ve prisii dradeatdort, ahe bigef withitke aid of a

;}g%%séévﬂf%?g%q,gcga u%hgz\lgf( gﬁelwg %:th(g{llclz (I:norglgg ‘"?}a/datncr:éjl rg% %(J:st Equlrse, obtain
information about the last electronic commerce transaction or transactions performed,
transfer money from his E-wallet account EW onto his E—purse EP and/or transfer
electronic money from the E-Purse EP to his E-wallet account EW. According to still
another embodiment of the invention, the user’s mobile device UMD is a mobile phone
that comprises a multi-functional IC card, which is both a SIM (Subscriber Identity

Module) card and a smart-like card for RFID payment and eléctronic money balance

storage purposes.
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wW@ewen6416r r espondi ng el ectroni c comrer ce transBCT/My2008/000133

10

15

20

25

30

servers of the network N. The first server SI may be,
for exanple, an SM5 (short nessage service) gateway
dedi cat ed to receive the SMS nessage requests sent by
the user's nobil e device UI\/D tld start an electronic

npney transaction. Said user's nobile device
t Flsbrapic maneydaimsactiongystsa arrdifectart eempes-to a second
apRluk€ A iSRS GT Bk &&nﬂ%r;ﬁ ﬁﬁhft@étur@l ﬁ&%_p{ﬁnbf a system for electronic
transaction server in charge, for exa agl ng
ePRIPIPICE FAnetonpFctahingfo ah embudimentird th mvannbnn@h’mm“fsﬁmg a user’s
o [ ! rmb | £ devi ce, na
ulglgfrﬁwdgﬁ% entl capl (?ﬁe%@l%ée it gﬁrg%ésr é‘&? ac Wg AR Bhework N
t coommtig ansser’s Bonlacictamt MW hnd \ﬁmlrcﬁeh%rk%é’lﬂéiﬁ§or servers S1 to
ﬂgj{:el y, an E-wallet application server S4 and a key

agenent server S3. The key nmanagenent server S3
provi des, for exanple, encryption/decryption keys to
credit or debit the E-purse EP on a user's nobile
dElg Sest gRver Plemay hald eammpriritioas instvasls rsever Sadipaterh g slectronic

h Gl Q

Aoy, F iy A D8l Do) MRl BpER& pgng mobie
t deyiceeldMin Icareb@ tterafoic adtireased ac tahd hasdBed/ By 1152 sanel, théch will then

amqunt of ebited or. credited, the E-wall ef
AR e O B s s EpaRing T isoR colpMieatr atisteTiop servers of the

Usetwork Nl gaé fﬂ@sﬁl SRrvieP BE nBCBEUBE ekpld) chIMSN SR nSRQME service)
inthe figure, it is also pOSSIb|e to provide a

Wy&e%ﬁqéﬁ recsiveithe $MS raespagearaueste sent diyithe user’s mobile device
LURAF 36 tsta?tn ar> 8le¥&bniomdHd n‘g/ tnsddhEn. Esh@ ! Js&b aRphl Q%Lfcg Rransaction

server S4 for custoner nagement, accounti ng
bn@gllén‘»e swypher ﬁl@g esdlret:twétto |assecomis apréRMSwmr% or cerlahklectronic
manage in

et B sa R iR R BB PR gl e o the over

adhb dih endlﬁeﬁxﬁ)rlarbdnﬁﬂlﬁlidatlﬁletvviﬂf theChREE AGYile ABARY managing user’s
accounts The gr oker for exanple decide tao

fjeation iy, dFtH R, SR JROTSSISH08D M CpaReEHon with two other
V@m%le@ SeRaLAMen %ﬁ)lﬁ:ﬁtﬁﬂlss%ﬁte? QR o 558y %aﬁﬁ%&frﬂe&lgse%er S3. The

limt theif credit or nmaximumelectronic tran
almyumnagﬁngu server Shpiwsidas, dercaanhpkex empydiop/ deeiyhticrekdys te credit or

di t f
e e —

i myeigts data remmalr ios thegusar’ 8l etwdsk raldetrbsic CiﬁUﬂle@eaddB@ltVEW? With the
an E—Purse avvu-elessmteLfaceV\E afirs

REgHRAtR dathieceen drom flie eqnigl glectgonto w&maétwraé%ern& and the
EMoudPdf ho%8y BESINATF RIIRBE TS EWalREhYIcHLoH server S4 can update the

balance of the user’s electronic money account EW.

Although not shown in the figure, it is also possible to provide a computer connection to
the central electronic transaction server S2 and/or the E-wallet application server S4 for
customer management, accounting and business purposes, that is, the network operator,
bank or broker may wish to obtain and manage information related to all the electronic
transactions carried, all the users and their network electronic money accounts. The

broker may, for example decide to provide a certain reward or bonus to some users which



to S5 and a second network N2 conprising a second
user's E-wall et account EW2. Figure 3 conprises a

W@ RWP0et166t ruct ure as the one shown in Fi gure BCTHMY20@$r000133
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the fact that two different el ectronic nobney accounts

EW and EW2 may be present in two different networks

Nl and N2. This may be advantageous in applications in

which a certain connunication§40perator bank or

br oker stabl shes one . or ctron| conmer ce

t PERshAFPEHn té?‘}?%%‘é’ngﬁ éﬁr%ﬁff mlltnthtﬂﬁ é%eélté’F ariaRin glectronic
moaesyctionaamsaAamt.i on appl i cati on scenarlos, the first

network N nmay interact mﬁth the second network N2 in

order to accede to a user's second electronic noney

%ﬁhﬂ'@B $80%s & @Ecohﬁ'e%eopfaﬂﬁﬁl%ﬁt%c@t?r am Ofl\if system for electronic

ication server $4
c@ﬁmléeltc@ transgcons@earding ao ammnbcghmemmf tl%mentmhacfcg@rﬁing a user’s

e ron ngy transaction cannectjons
SRR BB ST B0 IRCEN, § DAL s VB S e rwon
ad:ampr;(m&sa ﬁfseuidﬂ&tE—WﬁHet%&duﬁﬁEWlpﬁfcﬁ RS nRERU I s or servers S1
gﬁ§¥uwﬁs i nf rnatlgn to the conmuni cations gateway S5

2 SR TRV ST RBE AGPYON et Ervwallarasamint GRV2.
noney (e.g. a bank or credit card account) or has paid

a _certain anount of noney for a certain service (e.qg.
al igpis ot npssesy p chyilaa stiuctins as dhmons savinonFigat evimy f&5he fact that

Y and settles
4 ‘E%f’;%%ﬁ%i%‘ﬁ%ﬁﬁe e e -
tImEWQiikecN ¥ and N2 r"ﬁnsamtﬁd b advantagbls! 1nb@pﬁh@§tﬁﬂls fakhich a certain
ur es 0 certain exenplary
Lokt S e B L s o

Itl’antsah:ﬁoﬁ CbaLHRbL ﬂtﬁﬁi}%lﬁbetl\‘lnﬁlléseo BlcB@SMOT &e%ﬁ%actlon application
interact wth the user’'s nobile device for carrying

cGFPHiRe 1Bp dutt eHverknihapax rréchmﬂmrdse beeom&eantvstohle N2 in order to

bhﬁscgire;t? E 613&{ ?ec@ﬂﬁeeﬁ%gorlrle&'cs ?(% e ?Wg OﬁNa éi}u@ gprpose tﬁc’e E-wallet
fapnkiation atIIVtJII 2% of:ti)lulfdstbtetwwrh II\Hn% I&bﬁm‘bctdd tb AeofhvMMaons gateway
%%Iﬂg o fﬁg %ﬂé @nnqat of . servers or server

conneStPERTPIRIFUPE oflectiopic; gAY tispssyoR cgRRackigns with the e-
lﬁﬂﬂn@c&bﬁ@xﬁds@tpaftﬁert hawbkeN2 S 15y pellios ﬁossﬁﬁé by tﬁe %Hglﬁgss partner

scena% oS al ready i ndi cated above and according t
BT M‘P&‘ées o the |coxneluawmeonscgate@famss thatsthe user has in

m'nhﬁvogﬁwc%algaﬂﬂﬁﬁteof}%gggfgl 458 apd. cal Loy orshas paid a

access network i s aval rconmmuni n.
$8B4in wirhount oef beorkpr e da tcmrtgin tevviae SRCI af Ipieﬂaﬁf isktvice) and the

Ecgféug!u%gtioﬁsga%@aytéjje co%%ggs sucﬁ gm%antr}gto Qectronhlzrnslgnesynglrdtsetﬂes the
payment with the business partner network N2 after the electronic transaction.

It shall be noted that Figures 2 and 3 just show a certain exemplary architecture of some
of the network elements present in the communications network or networks which
interact with the user’s mobile device for carrying out the electronic money transactions
between the user’s E-purse and the user’s network E-wallet. It is understood that the
same above indicated server functionalities could be implemented in the network using a

different amount of servers or server connections.



Figure 4 shows a nessage flow chart for carrying an
el ectronic noney transfer fromthe user's network

wE26004064960 account to the user's nobil e devi ce FEPMY2608/000133
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according to an enbodi ment of the invention. According

to the exanple of the figure, the user carries the

E-purse refill using a nobile phone. The nobil e phone

conprises neans to display a ¥Yefill E-purse" option

in the phone's display (by way for exanple of a SIM

{Xrahsfer of ehecteoninmaneyfyromthe whar's Eneallet do the pearissEmyrse. Refill
tio Ll e phone's plug-in is activated which

%ﬁg 1('5'?2?‘2%"%%% sends a Request SMS nmessage to the

et alendy indleeted ebaverad widording enthe okveotivre tipaiseihwill be able to refill

RS e ERPE L RSP 0 248 Al BAh vt
FECHnmatation Frigluser wilskabe f@acake @odo aessifiterefill osminal, as was
scenario for transferri n%ﬁel ectronic noney to a user's

theease when Bying ) B-PUsesmencaidwor k E-wal | et~ account

according to an enbodi nent of the invention. According

to the exanple of the figure, the user carries the
Figareseshosfsial thessagenfipva chasbfor sapsying en slsarenie money Hansierfrom the
credit card_ac nt i t ) 1.0 g | 1 S;

a5 Lo Gt el ® BEVET A BB Pk Qeliefing to an
reafageent bOweiidvention. | Adcoring thehoaanphoaiithe fighiegle @set carries the
but for the fact that sone ssage ﬁaramsters are < (o disol
di-pres asfill ugng a mﬂ’?lg} PRE ok %H}S’?} ¢ PRANS, CUPPIISCR PIGHRS tQ dlisplay a
bagl 2caRWNtoptidRdnfiBE phbR’ PURBRPABY Glayafod NamBleel K SIM toolkit
el ement’, the comuni cations gateway S5 in charge of, L.
Sepidnentptionk aed edenothe cspbadsets this i G pwbilaerhpasr plug-in is
oarcti%tgcg I &C gg&%tesfe Igltu]i tSX%dst %@gﬁe& IMS %&Jghééj to the network. The
exenplary nessage 1l ow chart r transferring
aleewirkorillahemakyowiedge ths emhsferofRuorsy t6 tlenmeliiaiphese’s' Bpurse and
network E-wallet account according to an enbodi ment of
(AR RRHET & RCCUQUOPIRHA LT AEOR PRt e of the figure,

the user carries the E-purse refill using a nobile

phone and from a prepaid cash card_account in_a

I’Egmft SWS béﬁec‘@ﬁ@ RRSALE Hlogv E:_eﬁm% g)rrn.aa HER elegdropigemoney to a
SXRP QRN ot sAH uSerd: nem@rk%-%ﬁét%Eéo%nf%'&@ﬁﬂin%qto an embodiment of
transaction nessage flowis very simlar to the

nihs Smgatiél. dwealdingnioi the Bxaguple obthoufiguf e the wrer tasties thedi-purse refill
Some nes araneters,are different, e. q. .
|W1&WE@%&}J{ES gpd figm § bank @ CE%dg%caE a?dgo%%tgg & rﬁe’twcglﬁ got belonging
tioadis Bhparse PRI Castw AN phiaicd Wa Fighte 3.STHe mesepsi flow is similar as the
gateway. In_general, for the purposes of electronic

roweshon dndisie 4bwb Foi the fach theh 8o Pioatesn RATagiPrs, aig diderent, e.g.
RRIGHAE Yb&R tl&@?g&?s_npfetﬁﬁ% Sakaack b @S LRY f670Mk I fbsence of a new

means connecte I rs . . .
network element, the communications gateway S5 in charge of settling the electronic

money transfer with the bank or credit account entity.

Figure 6 is a third exemplary message flow chart for transferring electronic money to a
user’s E-Purse from said user’s network E-wallet account according to an embodiment of
the invention. According to the example of the figure, the user carries the E-purse refill

using a mobile phone and from a prepaid cash card account in a network not belonging to



menory neans which contain at |east a user's
el ectroni ¢ noney bal ance and correspond to the user's

w@orovatiieo el ectroni ¢ purse EP, and wirel ess  PCT/MY2008/000133
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comuni cation neans for comunicating via wirel ess

interfaceW2 with the comruni cati ons network N. The

networ k conpri ses second data transfer control neans,

e.g. servers Sl to S5, being Id¥cated each at fixed

| ocations in said communi cati on network, and second
'?u’ﬁ’ﬁ%%‘“{kﬁaﬁs wiehaplaingd it Fimre gn é'hQIQECtI’QmC money transaction

e Vi t

e RS dET Pa B e ARG S0P SRANGIT Bbisd BiTor e oot

t scamS alisfagn nanametensrars difbbriente egevinfoembiMa seswdshe user’s cash card

9?&8@% ar}’dftBXHPé rﬁl%yr?ﬁatg?%\%? %W%é? }f.tagq??&é \é\%é‘ibﬁgl\l aa

request to start a transaction between the portable
E%;ctro rFgurse EP nd the network el ectronic wall et
8eRfid > 40T TRE BapesS P ! ke By gpefeq exdordingio the invention, the

FLGWE §5obilD abNte BMIRE e 488 tlgﬁs?éao%ﬁtrglr}ﬁéagggolﬂ%ctteg to ﬁ1 st

the network that the el ectronic purse ance
ngmprseereansvehichegomtain at least o heer (Btehae‘rroﬂua nobnwy balance and correspond

SBFS, e first type from
tﬁgﬁ%m eHég 5@%’3% g@"%‘ﬂ% %ﬁow ge™ “ﬂﬁe e§§1‘g‘%m18’flmﬁx 98y tpepns for
t gqmnumh:ithig \41asw&ellempterfs& Wearigaibt cOnmiBRSREs neBvdrRN. The
Z@ ures) indic %ﬁthe nobil e device if the
elile ﬂkgﬁopg) ?ﬁsggorlﬁ@a%t 90%@ HSaRss B-8gservageS1 to S5, being
L lo3di6dEdch AN ik &BIBEOARAs IR RAD i A2th hB& o LB Sécolth hlemory
depend for exa l e on data included in the nessage o

t%@arﬁuthaétcom t reastang agerisreleirphie npaiel hecodatdndeprrbgpond to the
3 f?h&woﬂpelyétﬁ)rmd \gﬁ[gt EfW Gk 'th%g)fu%%ﬁsgs dﬂ%q% t?arfsgc 1on6%ﬁreouser s

ectroni c noney be tran
emalmrtﬂ @Vlcteﬁ.ﬁ\ﬂ)%nds anmIly &ifdv ppedofimesaspee §5tha network N, a message
n1ned?§ ?on C or the identification and

S e WS Bes ¥ e oo e Bonp e Srmne portable

teﬂedm@nicrpam@ffﬁ?f Arficthé BetQMal elébtl‘bﬁfctvaallfét EWiahd @ Ene%ﬁ EBf {12 second
not ﬁg{wgg nDneybln the user's electronic wallet EW

t'pee Kigpras) bying ot drknawiedemepspeeindisatingtodhayestyork that the
L& tRR ﬂu?seqﬁléﬁle@hﬁ e BSaied eh?cﬂﬁ Y the BRkr ?zﬁldévill

carried. According t e exanple gures
tgsucigle recaiye shet mess&el\nfmmiﬁﬂst ﬂypﬂﬁmm thembhige doiic amd phonde a

e a nsaction with the net
NS dell bl B i B oD e s op Srey e o 4n g Bigges)
dedicatingHo e 186bileadtsice it the Bld6iesni er@é bdl&ncamwe 1Y, She
PIN (Personal ldentification N b Then a data

t%‘ﬁ%“{“@? ICSBRHSE gressagh & from ﬂr»qmt\ﬁ@ktm depsid) far exaoms or data
GRARGSE ih A Mbdshed FendRRY t!yﬁe RREHEI FrofiHthd blof)ff@gévllc%nfor%xample, on

card, gener ate a nessag
user identification data and on the amount of electronic money to be transferred. If, for

example, the user is not allowed to access a determined electronic wallet or the
identification and authentication of the user is incorrect, or the amount to be transferred is
over a certain limit or there is not enough money in the user’s electronic wallet EW, the
network will provide a transfer error message to the mobile device and the transaction

will not be carried.



with the information introduced by the user and sone
attached information, as for exanple, the user's
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network E-wallet or a Bank/Credit Card/ Cash card),
encryption information, transaction information, other
nmobi | e phone or E-purse identification information,
bank/credit card or cash card ilnformation in case this

ogﬁi on. has been chosen. After the nessage has been
gENEFdng do DREXPRPISH RbFigeies 4Bvbtheser yewhe SAMSEwlkibmenu in the

ha®besRbnk eNIB!6 1 Hatk B thB& AP 1RNIRAS CLI%&IEI%{ q’ﬁg E-wallet in
the no S&hrs

in any other nenory, I'l e phone sen
neslsnigaeiih hispeotilsdevioé Eqniesepandriniredu§hés tafilltangount and his PIN

C ' ' . k ere servers Sl tp.S4 are . ;

I gc at gg‘iﬁﬁdﬁfgﬁg e ?ﬁ M\@fe’?r?/‘ SYPCRp daid rapis Flé%oé‘itr\‘?E@nPtﬁ@ inside the mobile
ot b N peofis M EeTBRE c@aPRAGAL: 2 message
is or. exanple, a at enay ich identifies the

&l &&éﬂ%&ngﬁ%ﬁﬂgﬁwa/@ e, Us o SPBR, Aifehe infprention cisife

NBSEPYE tHeQistr’ S QAR BeHILdat th @ i -

el eg?)%ni C s_t ransaction sécler vetP ﬁﬁfglﬁg%ué%g%%?%%%&E wallet
Pt hBalredit faelieashonsl), creptemnfamatibadtansastion information, other
t '?é@‘]&i{o' 1 r: 3 W el p he ssage

oflrha?rle SS ag g gl ]? c esfé\}% 1%‘1 ¢ %%Oplgﬁ?gﬁ%%a{’%@?%ﬁ%%éﬁ? %ﬁﬁaﬁ FBH
kisformetaerhingsse this aptianpbheheen cBisbhkey, and check if the

transacti on nmessage corresponds to a new transaction
or has a relation with a transaction in process, e.Gg.

b ftettkekientged e Heb@ peRedtéDindi ifRRhAtidneboufMEnék $@nsaction has been
check, i.n. case @ certain nunber of transacti ons has

n5eistEsgin dheanpbily Rhong)s & pardion iranyssher gienprrpi the plobile phone UMD

HefdURLs s p4eR1 B! i icati
s; nchroni z %a?gl on hi%smﬁlz 8§e v{/ln?(ﬁg tg ﬁg& tr%[%? %%H%lﬁaéloﬂﬁlﬁ?twork
Tiilegie saecre 8 hia 8¢ ars|lewtadoBhe fitst soneea Sl ivdricisetsiess 162 triwsabtion

_ lesta wnea Sl cisecolees 5
SEATRbRR KRR SRR ESS B gl SR v which

stlattifien themagrgatas dn SREWOGE Gartbhonan ro@ R skid( Rk a second
servi%agie, in order to check, for exanple, if the PIN .
i WPHSAGIR STV ER, % Herened elesapiie franspplionawsewes in ehsraefdealing with

USEHK {rénsE@nk eithe dehtrdl Qfeca&ﬁg %nﬁgtjdps%% W@F’%}E{ :c]lga?fﬁtytyﬁ M

the user is pr esen_t I n Sal_ user s
ANTBHIEC b MeppResreddesl argerdingde ederain endrgptivn key, such as for example,

i 4t j h ser_has selected to refill his

N B 158 RGBSR kg gl or

agelation with acastecrioe ppprdcesgleds. b$ ahedkingftes #@ish@dnii8entifier, and
o.the E-wall et lication server S4, which in

jve P .
P ey iiene AESTIR BURRERT BARREHPAEHNG beBhHiemTat 4 ein
GABEEOF peStobd] det@stdR Qbnid BRI UeBYraibiidd, B s%ﬁ'cﬁn'ocﬁﬁﬁatdoﬁ PRleded
process with said certain bank account, Credit
with the mobile phone UMD. Then the central electronic transaction server S2 will
establish a communication session with the E-wallet application server S4, for example,
using a mobile station integrated services digital network (MSISDN) service, in order to
check, for example, if the PIN introduced by the user permits the access to said user’s E-
wallet, if the amount of money requested by the user is present in said user’s E-wallet and

if the amount of money does not exceed a certain limitation.



card account or cash prepaid card. In case the
previous verifications in connection with E-wall et

wa@ppbioeast on server S4 and eventual ly with t hePCT/MY2008/000133
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communi cations gateway S5, are successful, the central
el ectronic transaction server S2 proceeds with a
request to the E-wallet application server $4 to
update the user's E-wallet, e.l§ decrease the anount

of el ectronic ngney. bal ance by the anount indicated by

t Hecae Be.useyles seiericioahl s Fapipsps Gemiacnriaia beels acsqunt, credit card
p .. . ~ . .
NS8O 4 g PR vt i e
c &htwhith i tui gstahlighes p spwammicatiorseith e coBRuniqiiestesteany S5 in

P N o T T

ceard nalousd @ehshomepaid cadsacti on server S2 sets the

status of the current transaction as pending, and

generates, encrypts and sends a response transaction

NRS&80Re peevidi® valicBbEMbnctiod W?th@-@i@ﬁ&%%fgl%tipn server S4 and

response nessage sent fromthe central electronic

t Psragty with thegopapurdoations gaewSMES, geet swespsiBl, thragentyel electronic

a ' - r M5,.nessages

oA By S il s B oo e PRl Rel PR R G 54 0

mepdate theusshvafgealidt, aglaleticny thhiembun bs dedtiodiv mesPIakRIce by the

nessa e§r§§§ﬁ;%€d fromthe central electronic

t FANESAABH S VeP*82 in the for of one or nore short

nessages B to be sent to the user's nobile phone UMD.
nsacti on response nessage B received by the

The t

y@g‘f‘f’ Jé‘gﬁp‘ﬁ?ueé EHEOSRA S orerides desncknovdpdgectfitmsuccessful

| RESHERI YT R GEr 88w AIRE 2 @SRPHE cerftral 51%&?(1%?& ﬂ'grgaotion erver S2
d f d And o ereed

identifier and a transaction hetwork resu
kesqudsisfanrirpurisoerediCheyetotthekeysmanagemaliisbeep$tone UVD
recei ves the transaction response nessage B fromthe
network it decrypts the SM5 nessages checks if the

tAﬁma&Eﬁi?iﬁ@ tHe@Bqiles (6:ahe BSRORAME Qedthe clebtidB ransaction server S2
transaction_in process, credits the E-purse, e.g.

p . .
i SRS ERYS phibe SpEeYt HgRTAE PR HEIFNHIAE AR €eNfTRtRs, gnewPptsahd sends a
t i |
e s oSt o TSNS BhisSa i1, TR BRI S RIS, message
tseainisere theentagicrsttbrid gensres smspevet S2do theeS M puowiky SWhey be

t l,electronic tra tion server S2 receive

S B a Sl 38 Gemb RIS mieS st e b RS gEble orm, and

vhe BMES! gagevidyel] hiyebd ihahage of adhplas theeRRsde86mk fBfonse messages
cect

Crgcr,ern?e% tJrcym the central electronic transaction server S2 in the for of one or more short

messages B to be sent to the user’s mobile phone UMD.

The transaction response message B received by the user’s mobile phone contains at least
transaction information such as, for example, a transaction identifier and a transaction

network result and credit key information.

Once the user’s mobile phone UMD receives the transaction response message B from

the network it decrypts the SMS messages checks if the transaction response corresponds



and said transaction is cleared indicating that that
sai d transaction has been successful. Finally, the

w@e@dios41key data received in said acknow edge PEEZBZE8D00133
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user's nobil e device E-Purse. According to another

enbodi ment of the invention th® user's nobile device
E-purse can be refjlled automatically fromhis network
EI%GEF PeFen, HapRtion ipmepresy sredits b Rurse, BE. mareases shegflectronic

t hRny PARE Withl d rRf] A¥1Bt SERRYNsddYhE SRk f P{gl'f{]o%ﬂe phone

avoids the need for the user to"nove to a refil

atjansactiqn nyagess toridls and genemates dndrsendsfa trdnsangioh iasknewhesdgs eessage C
I.§. avoi ds the need for the user to

%ﬁ?fﬁ%@lﬁfy check his E-purse bal ance and assures

that the E-purse will contain a certain mninmm

predet.er m ned.anount of nponey. Because the current

Ut 5P LSRRI sl ST P osten icro R viRdpamessage

afymtthéRiobil €FhHNE IUNID! HREHAR thed find thdFBANioNRRASHA Y228 correctly
anmount of noney avail able (whether 1t is under a

t #ideseibiransagiions elparedjindisatingthpicthpt spiditrapsactine has yeeh Isetoessful.
AL O thd QediltReyFIabt i Ghed i & di&ldde!c i

PR QeI Bl KBRS LG i o ok
i naeageingnt seowsnphichedsot diersS sald toatismgion teegdit key. conpari ng

the current E-Purse balance with a predetermn ned

threshol d; detecting if the current E-Purse balance is

| Auemdtharefilllog tiy exdetsaidbileRvicbrepigkd; if the current
E- Purse bal ance is | ower than the predeterm ned
threshol d, then transferring noney fromthe network

EAMRLdiRE tPAoMer bmbOdibdagt JF tﬁ’é"ﬁl@%}t{oini'tﬁegusireg § bobliP8evise E-purse can

activated); - otherwise, no re
congtibedentapattnaly fignt s astwerkbb oiattetviccaint,twieen for erarieln, the

t j d tJ t t ti
O SO T
tinoestoal efihagent dfiodk] siwpou Blorefodlrefiapkhis Reueder ARG this avoids the

aut grﬁrat 1’10 refill sett 1 % Qccor ding, to an enbodi nent
Jt*t hY¥ PrbEhiq GRUDEIHS etk Mg Fepursidabapa i apyepihat the E-purse
AWHICOBR P b&fald iriHARH frodbrdthnined oAb 6 bl TOO! Ki ¢
menu. As explained in‘detail below, 1n a particular
el?ﬁ;@gﬁeﬁb&p] t:urbqn.t depd mtpﬁ:@!thiIandtSﬁM Todllgtpmenwdo t¢tchave any timer
A . | L. lon can be done per the .\
; oflﬁ‘fé&% ﬁfgﬁc{é@{e fr"]otr El;n‘feT I%E%ag};lﬁt %30 tog n{gﬁey avarflable (whether it is
under a threshold which triggers the refill from the E-wallet account to the E-Purse), the
automatic refill function, according to a particular embodiment of the invention,
comprises the following steps:
- comparing the current E-Purse balance with a predetermined threshold;
- detecting if the current E-Purse balance is lower than the predetermined threshold;
- if the current E-Purse balance is lower than the predetermined threshold, then
transferring money from the network E-wallet account to the E-Purse (i.e.
refilling is activated);

- otherwise, no refilling is conducted.



SIM 2) Custoner press root nmenu on SIM Tool kit nenu,
namely "Touch”" and 3) Custoner press confirmat the

W@mi)9/p6416(688 of setting automatic refill functPGHMY2008/000133
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"ON'. According to an enbodi nent of the invention, the
first event 1) does not involve any button pressing, -
but the second 2) and the third 3) events are
actlvated per pressing of the 3l | ow highlight button.

19 A to K show a nobile SIM Tool kit menu
ﬁg Rt BRbYPeR A therfgventian herysernep agiivaieor deactivate the

a, (0]
S?ul\t/l&ggﬂriddl%?g I‘i’gﬂlj:lrtlgn %gﬁ% hﬁd?)ge rc}élfn%@ﬁ éﬁeslel s‘sé?{éle %e%ﬁ%ﬁrﬁ 2RIl amount

t #d ghsels the cygent |aet0§@w c@llssptteen (F. gure 19 B). The
user selects and clicks on the icon naned "Menu" of
the main page. This action of the user causes the
mibédréinSkddnTabddimenteif l:hetiﬂvé’maoﬁl,i tBehsRy 8dls BB phiaghetts €61 the

Bl i S etk S mon Sl hoolkamniToneh of the

SIM Tool kit nmenu. This action of the user causes a
ransactjon nmenu' to be displayed on the user's

B PFRiapedip dstad detasn in Fpytipdangnipdimengiof hednpsingon,fthotrigger of
Eﬂﬂb SutohfafO RAH A% ARA be ﬁ&heepgy B‘Erfoﬁ&pm %%:nl%% qg ipcatlton update on

Pur se bal ance, refi urse
t $I%s?a&tu|sf@mer pifesy 1vat memu orpBIM ﬂ‘anﬁdtenennpmw;yelfz FDoach?’ and 3)

n ount onto ur se CrYNT??
B e E R S el Skt bancton to <O

abcoutihg toMhesmtiodimes of (sehwatien, ARkl &veks1)Udel A& mm&b any

n‘?rred "Refill urse" of the "transaction Henu'

Wionpresgiag but the sgeangd|2a gadithg shirhd) aysutp ase a@ﬁw@cbpq@wse@g of the

syllie®higHticBtERoAY E). In order to set the parameters
of the automatic refill function, t he user selects and

clicks on the icon naned "Set auto refill" of the

B I TR o R

regtreading @ autdthatic refill @uﬂ%honAMtc&ra lagdtiod abddi€od BBM card (Figure 19
ﬁom&tlc refillfu is requested to_set

cti t he user
QTR o 58 el BE st b g Geioy frr g Braire 19 5. The user
aklebRAndEc ks 98 tl@ﬂcéﬁ‘ﬁﬁnéd:"‘l\qéﬁue of %e@lalg gg% ) %ﬁrﬁ%ﬁ&l of € user
user can set this threshold val ue at aht . us,
viigases theemehilerSSM Teollbg mwau kabeadisgaxsd Olnhbe we’s nicbile dekdee screen

f
@?@"19 tCﬁe lfe L{rsléli th&‘gJl &Egr'rgsfgnd chtcff1 on tfhg jeop glalglga tg&c& of '816 SIM
S"Eiollat IBEND ﬁﬁlspaﬁmmﬁ the um bﬁt&;ﬁﬁmmﬂaﬂﬁ@ti&)ﬁ n&ntetd Bd dififayed on the

ure 19 a e .user can set

it ?“8@‘5? VIG SEireh 'g'é'ie e 1903 %E ?XamPﬂ% &rony thjs “@igasqction menu”,
rted iidet cdn haSiERik IEOPursbhl ¥R Ukl Afs FRPRrsBafabryi s last transaction
information, or transfer money from his network E-wallet account onto his E —purse and
vice versa, from the E-purse to the network E-wallet account, When the user selects and
clicks on the icon named “Refill purse” of the “transaction menu”, a “refill menu” is
displayed on the user’s mobile device screen (Figure 19 E). In order to set the parameters
of the automatic refill function, the user selects and clicks on the icon named “Set auto
refill” of the “refill menu”. To activate the automatic refill function, the user selects and

clicks on the icon named “ON” (Figure 19 F). After activating the automatic refill



transferred fromnetwork E-wal |l et account to E-Purse.
After setting the second paraneter, the user is

W0 ewasetiedl to set a third paraneter correspondP@yMY20@/000133

password (Figure 19 I). For exanple, this password is
a personal identification nunber (PIN that will be
used by the network to authenticate the user.

| According to the invention, th& password is securely
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stored on the SIMcard. Accordlng to an enbodi nent of

t FRcTipRy dhit 1his reqprteEsMet 4 fisst pamaatineatjespendinastd aftbreshold value
POPE P bdlhel &8

AR ek (PGuRETY @) Mob Bxhiile 3RS P bR e G TRR Sl vatue

oﬁt @ E@lttéﬁpllS,Sththe cursaat Eifhgset badanad ofthe nmmtid wried20 Baht, a refill
PRLATERL S nfirmati on request is displayed on the
ugér hﬁl%bfgx evice screen (Figure 19 J). The user
can either selects and clicks on the icon "OK" to

i dat e tge settings and activate the automatic
¢ oy yettingfee figsh parame@h thaser isgpauceian ketet a seopdnwemetehe

S@&&ésﬂ&ﬁim nabfilin 'afnoﬁmFiﬁﬁE 16 %c% eQQm%lla etBE %Jé? can set this

is sen t o t he et wor
Atqflélnrtﬂ '@gomlb atz390d¥rbb dihns dor eath rdfdl tramsamibh,com, anidunt 6&300 Baht is

n hen th SIM
PR R RAE A BUPENAG Lol o RIAG: ARG FeEdhs Tors
nparalmeﬂef Obteneselr 1s®e‘qdekted ot fees thidnranidiericbgredpondial & éfpék@(%rd
esh% qp]§ reac then a SM5 is sent qut to Serve
¢ QiEarto g et iee ﬁﬂh@yaﬁmosd BHPepIPYdd enmﬁg@wumepa’m) that
t @ilDbShRWbR Rk DS M Qflckieth By A&Pﬂdﬁ{g% Al i OdhtfoR! the

deactivating the automatic refill function.
pPasyYerdds secaehityipisd @n theHdM eare. A‘M@@rdns&toe&mmb@ddnmt pEiks

?Tfélr\]/%lﬂﬁ)(lpgw E@%ﬁgﬂ’&)l ll:«g{ahazlrcelflg ql?e% fof rpttecﬁn%{ e goéjézlnr%ﬁg the
t passwedr Ascesotoi the filbewiudees an aethm:(dal agfemet, Swtha)hmlk of 3 attempts.
order to deactivate the automatic refill function of

his nobil e device E-purse, the user selects and clicks
OAftE:IfB%ttirngHe iR GhentbhcdPatdndtel) 4 éonﬁﬁ{laﬁdﬁereqlfeﬁtf ik 'd &Myed on the

menu”, then selects and clicks on the iconnanmed

(Eseg s mobte deyice serosai(Figure 1 dh The Hear cameithes sdkeges quslicks on the
C be t {
e T
sicpr éfﬁar(cgﬁ”g@l p:mcﬁﬂh@)ietmfgsgﬂmeﬁ;y 2fthAuter chelshavihaicom bOKE, a SMS

SIM T ki t tation for ch in tus of

SRt O S for el SR A e Otgp SBRdintioh i ivettion, if the
am’ednmimﬂedrtﬁfelslhdld RATOA FREIE tBenSBE BIM GemAMs O 8% QE §ia)é and the
descrlbed when the user selects and clicks on

i PEomaiFebll 15 nar peyforgigds@n thsrothgsdand, ifthe a@d@f@ﬂmﬁed]ﬂareshold is
(dehdHel Bhénla 83S i@ serft Bl tblSeFRP by réfiiflt SRIVRY 081 tfl@ﬁurse

user's
Figures 20 A to D show a mobile SIM Toolkit menu implementation for deactivating the
automatic refill function. As previously described, when the user selects and clicks on the
icon named “Refill purse” of the “transaction menu” (Figure 20 A), a “refill menu” is
displayed on the user’s mobile device screen (Figure 20 B). In order to deactivate the
automatic refill function of his mobile device E-purse, the user selects and clicks on the

icon named “Set auto refill” of the “refill menu”, then selects and clicks on the icon



nobi | e device screen (Figure 21 B). In order to check
status of the automatic refill function, the user

wazdoemede@mnd clicks on the i con naned "Set autPCT/AF2008/000133
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of the "refill menu", then sel ects and clicks on the

i con naned "Check status” (Figure 21 C). Finally, if

the automatic refill function is activated (QON), a

fi rst current setting message 4ype is displ ayed on the
user’ i | e device screen (Figure 21 D). On the

cBﬁ‘P? QxFF " (Figure 28 Dokimells awenﬁmattpa messagn (fos confirming the

d § t S

¢ ookl AR RE b Tk PRERRE SN Sl 0w S 3RER dovice
(s@rgqmr(ElganreEQD)Fu gure 22 shows a message flow chart

~for refilling automatically the user's nobil e device

E- Purse according to an enbodi nent of the invention.

AElgmrek 210A to Etshewexastil¢eSIN TéddlkitiRn? ZnpléMemtatidiefofBRick@g status
,(_, % %ilt cts that the current E-Purse bal ance
R fhpesiai ORI e dhsriolmapigirgll parameters setting.
(preV|oust set by the user), the nobile device

initiates automatically a refill transaction. The
OB Pregicyalyideecribeddhen the ewsr selectyprdsiickmoiShBidoomanted tRefill
b tion.sgrver 52
SO EP LA RILS, AORCRA P B B o e wer
einebiﬂer dﬂviqe; stlrealm gEigurel Be v endeiS3 chedidgates éiﬁgde ﬁhtﬁiﬁ&t&a&ﬁll

tthe - { égg(li{%g tion server S4, _and wajts .
r AR f"r*%frﬁe N o tgigen B%Wdorse%é‘i‘t%?ﬁ”é@f ﬂw\é?ﬁﬂ
t Memepilich sble@t S d1RRE 6n IHeaBHAGII A CREIV RS IFIRTELY €5, Finally,
a .l ogin response fromthe E-wall et application server

Sif theaytorpatireiall function issatiated (ADae firsh pursent sestingSmessage type is
Sighlhedanel ﬁ%}{ E%‘il 1'5{5: 3

Af 1t%e ry%an aly zll!i%rg ?IL e ﬂg gte ‘gtkfsrco m 't 2%% Oﬁqﬁw ¢ l?tcr) n lf the

t Fwersatistie O fgwstior s d8dctiviated (QE?) nBea@YE entntSeitivg rneSﬁge type is

to Lh t t ti
ERRT el TR O e SeSE kB2 B Cont ra

el ectronic transaction server S2 sends a E-wal |l et
ﬁb't uest to the E-wall et application server

S aliovs o message dloviae dor e Mg utomangliyehe user’s mobile
aRRde TP 0N REFAYEY to%ﬁ emM¥BGidnl6r tﬁ _ ﬁt:l £l g&i)rﬁl?u@'tg the example

transact|0n server recelves a
s, WhgmlteheOkEle\ﬂbIViCe (Uhfﬂ)ldletcaﬂs ithoert th-'ﬁemment Mursb belance is

G TOHIC ra ct serv
Cl?\gz%]trlﬁll egx% rmlned %ﬁéﬂsl Sl r8vlpH§y ﬁ%élyltﬁ 't’.ﬁ?()r ‘@g mobile
(dgMD} inifdtes atm&mht&:allﬁ‘d irefll ﬁzﬁ@ﬁbti@ﬁt Tid @Ebitd Revits 8Endafa drdiB

successfg/llﬁrefllll g of is E-Purse, by displaying a
FESEga S f%@ah’i% nffal 5lesrogicripapaction soresicile Onyprention of

tdneh aLdieratiés, tﬁ@f:énltljal 18ctfmld Yk &hon tsQ%eIL@fJen&saylo@meessage to

wth his ?urse and
the E-wallet application server S4, and waits for a response from the E-wallet application

server S4. When the central electronic transaction server S2 receives a login response
from the E-wallet application server S4, the central electronic transaction server S2 starts
sending data to the key management server S3. After analyzing the data from the central
electronic transaction server S2, the key management server S3 sends data to the central
electronic transaction server S2. On reception of such data, the central electronic

transaction server S2 sends a E-wallet debit request to the E-wallet application server S4,



not worry about the m ni nrum anmount of noney present in
his E-purse each tine. The nobile device wl|

weometiousl y check the bal ance of the E-purseP@ndy2e0sd00133
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arefill request to the network when necessary.

Moreover with the auto-refill function, custonmers are
no longer required to put a | arge anount of noney in
their E-purses as they will aWomatically refill when

[ F'rg{eaches a threshol d, what additionally neans that
weiktioRe Fespenee figprthe Brvellst errlicaliprservee §41 When theepuntral

”HQétkﬁucd@éﬁsgﬁt%n%rv&r@i fecBD&I 4 B v&lﬂg bitsx‘esggﬁ)ée?r;mz kﬂ%"‘fﬁwallet

not have a great anount
Ealm]mcst@n struer B4.dhe eaatraf eledtivaic tcamnetcaon smm Sadehdsceertdit response

in u
pl7otAS SRR e BOBHC AL, A MDA ol B AP Bl §os e user of
t the susesshid refilting s£his B-RPiise, Us Gi‘splityiirg\&ﬁhésﬁége oAaBEOMdbIMdevice
to anot her embodi nent of the inventi on, the user is
alf®”not only to transfer noney to his E-purse from
his network E-wall et account, but also, if needed, to
transfer electronic nmoney from his E-purse to his

neksrefore, mhga theoputemsatinurefill 1F:Iagtl1,1‘ra@d7 the';zhtmscaen prossilgbis E-purse and
f
t écg‘#w?lg;a Eéouft ?l{et ﬁ%&ﬁ&”&n&ﬂﬁ of rho%azg)l esen lns E é%{sg etaﬁlé time. The

user ce B plr
umebﬂcsdavmemﬂIcoﬁimahtlgtchaﬂmhmbdlarﬂ:e ©f thélEnguﬁs@azﬁhsend a reﬁll request

e{mgdl ment. of the invention. oy di ng %ro he .examp

BT Rgu Pl PR Masaver B4 ThearLart BCGH fRepers are no
t PnferSrea@ir¥d ftK futW\el bk AG6@HNST WsinBY B8 MRRI ESHuphe n@s they will
UMD. The nobi | e phone conprises neans to display, fo
eFHepttwally refill alne it fegckeswa theesholdypwhai afditionpdly means that the

p&ﬁfb@ne?s Q‘e%ﬁ’dl@}ﬁro(twfe err fﬂ y %leremﬁgﬂeadeﬂ b fHeF ntiobﬂe phone

i mpl enentation) and ent & user selects this o
als stsiénl singeHibepe wall pbuﬁg}vp t] grsatalmOlunaofetdoudjn inkide ehreeE«ptuﬁs The user

\/\‘krwLijl ciﬁsco%ﬁ’rgﬁages g%# (e Og? 9 lﬁgg’?%‘;é n%@?eé’??ufsﬁ application and

Foloek the B-pufdee network will then verify the request,
provi de a response B to the nobile phone with the
corresponding certifications and an indication that

Wﬁanfsfei‘ '3$ El@étr&ﬁ@ nffe§ PRnh PG fnﬂﬁ Etﬂférlﬁgr gﬁ%&ﬁ&

he nobil e devitce has blted urse
tih@oﬂhn&mf?émﬂl@l debydimenshf ithe iavagionahe umrmﬂbﬂq nqttonly to transfer

Q. I he wi th an ackn
rres s \% ﬁ%%ﬁlgg? tgmr%’est ey f%ﬂ% lea[]%ta@%wlnﬁ Z’uf %3\‘?1 é?réeregifg to transfer
eﬂlc&mtonmnn(memffmﬁyhlaEebuﬂmalheﬁndt\h@kbia{vam&%c&funt he user's
el ectroni ¢ noney account EWaccordingly. Normal credit

or debit transaction nmessage fl ow exanpl es.
Figure 7 shows a message flow chart for carrying out an electronic money transfer from

the user’s mobile device E-purse to the user’s network E-wallet account according to an
embodiment of the invention. According to the example of the figure, the user carries the
transfer of money to his network E-wallet account using a mobile phone UMD. The
mobile phone comprises means to display, for example, a “transfer to E-wallet” option in
the phone’s display (by way for example of a SIM toolkit implementation) and when the
user selects this option a mobile phone’s plug-in is activated which generates and sends a

Request SMS message A to the network N, which comprises servers S1 to S4 as can be



Figures 8 and 9 show two exanpl es of nornal

transacti on nessage fl ows between the user's nobile

wa@leowoet1tVD and the network N. Figure 8 shows BCTIdKY2808/000133
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E-purse credit transaction flow, i.e. an E-purse
refill scenario and Figure 9 shows a normal E-purse
debit transaction flow or transfer of noney fromthe
E-purse to the network E-wall &% account. According to

an enb%dlne t of the invention a software application
ofFeP iR FigyH 4- & b meterk willithen venifiyrilq seawest, Oravided fespanse B to the

c Hﬁbg@{ﬂﬂfne Wlﬂl\/thg LS esBbddidy ceﬁ@ﬁéah?xfls J‘n@e‘m ullm&%fog '?I?zh W Mransfer can

indicated in the figures.
che ?%@B@dﬂ@ﬂd@h@%ﬁw e (bbltﬂdieﬁ\ﬂten Wesymalaitet defvwe ahedebited the E-purse,

C e Acc

eéfggtglg Rg[%%éégghécﬁ & nt\%'e 1 AT ﬁ&‘i’%?‘ﬁf)ed%esdms fo the network

neithen kcloemieige nicseps Cr ﬁd@]ﬁdﬂn@&oﬂﬁﬁhﬁﬁbd tﬁ%ﬁﬂsfer of electronic
ion S sten1|nfornat|on

el ectronic .trans #

TPER®S %’ﬂa"f’%@ﬁ?ﬁ P@rofé el s PiRREdBE MeRSY @fmzlt EW accordingly.
Transaction type (e.g. credit/debit) 3. Transaction

amount 4. Date/ Time of transaction 5. Mbile device or
ueymal qredig px debig tiansactien ngessageflowr extamplesact | on resul t

Zlgigg@g BlaBd 98N Bwd EW tdf?l?n{lzﬁsﬁ angac§ on gli%gﬁ%é eﬂ%‘ﬁi l‘):el%ween the

Transacti on sta
Feset’ hgrobile dehce WA arst the netewaN., Fgue@% stidwd dmormal B-purse credit

and ¢ Manage of t ansactlon
rrtg%sseéctélémf O i& %B?fs%f?gﬂ Sﬁ?‘&ﬂgégg %&ﬂ'ﬂ‘i 9 shoifia normah Eypurse
t debétaradestios flowtor endFANAGRARY FroR BB BIHRS 18 helpl oL Hallet
transacti on nessage fl ows between a user's nobile

fEGPWE UMD and a network N according to the invention.
As credit (refill E-purse) and debit (transfer from EP
to ~transaction flows between the user's nobile
d/éw n&‘n?dint diil@?qtiimm okthi dventidrea seftvears bpplichtitreon the mobile

¢ ust Use E- pu tran
MR Sl ARSI SR R RaR AT P st Bt B tionatey
rmdnagedi in the ﬁgures. The network provides the corresponding credit or debit key

certificates to credit or debit the E-purse.

According to an embodiment of the invention, the network, e.g. a network server, keeps
record of the following electronic transaction system information:
1. Transaction identifier code (transaction ID)
2. Transaction type (e.g. credit/debit)
3. Transaction amount
Date/Time of transaction
Mobile device or user’s E-purse identifier
Server transaction result

Mobile device transaction result

e T

Secure check code
9. Transaction status (e.g. pending/cleared)

Further, each transaction event is carefully registered and controlled.



Figure 10 shows how to manage a di srupted credit
transaction response. It shall be noted that when the

W e@p®easo on log is full, no new transacti ons BCEMY2008/000133
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all owed until the network synchronizes with the card
and clears all pending transactions. This is to ensure
data consi stency throughout the system According to
the figure, a first transactiod® Tl is initiated when
the user's nobile device UVD sends a first transaction
request Al to the network N. The nobile device wll

I R SiEhnet A6 Qéﬁﬂﬁk} L-fndiddsSt transaction
Tl frgr exanpl e as 0 g%sgeg%ﬁgslétpﬂl{ss state so as to
waigurgsdp, Bl anddisshewithiee denpotstvemssagmeiscémanios bhdisrupted
n bil e device does.n ecei ve a
trﬁ%al)r{]gsgéc nlrp%ér:1s r sdr?%ﬁssbg? Wesdaie SBTIIO%?? ‘%theghf@rat“aiaﬁwf"f’%N

onccohdingiveahe Meentibas At oredA (@all Bpursk)aud aesit (tfah§fst from EP to EW)
transgtctifg)?{vy t he nobi | e %,evi ce nodifies the first

t Paregn Y shsieeen dhe wses mobHaedes and thomgtwerchave thersame

t ERRRAEHiQResT] 0 BA jhf BEE RO trifyadR Iﬂésg%e AR %or showing
the network N, after sending the transaction Tesponse

nBek fgw djrupticagpetapnaged-t r ansaction result for said

first transaction Tl as 'pending’ and sets its state

so as to wait for a transaction acknow edge nessage

f Figure h@shvwisitos tdendnage a dismpé&d&redﬂi tfdnse;ljdfibtl r3b6ns@. It shall be noted
sgcond transaction T2 sendi ng second transacti_on

> B0 e SRR e S B e o 4 g 86 v idhe network

WiinbhiioBeSW RN th c@ﬂﬂaﬁxd&ﬁ&%l%e@i@in%@raﬁﬁcﬁo&??ﬁﬁ Gs to ensure data
transaction T2, for exanple as '0000', and set its

seopsisteasy theoughoydhe sysisim.a second transaction response
nmessage B2 fromthe network. The network N, follows by
sendi ng a second transacti on response nessage B2 and

r Agéosding ¢o the figaresafitst onnsaeisan T1 fsdnitisai vhse dender’s mobile device

B Rl S PR BERRP IRt lrek N aBe floBie e

nefistee 2 dedd Beocidte foheidnasittdnb®:tibA ' 1NRF WRinkp1Nad'®B00°, and set its
identified titgt%t thefirst transaction Tl has been

aBHF SR8 LIS HHBRTIEHITTRSRARYS WessagmB L fiom g asrpiek. By case the
t ABbIDRNVR dgg%cﬁ SedefVe LRENSREBH pesg&tﬁg ﬁ?egga'gg B 1At % F?rtain time

nmessage A2) SO | t. regl sters ransacti on res
f @rthenger déaides to cangplssaich duonentirsiisansaotiva At etlie mobile device modifies

i ndi ] t the fhrst. transactjo as not n
A R S oA BR B Gedon 1 Ths o
tabarts@@i tha ofbleokandy tie@etvork N, afdd sgkndimbeiR taheiched Wepdnse

receiv a transacti on acknow edge nessage C2 )
CBFFRESTOh BrBHTE & CeHRoURE B L aHd dettitaRsecor T hat tspding and

r R ifslshSscPasitd MARFG  Qbhsh &M labldd le(ﬁg%in%g%‘é(m)% thg mobile device.
I n at sal

transaction T2 as 'cleared', icating t

t Fherpsacvillgnitigtes sseend teansantion fldlby sending second transaction request A2 to

the network N, and the mobile device will register a code associated to said second
transaction T2, for example as ‘0000, and set its state so as to wait for a second
transaction response message B2 from the network. The network N, follows by sending a
second transaction response message B2 and registers a transaction result for said second
transaction T2 as ‘pending’ and sets its state so as to wait for a transaction acknowledge

message from the mobile device. In the meantime the network N has identified that the



Reverted neans that the transaction is rolled back or
put to a previous state, for exanple, if a server of

W@ b@onetigor k i s expected to generate a credit REYMY2008/000133
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the E-purse of e.g. five euros, when the transaction
is reverted, the noney (the five euros) is returned to
the networks el ectronic account. In case of a reverted
transaction, the credit of the6E-purse is not
Eccessful When a transaction is successful, such

1E5h GaRserim T shasbeen dhertet{isaformatithongy brosent for araverde by the

| am%bﬁé &a&%@ﬁ&@egndt&aamsﬁ Lol ol e %%2@1’1(% #‘u 1‘4.}%6“? a

exanp es of the f ure, I S assune
r Bajsecim rceﬂtrfpnwi 1xst tr@nsa@mn Tlaasdrahiﬁlefd’amdmam@hat the first

C{rgr%la&mn %Q g&so%el §uc0§ s ue to a é}g}lf)ﬁaﬁ?ri r@éﬁtrﬁlésactmn flow

evi ous transacti on ogs are

cpmameﬂ FiAdbomilemthe netvank estbinds ﬁfﬂﬁlﬁsa&fontdéﬁndvgl‘é@gbtrh%age C2
pendi n

in case the in unabl to resol ve

| PorfreBmn e oo %r@weaactwa R ROk rogisisrebETSHioBrpsyit for said
(#Rbhd frads@SRAMDast QledrB®, Hﬁlﬁratu?g fﬁgpéallaetr Xﬁtﬁ)ﬁ&as been successful.
indicating that all processes hat

i Beveried megny that the spnsactipais tadled Ibevdt cprmw t:p g prawsascstato;ror example,
pff %@x%%r Y thé ng%orkoig %ﬁgjegteﬁ%j gérﬂ:?atgrg Qredﬁ e¥ Fogghei }\#guﬁg gf e.g. five

di splay a transactio rror -nessage 1 nvl
t enregy prhoa div teansacsivn I'BB‘BV@'EBﬂWhC enoney (the fivOeureHas returhéibro the

ue . hi iS sce the transaction logs will not )
PRSP pleainie RO {ioes o ik Ga st enaRoretit of e B-purse s
Skt \sic@ssllf When aelAwli Q08 8udRSFAISich HaMabfich HRRtA .
devi ce UMD has been received by the network side N

there are two possibilities 1. the network N may wait

ufe PPWOLWsHIRAE 'iﬂaﬁggder FEYG: Pfed re(i’i'i? t}alﬂgacﬂglp hd ogffe\ﬁgg Sn n the

U and this new nes Inan in
t ¢ramplestod ﬂlecﬂgutfh & ib asumed amﬁzctcrecdn respoAse reﬂumad it@mct, and

i bl e t rt as nchr at on ween t he )
Ol Db e MR P Sinedph i orpoupgppsaction logs
hﬁmwéﬁﬁdmyma@alamdeaﬁdof order credit transaction
request. The exanple of the figure describes a
situation where due to network buffer and sw tching,

t REoHERS tosanr@?xli’dddﬁnéﬁ?ﬁf he 1ﬁ gH&Etm BRS $RARHPLR i 86(%1)]6 to resolve

arrive in the order expecte l'ectronic transa
siending dranseatiororor bhdp g xissepdses” Tramsaitivg EmﬁQHahi}ffwgyonse to the

c}'!sgllrj{r Sal%b&eo dev?ce dlceﬁ%fl%rtyat ah processteg S n?lath IaRed ?h ?1s the user’s mobile

device electromc transaction process will be locked, and the mobile device will display a
transaction error message inviting the user to approach a customer service center to
resolve the issue. In this scenario, the transaction logs will not be cleared until the user

contacts the customer service.

If no acknowledge message from the mobile device UMD has been received by the
network side N, there are two possibilities
1. the network N may wait for a new transaction request from the mobile
device UMD and this new message will contain an indication of the

status of the last transaction, or



occurs, it will be logged or stored in a nenory inside
the user's nobile device. According to an enbodi nent

W@toovketisihvent i on, in cases in which said nenoPGI/MY2008/000133
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limted in space, and the nenory reaches its limt, a
synchroni zati on between the user's nobile device and

the network is carried before any new transacti on

begins. Figure 13 shows an exalple of a

synchroni zation initiated by the user's nobile device

when the | og herlse possiti¢ to stast ¢ sachwdizatiprlstaeanghe mobiles device
anot her enboqhgﬁggwga)k%%einvention, a synchroni zati on
event can be Initiated y the network, for exanple,

whégure &2 slaiws ltovatosaataige ms outed dedet orebit trassatfioradquest. The example
[ diately. Figur 4 shows, a network-ipitiated. .

o T ol o KRB g oyttt g the wser'
t kpbileuentd eguest MEssaYNERheTHrAd indhe ofd@ﬁe)df?@&'b(h.e devi ce

and the network exchange the status of the |ast five
transactions. The network will trust the transaction

S ftctioni A0ARM Ak LfienFotE) | as to update the
transa}gti on rg.(:or.(;,s?l ?or Aé@’f‘ﬁg’\é‘iﬁ’g‘"ggﬁ%é status. Mbile

d v iindicataidabaee wdFikutes | Qet X2atvere timeartsasdciion eyand oedisruption

f hart.s. Fi 15.to 17 show three illusirative
ST Rt U0 57 R i0a el et o pgReE.
usecordingidat embladimest df thedihi digibn, iRichded irewhidh €4i8 @lchAy & limited
transacti pn request 0{ neigive ar equest. response from )
t HeSPAit it e ety Bechss itg dignis pysygheoniséion beiwisen Higmarstsmobile
W& AccPHhd YBLhetworkaD bz!uﬁe&jﬁé'fbl%eany heRSAhtdcAon bEANESt 1S
received (Figure 16). Figure 15 shows a user’'s nobile

devi ce process when initiating a new el ectronic

t j r . ' . lLe_of the .

¢ FRARERS LAl B ESbre o Q1B LI BT P Rad sl dovice
r egeretht logomeinerynahivirikadhad.t he f orm of an SMS nessage.
CGenerally, the process starts by inquiring the current
state of the transaction process, in case the state is

| dtedrding td snottee 6#BEditdenPofINOBRERYZ AbyrRAroMzbfort &&nt can be
network i s needed, and after that, the transaction

r Beftpiask bysheneteok, dorrcxampla) whenegtaingransedinns nasds teebe verified
fiQHELabiRe transaction request SMs will be sent to the
network after the process is finished. Said SMS

nmessage may be sent in encrypted formfor securing the

FATFENE R el ipekdyag amebiiaingfte el 11 be 1 ocked

to prevent further
According to an embodiment of the invention, for synchronization, the mobile device and
the network exchange the status of the last five transactions. The network will trust the
transaction status logged on the mobile device so as to update the transaction records for

having the same status.

Mobile device and network illustrative transaction process flowcharts.
Figures 15 to 17 show three illustrative examples of the processes carried out inside the

user’s mobile device to either initiate an electronic transaction request or receive a



corruption. Figure 16 shows a network server process
when receiving a user's nobile device transaction

WO e@aeet1s0 According to the exanpl e of the fi guP@l/MY2€08/000133
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user's nobil e device sends a transaction request to
the network in the formof an encrypted SM5 nessage.
Cenerally, the process starts by decrypting the SWV5,
checking if a transaction syncdroni zation i s needed,
performng the transaction, i.e. updating the user's
ETSRAPSt 8asPese dipm the Aativagle (gees hyandk) app mojsieitlat wetwork when an
C b st Ak QevisE ikt LOMLGRYk]. and
Ioggisng t ee¥1e§u%lésglahotngg%]}ae%gigge:cgwg?&ﬁ%%g:iyk/}' The
transaction result is indicated by a certain code that
‘ﬁgg$Fate a nqrnahgggccessful tgansactlon or

t Pedeb X5 MG o 4sGPS OIS dgyige pracesy whieh Wiigting A g sles e

ettsactioditrequekt. Ab@dBgry e exSmpRMPLIR: fighird, FROUs¥Ls RBBAL BSice
sactions or backlog, it wll send a SEFCIfIC

t
{ PEHS ABERBRIOE B! @dh%mttwaﬁé thesterm of ap BMSemersygec Gcherally, the
OpRHBEss sArtd ﬁ% ﬁr}: krknr%ttﬁ@&ﬁ?éﬁg 590 of E}%.Ct%%%ﬁo? Efg)c%:ﬁ}/fntcgseit tlﬂg state is

user.po con Q t e CgSLOﬂE( service cen o resolv
t ke, iitgs pleecked ifjaspnchionstating wathubenétworkobntelediemil fier that, the

p i.Vin twark transactiqQn response. .
RS R ORa! S8 1 oD ARG MoshRR Rt PRpRECGERRaion
depquest SMS willr reesend ty themedwdikd fientha praekads fiRhed. Said SMS message
trangactionrgroces ing, that is, It has sent

a
t PN 88 20 oS I SO SRE G oI RRICatint K theypvegt that an

NBEASIVALIE BV SAnsdeBoP ks AREthe phodess will8ekiE&kel ko pildGent further
transact|0nresp0nse Corresponds o the current

r gytPEeRd transaction and in such case what is the

el ectronic transaction result, e.g. successful

transaction, unsuccessful transaction due to bal ance

oliguf¢ bwshoan ainetveshklswrabt moesss ohehaseioBgurusads mobils device
en_a. successful transaction resylt. code is recejyed, .

NPl SRS MR I B e SRl s BsaSermamotifidevice

t feadsefrrBhctiodSedestto dhd nddWEXIiRUR HFRBEACEILRRed SMS message.

and therefore, all previous transaction |og

pr.o ergy ) ans .
raeisrally: teaporess sats bndecrurimadhs YMSactiealing dicfeansentiont

i . M h )
S A ) Pl B ot
Ricgoungsand gereratingThe Aoprogari arodertificald, Metfingthcittansaetion result and

[ ement at ion for. carrying o | ectr.oni c npney. ,
DB S e Rl el e B i § fcated by @ certain
eduido dianmiay iraficatd endriaBRico@Bful BinsdstidilortatfmbRBbh €rrsY, Mo, balance
Tool |t,nenP ﬁpomn in the nobile phone's display,
overtlow, irresolvable error, etc. If the server is unable to resolve pending transactions or
backlog, it will send a specific transaction result code to the user’s mobile device in order
to halt all transaction processes and invite the user to contact the customer service center

to resolve the issue.

Figure 17 shows a user’s mobile device process when receiving a network transaction
response. Generally the process starts by checking if the mobile device is currently
involved in an electronic transaction processing, that is, it has sent a transaction request to

the network and waits for a network response, in such case, it is checked if the transaction



the users can check their E-Purse balance (Figure 18
A), query their last transaction information (Figure
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-purse (Figures 18 C and D) and vice versa, fromthe
E-purse to the network E-wall et account (Figure 18 E).
They can carry said electronic transacti ons anywhere

and anytime, just with the ai #%f a nobile phone

adapted to manage the user's E-purse and comruni cate

W quoqu, somsespRsisio thecyrgntiguested frensapiiemanddn suchimase what is the

ne@e&&@ﬂﬁﬁ@ctmfemn@glsaecefs%gttﬁ égﬁh;}lcar és&m é MAELHON due to

card, whi can be-used
Eb@l@ﬁ@@V@@OtW , a\gregelahbig etror hag e)cd:umadmtc OWherna smeessful @ansaction

c Ny the I hone or.
¢ RS B R Bl Bl 8 il aaf Pyt i hserver
Erqsoﬂwscéalbpﬂeafouetrarsmrdnl grdpeAnsaa thedefotePall prRVRLIBhABE on log
and comuni c W|th e network that contains the
DRSS CleaF ek SROSRRRT a"iﬁ{%"ﬁeé%? Pt rilsqiseeated and later (not
Esormpbd® it thé@eRlodt.Ng to an enbodi ment of the
[ nventl on aut hentication naybe done by providing the

user's electronic transaction PIN and the

moﬁélhgﬁe &l\gﬁ,%g a§§g§g{?ﬁpé§ mobi | e devi ce and the

net wor k may cr yp fent process. According
t Biguhes 18nA énEisbow atnindbile S&Merdl\ht ey sinipdémédigion for canymg out
enent of electronic co etr an actions:

g‘?“%"n% PO AR § 1 oot seepdine mrs@nmuaﬁ@sof the

tmvéﬂlﬁynCBﬁﬁﬁﬁg’ tHe"l‘ﬁfbﬂ@'ﬁM PovIt TRy % if e ﬁ’i@.ln eeﬁhone s display,
count. |In such case, the detail records of

Fihg et ca qhecleBois £t balares Mievee 19 Ahtqummwemranmmn
eMEIrhatid (ﬂl%lﬂﬁ)lrsg?bﬁﬁ s?e@?nc‘n%g Iﬁ‘g%ﬁ# ECMa et onBoEthelF glse

and t he det et VVI
olfFigurep &8 Cfand INendwick vemsaMerm tierE-puse Yo the nbiwoel) Edﬁﬂet account

[ credit of Ilet, B. A second . .
e B0 TG rgr s R coniasg S B ooy spatige us
bwish thesisd @ tholsite phoaP %)tddhatmaﬁh hOWery stﬂjﬁ%rb’@ﬁ{d communicate
E-i\gﬁl | et account_ hi such case e reconciliation

@ﬁtnewqﬂl‘a"if@rch%@t?%lf“é(ﬁ'@wnsendl ng back and forth
report between both conpani es.

The mobile phone may comprise for example a multi-function IC card, which can be

used both as SIM card and E-purse card.

According to the invention, a specific computer program executed in the mobile phone or
in the SIM could be in charge accessing and modifying the E-purse balance, storing
transaction log information and communicating with the network that contains the user’s

E-wallet account.

Authentication and Encryption.
According to an embodiment of the invention authentication may be done by providing
the user’s electronic transaction PIN and the communication between the user’s mobile

device and the network may be encrypted.



Managenent of a plurality of E-purses. According to an
enbodi nent of the invention the nobile device or

wordobiéflancti on | C card i nside the nobil e devi PET/BE2008/000133

manage nore than one user or users E-purse(s).CLAI M
1. A systemfor electronic data transfer between a

first plurality of comrunications equi pnent (UMD) and
a second plurality of communi cdtions equipnent (Sl to

. $4) connected with each other by a comruni cations

10

15

n&ettlemient phocesshe first plurality of conmunications

equyj ej ortabl ront c devices each

c AR o MReuBh 1 e KT B e ] o BR Fommerce
dewnsaetsonsonpri sing first data transfer control neans
connected to first nenory neans (EP) and wi rel ess
ConTALNAdatt settlefiRaniegocinwitiel 18 B-nasabildngatd BB compdss that also
bei ng adapted to co nicate wrelessly through_the

comu n?\‘f‘é{)' H§err§e5c'wgﬂ?% aepQunhyR Fi‘m?‘r?éses diesletpilipeardy ¢fithe E-purse

of coMpNbERbIcARE FEAMEPIBN tnahBentcdt %)evexﬁrlﬂ&fﬁfe? Q8 and (online)
pl ural i tééof conmmuni cati ons equi pment (S 'to S4) being
| ocat egregisehEdlurse; snwldhe detail resorsls of the Fewalteiviid e sorsl on a

net wor i f.er ..
o ol 180 QDL O A 81 o (AR St r-wone
t he da control . n fthe first pluralit

o oA Aet NSk hen gl AL s il B
gener atamgpgang. thetdsof dwisttheundr’s Ecwiltkt hygpantTBSSdl esse, e a

the wirel ess conmuni catd’ on. neans, .to the second

pl ur al TE9Patog sanasPEXH] bsflong dirpighessndingbagkand forth eeppy

first batRBed 5B B&BFarkRMPr i Sing a request to nodify a

val ue stored in the first nenory neans (EP) or second
menory neans (EW and user identification informtion

a ] < S conprising an indication
tﬁ%ﬂagélgglﬁﬁ)g%gﬁ g‘ﬁ%@’%ﬁﬁﬁﬁg&% rst menory neans (EP) has
bAecprdinditd areeimbdadimentatf shet ineensibe theanotitealevite ansubif-finbgon IC card

secaon lurality of communi cations equi prent (Sl
SRRl dsibn S SRR YEE e i 21 2B T BRI
second type nessages conming fromthe first plurality-
of conmuni cati ons equi pnent (UMD), to check if the

user identity permts to access the second nenory
nmeans (EW and



to generate and send third type nessages, via wreless
comruni cation neans, to the first plurality of

W@ 09pM6d16®mt | ons equi pnrent (UVD), said third typEr/MY2008/000133
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messages conprising an indication to nodify the val ue
stored in the first nenory neans (EP) or an electronic
data transfer error indication,the data transfer
control nmeans of the first pludhlity of comunication
termnals (UVMD) and the second plurality of
cémdB¥M8ation ternminals (Sl to S4) further being
adapted to exchange nessages in encrypted form 2. The
system for electronic data transfer of claiml

char hctesystemdor elettiuatc ddnzetriﬂsfa*ﬂaemﬁﬂ & Yirstpanslity EP&OIﬁIhﬁmcations
m cro-structure

I mpl enent.ed | f arm of ofo]

3. Thee%‘i}g’f‘%rﬁ:e?yﬁ%e*}“@&%%d@ Otcf F%@P@%Ca%?m@ﬂ'alpmegt (Slto
char acsey ¢ontettddwith sichtdiigr %%bmﬂi&ﬁcﬁh biis¥heBlork (N ),

conmuni CalPF‘e%nS equi pnent further conprise

coupl i ng AsPlgisliva] Cematumaarmnsmwpmnpﬁﬂ‘dm bying pbratde
coupl i ngctkd?ﬁcedefvﬁz‘éf eécw&rr?eg?)gcéﬁté g]fd%%%ﬂ m%uﬁf%or%t%ﬁ: el%ectromc devices

equi pnent of the first
equi p nmmpl'(smmj)rswaltmtrqur noEpe mabam cmhaecaed ®dostdhéifory means
at a.fixed | ocat sai d data

devi ce

r e\é Io r df E(ﬂy%d RJH%I%SS( e e ‘ﬁgélf’%rco?’é‘%‘f‘i‘?ﬁoﬁ Fgans
conte nbang)ﬁdap&ddo tornmMunioREiN]IE R Afrof dithe OARIKR 85brls Metwork
said e of the first plurality of

conmmu n&bé{’) lggtﬁ% sesqu pheaitty pUavmymumetionn peripment sHbiorSOf

the fir Sftha%leéﬂnﬁ'ﬁlﬁerlt‘g/fofG&HH}dﬂ ﬁ@&dsggﬁfﬁl‘éﬂﬂ(@q{‘?@bﬁ%@ located

is coupled to said data recor |ng
means $ash afiredilprptideg of 4 somonwrEations neworked ayd rmnpmsmg second

EP) o f th rst pluralit
((: rr‘?m néaé%?%lg%eg %ﬂtpd'f%peanf CO(HSR%?({ {o's? EC Of'ﬁ én i @#@%{EW
el ectronile ddattmnsﬁeamftmﬂ maﬁns(ﬂfahemirlt @hﬁh&}%f@bhﬁlﬁﬁlicﬂaﬂom
that said f| @N@\SB sent by at least a first
equi pnEfitPTSt" F‘|n§ta Iglefl’ifaf@fané seashiistandiseneqd type
equi predsadesIVR thieQyifdlesk %&%ﬁmﬁmﬁt@&ﬁﬁ%@%'tﬂé@@%@luﬁﬁbﬂof

second plurality of conmunications equip

$4), cfc?ﬁwrr%@éloas %\M (%lotoj o rseilsfistdypaomsagisepmgrising a

said f S ertain a

dat a tljreg er co rfc’tte(gr%?not Xglgslt 5’6518%?1’8 %35? %%qfond
is fu rmhemrymm Gﬁm mchmseediemﬁmadoﬁ Bdantion iRl hidBRROE type
(EW in order to.decrea Iue tored in said

£
second TREHRST SOPRILTRE ¢ @P% 0rRd Hnibe HEst segory means
send t(EP)SHdsd)eéﬂ mdBified,

the data transfer control means of the second plurality of communications
equipment (S1 to S4) being adapted to receive and analyze first and second type
messages coming from the first plurality of communications equipment (UMD),
to check if the user identity permits to access the second memory means (EW) and
to generate and send third type messages, via wireless communication means, to
the first plurality of communications equipment (UMD), said third type messages
comprising an indication to modify the value stored in the first memory means

(EP) or an electronic data transfer error indication,



equi pnent a third type nessage conprising an
indication to increase the value stored in the first

woreowgdineans (EP), and the data transfer contPGI/MY 2608800133
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of said first equipnent is further adapted to accede
said first nmenory nmeans (EP) in order to increase a -
value stored in saidfirst nenory neans (EP) by said
certain anpbunt and to send to 3aid second equi pnent a
second type nessage conprising an indication that said
first rrerfg@ Jatartapssercpmyol agpes betbn fin @luiraligy of GumiMveication
syste r el ' t er- Qf claimd .
char acyarraS O R Bl AIRL Ry Bl eapipaly 51 10 54
sai d fiurther betng quaptad toofxchaigd nfdssagts il entBbicdfori.

comuni cati ons equi pnment (UVD) to said second

equi pnent of said second plurality of conmunications

equiZpnEind sy6in fopelediond\dht£ QM dr Sif DRl 1 'cBAHQ82ddGn that the first
increase a value stored in said first nenory neans

(EP) bRemoBdrears kERwseinplementedinthe foraniie degi¢ piaprshuctures.
the value stored in said first nenory neans (EP) is

bel ow a certain threshold. 6. The system for

el et r'bird wysign far electrovicedataptrarsfeniofitlaing P @harattedider éulthianthe first

that sajd;fjr type ssage se t least a first

equi pn@{ﬁ%h fOf\Zcél N sl?nquqgllpg}epf {V]@S) ﬁ‘?r@gﬁe&ﬂ‘éﬁmg means
equi prgrtabldivB)ill tand einpogdity, via $eaplidg BALFREEW),8 c&ilSat least
second plurali té foé éommm,catl ons equi pnment (Sl to )
S4), cURFAPRBEIEOLiag sEplufayty Hoaauicationy einme €MD with an
sai d singaRAdHR IRA YecORASddRIPPY placdith b 3ixBd RITRMH saif Bt

data transfer control neans of sald second equi prent

i s furepdingdapee ' somprsde msansfos seding threroteptsf amid first

(EW i i e i.d.val.ue st d-in sai.

Second EeFheeh® M HERRSOR o XA ARl A Era RS aNY o
send ecohtmumdcatippecquipssag VD) setied shildlegliipR@hi g irst plurality of
conprising an .indication to decrease a value stored in

sai d TS HEHBRS SRRt ?‘EMP, lsa?Plefeﬁéo St doip reraEting device (PT),
cont r Gind ARARS foR wriib fdafa'iﬁt%tsai@%btﬁfﬁﬁﬁry Il’l‘%ﬂflygﬂ? ®F said equipment
adapted to_accede sajd first menory neans Py in

or der ttéheiist iusbitt Hfeopapmicaensesyipmens MDD 1 st

menory neans (EP) by said certain anount and to send a
second type nessage to said second equi pnent

conpr i Biensgstam forndéat@nicalata theasfes af claifr t sharm@erbey in that said first

type message sent by at least a first equipment of said first plurality of

communications equipment (UMD) to at least a second equipment of said second
plurality of communications equipment (S1 to S4), comprises a request to
increase a value stored in said first memory means (EP) by a certain amount,

the data transfer control means of said second equipment is further adapted
to accede said second memory means (EW) in order to decrease a value stored in
said second memory means (EW) by said certain amount and send to said first
equipment a third type message comprising an indication to increase the value
stored in the first memory means (EP), and

the data transfer control means of said first equipment is further adapted to

accede said first memory means (EP) in order to increase a value stored in said



means (EP) have been nodified. 7. The systemfor
electronic data transfer of claim 1l characterized in

wa b@v/osasd first, second and third type nmessageGI/MY2008/000133
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further conprise an identification nunber and that the
data transfer control neans of said first plurality of
communi cat i onsequi pnent (UVD) and said second

plurality of comunications eddi pnent (Sl to S4) are
further adapted to record said identification nunber,
check fifst mamdrynmseana §BR) Wy saidcertaim amapet andtorsent! wssidageond
flow prot r . di S ti.on.event .o

sai d reuiat bR o g P ia bRl BT i R} 68 memory
el ect rmpams (HR}) lmve bagishedified. cl ai m 7 characteri zed in

that the data transfer control neans of said first
plurality of communications equi pnent (UVD) and said
secNATR siisihd fo¥ eREUrGHREONMA &R VT S1a8A Wi BARBericd in 1Rt said first
S4) are further adapted to detect when a certain

number tyge mgpsaee pant by sadd Sxtt sqHpBeed faid disg ivbralin el t o

gener a . an| i .t

o ear TRanElenrRd iR TOMIIE il dbe R gk RS Beond
dat a t plaradityeet qonutoiaitisns Guiphieat £Sistoeid) fund camhpingonieguest to
data tyransfer gf %I aﬁilm 1.(ﬁ€a acterized i]?Pthat tr{we ¢
data t PEITEYEH VASHTPET tHEHISHPCRgIeTs SEPHTY A S Arggunt, is
CoMuniepaditomsticaty inpee tHe valdPorédinf saidt i madegteshnt EP) is
exchangqi contral information with display control

means PHOWAGETAR GBI de an operations menu in said

first plurality of communi cations equi pnent (UMD),

sai d operations nmenu displaying electronic data

t r arfsf €he ppteioles elgotsiniaddtetransieriof claged cheaetedrad iatut said first
historj¢.i tiRn 0 . ect.ronic data. transters,

ol o r bl I AEERE} B aQ0Reh o SEPRR iRty BIRLS bl

and er commaticaions eqprabe (UMD 6 atikba atseeondfeqiiipment of said second

messages. ,.10.. The syst.em for el e&{ro%léi data transfer

of cl aPHEOCHA RETUBIGaLaRs SHITRREE (R1HE S COREIpIsdrianesyto

of conpuRRh&al v Ak Rt HIRNM sebSld henSY)mEATPEWS 8y @lertain amount,
| east a dedi cated el ectronic transaction

comuni cat itahdata EpRader comiy! rarsapebuid spoprdequipsnen i further adapted
trans n@otac@éd}e Is{ng @{:}%ﬁﬁ Eﬂe%r? ﬁl%?'l?‘ss(ﬁi%\l)fiﬁ%%e? %j{ntcx%@f%a% value stored

first plura comruni cat | ons ‘equi pnmen
sai d sieceiddeqind mainidry nebnc@ViLby @it cotaircauoymirant to(s&hd a third
to $S4), bei n&gconnectted to.a central .el ectr.oni

trans até/P? mesSags Wespld( gﬁt)quwaﬁpgﬁoqmlsmg an 1nd1cat}o% to decrease a value

stored in said first memory means (EP), and

the data transfer control means of said first equipment is further adapted to
accede said first memory means (EP) in order to decrease the value stored in said
first memory means (EP) by said certain amount and to send a second type
message to said second equipment comprising an indication that said first memory

means (EP) have been modified.

7. The system for electronic data transfer of claim 1 characterized in that said first,
second and third type messages further comprise an identification number and

that the data transfer control means of said first plurality of communications



encrypt/decrypt communication with the first plurality
of communication termnals (UVMD) with the aid of a key

woramwagetrent server (S3) and adapted to aut hent PCEMS,2008/000133
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accede and nodify a value of at |east one said second
menory neans (EW conprised in a virtual electronic

wal | et application server (S4).11. The system for

el ectronic data transfer of ard# one of clains 1 to 10
characterized in that the value to be nodified in said
first AeHpRetENEY aEmgidaeond plureits af corswuinations ryrigment (S1 to

nmeans E%% @ YA féﬁ t(lf RAL&ALIdNY rﬁﬂicgt%htn&) [ﬁgcg%%é gald

owned e user ectronic
el ect r miessegTCIMYAIN @aieteunmed ewise @UW@romoafrmdalaﬁ@ record any

first cont ai ni n rtain armunt of
noney fq]ﬁmg é‘&ﬂegﬂ?fs(dﬁo%‘?ﬁs%%r Ph@r 0 a user's

el ectronl C noney purse, - wrel ess coupling neans to
couple_via a first wireless interface (W) wth

i ndépe hlRHSteahioa et Gy rasiar o slapp T)chpiagiederdain that the data
fixed {aGadiIc0M nldhs BOMd s ﬁgtag%p&{én i caﬁgﬂsvégﬁﬁ)%lent

Wi rel ess conmuni cation nmeans
second(WVPgked spid secend ploralifyef) cominuinicationnemquipinest ($ine S4) are

net wor transfer contral.. reans adapf e

to gener agp adaﬁtgggoecrl]eg?? g’q Hest efﬁ%%g‘éfag%r %?SIS{‘HJEQH R
c omunreaalted @n& tm@nmrekanﬁ Nend systehasisitBiohizigoraiq@d¥Ptélear the
of electron n net rk second nmenory

neans fb?ﬁSW ‘Wg’ eqieomto t"etlr@é)tcfiI BFﬂt‘?,C(’llﬁaney
account and said first nenory neans (EP). 13. A

conmuni Catl ons net wor N) conpri Si ng nenory neans
( EWP- c bhgpyysts ra‘etﬁmnueéatém@ﬁémf glainy & chéragtedendtinithat the data

anmu nt trﬁ'{sfeq‘a&ﬁ}{ol 'n{%at% cﬁ(‘s'afdc}ﬂjst l})nlttr%ﬁga of rrn?nsﬁglca{j ons%qulpment

user's el ectroni c noney
comun(LadDy mﬁu‘tbaradaﬁtert toraclmnge ponteil eﬁbﬂmiloﬁ wWithni#splay control
transaction request ssa&&s froma port

| )
el ect BRI BTG REa i ionE Mo caid Histalslift

anal y zégagmaiehtidié ERMin&GR{UND)S#sdodd: ﬁﬂﬁn@ eleh@ Hlspﬁl‘}h'l%%ie%tromc
and nmeans for transferring a representative valuée of

cer t ai #RiuHY opfions|axeilablio dhais putsentwed histasisiniprmation about
means él@?l)onﬂzfdaﬁaatta%sﬁpsf E@pljrcﬁnce hﬁg ORI 548 T %e%?otdr Hens (EP)

and etror or success electronic data transfer messages.

10. The system for electronic data transfer of claim 1 characterized in that the second
plurality of communication equipment (S1 to S4) comprise at least a dedicated
electronic transaction communications server (S1) adapted to receive and transmit
all transaction requests from and to said first plurality of communications
equipment (UMD), said second plurality of communication equipment (S1 to S4)
being connected to a central electronic transaction server (S2) adapted to
encrypt/decrypt communication with the first plurality of communication
terminals (UMD) with the aid of a key management server (S3) and adapted to
authenticate, accede and modify a value of at least one said second memory

means (EW) comprised in a virtual electronic wallet application server (S4).
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program whi ch can be downl oaded from a comuni cati on
net wor k and/ or previously stored on a conputer
readabl e nedi um and/ or executable by a processor,
characterized in that it conpPPses program code
instructions for reading or witing data fromto first
menory neans (EP) of a user's portable electronic

c OW.”ff&ask'&thﬁ?foP&%!én%ﬁjc(ddM?} GRIBF érBJ i of C%ﬁltlst fl.tonlo characterized
anount noney in electronic Formco respondi ng to sard
user' sndhatttervahiedo boneyifjpdis sid fesnereatorynmeansd EBpadi/drdn said

roney Erann et (BN et err it R e g ppned by
and meR®uder edesronkMbref sai d communi cati ons network

(N) conmprising said user's el ectronic nobney account,
recei ving transacti on response nessages from said

comping galrtab@@aeaﬁﬁlwo&rsmeaﬁe&d%ébf&amm&&%ﬁsm
el ectroni ¢ noney bal ance of sal I'rs nor ans

( EPy . firSt mgmenytopeads (BR) cehteimingondectathadnaount afiebmay in electronic form
applicable to. el ectroni ommerce transactions, the

nmet hocf%ggse OPlglggrt](ba%e@ Ss?feéfé%m% .OngyB%lF?’abl e electronic

C onmunviegdéss eosplidg\nheaas (oldvidle &Mﬁﬁgﬂ@l&bﬁﬁteﬁab@%\m) with
commni(fati ns,net wor k g(()UI\}?IZ, Vi& S wireless interface

(V) tidsprRdenbdate meardinegisiices 41T) @lacedatdiredilenstionse farpaying for
menor o fRRRor 6&Rice@f said portable electronic

comuni cations device conprising a user's electronic

noney VBEles cemangicaigronganséaeunipEMpate viagadegond wireless interface

CONMMUuI l: :Qg{ . glmﬁ s|.ng said user's
el ect Egﬁzﬁylg{:&sc%un N@%ﬁ‘%&‘% coa‘rr%nﬁi cati ons network

(N) - r el twansigy contobgens adgptedith geaplays angd stmd 2qhadt messages to the

transaction.request o .d portable electronic |

comu ﬁP%‘aﬂﬂb%ﬁglbﬁmw?@% thisfging ip GO of slectronic money

el ect eRieen GeRFHsdBhd RBRoHEMESR (EWQ))mPHQﬁ% 4018 uS&!selectronic
el ectroni ¢ noney bal ance of said portable electronic

conmuiRAEY idefPsnt end wid fishvmpmonigeans§BPY conmuni cat i ons
network (N) updating said nmenory neans (EW conpri sing

13. A communications network (N) comprising

- memory means (EW) comprising a value representative of a certain amount of
money in electronic form corresponding to a user’s electronic money account,

- wireless communication means for receiving electronic money transaction request
messages from a portable electronic communications device (UMD),

- means for analyzing and authenticating such transaction requests and

- means for transferring a representative value of a certain amount of electronic
money between memory means (EP) of said portable electronic communications
device (UMD), and the memory means (EW) accessible via said communications

network (N) and comprising an electronic account of said user .
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claim 15 characterized in that the conmunication
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(UMD) and thecommuni cations network (N) is encrypted
and the electronic transactions are authenticated so
as to allow proper transactions to occur only between
mutual | y authorized devices. BB The method according
to claim15 characterized in that said wirel ess

i nt et ACEmPYEy PRErasy hich car batiermleaded dronbe teremunisatiah network
port abﬁrﬁi/&?&’iéﬁ{}) $ort@BIY ?h&%p%?da[%?evﬁlgcﬁgéigﬁpW%Oé %}r(]e%utable bya

sai d conmmuni cat1 ons netwo eas
met er spro¢@sorT¢teravidrizod inahatdt clinmmyistoprop@ineclis instructions for

characteri zed i.n that .said request of said partable

ol o6t r a8 B wiing o SO T e erummopts Eh SRyt sporighl
refi || elsarodiooimiiyhitweiansddvidd)( UMD PainthrRfiot ARk 8in amount money in
el ectrgni c communi cations device (UVD) and in response

of whi SFCHRE leBRfieRsardiBnt sHhuser keleoyonic masdyarssea
val ue 8pfase Qﬁ@%eh&fﬁg igf ecﬁ%st"’wg Wt ook (]?%g)qﬂig%i@sagie&ctmnic money

el ectronic formto s nory neans

por t abiransadtios beioreen said find mcomty oransdEP) el By, md@hs (EW) of
The ne ing. to G¢laim 18 .characterjzed in that

o d v ong LufEEEPd foll QD TmPrjng 57 e < Sectort nichey
comundccadiitons network (N) when the el ectronic val ue
stored in said nenory nmeans (EP) of said portable

el ect rGRTEIE SATIRTCLEIRORE Hepes foomyyd pampapissiions network (N),
predetgim ned threshol d val ue. 20. The net hod

according . to claim 15 characterized in that said

r equestpdatinghe glepsrmiamonechaduice ofsad stmeniosameanyEP).
device (UMD) is a request to transfer a value
representative of an anount of noney in electronic

f or ib saingtthvdrfor gleqtmaivsda(ER)nsfet amaicdblp o laditodic commerce

el ectr.oni C ;SO ni catj ons device ?UM%) to nmenory neans
(Evy SRR Bienstiod e ingabosae iy
- aportable electronic communications device (UMD) sending requests to a
communications network (N) via a wireless interface (W2) to initiate electronic
value transactions between memory means (EP) of said portable electronic
communications device comprising a user’s electronic money balance and
memory means (EW) of said communications network (N) comprising said user’s
electronic account (EW),
- said communications network (N) receiving, recognizing and replying to said
transaction request of said portable electronic communications device (UMD),
- said portable electronic communications device (UMD) updating said electronic
money balance of said portable electronic communications device (UMD), and
- said communications network (N) updating said memory means (EW) comprising

said electronic account.

16. The method according to claim 15 characterized in that the communication

between the portable electronic communications device (UMD) and the
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communications network (N) is encrypted and the electronic transactions are
authenticated so as to allow proper transactions to occur only between mutually

authorized devices.

The method according to claim 15 characterized in that said wireless interface
(W2) allows for communication between said portable electronic communications

device (UMD) and said communications network (N) at least over ten meters.

The method according to claim 15 characterized in that said request of said
portable electronic communications device (UMD) is a request to refill said
memory means (EP) of said portable electronic communications device (UMD)
and in response of which the communications network (N) transfers a value
representative of an amount of money in electronic form to said memory means

(EP) of said portable electronic communications device (UMD).

The method according to claim 18 characterized in that said request is sent
automatically to the communications network (N) when the electronic value
stored in said memory means (EP) of said portable electronic communications

device (UMD) is below a predetermined threshold value.

The method according to claim 15 characterized in that said request of said
portable electronic communications device (UMD) is a request to transfer a value
representative of an amount of money in electronic form said memory means (EP)
of said portable electronic communications device (UMD) to memory means

(EW) of said communications network (N).



