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METHODS PROVIDING PUBLIC REACHABILITY
AND RELATED SYSTEMS AND DEVICES

RELATED APPLICATION

The present application claims the benefit of priongy of U5, Provisional
Application No. 61/482.684 enutled "Discovery OFf NAT Public Reachability Usiig
IKEv2 Signading” and [iled May 3, 2011, the disclosure of which s hereby incorporated

herein v its entivety by reference.

TECHNICAL FIELD
The present disclosure is directed to commumications and, more particularly, to

network communications and refated devices and systems.

BACKGROUND

In a typical cethdar radio system, wireless terminals (also referred to as wireless
mobile terminals, user termunals anddor user equipment nodes or Uks, mobile stations,
ete.) communtcate via a wireless commutications network (also referred w as a
wireless network, a radio access network. andfor a RAN) with one or maore core
networks, The wireless network covers a geographical srea which is divided into cell
aveas, with each cell area being served by a RAN node. e g, a radio base station (BS),
which m some nerworks is also called ¢ "NodeB" or enhanced NodeB “"eNodeB." A
celt area s a geographical area where radio coverage s provided by the base station
equipment at a base station site. Each base station communicates over an air interface
using radio communication channels with UEs within the coverage area of the base
station.  The type of radio communication channels utilized between a base station and
a UE define the radio access technology (RAT). There are circuit-switched radio access
technologies that support circuit-switched operations, for example CDMA (code
division maltiple accessy or GSM (Global System for Mobile Communications), and
there are packet-data radio access technologies that sapport packer-data operations, for

example High Rate Packet Data (HRPD), Long Term Evolution (LTE), and/or Third
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Generation Partnership Project (3GPPAGPPE2). A Radio Access Network may provide
voice anddor data communication for subscriber wireless terminals,

Base statdons of a wireless network may be arranged to provide overlapping cell
areas over a geographical area of coverage. Conventional outdoor base stations,
however, may provide insufficient coverage mdoors. Accordingly, customer premises
base stations (alse referred to as customer premises eNodeBs) may be used to boost
coverage i indoor environments. A custoner premises base station, for example, may
be coupled to a wireless network, for example, through a broadband network to
facilitate wireless commumications and/or handotfys to/from conventional outdoor base
Statons.

For example, a customer may install a customer premises base station it a home
using a residennial internet conpection through a breadband network to provide
communications between the customer prenises base station and the wireless network.
While the customer premises base station has an unconventional coupling with the
wireless network (as compared with conventional outdeoor base stations operated
divectly by the wireless network), the custorer prenmses base station may provide a
wireless interface that is ransparent with respect to the customer’s wireless termunal or
ternunals  (e.g., cellular  radiotelephone(s), smartphone(s), tablet'netbook/laptop
compuater(s}, etc.). Accordingly, the wireless network may maintain a communication
with the customer’s wireless terminal (¢ g, a telephone conversation, internet browsing
session, et} when the wireless terminal moves berween mdoor and outdoor
environments by handing off service between the customer premises and conventional
base stations.

More particularly, a customer premuses router may provide a  data
commumcations path between the customer prenuses {e.g,. the customer’s home) and
the broadband network (e.g., using a modem such as a Digiral Subscriber Line or DSL
modem, a cable modem, et ) to provide broadband daia access for maoltiple devices at
the customer premises. In addition to the customer premises base station, the customer
preoises router may be coupled to additional other devices at the customer premises
fe.g., computing devices, VeolP phones, paming devices, etc.).  Accordingly, public
reachability addresses may be used by the broadband network w0 address data

communications to devices ar the customer premises, and the vouter may then use
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private addresses to address the comumanications to the different devices at the
customer premises. More particularly, a poblic reachability address may include an

Internet Protocol or 1P address for the router (e, an IPv4 address) and a User
Datagram Protocol (UDP) port number of the router assoctated with a device at the
customer premises. Stated i other words, the router may act as a Network Address
Translation (NAT) device, and the customer premises base station may thus be unaware
of the public reachability address that is used by the broadband network to direct
commumications for the customer premises base station.

In such a sitvation, the customer premises base station may act as a chent'host
behmd the router which acts as a NAT device, and the customer premise base station
may need to communicate its public reachability address (e.g., its NAT public IPv4
address and source UDP port number) to a node or nodes of the broadband and/or
wireless network(s). For example, the customer premises base station may need to
provide its pubhic reachability address to a policy controtler at the broadband and/or
wireless network(s).

A customer premises base station operating through a customer premises router
may thus need to be aware of its public reachability address. Moreover, a customer
prenyses base station operating through a customer premises router may need o
repeatedly send keep-alive messages at an interval that is less than a time-out interval
of the customer premises router so that the same poblic reachability address of the
customer premuses base station may be maintamed, andfor so that the customer
premises base station is  continuously available to  accept wireless  terminal
communications, hand-offs, calls, erc. 1 a commumcation coupling between the
customer prenuses base station and the wireless communication network s 1nterrupted
fe.g, due o mactivity), a new pubhe reachabiiity address for the customer premises
base station may be assigned when communication for the costomer premises base
station i reestablished, and/or calls may be tnterrupted and/or missed.

A customer premises base station may thus be coupled to 3 wireless
communication network (e.g. to a 3GPP Evolved Packet Core) through a customer
premises router and through a broadband network, and the customer premises base
station may thus need to communicate its public reachability address to a policy and

charging rules function (PCRF) sevver of the wireless network. More particularly, the
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custorner premises base statton may be coupled 10 a Security Gateway of the wireless
network using an Psec tunnel through the broadband network. The PORF server may
i wn use the public reachability address to identify a fixed connection through the
broadband network that is assigned to the customer premises base station for policy
enforcement.  Copventionally, there is no control interface between the Security
Gateway and a Mobility Management Entry (MME} of the wireless network, and the
customer premises base station may transmit s public reachability address 1o the MME
via a control interface that is routed through the IPsec tanpel.

While the IETF STUN protocol may allow a host/client behind a NAT device to
discover 1ts NAT public IPv4 address and source UDP port that are being used for a
haost session (see. Rosenberg et al, Session Traversal Utilines for NAT (STUN), RFC
5389, QOctober 2008}, the IETF STUN and IKE protocols are separate protocols. On
the other band, IETF RF(C s 4306 and 5996 may allow an IKEV2 peer (&g, customer
premuses base station andfor wireless network secunity gateway) to discover whether it
ts behind a NAT device using IKEv2 signaling. See, Kaufinan, Internet Key Exchange
(IKEV2) Protocol, REC 4306, Dec. 2005, and Kaufinan, et al., Internet Key Exchange
Protocol Version 2 (IKEvZ), RFC 3996, Sept. 2010, IETY protocols, however, may fail
to provide suitable capabitity for a bost/client device such as a customer preniises hase
station behind a NAT device to securely discover and/or communicate 1ts 1Pv4 public
reachability address and source UDP port that 1s assigned 1o its current communication

SESSI0N.

SUMMARY

According o some embodiments, a method of obtaining addressing information
may include establishing a communication path through a network between fisst and
second peer devices with a router coupled berween the first peer device and the
commnptication path through the nerwork. A commumication may be received at the
first peer device from the second peer device through the communication path and the
router.  More particalarly, a pavicad of the commuanication received at the first peer
device from the second peer device may include a public reachability address used by
the second peer device o fransmit the communication throngh the network and the

router 1o the fisst peer device. By wav of example, the communication path may
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include an Internet protoce! (IP) security (1Psec) tunnel between the router and the
second peer device. Although such an Psec tunnel may be effectively between the first
and second peer devices with the [Psec tunmel being NATed (Network Address
Translated) through the router. the IPsec tunnel (or portions thereof) may be referred to
as being berween the router and the second peer device. Stated m other words, the
communication path may be provided as a portion of an [Psec tunnel between the router
and the second peer device.

The second peer device is aware of the public reachability address of the first
peer device because the secand peer device uses this public reachability address in an
address fleld of any commuanication that s tansmitted to the first communication
device.  Accordingly, by providing the public reachability address in a payload
element(s)field{s) of a commuanication (that also includes the public reachability
address fu an address field or fields). the public reachability address of the first peer
device can be elficiently transmitied to the first peer device, and the pubhic reachability
address (in the payioad element) will reach the first peer device whether network
address translation oceurs (e.g, at an intervening router) or not. o addition, a security
of the communication may be enhanced by wansmuitting the public reachability address
in the comnwnication over an {Psec tnnel. Once the first peer device has received s
public reachability address, the first peer device can transmit its public reachability
address to other network clements (¢.g., a mobility management entity, a PORF server,
a BPCE server, ewc) as may be useful, for example, to provision network resources for
the conymunication path between the router and the second peer device. The second
peer device, for example, wmay wtansmit the communication inclading the pubhe
reachability address responsive to a request from the first peer device and/or responsive
to determining that the pablic reachability address for the first peer device has changed.

According to some other embodiments, a method of providing addressing
information may include establishing a communication path throungh a nerwork berween
first and second peer devices with a router coupled between the second peer device and
the communication path through the network, A communication may be transimued
from the first peer device to the second peer device through the communication path
and the router.  More particularly, a pavioad of the communication may include a

public reachability address used by the fust peer device to transnut the communication
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through the network and the router to the second peer device. By way of example, the
communication path may mclude an Interner protocol (1P} security (IPsec) tunneld
between the first peer device and the router. Although such an IPsec munnel may be
effectively between the first and second peer devices with the [Psec tunnel betng
NATed (Network Address Translated) throoagh the router, the 1Psec tunnel (or portions
thereof) may be referred 1o as being between the first peer device and the router. Stated
in other words, the communication path may be provided as a portion of an IPsec
tunnel between the first peer device and the router.

According to still other embodiments, a first peer device may be configured to
communicate with a second peer device through a router and a network, and the first
peer device may include a network iuterface and a processor coupled to the network
intertace. The network interface mayv be configured to establish a communication path
through the network between the first and second peer devices with the router coupled
between the first peer device and the commumication path through the network. The
processor may be configured to receive a communication from the second peer device
through the communication path. through the router, and through the network interface.
More particularly, a payload of the commanication muay nclade 2 public reachability
address used by the second peer device to vansmit the communication through the
network and the router to the first peer device. By way of example, the communication
path may include an Internct protocol (1P} security (IPsec) tunnel between the router
and the second peer device. Although such an [Psec tunnel may be effectively between
the first and second peer devices with the Psec tunnel being NATed (Network Address
Translated) through the roater, the IPsec tunnel {or portions thereof) may be referred to
as being between the router and the second peer device. Stated n other words, the
communication path may be provided as a portion of an [Psec tunnel between the router
and the second peer device.

According to yet other embodiments, a first peer device may be conflaured ©
communicate with a second peer device through a nepwork and a router, and the first
peer device may mclude a network interface and a processor coupled o the network
fnterface. The network interface may be configured to establish a communication path
through the network between the first and second peer devices with the router coupled

between the second peer device and the communtcation path through the network. The
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processor may be configured o wansmit a comununication through the network
interface, through the communication path, and through the router to the second peer
device. More particulasly, a payload of the communicadon may mclude a puablic
reachability address used by the processor to transmit the commanication through the
network. interface, throngh the network, and thvough the router to the second peer
device. By way of example, the communication path may inchude an Internet protocol
{IPY secarity (1Psec) tunnel bevween the first peer device and the router. Although such
an {Psee tunnel may be effectively between the first and second peer devices with the
IPsec tunnet being NATed (Network Address Translated) through the router, the Psec
tunnel {or portions thereof) may be referred to as being between the fust peer device
and the router. Stated in other words, the communication path may be provided as a

portion of an 1Psec tunnel betweean the first peer device and the router,

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are included to provide a further
understanding of the disclosure and are ncorporated i and constitute a part of this
application, illustrate certain non-himiting embodiment(s) of the mmvention. In the
drawimgs:

Figure 1 is a block diagram of communication networks and devices according
to some embodiments:

Figure 2 is a block diagram illusteating a customer prenuses eNodeB of Figare 1
according to some embodiments;

Figure 3 is a block diagram tustrating a security gateway of Fuyure 1 according
to some embodiments;

Figures 4A and SA are flow charts iHustating operations of elements of Frgures
{-3 according to some embodiments; and

Figures 4B and 5B are flow charts illustrating operations of elements of Figures
§-3 according to some other embodiments.

Figure 6 is a block diagram tHustrating a format of an AT-External-NAT-Info

CP attbate according to some embodiments.
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DETAILED DESCRIPTION

Embodiments of the present invention will pow be described more fully
hereinafler with reference to the accompanying drawings, i which examples of
embodiments of the invention are shown. This invention may. however, be embodied
in many different forms and should not be constroed as bined to the embodiments set
forth herein. It should also be noted that these embodiments are pot mutually
exclasive, Components from one embodiment may be tacitly assumed to be
present/used in one or more other embodiments.

For purposes of illustration and explanation only, these and other embodiments
of the present invention are described herein in the context of operating with a wireless
network that commumicates over radio communication channels with wireless terminals
(also referred ro as wireless mobile terminals, aser terminals, user equipment nodes or
UEs, mobile stations. ete.). 1t will be understood, however, that the present mvention is
not limited o such embodiments and may be embodied generally in any tvpe of
communication network.,  As used herein, a wireless erminal can include any device
that receives data from andior transmits data to a communication network, and may
tnclude, bur is not limited 10, a mobile radiotelephone (“cellular" telephone),
laptop/portable computer, pocket computer, hand-held computer, andior desktop
computer.

In some embodiments of a wircless network, several base stations can be
connected {e.g., by landlines or radio channels) 1o a mobility management entity and/or
a packet data network gareway of a wireless network.  Elements of the wireless
network may supervise and coordinate various activities of the phural base stations
connected thereto, and elements thereof may be connected to one or more core
networks.

The Universal Mobile Telecommusicagions System {(UMTS) s a third
generation mobite communication system, which evolved from the Global Svstem for
Mobtle Commumications (GSM), and is intended to provide improved mobile
communication  services hased on Widehand Code Division Multiple  Access
(WCDMA)Y access technology. UTRAN. short for UMTS Terrestrial Radio Access
Network, is a collective term for the Node B's and Radio Network Controlfers which

make up the UMTS radio access network. Thus, UTRAN s essentially a wireless
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communication network using wideband code division multiple access for wireless
terminals.

The Third Generation Parmership Project (3GPP) has anderaken to further
evolve the UTRAN and GSM based radio access natwork technologies. In this regard,
specifications for the Evolved Universal Terrestrial Radio Access Network (E-
UITRANY are ongoing within 3GPP. The Evolved Universal Terrestrial Radio Access
Network (E-UTRAN) comprises the Long Term Evolution {(LTE) and System
Architecture Evolution (SAE).

Note that although terminology from 3GPP (3% Generation Partnership Project)
LTE (Long Term Evolution) is used in this disclosare to exemplify embodiments of the
mvention, this should not be seen as himiting the scope of the invention to only these
systems. Other Radio Access Network systens, including WODMA (Wideband Code
Division Mulftiple Access), WiMax (Worldwide Interoperability for Microwave
Access), CDMAZ000 and GSM (Global Systern for Mobile Communications), may
also benefit from exploiting embediments of the present invention disclosed herein.

Also note that termunology such as eNodeB {(Evolved Node B) and UE (User
Equipment} should be considering non-limiting and does not imply a certain
hierarchical relation between the two.  In geveral an “eNodeB” and a "UE" may be
considered as examples of respective different communications devices that
communicate with cach other over radio communication channels., While embodiments
discussed herein may focus on a service device imitiating communications with an
application sexver, embodiments may be applied, for examiple, where the application
sexver intiates the communication with the service device.

Figure 1 is a block diagram illustrating communication networks, devices, and
efements thereof according (0 some embodiments.  Wireless communication network
£49, for example, may provide connnunications services for wireless terminals over an
airinterface provided through a plurality of base stations, including base stations 121a-
¢, and wireless communication network 149 may include security gateway 141, packet
data network gateway 143, Policy and Charging Rules Fanction (PCRF) Server 145,
home subscriber server 147, and Mobihity Management Entity (MME) 151, Wieless
nepwork 149 covers a geographical area which s divided into cell areas with each cell

area being served by a respective base station (e.g., including base stavons 121a-¢), and
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each base station communicates over an air interface through radio communication
channels with wireless terminals within the cell area of the base station.

Conventional outdoor base statons 121a-c, however, mav not provide adequate
service for wireless terminal 105 within a customer premises 107 {e.g., 1 a house, an
office, or other hslding/structure), and a customer prenuses base station 101 may
provide tmproved service for wireless terminal 105 when operating within customer
premises 107, Customer premises base station 101 communicates with wireless
terminal 103 using the same air interface and the same radio communication channel(s)
used by base stations 121a-c operated directly by wireless network 143, Accordingly,
customer premises base station 101 may provide service for wireless termunal 105 when
the wireless terminal {05 is i/near the customer premises 107, and base stattons 121a-c
may provide service for wireless terminal 105 when the wireless terminal s outside
and/or away from customer premises 107, Operation of customer premises base station
101 may be transparent with respect wireless terminal 103 so that wireless termuinal 1035
may use conventional techniques to select a conventional base station 121a-c and/or
wireless terminal 103 for commaunications. Stated in other words, customer premises
base station 101 and wireless network base stations {21a-c may operate according to a
same Radio Access Technology or RAT,

A coupling between customer premises base station 101 and wireless network
149, however, may be different than couplings between base stations 121a-¢ and
wireless network 149 Base stations {2la-c, for example, may be coupled directly 10
wireless network {49 andior elements thereof, but customer premises base station 101
may be coupled indirectly to wireless communication network 149 through customer
premises router 103 and/or broadband network 135, More particolarly, broadband
network 135 may include broadband remote access server 131 that s configured to
provide communications path 161 between customer premises router 103 and security
gatewsy 141 of wireless network 149 For example, broadband remote access server
131 may be configured to provide communication path 161 as an Internet Protocol
Security {IPsec) tunnel in accordance with an Internet Key Exchange IKE protocol such
as IKEVZ between customer premises router 103 and security gateway 141, Although
such an Psec tunnel may be effectively between costomer prentises base station 101 (a

fust IKEV2 peer device) and secarity gateway 141 (a second IKEVI peer device) with



WO 2012/150512 PCT/IB2012/051439

20

P
LA

13-

the IPsec tonnel being NATed (Network Address Translated) through customer
premises ronter 103, the Psec tunmel (or portions thereot) may be referred to as being
between custoraer premises vouter 103 and security gateway 141 Stated in other
words, conwnupication path 161 may be provided as a portion of an {Psec tunnel
between customer premises router 103 and security pateway 141

Accordingly, a secure communications path may be provided between customer
premises base station 101 and wireless network 149, In addition, broadband network
133 may include Broadband Policy Chargimg Function (BPCT) server 133 that is
configared to provision avaitable broadband network resources.  Accordingly, BPCF
server 133 may provision available broadband network resources to customer prenyses
base station 101, and more parvcolarly, BPCF server 133 may proviston available
broadband network resources to customer premises base station 101 tesponsive to
requests/communications from PORF server 145 of wireless network 149,

Wireless network 149 may thus communicate with andior control operation of
customer premises base station 101 using the link through communication path 101 and
customer premises roater 103, Daring active communication (e.g., during a
radiotelephone conversation, an Internet browsing session, etc.) with wireless terminal
105 operating in customer premises 107, communications may be transmitted over
communications path 161, for example, using packet data network gateway 143,
mobility management entity {51, ete. to support communication with other devices
fe.g., servers, witeless terminals, radiotelephones, wired telephones. ete) through
wireless  communication network 149, other wireless communication networks,
conventional wired telephone networks. the Internet, etc.  In addition, mobihity
management entity 15! mav use the link through communication path 161 and
customer premises router 103 1o control hand-offs of service for wireless terminal 103
between customer prentises base station 101 and wirgless network base stations 121a-c,
o voute hncoming calls for wireless terminal 105, ete. so thar operation of customer
premises base station 101 may be transparent with respect to wireless terminal 1038,

For purposes of further discussion, customer premises base station 101 may
tnclude neswork interface 207, processor 205, memory 209 and wireless transceiver
203 as shown in Figure 2. Network interface 207 may be configured o provide a

communication pterface with castomer premises router 103 (and/or with apother
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network element or elements), wireless transcetver 203 may be configured to provide
communication with wireless terminal 105 over an air imerface osing g radio
communication channel(s} according 1o a Radio Access Technology or RAT used by
wireless network base stations, and processor 205 may be configared to control
operations of network interface 207 and wureless ransceiver 203 respousive to program
mstructions andfor information maintained i memory 209, Security gateway 141 may
mclude network interface 303, processor 303, and memory 307 More particularly,
network mterface 303 may be configured to provide communication interfaces with
broadband network {35 and with packet data network gateway 143, and processor 303
may be configured to control operations of network interface 303 responsive fo
program instructions andfor information maintained in memory 307

Commuications between and operations of customer premises base station 101
and security gateway 141 are discussed herein by way of example according to some
embadiments. Customer prennses base station 101 and security gateway 141, however,
are discussed berein as examples of two different peer devices that are coupled through
a commupications path.  Accordingly, peer devices and couplings/commaunications
therebetween and operations thereof may be implemented using other devices
according to other embodiments.

According to some embodiments of the present invention, a peer device (e.2.,
customer premises base station 104) operating behind or communicating through a
NAT device {e.g.. customer premises router {03) may be able to discover a public
reachability address (e.g, IPvd address and UDP source port) used to direct
communications through a broadband network and through the NAT device to the peer
device. The peer device (e g.. customer premises base station 101) may then provide its
public reachability address o an element or elements of other networks {e.g., 0 an
element or elements of wireless network 149 and/or broadband network 135). The
public reachabihty address may then be used, for example. to provision broadband
network resources to the peer device. Operations of customer premises base station
HO1 and security gateway 141 (as examples of peer devices) will now be discussed
greater detail with respect to the flow charts of Flgures 44, 4B, 5A. and 38.

According w some embadiments, operations of customer premises base station

FOL and security gateway 141 may be provided as shown in Frgures 4A and SA, with
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operations of customer premises base stanon shown in Figure 4A and with operations
of security gateway 141 shown in Figure 3A At block 401 of Frgure 4A and at block
SO1 of Figure SA, costomer pramises base staton 107 and security gateway 141 may
establish communications path 161 through broadband network 135 with customer
prenvses router 103 being coupled between customer premises base swtion 101 and
communications path 161, More particularly, communication path 161 may be an
Internet Protocol Security (IPse¢) wnnel between customer premises router 103 and
security gateway {41 in accordance with an Internet Key Exchange (IKIE) protocol
(e.g. IKEV2). Although such an IPsec el may be effectively between customer
premises base station 101 (a hrst IKEV2 peer device) and security gateway 141 {a
second IKEV2 peer device) with the IPsec tunnel being NATed (Network Address
Transtated) through customer premises router 103, the [Psec tunnel {or portions
thereof) may be referred to as being between customer prenuses router 103 and security
gateway 141, Stated i other words, communication path 161 may be provided as a
pottion of an [Psec tunnel hetween customer premises router 103 and security gateway
141

At block 303 of Figure SA, security gateway 141 may tansmiit a first
comnwnicaton through commanication path 161 and customer premises roater 103 o
customer premises base smtion 101, The first communication may be addressed to
customer premises base station 101 using a public reachability address for customer
prenuses base station 101 iucluding an luternet Protocol {IP) address {e.g., an IPvd
address) of customer premises router 103 and a UDP source port number of router 103
associated with base stavion 101, In addition, a pavload of the first commmunication may
meclude a digest of the public reachability address that is generated using a hash
function.  Stated 1 other words, an address header portion of the first communication
mav include the public reachability address, and a payload of the first communication
may include the digest of the poblic reachability address,

As set forth in RFC 43006, for example, a pavioad of the first communication
may include AT DETECTION SOURCE P and
AT_DETECTION_DESTINATION _IP information in an IKE-SA-INIT packet. The
AT DETECTION SOURCE 1P may include a Security Hash Algorithm SHA- digest

{hashy of security parameters index (SP) for security gateway 141 including the public
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reachability address of secarity gateway 141, and the
AT DETECTION DESTINATION IP mayv include a Security Hash Algorithm SHA-
bodigest (hash) of security parameters index (SP1 for base statdon 101 including the
public reachability address of base station 101 {e.g., including the [P address of router
103 and the UDP source port number of ronter 103 associated with base statton 101).
Stated more generally, an address header of the first conmunication may include the
public reachability address of base station 101, and a derivation of the puoblic
reachability address (e.g., a digest of the public reachability address computed using a
hash function) may be included in a payload of the first communication.

The first commuaication may be transontted by security gateway 141 over
communication path 161 throogh broadband network 135 to router 103 which may
retransmit the first communication to base staton 101, Router 103, however, may act
as a Network Address Translation (NAT) device, converting the public reachability
address 10 a private address of base stattion 101 used to distinguish different customer
premises devices coupled to router 103 at customer premises 107, More particularly,
the private address may be provided to base station 101 by router 103, and router 103
may provide different private addresses to each customer premises device coupled
thereto.  When the first commumication s transmytted from rooter 103, the pubhc
reachability address may no longer be included in an address field. The derivation
(¢, digest) of the public reachability address, however, may be mamtained in the
pavioad of the first communication that is transmitted from router 103 to base station
P01

The first communication including the derivaton (e.g., digest) of the public
reachability address mav thus be received at base station 101 through network interface
207 at block 403 of Figure 4A. At blocks 405 and 407 of Figure 4A | processor 205 of
base station [01 may compare the pubhic reachabibity address (used by security gateway
141 for the first compiunication) and an address or addresses of base station 181 from
memory 209, More particularly, processor 205 of base station 101 may generate a
derivaton (e.g., digesty of its address {or addresses)y from memory 209, and the
derivation{s} of its address (or addresses) may be compared with the dexivation {e.g.,
digesty of the public reachability address that was included in the pavlead of the fiest

comaunication {eg., the digest from the AT DETECTION_DESTINATION p



WO 2012/150512 PCT/IB2012/051439

16

fan
19

30

information) generated by security gateway 141, I processor 208 of base station 101
determines that there 13 a maich between derfvations of addresses at block 407 of
Figare 4A, no address vanstation has occwrred between security gateway 141 and
router 103 and further operations of Figures 4A and SA may be omitted (as mdicated
by the "No” outputs from blocks 407 and 505 of Figures 4A and 5A).

If processor 205 of base station 101 determines that there is no match between
derivations at block 407 of Figure 4A, processor 205 may determine that address
translation has occurred and that router 103 ts thus present between base station 101
and security gateway 141 Responsive to such a determunation, processor 205 of base
station 101 may generate a vequest [or the public reachability address, and processor
205 may transmit the request through network interface 207, through router 103, and
through comynunication path 161 to security gateway 141 at block 409 of Figwe 4A
For example. the request may be transmitted as a communication nchuding a
“Configure Request” indication in a Configuration Payload (CP) portion of the
communication.

The request for the pablic reachability address may thas be received through
network interface 303 of security gateway 141 at blocks 5035 and 307 of Figure 5.
Responsive 1o receiving the request, processor 305 of secunity gareway 141 may
generate a response conunumication wherem a payload of the response communication
mwcludes the public reachability address osed by security gateway 141 0 transinit the
compmuication to base station 101, and the response commanication nwy be
ransmitted  through network  interface 302 of secunity  gateway 141, through
communication path 161, and through router 103 to base station 101 at block 309 of
Figure 5A. For example, the response cowmmmunication may include the public
reachability address i a “Configure-Reply”™ message of a Configuration Payload (CP)
portion of the response communication. Accordingly, processor 305 may include the
public reachability address in both an address header porton of the response
communication and in a payioad portion of the response communication so that the
public reachability address may be received at base station 101 even though address
translation oceurs at router 103,

The response communication including the public reachability address may then

be recerved through network mterface 207 of base station 101 at block 411 of Figure
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4A. Because the public reachabifity address i3 included in a payload portion of the
response conumunication, processor 205 of base stattion 101 may receive the public
reachability address even though address translation occurred at vouter 103, and
processor 205 may store the public reachability address m miemory 209 for future use.
At block 415 of Figwwe 44, for example, processor 205 may ransmit a conpnunication
mcluding the public reachability address for base station {01 through netwaork interface
207, router 103, communication path 161, and security gateway 141 to other elements
of wireless network 149 The communication inclading the public reachability address
for base station 101 may be received through network mrterface 303 of security gateway
41 at block 519 of Figare 5, and processor 305 may retransnut the communication
through network interface 303 to another element or elements of wireless network 149
such as mobility management entity 151 andfor PCRE server 145, At block 521 of
Figare 5SA, for example. the communication including the public reachability address
for base statton 101 may be used by wobility management entity 131 andior PCRE
server 145 to identify a coupling of communication path 161 through broadband
network 135 between base station 10} and security gateway 141 and o provision
avatlable broadband network resources to customer premises base stattion 101 by
transmitting instractions/information to BPCE server 133 of broadband network 135
As discussed above with respect to Figures 4A and SA, by way of example, a
first peer device (e.g., base station 101) may detect that it is operating behind a NAT
device {e.g., router 103) by comparing a derivation (e.g., digest) of its own address

{e.g., a private address if the first peer device is operating behind a NAT device such as

]
router 103) with a derivation (e.g.. digest} of the public reachability address provided as
a pavioad element in a communication from a second peer device (e.p.. security
gateway 141} Upon detecting that 1t is operating belund a NAT device, the first peer
device may transmit a request for its public reachabibity address, and the second peer
device may respond with a comnunication mcloading the publhic reachability address as
a pavload element of the response. The first peer device may thus save its public
reachability address in memory for future use, tor example, to facilunate subseguent
provisioning of network resources.

According to other embodiments, providing a public reachability address may

be nttated by events/operations other than those shown i Figures 4A and SA. By way
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of example, security gateway 141 may iniuate providing a public reachability address
to base station 101 responsive to detecting a change of a public reachability address for
base station 101 as discussed in greater detatl below with respect o Figares 48 and 5B

At block 4017 of Figure 48 and at block 5017 of Figure 5B, customer premises
base station 101 and security gateway 141 may establish copvmunications path 161
through broadband network 1335 with costomer premises router 103 being coupled
between customer premises base station 101 and comununications path 161, More
particelarly, communication path 161 may be an Internet Protocol Security (IPsec)
tennel between customer premises router 103 and security gateway 141 in accordance
with an Internet Key Exchange (IKE) protocol (e.g, IKEv2) as discussed above with
respect 1o Figoures 4A and 5SA. Although such an [Psec tannel may be effectively
between customer premises base station 101 (8 fist IKEV2 peer device) and security
gateway {41 (a second IKEvZ peer device) with the IPsec tunnel being NATed
{Network Address Translated) through customer premises router 103, the [Psec tunnel
{or portions thereof) may be referred to as being between customer premises router 103
and security gateway 141, Stated tn other words. commupication path 161 may be
provided as a portion of an IPsec tunnel between customer premises router 103 and
security gateway 141,

Processor 305 of security gateway 141 may generate a communication wherein
a pavload of the communication includes a first public reachability address used by
security gateway {41 to transmit the comammicaton to base staton 101, The
communication may be transmitted through network interface 303 of security gateway
141, through communication path 161, and through router 103 to base staton 101 at
block 509" of Figure 3B, and the communication including the first public reachability
address may be received throagh network interface 207 of base stanon 101 at block
4117 of Figare 4B. By way of example, operations of blocks 4017 and 4117 of Figure
4B may be performed as discussed above with respect to blocks 401 o 411 of Figure
4A, and operations of blocks 3017 and 509 of Figure 5B may be performed as
discussed above with respect to blocks 501 to 509 of Figure SA. Stated m other words,
the communication including the first public reachability address may be minated
responsive to processor 203 of base station 101 detecting the presence of a NAT device

{e.g.. router 103} and requesting the public reachabsluy address.
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Communications between security gateway 141 and base siation 101 may
proceed using the first public reachability address untit a public reachability address for
base station 101 changes at block 311 of Figure SB. A public reachability address for
base station 101 may change, for example, if an 1P address of router 103 changes
arel/or if a LUDP sowee port of router 103 that i assigned to base station 101 changes.
Such a change may occur when a previous session between customer premises base
station 101 and security gateway 141 is lost/terminated and a new session is imitiated.
A previous session may be lost, for example, due to the previous session thming out
te g due to mactivity), due to power loss (e.g., at base stavon 101, router 103, securnity
gateway 141, etc ), andfor due to other loss of service.

Responsive to processor 305 of security gateway 141 detecting a change to a
second public reachability address used to ransmit commantcations to base station 101
at block 313 of Figure 3B, processor 303 of security pateway 141 may generate a
second conmmmication whevein a pavload of the second conmmumication mcludes the
second public reachability address used by security gateway 141 to wansmit the
communication to hase station 101, The second commumication may be transmitted
through network interface 303 of security yateway 141, through comwmunication path
161, and through router 103 o base station 101 at block 517 of Figure 5B, and the
communication including the second public reachability address may be received
through network interface 207 of base station 101 at block 417 of Figure 4B, The
second communication may include an IKE INFORMATIONAL packet m accordance
with the IKEv2 protocol including a configuration payload (CP) type “Configure-Set,”
and the CP atirtbute AT-Extemal-NAT-{nfo may be ncluded with the second public
reachability address of base station 101, for example, including an [P (e.g, 1Pvd)
address of router 103, a protocol type (e.g.. UDP), and a source port of router 103
associated with base station 101,

Processor 205 of base station {01 may generate an Acknowledge message
responsive to receiving the second communication incleding the second public
reachability address, and processor 205 may transmnt the Ackvowledge message
through network interface 207, router 103, and communication path 161 o security
pateway 141 at block 419 of Figure 4B, According to some embodiments, the

Acknowledge message may be provided as an IKE Informational message with a
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configiration pavioad (CP) type “CONFIG-ACK™ without any other CP attributes. In
this case, base station 101 may acknowledge receiving the communication including
the second public reachability address while rejecting the update. Processor 205 may
then transmit @ request for the second public reachability address, for example, usmg
operations discussed above with respect 1o blocks 409 and 411 of Figure 4A and blocks
307 and 309 of Figure 5A. or processor 205 may take no further action regarding the
change in public reachability address with knowledge/misk that its public reachablity
may be disrupted.

According o some other embodiments, the Acknowledge message may be
provided as an IKE Informational message with a configuration payload (CP) type
“CONFIG-ACK” and including a CP atribute “AT-NAT-External-info” with the same
second public reachability address as received from security gateway 141, In this case,
base sration 101 may acknowledge accepting the second public reachability address
transmitted from security gateway 141 The CP amribute “AT-NAT-Externalanto”
may have a type value from values that are reserved for the Internet Numbering Agency
TANA (from range: 16-16383), and this CP attribute may include: a NAT public [Pv4
address (e.g., an [P address for router 103). a NAT protocol type (e.g., UDPY, and a
NAT sowrce port address {e.g., a souwrce port of router 103 associated with base station
HO1)

Efther ackpowledge message may be received at security gateway 1471 through
network interface 303 at block 518 of Figure §8. and communications may proceed
accordingly.  Provided that the processor 205 of base station 101 accepts the second
public reachalnlity address (immediately andfor using an additional request/response),
base station 101 may transmit the second public reachability address through security
gateway 141 to mobility management entity 131 at block 415 of Figure 4B, Mobality
management entity 151 may receive the second public reachability address at block 519
of Figure 5B, and mobility management entity may use the second public reachabihity
address to tdentify a coupling of communivation path 161 through broadband network
135 at block 521 of Figure 5B, Operations of blocks 415, 519, and 521 of Figures 48
and SB may be the same as those discussed above with respect (o the same numbered

blocks of Fizures 4A and 48,
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When a peer device (e.g., base station }01) requests s public reachability
address using an [ETF based implementation, & new [ETF CP ateribute muay have the
name “AT-External-NAT-INFO " and this atribute may use a type value from values
that are reserved for IANA (the Internet Numbering Agency) [from range: 16-163831
Moreover, this atiributed ray inclade a NAT pablic IPv4 address of the NAT device
{c.2.. router 103}, NAT protocol type of the NAT device (eg., UDP), and NAT source
port of NAT device (e g, UDP source port of router 103 associated with base station
{o1).

When a peer device (e.g., security gateway 141) sends an update of a pubhc
reachability address using an IETF based implementation, the peer device may send an
IKE Informational packet following existing IKE protocol procedures, and the IKE
Informational packet may include a CP type set to “CONFIG-SET together with the
IETE CP attribute “AT-External-NAT-INFO." Content of the atribute may include the
apdated public reachability address inchsding the new IP {(e.g.. 1Pv4) address andior
NAT UDP source port of the NAT device (e.g., routar 103).

When a peer device {eg.. base station 101) requests s public reachability
address using a vendor specific implementation, a new SDO or Standards Development
Organization mav be provided (e.g., for 3GPP, 3GPP2, etc) wuith a specific
Configuration Payload ((P) atribute, for example, having the name AT-External-
NAT-INFO. This attribute may vse a type value from the values that are reserved for
private use but unique within the specific SDO [Private Use range: 1634-32767], and
the attribute may include a NAT public [Pv4 address of the NAT device (e.g., router
103), NAY protweol type of the NAT device (e.g.. UDP), and NAT source port of NAT
device {e.g.. UDP source port of router 103 associated with base station 101). To
provide that the peer devices (eg., security gateway 141 and base station 101)
understand that the new atiribute 1s defined withm the specific SDO domain, the IKE
pavicad Vendor Identification (ID) should be mcluded with a value set to the specific
SDOTD, e 3GPP. 3GPP2, etc.

When a peer device {e g, securisy gateway 141) sends an update of a public
reachability address using a vendor specific sclution, the peer device may send an IKE
Informarional packet as discussed above using vendor specific rufes such that a 1ype

value from the values that are resesved for private use but umque within the specific
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SDO [Private Use range: 1034-32767] &5 used, and such that the IKE paylead Veador
fdentification (1D} should be included with a value set to the specific SDO D, eg.,
3GPP, 3GPP2. ete. In addition, because the CP wype “"CFG_SET™ use is currently not
defined in [ETF standards, a CP type that ts vendor specific could be used to achieve
the same fonctionality. Moreover, IKE peer devices should mclade the Vendor 1D
pavioad in the IKE Informational exchange with the vendor specific ID included in a
VID (Vendor DY field.

According o some embodiments, a NAT pablic reachability address way be
requested using an IKE Configuration Pavioad (CP) during an IKE-AUTH Exchange.
An IKE peer device {e.g, base station 101) may request us NAT public reachability
address from another TKE peer device (e.g., security gateway 141) using a new IKE
Configaration Pavload atribute as discussed in greater detail below.

After the IKEV2 initiator client'host peer (e.g.. base station 101) discovers that it
is behmnd a NAT device (e.g, router 103) after exchanging IKE-SA-INIT with
AT DETECTION SOURCE 1P and AT _DETECTION DESTINATION P Notfy
pavloads, the IKE¢2 initiator peer (e.g.. base station 101) may use the foltowing
procedure to discover its NAT public reachability address. First, the IKEvZ initiator
peer (e, hase statton 101) will mclade the AT-External-NAT-Info auribute in
addition 1o other configuration attributes (e.g . Internal-1P4-Address) with the CP type
set to “Configure-Request” inside the IKE-AUTH request. Next, the IKEYZ mitiator
peer (e.g., base station 101) will set the values of the AT-External-NAT-Info fields 1o
all zeros to mdicate a request for its NAT public reachability address. After the IKEv2
responder peer (e.g.. secunity gateway {41) validates the IKE-AUTH request, IKEV2
responder peer (e.g., security gateway 141} in the IKE-AUTH response by including
the CP with type “Configure-Reply™ and incheding the AT -External-NAT-Info i
addition to other CP attributes andfor HKEV2 functionality. The IKEvV2 responder peer
{securtty gateway 141) sets the valoes of the AT-External-NAT-Info to the following
values: NAT Protoco! Type = protocol type of the NATed IKE-SA-INIT request packet
(UDPY, NAT UDP Sowce Port = Scurce port of the packet of the IKE-SA-INIT
request; and NAT IPvd Address = Sowrce [Pvd address of the IKE-SA-INIT request
packet recetved from the IKEV2 mitiator.  After the IKEV2 wntuator peer (e, base

station 101) receives and vahidates the IKE-AUTH response. it extracts the NAT [Pvd



WO 2012/150512 PCT/IB2012/051439

20

30

address and source port from the AT-External-NAT-Info and communicates these
values to gnother network element (e g, mobility management entity 151 andéor PCRF
server 145} using other means between the host and the other petwork element.

According to some embodiments, a NAT public reachability address may be
requested asing an CE CP doring an IKE-Informational Exchange. This embodiment
15 stmifar o embodiments discussed above using an IKE CP dunng an IKE-AUTH
exchange except that: the IKE peers (e.g., base station 101 and secunty gateway 141)
use IKE CP(CFG REQUEST/CFG REPLY ) and CP auribute AT-External-NAT-Info
dunng an IKE-Information exchange; and etther IKE peer (e.g., base station 101 or
security gateway 141} can mitiate this IKE-Information exchange for a NAT Public
Reachability Request. With an IKE-ATH exchange discussed above, the initiating IKE
Peer {e.g , base station 101) may only use the IKE-AUTH exchange after it detects that
it 15 behind a NAT device (e.g.. router 103} after the [KE-SA-INIT exchange as
described 1 IKEV2 protocol.

According 10 some embodiments, 8 NAT public reachability address may be
updated using an IKE configuration pavioad {CP) with wpe “CFG_SET". In the
following discussion, the updating IKE peer {e.y.. security gateway 141} that provides
the update may initiate updating the NAT public reachability address, and the updated
IKE peer {e.g.. base station 101) may be the device for which the NAT public
reachability address s being updated.  After the IKEv2 peers (e.g, security gateway
t41 and base station 101) have execute a NAT public reachability address request
procedure ds described above, the updating IKE peer (e.g.. security gateway 141) may
detect a change of the NAT public reachability address for updated IKE peer (e.g., base
station 101). For example, the updating peer device {e.g.. security gateway 141) may
detect that the NAT pablic reachabihty IPvd address andior the NAT UDP source pont
wimber for the apdated peer device (e.g.. base station 101) have changed. The
apdating IKE peer (e g, secunty gateway H41) may proceed with updating as discussed
below,

The updating IKEV2 peer {e g, secunty gateway 141} may send an imtal 1IKE-

Informational packer with the IKE Configuration Pavioad tvpe set to "CFG_SET” and
including the CP attribute AT-External-NAT-Info with the new NAT public

achability address for the updated IKE peer (e g base statron 101). After the updated
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[KEV2 peer (e.g.. base station 101} ) recetves and validates the inttial [KE-Informational

packet, the updated [KE peer (e g, base station 101) responds by sending a response

IKE-Informational packer  The respowse IKE-Informational packet may comply with
current IKEVZ procedures, and the response IKE-Information packet may include the
CP with type set to “CRG_ACK” and the CP attribute “AT-External-NAT-Info” with
the NAT public reachability address values that are the same as those recetved in the
initial IKE-Informational packet to indicate acceptance of the new updated NAT public
reachability address.  In an altemative, the response IKE-Information packet may
include the CP type “CFG-ACK™ and the CP atnbute “"AT-External-NAT-Info” with
all fields set to ZERO to mdicate that the updated peer {e.g., base station 101) 18 not
accepung the new NAT public reachability address of the IKE Informational exchange.
The updated IKE peer (e.¢., base station 101) may then mitiate the NAT Public
Reachability Request procedure as discussed above. [f the updated IKE peer (e.g.. base
station 101} accepts the updated NAT pubhic reachability address, the updated IKE peer
may update any network elements that are sracking its NAT public reachability with the
new NAT public reachability address.

A format of an AT-External-NAT-lafo CP atribute is illustrated in Figure 6 by
way of example according to some embodiments. As showa, a first row may wclude
one reserved bit R, 7 bits for an ideatification of the afiribute (Atr. AT-EXT-NAT-
Info). and 8 bits identifying a length of the atrribute. The second row may include an 8
bit field to wdentify the protocol type (e.g.. UDP) and another 8 bit field to denufy the
source port number.  The third row may include a 16 bt field to idenuty the IPvd
address of the NAT device {(e.g , router 1113},

Additional embodiments that allow an IKEv2 peer device (e.g., base station
101 to discover its NAY public reachability address {e.g.. the public IPv4 address of
router/NAT device 103 and the UDP source port number of router/NAT device 103
assocrated with base station 101 are discassed below,

According to first examples of embodiments, an IKEV2 initiator peer device
{e.g., base statton 101) may receive an IETF IKE configuration payload attribute with a
tvpe valae from a range reserved to IANA [16-16383] o this embodiment, the IKEV2
initiator peer device {e.g., base station 101} is behind a NAT device (e.g.. router 103}

and coupled to another IKEV2 peer (e.g. Security Gateway 141 that 15 not behind a
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NAT device and with a public 1P addressy over IKEVZ iPsec tumel. The IKEv2
mitiator peer device {e.g. . base station 101} may use a CP anrbute AT-External-NAT-
Info with a type value sefected from one veserved for JANA {16-16383]. In dhis case,
the [KEV2 initiator peer (e.g., base station 101) may be able to communicate and use
this functionahity with any other IKEV2 peer (e, Security Gateway 141) that is
compliant with IETF IKE standard.  After the I[KEv2 inttiator peer (e.g.. base station
101} detects that it is behind a NAT device (e.g., router 103) using the IKEv2Z NAT
detection mechanism, the IKEV2 initiator peer {(e.g., base station 101} may inclade the
AT-External-NAT-Info CP auribute in a CP type “"CFG _REQUEST” with the protocol
field, port field and the NAT 1P address field all set to zevos. When the IKEV2 imtiator
peer (e.g., base station 101) receives the IKE-AUTH response from the responder
IKEW2 peer {e.g,. security gateway l41) with the CP tvpe “CFG-REPLY”, IKEV2
witiator peer (base station 101) may validate the IKE-AUTH response and check
whether the CP includes the AT-External-NAT-Info. Then, the IKEv2 imitiator peer
{e.u.. base station 101) may extract and save the NAT public reachability address. The
IKEV2 tnitiator peer (e g, base station 101} may use the same NAT public reachability
address for IKEvZ, ESP (Encapsulating Security Payload) protocol, and‘or AH
{Authentication Header) protocol watfic if applicable. The IKEv2 imniator peer (e.g.,
base station 101) may communicate its NAT public reachability address to another
network element or elements. For example, customer promises base station 101 (e, a
Home eNodeB} may commumnicate its NAT public reachability address w mobility
management entity {(MME)Y 151 to be communicated to the PCRF server 145 andfor
server BPCEF 133

According to second examples of embodiments, an IKEvV2 intfiator peer (2.g.,
base station 101) may obtamm us NAT public reachability address using a vendor
specific IKE Configuration Payvioad (CP) amnbute with a type value from the private

Differences in these second examples of embodiments relative

range [16384-32767]
to the first examples of embodiments are discussed as follows. The type of the AT-
External-NAT-Info is used from the range that s reserved for private use [10384-
32767) Moreover. the reserved type {e.g. [16384-32767]) may be specific to the
Vendor (Standard Development Organization) that 1s making the reservation and u

should be unigue within the scope of this organization; e.g.. 3GPP, 3GPP2, ete. In

o
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addition, when the IKEV2 initiasor peer (2.g., base station 101) uses the private use AT-
External-NAT-Info atribute, the IKEVY inittator peer should include the TKEV2 Vendor
ID payload with the payload vahse set to the reserved value for the SDO dhat made the
reservation of the AT-External-NAT-Info type; {e.g.. 3GPP, 3GPP2, ew). The IKEVZ
Vendor ID s used to indicate to the IKEV2 responder that this CP attribate type valoe
belongs to the SDO and that its 1D is included in the Vendor ID pavload. {f the IKEv2
responder peer {e.g, security gateway 141) supports the definition of the AT-External-
NAT-Info and the logic as per the specification of the organization whose 1D s
communicated inside the Vendor D payload, the IKEv2 responder peer may process
the IKE-AUTH and the CP per the SDO standardization and embodiments discussed
herein and may communicate back the NAT public reachability address in a AT-
External-NAT-Info. In this case, the IKEW2 responder peer (e.q., secatity gateway 141)
may include the IKE Vendor 1D with the same ID as the one received in the IKE-
AUTH Request.

According to third examples of embodiments, an IKEV2Z mitiator peer (e.g., base
station 101) may obtain its NAT public reachability address ustng ap IETE IKE Nouty
Payload with a type value from the range reserved to IANA [16386 - 40939]
Differences i these third examples of embodiments relative w0 the fust examples of
embodiments are discussed as follows. A sew [ETF IKE Notify Payload [AT-NAT-
Reachability-Info] mav be used by the IKEvV2 responder peer {c.u., security gatoway
t41) to communicate the NAT public reachability address, and this Noufy payload type
may be selected from those reserved for JANA {16396 ~ 409591 This Notify Payload
should be included in an IKE-AUTH response with proper values as discussed above
with respect to first examples of embodiments. This Notify Payioad can be sent by the
IKEV2 vesponder peer (eg., security gateway 141) without receving the same Notify
pavicad trom the IKEv2 initiator peer (e.g.. base station 1047 with all values of the
fields in the Notty Payload set zeros in the IKE-AUTH reqguest.

According o fourth examples of embodiments, an HKEVZ inttiator peer (eg..
base station 101} may obtain its NAT public reachability address using a vendor
specific IKE Notufy Pavioad with a type value selected from the range reserved tw
TANA {40960 - 633351 Differences in these fourth examples of embodiments relative

to the third examples of embodiments are discussed as follows. A pew vendor specific
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HKCE Notwty Payload may be used by the IKEVZ responder peer (e.g., security gateway
P41 to communicate the NAT public reachability address, and this Noufy pavioad type
may be selected from those reserved for JANA [40900 - 63533]  In addition, the
specific veador reserved {0 should be included m the Vendor 1D payload.

According to fifth examples of embodiments, an IKEv2 peer {e.g, securty
gateway 141) may update its corresponding IKEv2 peer {(¢.g.. base station 101) vsing
an IKE Informational packet request with CP type “CFG_SET” and IETF complian:
AT-EXTERNAL-NAT-Into CP attribute with the attribute type value selected from the
range reserved to [ANA [16-16383]  In the fifth examples of embodiments, the
apdating IKEVZ peer (e.g. secuniy gateway I41) mitiates the IKEv2 NAT Public
Reachability Update procedure and also provides the updated public reachability
address for the updated IKEVZ peer (e.g, base station {01). After executing the NAT
Public Reachability Request procedure, the updating IKE peer {(e.g., security gateway
P41y may detect that the NAT public reachability address (e.g., the NAT public [Pv4
address or the NAT UDP source port number or both) for its IKE peer (e.g., base
statton 101) has been changed. The updating IKEV2 peer {e.g., security gateway 141)
sends an {KE-Informational packet {request) including the CP type “CFG_SET™ and
the IETF compliant CP atribute AT-EXTERNAL-NAT-INFO (with an attribute type
value from range reserved to TANA {16-10383]) with all values of all fields set to the
new NAT public reachability address of its [KE peer {e.g., base station 101) thiat was
detected.

o base station 101} receives and validates the

o

After the updated IKEV2 peer (2.
KE-Informational packet (request), it extracts the apdated NAT public reachabihty
address from the CP attribute “AT-EXTERNAL-NAT-INFO proceeds as follows.
The updated IKEVY peer {eg, base staton 101} may follow the current IKEVZ
procedure for sending an IKE [uformational packer (response). The response may
include the CP with type set to “CFG_ACK” and the CP attnbute “AT-External-NAT-
Info” with the NAT public reachability address values set as in the IKE-Informational
packet (request) to indicate acceptance of the new updated NAT poblic reachabitity
mformation.  In an allernative. the response may mclude the CP type “CFG_ACK.”
Moreover. the response may include the CP attribute “AT-External-NAT-Info” with ali

fields set 1o zevo, or the reaponse may not include the CP attribate AT-External-NAT-
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Info m the CP. or the response may omit the CP all together to indicate that the new
NAT public reachability address is not bemng sccepted as per this IKE Informational
exchanyge. The updated IKE peer {e.g.. base station 101) may then mmtate the NAT
Public Reachability Request procedure as per the first examples of embodinents. {f the
apdated IKE peer (e.g., base station 101} accepts the new updated NAT public
reachability address, the updated IKE peer (e, base station 101} may opdate any
network elements that are wracking its NAT public reachability with the new NAT
public reachability address.

According to sixth examples of embodiments, an updating IKEV2 peer (e.g,,
security gateway 141} may update a corresponding updated {KEv2 peer (e.g., base
statton 101 using an IKE Informational packet request with the CP type CFG_SET and
vendor specific AT-EXTERNALNAT-Ilnfo CP attribate, for example, using a type
value from the private range [16384-32767]. Differences in these sixth examples of
embadiments relative to the fifth examples of embodiments are discassed as follows.
The type of the AT-External-NAT-lufo will be selected from the range that is reserved
for private nse [16384-327671, and the reserved type will be specific to the Standard
Development Organization that is making the reservation and should be unigue with the
scope of this organization {e.g., 3GPP, 3GPP2, etc). When using the vendor specific
AT-External-NAT-Info atribute, the updating IKE2 peer (e.g., security gateway 141)
iwcludes the TKEv2 Vendor 1D payload with the payicad value set to the reserved value
for the SDO that made the reservation of the AT-External-NAT-Info (e.g., 3GPP,
3GPP2, ete.). The tKEv2 Vendor D is used o indicate o the IKEv2 peer that this CP
attribute type valse can be interpreted as per the SDO (whose 1D is included in the
Vendor 1D pavicad) specifications.  If the IKEv2 peer supports the definition of the
AT-External-NAT-Iofo  and  the logic as  per the specification  of  tus
vendorforganization whose D i provided i the Vendor 1D pavioad, the updated
IKEV2 peer (hase station 101) processes the IKE-Informauonal packet {request) and the
CP per the SDO standardization and embodiments discussed herein and responds with
an IKE-Informational packet (response ) inctuding the CP type set “"CFGACK™ and the
AT-External-NAT-Info. In dus case, the updated IKEv2 peer (e.g., base station 101)
should include the IKE Vendor 1D with the same 1D as the one received w the IKE-

Informational packet (request).
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KEv2 peer (2.9,

oy

According to seventh examples of embodiments, an mutiating
base station 101) may request an updaie from a responding IKEV2 peer (e.g., seourity
gateway 141} using an IKE Informational packet request with the CP wype CFG_SET
and vendor specific AT-EXTERNAL-NAT-Info CP attribute, for example, using a type
value from the private range [16384-32767]  An mmtiating IKEVD peer (e.g., base
station 101} may transnnit a request for its public reachability address using an IKE-
Informational packet (requesty with the CP type CFG REQUEST and IETF compliant
AT-EXTERNAL-NAT-Info CP auribute {e.g., with a type value from the range
reserved to TANA [16-16383})).  Sometime afier the mitiating IKE peer (e.g, base
station 101) detects that it 15 behind a NAT using current [KEv2 NAT detection
procedures according to TKE IETF standards, the initlating TKEv2 peer {e.g., base
station 101) may intiate an [KE-Informational exchange by sending an IKEv2-
Informational packet (request) with the CP type “CFG_REQUEST” and including the
ETE compliant AT-External-NAT-lnfo CP awvibute (tvpe valee from the range
reserved to IANA [16-16383]) with the tvpe protocol field, port field, and the NAT 1P
address fleld all set to zeros.  All zero values is used to indicate to the other
{responding) IKE peer (e, securigy gateway 141} that this 1s a request for a NAT
public reachability address.

The responding IKEv2 peer {e.g., securily gateway 141) receives and validates
IKE-Informational packet (request). Upon validating that the NAT public reachability
address flelds included 1 the CP atrnbute "AT-EXTERNAL-NAT-INFO™ are all zeros,
the responding IKE peer (e.g. security gateway 141) follows the corrent [KEvZ
procedures for sending an IKE {nformational packet (response), and it includes o the
IKE-Informational packet (response) the CP with type set to “CFG_REPLY™ and the
CP attribute “AT-ExtermalbNAT-Info” with the NAT public reachability address values
assiguned 1o the initiating IKE peer (e.g., base station {01) as per the outer header of
IKE packets and as discussed herein.

¢.. base station 101) receives the IKE-

ha

When the initiating IKEv2 peer (e
Informational packet (response) from the responding IKE peer {e.g., security gateway
t41) with the CP type “CFG-REPLY", 1t validates the IKE-tnformational packet
{response} and checks whether the CP includes the AT-External-NAT-Info. Then, the

titiating IKEV2 peer (eg.. base station 191} extracts and saves the NAT pubhc
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reachability address. The initiating IKEVZ peer {e.g., base station 101) may then use the
same NAT public reachability address for IKEV2, ESP, andfor AH waffic w the extent
apphicable.  The inttiatng TKE¢2 peer (e.g., base swtion 101} mav commanicare its
NAT public reachability address to any other network elements that may be wacking its
reachability for network initiated controVcormmaunication.

According to eighth examples of embodiments, an nitiating IKEV2 peer (e.g.,
base station 101) may request an update from a IKEv2 peer (e g, security gateway 141)
using an IKE Informational packet request with the CP type CFG _REQUEST and
vendor specific AT-EXTERNAL-NAT-Info CP attribngte (e.g.. type value from the
private range [16384-32767}). Differences in these eighth examples of embodiments
relative to the seventh examples of embodiments are discussed as follows. The type of
the AT-External-NAT-Info is used from the range that is reserved for private use
[16384-327671.  The reserved type may be specific to the Vendor (Standard
Development Organization) that is making the reservation and i should be amque
within the scope of this organization (e.g.. 3GPP, 3GPP2, etc ). When the initiating
IKEV2 peer (e.g, base station 101) uses the private use AT-External-NAT-Info
attribute, the minatng IKEV2 peer may include the IKEv2 Vendor 1D payvload with the
payload value set o the reserved value for the SDO that made the reservation of the
AT-External-NAT-Info tvpe (e, 3GPP. 3GPP2, ete). The IKEV2 Vendor 1D is used to
mdicate to the responding IKEV2 peer (e.g., security gateway 141} that this CP attribute
type value belonus to the SDO whose 1D is included in the Vendor [0 pavioad. If the
responding IKEV2 peer (e.g., security gateway 141) supports the definition of the AT-
External-NAT-Info and the logic as per the specification of the organization whose 1D
15 communicated in the Vendor 1D payload, the responding [KEV2 peer may process
the IKE~tnformational packet (request) and the CP per the SDO standardization and
entbodintents discussed herein and may commuuicate back the NAT public reachability
address i the AT-Exrernal-NAT-Info. i this case, the responding HKEv2 peer includes
the IKE Vendor ID with the same ID as the one received in the IKE-Informational
packet (request).

Embodunents discussed herein may provide flexibility to use IKEVZ signaling
between IKE peers when ane or both of the peers may be {ocated behind a NAT device

and when the IKE peers are coupled through an IPsec tanuel using the IKEVI protacol.
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A client such as a home eNodeB muay thus be able o discover s NAT public
reachability address and communicate its NAT pubhic reachability address to other
nerwork elements for later comymunications. For example, a network andior elements
thereof may be able to initiate communication andior send data to the clienvhost
without maintaining a hive connection with the chenthost. Moreover, a network and/or
clements thereof may be able to identify a fixed connection of the elient’host behind the
NAT device 1o enforce the proper Qo8 (Quality of Service). Embodiments discussed
herein may thus enable an IKEN2 peer to discover its NAT public reachability withowt
deploving or using a separate protocol (such as the IETF STUN protocol). In addition,
embodiments discussed berein may also allow an IKEVZ peer (after learning that a
corresponding IKEV2 peer NAT public reachability address has been updated) to
update a corresponding IKEv2 peer with its updated NAT public reachability address
ustng  an  IKE-Informational packer mcluding a CP with type set 1o
“CFG SETYCFG ACKY as discussed herein.

Inn the above-description of various embodiments of the present invention, it is
to be anderstood that the terminology used herein s for the purpose of describing
particular embodiments only and is not intended to be tuniting of the mvention. Unless
otherwise detined, all rerms (including technical and scientific terms) used herem have
the same meaning as commonly understood by one of ordinary skill in the art to which
this invention belongs. It will be further understood that terms, such as those defined in
commonly used dictionaries, should be interpreted as having a meaning that s
consistent with their meaning m the context of this specification and the relevant art
and will not be interpreted in an idealized or overly formal sense unless expressly so
defined herein,

When an element 15 referred to as being “connected”, "coupled”, "responsive”,
or variants thereof to another element, it can be directly comnected, coupled, or
responsive 1o the other element or intervening elements may be present. In contrast,
when an element is referred o as being “directly connected”, “directly coupled”.
“directly vesponsive”, or vartants thereof to another element, there are no intervemng
elements present.  Like numbers refer to like elements throughout.  Furthermore,
"coupled”. "connected”, "responsive”. or variants thereof as used heretn may include

16,0

wirelessly coupled, connected, or vesponsive. As used herein, the singular forms “a”,
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"an" and “the" are intended to include the plural forms as well, onless the context
clearly indicates otherwise.  Well-known functions or constructions may not be
deseribed 1 detai) for brevity and/or clarity. The rerm "andior” includes any and all
combinations of one or more of the associated listed ttems.

As used herein, the terms compnse”, "comprising”, "comprises”, "mmclade”,
“tncluding”, "includes”, "have", "has”, "having", or vanants thereef are open-ended,
and include one or more stated features, integers, elements, steps, components or
functions but does not preclude the presence or addition of one or more other features,
integers, clements. steps, components, functions or groups thereof.  Furthermore, as
used herem, the comman abbreviation Ye.g”. which derives from the Latm phrase
“exemph grava,” may be used o introduce or specity a general example or examples of
a previoasly mentioned ttem, and is not intended to be himiting of such item. The
commuon abbreviation "L.e.”, which derives from the Latm phrase "id est,” may be used
ta specify a particular item from a more general reciation.

Example embodiments are described herein with reference to block diagrams
and/ov Hlowchart iHastrations of computer-unplemented methods, apparatus (systemns
and/or devices) andior computer program products. It is understood that a block of the
block diagrams andi/or flowchart illustrations, and combmations of blocks i the block
diagrams andior flowchart illustrations, can be mplemented by computer program
wstructions that are performed by one or more computer circuits,  These computer
program instructions may be provided to a processor circuit of 3 general purpose
computer circuit, special purpose computer circnit, and/or other programmable data
processing cirauit to produce a machine, such that the mstractions, which execute via
the processor of the computer and/or other programmable data processing apparatus,
wansform and conwol transistors, values stored w memory locations, and other
hardware components within such circunitry o implement the functionsiacts specified in
the block diagrams and/or Howchart block or blocks, and thereby create means
{(functionality) and/or structure for implementing the functions/acts specified in the
block diagrams andéor Bowchart block(s).

These computer program instractions may also be stored in a tangible
computer-readable medivm that can divect a computer or other programmable data

processing apparatus to function in a particular manner, such that the instructions stored
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tn the computer-readable medivm produce an article of manufacture including
mstructions which implement the funciions/acts specified in the block diagrams andior
flowcehart block or blocks.

A tangible, non-wransitory computer-readable mediuim may  include an
electronic, maguetic, optical, electromagnetic, or semconductor data storage system,
apparatas, or device. More specific examples of the compurer-readable medivm would
mclade the following: a portable computer disketie, a random access memory (RAM)
circait, a read-only memory (ROM) cncuit, an erasable programmable read-ouly
memory (EPROM or Flash memory) civeuit, a portable compact disc read-only memory
{CD-ROM), and a portable digatal video dise read-only memory (DVD/BiueRay).

The comyputer program instructions may also be loaded onto a computer andfor
other programmable data processing apparatas 0 cause a sertes of operational steps to
be performed on the computer andior other programmable apparatus to produce a
computer-implemented  process such that the instructions which execute on the
computer or other programunable apparatus provide steps for mmplementing the
functionsfacts specified in the block diagrams and/or flowchart block or blocks.
Accordingly, embodiments of the present invention may be embodied fu hardware
and/or 1y software (inchuding firmware, resident software, micro-code, ete.} that runs on
a processor such as a digital signal processor, which may collectively be referred to as

won

“circuitry,” "a module” or vanants thereof.

[t should alse be noted that m some alternate mmplementations, the
functions/acts noted in the blocks mav occur out of the order noted in the floweharts.
For example, two blocks shown In saccession may in fact be executed substantiafly
concurrently or the blocks may sometimes be executed in the reverse order, depending
upon the functionalityacts involved. Moreover, the functionality of a given block of
the flowcharts and/or block diagrams may be separated tnto multiple blocks andior the
functionality of rwo or more blocks of the flowcharts and/or block dragrams may be at
least partially integrated.  Finally, other blocks may be added/inserted between the
blocks that are $Hustrated. Moveover, although some of the diagrams clade arrows on
communication paths to show a primary direction of commumnication, 1t i3 to be
understood that communication may occur in the opposite direction to the depicted

@ArEOWs,
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Many different embodimenss have been disclosed herein, m connection with the
above description and the drawings. Tt will be understood that it would be unduly
repetitious and obfuscating to Grerally deseribe and flustrate every combination and
subcombination of these embodiments.  Accordingly. the present specification,
mncluding the drawings. shall be construed to constitute a complete written description
of various example combinations and subcombinations of embodiments and of the
manner and process of making and using them, and shall support claims to any such
combination or subcombination.

Many variations and modifications can be made to the embodiments without
substantially departing from the principles of the present invention. All such vanations
and modifications are iatended 1o be included herein within the scope of the present

invenion.
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WHAT IS CLAIMED IS:

1. A method of obtaining addressing information, the method comprising:

establishing a communication path through a network between first and second
peer devices wherein a router is coupled between the first peer device and the
communication path through the network; and

receiving a first communication at the first peer device from the second peer
device through the communication path and the router, wherein a payload of the first
communication received at the first peer device from the second peer device includes a
public reachability address used by the second peer device to transmit the first
communication through the network and the router to the first peer device;
characterized in that the first peer device comprises a customer premises base station,
wherein the second peer device comprises a security gateway of a wireless
communication network, wherein the network comprises a broadband network, and
wherein the communication path comprises an Internet Protocol security tunnel
between the router and the security gateway through the broadband network;

and responsive to receiving the first communication including the public
reachability address, transmitting a second communication to the wireless
communication network wherein a payload of the second communication includes the

public reachability address received with the first communication.

2. The method according to Claim 1 wherein the public reachability address used
by the second peer device to transmit the first communication to the first peer device
includes an Internet Protocol, IP, address of the router and a source port number of the
router associated with the first peer device, and wherein the address of the first peer

device comprises a private address provided by the router to the first peer device.

3. The method according to Claim 1, the method further comprising:

before receiving the first communication, receiving a third communication at
the first peer device from the second peer device through the communication path and
the router, wherein the third communication is addressed by the second peer device

using the public reachability address;
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comparing at the first peer device the public reachability address used by the
second peer device for the third communication and an address of the first peer device;

and

responsive to determining that the public reachability address fails to match the
address of the first peer device, transmitting a request for the public reachability
address from the first peer device to the second peer device through the router and the
network, wherein the first communication is received at the first peer device after

transmitting the request.

4. The method according to Claim 3 wherein the third communication includes a
derivation of the public reachability address, and wherein comparing the public
reachability address with the address of the first peer device comprises comparing the
derivation of the public reachability address and a derivation of the address of the first

peer device.

5. A method according to Claim 4 wherein the derivation of the public reachability
address comprises a digest of a hash of the public reachability address, and wherein the
derivation of the address of the first peer device comprises a digest of a hash of the

address of the first peer device.

6. The method according to Claim 5 wherein the public reachability address
includes an Internet Protocol, IP, address of the router and a source port number of the
router associated with the first peer device, and wherein the address of the first peer

device comprises a private address provided by the router to the first peer device.

7. The method according to Claim 1 wherein the communication is received over
the Internet Protocol security tunnel in accordance with an Internet Key Exchange

protocol.
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8. The method according to Claim 1 wherein transmitting the second
communication comprises transmitting the second communication to a mobility

management entity of the wireless communication network.

9. The method according to Claim 8 further comprising:

using the public reachability address received at the mobility management entity
to identify a coupling of the Internet Protocol security tunnel through the broadband
network between the customer premises base station and the security gateway and to

provision available broadband network resources to the customer premises base station.

10. A first peer device configured to communicate with a second peer device
through a router and a network, the first peer device comprising:

a network interface configured to establish a communication path through the
network between the first and second peer devices with the router coupled between the
first peer device and the communication path through the network; and

a processor coupled to the network interface wherein the processor is
configured to receive a first communication from the second peer device through the
communication path, through the router, and through the network interface, wherein a
payload of the first communication includes a public reachability address used by the
second peer device to transmit the first communication through the network and the
router to the first peer device; characterized in that the first peer device comprises a
customer premises base station, wherein the second peer device comprises a security
gateway of a wireless communication network, wherein the network comprises a
broadband network, and wherein the communication path comprises an Internet
Protocol security tunnel between the router and the security gateway through the
broadband network;

the first peer device being configured to, responsive to receiving the first
communication including the public reachability address, transmitting a second
communication to the wireless communication network wherein a payload of the
second communication includes the public reachability address received with the first

commurtication.
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11.  The first peer device according to Claim 10 wherein the public reachability
address used by the second peer device to transmit the communication to the first peer
device includes an Internet Protocol address of the router and a source port number of
the router associated with the first peer device, and wherein the address of the first peer

device comprises a private address provided by the router to the first peer device.



