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CLAIMS 

1. A network regulator [18] connected to a plurality of client systems [12a-f] over a local 

network [14], wherein a router [19] provides a network service comprising assigning network 

addresses to the plurality of client systems [12a-f], the network regulator [18] comprising a 

hardware processor and a memory, the hardware processor is configured to: 

in response to receiving a set of security settings from a remote configuration server [52], 

configure the network regulator [18] according to the security settings, wherein configuring 

the network regulator [18] according to the security settings causes the network regulator [18] 

to protect the plurality of client systems [12a-f] against computer security threats; 

characterized in that 

in response to connecting to the router [19] over the local network [14], set up a tunnel 

connecting the network regulator [18] to the remote configuration server [52], wherein setting 

up the tunnel comprises configuring the network regulator [18] to redirect to the router [19] a 

communication received via the tunnel, the communication configured to cause a disruption 

of the network service; and 

in response to the disruption, take over the network service from the router [19]. 

2. The network regulator [18] of claim 1, wherein the disruption of the network service 

comprises incapacitating the router [19]. 

3. The network regulator [18] of claim 1, wherein the communication comprises a set of 

instructions which, when executed by the router [19], cause the disruption of the network 

service. 

4. The network regulator [18] of claim 1, wherein the communication comprises a request to 

expose a configuration interface of the router [19]. 

5. The network regulator [18] of claim 1, wherein the communication is configured to 

automatically fill in a set of fields of a configuration interface of the router [19] with a set of 

values, the set of values selected to cause the disruption of the network service. 

6. The network regulator [18] of claim 1, wherein the communication comprises a set of user 

credentials for logging into a configuration interface of the router [19]. 

7. The network regulator [18] of claim 1, wherein the configuration server [52] is configured, 

in preparation for transmitting the communication, to: 
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acquire via the tunnel a set of device type data indicative of a device type of the router [19]; 

and 

in response to acquiring the set of device type data, configure the communication according 

to the device type of the router [19]. 

8. The network regulator [18] of claim 1, wherein the configuration server [52] is configured 

to determine a device type of the router [19] according to a response to the communication. 

9. The network regulator [18] of claim 1, wherein the hardware processor is further 

characterized by being configured, in response to taking over the network service, to: 

receive a tunnel request from the configuration server [52], the tunnel request indicating a 

target client system [12] of the plurality of client systems [12a-f]; and 

in response to receiving the tunnel request, set up a second tunnel connecting the network 

regulator [18] to the configuration server [52], wherein setting up the second tunnel 

comprises configuring the network regulator [18] to redirect to the target client system [12] a 

second communication received via the second tunnel from the configuration server [52]. 

10. The network regulator [18] of claim 9, wherein the second communication comprises an 

agent installer configured to install a utility agent on the target client system [12]. 

11. The network regulator [18] of claim 9, wherein the second communication comprises a 

set of parameter values for adjusting a set of operational parameters of the target client 

system [12]. 

12. The network regulator [18] of claim 9, wherein the configuration server [52] is configured, 

in preparation for transmitting the second communication, to: 

acquire via the second tunnel a set of device type data indicative of a device type of the target 

client system [12]; and 

in response to acquiring the set of device type data, configure the second communication 

according to the device type of the target client system [12]. 

13. The network regulator [18] of claim 1, wherein protecting the plurality of client systems 

[12a-f] against computer security threats comprises redirecting a request to access a resource 

to a remote security server [50], the request received from a client system [12] of the plurality 

of client systems [12a-f], wherein the security server [50] is configured to determine whether 

granting access to the resource exposes the client system [12] to a computer security threat. 
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14. The network regulator [18] of claim 1, wherein the tunnel is set up according to a secure 

shell (SSH) protocol. 

15. A non-transitory computer-readable medium storing instructions which, when executed 

by at least one hardware processor of a network regulator [18], wherein the network regulator 

is connected to a plurality of client systems over a local network and wherein a router 

provides a network service comprising assigning network addresses to the plurality of client 

systems, cause the network regulator [18] to: 

in response to receiving a set of security settings from a remote configuration server [52], 

configure the network regulator [18] according to the security settings, wherein configuring 

the network regulator [18] according to the security settings causes the network regulator [18] 

to protect a plurality of client systems [12q-f] against computer security threats, 

characterized by in response to connecting to the router [19] over the local network [14], set 

up a tunnel connecting the network regulator [18] to the remote configuration server [52], 

wherein setting up the tunnel comprises configuring the network regulator [18] to redirect to 

the router [19] a communication received via the tunnel from the configuration server [52], 

the communication configured to cause a disruption of the network service; and 

in response to the disruption, take over the network service from the router [19]. 

16. A method, performed by a network regulator [18], of protecting a plurality of client 

systems [12a-f] against computer security threats, the plurality of client systems [12a-f] 

connected to a local network [14], wherein a router [19] connected to the local network [14] 

performs a network service comprising assigning network addresses to the plurality of client 

systems [12a-f], the method comprising: 

in response to receiving a set of security settings from a remote configuration server [52], 

configuring the network regulator [18] according to the security settings, wherein configuring 

the network regulator [18] according to the security settings causes the network regulator [18] 

to protect the plurality of client systems [12a-f] against computer security threats; 

characterized by 

in response to connecting to the router [18] over the local network [14], employing the 

network regulator [18] to set up a tunnel connecting the network regulator [18] to the remote 

configuration server [52], wherein setting up the tunnel comprises configuring the network 

regulator [18] to redirect to the router [19] a communication received via the tunnel from the 

configuration server [52], the communication configured to cause a disruption of the network 

service; and 
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in response to the disruption, employing the network regulator [18] to take over the network 

service from the router [19]. 

17. The network regulator [18] of claim 1, wherein taking over the network service from the 

router [19] comprises that the network regulator is further configured to install itself as a 

gateway between the local network and an extended network, being outside of the local 

network, wherein at least a part of network traffic between the client system [12] and the 

extended network [14] traverses the network regulator [18]. 
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