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CLAIMS 

1. A computer-implemented method for authentication, comprising: 

receiving, by a first node, a signed message from a second node, wherein the signed 

message includes redundant information in a digital signature generated by the second node; 

in response to receiving the signed message, recovering, by the first node using the 

redundant information, one or more public keys from the digital signature, wherein 

recovering a public key from the digital signature includes determining the public key based 

on parity of the redundant information included in the digital signature, wherein determining 

the public key based on parity of the redundant information includes: 

   determining an x-axis value of a selected point on an elliptic curve; 

   determining more than one y-axis values of the selected point on the elliptic 

curve; 

   selecting a y-axis value from the determined more than one y-axis values 

based on the redundant information; and 

   determining a public key that is associated with a second account that sent a 

message M to a first account;  

in response to recovering the one or more public keys, determining, by the first node, 

that one of the one or more public keys matches a verified public key; and 

in response to determining that one of the one or more public keys matches the 

verified public key, determining that the signed message is authentic. 

 

2. The computer-implemented method of claim 1, wherein the verified public key is 

associated with a user that is associated with the second node.   

 

3. The computer-implemented method of any preceding claim, wherein the first node 

and the second node belong to a blockchain network, and wherein identity information 

associated with the second node is unknown to the first node.  

 

4. The computer-implemented method of any preceding claim, wherein the verified 

public key is associated with an authenticated node that is registered with a consortium 

blockchain network.  
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5. The computer-implemented method of any preceding claim, wherein the digital 

signature is signed by using a private key associated with the second node based on  a set of 

cryptographic algorithms, wherein the set of cryptographic algorithms are based on an 

elliptic curve according to equation: 

�� = �� + �� + � 
wherein: 

 a and b represent predefined parameters in a finite field 	
	that define a elliptic curve 

E over 	
; and 

 the private key is determined according to equation: 

 

�
=�
 × � 

wherein: 

�
 is the public key; 

�
 represents a private key associated with the second account and  corresponds to 

�
; and 

G represents a base point on the elliptic curve E, with prime order. 

 

6. The computer-implemented method of any preceding claim, wherein the digital 

signature includes a left part value, a right part value, and the redundant information, wherein 

the left part value is determined by using a selected point on the elliptic curve according to 

equations: 

� = ��� , ��� = �	 × � 

� = �� + �������	�� 
wherein: 

R represents a selected point on the elliptic curve, and where �� , �� represent the x-

axis and the y-axis value of R, respectively; 

k represents a random number in [1, n-1], and n represents a degree of the base point 

G; 

r represents a left part value of the digital signature; and 

e represents a hash value of the message M that is sent from the second account to the 

first account;  

and the right part  value is determined according to equation: 
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� = �1 + �
����� − ��
�����	�� 
wherein: 

s represents a right part value of the digital signature; and  

the redundant information is determined according to equation: 

 

��!"� = #0, "%������2� = 0	1, "%������2� = 1  

wherein recid represents the redundant information included in the digital signature 

 

7. The computer-implemented method of any preceding claim, wherein  

  determining the x-axis value of the selected point on the elliptic curve is according to 

equation: 

�� = �r − e�����	�� 
wherein: 

 ��represents an x-axis value of the selected point R; 

 determining the more than one y-axis values of the selected point on the 

elliptic curve is according to equation: 

�� = ±*��� + ��� + � (mod p) 

wherein: 

  ��represents an y-axis value of the selected point R; 

  p represents a prime number greater than 3;  

  and 

  determining the public key that is associated with the second account is according to 

equation: 

�
+ = �r + ������ − � ∗ �� 
wherein: 

  �
+ represents the public key associated with the second account. 

 

8. A system for authentication, comprising: 

  one or more processors; and 
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  one or more computer-readable memories coupled to the one or more processors and 

having instructions stored thereon that are executable by the one or more processors to 

perform the method of any of claims 1 to 7. 

 

9. An apparatus for authentication, the apparatus comprising a plurality of modules for 

performing the method of any of claims 1 to 7. 

 


