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FIG.7

OPERATION OF SEARCHING FOR, VALIDATING AND MANAGING PATHS

C smRr )
#. c

S1001
HAS PREDETERMINED \NO
TIME LAPSED? P

$1002 ——
U clearos

$1003 )
#{  SEARCH FORPATH

$1004 v
%AS PATH BEEN DETECTED? > NO

S1005 YESy
VALIDATE PATH

S1006 Y 0
{HAS VALIDATION OF PATH HELD GOODD—l
YES S1008
$1007y ¢ S

REGISTER PATH AND CRL IN REGISTER PATH AND CRL IN
VALID-PATH DB INVALID-PATH DB

v |

S1009 *
IS THERE VALIDITY TERM-EXPIRED \NO

CERTIFICATE IN VALID-PATH DB? /

S1010 YES‘

HAS ISSUE ORIGIN OF TERM-EXPIRED \NO

CERTIFICATE ISSUED CERTIFICATE ANEW‘?/
l S1011
YES * S
S1012 REGISTER PATH ASSOCIATED WITH
|  VALIDATE PATH ASSOCIATED WITH TERM-EXPIRED CERTIFICATE,
TERM-EXPIRED CERTIFICATE, IN INVALID-PATH DB
BY USING NEW CERTIFICATE |
]

A

cn"



8/12

FIG.8

OPERATION OF SEARCHING FOR, VALIDATING AND MANAGING PATHS
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FIG.9

PATH SEARCH RESULT (IN CASE OF FIG. 2)
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FIG.10

OPERATION OF AUTHENTICATING VALIDITY OF PUBLIC KEY CERTIFICATE

C smr )

$2001 Vv C
HAS AUTHENTICATION
REQUEST BEEN RECEVED), g

¥YES
S2002
IS THERE PATH CORRESPONDING
TO AUTHENTICATION REQUEST, 52010
IN VALID-PATH DR?
YES IS THERE PATH CORRESPONDING
‘ TO AUTHENTICATION REQUEST,
$2003~ /rAE SONATURE IN INVALID- PATH DB?
VALIDATION
AND REVOCATION S2011
AUTHENTICATION IS PATH OTHER THAN
FOR EE CERTIFICATE BEEN / NO REGISTERED PATH
SUCCESSFUL? DETECTED?
$2004 y VES
IS THERE DESCRIPTION ABOUT
CONSTRAINT IN EE CERTIFICATE OR PATH? ;
$2005 *YES Y
e g E
.
IN DETECTED PATH? _No
YES
S2006 .*
IS TRUSTWORTHINESS OF
ELECTRONIC PROCEDURE CONTAINED
NO IN AUTHENTICATION REQUEST OR PATH?
$2007 YYES
DO EE CERTIFICATE AND PATH HAVE,
AT LOWEST, TRUSTWORTH')INESS OF >
ELECTRONIC PROCEDURE? / NO | 52009
»‘YES y
NOTIFY IT TO REQUESTER THAT
NOTIFY IT TO REQUESTER THAT EE CERTIFICATE IS NOT VALID
EE CERTIFICATE IS VALID |
$2008 7 *‘

c



11/12

FIG.11

OPERATION OF AUTHENTICATING VALIDITY OF PUBLIC KEY CERTIFICATE
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