Title: METHOD FOR PROTECTI NG A SOFTWARE USI NG A SO CALLED. VARI ABLE

PRI NCI PLE AGAI NST | TS UNAUTHORI SED USE . Abstract: THAAMALAPIDN
concerns a nethod for protecting, fromat least a unit, a vulnerable

sof tware agai nst its unauthorised use, said vul nerable software operating
on a data processing system The nethod cbnsists in creati ng a protected
software: by selecting in the source of the vulnerable software at |least a
vari abl e; by produci ng the source of the protected software by nodifying
the source of t Hdethod repratsbissofimitergatst sowahtat! ushwith el“eatiside” wandiplel e
becones resident in a unit. 26 January 2006 Method to protect software
agai nst unwanted use with a "variable" principle This invention concerns

the technical donmmin of data processing systens in the general
is nore precisely aimed at the nmeans of protecting software
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general sense, and is more precisely aimed at the means of protecting software
running on said data processing systems against umauthorized usage.

The subject of the invention aims in particular at the means of protecting

- software against unauthorized usage, using a memorizing unit or processing and

memorizing unit, such a unit being commonly materialized by a chip card or a
material key on USB port.

In the technical domain above, the main problem concerns the unauthorized

usage of sofiware by users who have not paid the license rights. This illicit use of

softwarc causes an obvious loss for software editors, software distributors and/or any
person integrating -such software in products. To avoid such illicit copies, various
solutions, in the state of technology, have been proposed to protect software.

Thﬁs, a protection solution is known, which make_S use of a hardware protection
system, such as a physical component named protection key or “dongle”. Such a
protection key should guarantee that the software executes only in presence of the
key. Yet, it must be ackﬁowledged that this solution is ineffective bécause it presents
the inconvenience of being casy to bypass. An ill-inentioned person or a hacker can,
with the aid of specialized tools such as disassemblers, delete the control instructions
of the protection kcy; It becomes then possible to make illicit copies corresponding to-
modified vérsioﬁs of the software able to run without the protection. Moreover, this
solution cannot be generalized to all éoﬁware, inasmuch as it is difficult to connect
more than two protection keys to the same system.

The subject of the imvention aims precisely at finding a solution to the
aforementioﬁed problems by proposing a process fo protect a software ég‘ainst
unauthorized usage, using an ad hoc memorizing unit or processing and memotizing
unit, inasmuch as the presence of such a unit is necessary for the software to be -
completely functional.

So as to reach such a goal, the subject of the invention concerns a process to



5 running on said data processing systens agai nst unauthorized usage. The
subj ect of the invention aims in particular at the means2®éansast €¥i ng
sof t ware agai nst unaut hori zed usage, uging a nenorizing unit or processing
and nenorizing unit, such a unit being commonly naterialized by a chip
card or a material key on USB port. 10 In the technical donmin above, the
main ProbLEmLGOUCRE R bAE HIAHAR" LR dnokEftCaOlcaf Ol alin Y3EES, Yo have
not paid P e‘i cense rights. Is illicit uSe of software causes ‘an

obvi ous | QERiefable SefiviMBnEaias itd hhauthotizedneapd| sdid i Rilhaalse andkare Belyg person
integrating such software in products. To avoid such illicit copies,
various - polducéddiom jansquiee gndwoking @haolabgprochwieg s¥dempr oposed t o
protect software. 15 Thus, a protection solution is known, which nakes use
of a hardware protection system such as a physical conponent naned

. protection.keyyor "dongle:. Such .protection key shoul d guarantee that .

t he software e%g‘fi:cﬁ rggncg ﬁ'fe‘ 'S? Rt ercﬁgfetri%ggreﬁ?l?{nﬁ‘émwﬂ’eté‘?m Paroviied apraeesye

acknow edgmtect, haing tah leastsmk dn@nunitsinelndifif eCleasv enchedzdtise mdan hea@itdle t he

i nconveni f j, N t.0 ass. .An ill-jntentioned.person or a
hacker cag, %Q\ﬂg%ﬁétt%e%gaﬁl 0 edg)éga e’afa}l@e"é‘h}e‘bag*esso Cf J¢r %Qgs%rfgfaer s,

del et e t herogemitg efsicm s#tid protekctimepro@ss dohprigingt ecti on key. It becones then
possible to make illicit copies corresponding to nodified versions of the
sof t war e -abl during a pmteniiothphaset he protecti on. Mreover, this solution
cannot be generalized to all, software, inasnuch as it is difficult to
connect rnore t HEHMERPIISIESHSYATReys to the same system 25 The subj ect

of the i nventi on 3 e fGel Ahy sl PAIIAAL BARDL O the

af orenenti oned probf e proposing a process to protéect a software

agai-nst unaut hori zedatikagenetiriableawhath, dotngBERKEAItRE flthé v@lhepbRCESSI NQ
and nmenorizing wunit, inasnuch as the presence of such a unit is necessary
~for the software to beoftgaieppartiglly defines thenigfe ofgbe Biteas to reach such. a .

goal yothe subj ect of g, IYSNLLOD AONESHIR:A NOLESS bD:A0 dagary 2006

profggt;AUSing at ea8t“8ne " BIank tnrt “rne ng a [2ation

neans, a vul necabbg pfubib@ £s@AGa¢ BSlthe plotectbdadtinard A8 e d0fce DRI
vul'nerabl e software gel ngeoproduced froma source and working on a data

processing syst em vilnerblosaftware, fy thodifying pédeasiopng hboqgnawgeﬁnn-. phttent i on,
el udi ng. at | east SHEROET 37 FOHRREIRSOt St i ey B aliof Mk Rl et 1o
unaut hori zed usagedqu$@ e/ ekeRitdbl 6f I PrREReIVRHHVER, QB 18astdh8 chBsQCessi ng
system said protection process conprising: .
. 15 variable or at least one copy of chosen variable resides in the blank unit
which is thus transformed into a unit,
— and by producing a first object pért of the protected software .ﬁom the
source of the protected software, said first object part being such that
during - the execution of the protected software, appears a first
20 - éiecution part which is executed in the data processing system and -
whose at least a portion takes into account that at least a variable or at
. _ l_east a copy of variable resides in the unit, -
> and (_im'ing a usage phase during which the protected software is executed:
A" in the pfesence of the-unit,_ each time a poition of the first cxeéuﬁon patt
‘2"5‘ g , . imposes it, using a _vaﬁable or a copy of variable re'sidjng in the unit, so that - -
. said portion is -executed correctly and that, consequently, th;s protected

software is completely functional,




3 during a protection phase: creating a protected software: - by choosing
in the source of the vulnerable software: n at, |east onéfvaruaap¥@tani ch,
during the execution of the vulnerable software, partially defines the
state of the latter, n and at | east one portion containing at |east one
chosen variable, - by producing a source of the protected software fromthe
source of the vulnerable sof tware,, by nmodifying at | east one chosen
portion of the source of the vulnerable software, this nodification being
such that during the execution of the protected software, at |east one

- chosen warambihdhe slseate dfths unitnn goe\of die rehosehy waortad & thesfitsdes in t he
blank unit which is thus tran {orned into a_ unit, and by producing a fast
obj ect’ par tSXSPUEMEPE O WERSEIBIt et P co e st inghe pRY, g9t ot ect ed

sof t war e, -0 fi -l i ] ‘ ' .1 he execution of
? e prot ecf%dgé%‘%l%\?\gﬁg?m%de%gg&étt@ Prggt%fggggté%ﬁ?%&%yrg&%mésl‘nllol)%s execut ed -
;i n.the dat aejpreedssimgtly yaide thasndonsshoatlyathe| Srotdctedl BOWArONist@¢es into |
account that at lteast a variable or at east a copy of variable resides in
the unit, -9 and during a usage phase during which the protected software
is executed: 25 in the presence of the unit,. each tine a portion -of the
first execution part inposes it, using a variable or a copy of variable

“residing in the unit, so that said portion is executed correctly and that,

- consequently, the protected software is conpletely functional, 26 January
2006 2a 30. and in the absence of the unit, in spite of the request by a
portion of the first execution part to use a variable or a copy of
variable residing in the unit, not being able to fulfill said request
correctly, so that at |least said portion is not executed correctly and
that, consequently the protected software is not 26 January 2006 3




conpletely functional. According to a preferred enbodi nent, the process
according to the invention conprises: -- - during the pfofasencdlihase:
nodi fying the protected software: 10 - by choosing in the source of the-
protected software: n at |east one algorithmc processing which during the
execution of the protected software, uses at |east one chosen vari abl e,
and enables to obtain at |east one result variable, > and at |east one
portion containing at |least one chosen algorithmic processing, - by

modi fyi ng at | east congpladigfenctipoalt i on of the source of the protected
software, this nodifjcation being such that: > during the execution of the
protected sof t wereordie q Psﬁre%}?ég GRbgdiment, the progess aCeRrlg tontheHaveniion
processi ng system.and a second execution part is executed in the unit -

whi ch al so i %‘Pﬁla_seess‘ ‘processing neans, > at |least the functionality of at
-l east One‘chg,eauﬁhgg{éﬁrbm;ﬁonﬁm@;essi ng.is executed by neans of the second
execution part, 20 > at | east one chosen algorithm c processingis split so
thatdurin§ the execwdifyinpfhetpnategedsatvang: sof t ware, appear, by nmeans of the

second execution part, several .distinct steps, nanely: 0 the placing of at
| east one vari abl e at ]?ﬂféw&ﬁing'l%ﬂ’&is%‘i‘}%ﬁ,thfgp F‘Fﬁteéla?P%W‘i‘?g out in the unit,

of the functionality aof t I i el o [ . : '
vari ablle, 0 and possi (t;>l y,&?ﬁ%SQBchﬁ%g?gﬁ?)‘?‘ﬁ‘%F%g@wgﬁg‘p?@i‘%ﬁ @%\%Fﬁgﬁdeﬁat
the data processing syst el proticedosaitwing, tuses anildast ané @hosth Varixble, Gind

chosen al gorithm c processi ng\é steps commands are defined so that during
the execution of the prot @bl e gbigatdeast gag Feselt xaiabdemand is executed by

the Tirsjgexectiion Pt aifl: jbist B€hSrtioR doRfaitRl bt 1ohR SnEERSHA aRfdritimiTRANS

of the second 26 January
processing,

— by modifying at least one chosen portion of the source of the protected
software, this modification being such that:
> during the execution of the protected software the first execution

15 ‘ - part is executed in the data processing system and a second
execution part is executed in the unit which also includesr
processing means,

> at least the functionality of at least one chosen algorithmic
| processing is executed by means of the second execution part,

20 o > at‘ least one chosen algorithmic processing is split so that during
the execution of the protected software, appear, .by means of the
second execution part, several distinct steps, namely:
¢ the placing of at least one variable at the unit’s disposal,
¢ the carrying out in the unit, of the functionality of the

25 _ algorithmic processing on at least said variable, _

0 and possibly, the placing of at least one result variable at the
data processing system’s disposal by the unit,
» for at least one chosen algorithmic processing, steps commands
- are defined so that during the execution of the protected software,
30 _ each step command is executed by the first execution part and

~ triggers in the unit, the execution by means of the second



4 execution part, of a step, and a sequence of the steps commands is chosen
“anpng the set of sequences allow ng the execution of theZpr@ruay 806
software, and by producing: 10 > the first object part of the protected
software, said first object part being such-that -during the execution of -~
the protected software, the steps conmafids are executed according to the
chosen sequence, > and a second object part of the protected software, said
second -object part -being such that, after upload to the blank unit and
during the execution of theufivnpert|eh saft ware, appears the second
execution part by neans of which the steps triggered by the first '
execution part are ex&cutBda segisice gf BedieRy oREagds srdioss) waenpliesetdf the
bl ank unit, with the intenti Q obt ai.ning.th it - during the
usage phase: in the pr esg%%ugggq‘s a@]ﬁ‘em%ﬁe%gﬁ tlé’%%ﬁu‘{}ipr?%tegéégts%%‘g%gmmm -
~contained in.a—port LedbPhrddhingi r st execution part. inposes it, executing
the corresponding step inthe unit, so that said portion is executed -
correctly and that, econssgimshobigct pareopihetpecteeted saffwavey said Brstobjpétataet y -
functional, 20 and in the, absence qof .the unit, in spite of the request by
a portion of the first e?@’é‘ﬁtspﬁmaﬁéﬁk‘n?% er‘?xﬁ‘@‘&o“t‘ﬁéﬁeeﬁré’&?ﬂqdoﬁ?%&'@maﬂ?t ep in
the unit, not being able gl s oblhlahb ard Aol ERRRSIIGOLIRE token SuERRL AL

| east said portion is not executed correctly and that, consequently, the
prot ect ed sof tware i sy»notand @dcené lopject parctt afothalprot@éted Qofware; daidgetand

anot her preferred enbodi nent, the process accordi r}ﬁ%a:dto the Jinvention

conprises: 4 during the ﬂpﬁf’ﬁ@f‘ﬁtdﬁ%ﬁg@ thatqafsrny to ghesplank rung) @dent ar y
functiong whose el enent algiyhy T 6t tlo P iEctb PsofRFar XHHUlE thd deddde uni t

whi ch al'so incl udes processi
' execution part by means of which the steps triggered by the first

execution part ate executed,

¢ and upioading the second object part to the blank unit, with the intention of -
obtaining the unit,

15 > and during the usage phase:

e in the presence of the unit and each time a step command contained in a
portion of the first execution part imposes it, executing the corresponding
étep in the umit, so that said portion is executed correctly and that,
consequently, the protected sofiware 1s completely functional,

20 e and in the absence of the unit, in spite of the request by a portion of the first
execution part to frigger the execution of a step in the unit, not being able to
fulfill said request correctly, so that at least said portion is not executed
correctly and that, consequently, the protected software is not completely
functional.

25 According to another preferred embodiment, the process according to the

invention comprises: _
-> during the protection phase:

e  defining:

—  a set of elementary functions whose elementary functions are liable to

30 be executed in the unit which also includes processiﬁg means,

- — and a set of elementary commands for said set of elementary functions,




- and a set of elenmentary commands for said set of elenentary functions, 26
January 2006 5 said el ementary commands being |iable to BeJaxscw2e$ in the
data processing systemand to trigger the execution in the unit, of the
constructing exploitation nmeans enabling to transformthe blank unit into
the unit able to execute the elenentary functions of said set, the
execution of said.elenentary functions being triggered by the execution in
the data processing system of elementary commands, el enentary functions,
nodi fyi ng the protect esgdsaémhwans: comibyndshbeing igblentd be exearted infth¢ kata
protected software: 10 > at | east one algorithmc processi.ng which_ during
the execution of thepprcessieg s¥pterpfandatc rigass dheyexpalion Hnihicc Hotbepf the
vari abl e, and enables to obtain.at |east one result variable, a- and at
| east one portion confMM ‘¥t one chosen al gorithmic processing,
15 - by nodifyipg .%ns#rﬁ@éﬁg oEHOR e RRN dHaBin@to HARERY HEEHRAK WAR into
protected 20 25 30 software, this nodification being such that: > during
t he executi on of t e yiioie tedxezofet the cbemdngarf ifarstionx of setid oet, thEagxecition
executed in the data processing systemand a, Se%ﬁ;},dy execut i on,

(o]

) _ part.is
executed in the unpf said demeniyyfunstions heing Biegesy the grepution, 1 %@déﬁosen
algorithmc pr ocegrsoicggﬁl Sslyﬁt;éﬁncﬂ{'agm@(t Asmadast he second execution part,

en a g% [

r at |east one cho mc processing Is split so that during - the

- execution of thg pﬁ%ﬂg{@({mg{&aﬁﬁmmm algorithmc processing is

executed by neans of the second execution part, 'using elenentary o
functions, n for at | xshoosies mHbe soureg gotbe PHPdeds s ng, el ementary -
comands, are integrated t

h . the pr . .so th
Guring THe executron of (RAPF orcHenanBYs P BRLERE bRk WELauiifol N2

the protected sofiware, uses at least one chosen variable, and
enables to obtain at least one result variable,
» and at least one portion containing at least one chosen algorithmic
' processing,
15 — by modifying at least one chosen portion of the source of the protected
software, this modification being such that: -

» during the execution of the protected software the first execution

part is execﬁted in the data processing system and a second
_execution part is executed in the unit,
200 > at least the functionality of at least one chosen algorithmic
i)rocessing is executed by means of the second execution part,

> at least one chosen algorithmic processing is split so that during
the execution of the protected software, said algorithmic
processing is executed by means of the second execution part,

25 'using elementary functions,

» for at least one chosen algorithmic processing, elementary
commands are integrated to the source of the protected software,
so that during the execution of the protected software, each

* elementary command is executed by the first execution part and
30 : ' triggers in the unit, the execution by means of the sccond

execution part, of an elementary function,



el ementary command i s executed by the first execution part, and triggers
in the unit, the execution by neans of the second execufdanysayr2006%f an
el ementary function, 26 January 2006 6 10 > and a sequence of the

el ementary commands is chosen anong the _set of sequences allow ng the
execution of the protected software, - &nd by producing: > the first _
obj ect part of the protected software, said first object part being such

‘that during the execution of the protected software, the elenentary

commands are execut ed raccoddi ssguense ofi thectlowentarysemueands, is shesan amosg tlend

obj ect part of the protected.software canta]{lni ng t he ﬁ\x | 0i t gti gn neans,
sai d second object part bSffFeHges Hiawing thegxecunanofdhe profagiedisplipre, ni ¢
and during the executigny fpr gink! otected software, appears the second
execution part by neans.o Ich®the elenentary functions triggered by the

~first execution.part are thefieswbpdt pareofitienirorticd gokRares LM Akt 0bjeeCharpar t.

to the blank unit, with the intention of 15 obtaining the unit, ‘and during .

t he usaged phase: in the Ysingswghshayfuring thengxrecutinn @be prateatedasolisVassyding ar y

command contained in a -portion of the first execution part .inposes it,
executing the corr esponﬁqﬂﬂergﬂnﬁ?{md% uaﬁ%t?xgﬁ'&?‘i a(Cﬁgx%m% fo n;g% ‘§W§ % said
portion is 20 executed c‘ogefl@&{cgy and that, consequently, the protected
software is conpletely functional, and in the absence of the unit, in spite
of the request by a portiand fecomd objectspart RE thet protecisdrsoftware contaggieg thde
execution of an el enentar unction in th unit.. not bei.ng ahle to fulfill
said request correctly, s pI“H IO%F‘an%sﬁal(gﬁqcan‘%gblﬁ‘éﬁ'?qrgﬁelpgS‘r‘\‘%‘(&@&é‘gﬁ{ ed
correctlygand that, consegie tbihe blAgk RhiRal@Ang I8f LRI SF MO brstap] et el y

- functional. According to another preferred enbodinent, the process

according to the inventisfivaonpppeesthe second execution part by means of which the
| elementary functions triggered by the first execution part are
executed,

»  and uploading the second object part to the blank unit, with the intention of

15 obtaining the unit,

~ and during the usage phase:

e in the presence of the unit and each time an elementary command contained
in a portion of the first execution part imposes it, executing the
corresponding clementary function in the unit, so that said portion is

20 _ executed correctly and that, consequently, the protected sofiware is
completely functional, '

§ » and in the absence of the unit, in spite of the request by a portion of the first
‘execution part, to' trigger the execution of an elementary function in the
unit, not being-able to fuifill said request correétly, so that at least said

25 imrtion is not executed correctly and— that, consequently, the protected
software is not completely functional. |

According to another preferred embodiment, the process according to the

invention comprises:

‘ - during the protection phase:

30 . e defining:

— a set of elementary functions whose elementary functions are liable to



4 during the protection phase: 30 defining: - a set of elenentary
functions whose elenentary functions are liable to 26 Jadtdaguzpd@i67 be
executed in the unit, and a set of elenentary commands for said set of

el enentary functions, said elenmentary comrands being liable to be executed
in the data processing systemand to tri‘gger the execution in the unit, of
the elenentary functions, constructing exploitation neans enabling the
unit, to execute the elenentary functions of said set, the execution of
sai d el enentary funct itensedrddig thé anigger ed by the execution in the data
processi ng system of elenentary commands, 10 and nodifying the protected
sof tware: - by choosi rgdiarset ¢fecleypentary commprdsdposaid seb @f sletnentare fungtionast |

one step which during_the execution of the.protected software, carries out
Che “Tunctional ity of i SeGESEL Pamapds dEifh B8 bageieni BF fue, ™"
-one chosen partion of g B&sERMGReM atdqo PBLEC IRJexcbRticiPlif WBE Sinid WfSthe.
modi fication being such that: > at |east oné chosen step ts splif so that

during th® execution cferhdndaryprrgtions,ed software, said step is executed by -
nmeans of the second execution Eart, using elenentary functions, > for at

| east one choseft stc@pstrushiageriol ﬁlmﬁa@%ﬂ‘ﬁ%ﬁ_ﬁﬁé@“@@@tﬁ&m@@fgour ce
of the protected SqflWaLe.,+SQid b Eitfgé‘%kg&tfopggfgééﬁf%‘f%dm ita f adndBofy BLigst ed

software, each el enmentary comran execu dt'execut Lo part

and triggers in theriggtidd byhke erx@tishi ipNtHyd4t® piccesing Rest&AC of Gledr@faryi on
part, of an elenentary function, 25 > and a sequence of the elenentary
commands i s chosencam?r?@@,he set of sequences allow ng the execution of

(e prot gt e o8l ek gl PRGBS (De, TS, ohleet pert ol
execution of the protest&@osifg M@ sodrb& of the protected software, at least one step
which during the execution of the protected software, carries out the
functionality of an algorithmic processing,
— by modifying at least one chosen ﬁortion of the source of the protected
15 software, this modification being suéh that:
>  at least one chosen step is split so that during the execution of the
protected software, said step is executed by means of the second
execution Iéart, using elementary functions,
» for at least one chosen step, elementary commands are integrated
20 ,  to the source of the protected software, so that during the.
execution of the protected software, each elementary command is
executed by the first execution part and triggers in the unit, the
execution by means of the second execution part, of an elementary
function,
25 . > and a sequence of the eIemeﬁtary commands is chosen among the -
set of sequences allowing the execution of the protected software,
—  and by producing:
> the first object part of the protected software, said first object part
~ being such that during the execution of the protected sofiware, the
30 elementary commands are executed according to the chosen

sequence,




30 elenmentary conmmands are executed according to the chosen sequence, 26
January 2006 8 and the second object part of the protect26lJsofrm2idE al so
cont ai ni ng.the exploitation nmeans, said second object part being such
‘that, after upload to the unit and duri ng t he execution of the protected
software, appears the second execution part by nmeans of .~ which the

el ementary functions triggered by the first execution part are executed, 9
and during the usage phase: in the presence of the unit and each tinme an
el ementary command comt aianédthei seeondowbiash it tdfethei psoteeird csnfivoare palsa -

i nposes it, executing the 10, corres ding elenentary function in he unit,
so that said portion is ceR@ERSth %FPQ ? sy Ry Seﬁ‘ﬂfﬁﬁ%%ﬁ@rﬁ% Sl e

protected software is ¢ I he _
unit, in spite of the regg@s?&gyﬁﬁp fottalugﬁq%? m:tuﬁg&} Pﬁ%ﬁﬁgﬁﬁgf@n&g@%t to

~trigger the execution of paste@tbe sefiivatey appuacs thesedond Recutibh partitty, meudt obei ng
able to fulfill said request correctly, so that at |east said portion is

not exectted correctly anehiethdbe elegmutajycinetons tHgeged thycthedlirss srecntior i s

not conpletely functional_. Accor dlp to anot her  preferred enbodi nent, the

process according to the Paft e YK e onpr i ses: 20 -> during the protection
phase: 25 defy nhffduring BS usRadh agme sof tware execution characterl stic,
|iable to be m)nltoreg Ieast in part in the unit, - | east one
criterion to abpdeubﬂlefpmseme drﬁhsmnmaadthGnelcammmmmWad&omemﬂdt| c,

- detection nmeans to inplenent he uni t enahl i n to det ec%ql t at

| east one sof t war e "Bk HAMOH - %%éﬁ%c Bt gﬁ({l egartf:d{npg 75045 h§ESR one

associ atggl cri teri Qfrespofdifly CAEMERSRE) TAGPN! f M LARPES thir bhia H(E&lbnqu
enabling to inform
executed correctly and that consequently, the protected software is
completely functional,
e and in the absence of the unit, in spite of the request by a portion of the first
_ '-eXecution part, to trigger the execution of an elementary function in the
15. unit, not being able to fulfill said request correctly, so that at least Said
portion is not executed ‘correcily and that, consequently, the protected
software is not completely functional.
According to another preferred embodiment, the process according to the
invention comprises:
20 = during the protection phase:
»  defining:
—  af least-one software execufion characteristic, 1iab1e to be monitored at
least in part in the unit,
"~ at least one criterion to abide by for at least one software execution
.25 characteristic,
- deteetion means-to implement in the unit and enabling to detect that at
Jeast one software execution characteristic does not abide by at least -
one associated criterion,
~ and coercion means to implement in the unit and enabling to inform
30 the data processing system and/or modify the execution of a software,

when at least one criterion is not abided by,



30 the data processing system and/or nodify the execution of a software,
when at |east one criterion is not abided by, 26 JanuaryZ2®dasagy 2006
constructing the exploitation neans enabling the unit, to also inplenent
t he detection nmeans and the coercion neans, -and modifying the protected
software: by choosing at | east one sof twdre execution characteristic to
nmoni tor, anong the software execution characteristics liable to be
noni tored, by choosing at |east one criterion to abide by for at |east one
chosen software exegstiucting dizaxakiitatioshicans &ablihg dw uigt, konalsdenementahéf t he
protected software, elenmentary functions for which at | east one chosen
sof twar e execut i on deispipmpcas apdithe ¢oeTe1gn EAFHN| t or ed, by nodi fyi ng at
| east one chosen portion.of the sourc f the protected software, this

o Pt e ey e et !

modi fication bei’ng 28 _ S EXetut | on of the protected
~softuare, at-least ong,clioacie G G bR s AR SBbIRN dhatabtiRAL IORBIGY
means- of the second exécution part, and the fact that a criterion is not
abi ded bys| eads to thenttaigahpsafoess engutipa thanatteristiss liahfedop tre dncantidfed; t o a
modi fication of .the execution of the protected 20 25 3Q software, _and by
produci ng the secord dj dwosingat lesst opge crifegiondte elideoby faral leasbArarhossy t he
expl oi tation nmeans al Soﬂ%@égy{é‘é‘gﬁéxp&a&'ﬁ%&ﬁhe“ ion neans and the coercion
t 3

nmeans, said second objsé’ct par el ng suc at, after upload to the unit
and during the executign cRbodifle iR’ @k et oFOtheVBiotectdll sbRRbie, AiEndhbdryvar e
execution characteristic is nmonitored and the fact that a criterion s not
abi ded by | eads to thdudetiamsprfoxewbichg atsyeasbnpie elipspmnf selifedie aguswtiono a
nodi ficatjion of the executjon.of the protected software, -* and during the
loage priber Ot the pradsiRRtrs i nifred | |

— by modifying at least one chosen portion of the source of the protecfed o

_software, this modification being such that during the execution of the
'prot'ected software, at least one chosen execution- characteristic is
monitored by means of the second execution part, and the fact that a
15 - - criterion is not abided by leads to the data processing system being
"~ informed and/or to a modification of the execution of the protected
software,
—~ and by producing the second object part of the protected software
containing the exploitation means also implementing the detection
- 20 . means and the coercion Iheaﬂs, said second object part being such that,
after upload to the unit and during the execution of - the protected
- software, at least one software exbcuﬁon characteristic is monitoreﬂ
and the fact that a criterion is not abidéd-by leads.to the data proceé‘sihg' '
system being informed and/or to a modification. of the execution of the
25 protected software,
-> . and during the usage phase:
e in the presence of the unit:
— as long as all the criteria corresponding to all the monitored execution
characteristics of all the modified portions of the protected software are -
30  abided by, enabling said portions of the protected software to work |

nominally and consequently enabling the protected software to work - -



~usage. of a functional Lfy.0%

- as long as all thecriteria corresponding to all the nonitored execution
characteristics of all the nodified portions of the prot@tleduapl0@Ere are
abi ded by, enabling said portions of the protected software to work

nom nal |y and consequently enabling the protected-software to work 10 -~ "=~
nomnally, and if at |east one of the ctMteria corresponding to a
nonitored execution characteristic of a portion of the protected software
is not abided by, informng the data processing systemof.it and/or

modi fying the functi gemii@ilef the portion of. the protected software, so.
that thée functioning of the protected software is nodified. According to a
variant .enbodi ment + t hed gf ot elssstacapodi g cateriaecarrespendingn te ghprnitered 4

duri-ng the protection phase: defini.ng: = as software executi .
charagterjsfic | i abl e fFupan ﬂ?gﬁ?ggfOgad%?ﬁg%fﬁqmﬁPﬁﬁ%§§U$gﬁ%?I%Poﬁhe
BinRRfiPhE data ADcSEInEAYON Jf &t A endWyirt

| east one threshol d associ a?(ed to each variabl e of neasurenment, - "and
actual i zat i on neans . emabfinetjoning widhe @oation efishe progectadasafbzire, wf that the

measur enent, constructing Ihe,exploitatiOE nmeans e.g&ﬂj ng the unit to also

i npl'enent the act ual fensticaweef Heprotegird SIS P protected software:
29 - Dy choos! NG 85a3d! L8 RrGC GHbbaMRAIRCERELS HcLolie RN Helvefior ©ast
25 one vari abl e Sf o nEasur ement of the usage of at least onhe functionality
of a softwargmptikes:hoosi ng: > at | east one functionality of the protected
sof tware whose usage is |iable to be nonitored using a variable of

measur enent , >> . deriggths proje@iopdp®h| e of nmeasurenent used. to quantify the
usage of. said fugc{ii.on_al ity, > at least one threshold associated to a
chosen Vi i abl e®of detmng: - :

— as software execution characteristic liaﬁle to be moniiored, a variable
of measurement of the usage of a functionality of a software,
— as criterion to abide by, at least one threshold associated to each
variable of measurement,
-"3'1-‘5, — and actualization means enabling to update at-least one variable of
meaéurement,
. consﬁucting the exploitation means enabling the unit to also implement the
actualization means,
s and modifying the protected sofiware:
20 e By choosing as software execution characteristic fo monitor, at least
| one variable of measurement of the usage of at least one functionality
of a software, -
— by choosing: 7
»  at least one functionality of the protectcd.soﬂware whose usage is -
25 liable to be monitored using a variable of measurement,
> at least one variable of measurement used to quantify the usage of
said functionality, |
» at least one threshold associated to a chosen variable of
measurement corresponding fo a limit of usage of said
30 functionality,

» and at least one method of update of a chosen variable of



measurenent corresponding to a limt of usage of said functionality, > and
at | east one nethod of update of a chosen variable of 26 26aaueary 20006 11 10
measur enent dependi ng on the usage of said functionality, and by nodifying
at | east one chosen portion of the source of "the -protected software, this
nmodi fi cation being such that, during thell execution of the protected ,
software, the variable of nmeasurenent is actualized by neans of the second.
execution part depending on the usage of said functionality, and at |east

one threshol d crossing i spédl@ment ddpend@mgeuithe uapelofkaid igctibwalitgage phase,
in the presence of the unit, and in the case where at |east one threshold
crossi ng correspondi ngat dbyamodifyisg anlsasti enet clfseny pagoni of thet s@wesy of the

inform ng the data processi ng system,of it ,and/or, nodifyjn he .
funct]oning of the pomTEHEb{ o@D i redifSuiopanEs Lhh Hab Gyine the

.functioning._of _the pregg&ﬁ%ﬁ%fﬁgtq@{et@ﬁhssmr;’i,tﬁgl a0 ol RéhshRnfeny & | ant.

enbodi nent, the process accor the 1 nvention conprises: 15 -) during
the protexti on phase: actdBfddnbynaneans fofrthatsetmadséxeontionvpart dopendidg on the .
nmeasur enent, several associated thresholds, - and djfferent coercion neans

correspondi ng to each usegeseli §id fmekenalifs and af irgstangithrgshold crassipe &t Bkeng

software: 20 - by cho_osgon‘igc(;ﬁg}.he source of the protected software, at
| east one chosen 28O SFT Al e of measurenment to which nust be associ at ed

several - threshghddusfy hespeFdblizge,lifl thd piessieatof tiennits and inthageascofhérbat
functionality, - by choosing at |east two thresholds associated to the
chosen vari abl elasst one Akyas [rossing corresponding to at least one limit of usage is
10 | detected, informing the data processing system of it and/or modifying the
functioning of the portion of the protected software, so that the functioning of

the protected software is modified. | '
According fo a variant embodiment, the process according to the invention

comprises:
15 - during the protection phase:
e  defining:
—  for at least one variable of measurement, several associated thresholds,
— and different coercion means corresponding to each of said thresholds;
e and modifying the protected software:

20 _ - By choosing in the source of the protected software, at least one chosen
variable of measurement to which must be associated several
thresholds corresponding to different limits of usage of the
functionality, ' i _

- by clioosing at least two thresholds associated to the chosen variable of

25 méasuremcnt, .

e~ and by modifying at least one chosen portion of the source.of the
iarotected software, this modification being such that, during the
‘execution of the protected software, the crossings of -the various
thresholds are taken into account differently, by means of the second

30 : execution part,

-  and duzing the usage phase:



- and by nodifying at |east one chosen portion of the source of the
protected software, this nodification being such that, d26iJaguarh€006
execution of the protected software, the crossings of the various

t hreshol ds are taken into account differently, by-neans -of the second 30.
execution part, ~and during the usage phlse: 26 January 2006 12 in the
presence of the unit: in the case where the crossing of a first threshold
is detected, enjoining 5 the protected software not to use the

correspondi ng. f-wnctjj rédeMcadBA®GE:: and in the case where the .crossing of
a second thresholdis detected, naking ineffective the correspondi ng
functionality and/ or at thecest whne th@omsi;iug 0bf firdi¢hipsteiid ot detectat, ewoingng

Accor di. ng.to a variant enmbodi t he ocess ccording to the |nvent| on
conprises: .10 - < duri rf§e tHelepE t%’(ﬁwaﬁ‘h algelse g@fl"ﬁ?‘ﬁﬁj’oﬂ fynsHonatitns
.enabling to_credit at 411%% one software functionality noni tor ed by a )
vari abl e of neasurenent “w eh at | east one . additional .usage, constructing

the expl oftation neansndlifiGhéheWide the cloblifig bpalmmshbms dbbected;
refilli.ng means, and nodifying the protected software: choosing in
brnamfé/tar

the source of the protadiieg etiver e catresnondingdiractiomol atdedstons |
measur enent enabling to |i m theé%ci%g% of a functionality and which nust
be able to be creditedP%¥H} o ate Pe; S ti onal 20 usage, and by '

modi fying at | eaghomig: wgsedimapembe&médal fhepabdss CRELRIMO & 8 iskkfiod hat
during a phase called of refilling, at |east one additional usage of .at

| east one fupomposeal ity corresponding to a chosen variable of measurenent

can be C{&dl teddmglgg ep"’r‘é‘t‘éct%’o‘f{ﬂh%? t he phase of refLI i ng:

e defining refilling means enabling to credit at least ome software
functionality monitored by a variable of measurement with at least one
additional usage,

s constructing the exploitation means also allowing'thc unit to implement the

15 refilling means,

e and modifying the protected software:

— by choosing in the source of the protected software, at least one chosen
variable of measurement enabling to limit the usage of a functionality
and which must be able to be credited with at least one add1t10nal

20 | . usage

—  and by modifying at least one chosen portion, this modification being
such that during a phase called of refilling, at least one additional usage -
of at least one functionality corresponding to a chosen variable 6f
measurement can be credited,

25 -> and during the phase of refilling:

e reactualizing at least one chosen variablé of measurement and/or at least
one éssociated threshold, so as to allow at least one ad&it_ional usage of fhe
functionality.

According 10 a variant embodiment, the process according to the invention

30 comprises: '

> . during the protection phase:



reactualizing at | east one chosen variabl e of measurenent and/or at | east
one associated threshold, so as to allow at | east one addftamsmay 208nge of
the functionality. According to a variant enbodinent, the process '
according to the invention 30 conprises; 4 during the protection phase: 26
January 2006 13 defining: - as softwarel®xecution characteristic liable to
be nonitored, a profile of software usage, and as criterion to abide by, at
| east one feature of software execution, 5 and nodifying the protected
software: - by ehogsfidiflg:as sof tware execution characteristic to nonitor at
| east one profile of software usage, - by choosing at |east one feature of
execution by whi ch-at aj eeftwaresaecutihn sharagtesisiic Halye t ba gronifgead, aprefde ofo -
and by nodi fying at |east one chosen portion of the source of the
protected software, tﬁ?&WWﬁd§W$hation bei ng such that, during the '
~execution of the prot eghed SRELNRY fiad bF, 2saerth-at dnBaRaaRbitps by
all the chosen features of execution, 3 and during the usage phase in the
presence 9f theesUnihhd ndaHying thdioetd solierage:i t is 15 detected that at
| east one feature of execution is not abided by, informing the data
processi ng system ef iby chooying aswedivaye wgeetunenpf\;m@%ﬁwg mgnifoRat lsastopen of
the protected software, o-gh t he functioning of the protected software
is nmodified. Accordiﬁﬁ“ﬁ%(’s FEME2&Enbodi nent, the process according to

the invention 20 Qonmy';,ﬁ%?éing a@%;is%n&n%aﬂaf@blfeg&é&ﬂoﬂhﬁsahich #abisions: 25

30 an instructions set e fnstructions are liable to be executed in the
unit, : chosen profile of usage must abide,
10" — and by modifying at least one chosen portion of the scurce of the

protected software, this modification being such that, during the
execution of the protected software, the second execution part abides
by all the chosen feétures of execution,
2> and during the usage phase in the presence of the unit, and in the case where it is .
15 | detected that at least one feature of execution is not abided by, informing the
- data processing system of it and/or modifying the functioning of the portion of
the protected software, so that the functioning of the protected software is
modified. '
ACcording to a variant embodiment, the process according to the invention
20 comprises: | A
> during the protection phase:
e defining: o
_  an instructions set whose instructions are liable to be executed in the
unit,

25 ~ a set of instructions commands for said instructions set, said
instructions commands being liable to be “executed in the data
processing system and to trigger in the unit the execution of the
instructiohé, |

—  as profile of usage, the chaining of the instructions,
30 —  as feature of execution, an expected chaining for the execution of the

instructions,




a set of instructions commands for said instructions set, said .
instructions comands being |iable to be executed in the2@lddraianp2@iessi ng
systemand to trigger in the unit the execution of the instructions, as
profil e of usage, the chaining of the instructions, as feature of
execution, an expected chaining for the Eecution of the instructions, 26
January 2006 14 as detection nmeans, neans enabling to detect that the
chaining of the instructions does not correspond to the expected one, and
as coercion neans, —-neafgetectiddl mdghs, mdant enablidpetoddetat fHad dties shatging $F shem
and/or to nodify the functioning of the portion of protected software when
the chaining of the i istmgimseass acorssponsbietspdseted 8ne:t he expect ed one,
constructing the exploitation neans also enablbh{nlg t'hrgf uni.t aﬁqﬂexecut-e t he

i nstructions of the i AS¢AYEPITEIRE TREANS, PTERL MPLPE & HEPR 99t SF R Toons

~being triggered by ! leusxaRilcrB hBaiy thdlFhicBhRAGSHE pobsi %mpf%ct%@e

instructions 10 conmands, and nodifyi'ng the protected software:

modi fyi ng at | east oneoftwasevhanaht ichainoig ohthesnunctons ddchaop cotrespvadl to
software: n by transform ng the elenentary functions into instructions, r
by specifying the chaihfi #8e#5d @-ch nust abide at | east sone of the

nstructions dupingolRgkfnLHecHQMhol Al endbiBldndink! @NSLOIIRY the

el ementary conmmands 1 nto | i ons commands corrésponding to
instructions used, imtasibrd WFithgirstractisiget Mhagkecution bl saifiliegaictienybeibde
unit, in the case where it is 20 detected that the chaining of the

i nstructions executwdggered iyHbe grequtignds thetlata processingntysienn, of ErcdnpiErations one,
i nform 211% t he dat a ro%gassi ng systemof it and/or nodifying the
functioning of the"g I'on of the protected software, so that the
functioning of §heahd floafymg teofionrie dostwieti fi ed According to a variant

enbodi ment, the process according to the invention :
' — by modifying at least one chosen portion of the source of the protected
software:
» by transforming the elementary functions into instructions, -
15 - » - by specifying the _chailﬁng by which must abide at least some of
' the instructions during their execution in the unit,
» and in transforming the elementary commands into instructions
commands corresponding to the insﬁcﬁons used,
- and during the usage phase, in the presence of the unit, in the case where it is
20 detected that the chaining of the instructions exccuted in the unit does not
correspond to the expected one, informing the data processing system of it
and/or modifying the functioning of the portion of the protected software, so that
" the functioning of the protected software is modified.
According to a variant embodiment, the process according to the.invention
25 comprises: |
.= during the protection phase:
e  defining:
— as instructions sef, an instructions set whose at least some instructions
worik with registers and use at least one operand with the intention of
30 : returning a result,

=~ for at least some of the instructions working with registers:




25 conprises: during the protection phase: defining: as instructions set,
an instructions set whose at |east sone instructions woekJaiuany 2@ st ers
and use at | east one operand with the intention of 30 returning a result,
for at |east sone of the instructions working with registers: 26 January
2006 15 > a part defining the functionality of the instruction,. and a part
defining the expected chaining for the execution of ‘the |nstructions and
including bits fields corresponding to: O an identification field of the

instruction, 0 and fer Q%ﬁﬂd@ﬂﬂh@ﬁ'ﬁ%ﬂfncti&ﬁiﬁtjﬂsﬁthblﬁislnﬁﬂnona flag field, *
and an expected identification field of the operand, for ‘each register

bel ongi ng to the expl vit and arpax’mbﬁsnarthe@geept@ychaneng fertthe ckeanionséthe a
generated identification field in mat i cal léﬁg m)rl zed the -

h is t
i dentification of the | adStPHESaRL ‘”hﬁﬁbgﬁ% CPRYRPA s result in
..sai d register, as detection Qﬁ@b HQF] ing the execution of
an .instruction, for each opgﬁan ﬁcﬁﬁﬁ% alg CQ#E] i nposes it, to check
the_equal5| ty of the genepat egddifiasth bp&ahd onttkiimstthetion:r espondi ng-to the 15
regi ster used by said operand, and the expected identification field of the

origin of said operand, - ard asﬂ@bﬁﬂdjon means, nmeans enabling to .nodify

the result of the |nstruct|ons if at S e of ecked ualities
is false. According to anot her WMP‘E@G’ H;{?Bgﬁ ﬁte?(ﬁ%ic PSE’E‘?& ccordi ng

tothe |20 | nventi on C BRLR Sgister Bibhdlfs B ek ﬁx&%ﬁ%@ms&m usc 8/l NO: -
ggerl ng conman OITTTB.I’] or an-instruction omrand
25 - -as a dependent fuﬁﬁﬁmﬂﬂm aﬁgehqumhﬂmgifMamﬂkmnomrﬁ@hllﬂﬁtﬁh@hlmm
‘10- - autornatically memorized the identification of the last instruction
| h which has returned its resulf in said register,

— ~ as detection means, means enabling, during the execution of an
instruction, for each operand, when the flag field imposes it, to check -
the equality of the generated identification field corresponding to the

15 ‘ ~ register used by said operand, and the expected identification field of
the origin of said operand,

—~ and as coercion means, means enabling to modify the result of the
instructions, if at least one of the checked equalities 1s false.

According to another preferred embodiment, the process according to the
~-20  invention comiarises: | '
> durmg the protection phase:
e defining: |
— as a triggering command, an elementary command or an instruction '
_ eommand, -
25 - as a dependent function, an elementary function or an instruction,
| — as an order, at least onec argument for a triggering command,
corresponding at least in part to the information transmitted by the data -
~ processing System to the unit, so as to trigger the execution of the
corfespondjng dependent function,
30 —  a method of renaming of the orders enabling to rename the orders so as

' to obtain triggering commands with renamed orders,



as an order, at |east one argunent for a triggering command, correspondi ng
at least in part to the information transmtted by the da§danyanoZ$si ng
systemto the unit, so as to trigger the execution of the corresponding
dependent function, 30 a nethod of renam ng of the orders enabling to
~renane the orders so as to obtain triggkring commands with renanmed orders,
26 January 2006 16 and-restoring nmeans designed to be used in the unit
during the usage phase, and enabling to restore the dependent function to

execute, from the.rengaRetQiifiemeansCRfined abitadiseX h Bid adit aainEMeSisegabl i ng
the unit to also inplement the restoring neans, and nodifying the

protected software: pb%ec habsiabling o tdstors sl dependent Henqbicotte exesdtes Gbmnar e,
triggering. conmands, nodi fying at | east one chosen portion of the
source ‘of the prot ecté‘&ere Hre Lby renaming the orders of the chosen

..triggering. corrngndgms%%cn e%ﬁgﬁ% ﬂ{eaﬁé‘%nétﬂﬁ&tth%ymﬁ{ 4 B&o &?Fe?@gl?@%]ng

dependent functions, - ucl ng: first o ject

pr ot ect ecs softvvare;es,s@h@;ﬁwnst object part being such that durl ng the
execution of the protected software, the triggering comands with renaned
orders are exectt edndmOdrfﬂmgﬁher@t@tvdSQﬁ]“@é@ part of the protected software -

containing the exploitati on neans al so | nt| ng t.h stori rreans
sai d - second obj ect” pa?t © ‘g%‘?SH& et ﬁ%ﬁm (I% agt%%t“ﬁe

during the execution QhufhgdRrotected softmere the identity of the
dependent functions whose exé€cution is triggered by the first execution

part is restored by nﬂ@rnﬁod)fpﬂgmt lemtondchammmqﬂz‘athesouramdftmb@rcdapahdent
functions are executed means of_the se Egsngfr ¢ execut i on .part, nd

“during the usage phaséOﬂﬁ’Srel?YrFet‘%mﬁrﬂe% SEh frigest %{BW*‘? a
triggering command W Q¢ conceal the identity of the corresponding dependent functions, -

~ and by producing;:
- » the first object part of the protected software, said first object part
being such that during the execution of the protected software, the
- 15 triggering commands with renamed orders are executed,
> and the second object part of the protected software containing the
exploitation means also implementing the restoring means, said
second object part being such that, after upload to the unit and |
during the execution of the protected software, the identity of the
20 . o dependent functions whose execution is triggered by the first
‘execution part is restored by means of the second execution part,
and the dependent functions are executed by means of the second.
, execution part,-
! <> and during the usage phase:
25 o in the presence of the unit and each time a_triggering: command with
| renamed order, contained in a portion of the first execution part imposes it,
restoring in the umit, the identity of the corresponding dependent function
and executing if, so that said portion is executed comrectly and that,
conscquently, the protected software is completely functional,
30 - e and in the absence of the unit, in spite of the request by a portion of the first

‘execution part, to trigger the execution of a dependent function in the unit, .



|

renamed order, contained in a portion of the first execution part inposes
it, restoring in the unit, the identity. of the correspofRidanedfdent
function and executing it, so that said portion is executed correctly and
that, consequently, the protected softhée‘is conpl etely functional, 30
and in the absence of the unit, in spite of the request by a portion of the
first execution part, to trigger the execution of a, dependent function in
the unit, 26 January 2006 17 not being able to fulfill said request
correctly, so that matbtiegsbledafulfiienid roqudst comastly ssodbait at deagbosaidportipn and

that, consequently, the praqtected so re is nog conpl etel y_functional . |
--According to a VMSWB@%GHF n?‘?‘fﬁ’\lgrlg @Pﬁ%@?gfya%d?r}geﬁtﬁgt%ﬁ‘f"ﬁ@ 15R0%nt i on
conprises: -defini sty one dependent function, a famly of-
dependent - functioggngﬁﬁg $¥k§?%%lly equi val ent, but triggered by

—triggering-comaagsdingasa vahatethbodidess, siee pabcéskescentdingdty ity irtvestion ,'

protection phase: 10 and nodifying the protected software: - by choosing,
in the sourceowprigdie protected software at |east one triggering comand
W th renarred_gr Lfying at | east one chosen portion of the

r., = and
source of the ge?‘ﬂp%g}eﬁo%%ﬁnv@%se&by repl aci ng at |east the renaned order

of -one chosen fri ggﬁmn%‘gf&omt inkhdegaemd fiRicHes, ay\fa;]ﬁ;yaaptd&@.gndeg{]aned
order, triggering a dependent function of the same famly. "According to a
vari ant enbodi nent ,fundtenp atgodtenigalboeqliivigento butHoggared hy inggevogpenseeds - *
during the protecti defining. for at |east one dependent function,

n phase,
a fam |y of al gori t‘ﬁ?‘ﬂsgéff’\af}‘eé(ﬁ’ e\%ﬁ“&%’ﬂfﬁa@ﬁ%ndent functions: - by
concat enﬁ]i ng a,.field g 'gstﬁe?gtéé@gdﬁ\pz{rgati on defining the . functional
on

part of e dependent ftuncti o execute in the unit, ; - or by using the
identification field diy cheosingstinuhti smranaftthe peotpaed adftwackeat idasc ahé on
fields of the operands.. 25  According.to a variant enbodi nent, the process

according to the inverfiB&HNESoHPRIK¥ith renamed order,
: —~ and by modifying at least one chosen portion of the source of the

protected software by replacing at least the renamed order of one
15 - chosen triggering command with renamed order, with another renamed
order, triggering a dependent function of the same family.
According to a variant embodiment, the process according to the invention
comprises: ‘
> during the protection phase, defining, for at least one dependent function, a
20 family of algorithmically equivalent dependent functions: '
— by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit, * -
— or by using the identification field of the instruction and the expected |
identification fields of the operands. | |
25 - According to a variant embodiment, the prbcess according to the invention
comprises: |
| —} during the protection phase:
| e  defining:
— as method of renaming of the orders, a ciphering method te cipher the
30 orders,

- — and as restoring means, means implementing a deciphering method to




-> during the protection phase: 30 defining: - as nethod of renam ng of
the orders, a ciphering method to cipher . the orders, - &fadaadary d3@hring
means, neans inplenmenting a deci phering nethod to 26 January 2006 18

deci pher the renaned orders and thus restl%)re the identity of the 10
dependent functions to execute in the unit. According to another preferred
embodi ment, the process according to the invention conprises: -3 during
the protection phase: nodifying the protected software: - by choosing, in’
the source of the protdscipber thsf remamsd arderseand thitre restepdibei _b%atitybpﬁrﬁhm
‘carried out in at leasf ong chosen al gorithm ocessing, - - by nodifying
at | east one chosen pdiep?rﬁﬁ“‘iﬁm?%_sg?)g?%cé&%wtg%‘érﬁérot ected software, this
modi fi cation beig W Iy ENSEMELORROT )
software, the ftf[n}%‘?l onalt(lS {%B%?Pgtralgg%%% one ch%hsg?l@géﬁ%?%iagggﬁﬁ%ﬁg%% S
-.execut ed, - by.imeatisn amprizes:second ‘execution part, in.the unit, - and by =
producing; 15 r the first object part of the protected software, said first
obj ect paft Deidygngtherpretreitondihassig t he execution of the protected
software, the functiopali f 1] t one chosen conditional branch is
executed in the uﬁlﬁ?‘ﬁﬂ?ngat%p?%eé: ésdesco naar%bj ect part of the protected '
software, said secand b2 EhQRRINGCtin RAS tsolfleNSF BeCHrotddRld: sdttwfie, HPIQRAhO the
unit and during the execution of the protected software, appears the :
second execution par tcopditionalinbraofh wiaimied toub if iatcleastnerlel chossh algotithese one

chosen conditional branch.is executed, -~ and during the usage phase:
o processig, :
| 10 — by modifying at least one chosen portion of the source of the protected

software, this modification being such that during the execution of the -
protected software, the functionality of at least one chosen conditional
branch is executed,- by means of the second éxecut_ion part, in the unit,
— and by producing: _
15 B ~ > - the first object part of the protected software, said first object part
~ being such that during the execution of the protected software, the
functionality of at ieast one chosen conditional branch is executed
in the unit, | |
» and the second object part of the protected software, said second
20 ]  object part being such that, after upload to the unit and during the
' execution of the protected software, appears the second execution
part by means of which the functionality -.of at least one chosen
conditional branch is executed, |
-> and during the usage phase: | _

25 * in the presence of the unit and each time a portion of the first execution part
imposes it, executing the functionality of at least one conditional branch in
the unit, so that said portion is executed correctly and that, consequently,
the protected software is completely functional,

» and in the absence of the unit and in spite of the request by a portion of the

30 first execution part to execute the fuﬁctionality of a conditional branch in

the unit, not being able to fulfill said request correctly, so that at least said




25 in the presence of the unit and each tinme a portion of the first
execution part inposes it, executing the functionality 8fJapugnegads one
conditional branch in the unit, so that said portion is executed correctly
and that, consequently, the protected sofftware is conpletely functional,
and in the absence of the unit and in spite of the request by a portion of
the 30 first execution part to execute the functionality of a conditional

branch in the unit, not being able to fulfil| said reqguest gorrectl SO |
that at |east sai dP%OQdﬁu%ﬁtyg’?@B@al@rfﬁ? i?)‘f‘ii iﬂ?%n‘a)t“‘s%q(i’é’@aiﬁe %8B eé’&‘%/q y and

t hat consequently, : WakLgai S not conpletely functional.

According to a var?%ﬁarggﬁgé)ogﬁﬁéﬁ%e,ﬁfﬁ%l process according to the invention
conprises, duri Agedriliag o0 8atinanenbadimentyoiie frocegs taoeordingt ectiedinveftioare: 5
- by choosing, in the source of the protected software, at |east one series
_of chosen cormiprisendhring theametsction phaserampdifiiipgths hrotested seffatehosen portion

of the source of the projected. software,. this i fi.cation,bei ng such that
during the execution 8Y Cf‘ﬂ(é“m%t“bﬁ’gcspg{fesogft%?/\/g?oéerg?%nséﬂ%%?’é’lt feapt Qe SEHES | | ty
of at |east one chosegsdfhsgEbRftical 6RAGKds, onal branches is executed, by

means of the second execution part, in the unit, - and by producing: the

first object part of bhenqlifyirgcitdchssofic viarsen psaion dfiths sowds efcthe pentectedei ng

such that during the execution of the protecte oftware, the .15
functionality of at I‘é%@wa@ngu%wéé}ag%‘?gé‘é‘gépab biftnsiggnthe Fpaptioned the o

executed in the unit, pmggcjﬁle& 8nREE0E LT ARRfibndty '0h%t Rl Ak Clhose

software, said second ect part’ being suc t, after upload to the
unit andigduring the exgsubf osndifiorahdraichtedd edecnitdd, war meamsppl tressecbmd
second execution 20 part by neans of which the overall -functionality of at
| east one chosen ser P&ecugPn P3RdINthoMHE: branches is executed. The process
according to the inventi 80k 'Hﬁ% nabl es to protect usage. of a software by
. CoS o — an by ot ng,. DI o
using -a menori zi ng uni ch pré&sents the characteristic of containing a
part of the software Bei nfe Gixeobjcetpart bf fhel prowstet Bafiwarey sald firstebbjocepai on of
the 25 software attenpting to work w thout the nenorizing unit i na'gostﬁs to
recreate the part being such that during the execution of the pro f:cte 50 ¢, the .
15 functionality of at least one chosen series of conditional branches
is executed in the unit, 7
» and the second object part of the protected software, said second
object part being such that, after upload to the unit and during the
execution of the protected software, appears the second execution
20 ~ part by means of which the overall functionality of-at least one
‘ chosen series of conditional branches is executed.
~ The process according to the invention thus enables to protect usage of a
~ software by using a memorizing unit which presents the characteristic of containing a
pélrt of the software being executed. It follows that any derived version of the
25 . software attempting to work without the memorizing unit imposes to recreate the part
- of the software contained. in the memorizing unit during the exe_cution, or else said
derived version of the software will not be completely functional.
~ “Various other characteristics emerge from the description made below in
reference to the appended diagrams which show, as non-limiting . examples,
30 embodiments and implementations of the subject of the invention.

Figures 10 and 11 are functional biocks diagrams illustrating the various-




of the software contained in the nmenorizing unit during the execution, or
el se said derived version of the software will not be céfpaagl 006
functional. Various other characteristics energe fromthe description nade
below in reference to the appended di agfanms whi ch show, as non-limting .
exanpl-es, 30.enbodi nents and inpl enentations of the subject of the
invention. Figures 10 and 11 are functional blocks diagrans illustrating

the vari ous 26 January 2006 20 representations of. a software respectively:
not prot ect eEPESERIBINS AL 1A ligpre Wépeﬁrlzs@@sr@t Prafocted: ghciolestes ot jgocess

I nventi on. FliIl ur.e 20% v{iiﬁl&l% if#elnﬂéﬁ.r ate as exanpl es, various embodi ments .Qf
an appar at us |rrpri%[emme1 nting the process in accordance with the invention. 5

Figures 30 and Ripwee26 4opiilinatatdhoetmstes o aots smbbaignetiedfl fi hpgabftus
general “principle of the process in accordance with the invention. Figures
40 to 43 ar eimplemeating tht presessdn penprdanee prid the iyventigiocess according to the .

I nvention inplepenting th ringipl.e gf protection by .variable, Figqures 50 °
to 54 arée di agr SHRTEY 89@{1 iﬂﬁ%‘?’?@%@o‘?l@‘&]ﬁ STAPS JBe n%@é@?‘aﬁﬁ'ﬁﬁe “Bhe 10

i nvention i npl ' b&sPid dreblhebitl iRdiaeddiRn. by t enporal A
di ssoci at i on%ﬁ@gtrogggég to 64 are dieaglr ans 1i | lustrating the protection o
process accor di Figures 4(h® date disgoms ittobteatory the gratéutiop pravespdoeomiingoahect i.on- .
by elenentary functions. Figures.70 to_ 74 are %iya r_aﬁg illustrating the
protection piyewicn implapenting theprncaple ofpEieqiion R%FE nting the principle

of protection by. e %pﬁ;g: QBras | : |.agrans
illustrating t hgl%‘?%féé:h%hnﬁg?g ess lgccortﬁ'l%ntgé?%Htﬁgﬁg)ﬁé%ﬁ%gﬁ{dlﬁ 0err%ant I-ng
t he pring pl Rvestidl iaiptahéninghile prémapit of prdtegiondsy 1©8poal didsaiatiodi agr ans

il lustrating the protection process according to the invention . ‘

i npl ement i ng t hEiPEeEnel i1 ¢4 we dnesmaciliugiatig s pEntestioRArogssLifcArding 9ithe 100

Is a diagram.i || ust.rafi | f: ' Lon of 20 the
subj ect of t gegﬁag@fl%rﬁ&t&{%ﬂ%ﬁﬁ%@ ?FP%‘??%?&’?%%@W n‘%itr?bg of a system
al I owi ng the i mpigiresT@td Pharediagidins tssitingthe protedtageredest fopting 0he On
phase in accordance wiith the invention. Figure 120 illustrates an

embodi ment omvanfeimplerpentingdhe pancipleof pEAgetan hyletsstion abd £esRciBRocess i n

ccoordange | bl BIFTHL B0 485 MLk RS L o
protecti on phasstiéiinglanéntipahe piindiplelod proteetivin lynenaming.
Figures 90 to 92 are diagrams illustrating the protection process according to the
~ invention implementing the principle of protection by conditional branch.
Figure 100 is a diagram illustrating the different phases of implementation of
20  the subject of the invention.
.Fignre 110 illustrates an embodiment of a system allowing the implementation
of the cor_xstrucﬁon stage of the protection phase in accordance with the in\.fenﬁon,
Figure 120 illustrates an embodiment of a pre—custoinizaﬁon unit used in the
. protection process in accordance with the invention. '
25 . Figure 130 illustrates an embodiment of a system allowing the implementation
o of the tools making stage of the prdtection phase in accordance with the invention.
Figure 140 illustrates an embodiment of a system allowing the implementation
| rc.)f the protection process according to the invention.
| . Figure 150 iftustrates an embodiment of a custoization unit used ini the
30 prbtection process in accordance with the invention. |

In the rest of the description, the foltowing definitions will be used:



|

Figure 140 illustrates an.enbodi nent of a systemallow ng the
i npl ement ati on of the protection process.according to thgsrjﬂ‘\‘}&ﬁl’?%(?ﬁ Fi gure
150 illustrates an enbodi nent of a custom zation unit-used in the 30
protection process in accordance with the invention. In the rest of the™ "~
description, the follow ng definitions will be used: 26 January 2006 21
processing system3, to store the data and to restore it upon request of
the data processing system3. A nenorizing unit is a unit able to accept
dat a provi ded by aAdhiteprofessiapayqperadas sisystenyabletmeRedite apaygaam able to
execute a program 5 A processing and _nenorizing unit is a unit able: 10
to accept data prodi deindizing gax alspi giek gblig te pseepindsta preyided biyna dlataa to

t he data processi ngg)%%st em 3,

| Ly i t and .
to retain at |east EiRs] ngte?;?’cfgtsgée %@gﬁa%"fi tgﬁ‘gstt(ﬁfﬁ?{{l?‘z“ IE??%\“ES’ fc?régt‘eo? 1[]

~and .to. carry-out--ahgQhidify H5RRLHSI Ng on data, part or all of the result

being secret. A wunit 6 iS a Menorizing unit or a processing. and menori zi ng
uni t i sl enent ¢ ng Al frecassiag esdmanooiziignenit 3 atdiét ablevent i on. A bl ank unit 60
is a unit which does not inplenment the process according to 15 the

i nventi on, but which éasrcerickipouided byaLdats popsspigeisystemde a unit 6. A

bl ank unit 60 can possi bl ec a,unit 6 during the execution of a
sof t war e protect ed_by%(f'ﬁ@xﬂaﬂt@ggghea@g%PmcﬁﬁsW%syf%@£nvention and becone’

again after the execud Qfre datPhiABEst :p@hgyf fi0secht BRE 1 14RER T chga% Ofsg%dé; . ?on

bl ank unit. 60 which has received part data enabling it, _
of suppl enentary dat adataevereifthemsf srsmathedod, a. 20 unit 6. The upload of = |
informatjion to a blank unit 60_or_ a pre:custonjzed unit 66 corresponds to -

a transflér of i nf orma PR 36 e agosikmifpreCeng ondae, pr opsll of the result

‘being §écret.
s A unit 76 1s a memoriiing unit or a processing and memorizing umt
implementiﬁg the process according to the \invention.
e A blank unit 60 is a unit which does not implemeni: the process according to
15 ~ the invention, but which can reéeive data transforming it into a unit 6.
e A blank unit 60 can possibly become a unit 6 during the execution of a
software protected by the process according to the invention and beéome
again after the execution, a blank unit 60.
e A pre_—customiz_ed unit 66 is a blank unit 60 which has received part of data
20 - - enabling it, after receptién of supplementary data, to be transformed into a.
|  unité.
e The uijload of information to a blank unit 60 or a pre-cuétOnﬁzed unit 66
corresponds to a transfer of information to the blank unit 60 or the pfcn
" customized unit 66, and to a storage of said transferred information. The
25 ' ©transfer can possibly include a change of the information fqrmat.
e A variable, a function or data contained in the data processing systém 3 will
‘be indicated by an. uppercase letter, while a variable, a function or data
' contained in the unit 6 will be indicated bya lbwercase letter.
e A "protected software", is a software which haé been protectéd by at least
30 - one of the prmciples of protection implemented by the process in

accordance with the invention.



custom zed unit 66 and to a storage of said transferred information. The
transfer can possibly include a change of the informatioff f&1ugat2006
vari abl e, a function or data contained in the data processing system3 w ||

be indicated by an uppercase letter, while a variable, a function or data —
contained in the unit 6 wll be indicated by a |owercase letter. A
"protected software", is a software -which has been protected by at. |east

30 one of the principles of protection inplenented by the process in
accordance w t het he\ 'wlenablesoft@selan a@pﬁ“@mﬁhﬂn h&@notﬁbeemplwtemtadbbpany .
software", is a softwar v%nch has . not bee tected b Qtﬁ[q?'e of
pr ot ection i npl erreiﬁ’f‘&ﬂplgyo TretesHoR uRlemen r 8 MERCSHE a‘icﬁ anEe, I n
the case where di ffgrantiation between a vul nerabl e sof tware and a
protected software is not inportant, the term"software" is used. A

~sof tware has vaki 0s theRaGS Qs diMsesiRRRAdbAFean at hﬂnb{ﬁﬁleaﬁﬁ\/%é\é‘dndeé ed

inits life cycler - a source representation, - - an Obj ect representation,
- a distr¥bution, prmct@d@t;frmmesmépmp@@mta&hp@im SAﬂW@IPr c!%uﬁedpresent ation
of a software i s understood as a regpesentatl ich ter transf. tion,
Pesul ts in an ofj et SHBFATE ER g FEPRe QAR Cpebdineuh s peAnt CaRFicATT

different levels, fifamia Gepeeptual abstract level to 15 a level executable
directly by a data processing systemor a processing and 20 nmenori zi ng
unit. “An object reprasentetremesantatiansof t ware corresponds to a | evel of
representation which after transfer to a distribution and upload to a data -
processi ng system or &n Pbircb Eresgnigde.nenori zi ng unit, can be executed. It

can be, i.nst ance, code, an interpreted code .etc.. A
di strl bu{(?on |s a physaldéquga{lgvl rtual support cont ai ni ng t he Obj ect

— oradynamic representaﬂon ’
e A source ‘fepresentation of a software is understood as a representation
Which- after transformation, results in an object representation. A source -
representation can offer different levels, from a conceptual abstract level to
15 -. a level executable &irectly by a data processing system or a processing and-
memorizing unit. -

e " An object representation of a sofiware comresponds to a level of
representation which after transfer to a distribution and upload to a data
processmg system or a processmg and memorizing unit, can be executed. It

20 . can be for instance, a binary code an inferpreted code, etc.
- e A distribution is a physical or virtual support _containing the object .
- ~ Tepresentation, said distribution having to be put at the user’s disposal to .
enable them to use the soﬂware ' |
s A dynamic representation corresponds to the execution of the software ﬁom o
25 - © its distribution. _
. 'A pOI’thl‘l of a software. corresponds to some part of the software and can,
for instance correéspond, to one or several consecutive or not mstructlons, '
- and/or one or several consecutive or not functional blocks, and/or one or
-several ﬁmctions; and/or one or several subprograms, and/or one or several
30 | modules. A portion of a software can also correspond’ to all of said

software.



representation, said distribution having to be put at the user's dlsposal

to enable themto use the software. A dynam c represen@vpoyant 8PP sponds
to the execution of the software from 25 its distribution. . A-portion of a
software corresponds to sonme part of the,soffware ‘and can, for 1nstance "~
correspond, to one or several consecutivé€ or not instructions, and/or one

- or several consecutive or not functional blocks, and/or one or several..
functions, and/or one or several subprograns, and/or one or several 30 -
nodul es. A port Figurey 14 g@dtuarﬂéus(@raw Hhes gaBesr emesbiations ag¢spedivelyantl a

fty 10 and 11.ill th
P opr eabn ot 1 SHEHBE SaPRGTS b B R S PSR E  li

sense, and of @ik PRt Brhceqfih WBERdAR: KBRS Ifdng&GEOr ding to the process in
accordance wth the. invention. Figure 10 illustrates various

-wrepresentatronsﬁﬁﬁuavu}nﬁuﬂbws vafibwsa reprédentaiippe afi agvudieriibig ﬂﬁﬁmﬁéfzv
cycle. The vul nerabl e _software 2v_can thus apﬁea under any of the

fol | owi ng® r efRREaENg dyringnis lifeeygloyThe vitlaprilesnttarroty wpshus sppsar wisleeany .
representatlggmg%ﬂk¥wﬁgg%%&eh ﬂpn 2vd.- Said distribution can have

commonly the di stribution nmedium such as a CDROM or the

formof files dbst@lsgmbggeﬁréyeﬁggbngvgetmrk (GSM Internet, etc.), or a
dynam c representati on 2ve correspondl ng to the execution of the .

vul ner abl e sof t war en 2bjeotreprederttatiqoy awgssi ng system 3 of any known type,

whi ch classically in¢ludes, | east .on rocessor 4. 15 Fig re 11
illustrates varfoué ‘i‘é‘ﬁ‘g@g%&é’gi gﬁgit %“@“%Pﬁt%twcsmwg B ma%p»éa?u ng
during ifg life Cygh ical istPb 86 il Lt & ZPCHRONNYS H2PR e any
of the follomnng r esentations: 20 a source representation 2ps o ne udi ng
a first source par msmhwemmdghmndﬁeorkdﬁ%dﬂmm,semg system 3. and
possibly, a second source part intended for the wupit 6, part of said

sour ce parts cah c8mfoAVRATHE EBIFFEIFM 2He CoffFmending to the” execution of the

vulnerable software 2v on a data processing system 3 of any known type,
which classically includes, at least one processor 4.
15 - Figure 11 illustrates various representations of a protected software 2p
i appearing during its life cycle. The protected software 2p can thus appear undér any
of the following representations:
| * a source representation 2ps including a first source part intended for the
data processing system 3 and possibly, a secoﬁd source part intended for the -
- 20 . unit 6, part of said source parts can commonly be contained in common
files, |
¢  an object representation 2po including a first object part 2pos intended for'
- “the data processing system 3 and possibly, a second object part beu
'ﬁitcndt_sd for the unit 6, 77 -
| 25  adistribution 2pd including: _
| = afirst distribution part 2pds containing the first object part Zpog,: said
-~ first distribution part 2pds being intended for the data processing
system 3 and which can commonly have the form of a physical
djsttibuﬁon medium such as a CDROM or the form of files distributed
30 ~ through a network (GSM, Internet, etc.), |
‘— and a second distribution part 2pdu having fhe form:




files, an object representation 2po including a first object part 2pos

i ntended for the data processing system 3 and possibly, 26deaousandZ200§ ect

part 2pou intended for the unit 6, 25 a distribution 2pd including: a
first distribution part 2pds containing the first object part 2pos, said
first distribution part 2pds being intendéd for the data processing system
3 and which can conmonly have the formof a physical distribution nmedium
such as a CDROM or the formof files distributed 30 through a network

(GSM Internet, etc.),»andf# lsscaedlaiksenit 60t i on part 2pdu having the form
26 January 2006 24 of at |east one blank unit 60, > or of at |east one
pre-custom zed unit 66>tOOMBEE%kﬁﬁﬁ@?ﬂ”ﬁﬁm§W§““§éEBhﬁﬁ8%?@@@1béﬁﬁ‘?ﬂ@ﬁ has

been upl oaded and for whi . : Al ] i on by .
upl oadi ng suppl enent ary d%'{ag&ga%'ga}éﬁtmﬁgi%%ghﬁgﬁ g,llﬁsﬁ% %Hlé’ﬁ% T &ent ary

~data bei ng.obtained, forhishot fise thebystorhaadby hpRugidg dupgleMehtiry datdl Of
at least one unit 6 to which the second:object part 2pou has been '

upl oaded, 5 or a dynanic r&paeieehtainownit e saidrsupplpoadianydite being dbtaised,i on
of the 10 protected software,k 2p. ,Sajd napi ¢ representation 2pe includes.
a first execution part ZﬁgémWHgﬁﬁW%b“Qgé%ﬁﬁ%ﬂ@ﬁﬁ‘Fﬁ@mgata processi ng
system 3 and an second exestiiiiORt HRY fnit $BUMEL 1 Leéolﬁmg&& i uni t
6. In the case where the differentiation between thse | ff reﬁ’tgrtﬂ’(ﬁl't}%S '
representations of the pbanepleadedoftware 2p is not inportant, the

expressions first part of the protected_ . 15 software and second part of the
protect ed sof t wdr e Yhk|AYRHBICUEREESCOPROT APccrRIFERANANE i thenexgsuer of the

accordi nggto the i | ' r danc e ) CE ent.at.i on
of f1gur 17, uses HERET ol 0 SR Glehdd robfBferHUATHEe SRREIALIRY, 5
| i nked 'up by a | i nkexgaiitidnaparitpesGrhiding ebladcatedrio dasddth greepysigRyStdnb 3 2@ any
type and includes, classically, at |east one processor 4. The data
processi ng 20 syst et sgeukexgention g Zpedy which preexseipted i the upli§t ance, of

var | ous i Negy (LY Gherd th Bfrer a0 e?vﬁ&gﬁgé’ Giforor? foptElthfatiSas bfmkne
: : pfotected software 2p is not important, the expressions first part of the protected
- 15 software and second part of the protected software shall be used.
The implementation of the process according to the invention in accordance with
the dynamic representation of figure 11, usés an apparatus 1p including a data
processing system 3 linked up by a link S to a unit 6. The data processing system 3 is
of any type and includes, classically, at least one processor 4. The data processing
20 »systc;lﬁ 3 can be a computer or be part, for instance, of various machines, devices, fixed -
or mobile products, or vehicles in the general sense. The link 5 can be realized in any
possible way, such as for instance a serial link, a USB bus, a radio link, an optical link,
" a network link o a direct electric connection to a circuit of data processing system 3, = .
etc. It shonld Be observed that the unit 6 can ﬁossibly be physically located inside the-
25 same integrated ciﬁ:uit than the processor 4 of the data prdcessi_ng system 3. In this
case, the unit 6 can be considered as a CO-Processor in relation to the processor 4 of the
data processing system 3 and the link 5 is internal to the integrated circuit.
Figures 20 to 22 show in an illustrative and non-limiting manner, various
embodiments rof ‘the apparatus 1p allowing the implementation of the protection

30 - process in accordance with the invention.

In the embodiment illustrated in figure 20, the protection apparatus 1p includes,




possi bl e way, such as for instance a serial link, a USB bus, a radio |ink,
an optical link, a network link or a direct electric corSelaniany 2086 5
circuit of data processing system3, etc. It should be observed that the
unit 6 can possibly be physically |ocategd inSide the 25 sane integrateéd— "~
circuit than the processor 4 of the data™processing system3. In this

case, the unit 6 can be considered as a co-processor in relation to the
processor 4 of the data processing system3 and the link 5 is internal to
t he i-ntegr at ada clatacpriocessPggysten 3.0a comPRtes oy fha amit §,] a1 shipagard @ anddits

o ot at B e Bisat ahas Salted TR abrehiate Dot bR dnked S s By "
invention. |ppe gjeﬁsiﬁ i2tg§ echhbxy%gggé BhtddRed é.%?eégg; the TR PR B

apparatus 1p inclu anuary 6 25 as a rocessi ng syst

~conput er and2p&swiichl iy dxebutcd irCthie okt B @khe kecond _kevutian adt Zpearwtitly
called card reader. The conputer 3 is linked up to the unit 6 by a link 5.
During tHe eisesaeuteshinothechy grdf eaddls intsrfaga Bempy bofihke fimctponal sedbatitbey  par t

2pes which is_executed in,the co ter 3. and the second execution part 2peu
which 5 is e%ﬁ%&@épﬁ??vﬁret%elsc?ﬁ?lgiggéyh%é)ﬁ‘gﬂi ts interface 8, nust beth be
functional so 't BathetdifbodRhdt: BitishdteaGhtiyaie 23D tHe préeémeipphianls iFthipdh - I n

the enbodinent illustrated in figure 21, the protection apparatus |p equips
a product 9piodutth® igechergaherglesase, incbiding rvgrivus cauporcotspbhedasied Go dbiapt ed
to the function(s), assu by ,such roduct 9. The protection apparatus

| p i ncl udes, t“?‘{%)). aSFWé‘ggg@ Sﬁ%}ha,ma&ﬂ%t9ad[§'€d%%*§%ff%ﬂ§vﬁ%ﬁ% E3d®y in
the prodyet (3%, (bO&Eing FetiBldde it s QrdRcEY attlt L dh hBGHaF 0duct
9. So _tglle‘l)tc t g%%fgo ucta 9%@ corrlf)lFe ely functiohal ,%t e pr %ct e%l gg@l{:‘ware
2p, nust be honpheirit § dssovitted wdth. thehpreduct®.i Srgthat e prodoctt 9 a9 cofplehty
protected software 2@,9 the firsf execution part 2pe which is executed in

the data prol@sienly W5 weRsiad spRWETe2R R % surRIEbh fUpsHienabp EhusudipBRE 15 i s
execut ed 1N {acdBidonSot i HroROlR PenHD Yl Melire: BB GLECAEE FALHUEI © 2P

enabl es therefore indirectly, to protect against unautho usage, the
product 9 orexueatedfin thiesdatd proetssinpnbystene S. andathe setohd erResutivhgapr ysbnckhigh can

be an installation, a system a machine, a tog,_ a pi ecg of donestic
appl i andes, ﬁ%ﬁ%@%mébemtﬁ:%t@%&aiﬁ%m - Pridgrafedad seftyatg Aenpblest e

prot ecti on apagistkiaditdul¥6! dHES: aghths? SRR LATRIECHR praductl dr A28 PRL! O

a communi cat 1 on networ data processing system37s a first conmputer
| i nked up byfiumctiomakitibs.oFom dtstamct, thepprodust & wmi theban dmstsllation] edsyyyens, second
computer. Folrna;[:hhlge,iarrtgjlr,eanﬁgéeac;[tj d%?ne%‘gic E;leiingé’se, gtp. (O)I?é, e%che
In the embodiment illustrated in figure 22, the protection apparatus 1p includes
20  several computers, as well as part of a communication network. The data ﬁroces’sing
system 3 is a first computer linked up by a link 5 of ﬁctwork type, to a unit 6
constituted by a second computer. For the implementation of the invention, the
second computer 6 is used as a license server fora protected software 2p. During the
execution of the protected software 2p, the first execution part 2pes which is
25 ‘executed in the first éomputer 3 and the second execution part 2peu.which is
- executed in the second computer 6, must both be functional so that the protected
software 2p is completely functional.
Figure 30 enables to make explicit more precisely, the protection process in
accordance with the invention. It should be observed that a vulnerable software 2v, is
30 considered as being executed totally in a data processing system 3. On the other

hand, in the case of the implementation of a protected software 2p, the data




second conputer 6 is used as a license server for a protected softmare 2p.
During the execution of the protected software 2p, the P ¢anuagxddd®t i on
part 2pes which is 25 executed in the first conmputer 3 and the second,
execution part 2peu which is executed in the second conputer 6, nust both
be functional so that the protected software 2p is conpletely functional.
Figure 30 enables to make explicit nore precisely, the protection process

in .accordance with the invention. It should be observed that a vulnerable

sof tware 2y, Progessidg saﬁwgu?dercéuieairabefcﬁgweneé&tleﬂ&ed gpdiyl theilinkaS,datteansfer

rocessi ng syste On the th e-of the inplementation
Pt e or ot ot BRSO bt pash Of e it b 2nging o iapTEE Satimini ol Refviron tema

[ ncl udes tr apsf ko aRAASHA? dpeied 8 %ﬁ%%x’eﬂﬁié}g Spadt Oyli2B8 Y pedlER

bei ng part the unit ing to establis ati on between he
~first executsefwapalp. 2pes and the second execution part 2peu. of the ‘
protected -software 2p. 5 |t nust be considered that the transfer neans 12,

13 are of softmﬁr@“ﬁrﬁﬂ eonsidezec it dhon repsler Mrans 2, ddpup| of witwwowndiong
and, possi blﬁ/

tim zing .the dat ni.cat i on _between .t he. daja
processi ng sydg‘ihg% PR T Fn TP a@ @Om a%s?fl posﬁebﬁﬁsolfgmzﬁ Qﬂged%apt ed
to enabl e t ocdh@HeniBdtioaNSerwed BROSA. p%c@éﬁﬁ@ﬁt 4 SohddVBIeCurdP 6. YA RRnkRr

preferably; independent fromthe type of used. Said transfer neans
10 12, 13 armeanstl2pd3d aregidapied te @baﬂdeto bavet Heoneivvdisposara mcbcandaoﬁmare 2p .
desc_ri bed nor prec as, th kno y t rt The
frret part OFRChESgRoREbHe SIeBRLAOmD 519 FEF O SRS R Jad Bisleh o
executi qp of 44 hey afeomc%e@ o?oﬁaEWﬁfB 2 Rf b NRv&N®E U0 BreChotS @t sdribQi gs by
the first exedution part 2pes enab es the conmunication between the Tirst
execution paprt:czﬁqigasalmy arhevelb knowin by ebetMaonopantt THS filssepart ¢ﬁ1thb|peote@sd of

the d t d ted
1T st r at ed ToRer 3P Srchdes tmapatily, DRGNS 5 wireitan poliearowried seltvima 20,
execution pagt é&@ﬁhdﬁf otfkh%lcp ISR SPIthyak St 2RecutiBR Mrr:azr?%s 'éﬁﬁi)l'ég%ﬁe

protection neans 14. In the case where the unit 6 1Is rizing unit
t he pr ot ect i ammusEpdichdbatwednithe fil@Dexvenbon paltUans aedite skbond axetchﬁon:pﬁe

wher e t unjt 6.is a pro .and nmepori zi the protection neans 14
'ncl ude errotRedaln i LA Sf thiopotaad §PWB“H8%H”§ rpgtesenipd i) dNg QUET or
sinplificatipgygn the rest of the descrl ption, it is chosen to consider,

during the execution of the protected softvvare 2p, the presence of the unit
6 As illustrated in figure 31, to allow the implementation of the second execution

part 2peu of the protected software 2p, the unit 6 includes protection means 14. In

the case where the unit 6 is a memorizing unit, the protection means 14 include
20 memorization means 15. In the case where the unit 6 is a processing and memorizing,

o the protection meane 14 include memorization means 15 and processing means 16.

For the sake of- smlphﬁcaaon in the rest of the descnptlon it is chosen to '

consider, during the executlon of the protected software 2p, the presence of the unit 6
or the absence of the u;rnt 6. In actual fact, a unit 6 providing protection means 14 not -

25 adapted to the execution of the second execution part 2peu of the protected software

2p is also considered as ‘I'Iiissing, each fime the execution of the protected'softwere

2p is not correct. In other words: '

e aunit6 physiéally present and including protection means 14 adapted to the -

execution of the second execution part 2peu of the protected sofiware 2;5, is

30 always 'considered as present,

»  a.unit 6 physically present but including protection means 14 not adapted,



or the absence of the unit 6. In actual fact, a unit 6 providing protection
means 14 not 25 adapted to the execution of the second e2@daniagre(fért 2peu
of the protected software 2p is also considered as m ssing, each tinme the
executi-on of the protected software - 2p is not correct. In other words:

a unit 6 physically present and including protection neans 14 adapted to

t he " execution of the second execution part 2peu of the protected software
2p, is 30 always.considered as present, a unit 6 physically present but

i ncl udi ng protecti da meariowidg MCmpumdlenmtaﬁ@nua?@le 20@md2ekecuteon prat

al l'owi ng the correct | ement ati on_of the second execution rt 2p eu of
the protected soft ﬁﬂ?‘bwgﬂl@i protestedisgiivate 4B ‘%F%‘ésé(%t' ‘i(%hﬁ‘f‘?s?“tt’ gk works

correct |y, ‘and as gsgi0 e cliodQ8Sn M0l BbkwEALEgRALY, - and @ unit s

physical 'y m ssing-i's"aFways considered as m ssing the case where the

—unit 6 is.constpt umﬂahm phYiPal BAhsihgaR liwdys coidi®irédaamBsinghe  transfer
means 13 are split into two parts, one being on the interface 8 and the

other orfe bei nin tha cadecwindre theamitb 3. cohstituteddyendhop candrt andtitsantgbaens,dhof t he

chip card 7 is _considered as.equivalent to t{he absenc f the upnit 6. In
ot hor *vor ds, TRASATREIRB I A DISHE OGRT - €57 Hoine SRdRs e S g Faetes ' (he

protection %e%%?&rtﬁe of ?Sﬁ'tpl e?]rﬁgoéﬂl‘énp%@%se e hp &X@gYL! on

of the seco Ion part 2peu o e protecCted software 2p, SO nmuch so
that the prot@sidettdsfidqunten? o itk dbséncearfithebait\s. fninthicr wosds, in the ahgmoe dance
with the invention, theﬁrotectlon rocess ains at inp Ierrentlng] apr|n0|ple

of pr ot ecuoﬂf@mqhaucw angder; ipingerfacg & dhe prgsection meaniHAse net aesessiie out -
rel ?fed 8? al'i) uén% 1 ’r?/le e?cccﬂh%%)fljbﬁ” the'se J(%‘?eéryléglp& ?JHE]E&@ onpihetdil?tﬁcted

prlnC|p vari a I's °¢ urce of

vul ner abl e Sﬁlfﬁv\l‘ﬁés zéb'fmﬁéh 4cest the protyded sdftvearsipGhnottivhipdgelytfanctionsicut i on
of the vul nerable softvvare 2v, partlalldy{ defi-nes its state. By state of a
12

sof tware, nust hemﬁﬂbﬂ?& Mﬂi the, veagion P’é%‘*é’é‘oﬂfpfﬁ"??ﬁ%?lﬁﬁﬁt é‘ﬁ? ealenan@ Rven -
monent, necessar o 0

suc en varla e pr I ces t e co
execution ofr&@idﬁtgﬁ%hwmtol@ aI so chosen at Ieast one portion of the
source of the vul nerabl e software 2vs containjng at |east .Qne chosen

vari abl el5 At 1 e&er th@ﬂ@ﬂ!%@@ﬂu?}b?f therprapciplg ofdutegtion by vadable s shagndn
softvare 2vs gl Sedi8lor ARV EbleS il 2v9R dbdbe WHE RAHBIEwitbn, By BleCt o
softvvare 2ps. SRS nD I ca

execution of the vulnerable software 2v, partially defines its state. By state of a
‘software, must be understood the set of pieces of information, at a glven moment,
.- necessary to the complete execution of said software, so much so that the absence of
20 such a chosen variable prejudices the complete execution of said software. Is also
chosen at least one portion of the source of the vulnerable software 2vs containing at
~ lcast one chosen variable. |
= - At least one chosen portion of the source of the vulnerable software 2vs is then
| "modi'-fied, 50 as to obtain the source of the protected software 2ps. This modification
.25 - is such that during the exec_ution of the protected software 2p, at least one port_ion of
'the'ﬁrst execution part 2pes which is executed in the data processing system 3, takes
.into accdunt that at least one chosen variable or at least one copy of chosen variable
V‘r'eside',s in the unit 6. For the implementation of the principle of protection by
L variable, the unit 6 includes at least memorization means 15. |
_3‘0' . Figure 40. illustrates an example of execution of a vulnerable software 2v. In

thls example, during the execution of the vulnerable software 2v in the data




25 is such that during the execution of the protected software 2p, at |east
one portion of the first execution part 2pes which i s ex2éuamchry B0Gche dat a

processing system 3, takes into account that at |east one chosen variable

or at. | east one copy of chosen variable esides ih the unit 6. For the "~
i npl ementation of the principle of protec ilon by variable, the unit 6

I ncl udes at |east nenorization neans 15. 30 Figure 40 illustrates an o
exanpl e of execution of a vulnerable software 2v. In this exanple, during

t he execut i ORTQSESSUIESYEMBERBIAE: software 2v in. the data 26 January 2006 28

Rt a5t oot hasvar ab Ghe TRk, ﬁr e stgmpetof e, S % M Vsl Ves,
t he assi gnnent of tgl% vl ap‘tr varlable V1l-to the variableY,
represented by Y- F- f at time instant t3, the assignnent of the

_value of _t___he_____ya_r-.i,alaltemﬁéhﬁsfanth@ th¥ akki n? of tRPKAGEVF eBe Miriablé VM'O thEi gur e
41 illustrates an exanple of a first formof inplenentation of the -

i nventi on5for whi chvatinbleWaré¢rapdesteddyi¥ies Vi the unit 6. In this exanple,

during-the execution in the data %EOCGSSI n tem 3 of the first
execution part 2pesmgfat{ifl Brattdles B 258RPNE Qé‘gevémqfﬁh“pr’é%k‘cgliﬂthFhe

unit 6, appear: g,ah?ﬁg ?a{rﬁs%tghé)g&he‘gxecutlon of a transfer command
a

triggering the trans Frdm the data processi ng systemS to

the variabl e v1Figh#eattedilibdiratddeaiREBMPEAGE QD M 16f ahplehRntafibh §F theai d-
transfer command 15 being represented by OUT(vl, X) and corresponding in

the end. to nventien &gihishtthevarishle degidesxin thet wit Gak thiy exanple, @mrtgl the

i nst ant th t f at f f f
the val ul or AR by oG prPetsh By Sient AT i, ok LRE e matls2pes' " ©
processi ng. ﬁﬁb‘iéc@éﬂs%fﬁ@r@ﬁ%tﬁdaﬁﬂe@&ldetofttﬁehﬂi%vaﬁ}f eabl e Y, said transfer 20

comrand bei ng represented by IN(vt) and corresponding in the end to the
assi gnnent of tme \séltiree gfistarfiety dhd abtaitidn b at hensfar ccatmhend( ttlggtmﬂgaﬁletl me

he. val ue of 1 he varrskr 8t (e it Xl e L PORFEs Doepng syl vatighEoessi ng
beng represented Gy M )° é‘%&“%%ﬁ%‘i‘i%ﬁ%%?%é’ﬂfﬁ‘%‘%‘é‘ &g Sinsfid SARRAC
: 15 being represented by OUT(vi, X) and cormresponding in the end. to the
assignment of the data X to the variable vy,

s at time instant t;, the execution of a transfer command triggering the
transfer of the value of the variable vy residing in the unit 6 to the data
processing system 3 so as to assign it to the varable Y, said transfer

20 ) command being represented by lN(vl) and corresponding in the end to the
| assignment of the value of the variable v; to the variable Y,

e - and at time instant t3, the exccutlon of a transfer command triggering the -
'transfcr of the value of the variable v; residing in the unit 6 to the data -
processmg system 3 so as to assign 1t to the variable Z, said tra.nsfer.

- 25 ‘command being represented by IN(vy) and corresponding in the end to the
assigllment of the value of the variable vy to the variable Z. . o _

| It should be observed that during the execution of the protected software 2p, at

least one variéble resides in the unit 6. Thus, when a portion of the first execution

part 2pes of the protected software 2p imposes it, and in the presence of the unit 6,

30  the value of said variable residing in the unit 6 is transferred to the data processing

system 3 to be used by the first execution part 2pes of the protectéd software 2p, so



assignnment of the value of the variable vj to the variable Z. 1t should be
observed that during the execution of the protected softgpogudpy 2605 | east
one variable resides in the unit.6. Thus, when a portion of the first
execution part 2pes of the protected sofitware 2p inposes it, and in the
presence of the unit 6, 30 the val ue of %9611 d variable residing in the unit
-6 is'transferred to the data processing system 3 to be used by the first
execution. part 2pes of the protected software 2p, so 26 January 2006 29 .
‘much so t hat msgl do fot sdid poitonaxg esetwell coreatlytang thatdeansequendyribe guaettddy, the
protected software 2p is_completely functional. Figure 42 illustrates an
exanpl e of ascg@i%ﬁgpf%%%?tdiyrﬁﬂ%’f%ﬁ'ation of the invention for which a

copy. Of the vagiapl ao SRS ki) kBBpHIbE aleoddd fobhSof TR Estafond!df 110 the

execution in theata processi ng Sys ation p 2pes’

_.of - the prot egesticnofor Wetliéh 3Rcop@rst the vabably RSideCth e e UM thif exARPEAT &
at time instant tl1l, the assignnent of the data X to the variable V, |ocated
in -the datadyingctbs skenytiog dn tha data processing sisstenhd of tectinst oxecuofiompant 2pef er -

command. triggerin ransfer qf the data romthe data processing 10
System 3 to She piiieRRR HEapdd vk ALhF DAk ofitains 15 of .t he

unit 15.6, saidgtrgnsfes %Er?a &%{#ﬂ;én@ Fasciief o CH% : time
i nstant t2, the asSi gnmel}lst 0 1’?&% val ue OP Fﬁe vari ag}ee Mlt%ov'i%gate(ggnri abl e .
Y, and at time ingieadatat Srocéssimgexysicthi dnasfwell s ahefexecutivnmaid tfahgwer i ng
the ‘transfer -of the value of the variable vl residing in the unit 6 to the

data- processing s§eTEMIS tHEeAEe; the dramster ‘i’fft the data, X {ramy; the| daty proggssing
Lanst eto corand. BRka03 S BlSARABE ol il the mblnoPhi B PSS el 12

during the executi e protect war e east one cC ep f
vari abl e resides i §, daittratizifdr cOmuddiidsheindprademad by O EH,,e first . 20 -
execution part 2pes of the protected software 2p, inposes it, and in the :
presence of the®unpt tige inplant kel tlee assigranentcefpihe orlugaef Bis| wariablei Wi e then t he -
unit 6 is transferred the data processing system3 to be used by the
first execution pa?’?m?ee >of the protected software 2p, so nmuch 'so that

sai d portion iseexgdhe#meahstaR &Y (HRNkectiidn of £ BSRGYE Bdhdand R§editinL ¢kd €d ‘
software 2p is conpletely functional. 25 . Figure 43 illustrates an exanple

of atterift of exectrensser of thehealps of dog wariable vy residing in the unit 6 to the data
) processing system 3 so as to affect it to the variable Z, said transfer
command being represented by IN(vy).
It should be observed that during the execution of the protected software Zﬁ, at
least one copy of a variable resides in the unit 6. Thus, when a portion of the first
20  execution part 2pes of the protected software 2p, imposes it, and in the presence of
the unit 6, the value of said copy of variable residing in the unit 6 is transferred to the
data processing system. 3 tb be used by the first execution part 2pes of the protected
. software 2p, so mu'chl so that said portion is éxecuted correctly énd that, |
cdﬁsequently, the prbtccted software 2p is completely functional.
25 . Figure 43 illu_étratés an example of attempt of execution of the protected
| software 2p, when thé unit 6 is missing. In this example, during the execution in the
data processing system 3 of the first exe_cuﬁon parf 2pes of the protected software 2p:-
e at time instant t;, the execution of the transfer command OUT(v,, X)
. canriot frigger the transfer of the data X to the variable vy, taking into
30 ' account the absence of the unit 6,

e at time instani.tp, the execution of the transfer command IN(v,) cannot:



software 2p, when the unit 6 is mssing. In this exanple, during the .
execution in the data processing system 3 of the first eRedanuaon2@ért 2pes
of the protected software 2p: at tinme instant tl1, the execution of the
transfer command QUT(v1, X) cannot triggé the trdnsfer of the data X To
the variable vl, taking into 30 account the absence of the unit 6, at
tinmeinstant t2, the execution of the transfer command I N(vl) cannot 26
January 2006 30 trigger the transfer of the value of the variable yr to the
data processing syRggEmils teasnel the value ebdke verinblans éndle dtiatirecesing 6,
and at time instant t3, .the.execution t.he tr fer. conmand | N(vl) cannot
trigger the transf&YSth 3 REREI eaCS?mft%ée@biFV%ebqafgﬁ \m‘fg’ the data processing

> system 3, 1aking hhOiACGRt: o e BRRANGR of the! tifhsHR bbmfhant INAT E&IRE ©
appears that in the absence of the unit 6, at |east one request by a
_portion of the fir sitiggxahe tiansfepaf the2pelae of thes eadablarvy abltige ditapre@piin®f
variable residing in the unit 6, cannot be fulfilled correctly, so that at
| east said porti on sysiemds tabsagcintaaprcowy thegtsepcenfdbe wait 6. consequently, the
protected software 2p is not completel.y. 10 fupctional. .1t shoul d o
heerved t hat 1 Nebgrore aphivy ST dhealaehts, of i Wi Bordee g Sodedthy 3 ana
the unit 6 i bhkihbRiRMKkieAlatd Fatt BHS BXBIRNESaHIS 6r #BdpY S vABhSlc 3SHigPTENt S
but that the Man of art will know how to conbine themw th other
oper ati ons t & bwaite, camwpbe fulfifed avirehly, saithat stdedsdsaid pottaomoe n@ Sxendted 2 * X
+3) or ZF (5 * vl + \&% 15 Accor di t 0 anof her advantageous
char act er i st PRI #d ithafe FOPESRUCR 'S'EOP@&% SO%Y’B‘E% B 1§ pgt gpmpletely
i mpl enen{d N acRbidici Pl € of protection, called. by "tenporal _
di ssoci ation”, a description of which is carried out in relation to figures
50 to 54. For -t feshonidl tenshsteved dimt dhe dite tansfars iptwean thp detagrodessing yysteampor al -
~di ssociation, i chqs In the source of the vul nerabl e software 2vs, at
| east one al 360 et 6 ablsfiﬁ'ifiéé’_é &%WQP%&X%PISF%%&O%%%?S&MH but

returning at gleastMeRSs LASHIL kndw heWi8 BRI R W RRBihcP BBeRfbld @bbifint he
source of the vulnerable software 2vs containing at | east™ one chosen
al gorithm c pormagles spergtiondt suck as foransaed@E R (Y 2t ¥ Iforthe- tivt e va). t he
vul nerabl e software 2vs is then, nodified, so as to ohtain the source of
the protttted séRPNEME togaothenpdvapgrpytArrasirrishe of bednramtiphhe PrafsHgn
gg ?teir s Ogu[ gg&egsh% in®X G UnhiBmBiitidd e BHRLHE &F SRUNABLE cdiled Wy HRfDbraNe

' ~ dissociation”, a description of which is carried out in relation to figures 50 to 54. . '

For the implementation of the principle of protection by temporal dissociation, is
chosen, in the source of the vulnerable software 2vs, at least one algorithmic
20 progessing using at least one operand and returning at ieast one result. Is also chosen
at least one portion of the source of the vulnerable software 2vs containing at least
oné chosen algorithmic processing. _

" - At least one chosen portién of the source of the vulnefable software 2vs is then
modified, so as to obtain the source of the protected software 2ps. This modification

25  is such that, among others: . |
| e during tﬁe execution of the protected software 2p, at least one portion of the
first execution part 2pes, which is executed in the data processing system 3,
takes into account that the functionality of at least one chosen algorithmic
processing is executed in the unit 6, i
30 e  during the execution of the protected 2p, the second execution part Zpew,

which is executed in the unit 6, executes at least the functionality of at least -



first execution part 2pes, which is executed in the data processing system
3, takes into account that the functionality of at |easpsoafaghasmn
algorithmc processing is executed in the unit 6, 30 during the execution
of the protected 2p, the second execution part 2peu, which is executed Tm~
the unit 6, executes at |east the functi 8hality of at |east 26 January 2006
31 one chosen algorithm c processing, during the execution of the :
protected software 2p, each chosen algorithm c processing is split .into
several distinct stospshoseamigoyithmicgpocessiipe pl aci ng of the operand(s) at
the unit 6's disposal, - step 2: t carrying out in the unit 6, of the
functionality of t rﬁ@ﬂea&ee?ﬁecmjb?'? tﬁﬁ m@ewgég&m&maﬂg@aﬁaa@@mﬁ( s),
- and, step 3: possi . -Ack t he chosen algorithmc
~ processing at the dg%éaéssﬁé%%e Llﬁﬁlg&%yg{ﬂe%ﬁgné?%%g’pr(l)ag%ﬁ&by the unit 6, steps -
comands dre defined tged IitE@pthcihd of fxapednds)ef the ity €@Sposapnd a sequence
of the steps commands is chosen anong the set of sequences allow ng the.
executi onSof -the prot etdpe?t thotamging okipin theewnfti ¢, of thexfeoctionahtypefithe 2lpmssen of :
the protected software 2p, which is executed in the data processing system
3, executes the steps %%fﬁ#ﬁw&‘s?mfffsﬁ.‘&%é‘ﬁ’ﬂgg“a}qqoﬂe ‘dﬁﬁit 6, the execution by

reans of the second exaaLLON it RE adl BAR) AN PLEES L' | o0

steps. For the inplenmentation o e princi protection enpora
di ssoci ation, the uni tprbedssial dcihe darprodassinig @pstéra 3nsdidposal bl e aaRSS1 NQ
means 16. Figure 50 illustrates an _exanple of execution of a vul nerable
software 2v. |ne® t Isfepsemmands argdotingdsto tHigeerige expsuticeolithesiepaf t he

vul ner ab software 2v, in the a rocessi ng, system3, at a certain tine

i nstant, -h?he cal'cuIaHﬁi drpegyense o %13? S%’S "E‘BP’F’@‘E‘EO dlcﬁ%sepoaql%g éé%isﬁﬁr?gnt to

a variable Z, . of tQ@qﬁeﬁﬁéﬂéllo@Jit;g'J‘thea%k&RiﬁoElfHﬂtﬁeg&la&;‘éﬁ‘eﬁ%bﬁgmfeeiﬁ.esem ed by a
an

function F and usi ng operands Y. Figure illustrates an exanpl e of
i npl enent at i on dhetfirgt exendmn put 2pEes oftthe hrotedied sifyare Epnivbichrincewateddgn

cxocuti on | nEN RIS S BEEY SYETEhILS HbS SRR, TECOUR POHC IR |
2pes of the pQLeCkRMh HPMENR & RO s@Bfd eRebddtonYafSHtaCoPbachtE M&vi@mly
appear: at tine instart tr, the step 1, i.e. the execution of a step
command CE, dé¢fineggetepsidaorttbe timpienientation dbthe RringipleYoff porectine tWyatesporal
pr OCQS sing S&%go%ggu%nt, 8’16 unit 6 includes memorization means 15 and processing means 16.
Figure 50 illustrates an example of execution of a vulnerable software 2v. In
this example, appears, during the execution of tﬁe vulnerable sofiware 2v, in the data
processing system 3, at a certain tirne instant, the calculation of Z « F(X,Y)
20  corresponding to the assignment to a variable Z, ?_)f the result of an algorithmic
processing represented by 5 function F and using operands X and Y. _
Figure 51 illustrates an example of ixnpiémgntation of the invention for which
the algorithmic processing chosen in figure 50 is remoted in the unit 6. In this
example, during the execution in the data processing system 3 of the first execution -
- 25  part 2pes of the protected software 2p and in the presence of the unit 6, appear:
~ e at time instant tj, the step 1, i.e. the execution of a step command CE,
triggering the transfer of data X and Y from the data processing system 3 to
the memorizatioﬁ zones reSpcctively x and y located in the memorization
- means 15 of the unit 6, said step command CE, being represented by
30 OUT(x, X), OUT(y, Y),

e at time instant ¢, the step 2, i.e. the execution of a step command CE,,




the nenorization zones respectively x and y located in the nenorization
nmeans 15 of the unit 6, said step conmand CE, bei ng repr#sdmuad 2006 30
QUT(x, X), QUT(y, Y), at time instant t2, the step 2, i.e. the execution
of a step command CE2, 26 January 2006 32, triggeri'ng in the unit 6, the =~
execution by neans of the second execution part 2peu, of the function f,
said function f.  being algorithmcally equivalent to the function F and
said step command CE2 being represented by TRIGt).. Mre precisely, the -
execution of the stigsceBgmhiyg Wer®, theazecution hemeansaf g sweonsd exdeationpast i on f

whi ch uses the contents he .nenori.zati on ones .x d. nd returns its
osult o a manort 2o s fesBE - {aid Hochpn LRSS oS R et 1S ' he
step 3, i.e. the exechhiQfh Pland ssierQHMA €53 beldd QPREMY b RIGRAST er
of the result of the fun'ctiorzlmf,S contpgli ned in t%ee rgerrg%i‘zatioﬁ zo%ﬂ'z of
_the unit 6 to the dadra prdsdygstrgesycatiomd e stsp tawnifands € nlehds t® thhe
variable Z, said step command CE3 being.represented by IN(z). 1In the

i [ ustrated exanpl éxequfien f dhe fanctignf Whichcysss e gomtents of $hey Blemorizatiamoul d
be observed that t i \. ] n f . _The first ..oprovenment
concerns the case W %ersg‘p %néﬁ\)gé@l%%%rtﬁ %ﬁu%?gofﬁl%%%ggg@ﬁzﬁﬁggfrf é&?‘gﬁ%ﬁed I n

the unit 6 and @t hLeASE tifnBendtAS ¢, thPltepREi. 8l tHO EkIMTbA 0P BRBTOMMSaddSCRSEd by
anot her algorithmc processing. In this case, certain transfer steps can

possi bly be renovedttiggehing stbe driasfenmiothentsaelt aifntle afimetiomi fgedndained perthé nent
sequence of the steps commands a t he_set, of sequences all ow ng the
oxeouti on of the 20XBSEERPLEEA PhUR RS U I fA PRECHGE systet § 50 B to'°
preferabje to Chosgsde:s RUHOME Yaiblt 118 st ERiSp COMIRRISCIN bef et ropRE, bé -

di ssoci ates the execution of the steps, by intercal ating betWween t
portions of code eXd)ted in the data processing system 3 and including or

"7l ust rate the B RdTBregiereReR: D apscbamericu Yiressayah dhsidhe
exanpl e Of et Aht Bho ImptdvBREARLE, BOLHYGE® 2v. In this exanple, appears,
during the execution of the vulnerable software 2v, in the data processing
system 3, the exec(heofirstf iprovahgur cotwrins hocassi whee| saveiabgalizoritiéic
15 processings are remoted in the unit 6 and at least the result 6f one
algorithmic processing is used by another algorithmic processing. In this
case, certain transfer steps can possibly be removed.
e The second improvemént aimms at opting for a pertinent sequence of the
steps commands among the set of sequences allowing the execution of the
20 protected software 2p. In this respect, it is preferable to chose & sequence of
| the steps commands which temporally dissociates the execution of the
steps, by intércalating between them, portions of code executed in the data
processing system 3 and including or not steps commands ,uséd— to
deterﬁline other data. Figures 52 and 53 illustrate the principle of such an
25 ~ embodiment. ‘ A
Figure 52 shows anrexample of execution of a vulnerable software 2v. In this -
example, appears, during the execution of the vulnerable software 2v, in the data
processing sSrstem 3, the execution of two algorithmic processings leading to the
determination of Z and Z*, such that Z < F(X,Y)and Z' - F' (X", Y"). k
30 Figure 53 illustrates an example of implementation of the process according to -

the invention for which the two algorithmic processings chosen in figure 52 are




determnation of Z and Z', such that ZF F (X, Y) and 22 <-- F (X, Y').
30 Figure 53 illustrates an exanple of inplenentation of 26 Henyaro2es
according to the invention for which the two al gorithm c processings
chosen in figure 52 are 26 January 2006 33 renoted in the unit 6. According
to such an exanple, during the execution in the data processing system 3,
of the first execution part 2pes of the protected software 2p, and in the -

resence of the upit 6, a ars,.-as expl ai ned abqve, . he execut.i gn of steps
comands CE1Tomgied inhe unibbr ACGORTRE SR A0 AR A 1S SHOBHIOR i MiF 362 of ops
commands CE . e | { ) |

I 1 lustrated, ﬂ;rotc %1%3@%?6%%3’2&%%@%%%? %@g%ﬁ%ﬁ@%@ﬁi §§ﬁ‘§%ﬁ?&§‘t§f} vel y

i nasnuch as fit gRSprespoerends GE &, appdaks, Zs aplirdd amseptiresxaotieon BOElebHNS
are intercalated. In the exanple, the follow ng sequence is thus carried

.out: CE1, pogehmands Clnt €Ec.aCEs c@mesnpaeingciy thepdgtenmpatyn phZepndhphstens code,

CE' 1, portion of intercalated.code, CE 1 ortion.of Lnfercal ated code,
CE' 3, por% i oﬁorﬁ?‘af‘%t éﬁda gt’e Eaopiesiqpgiing {o @ﬁ@ﬁ?’amﬁa“%‘bgﬁivgé lﬁ\‘é'ia?e%dpri ng
the executi ofeQfiedsN@nith I8 €t oSCES YAY Sot2BrechiRd cbﬁg%c@ﬁ@eﬁf MeRmth b Sepdi ¢ 6, -
each time a step command contained in a portion of the I rst execution

part 2pes of carhmapdsotCit &d (334, tasawell 23 dilposede portionk ere antesshtnidiinghe st ep .
Is executed in the &'glo‘l 6.. Thus, it appears,. that ipn the presence ?f the
unit 6, sai deXERIG e dAllewing,ceguncg is AR cRrripd Al CRar POrtioRRgitsRealdted t he
protected so Gy 2 i Sin COHT f tggmal L Fig ' $ an -,
exanpl e of a%éda@?tcgﬂrﬁbg o%t?meé;}g%a? (Iﬁagé]t)!%fc Hfaﬁ’ecg:r B ggpgdw is?l(g%téamlfgiregt%gé’a{/:\,ﬁezh t he-
unit 6 i B0 N peitiog of imertdlatsd exduy R, pditi dmof intwecatatateddep@H;n the data
processing system 3 of the first execution part 2pes of the protectéed

sof tware 2p:  20% should; heeoteryed at,rduring e exeien o thsrpretested sefwatsrita i
QX % Ulhesendd of BRI ,"da00 Bind £ 81! AN OlnelBLE s BBigh diGnd e
MEMOr | e

respective zatron zones X and y taking Into accoun ' ‘absence of
the unit 6, fiaht eckédiliohpat2pes bP thel freteeseicsdiivane Op ifpesestigrhe eomEspondie G(f)
cannot trigger the execution of the function f, taking into account the
absence of 28cp freexganted @ the amt 6aThus.ibapprars fhat piatheprescace el e 9Ait & saithe
Funct i onty . PabPfys APRR bk Tind By SARENERAD, ok Mol BRH donacd 36 1o
completely functional. |
Figure 54 illustrates an example of an attempt of execution of the protected
software 2p, when the unit 6 is missing. In this exaﬁlple, during the execution in the
data processing system 3 of the first execution part 2pes of the protected software 2p:
20 e  at time instant &y, the execution of the step command OUT(x, X), OUT(y,
| Y) cannot trigger the transfer of data X and Y to.the respective
memorization iones x and y taking into account the absence of the unit 6,
e at time instant t,, the execution of the step command TRIG(f) cannot
trigger the execution of the function f, takiﬁg into accoun;:— the absence of
25 .. theunit6, :
| e and at tirﬁe instant t;, the execution of the step command IN(Z) cannot
trigger the transfer of the result of the function f, taking into account the
absence of the unit 6.
It therefore appears that in the absence of the unit 6, at least one request by a
30 pdrtion of the first execution part Zp:es to trigger the execution of a step in the unit 6,

cannot be fulfilled correctly, so that at least said portion is not executed correctly and




It therefore appears that in the absence of the unit 6, at |east one
request by a 30 portion of the first execution part 2pes2t daruaivg@d®f t he
execution of a step in the unit 6, cannot be fulfilled correctly, so that
at | east said portion is not executed coyrectly and 26 January 2006 347"~
that, consequently, the protected software 2p is not conpletely functional.
According to another advantageous characteristic of the invention, the
protection rocess ainms at inplementing a principle of protection called
by o el enent tal consganang the pepsersad softvwesne 3p. iswmet camipletely fgdctigngut in relation
to.figures 60 tq 64.. 5 For .the .inmplenentatiqgn.of t rinciple of . '
protection by 'e%tgﬁoéﬂ‘flgll?/ a??fh%rﬁdg%{g.?geog? 8€%$FW3'&‘: Oﬁﬁe Igigf:rﬂbqn, g}eé’ﬁ%tﬁ‘f%"y
functi ons- whggges! ARBMINpIMeRtd0ASpRA Epld 8P IpRokaidE caireaesyt@aemea/m,gean_S-

of the second execution part 2peu, in the unit 6, and possibly to transfer

dat a :bet weenfitnbordbas despriptiers ef wiiick ysstaenedownd rélhgon i figukes 6) to Ghd a set of

el ement ar% commands for_ said set OtL eI_errﬁ%ary functions, said _elenentary
commands bei ng Fraihedmplyosatation ofithe PrRCipl o Brolechion bydemeptay fupetiong, and’
to trigger t IE‘%E ution in the unit 6, of the corresponding -elenentary
functions. 1 or the inplenentation of the principle of protection by

el ementary funcei opset ofitlemah@s; AABGSAUGHESE elsplfialfiinefolEa8iaBRailieng to
transforma blank unit 60 containing nmenorization nmeans 15 and processing

means 16 into a unkxecstedbby megns ek dreusesond exequtionpaftudiem;, dnthe whebeaacut i on
of said elenmentary functions hei tri red by the.executipon in the data
processi ng system g?ss@ﬁyécr&%sﬁ fa%‘&e &c_%gfggpsqqgesyﬁmgﬁg%%%% of -
the pringj ple of pgotection by elenmentary functions, is also chosen, in’

the source of the vul nerable software 2vs, at |east one algorithmc
processi ng usi ng atnd ®ssitof clemeappey eordmainds fatsedrsehgf démédaytfunctionsesaid t : .

Is al.so chosen at | east one portipn of.the spurce of. the vul nerable
sof tware 2vs cont aFlﬁTnﬁﬂtan c xgﬁgp&s E‘Ff&gclfﬂﬁeef? g‘f’ 66?‘?‘?‘1’9&“0&'& PEIRYIE5 At
| east one chosen pggtdndB Aa Ed“ﬁig?@xuﬂﬁee&fcuﬁ&?iﬁ/me”ﬁ{i@@! 8f &&fé&ﬁ&goﬂr@gé% 2

then nodified, so as to obtain the source.of the protected.soft
Thi s nodification ckemestaghfunhtiens. anong ot hers: during the execution of the

S M ST R G S
are also constructed exploifation means enabling to transform a blank unit 60 - -
containing memorization means 15 and processing means 16 into a unit 6 able to
execufe elementary functions, the execution of said elementary functions being
triggered by the e){ecution m the data processing system 3, of elementary commands.

20 For the implementation of the principle of protection by clementary functions, is
also chosen, in the source of the vulnerable sofiware 2vs, at least one algorithnﬁc
processing using at least one operand and retumiﬁg at least one result. Is also cho‘s.en -

 at least one portion of the source of the vulnéfable software 2vs containing at least
one chosen algorithmic processing.

25 At least one chosen portion of the source of the vulnerable software 2vs is then
modified, so as to bbtain the source of the protected software 2ps. This modification
is such tﬁat, among others: '

e  during the execution of the protected software 2p, at least one portion of the

_ first execution part 2pes, which is executed in the data processing system 3,

30 - takes into account that the functionality of at least one chosen algorithmic

processing is executed in the unit 6,



|

30 takes into account that the functionality of at |east one chosen
algorithmc processing i S executed in the unit 6, 35 26 Z28aamnary 28006
during the execution of the protected software 2p, the second execution _
part at |east one chosen al gorithm c progcessing, 2peu, which is exéecated im .
the unit 6, executes at |east the functi%?nality of each chosen algorithmc
processing is split. so that during the execution of the protected software
2p, -each  chosen al gorithnmic processing is executed, = by nmeans of the second.
execution part 2pedpringihegxedution of greyprbtectetlisofiware My, decveadrid/gxcadtidn wibsen ‘
algorithmc processing is split into elementary functions fe" (with n
varying from1 to Rpewdxbeh {5 expouted g the Wl 60516cHes aldgast dhe Bmatienslity of -
functions enabling | agi f .one al operands at the unit 6's .-
di sposal, - el emanf’i%ir%%t?’ﬁl%gﬁgg%gl,gogg]%eﬁcg#oc\%gél{g% use the operand(s) and“in

conbi nation,  execubsc BRs&HNEbHORAL bioteSing 'ﬂses_;];%i:ﬂ 98 @iiht ALHAL i \HeBution of -

processing, using said operand(s), - and possibly one or- several el enentary
functionss enabl i ngthehprofcedisnfiwate 2y, cabie chewn|algovithmiceprotrssieg inexgontetihm c

processing at the data procgessin system 3' s di sposal the upit_ 6, -and.
aI isquenc;ehof t he g?éﬁ%ﬁ‘ﬁé’ ﬁ’ecﬁﬁf‘%ﬂﬁ& e‘gngmélhll?é%ﬂp . @Etaé{‘f%%?iyo@mc ¥uences -
al | owi ng the execu ] ec -5 0f. : £ _ on
part 2pes of the pt})g‘%}grg@&ﬂteg%} 'Itgfvl\gsrreg élg %ﬁfﬂ%\flﬁ?geseggcu{%g ilfllt%'glgm[%ﬁe dat a
processi ng syst em Junctixect, ésiteheapitafrpncbnl)damelytEl (W th n varying

fromlto N), triggering in the unit 6, the execution by neans of the
second execution par trogsly ongforew¥erabelanpatary Synchigns gngimeribe placineeaf ar y

functio fe.. Figure 60 illustrates f ecution of a ,
vul nerabl'e software - %% r‘n@as?ﬁ?rs %%3%%@‘@5%8@%?@ during the execution’

of the vul nerabl e sof tygitaty fulctidi, ke oZSwRICACHRS KD op¥ah&R) Inddin A .
certain tinme instant, the calculation of Z F F(X, Y) corresponding to the

assi gnnent to a vari alshmbinatient peequiss the Bimcenalityyof | thianthosen ralgerghinig
represented by a function E andi usi@q} %pa%rdfsrids X and Y. Figure 61
illustrates an exanpl &S afert' St PsH 0r’t he i nvention for which the

talhggr it hm C processi ngpgheseblyohe for Ge¥&tabllementafRhords erabng hetpt&ingd N
15 ' of the result of the chosen algorithmic processing at the data processing
system 3’s disposal by the unit 6,
e and a sequence of the elementary commands is chosen among the set of -
sequences allowing the execution of the protected software 2p.
The first execution part 2pes of the protected software 2p, which is executed in
20 the data processing system 3; executes elementary commands CFE, (with n varying
from 17 to N), triggering in the unit 6, the execution by means of the second execution
part 2peu, of each of the previously defined elementary ﬁmct.ionslfe,',. _
F‘igure. 60 illustrates an example of execution of a vulnerable software 2vIn -
this example, appears, during the execution of the vulnerablé_’ software 2v in the data
| 25 brocessilig system 3, at a certain time instant, the calculation of Z « F(X, Y)
| corresponding to the assignment to a variable Z of the result of -an algorithmic
 processing represénted by a function F and using operands X and Y. |
Figure 61 illustrates an example of implementation of the invention for which
thé algorithmic processing chosen in figure 60 is remoted in the unit 6. In this
30  example, during the execution in the data processing system 3 of the first execution

part 2pes of the protected software 2p and in the presence of the unit 6, appear:



30 exanple, during the execution in the data processing system 3 of the

first execution part 2pes of the protected software 2p ape Jafiudripeogs esence
of the unit 6, appear: 26 January 2006 36 at tinme instants tl, t2, the
execution of the elementary comrands CFE] CFE2 triggering.in the anit™6,~
the execution by neans of the second ex€cution part 2peu, of the
correspondi ng el enentary functions fel, fee which provide the transfer of
data X, Y fromthe. data processing system) 10 to nenorization zones
respectively x, ey labdiatecitistants tthetzrroriezatiomn of theaclsmedfaryoformendniCFER, sai d
el ementary conmands CFE1, - CFE2 bejng represented respectively by OUT(x, X),
QUT(y, Yy, at tine Gl Gragering in dhe ynoit 6; the sxeution iy sreaphofdbenspendy

commands CFE3 to CEEN.l. tri ri LN b1 t he cution by. means
of the second exeeorhRt sart B8k s SeatPide Sons R SRERGNT Ty e

_functions f-e3 to feMid poeide R SERMSAS NI XA #6mGhE JalaGrbENnE sh/EASB

represented, respectively, by TRIGfe3) to TRRGfeN_t). . The series of

el enent ary funct i dnmefreBizatoorf ziNes respatvely,iynlocaserbinrthe memadrization means
algorithmcally equivalent . to the function F. £ precjsely, the
execution of said &P yp %’133“@5%3@’ ?‘E’é‘&%“%ﬁb@i@%ﬁ%‘é&ﬁﬂeﬁmﬁ% uni t
6, of the el enmentar ‘ ]gr@ Lk s whi.ch use the contents of the "
menori zati on zonesr%is,pg'%/mra{ih'J r'é’?fﬁ’?’%‘)%ﬁ’e rg%ltﬁ)’t to a nenorization zone z of
the unit 6, and att timBGndtaABE &b tf ), thé breanidn WS it elaheiibsy @neARIISACHE;
command CFEN triggering in the unit 6, the execution:by nmeans of the
second execution p& CFEx, tigggringfin thpuait Sndhn exeputiomby fsany eNths sseprtl ng

the transfer of the result he 4l gori ] rocessi ontained in the .-
roror | ool on sone $sBtphgad 2pbl oSt M AP RERRBY incfOR Bh Mfeng L0

to assign it to thesdardiéhéRarg aifands! COPRL Aty CEEBNObGHRENBfbRbted,
represented by IN(z). In the illustrated exanple, the elenentary commands 1
to N are executed r&pediivebesty VdkiG(fezd ton fraibbdbe vastics bt e tary

i nprovenents -can be effecteq:. . The first i gvenment .concerns the.cas

wher o sover al _al goR AT Sevngierel dp cRERIFIRR AECRESiARY GRiAhoE,

| east the result ofp 0fi€ fudbigs I NNidke NIREIESS] M lefeddtitl &Y salAObRElen

algorithm c processing. In this case, sone el ement ar%l commands used Tor
the trank¥er, can pomgiapflyldeds to the execution in the unit 6, of the elementary functions -

fes to feny; which use the contents of the memorization zones x, y and

return the resulf to a memorization zone z of th;a unit 6,
e and at time instant ty, the execution of the elementary command CFEy
triggering in the unit 6, the execution by means of the second execution part
20 ~ 2peu, of the elementary function fex providing the transfer of the result of
' the algorithmic processing, contained in the memorization zone z of the unit -
6.to the data pro'ce'ssihg system 3, so as to assign it to the variable Z, said
elémentary command CFEy being represented by IN(z). |
In the illustrated example, the elementaﬁ commands 1 to N are ‘executed
25  successively. It sho_uld be observed that two improvements can be eﬁ‘ected;

o The first improvement concerns the case where several algorithmic
processings are remoted in the unit 6 and at least the result of one
aigorithmic processing is used by another algorithmic processing. In this
case, some elementary commands used for the transfer, can possibly be . -

30 _ removed.

e The second improvement aims at opting for a pertinent sequence of the




30 renoved. The second inprovenent ains at opting for a pertinent sequence
of the 26 January 2006 37 el enentary conmands anong the getlamfarg2@ifences
al l owi ng the execution of the protected software 2p. In this respect, it
is preferable to choose a sequence of the el ementary commands whi ch
tenporal |y dissociates the execution of’the el enentary functions, by

i ntercal ati ng between them portions of code executed in the data
processi-ng system 3 and including or not elementary commands used for the
det ermi nati on of otlmentdat comihiglsrasongbeantobRqubhdes tatlatving the euedutiohpl e of -
such an enbodi nent. Figure 62 shows an exarrpl e of execution of a vul nerable
software 2v. In thpgtheemawsteé SOEWE%PB Huthin gesperd, #xis quefeebleoto ehpose a

| bl ft 2 he_.d t ' 1 he t
of o al gor 1t hm csgissed cerBblnigoTERERE ylfer YRR, abpati e,
.such that Z F F (Xexelhti@@f4he Fé‘fetﬁéﬁta Yﬁmhﬁh@%ﬁn@t@rc’aiahﬂétﬁéﬁ@él @Ebn?xarml S

of inplenentation of the process accordl ng to. the inventron for which the
two al gord t hmi ¢ pr patisss ofjcackh@sesutédinf thgdata Boceasiag sysemteand imchidmgwori t 6.

According to such an exanple, during the e tion in the data 15
processi ng system BOthE CTRGREATY iCPRMABYS ) @ﬁﬁﬁéﬁt‘?ﬂ?&@goﬁf’ff)ﬂ@f drtat ignees

software 2p and i tas expl ai ned above,
t he execution of the jjﬁﬁ%%?/wg}n&ctﬁagp%kﬁ%t g-ﬂ%g% corresponding to the
det erm nati on oFfiggr& 62 shtt\hsaa@mmptleojf exkcitiva o evElntable oiiwreds. kihisl to

CFE M corresponding to the. determnation of Z'. As illustrated, the
el enentary cOWTRIGRPOFES tl@ng:ﬁsr\pmﬂmtofsze axnetablsy s%war@c%ﬁ,lmethv data

t h L
or ¢ ond %5t RrifieSing SRHALY B8 TR R ot e et meBEesglBt lp e e Bence
is thus car rd&&n%ﬂhon@?@andwrﬁdcﬁ%ﬂﬁémwmzdm YRE 1, CFE2,

portion of intercal ated code, CFE 2, CFE 3, portion of i ntercal at ed code
CFE' 4, CFE3, CFgare 63 ;llllGﬁENﬁ amézamplezﬁ mnﬂmmmmt‘ thi peyogsdacchaling wur | ng

t he executiop af the protecte re. in the presence.of the unit 6, | |
eaent e et amoiba e SRR R ARl PRopite RS RS Sadlnel Lt
execution Palemorddss 18 udif\@ AVcBERRE RAsueAfah WREBpIE PAiiROBE Sxédutioh REthe data

correspondi ng elenmentary function is executed in the unit 6. Thus, it

appear s,15t hagro¢gssing lpsten Ssdribe fiofl exémutignipart@pes af thepuoteried soﬁwel;ce’hmmﬁ

correctly and Lhat. CODSEUETLLYs, AphloPERIEELE 4030, B BRickSof e
elementary commands CFE; to CFEy corresponding to the determination of Z and

the execution of the elementary commands CFE'; to CFE 'y corresponding to the
deterthination of Z'. As illustrated, the elementary commands CFE; to CFEy are not
20  executed conset;utively, inasmuch as the elementary commands CFE'; to CFE'wm, as

well as other portions of code arc intercalated. In the example, the following

* sequence is thus carried out: CFE,, portion of intercalated code, CFE';, CFE,,
portion ‘of intercalated code, CFE',, CFE';, portion ot' intercalated code, CFE'y,
CFEs, CFEq, ..., CFEy, CFE"y. -

25 It should be observed that, during the execution of the protected software 2p, in
-the' presence of the unit. 6, each time an elementary rcom'mand contained in a portion
of the first execution part 2pes of the protectéd software 2p imposes it, the
.corresponding elementary function is executed in the unit 6. Thus, it appears, that in
the presence of the unit 6, said portion is executed corrcctly and that, consequently,

30  the protected software 2p is completely functional.
Figure 64 illustrates an example of an attempt of execution of the protected



Figure 64 illustrates an exanple of an attenpt of execution of the
protected 26 January 2006 38 software 2p, when the unit & danuansdilsy. In
this exanple, during the execution in the data processing system3; of the
first execution part 2pes of the protected software 2p,. at every tine
instant, the execution of an elenentary %grrmand cannot trigger the _
execution of the corresponding el ementary function, because of thfe- absence
of the unit Gofikhe MANRLIR | - Qirdd ' .ef ore be
determ ned cor r'ectlzﬁ It ?ehgiﬁgggéprgq%bﬂégl}yg?ﬁag%ﬁ?’ﬁiﬁgr}gigé%g{ég%fn &'ﬁe
unit 6, at | elstproossinggysisn dyofahgfirst ieancudfont puet Ipdssdf tﬁ&?%téét@d‘smirezpes
of the protected software 2p, to trigger the execution of an elenentary
function in t4Re2LAYCEY bme sk, thecraaion pEan elsmeatary sommend panot tiggbethst

protect ed 10 S5t POh 7K EARRRAT o BRY i, BRERSRE i dieegeres ot ner

advant agesus valt® Thé eilustd Msigh 16 e vaRMSIIZ Sdhnot MErRSEHE 'éie?rﬁ-ineﬁrcf?ﬁg% . al s
a ana’ .

_ Er
at inplementing a principle of protection, called eby get ection
coercion >> a dethsrdfpreiappeas, thiti iplthe sbemnce iofdheoutit bnatr lehatdnetequesf bgur es

70 to 74. For_the inpl ntation of the principle of protection by .
det ecti on anaogwgr%f{%ﬁ%ﬁ‘e&?t?ndm Ir’@?f Ottgte pregsted spEwaET EPaioetriggecibei on:

characteri st b i s ed: ak. | i in the unit 6 at
oast one. or FrarioRbPal AcRfnBphOAGE i e EA% canh IO SREetsh e
char act er i st atjea@Osaidiportioni io motrexmeated kdreecttyne MEA] coBeditAtlyNike RoRBEd
enabl i ng é‘o des ect that at |east one software execution characteristic
does not 4bi e 4P 1§ palqompleiely funchiopak ed criterion, and coercion neans

18 to inplenment 4 ' ARd [ e -t he .dat rocessi ng
system 3 and/ or Ar‘r:godlltd ﬂ#%%glgrec ut'| %EQDBJfS (gﬁg%% \?\g% gf_t%gn\r%gﬂn,éﬁe B@gesﬂf‘oﬁne
criterion i spretssafiimdent impletkattinghe ptingipbnefpadtbaian0 tallddebPld REcRbE 20k
protection b% detectiQn and coercion, are also constructed exploitation
means enabl i HFEER o afscapPHemehyRisk 1 sarticdout ip seledemiorfiguresnd® fxat.i on neans

15 and, processiFRgHEEAenkrtatdat N ] ti t |east the
det ection means 17 and'the ,codg?cﬁﬁe#@éﬁgﬁel%#@% EI o] (2&7%“1"1 SPPEIEs the
means netessameydefioed:he i npl enmentation of this principle of protection by

detection and coerci on. The ynit 6 includes the detection neans 17
s at least one software execution characteristic liable to be monitored at least

in part in the unit 6,
e at least_ one criterion to abide by for at least one software execution
characteristic, '
20 *  detection means 17 to implement in the unit 6 and enabling to detect that at
least one software execution characteristic does not abide by at least one
“associated cﬁterion, _ _ .
 and coercion means 18 to implement in the unit 6 and enabling to_ inform
the data processing system 3'and/0r modify the execution of a software,
25 when at least one criterion is ﬁot abided by.
For the implementation of the priﬁcip_le of protection by dctection and coercion,
are also constructed exploitation means. enabling to transform a blank unit 60
containing memorization means 15 and ‘processing means 16 into a unit 6
implementing at least the detection means 17 and the coercion_meanﬁ 18. |
30 Figure 70 illustrates the means necessary to the implementati'oﬁ of this princ;‘iple

of protection by detection and coercion. The unit 6 includes the detection means 17




39 and the coercion neans 18 belonging to the processing nmeans 16. The
coercion neans 18 are inforned by the detection nmeans 1Z6tJaatiag 2006t eri on
has not been abided by. Mre precisely, the detection neans 17 use
information comng fromthe 5 transfer neans 13 and/or fromthe e
menori zation neans 15 and/or fromthe pr%essi ng neans 16, so as to nonitor
one or several. software execution characteristics. For each software
executi on chajactherdosicidn | : cr ' [ by. In the
case where it isﬁlgetogltcdtlcgldh%ﬁlzl&tetuzilibte f enggllg f)dr)lg?e S #dtc&%dgo g’f%r%u@oﬁge Sbercion
char act eri st imeani 8 deemioroted dlyithteddiyctidh hemstl 7aR@ aCdritdrRinl 138 not b&end®iggt | on
means 17 infqormthe coercion neans 18 of it. Said coercion neans 18 are
adapted to thrfy, in the appropriate way, the state of the unit 6. For

the inpl enentati t inciple of protection. by detectian and
coercion.  ar e AB5 BEAEHE e Giefaf amBHR. T2t RimaRet e Hom tho

char act er 6t itankor TRAIOL3 ATHIELRE hSALHBALBNOGRMMONSCHABF AL SHCS
liable to be nonitored, at |east one criterion to abide by for "at | east
one chosen s@frtssasing emewst 16N sochar @ctmeoiigiri ope om sktihals Qufi®ereOfexbdiftion

vul nerabl e sogtwa}\r?ﬁ 2vs,. at e&&% one al gorithmc 20 processing for which

at least one SHPHISEIESRUHCR SAtwMS cx e R anghaactegistip ISt at leash ope sritation  and

in the sour'cgogﬁidyg?_ vul nerabl e software 2vs, at |east one portion o

containing, at |least one chosen algorithm c processing. At |east one chosen

porti-on of the dothceasewhttedt isudetetalthat fdédshatiecsotbiiars Sxdelifsh Amraddtidticed,

So as to ﬁbt in the s(%glgce of the protected software 2ps. This nodification
t

30 is sud S MRhPRYRGLY Meleast cagicritsHions theretisiion aneass 14 dnfowmrthe psrciamong
execut ed | TRER 35,316 SR b whdR 1463 aHRG Y, S84REGH B0 FRaPPERE cact
one chosen safy thastteofahethio. characteristic is to be nonitored, at |east
in part in the For _thé implementation of the principle of protection by detection and coercion,
are also chosen: |
1.5 - * at least one software execution characteristic to monitor, among the
software execution characteristics liable to be monitored,
¢  at least one criterion to abide by for at least one chosen software execution
characteristic,
e in the source of the vulnerable éoftware 2vs, at least one algorithmic
20 - processing for which at least one software execution characteristic is to be
monitored,
* and in the source of the vulnerable software 2vs, at least one portion
| éontaining at least one chosen algorithmic processing. '
At least one chosen portibﬁ of ‘ the source of the vulnerable software 2vs is then
25 modified, so as to obtain the source of the protected software 2ps. This modification
is such that, duﬁng the execution of the protected software 2p, among others:
e atleast one portion of thé first execution part 2pes, which is executed in the
data processing system 3, takes. into account that at least one chosen
software execution characteristic is to be monitored, at least in part in the

30 unit 6,

» and the second execution part 2peu, which is executed in the unit 6,



unit 6, and the second execution part 2peu, which is executed in the unit
6, 26 January 2006 nonitors at least in part, a chosen s2f danuaey 20d6cut i on
characteristic. During the execution of the protected software 2p,

protected by this principle of protection by detection and coercion, Tnm—~—
the presence of the unit 6: as long as al} the criteria corresponding to

all the nonitored execution characteristics of all the nodified portions

of the protected sofiows®aPRaRiEparfldl ABknawIA SkebREL dif cﬂegfsﬁizons of the.
protected software-Zp work nomnally, so that sald protected software 2p -
wor ks nomi nal | y, Duamgithefexeutibe a$ theopreteoted tshwarei 2pe picRested bR EROPAAIE P 2

moni t ored execution  characteristic of a portion of the protected software
2p is not abiRIRECHRR bY drection and ogrieR.d8 dhaprespet efthg uhk 6 nf or ned of it

and/ or the functj on; f ot ortion of the.protected software 2p is
..modi fied,. s.Q__.I.haJt,‘ t%sggpgnaét?gﬁ?égﬁn a ‘f%@slb(?’r@f%c%eﬁﬁstg?ttﬁ%@r% execution

modi 11 od. sNat ur al | yelakibidResABANGE rabaihAEpdHbhs & mebrlEASY G LRSS by -
f ep §Us 0T

a portion of the first execution part 2pes of t otecte r_aéeZp to
use the unit 6 cann@tdddeby,18id ulbdified dpartionseof Ithe ootcbiell AifiwRasty SAid -~
portion is not executed 20_40  consequently the

n _ i:orrterggl . ,and t hat equ _ _
protect ed soft ware B, se ﬁ%ﬂ@f‘é?‘ie‘*ﬁﬂ%‘fﬁ%?ﬁwmlﬁdro@n ly,mpl ement ati on
of the principle of,pr ' t I cpercion, two,types of )
sof t war e ‘execution ¢ a??ggég?féﬁjégq%r(’gﬁ%ﬂézggo%%g?%ﬂ%& 5I¢W1E°Fﬁ%e¥$°tugf’ntype

of software executidharackas@edPd poitiod of dhid BORRRASWarR MRl R LBIdRd by, the -
measur_emigt of the execution of a software and the second type: cor?’esponds
r

to a profile of usHifePiresingosysign 8. isafumedmftiy ped/onthe Rarxctiotiagiaftthes can

b d . ind d ' .pation. t he il ' f th
orincipl e of b ot e b AR sFAERER Sohie dnch iifse o TR e heneBomios o

characteristic, a whépidcedabfivRasy aRadified. sof tware execution, 25 are
defined: in the nenorization neans 15, the possibility to nenorize at
| east one - - Naturally, in the absence of the unit 6, at least one request by a portion of the

first execution part 2pes of the protected software 2p to use the unit 6 cannot be -
15 fulfilled correctly so that at least said portion is not executed correctly and that
consequently the protected software 2p is not completely functional.

For the implementation of the principle of protection by detection and coercion,

two types of software execution characteristics are used preferentially.

The first type of software execution characteristic corresponds to a variable of

20  measurement of the execution of a sofiware and the seéond type corresponds to a
' profile of usage of a software. Said two types of characteristics can be used -
independently or in combination.
~ For the ‘implementation of the p;inciple of protection by detection and coercion .
* using, as execution characteristic, a variable of measurement 0f software execution,
25  are defined: '.

* in the memorization means 15, the possibility to memorize at least one
variable of measurement used to quantify the usage of at least one _'
functionality of a software,

e in the detection means 17, the possibility to monitor at least one threshold

30 assoctated fo each variable of measurement,

. agd actualization means enabling to update each variable of measurement




vari abl e of measurenent used to quantify the usage of at |east one
functionality of a software, in the detection nmeans 17, 26 Henyzog8008i | ity to

“monitor at |east one threshold 30 associated to each vari abl e of

measurement, and actualization means enabl[i™g to update each vari abl e of
measur enent 26 January 2006 41 depending on the usage of the functionality
to which it is associated. Are also constfucted exploitation means

i mpl ementing, in additigon to the detection .nmeans, 17.and the coercion means
18, the actualizati¥R® ﬁ%gt.lth%}ségea?ﬁ emé'gﬂgni’f??’h’é’ﬂéto’ﬁraﬁsé’c et he

vul nerabl e soft e S |<O i the ner,
sof tware 2v vm_o\é%{eu?%emlng %t%(g%gblﬁt%ﬁ%%%%ﬁst @?ggﬁlﬁ%ﬁ% 12 Sgﬁlg}gltgqgg

measur enent , degktibeasinsOifeandahd addreion imemea 38 rthemmhalizatoh ineagiant i fy t he
usage of said functionality, at | east one threshold associated to the

_variabl e of -neastucaisershosay, in the spwrsp ohtieriglacsable safyyare d¥s:usage of said

functionality, ~and at | east one t of, u te,of the variable of

measur ement, " 'depaéi‘fﬁsh'@"eo‘%fn‘ftff@ a‘gkoég‘()jV“lgﬁ'i%g%fgﬁﬁgﬂeoﬁvaﬁ"%ﬁ?“S‘Tg? SE@‘Z}Fce of
the vul nerabl e sof tyakenatRired ifd'® Darflt bf Bdasuthedg, 1O Obtain the source
of the protected software 2ps, this nodification bei'ng such that, during
the 15 executi on oft kit gueotaeabledos nfehsvaeme@pysed te @aotfydtbexeagd bbsaidpeu:
actual i zes the vari abl e of. neasurenment depending on the usage of said
functionality, andupeiemsliffat o account at |east one threshold crossing. In

ot her words, during_the execut,j fot _ t £ar e o2
vari able of 20 'rreg%turl%arsrgn 9 sth%g%%gegpﬁ)g%é%ﬁﬁga%n tfnéwfl'}sg)é‘eﬂlgf&ggﬁfﬁ

functiongbity, and shespdddng ohiashefdsig ofsaidd@etionligtydet ection neans 17
informof it the coercion neans 18 which make an adapted decision to
informthe data %roussst deast sguer emgtiiodiref/ spdaty ofnthgi voriatle ofr scassemens
carried out by the (ﬁroc ssin errgs%ns'&gaig at%hl)n it 0 nodi fy the functioning
of the portion of t f2°Pr8E 88t dd 35?9 r P, tSf'hat the functioning of 25
the protected soffaigfufceldr the viRrdtl€doftware 2vs is then modified, so as to obtain the

source of the protected software 2ps, this modification being such that, during the

15 execution of the protected software 2p, the second execution 2peu:
e actualizes the variable of measurement depending on the usage of said
- functionality,
¢ and takes into account at least one threshold crossing.
In other words, during the execution of the protected software 2p, the variable of
20 measurement is updated depending pﬁ the usage of said functionality, and when thé
th_réshold is crossed, the detection means 17 infonm of it' the coercion means 18
_ which make an adapted decision to inform the data processing. system 3 and/or to
modify the processings carried out by the processing means 16 enabling to modify
“the functioning of the portion of the protected software 2p, so that the functioning of
25 - the protected software 2p is modified. |
| ' For the im'plémentaﬁon of a first preferred variant embodiment of the principle -
" of protection by detection and coercion using, as characteristic, a vadable of
.Am.easur'emcnt-, are defined:
R for at least one variable of measurement, several associated thresholds, %
- 30 o and different coercion means corresponding to each of said thresholds.

Are also chosen, in the source of the vulnerable software 2vs:



For the inplenentation of a first preferred variant enbodi nent of the
principle of protection by detection and coerci on usi ng2édanuary 2006
characteristic, a variable of neasurenent; are defined: 30 for at |east
one vari abl'e of neasurenent, several associ‘ated threshofds,™ ~ dnd drffferenr
coercion neans correspondi ng to each of said thresholds. Are also chosen,
in the source of the vulnerable software®vs: 26 January 2006 42 at |east

one vari abl e .of nmeasuyrepent us t uantify the usage.of at |east one
Pomct tonalt ty ofe il Bt DB RO} BT CROTASED B RROa e e SR 1S

t hreshol ds corresp [ ' L. e PN
functionalities, qgl(r% . a%tﬁcﬁlgg?{ 6%@%@?&%?%@%&?@?%&%@% teed %"“é’?‘[aém e
of neasurenent. Thahsshsldecatesphiivgilordffaktnelisith bfiadage dFsid Amthemlioedi fi ed,

so as . to obtain the source of the protected software 2ps, this

_nodi fication_ beieng aadekleabidwo thigsholds asreciated de theiveriabde of meagyramentt ed |

sof tware 2p, .the.,second cutjon part 2ped:. .actuali t he var,i abl e of
nmeasur enent dep iﬁ?BICSr?%ﬁ‘évﬁié’ﬁﬁlgﬁoﬁo%@%ﬁeﬁavf bsntz’f“? B}?gfzf‘fee%y,so Tpto ainithges

| nto account .’Smﬂ&:% 8 RN blo¥ectdd Softl 28 FpR It niddfickabh B SREPERR! HSmg! e Ot her
words, classically, dufing the execution of the prot ec%ed sof twar e~2p, '
when. t he fi r skedubivesfitieprotcted esiiete 2phtheuectndexeaitmnmaritipeudat a processi ng
system 3 enjoining the protected software 2p not to use said : )
functional ity arfynoiciialiggs fheevaripbly of maepsursmicih deppgdingat it ugageuefi pidsai d
functionality, the f'ﬁg&?qlgdiépreshol d will 15 potentially be crossed- In the
case where the second 1hreshold is crossed, the coercion neans 18 can nake
t he .chosep functd onaldithiesiinefbesin \RffaaaN Y theBleesiier thé Oiik Bdesiddd War € 2p
i neffective. For the inplementation of a second preferred vari ant

enbodi ment of t He otlriwieidpl dassicaliy.oising B dpouisneet the wretpeted sefbwaroiusi ng,

h teristic, . i-able.of 2 t: fined.refilli
rans enabi | Menghe et Hiredpo i oGl FESTH SRR s e o P e PrpE b8y 0
vari abl e of %ﬁﬁ%ﬁﬁ%ﬁﬁ@br&%&t@d 3bfrweastp @we tadik lshiaNRinciGABE anyMdte alfSHe

constructed exploitation nmeans inpl errpantj@gi;, in addition to the detection
means 17, therdoded softvangads cargesng wsing fenctignality rtherecornd thrnsholémilll i ng

25 means 15  potentially be crossed. In the case where the second threshold is crossed, the coercion

‘ means 18 can make the chosen functionality ineffective and/or make the protected
software 2p ineffective. '
For the implementation of a second preferred variant embodiment of the

principle of protection by detection and coercion using, as characteristic, a variable of

20 measurerilent,' are defined refilling means enabiing to credit at least one software
funétionality monitored by a variable of measurement with at least one additional
usage. _

Are‘ also constructed exploitation means implementing, in addition to the
defection means 17, the coercion means 18 and the actualization means, the refilling

25 mcané. _

Is also chosen, in the source of the vulnerable software 2vs, at least one variable

- of measurement used td limit the usage of at least one functionality of the software
.and which must be able to be credited with at least Qﬁe additional usage.

“The source of the vulnerable software 2vs is then modified, so as to obtain the

30 source of the protected software 2ps, this modification being such that, durir;g a

phase called of refilling, at least one additional usage of at least one functionality



Is al so chosen, in the source of the vul nerable software 2vs, at |east one
vari able of neasurenent used to |limt the usage of at |2&adanuane2006
functionality of the software and which nust be able to be credited with .
at | east one additional usage. The source of the vul nerable software 2vs is
then nodified, so as to obtain the 30 sogrce of the protected software
2ps, 'this nodification being such that, ring a phase called of refilling,

al least one adlibhagto §5RGE Olrblc | ARSI ARG IERd QDAL Y 26 January 2006

43 correspondi osen vari a nmeasur erren can be credited Is .

carried out, dulg BgirieA®ubhas@gGhe phidel bf Rillilid) @hd RAGbIMatIZAIfQR 1Qdst dhe | €aSt
one chosen variable of measurement and/or of at |east one associ at ed

t hr eshol d, schesentveriablp lofwmeasurtoenttandfra efodiltdsoons asserajed Bfreshioll; so as to-

correspondl n func ionality.. In other rds uri n the
e gy Ao o] et O Oerpatding PuPOiily T plfer Wofad "
functionadity 19 obdile p&ﬁ'{)ﬂ?@h@?hﬂ%@&f‘i‘@ﬁﬁ%&f)m &0dit M&lddgp{]fargr@{'&ﬂt' 184kt Qﬁet he
prl nci p| e of tection ection an coercil on usi ng,

characteri st ﬁmmanairtpbftmpwteaed tofewae Qpage, i s defined as CI‘I terion to

abide by for said profile of usage, at |east one feature of software
execution. Are &i0sé&heckpdementation PPy pf proiecion RE AslsFon#id sasrdonys:

at l-east one I f

axecut; on by SHEcH SpfbeiRes houmRR bRt AR 3 adfiBl b BRRALEN WIS B,
source of therwdidyaofilel of usede! sElemst 3us fdasurt o€ Boftvade Exeettiors0 as to obtain the
15 source of the protected software 2ps, this nodification being such that,
during tHe execfﬁﬁlabﬁcbﬂseﬁlh’éltb?éﬂ@@% he yulngEble PRwarA¥ssecond execut i on

part 2peu abi des by 2 totﬂhe ho %Qa fe%at ur es of execution. In other words,
the unit 6 itsel’ A AP S AL 5ne "ELEEShd execut i on part 2peu is '

executed and can i rhfn@a'ﬂéa."sleodé%@euﬁr SCRLEhish bPWRCE B l%as%%ﬁé@hod%ﬁ%'r&ﬁ/leb?e
functioning of the protected software 2p, in the case 20 where at |east

one feature of execm@gﬁomw@brd@t abi ded by. Duri ng t he execution of the

t ect ed ft t.ed th f th
Ot o6 “as l ondtesoliee e Fupmblesatpoaul 2t et meadied. M effoarpadne 1"
portions;of thace Bmﬁ@?fc@&t&pédm.@ 2§B Afi€ nReFoP Yeing duch M€ durkd the

portions of the protecte software 2p work nom nally, so that sai
pr ot ect ed sofsxtw@mgnz)@ theoprivtected software 2p, the second execution part 2pen abides by all

the chosen features of execution. In other words, the unit 6 itself monitors the way
the second execution part 2peu is executed and can inform the data ‘processing
system 3 and/or modify the functioning of the protected software 2p, in the case
20  where at least one feature of execution is not abided by.
'During the execution of the protected software 2p, protected by this principle, in
the presence of the unit 6: ,

e as long as all the features of execution of all the modified portions of the.

protected software 2p are abided by, said modified portions of the protected
- 25 software 2p work nominaily, so that said protected software 2p works
" nominally,

o and if at least one feature of execution of a portion of protected software 2p
is not abided by, the data processing system 3 is informed of it and/or the
functioning of the portion of the protected software 2p 1s modified, so that

30 the functioning of the protected software 2p 1s modified. |

The monitoring of different features of execution can be considered, like for




nomnally, - and if at |east one feature of execution of a portion of
protected software 2p is not abided by, the data processiguaragstZ0063 i S
informed of it and/or the functioning of the portion of the protected
software 2p is nodified, so that the funcTioni'ng’ 0f "The profected softvare
2p is nodified. The nonitoring of differg?t features of execution can be
considered, |ike for 26 January 2006 44 nstance the nonitoring of the
presence of i FUGH | - i ke ] : i1 or.i

execution Chglg %nﬁgqﬁéoﬁz’gl{tbﬁg%s%? t@%g?eﬁéll?gte %q:m? eéullzl’ﬁsst“lriat;{(g(lthlIl r?s&gﬂ%% 0% E@e

i npl enent at i afon@brib 6f BE eREubbA chdiniBk GheftléBofpatiaifakd inglugivds coer ci on
using as feature of execution to abide by, the nmonitoring of the execution
chai ning for at Hoe#hst impiemendationodt thy grineipta efcprpisadon by detgetiomangt coegpmon

T 0 S YRS LA 1581 SRR Sy BRSSO

i nstructigns f&qlmega&dfit@bjn%dﬁogg 28X&HHegd I n the data processing
system 3. The execution of each of said instructions commands in the data
processi ng 10 syst emnidstiuctigeedes whivst atruciidnsGre lidbde @xdecadetwad of the heit 6,
correspondi ng instructiaon, detection neans 17 enabling to detect that the
chai ning of the * ndt sl OfiiBREICHERS copmapdy farsphisiections se saidt iagtregiens and
coerci on nmeans 18 enabl i t 04-1.0f; t rocessi. 3 d/ or
to nodify the execﬁ?f‘%angg % %1%19 \(/%vér@g S %ng(% %‘e&ghaga?anﬁ}ng%gsosﬂé%{ym 3. Tk

instructions does ngbctin &S8R0t hid MestRXHERS EsnMARds AN theAllfR RORSIiKRgICt ed
expl oi-tati on neans enabling the unit 6 to al so execute the instructions of

the insti@ctions sepstemhd &igget iiwrthofwytitd thasexegutiorored thei pefresppryieg ed
by the execution in _the .data processing system 3 of the instructions
commands. 20 Is al SB°U458%%n  in the source of the vul nerable software

2vs, at | east ong g pRfibh Mbafs BT LASSIH G IMCE Mhat k! cHaghih® 8P HRMinkiudidgs UNi t
6 and for which the chaining of at |east one part of the instructions is
to be nonitored. Thivesoolraaegiondie thadxpertadbre,sof tware 2vs is then

Todi 11 cat i on bei"ng CHCHETHE Ml NRGHERERE 25 REL Y GHagToTep U RE By
sof t war e;gp: 30 and/or to modify the execution of a software when the chaining of the
instructions does not correspond to the expected one.
Are also constructed exploitation means enabling the unit 6 to also execute the
instructions of the instructions set, the execution of said mstructions being triggered
~ by the execution in the data processing system 3 of the instructions commands.

20 Is aléo chosen, in the source of the vulnerable software 2vs, at least one
algorithmic processing which must be remoted in the unit 6 and for which the
chaining of at least one part of the instructions is to be monitored.

‘ The source of the vulnerable software. 2vs is then modified, so as to obtain the
source of the .vulnerable software 2ps, this modification being such that, during the
25  execution of the protected software 2p:
e the second execution part 2peu cxccutes at least the functionality of the
chosen algorithmic processing,
e the chosen algorithmic processing is split into insfructions,
e the chaining by which at least some of the instructions must abide during
730 their executton in the unit 6 is specified, |

e and the first execution part 2pes of the protected sofiware 2p executes



t he second execution part 2peu executes at |east the functionality of the
chosen al gorithmic processing, the chosen algorithnm c pEoddassinngliss split
into instructions, the chaining by which at |east sone of the instructions
must abide during their execution in the unit 6 is specified,. and the
first execution part 2pes of the protectgg software 2p executes 26 January
200645 instructions commands which trigger the execution of the

i nstructions in thepeibnbeo A AP oRURE Ul Q0o bR AR RALR L L YT e

2p, .protected by this principle esence of the u

| ong as the chaini ngi©d. the instructions of all the nodified portions -of
the protected software 2p, executed in the unit 6 corresponds to the -
expected one, dJurthgbeletdcatiopef thiegpneicesrd sefdwire dpeprotagtesidfv thismein2iployar k

nom nal |l y, S(@I t hat sattgf:glhgt&ect ed software 2p works nomnally, and if the

of a portion of the protected software 2p

chai ni-ng of _tHePFHEEY B :
executed ktn the uni ok I Mg,?" ‘ .t he-. fdata
pr ocessi ng syst em SEISilgnéj%ﬁg? ngdm?)lgolgt and o‘%tﬁﬁgp?lgﬁgﬁ%ﬁﬁ%%m%gt%%rti on
of protected sof t wasreteied issfiwaet 1p,ekecied tihalie hdie 6fosretgonds rytRlexpbied
protected software 2p is nodified. Figure 71 illustrates an exanple of

i npl ement ation of tae, $id merpied nortions of the pretacted spliware 2 wpdmomiallyose ci on
using, as feature qf_execut] i .mpni toring of the execution
chai ning of a at I&&%ttsal(;e(ﬁgg%gr Qggﬁgﬁ?ﬁﬁéﬁlﬁgfﬂﬂ%ﬂ& in the case where the

expect ed chai ni ng iaixdﬁbhﬁ%a%f Jihe frlstibtiSHESTU foRioP&# the RSt sdiliire
protected-software 2p, executed in the data processing system 3, executes

i nstructl@ns commardsex@cittet i gpeunihg do¢hnetlvemgspiond 6o theeexp2@edres ditd dma of
the instructions i; belanging tq the_.instructions set. In said instructions
set, at |east sone Qf?cisﬂﬁgisﬁ‘g?r?&c{si‘l}f?gméé’gﬂt MQIJE%%H‘CHBPWG eRAHOR he
functionality of tde,ifskddicbiRieadf & RAHAASDNAB! kAP the fﬁﬁéﬂofnﬁlgt BE the
expected chaining for the execution "of the inStructions. In thi's exanple,

t he instructions cgnondd sehivam2p seprdeBahted by TRIGi,) and the expected

chai ning for the_execuyti of the instructions is i., i.+, and 25 |"+2. The
execution in the'ati% ulté IGRics. ?‘hs‘?“?@é’{ljei & fmplepertation (pf F}@SQF‘P‘”B{%H@ t he

15 protection by detection and coercion using, as feature of execution to abide by the
monitoring of the execution chaining of a at least one part of the instructions, in the
case where the expected chaining is abided by. ,
The first execution part IZpes of the protected software 2p, executed in the data
processing system 3, executes instructions commands CI; triggering, 1n the unit 6 the
20  execution of the instructions i belonging to the instructions set. In said instructions
Set',’at least some of the instructions each include a part defining the functionality of
the instruction and a part enabling to verify the expected chaining for the execution
of the instructions. In this example, the instructions commands CJ; are represented by
TRIG(i;) and the expected chaining for the execution of the instructions is iy, insy and
'25  ins2. The execution in the unit 6, of the insfruction i, gives the result a and the
execution of the: instruction‘ in1 gives the result b. The instruction i, uses as
opér‘and, the resuits a and b of the instructions i and iy+4 and its execution gives the
result c.
Taking into account that said chaining of the instructions executed in the unit 6
30 corresponds to the expected one, it results in a normal or nominal functioning of the

protected software 2p.



execution of the instruction ip+r gives the result b. The instruction io+2
uses as operand, the results a and b of the instructiong6 ddnuamd20d6+r and
its execution gives the result c. Taking into account that said chaining of
the instructions executed in the unit 6 30 corresponds to the éxpetted— "~
one, it results in a normal or nom nal f%ctioni ng of the protected
software 2p. 26 January 2006 46 Figure illustrates an exanple of

i mpl ement ation gf: the-pringi f ect i-0 ection,and.coercipn

usi ng, as feat u(riie'g%% gge(i:lti}fslhgéﬁgt% aeglgxgéﬁbﬁf Fﬁ@gmgnlﬁ%tlufnoral n§® oPrifigle of
execution cChaidstedtdndy @dtedtRaSindVdercRA hisiftf, sMRathRSHT H@EUtRASo dbidd e th&ase
where the expected chaining is not abided by. According to this exXanple,

t he expect ed nedglonig @f flar cxasatiek ehaming rofoft ledst ond pat ofiftei ivstuctionstinlthe i | |
i"+r. and i"+2 However, the execution chajning is nodified by the
replacenent 654 HEY h‘gteﬁﬂﬁﬁt?%ﬁ’ai‘mn%\lst“r‘i’tt%h@"flﬁgt_r uction i'., so that the
chai ni ng sact ual RIS il Sealn et | SEZin cut.l.an. of
instructi gn i ,Adgioves 'ﬁlgﬁlsr i%amgle’at?lei . éﬁ ef’téﬁe&ggun%g] ?oergﬁﬂ%té%e lgt{ibr{t) g%ﬂ@
execut i on of inswectinstis stitliigri.i; and iHevidoweveratheteecution [chiiamig isluiddified be
execution of the instruction j"+2, the detection nmeans 17 detect that the

i nstruction #he FplsemeRt ebhcelpERdionda twith dhp dstraefiomEs racthrother dagerer ate

the result . er.and. of i r i P AR et ect i on ans
17 i nf or m of %F[ltdﬁ?ﬂgg%ger cllsgr\" F%b%lg&%mec%&%% {)/f fééééogrﬂ%l: ngt vy S8 thE
functioni ng eésulthe ientiersdfiei rosult thithe ex@citivat oftthe iRtecidnl i) HeWetdieat the
instruction i"+2 gives the result ¢’ which can be different than c. °

Nat ur al 0 | fatestdudng dhat $xsquigmm eftbe iimstruction hon the dgfeatin racang {1 detegt that
different frgmthe result .a of the instruction i, ..it is clear that, the
Fesul t of tha IHERRER T oBr0er o MM i ivmrlon IS Brncidfuh as
the executi Ofesafiai el Gis Apetnl Jffied InbiehdtdSi, HX TheHGECtoR hiils 4N ihfRm §aes not
correspond to the expected one, a nodification of the functioning of the
prot ect ed sothenenceciop means 18 arhattomedidi asperdingby therfugetiaming7df tha dnsteiction

illustrates a preferred vari ant odi ment of the principle, of . protection
by detecti onl‘ﬁgdsoc@%{ ?leoﬁxeﬁgﬁ% ?Fﬁe F‘é;ﬁltaﬁtr‘%“ b‘F"’é’)YSgﬁhel B*t § %ﬁlﬁgc@y ®the
noni toring oliffdientekee ¢! NafursIngi ipifRdeRicuibn | FaBd iRRAcHRA I, efvel Reresult a

instructions. According to this preferred variant, is defined an
i nstruct i ons diféarenthizem the tegdtna ebthe inshyetiancid dns slearkthed the reegt ofdhe and

use at | east il%%cggne{ngncgn%o et(ﬁﬁﬁiﬁ&tﬁgg&licqn of returning a result.
. Inasmuch as the execution chaining of the instructions executed in the unit 6
does ndt correspond to the expected one, a modification of the functioning of the
20 protected software 2p can therefore be obtained.

‘Figures 73 and 74 illustrates a preferred variant embodiment of the principle of
protection by detection and coercion using, as fe;ature' of execution to abide by, the
monitorixig of the execution chéining of at least one part of l the insfructions.
According to this preferred varia.ht, is defined an instructions éet whose at least some

25  instructions work with registers and usec at least one operand with the intention of
refurning a result. '
~ As illustrated in figure 73, are defined for at least some of the instructions
working with registefs, a part PF defining the functionality of the instruction and a
. past PE defining the expected chaining for the execution of the instructions. The part
30  PF comesponds to the operation code known by the Man of art. The part PE deﬁniing

the expected chaining, includes bits fields corresponding to:




As illustrated in figure 73, are defined for at |east sone of the
instructions working with registers, a part PF defini ng26kendamefdonal ity
of the instruction and a part PE defining the expected chaining for the
execution of the instructions. The part PF corresponds to the operation "~
code known by the Man of art. The part PE_defining the expected chai ning,
includes bits fields corresponding to: 2§7January 2006 47 an

identification field .qf the.instructian ClI| d for each operand k of the
instruction, with @Wgﬂﬂﬁﬁﬁt‘%@ﬂﬁ&%}@‘R,Smé%{ﬁm *munber of operands of the:

instruction: - g f l;@g %g&cﬁ Sp¥and KOGF @étih&&c%fif\ﬁg[ E%gﬁg%g’oin | B K, and

appropriate to veri 5%origin o e opera an expécted
identification fielK nGBlr effopetiddoptharitsiniciigh:.cati ng the expected identity
of the instruction which has generated the contents of the operand k. As

_illustrated in figure ¥flagfitld Gstindieatingsheskaer or nellitigappippriatgite veny the

bel ongi ng.to - 10 the processjng .nea 16, each register being nanmed R, S
with v vatying from1 ?qjgne/oﬂhg%p E‘Hiﬁ’egi ster R,, are defined two fields,

narmely: a functional {]dd%dex oted id&ﬂ?ﬂ@atﬂ)ﬁ ﬁél&dl\}g.?oﬂhe %{)éraﬁﬁ'qncﬁgﬁmgtﬂg to

store the result of the exeCution of the instr ions,  and a generated
identification field Gxpectedadehiitygoftthe irstanctiaewhick hadgnicrdtad thetoditbsts of
instruction which has generated the contents of the functional field CF,.
Sai d generated identifileapsailkield C G, is automatically updated with

the contents of I i fé 1N Af ] I i i ch has
generated the f_l.‘l&n{k[%iu(g)tgag%ﬁ 4‘n| %@%Ie(@,’ ,tﬁe @La'ig%a{é’%gcﬁé{‘%&ﬁsx#ﬁ? #?%hoﬁgng itcél d
GG isi@ei rod€ssig Shding 16 @ich Toglster 8bing dayed My, with Wharying fiokct kows and

is solely wused for the detection neans 17. During the execution of an
i nstructi on, Feheadhaegisier Bn anpdefined twedialds, samelyor each operand k the

mposes. .t he-tex foRPERoTh AR FXEEnn b Ind FBaf ok Gt G e dn
identification fiel@sfll &¥heexdcatowbeintddndtfuctibas, regi ster used by the
operand k are both read, the equality of the two fields CIPk and CIG is
checked, e and a generated identification field CIG, enabling to memorize the identity
15 of the instruction which has generated the contents of the functional field -
CF,. Said generated identification field CIGy is automatically updated with
the contents of the identiﬁcation field of the instruction CII which has
generated the functional field CFy. Said generated identification field CIG,
is neither accessible, nor modifiable by any of the instructions and is solely
20 used for the detection means 17. -
| During the execution of an instruction, the detection means 17 carry out for each
operand k the following operations:
e the flag ﬁe‘ld CDy isread,
e if the flag field CDy imposes it, the expected identification field CIPy and
25 thé generated identification field CIG, comesponding to the register used by
the operénd k are both read, '
* the equality of the two fields CIPy and CIG; is checked, .
o and if the equality 1s false, the detection means 17 consider that the
execution chaining of the instructions is not abided by. |

30 The coercion means 18 enable to modify the result of the instructions when the

detection means 17 has. informed them of an instructions chaining not abided by. A




and if the equality is false, the detection neans 17 consider that the
execution chaining of the instructions is not abided by.28benuwmoe2liton neans
18 enable to nodify the result of the instructions when the detection
means 17 has. informed them of an instructions chaining not abi"ded by~ A"26
January 2006 48 preferred enbodi nent is%parri ed out by nodifying the
functional part PF.of the instruction currently executed or the functional
part PF of subseque] t] ' rdi . r
Char act er | st POEL HABEAL LaRgy SRS bt 0 NRTLA AT FROS IR

i npl ement i NgjmRtridtioACuRkhtlPéxdenRl @F tHedtnctivhhal gk BV of subsOiFhN@stuctidns.
description of which is carried out in relation to figures 80 to 85. - For

t he ‘i npl enent at Aeeordingtth @npihenadvphiegesius shamreteristsroiite meeriiving the paotectivaf i ned:
a set of dependent .funct.ions, whose depepndept functio re liabl.e to be
_executed, byPRESREIBH A HERGRGIEE REHCPENOpRFICHEE Sl Ioh s RPIRE Sand

possibly §0 jL fqgﬂ]- LNRE ot e r Rl BERAESH0g ssyst em 3 and the unit
6, said sget %§s@§ p‘g{loent@?%ctl ons '(I:aﬁ e fi rfgtﬁe or in |ynite, a set of
triggering comriodihe niplentinthtide € dugtinciple of pokstiowsby chnkmigg erei defined onmands
being liable to be executed in the data processing system3 and ta trigger
in the unit 6, *heaekbefidenendsnt &wﬁ%poﬂwﬁgi%@ﬁmd%ﬁ@ﬂqrﬁrﬁéﬁl@hk,m teor
each triggering comman n order COrr iLng. at_ | I rt. £to the
i nformation trans Mt % g‘:'ldb;IJ ytrﬁgansiorfgtﬁé 3%2021%?6 %Sﬁﬂlﬁgrqaﬂg&eé'f u?g%ta‘ﬁ%t Ig’e% Cpnd

execution part 2pelossilyds tlafsfer HASBEtwdRA thX @l ptdeBssafg Si@nt9Rh@ aRaRE Ng
dependent. function, said order having the formof at |east one argunent -of

the trighering coménseid setoofidepinddnichnetiongehmbe Bhite preinfiniddr s desi gned to be
used during the nodifigation of the vulnerabl.e sof tware 2v, such a.nethod
enabling to .reflamé $hg%8?@§p§g_§8mggm¥% | ﬂ%@ﬁﬁ’éﬁﬁ‘?ﬁi‘ﬁ“& hggeRig h

renaned orders enaBliigdt Bem@NESR toldileded@al it Nhleate%j ﬁ%gé‘sgrn@eswem A

dependent functions, and restoring neans 20 designed t e uSed in the
unit 6 during the uwstaipeer phths andibdtherabition of comresppuding tépendenttfimtions, der |
from.the renaned order, sq as. to restore tEe dependent function to

execute. 30 . F8r tf%eqcﬁﬁgﬁﬁﬁ'tga&q“ﬁﬂ%' A RECD PHETRIP “gfa.t iBgartdn thy,
0T U915 S0 ARG ) s it st Lok 511
execution part 2pew, so as to trigger the execution of the corresponding
dependent finction, said order having the form of at least one argument of
the triggering command,

» 2 method of renaming of the orders designed to be used during the

: 20 medification of the vulnerable software 2v, such a method  enabling to
rename the orders so as to obtain friggering commands with renamed orders
enabling to conceal the identity of the comresponding dependent functions,

e and restoring means 20 designed to be used in the unit 6 during the usage

phase and enablilng-to restore the initial order, from the renamed order, so as
25 to restore the dependent fanction to execute.

For the implementation of the principle of protection by renaming, are. also
épns_ttucted expioitation means enabling to transform a blank unit 60 containing
memorization means 15 and processing means 16 into a unit 6 implementing at least
the restoring means 20.

S 30 For the implementation of the principle of protection by renaming, are éllso

chosen, in the source of the vulnerable sofiware 2vs:



menori zati on neans 15 and processing nmeans 16 into a unit 6 inplenenting at
| east the restoring neans 20. For the inplenentation of 26Kenyary 80¢p| e of
protection by renanming, are also chosen, in the source of the vul nerable
software 2vs: 26 January 2006 49 at |eastong~at’guorithm t=processing-——""~
using at | east one operand and returning at |east one result, and at |east
one portion of the source of the vul nerafe software 2vs, containi ng at

| east one -chosen 'aléﬁ?ri { hmaéggrgﬁlessi n‘gs. .'Th'e.SOL{r_ce of the wvul nerabl.e '
sof tware 2vs i s *t heh IFSuPId YeCHENGRIOFE P S $r1erst ot e aK! A0 &SHIYRRCt ed
software 2ps. This m&ké&%%él@@ I's such that, anong others: during the
execution of the protected soffware 2p, at |east one portion of the first
execution part 2pesandWiti Bhst Sneeypogishest ithe kb@rce Aif athp natiegdbild oy stelvs3,
takes into account that the functionali t}/ of at |east one chosen

_al gorithnic_10_procestiinige peleast one clngen algopidhmysipro®ssigtlur i ng t he executi on

of the prptected.,softwar ' he, secand execut i on tt ,o2peu, ich. is -
executed Tn the WY’ (&{E‘gmﬂ[ggmgﬁa ﬁogt% © H%Isftbﬁ%f’?(’%di’ §($a%%o g@?m!qgﬁsp
one chosen alkggel mab?raa&s&me 2p€ A ARAKRGNG BAGER 1T, GrBhO6@IRE NG 1 S
split so that during the execution of 15 the protected software 2p, each
chosen -al gorit hmi c quringahs exegutiorsofthe prdtected sdifyware 2psatddast dre etbanak the

execution part 2peu, using_dependent functions. . Preferably, each chasen
al gorithmic procesdigeResution part 2RsoWhishdR gEsrutedsin fag daghRropessing e,
varying from1l to — ' : - tions .
enabling the placi %kegﬁ ﬁgﬁ%ééo%lrﬁ tgge)t\s/@? g{ﬂ ((:)tggl?gﬁ; stag;{&[sﬁénegﬁf%? &‘gag&&{hgggs al ,

- dependgmt functi giscessiapis @fecutdil dhthesmittdje operand(s) and execute in -
conbi nation the functionality of the chosen a&ggri t hm c processing, using
sai d operand(s),® - dwmgibe exasuijon effbe protsetod seffware gpnthe secopd seequbam part
enabling the placi - by.the. unLt 6, . t he ta Process) tem.3

il sposal of the r e SRRkt s ¢ ARLIS IS B SHctbRil ot

: ~ at least one chosen algorithmic processing,

- e each chosen algorithmic processing is split so that during the execution of
15 o the protected software ip, cach chosen algorithmic processing is executed,
by means of the second execution part 2Zpeu, using dependent functions.
Preferably, each chosen algorithmic processing is split into dependent
functions fd, (with n varying from 1 to N}, namely:
—~  possibly one or several dependent functions -enabling the placing of one
20. or several operandé at the unit 6°s disposal,
| —  dependent functions, some of which use the operand(s} and execute in
combination the functionality of the chosen algorithmic processing,
using said operand(s), '
— and possibly, one or several dependent functions enabling the placing
25 by the unit 6, at the data processing system 3’s disposal of the result of
‘the chosen algorithmic processing,
. durihg the execution of the protected software 2p, the second execution part - -
2peu executes the dependent functions fd,, - _
*  during the execution of the protected software 2p, the dependent functions
30 are triggered by triggering commands with renamed orders,

¢ and a sequence of the triggering commands is chosen among the set of -



during the execution of the protected software 2p, the second execution
part 2peu executes the dependent functions fd., during Zthéarersciiéon of
the protected software 2p, the dependent functions 30 are triggered by
triggering commands with renanmed orders, and-a seguence of the triggering —
commands i s chosen anong the set of 26 January 2006 50 sequences allow ng
the execution of the protected software ?»  The first execution part 2pes

of the protected software 2p, .executed in e data rocessi ng system 3,
executes triggeri née‘&‘{?ﬁ%?r’i’i‘gw\‘/&gc eF”é‘f?é‘HBBOErt 8@%%@?' Ry renaned

orders to. the URiL : s |00 £ HOH Lot 8 [ ESLALH § ans
of the restori %Er;fggn%@%%&l#gﬁ%egﬁg?E?&%nﬂj%orf]tg{r?}tﬁ}e’ %%ecﬁ%:ﬁgﬂgﬁc{/a@fneans _
of the secongrocessafiysiem RaktculBatgegdingeonhmoidstwith Rhauedosiels erkiontt: '
dependent. functions fd,,. In other words, the principle of protection by
_renami ng i s. eaamed ¢rdens toghe upibhandigsgaransindbe wnibé thehestennggemenity ddkarands,
so as to pbtain triqggeri s w.th renaned orders whosg.executjon in
The dat a br ottuisgtes A os Y prs. abd, died B F5ui S mef R SE UG- TEbh o

t he dependenf_functi i ¢h | ' : . riggering
comrands w t Xer?oﬁgég%g%% ’cc)’_r? é:\rﬁls)otfﬂ\?ﬁ Q‘%gﬁiﬁﬁgd\%gbéedr&g%&&%c%é@gﬂ of the
protected sof t way & GBAR! ithY phfcRlfl SFMpideectibe vydRRkhing & chfRdexgcy ed
dependent. functions. Figure 80 illustrat'es an exanple of execution of a

vul ner abl e sofmawangeth2 wrdernof the triggesing xompiands,p pe trabtain fhigggring sommaodt | on

of the vul nerabl e sof re 2v in the dat rocessi.ng system 3, at.

certain ti me™rHdrERed PIHErSSHIOSE PLFTBAR &R | _-ta?‘("}fss‘?gsy P SHH Hd"% 0 t he
assi gnefy  t Oni@ 6V el ABhfioh FFithd Bpch&it! finQlondWhddhdedld BE LoecRtAESSS |
repr esenyﬁed g?l a’ ?{?nct%on F and@tjpgi ng the ooper ands X and Y.ceFi g%?egs %ﬁ? and
82 i || ust r at theariggerangdoenrodnds mitteneintadmed onlers;, ithouthemeventhg @xéniatien 81
illustrates-the partial inplenmeptation of the inventiqn.._ In this exanple,
during the eRbdlf Poeqtef tsggwﬁl“é?t& FRBRlLys itoy flelsramenthey lg‘Fnt’ttﬁé)ff‘igPs‘fxe%‘%E‘!:uti on
part 2pes of jthe 106:GhEGiad software 2p and in the presence of the unit, 6,
appear: at ti Instants tr, t2, the execution of the triggering conmands
CDr, CD2 triggdigume 8hilllsgateniat eGamplreof xrautivoni byulesmbde obftwire e dond

execution_ part. 2peu, of the correspondi.n endent functions fdji, .M
whi ch pr'-b'ifdgu% ﬁ@pm@ﬁamw dafmaé‘eeggs@fm fgpgﬁﬂfetwgﬂeaﬂi}_ S@T%&?gilﬁgf}%%fem 3
to the menor Pﬁ%&%sﬁ% s%s?é}ﬁ%,rﬁsé’%@ﬁéiﬁeﬁﬂﬁeximséén!, A LQLulhiod b8 ZRIDEEaYH 0N

means 15 of

corresponding to the assignment to a variable Z of the result of an algorithmic
processing represented by a function F and using the operands X and Y.
Figures 81 and 82 illustrate an example of implementation of the invention.
20 | Figure 81 illustrates the partial implementation of the invention. In this
example, during the execution in the data processing system 3 of the first execution
~ part 2pes of the protected software 2p and in the presence of the unit 6, appear:
e  at time instants t,, 6, the execution of the triggering cormnaﬁds CDy, CD,
_ -triggering in the unit 6, the execution by means of the second execution part
25 ‘2peu, of the corresponding dependent fanctions fd,, fd; which provide the
. transfer of data X, Y from the data processing system 3 to the memorization
2ohes respectivelj X,y located in the memorization means 15 of the unit 6,
said triggering commands CD;, CD; being represented respectively by
OUT(x, X), OUT(y, Y),
30 e at time instants t; to ty, the execution of the triggering commands CDj; to

CDy.;, triggering in the unit 6, the execution by means of the second




said triggering commands CDI, CD2 being represented respectively by OUT(Xx,
X), QUT(y, Y), at tine instants t3 to tN_1, the executi or6dangdre 2008 ggeri ng
commands CD3 to CDN r, triggering in the unit 6, the execution by neans of
the second 26 January 2006 51 execution part 2peu, of the corresponding -~
dependent functions fd3 to fdN_1, said P ggering conmmands CD3 to CDH 1
bei ng represented respectively, by TRI d3) to TRRfdN_t). The series of
dependent functi ons, I ted |

algorithmcally eqU|x\7g'] ﬁtpa{tdi\lffeﬁe E # Hgsrpoﬁamg%ﬁ%?rglaﬂgr%@?téoeqsfd3 fo -1,
execution of said thidaeighé gdm&gxb ad nit
6, of the dependent functlrg%gs fd3 to fdﬁl 1€%ﬁgﬁh%srgﬁfé§ﬁgé%%§¥%§%wg?yut he
menori zati on zones T@IQ(f@dor’RIG(ﬁd&.heTheswds dfdeperdeno fiinzdnsofd; 20 fidy.z  Of
the-unit 6, and at tine jnstant tN, the execution of a trlgawrlng comrand

_CDN'10 triggering iSefHed dmice inaftpp ipelgopthrpially; eapiypignioo

execut | 0Nspart  2pQWore0ect Al IARCBAL R0 WRShid @,[gfggl%ég SONCILIRA r{igglgn.sfer

of the result of the algorithimc processing contarn ion

zone z of the unit exBoitontinethdahi 6)oPeRs 8éREdSGY Fuifods fEOt0A Nl OvIRSIS s it
to the variable Z, said command being represented by IN(z). 15 In this
exanpl e, to conpl etthe yonigpisepeHic mamoriggtion Feles are andasem dbe orsdléris,a t he

first argunent of the tri erln QUT and the argunent of the '
triggering conmandS TRIES BZ #z?ﬁm%s chosen in this, way are renaned
using the method ofypfepaging ueftaxﬁcgﬁ %@eéxeeudoﬁ M‘"as tﬁ%ﬁﬁé edultfalf €43, Of

the ‘triggering commands CD, to > 7z are renaned so
as to obl@in 20 redsggwingusithe ﬂ(lktj,,th&(:g&)cutl@(byjﬁx)eana of th¥ ﬁc{&bhd):xec%@') peE't gure

82 illustrates the conpl ete atlo of th ventigon. In th
exanpl e, during thezl’égg‘aﬁ{q cf!ﬁ’n?‘i‘f?ef‘hgmﬂﬁ?‘é &y BEO %\ CSWE%‘@ ‘bl‘es‘ﬂlh@ffl r st
execution part 2p€iﬁc91 oliftniP PROLS S cGHRE NP RrendRBadidh S 016 AUIREATE of

the unit:6, appear: tlmalnstantsu t2, the execution of
triggering com‘randsswmhda%pnoeﬂamgckyﬂmie’a‘ $0GRERhssiEDIERR ithd ffﬁi‘ﬂfbiGEZISaﬂg to

the unit 6, the renaned orders R(X), well as the data X, Y
triggering in the lﬁﬁ’F"t‘J‘*@dtt??é“g‘?eBEeF%W?‘%?/M ans of the restoring neans 20,
of the repamed qp gk %xﬁxﬂpler @é TcQﬁlﬁleTtélf pPpRGHeRt theSinvidifonl FNUokdh A ofdi&,

menori zati on zones X, VY,
the first argument of the triggering commands OUT and the argument of the

triggering commands TRIG and IN. The orders chosen in this way are renamed

using the method of renaming of the orders. In this manner, the orders of the

triggering commands CD; to CDy i.e. x, y, fds, de.l,' z are renamed so as to obtain
-20  respectively R(x), R(y), R(fd;)..., R(fdx.1), R(2).

'Figure 82 illustrates the compliete implementation of the invention. In this
exa.mple, during the execution in the data processing system 3, of the first execution -
bart Zpeslof the protected software 2p, and in the presenee of the unit 6, appear:.

 at time instants t;, t,, the execution of the triggering commands with

25 renamed orders CDCR,, CDCR,;, transferring to the unit 6, the renamed

- orders R(x), R(y) as well as the data X, Y triggering in the unit 6 the
restoring by means of the restoring means 20, of the renamed orders to

restore the orders i.e. the identity of the memorization zones x, y, and then

, the execution by means of the second execution part 2peu, of the

30 ~ corresponding dependent functions fd,;, fd; which provide the transfef of

the data X, Y from the data processing system 3 to the memorization zones



t he execution by neans of the second execution part 2peu, of the 30
correspondi ng dependent functions fdl, fd2 which provi de28 henuana?@deer of
the data X, Y fromthe data processing system3 to the nenorizati on zones
26 January 2006 52 respectively x, y locaréd i1 vhHe menortZatioh " nMeans—T5"
of the unit 6, said triggering conmands with renaned orders CDCRl1l, CDCR2
bei ng. represented .respectively by OUT (Bf¢x), X), OUT (R(y),; Y), at tinme
instants t3 to tN.r, the execution of the triggering commands with renaned
orders CDCR3 to CDGRigettivdly angflecatédiy the rhéreommatibn Greahd @5 rof et 6 osadier s
R(fd3) to R(fdN_l), triggering in the unit 6 the restoring by nmeans of the
restoring nmeans 20, riggeringe copdpgngls with reppnedy qrdess| CRGRLt Rp gbeing

executiron by nmeans of th econ Xecutd r , e dependent

functions fd3 to WEPES 'Jeff%"i?g“éeg gﬁ?@@%ﬁd?ﬂﬁ%ﬁé#@d orders CDCR3 -

. to CDCRN_r ' bei ng_r eprigseiseatd 6SBaQL] MR ch@ﬂti&fﬁbﬁﬂe%}g%&)ﬁgé&nma—ﬁs%m o
(R(fdN-r)), and at time instant tN, the execution of the triggering command

with renaned or derrefaENbidearGDER; it DOR heransfctring; tottheumitfdhetnamedr
R(z) triggering in the unit 6 the restoring by neans of resioring neans 20,

of the 15 order i .@dersRid)donRUdnr)rtriggermgmghe ynit pdhe wskeng bYAREREN t he
ti by 1 f 1 - I : . Of 1 he
Functi ontdN " provi it dgAPHAE HRBRsPHECHE W REEL PCHh, B i AAPERISAL

processi ng cont ai négkechtibrt B nidaAD bf Zat s@ond @recution fpatthEpamniof {iee tepehdrt dat a
processing system3, so as to assign it to the variable 7 said triggering
command wi t h™ r enansiinctkgsofdieto GbeRNsab|tHEeEr eqampands Mjth) rnemed)ordersn t he

ar e excelbed succecePyary o ¢PE PSE IR A RPATES PRIG RALRT:" .,

be - effected: . The fTRIGYR(AR,PYement concerns the case where several
algorithmic 25 .. processings are renoted to the unit 6 and at |east the
result of one al goarid hivitionep istans stivn ghe Sxexdignbyf theotriggering gorimandi with

processing. In this case, s Lggeri .CO nds .w.th rena rd used
for the transfer, r@&ﬁ“ﬁ%?&‘?@g@{;&‘gﬁ?ﬁ%’ar}g % ‘gﬂ%ﬂ%eirﬁ‘b%r%lg?@ﬁ’i ﬁéﬁims at
opting for a pertingfbe3RAMNE @nftfe thb estoring by means of restoring means 20, of the

15 order i.e. the identity of the memorization zone z, and then the execution by

means of the second execution part 2peu, of the dependent function fdy
providing the transfer of the result of the algonthmic processing contained
in the memorization zone z of the unit 6 to the data processirig system 3, so
_ as to assign it to the variable Z, said triggering command with renamed
2_0'. " order CDCRy being represented by IN (R(@).
' -In the illustrated example, the triggering commands with renamed orders 1 to N
“are executed successively. It should be observed that two improvements can be
éffected: _ |
e The first improvement concemns the case where several algon'tﬁmic
‘25 . processings are remoted to the unit 6 and at least the result of one
algorithmic processing ‘is used by another algorithmic'prdcesshlg. In this
case, some triggering commands with renamed 6rders used for the transfer,
can _possibly be removed.
s  The second improvement aims at opting for a pertinent sequence of the
30 - triggering commands with renamed orders among the set of sequences

allowing the execution of the protected software 2p. In this respect, it is




all ow ng the execution of the protected software 2p. In thiJsnuag@60é, it is
26 January 2006 53 preferable to choose a sequence of the triggering
commands with renamed orders which di ssotrare tenporaity tte- execurton-of =
t he dependent functions, by intercalating, between them portions of code
executed in the data processing system 3z3and including or not triggering
commands with 5 renaned orders used of the determi nation of other data

Figures 83 and 84 gréferdld @tchobleen prquantebptheftriggreinganmeminddiwitnienathtdur e
83 shows an-exanpl e of execution of a vulnerable software 2v. In this
exanmpl e, appears, dudéragwhich dissedirteoteraporaiie (ha| pescubier efthéredependent j n -

the data processi system 3, the.execution,of t al gori.t hm ¢, pr.ocessi ngs-'
| eading to the 10 %P@%H?’ﬁgfﬁ%‘ﬁc%?tnig’ z’ﬁﬁv%nﬁhgrﬁﬁ?\p@%@ﬁ%? d%:e%‘l)??lfe@)mgtﬁ% z
A F(X, Y ) R QUELpRiedsingUS et SSimANinBHAY & Adt hERbEIFERnRhiRR Whnthe
process according to -the invention for which the two algorithmc - o

proccesi n§s chosen reman¢djerders@Bedintherdenaianhtion dffveharmlata. BigukecdF anch§d t o

such an exanple, during the execution in the data processing system 3 of
the first executi orinbﬁﬂte‘i‘ﬁ@E‘nﬁ‘Plet?féuﬁli‘B’E‘éE'?’@g‘“?&F't ware 2p and 15 in the

presence of the wnit, % ﬁ%eﬁ{ e@@%&"&%{l%@g&ﬂﬁe%ﬁwﬂ“.h?'fthié he

triggering commangs wi renane rders corresponding to the
det ermi nat i oaxﬁh%%bgﬁystatsb Qufneeht bprtudibn tdfahe nugebla gofowareavdsn Whd data
renaned orders 1 to CDCR M corresponding to the determ nation of T.

As i1 ustr at ptocessimg systémygorthe gxecviorrefs twe alecrlnpisauowssHBes leediog) totthe CDCRN

are not executed 20 .consecutiyel i pas t he, 1 r-gggariRg commands with
r enamed gﬁdeﬁgtemt@nof%a%#ggs%ﬁnﬁggg?ﬁrgir]ﬁp%;h @ﬁsﬁ(:}f code are
intercal ated. | bR KAMRkSes hexarthPle! SEWIMESSEURACT thSplobels seadriingdo Out :

CDCRI, portion of “intercalated code, CDCR 1, CDCRI; portion of
i nt er cal at ed tiso derenBRCRO2 whitbGRe Iwopalgoritumigfprojepsings alieste dn digkee 83 are

CDCR 4, CDCR3, CDCRd4i ... ., N, M 25 It shoul d. be, observed. t hat '
dUr 1 ng' Che oXEEEE4h it GAEPRIPE PFE i FLERe iR SRR s b (e
prot ect ed_SobkyatengBysdallS JrhRRE LAGUERMPARUDYLE the prABABESLRIASTP and
executed in e data processing system3, trigger inthe unit 6 the

restoring5of inhaeimlewned pf dhe thé € oapmesporsdergaided ehontthe wrewutionsofathd t hen
porti on' 1 & elugkEg SoEsKE SR ramateRdts SRSy Srisihdtela By °7
software 2p igieoimkish deyzfdHactneof@bution of the triggering commands with renamed
orders CDCR'; to CDCR'y corresponding to the determination of Z'. As tllustrated,
the triggering commands with renamed orders CDCR, to CDCRy are not executed
20  consecutively, inasmuch as the triggering commands with renamed orders CDCR";
to CDCR'"y as well as other portions of code are intercalated. In the example, the
following sgqﬁence is thus carried out: CDCR,, portion of intercalated code,
CDCR';, CDCR,, portion of intercalated code, CDCR'z, CDCR‘:;, portion of
. intercalated code, CDCR's, CDCR3, CDCRy, ..., CDCRy, CDCR'y. |
25 It should be observed that, during the execution of a portion of the first
execution part 2pes of the protected software 2p, the triggering commands with
renamed orders executed in the data processing system 3, trigger in the unit 6 the
restoring of the identity of the -corresponding dependent ﬁlﬁctions and then their
execution. Thus, it appears that in the presence of the unit 6, said portion is executed
30  correctly and that, consequently, the protected software 2p is completely functional.

Figure 85 illustrates an example of an attempt of execution of the protected




Figure 85 illustrates an exanple of an attenpt of execution of the
protected 26 January 2006 54 software 2p, when the unit 26 Jasuary 8806hg. | n
this exanple, during the execution in the data processing system 3 of the
first execution part 2pes of the protected™softWar&™2ZpF,~ at~every tTne— "~
i nstant, the execution of a triggering command wi th renaned order can
trigger neither the restoring of the orde4 nor the execution of the
correspondi ng 5 dependent function, because of the absence of the unit 6.
The val ue t osaftwirgi2pt whemthe walr6 sohmsidge bnthot examples flure the edetusioniin gt
correctly. It therefore appear that in the absence of the unit 6, at
| east. one r e§HBPIOBEFIE SY§ b 3 BRiSfATRpeF YA PAELIRER O @ﬁpb%rﬁfftefgﬁﬁ@w? ZPhe
prot ected sof re,.: 20, Tk . ” ' . :

LR AR i B RabR O ARk Rl and bl RS Brdef o,

execution of pen unctiron In cannot

-correctly,  s@iddipthedter! thaStstEahd ofQhé iodderi Sornthe exxagiohes! der éraishyndind

that, consequently, the protected software 2p is not conpletely

" functiona$. dtpmdenttfonatisingbesanscofibe absense of doq PRiho.o he ebeionassignie the

exam nation in_the rotected software 2p of the triggering commands with
renaned or de?’%“ﬂ’éeegcﬁ'ﬂ)‘fm%é‘?ﬁ%fgfe:bet%?tﬂg}“é‘?cﬁ‘f%éechﬁe i dentity of the dependent
functions whi chyhgue @ Beeats BAGRUKSdbidAct BE MeNkdit §-atl1bast BAY kEhubS Whser ved
that the renam %g&‘o% theagg?de’rs is carri eg out during the nodification of
t he vul ner abbpertidu dfcthe fipstodxecutanh st Epes ef the. protacted saitwaret 2p, do aggearthe of
the principle of protection b renam_ng,rﬂfi s.defined faqr at |east _one

dependent f uFRstaring, of 0 orden dndothe gEprubigRnf & dipedes) R i thg oLt Fypmot
equi val ept byt i Y i : j SOMIBRES W )
order o, 190" Y SAEAELRCAY Sl B K dojd POlon1nGEURIBARE oBhlcly) TR
processi ng usbmgqekdenitte protéatad sofomae 2pas dotadogpldteif fiiretipnaicessing is split
i nto dependent functions which for at |east one of themis reBI aced. wth a
dependent _f unct iléamlst @ s asiTe, ff| BrofasleR by BPaminge 6§ gp I the
occurrences ' LG 00 ol s Rt rd r .
comands w tﬁiortéegné;dng%@%?rggigggﬁgé r?flo%%%%l gd to té&?g}@h? éc}gg}:égo%r%t&gt%dgg ot

repl acenent. @hatld tdedmaddnd the idértion ofwibehdgepdomd eiabctioms cwhishshaye tohbe sanme
famly. In other words, two dependent functiops of the fztgma fam\l‘;‘}/ .h&\ve
di f f er entS or G&patesia thewribh b shqujd be ppesysehihat e oamtELTdBRAKIRESS FiTi

renamed or d%ﬁté\%ﬁﬂ! thé n{oﬁifﬁﬂhoﬂgfﬁi&%@hﬁgﬂe z@ﬁg}'{:&k&mg@ﬁwﬁf@zgﬁct.ed

software 2p, to cover that the dependent f lons called ‘are:
al gorithm cal | y sgoidiag end vardht A€ tler ghimgple ®f prdteqtion byretamingdisalefioet] foent  of

the variant of the prinpciple qof protection renam ng...i s defined for at
| east one depbhehshens E‘F‘{)‘J&Ht, %é“clt‘é?ﬁi p .anﬁg’ Opﬁepengenrp fuflétions a gontﬂm‘cahy

equivalent but triggered by different triggering commands with renamed orders.

20 According to this ‘variant, for at least one algorithmic processmg using dependent

functions, said algorithmic processing is split into dependent functions which for at

~ least one of them is replaced with a dependent function of the same family instead of
 keeping several occurrences of the same dependent function. To.this end, triggering -

| commands with renamed orders are modified to take into account the replacement of

25  dependent functions with dependent functions of the same family. In other words,

| two dependeﬁt functions of the same family have different orders and cbnse_quently
different triggering commands With renamed orders and, it is not _possible, by

“ examining the protected software 2p, to discover that the dependent ﬁlﬁcﬁons called

. are algorithmjcal-ly equivalent. |

30 According to a first preferred embodiment of the variant of the principlé of

: protection by renaming, is defined for at least one dependent funciion, a family of




26 January 2006 55 algorithm cally equival ent dependent functions, by
concatenating a noise field to the information defini ng2% fanuepnedlbonal

part of the dependent function to execute in the_ unit 6. According to a
second preferred enbodi nent of the variant of the'principle of 5 protection
by renam ng, is defined for at |east one dependent function, a famly of

al gorirthm cally equival ent dependent fungifions by using identification
fields. - According to a preferred vari ant enbodi nent of the principle of

prot ecti on bgigeathaitally, equivatiat depender fhaetinng, b conspigpating oroishBcldigdhes a
i pheri t hod . i i pher, th de {0t S f { i,,nt
A B I L R e e G I R

during the pm@g of protection P. For this preferred variant, the
restoring neans 20 are means inplenenting a deci phering nmethod enabling to

~-deci pher the--repzomdingr Wex secand préfased embeditmmne of He vadient of theqfrinciple of

dependent functions to execute in the unit 6. Sajid r‘iast ring neans. ar
i npl enent®d profectipg byriepamingn s deiineldonat Lapt Higr Lepehe L {WRIPR h TGOt sai d
restoring nmegns .20 .ar . { : _ each time a
triggering c%%ﬂ%ﬁ‘g.‘l%l@he]q?gﬁg%ggé&gxfl%rgrfglllﬂésdogg 1‘3’& Htﬁgg@%ﬁﬁﬁzgﬁﬁggeg& processi ng
system 3 wi'th t hecomiic 9 preférméd vaUaE ieftholdiment o€ thinpindipletdfereteeitait byn of
a dependent function. According to another advantageoqus characteristic of
t he ‘i nvent i orenaming, ps clediwel s Mgthodesk renamping o the| Wdermt3 wiphsrips imethed e of
protection call,ed by << conditional 2 , N i.pfi i.ch i's
carried out Fﬁabﬁgﬁg{ FWﬁe’i %‘efol“téeurg gos{.r@‘tf%?rg?g%%&(t)or m’?ﬁ%@? %%ggﬁe%t&fﬁbgﬁmg t he
pri nci pl g of aRr Rh&RIN.T By k@Rslid éaAal ot dmtdl thephasheSpiatdction e Fepdiise of
the vul nerable software 2vs, at |east:one conditional branch BC 1Is also
chosen at | epsfferodevyiant the restoring meansc2l gfe fisany, iplemspiieg dodeciphedngy s
containing at_ |.east one chosen conditional .bran . l. :
chosen porti m?tllf’?letnﬁ 1 ‘C?r- eé:lpgl t éeﬂ/u egorrg gmggw?vg\?a?eéé)ﬁ%gi@g}%#e%}ﬁe
modi fied, s0ggsentibntahetichstth@xeqis Geteludihe. S iatimng makiwi inApmentddi
nmodi fication 'is such that, during the execution of the protected software
2p, anong ot freths: unith andean boabsqibyare on hasdwapenatprespaid xesternomesri0 Fpes, -
whi ch is_executed .i.n the ata preocessin t . takes. intQ: t hat
o iSRSl D g SR ALRERY o UL A Ui R SR
executed in Gheribtechied ANde UMA procRsidg ¥ aemtd Qith P intéHdRu, ofWH z€dtinizSn
executed in the unit 6, 26 January 2006 .

the unit 6, the execution of a dependent function.

According to another advantageous characteristic of the invention, the protection
process aims at implementing a principle of protection called by «conditional

20  branch » a description of which is carried out in relation to figures 90 to'92.

For the implementation of the principle of protection by conditional branch, is
chosen in the source of the vulnerable software 2vs, at least one conditional branch _
BC. Is also chosen at least one portion of the source of the vulnerable software 2vs
containing at least one chosen condiftonal branch BC.

25 At least one chosen portion of the source of the vulnerable software 2vs is then
modified, so as té obtain the source of the protected software 2ps. This modification
is such that, during the execution of the protected sofiware 2p, among others: |

s  at least one portion of the first execution part 2pes, which is executed in the

data processing system 3, takes into account that the functionality of at least
30 one chosen conditional branch BC is executed in the unit 6,

e and the second execution part 2peuw, which is executed in the unit 6,



56 executes at Ieast the functionality of at |east one chosen conditional
branch BC and puts at the data processing system 3's di $peanery 2006 ece of
i nformati on enabling the first execution part 2pes, to carry on its
execution at the chosen spot. 5 The first execution part 2pes of the
protected software 2p, executed in the. data processing systen13 execut es
condi tional branches conmands, triggerinéﬁln the unit -6, the execution by
means of the second executi on

t ed diti I h
be whose functi onal‘*ﬁ"‘?@)l tessatdeast &‘grbléﬁcct %Ilﬁyh%faft %éoﬁ‘i? ‘gﬂ%r?]?rﬁ/c [1?(1’{*81 gfﬁa bn
condi'ti onal branchg | t | OEQ{S %lhﬁw' ﬁﬁ&eﬁﬁbﬁiﬁﬁé’@y@&nt 91 P} &ie of

protection by 10 con ranch nit” 671 nclu m)rl at1 on neans

15 and processing Hﬁ@ﬁﬁatﬁrgwaﬁllﬁ@thelﬁmséieﬁh&mpmEzié’smﬁ ear@foreﬁmt&cuﬁm of a

vul nerabl e software 2v. In this exanple, appears, ~during the execution of
-t he vul nerable sof tatvﬁree:hgsem&ﬁot he data  processing system3 at a certain

Sof tunre Sy 1 o THRdTeLHEr Biapp Rty i Pkl e p; Bl RIS
three possiblg, ; ancﬁ{ ééket ?%}@Eut&:)’coﬂdiuéﬂﬁ bra@hddNBRSdr A9 GriA@inglifGhe unit

condi tional" akes the decision to carry on the eéxecution of the
software at @pihe eBecutiBa btyrm&%zs oF tigusceordd exdchitions part 2pen, afi remetad bendational

i npl ementation of the invention for which the condition br anch chosen to'
be renoted t Brapgles e (vipse ‘l‘t@élﬁ]é‘ﬁd’§ eqiyaient t2‘08‘60'51’1‘8 tfqr’ﬁjdﬁrl °€B§n

this exanple &H{u‘) b pehgg( s QUHPInd ﬂn%f%ﬁngﬁéftl@n%rf%@ gl %fﬁﬁ@%l:t%o f) the

first. execut | on he prote softvvare presence

of the upot ﬁoncﬁﬁ@&ﬂbrarﬁﬁ, théuﬁlltl‘iﬁmlmﬂidsanémbnzatlohlmaaxmmd pocekinizeeans
conditional' branch command CBCr triggering in the unit 6, the execution by
means of thel@econd execution part 2peu, of the renoted conditional branch

be al gorithm cal q t C pal r‘ﬂﬂ’%

condi tional br ar?lé comﬂ%ﬁ%ﬁﬁ "E'H‘g"e ?gggféedsugnt gggb ‘%% @ht%aznvd hét
tinme instant ti2exidifle} ippRadseduriteoti: thecutivntofGhd mlﬁérebldabﬁwmremasshmgata
system 3, of the in ormat i on.enabl i ng the first execution part 2pes,

carry 30 onpracsssn@eyied att tereinchies dpstapen copdigonal fpeangp diC BFdlC%‘ZlgdP B3.
|1 Shoul g5 be @038h Veé%%)g&?ge&b% LR8 GREEYD 1ahy Bh iR BREIAN 1.8 odd6r flb' St

recutio three possible spots By, Bz or Bs. It must be understood that the conditional branch
BC takes the decision to carry on the execution of the software at spot By, B; or Bs.
Figure 91 illustrates an example of implementation of the invention for which
the conditional branch chosen to be remoted to the unit 6, corresponds to the
20  conditional branch BC. In this example, during the execution in the data processing
system 3 of the first execution part 2pes of the protected software 2p and in the
presence of the unit 6, appear
e  at time mstant t1, the execution of the conditional branch command CBC1
triggering in the unit 6, the execution by means of the second execution part
25 | 2pen, of the remoted conditional branch be algorithmically equivalent to
- the conditional branch BC, said conditional branch command CBC, being
fepresented by TRIG(bc),
e and at time instant f;, the transfer from the unit 6 to the data processing
system 3, of the information enabling the first execution part 2pes, to carry
- 30 on its execution at the chosen spot, i.e. the spot By, Byor B;.

It should be observed that during the execution of a portion of the first execution



part 2pes of the protected software 2p, the conditional branches comrands
executed in the data processing system 3 trigger the ex&¢danuaty 8908 he
correspondi ng renoted conditional branches in the unit b_ Thus, it
appears, that in the presence of the unit 6, said portion is execuied”
correctly and that, consequently, the protected software 2p is conpletely
functional. Figure 92 illustrates an exalple of an attenpt of execution of
the protected software 2p, when the unit 6 is mssing. In this exanple,
during the eypeitdpeoof the protectedisaftwase dpethsi qmdwg@léw%@f cqrp@aidsrazecuted
execution part 2pes of the protected softiware : time instant tj, the
execut i on of It HE G Bracr i SBieth el easien of Bhe orHoP BTG fipotbhe
execution of .the. i d I a ' ' AGEQERhittshe -
absence of tﬁé&ﬁ%{;@?ﬁ%&ﬁaﬂgﬂt‘é ﬂtlrlﬁ{r]rg "{lﬁfssf gn p?%?’ t%‘%ghltﬂ% aﬂrfg%‘eg(r: of F hmenttg!:lece
—.of i nf or mat.i gsid@aadtn 8 @xéduted dorsestly saddat, iconsegaeritly? fleprotoctedisafiwaa 2gtis t he
chosen spot fails taking into account the absence of the unit 6. 15 It

t her ef or 5 apgemplstalnfirnchenalhe absence of the unit 6, at |east one request

by a portion of_.the f£jrst. execution part 2pes: rl r ot ution of
a renot ed condilstlg'i)'f"ﬁééi E)lilhgﬁr% "R TH f‘gﬁeniog . ﬁgeg{r?gé)tf e%g&%tﬂlf(fqﬁjgéﬁ%%étﬁgctly,
so that at | gagfaaipd wheRlthd @it 6 3s RsirX 6 HiS BxQ¥16,Qlukiny tiekebidddn in the
consequently, the protected software 2p is not conpletely functional. 20

I n the previ doe mlewssingtystam 3 of thel frsi execution pyti2pes o theapogoted soldwagpect  of
the invention ains at. repoting in. .the unit 6, a.conditiagnal bran

Natural I'y, a préferdtdgne @%Bﬂllr@ﬁte%?““ﬂ?e?éméﬂ‘ﬂ‘%?fwgh ﬂg‘é%‘amapé@ﬂ%‘ah by
emtingggn the unid,,Bat BigBh heD eéutﬁﬁomth@ RRdledUoABRRRA WhRIeHOMSERL! -
functionality is equivalent to af(l the functionalities of the conditronal
branches whi.ch haveantesnoumiint ddencehd thexenittbj on 25 of the overall o
functionality of said series of renoted conditional Eranche_s | eads to the

pl aci ng at the at ngrasdEas nisnt s thewanseridhe gisce oF iomation egpbling the
i nformati on enabl i £ ' i QP ah Lt 4RES £ BhHOLASES
software 2p to car p%%%&t"‘ébéi%gﬁ%ﬁeg#hat tﬁ% cﬁ%ge}hdgsrb% Inlt he. ?rg\c}i ous
description in rel aiccoimtile dbsghveas thOuni0692, six different principles 30
of software protection have been nmade explicit general II%/? speaki ng
i ndependéht | y oflt thepriomnungars. thathie the gPecnce of thr Brib §5 25 I5ast QR TRGHSEDAL h
the inventio kS | n&nf e 486 - B UsicNGod W8 PrbRsical € of
protection b b{/tciaoﬁll é’gﬁi&g posggﬁ%goﬂz‘%g?n 3 \(/)[\Atﬁé%%re or r

conditional branch in the unit 6, cannot be fulfilled correctly, so that at least said

portion is not executed correctly and that, consequently, the protected software 2p is
not completely functional.
20 In the previous description in relation to figures 90 ‘to 92, the subject of the
invention aims at remoting in the unit 6, a conditional branch. Naturally, a preferred
: embodiment of the invention can be carried out by remoting in the upit 6, é series of
B Conditic;nal' branches whose overall functionality is equivalent to all the
| functionalities of the conditional branches which have been remoted. The execution
- 25  of the overall functionality of said series of remoted coriditional branches leads to fhc
placing at the data processing system 3°s disposat of a piece of —info;;nétion enabling
the first execution part 2pes of the protected software:2p to carry on its execution at
‘the chosen spot.
In the previous description in relation to figures 40 to 92, six different principles
30  of software protection have been made explicit generally speaking independently of

one another. The protection process in accordance with the invention, is implemented



E

several other principles of protection. In the case where the principle of
protection by variable is conplenented by the inplenent%ﬁ?%ﬂvqﬁngsIeast
another principle of protection, the principle of protection by variable

i s advant ageously conpl emented by the principl e éf protection by fenporal™
di ssociation and/or the principle of protection by elenmentary functions.
And when the principle of protection by t&nporal dissociation is also

i mpl emented, it can be conplenmented in its turn by the principle of =
protection byy usingnbatpsingiple of tireisstiem dyovariahle, pessily pramtiredyatheettsl oh by

diti | b h., 10., .And .h | nci pl f t ' b | ement ar
uncti ons. i saPEbotst prbialie Al Btectiph nih G o e mra Ll TR eSO B, e
principl e Of'vﬁ{éﬁee?st.i:(ﬁﬂ%lﬁﬁllenféﬁtlﬁ}?rtﬁé) . @@ﬂleﬁ&ﬁaﬁioqmtqeﬂtqnozﬂaﬁ p%l:ig;_fa.ef e of

protection by renam ng or the principle of protection by conditional

~branch. - Andpwiaefioh,hthe [prinoiple b pofteqivat ke virdabldis divhmtagioslyasmnplemegidn i s

also inplenented, it can be conplenented ip its turn by the princjple of
protectich bYy theuicinie sidprstectipg by F?%EP‘HPQ dB"F“&‘B’E‘eE’E‘i?%IEIny PE‘Bﬁ‘Blct Pbnal
branch. And when.th L NG, ¢ - protection by renamng is al so
inplenented,pﬁﬁu@éﬁggg&n%%#%$§ﬁ§%?%% inits turn by the principle. of
protection by copd tv&l@ﬁatheb;pﬁﬁ\eiple J pRowitign thy tdnepqeale fdivsodiatiotaris aslko
enbodi ment, the principle of protection by 20 . variable is conplemented by
the princi pl anplemigntedeié icpn berspmplepentad iaiitsye by F‘%Pﬂﬂ%ﬁmféﬁg'g?@a’ BY the

principle of protection.by el nt ary. L OOS . y the
principle of ¢ F’gf'é?fﬁgﬁu%xé aglg%’ & ¢ ?Ig?\ﬁ/céé]% %gkgoﬁ%ﬁgﬁﬁgggiﬁﬁﬁg%g)&ggﬂby t he
princi pl g of proahRCHIRA e rRNRPIOJef GaBRCaE byedldiverithty Miictiohyplie siko
protection by conditional branch., 25 In the case where a principle of
protection i smplepecnted, itican dsngrimepiemented inHEs tugy by dheppangple nfarateetionbyy
variable, it reviously carri ot - ri ' €, Al ke
i nto account a?@%mé‘o%dls ﬁée;e c'ioﬁp gﬁin%rn §t?%§c,§&'? h@é@%ﬁ%%&,ﬂcﬂégﬁoﬁgf@%ﬁi%ﬁs:
the notion opriHsipReTRItectinfByenditisast blagciunder st ood as software 30 ,
vul nerabl e towards the -Frinqiple of protection being described. Thus, in

the case, wher @ pyheacths| enasipls Of RHOfEHOR ARY Ariceten e AOAPPRI BdalsPo t he
26 Januagy 2088 e 1ShARY Eofiflobfted in' REnfiY BY %S pAcipk b fHoRRlich by
renaming and/or the principle of protection by conditional branch.
And when the principle of protection by renaming is also implemented, it can be
complemented in its turn by the principle of protection by conditional branch.
According to the preferred variant embodiment, the principle of protection by
20 . variable is complemented by the principle of protection by temporal dissociation,
complemented by the principle of protection by elementary functions, complemented
by ﬂlc principle of protection by detection and coercion, complemented by the
principle of protection by renaming, complemented by the princi_pic of protection by -
conditional branch. o ‘

25 -In the case where a principle of protection is applied, in complement to the |
principle of protéction by variable, its previously carried out description must
include, to take into account its combined implementation, the following
modiﬁcations:

o the notion of vulnerable software must be undersiood as soﬂ:yvarc
30 ' vulnerable towards the principle of protection being described. Thus, 111 the

case where a principle of protection has already been applied to the




interpreted by the reader as the expression "software protected by the,
principle(s) of protection already applied'; the notion @fJpnuargevedi
software nust be understood as software protected towards the principle of

ot e - ———— - — -

protection being described. Thus, in the casé whefe a principle of
protection has already been applied, the expression "protected software"
must be interpreted by the reader as the5&xpression "new version of the .
protected software"”; and the choice(s) made for the inplementation of. the
principle of protecuinsmbihesafigvages dhd Heprension { xwWeeihleo saiwaisnt muge be™

choi ce(s) nmade for .the _inmplenentation the pr.incd ) I,Of i on

al ready appl i ed. TH%‘?“JFPé%thg%Y &I’E?e,rec?g%rc??p  ontena eggﬁo&%a]?/%[eg{%%g%fgée'
under st andi-ng of t hei,l Rl @raiphabin Meall fe@t:ection process in accordance.
w th-the inventi ,on%‘f’lh{iﬁg( protection pr o%gl?spg according to the invention is
~.conposed, as shewn th®netig of protdciedl®fivwaré ngust be 10derst@Qd ad sofbtare pfotected
protection phase P during which _a vul nerabl e, soft rg 2v is .nodified to

become a brot ect ed tQpidiahePsiple Pﬁ_@'ﬁﬂtecé‘f)_né’eﬁ’:gegﬁéc sEs, H’_JPF FFEWHICER t he
protected sof twar e'a2 rhr{cfglérjréﬁgrotec'adﬁ 'hQQa]%‘%dﬁgE tliQ&ﬁﬁ@e sredsibn ‘Eﬁt&%@éence

of the unit 6 and e portron o I execution p 2pes

executed in the dats@afipaaeansdtbe iaegiren dyithpeada asithe expredsignosed version
functionality is executed in the unit 6, so that said portion is executed
correctly and t hat ofékempretpgtedtseilwaifne protected -software 2p is conpletely

functional, 25 - in_t bsence o he unit 6 and in,spite.qf the . r est
by a portion of ® tﬁ'é‘d;}% @?01%%2§éﬂ#eoftﬂr gﬁr’%“l’ pes t%né{f(l ét%:ePR‘%e“"éPq? 8{;1%5?’ fegﬁa ity
in the uppt 6, saigife@essibedaniet e fibdof abdoath Ghe raboldets) @madd ifai- taé

| east said portion is not executed correctly and that consequently, the
protected software implementatisn of dhpprunapl(sh ghprofestian alrgdy agpliedossi bl y of a

phase of 1111 LG BF B8 ALASGRITE Vol o S0 BB bPTRL .,
2006 60 secopdpRiRhe%ibA bfVRk Hotectoi Prlbeasa tin Akcdrikthcp Witk ithé envehtip. OTi@st i on
°Y - . profection pr'ocess according to the in\fention is composed, as shown more precisely
15  infigure 100:-
e first, of a protection phase P during which a vulnerable software 2v is
modified to become a protected software 2p, '
e then, of a usage phase U during which the protected software 2p is used.
During this usage phase U:
20 , — in the presence of the unit 6 and each time a portion of the first
execution part 2pes executed in the data processing system 3 imposes
it, an imposed functionality is executed in the unit 6, so that said
portion is executed correctly and that, consequently, the protected
software 2p is completely functional, ' |
25 —  in the absence of the unit 6 and in spite of the refiuest by a portion of
the ﬁrst execution part 2pes to execute a ﬁmcﬁonality in the unit 6,
said request cannot be fulfilled correctly, so that at least said portion is
not executed correctly and that consequently, the protected software 2p
is not completely functional, ‘
30 e and possibly of a phase of refilling R during which is credited at least one
- additional usage of a functionality protected by the implementation of the



detection and coercion using as characteristic, a variable of measurenent.
The protection phase P can be split into two protection Su#ppeasdddorl and
P2. The first one, called prior protection sub-phase Pl, takes-place

i ndependently of the 5 vulnerable softwarée 2V 't0 Protect. The seCorHd ome~"*
cal | ed subsequent protection sub- phase P2 is dependent of the vul nerable
software 2v.to protect. It should be obsgjved that the prior protection
sub- phase Pl and the subsequent protection sub-phase P2 can be carried out
advant ageously by tseeordi bicferesit vieins aasbadimenooflithe eriaciplet b pFotedtion by
instance, the prior.protecti.on sub-phase P1 can be carried out by a person
or a 10 conpany pr dletasting andeoeieior pepgdnehasactersticynyaiablesf arqapesmsps t ens,
whil e the subsgqguent protecti sup- se, P2 can be caryied o b :
borson o o comddrpronRlon Bfds el B SORSBIC RrS BRoeTpi Nt et M o e
- protect ed. -Ngturpld ¥oe biiid tec ubl P P, Mk ARGhAGRREHRIAIFARE Pl
and t he subls\lgglggﬁ%t %{}ebkzgéd[d?%rﬁirg%_ pt?]dgg% Iﬁz&ga?" a%%oﬂbe ca%é?ed out b§ t he

sanme pers®n eulnkesbha solfwaté@v o potechr Tieesetorahosy) balpddastbsciient protocposad- of -
several stages Sl11, ... [ r each of which various_tasks or jobs are

. , Si; fo ,
to be carri e@hewstP: iydepardent ofdhe yalngmbleroiwisrs By toprgiegle &t shauldihs- hseved p1 | s
call ed "definitions.stage .. b b ' LNkt o ’ e
Chosen: 20 - AR vffReol hkia R P{shd e SulEic bRToR B, R
or a proces$iRgrrdtouteiintagdddsly byt two difeddnt ipelsufd batwy diffxaitntans. Gdp be
chosen-as unit 6, a chip card reader 8 and the chip card 7 associated to
the reader, amtanchether priex proteptign ssubphase Py caanghfe garried sait ibyp? deEieneer a

he ueagld. prasety Rk BRRES: ok ate bkden Yty wie teen”
the data proeeeghéd pro®tish Sulplthst 1S ¢idl be Garriednsht by o b@s@a_se aV‘(fUi’ﬂiIﬁm?'he
protection process according to the invention inplenents the principle of
prot ecti on bypredidingthedsvelapmant ohsofayase sawyingdo bgarptaeigd. Nataally ot is clear
2006 61 bo e AR PoRE a0 ook kb o ORaBhE pkd o] b biee B
said set of elRmRTariad dulBYithdfme person or team.
| 15 The prior protection sub-phase Py is composed of several stages Sy, ..., Sy; for
each of wﬁch various fasks or jobs are to be carried out.
The first stage of this prior protection sub—phaserl’l is called "definitions stage
S11". During this definitions stage Sq;: ' .
e  are chosen:

20 . ~  the type of the unit 6, naniely in particular a memorizing unit or a
processing and memorizing unit . As an illustrative example, can be
chosen as unit 6, a chip card reader 8 and the chip card 7 associated to
the reader,

—  and the transfer means 12, 13 designed to be. implemented respectively

25 - in the data processing system 3 and in the unit 6, during the usage
.‘. phase U and capable of providing the transfer of data betweén the d'até
processing system 3 and the ynit 6, '

e and in the case where the protection process according to the invention

implements the principle of protection by elementary function, are: also

30 defined:

'~ a set of elementary functions whose elementary functions are liable to




said el enentary conmands being liable to be executed in the data processing
system 3 and to trigger the execution in.the unit 6, of BhdanusrePelfent ary
functions, and in the case where the protection process according to the
invention inplenents the principle of protection by detecti-on and
coercion, are also defined: at |east one software execution
characteristic, liable to be nonitored at! 10 least in part in the unit 6,

- at least one criterion to abide by for at |east one software execution
characteristic, - det®t$6RURLENECINItO®y | npl enent in the unit 6 and

enabling to detect _that, at.l of xeeut.i gn, char acteri.stic -
does not abide by at -%@ﬁ%ﬁégﬁ%ﬁ*g%@g@%a e‘%‘efgfic’at“gg?téﬁ,elqmwm &N .
nmeans 18 to inplement dad bltghdnbicy Briichd@NGdhgd MEblkGo b eREE & @t Bata

processi ng system 3 and/or nodify the execution of a software, when at
-} east one.cri-t-erion- i spmotssiapisgieidmby and o drigger tireexcas@omire tle adie6pofothect i on
process according to the inveglg%lon 20 inpl enments the principle of 7
protection by detecti oNEHYAY 1% using as characteristic a variable of

measurenent of the safi) chg{ gﬁltlé%é %g:’ ﬁﬁﬁigctt%b ocegg B&&?gbn]gétoa%fz Siﬁi;én\ﬁ%ﬁ €

execution characteristic ‘a var measur enent
of the usage of a finpldmhenathetptimipla of pirdtecticn, by28etectivh fid REdioN droaRbi de .
by, at |east one threshold associated to each variable of measurenent, -
and actual i zati on rfé##%&d:enabling to update at |east one variable of

neasurenent, and in t ca re the protecti.on . .prec ccording to the
invention, also 30 i n%ﬁ%aﬁgﬁﬁ%soaﬁ'ﬁrfzscfw%ﬁé}ecg?lg(dtev%%’ g‘ﬁﬁlsezt & FRTRST t he

principl gpof  protectiexsthypaeiemtingi 6and coercion using as characteristic
a variable of 26 January 20%6 62 - measurenent of the software execution,
are al so defined: —f oat laast losagrriterion toapbidelby fof ahisasturrenerfiware exerution
associ ated threshol ds, , - gnd .different coercion nmeans corresponding to
each of said threshol (Earacteistic,

—  détection means 17 to implement in the unit 6 and enabling to detect
that at least one software execution characteristic does not abide by at
15 least one associated criterion,
~  and coercion means 18 to implement in the unit 6 and enabling to
inférm the data processing system 3 and/or modify the execution of a |
software, when at least one criterion is not abided by,
* and in the case where the profection procesé according to the invention
20 _ implements the principle of protection by detection and coercion using as
characteristic a variable of measurement of the softiware execution, are also
deﬁncd:
~ as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,
25 — as criterion to abide by, at least one threshold associated to cacﬂ
™ variable of meééuxement, '
— and actualization means enabling to upldate at least one variable of
measurement,
* and in the case where the protection process according to the invention. also

30 implements a first preferred variant embodiment of the principle of

protection by detection and coercion using as characteristic a variable of



§
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and in the case where the protection process according to the invention 5
i mpl ements a second preferred variant enbodi nent of the #t 73temM<P08f
protection by detection and coercion using as characteristic a variable of
measur enent of the software execution, are also defined refilling nmeans
enabling to add at |east one additional usage to at | east one - software
functionality nonitored by a variabl e of %Easurenent,'lo and in the case

where the protection process according_to. t-he invention.inmplements- the
principle of prot eBlefigﬁe’ﬂf/md)ghecﬁf%ﬁar%%ﬁecggg?’cﬁr%%lg%g%‘ﬁb%das characteristic a
profile of software UGO8 leRl Snc3RbRY MM uremeas sSREI WaIRIRMAAIERSMS,
characteristic liable to be nonitored, a profile of software usage, 15 -
and, as criterion to ahddiffdynt catrcimantamsnerntgohding tobachaffisuidnbreshoddyt i on,
20 and in the case where the protection process according to the invention

—i-npl enent.s-t-he-pri aed pr dho Fager wheset therpralecten @radesmactarlieg de dthomvasiiony as

feature of execution to apbide b t he noni.tori.n f..the executi.on ghajning,
are al so Xef | ned:  TEMeRS: 7 peetishuredatodyadant subadieitoRt e erfvel 8t o be
executed in the unpiootiod Beleteétidandd USELRASusHP RPBREFadi@istiea Pariable of

instructions set, said instructions commands being liable to be executed
in the data processangesyst efifl® softvare axetufpey aienalstalefingd rdfilline nerecut i on
of the 25 instructiqgns, - as,prafile of e, the chaining of the .
Unstructions, as T EHRAPE By 3% Ak Jeash preapo Rl Ay i i Y g Tofdvare
execution of the m&fﬁbﬁﬁit%mam@ea%waibwoﬂﬁ@d@,areyem,rreans enabling to
detect that the chaining o 30 the instructions does not correspond to the
expectedi(one; amd asd dndheicase wharsthé8yrotoetins peorabd acgrdiog itofthe mvehBordat a

26 January 2006 processin ystem 3 apd/or to nmodify. the functioning of the
»portion of prot ect“éﬂlegﬁpgv\é?é’rﬁ'ﬁlﬂiﬁgﬁPf??‘é“lﬂ‘i‘a‘ﬁn&‘?’?@&’(?f‘ COCHENT BIRE Bhs

does. not ~cor 1 espapglal@liies GHRARCAEANINTL il dlalkbfoiae vhere the

pr ot ection pr OCGSS accordl ng the 1 nventli on
: — . as software execution characteristic liable to be monitored, a profile of

software usage,
15 — and as criterion to abide by, at least one feature of software exccuiioml
e and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion using as
feature of execution to abide by, the monitoring of the execution chaining,
are also defined:
20 _ — an instructions set whose instructions are liable to be executed in the
unit 6,
| — a set of instructions commands for said instructions. set, said
 instructions commands being liable to be executed in the data
| processing system 3 and to trigger in the unit 6 the execution of the
25 'inS@ctions,
—  as profile 6f usage, the chaining of the instructions, =
— as feature of execution, an expected chaining for the execution of the
| instructions,
—  as detection means 17, means enabling to detect that the chaining of
30 _ | the instructions does not correspond to the expected one,

—~ and as coercion means 18, means enabling to inform the data



5 inplements a preferred variant enbodi nent of the principle of protection
by detection and coercion using as feature of execution £8JaMiane<8y the
nonitoring of the execution chaining, are also defined: as instructions
set, an instructions set- whose at | east some instructions work wth

regi sters and use at | east one operand with the intention of 10 returning
a result, 63 15 for at |east sone of the instructions working with

registers: n a part P rogé‘sgﬁlgt ggeﬂlr?m{(#&ctto' Iﬁ&ﬂw ¥ fRhctlo! Elﬁigjn&%#lé tﬁ'tﬁrttloﬁ b T

and a part defining t charning for t'he execu

i nstructions and incl Liﬂb&gtealgoawfareetﬁwmrthes:m@n (fn@fthe ‘infln@flons does not

i dentification field of the instruction CH 0 and for each operand of the
instruction: * a flag ¢drespondiR the"f”@lff@teé@ne»(pect ed identification field

Cl Pk of the operan for each register belon to the exploitation neans
—and used by-the $20 s HEr P et apﬁéwg?@agqsaéﬁfqr b 6 el oo

in which ks automat; h@%ﬁéﬁ&@g&?&kﬂ%@ﬁt ,ﬂﬁd}{lﬂn& %h&t.

piEB? hon
|nstruct|on whi ch S retur Its resu In sa | st'er, etec i on

means 17, means enalzkdcrign ahdr camgclbheumgmstfemnr@fofaaxccumt tmabndenby,ftshé each

operand, when the flag field CDk inposes. it, to 25 check the equality of
the generated |dentm‘f’li'lifﬁtfﬁgd)rfmq@eﬂu@l’(%h%ﬁgaé‘%@)‘ﬁ%ﬂ?@‘% t he. regl ster used

by said operand. and ¢ e GHRAEHE LBALLLAGRILPRNILELTeE] Bl Skl o7 1

of said operand, and as coerc on nea ena

result of the instruckbfWwithirbgistersl @Skseq @t oﬁéwep&mpkrﬁﬁ tﬁﬂméﬂtfbheﬁ i's
false. 30 and i'n"the case where the protection process according to the

i nventi of0 i npl ements ltehémﬁglaﬁéﬁl%e of- protection by renam ng, are al so

defined: 10. 26 . Januar for ap l%ast some of the inst_r'uctions working with registers:

> | a part PF defining the functionality of the instruction,
> and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:’
15 o - ¢ anidentification field of the instruction CIi,
0 and for each operand of the instruction:
* aflag ﬁeld CDy,
*  and an expected identification field CIPy of the operand,
—  for each register belonging to the exploitation means and used by the
20 ‘ instructions set, a generated identification field CIGy in which is
' automatically memorized the identification of the last instruction
which has returned its result in said register,
— as detection means 17, means enabling, during the execuﬁon of an
instruction, for each operand, whep the flag field CDy imposes it, to
25 L chec;k the equzﬂity of the - generated identification field CIG,
corresponding to the register used by said operand, and the éxpected
identification ficld CIPy of the-origin of sa1d operand,
— and as coercion means 18, means enabling to modify the result of the
instructions, if at least one of the checked equalities is false.
230 "o and in the case where the profection process according to the mvention

implements thé principle of protection by renaming, are also defined:



- as a triggering command, an el enentary conmand or an instruction

command, - as a dependent function, an el enentary functidhJanuagn2006
instruction, - as an order, at |east one argunent for a triggering command,
corresponding at least in part to the information transmtted by the data
processing system3 to the unit 6, so as¢ho trigger the execution of the
correspondi ng dependent function, - a nethod of renam ng of the orders
enabling to renane - heasod tigfpsriag cafumdnel, et demMeitidyO@eihag 60 ahandScHbt h
renamed orders, - and restoring neans- 20 designed to be used in the unit 6
during the usage phas®mpamgnd enabling to restore the dependent function

to execute, fromthe renaned order, and in the case where. the protection -
process according to tHé& eﬁ?}gjt’?{l{g’ﬁcmi’qﬂrﬁfleﬁlr‘aﬂ? r&%fﬁf“f’%ﬂfa‘b?mf‘“‘"é‘o&ri nci.ple.

of protection by renamjcng, bged! $0 1dRt I6id %1 or eas ependent
..function, a famly. of éepen eﬁf ?ﬁn%%fons-a_ 5%?¥hﬁ$c%f€§%%dﬁf¢ﬁﬁgﬁgf’but
triggeredsby triggeri ngresondingnt iaesie pareatie thfoiteos tahenicl botiedata and

in the case where the protection process according to the invention :
i npl ement.s one of the HHPEFERE SYPIERFOW] themit Gfsowrpéo (nggenthe wtcutiva ofitheici ple

20 of protection by re&wﬁgﬁg%g%&%tﬂgirned for at |east one dependent

function, a famly of alg y eqwc\}gfl’ent dependent functions: - by

concatenating a fiel d Dhetholl S€rdnBndidtof MheQra@s boBlHLTd Rhide tdorabid 36 LE onal
part of the dependent function to execute in the-unit 6, - or by using the -

identification field dfoblaén inggenngcimmagls withdenamed oRkrexpect ed
o oL ot I OPSh e 300, L0 e e hore e
o gy LB SECLESRCH B AR, o RORS, - o
orders, - and as rest exeaye, feamthed@namednsier,npl enenti ng a deci phering
method 26, January 200% e chsh SRLPE pARSASTATEY, O dere A0, hs, festore
1ty o
: _ implements a variant of the principle of protection by renaming, is also
15 defined féf at least one dependent function, a family of dependent functions |
| algorithﬁﬁcally equivalent, but triggered by triégering commands Whose
renamed orders are different,
e and in the case where the protection process according to the invention
implements one of the preferred embodiments of the variant of the principle
20 | of protection by renaming, are also defined for at least one dependent
function, a family of algorithmically equivalent dependent functions:
— by concatenating a field of noise to the information defining the
functional part of the dependént ﬁm‘ctibn to execute in the unit 6,
— or by usin‘gr the identification field of the instruction CII and the
25 expected identification fields CIPy of the operands.
. e and in the case where the protection process according fo the invention -
implements a preferred variant of the principle of protection by renaming,
are also defined: |
— as method of renaming of the orders, a ciphering method to cipher the
30 - orders, |

—  and as restoring means 20, means implementing a deciphering method




dependent functions to execute in the unit 6. During the prior protection
sub- phase P1, the definitions stage S11 is fol |l owed by a%t%@éafé’épp%d
"construction stage S12". During such a stage 512, are constructed the
transfer neans 12, 13 and possibly the exploitation neans corresponding to
the definitions of the definitions sta Su. During this construction
stage 512, are therefore carried out: the construction of the transfer
means 12, 13 enablingy, deipRG hdGetdRICordRRASRI Hhus!Bfiold aﬁsa‘d%ﬁﬁ@fofd%&a

bet ween the data processing system 3 and the 10 unit 6, and whén the
principl e of protectidepehyere/femtiohatoexkome in thesinit®. al so i npl emented, the
construction of _the exploitation neans also _enabling the unit 6, during

the usage phascDWiRihe peorPEteqken Sherpriedhy thE (R GRRIORS SigEe Srds folowegpy
| t - f i " h i-nci tecti ) tecti
ana coer o) ort TR 36 APRLNA SIF, BAAAE ofh 5, hedS2) SrccplicbledBboct! 00

~and coercion.i.s=al's6 20" ( _
expl-oi t ai onrAAERAMAAINN NG hRE ]])Uéklilily Ghe @utploftatidr enddhR @BrrBRRRARINY tol Peal SO
i npl enent the detection nmeans 17 and the coercion nmeans 18, - and possi bly

of the expl dlefiaitioonoftbarsfinitiabs stage $he unit 6, during the usage phase Uto
al so inplenent the actualization neans, -, and possibly of the exploitation
means enabl i ng ‘I‘fé“gﬁﬁ?stco@fm&iﬁ'rof‘ﬁ&g?s"a{fggﬁrgg%%%e{)ﬁ%ﬁo al so inpl enent the
refilling neans, aid BASPIdHN & it MEnEHP nRlah@lth O3 TRA T2 dAnE MO 434 the
unit 6, during the usage phase U to execute the instructions of t

i nstructions set, plase &)dhevrensfarhd data betwpdrethe fdapar pbesstingsyitymreaahthag i S
al so inmplenented, the construction of the exploitation neans enabling the
unit 6, Buri ng themﬁ"s%tge phase U to also inplenent the restoring neans.

The construction of i xpl.of t At 0N ' rkl tecl ieally,
t hrough a ~program ge\g’e?ﬁegp@rrlgnkﬁlﬁc%él? %ﬁ@%ﬂoﬁgﬁ r?;iécgg%lcc u?\lt%cﬁ(%gs gsefdlsﬁi tions
intervened in the injpleaited) the cosstatage st SiklexpBitation nant alsé chablédg thed i n
the rest of the description in figure 110. 26 January 2006 66
o . unit 6, during the usage phase U to execute the elementary functions of the
set of elementary functions,
15 . e and when the principle of protection by detection and coercion is also

implemented, the construction:

of the exploitation means enabling the unit 6, during the usage phase U
to also implement the detection means 17 and the coercion means 18,
- and possibly of the exploitation means enabling the unit 6, during the
20 usage phase U to also implement the actualization means, |
. and possibly of the exploitation means énabling the unit 6, during the
usage phase U to also implement the refilling means, A
— and possibly of the exploitation means also enabling the ,uni't_ti,i during
the usage phase U to execute the instructions of the instructions set,
25 + and when the principle of protection by renaming is also implemented, the
| construct’idn of the exploitation means enabling the unit ‘6, during the usage -
~ phase U to also implement the restoring means.
The construction of the exploitation means is carried out classically, through a
_program development unit and taking into account the definitions intervened in the
30  defmitions stages Sy;. Such a unit is described in the rest of the descﬁption in figure

110.



10 During the prior protection sub-phase Pr, the construction stage S12 can
be followed by a stage called "pre-custonization stage & anuam?‘?% this
pre custom zation stage S13, at |least a part of the transfer nmeans 13
and/or the exploitation neans are uploaded to at |east one blank unit 60,
with the intention of obtaining at |easggone pre-custonized unit 66. It
shoul d be observed t hat part of the exploitation neans, once transferred
to a pre-custompB@shgfict pié profection |sﬁ3?ﬂﬁséjlme%| dbnsﬁtﬁ&ﬁﬁsét%@s Ui @@ sai d
pre-custom zed unit 66. I')I'he transfer of the expl oitation nmeans to a bl ank
unit 60 can Hellewed ited aowtage headlgdh "pro-cadtoptieatiqor stagesSotli Axtringn thisi pre-
which is described i.n the rest of the description |n figure 120. In the
case of a pr &USIETEFRYRR Z4Rgey fix %GIEanﬁsPWu?tgéf‘%?aﬁs ‘é‘hlﬂbeaéér@ nd/ey thes

'-"-IrC)'re;agrerD?Ot tegt%f( Oﬁat“%{]ﬁ'l%ase ghbﬁ;ﬁg%cg%” Q%ec?l% afruhéc}%}sl age g%lmteﬁ'g'j of" t-h_e )

possi bly aft ebta %@le&ﬂtrdm@tpr@ﬂuﬁlﬂﬁEd %nit, 661 IB§HRER b‘cablb@ﬂzedttﬁﬁl parf Gy
stage S14" can e place. Duri ntg this tools making stage S14 are nade
tool s enabl i ﬁgplpﬂammi PeAB, @méﬂaﬁ g it @ preselistptizethvt 66, 1a0e bmgerditdedy

Choose. aut omdFREPIPCs HiA DT AEPEIEE St €0k T20s et e Brtiopation mesgs

vari abl e(s) kb ablhlﬁm& Aul%0 BIPbE dairitdt SR WRIghOun adaphddpRkioRftfilon! 4D € 1O

be nodified, - and when the principle of protectlon by t enpor a
di ssoci at i on wischaissigscritred| inrthntestiof thealestgption innfigperid0cksiteghs) of 4 phd-e to

be Sp||t nto steps . renofable in the unit 6, and when the principle of
protecti & 4)1 §“@P’é‘f’ﬁ§’ﬂt upi, éqin‘iﬂ“?tbt?’r?d gya? <P ‘?f‘b‘i ehdffiells reafer F.gbiei Prami -

processi Nng( skudih %Eiaﬁoﬁgo&%nﬁmﬁ* cafygmentary functions renotable in

the unit 6, an en the princip .protection by detection and coercion
is also inpl emﬂurmg theh@ricexeotetiian suihghaset By, iafiet clfes flefiitiomnitagy Sangod,
possi bly, the or| tgm C processi ng% liable to be split into

i nstructions P°1°' €jOOYFHCOR Stagg Sz, aftaesfliRd { ielsppaling stage §id" can

protection by, l.epabl NBudisy %ﬁ QoblIRLATRB I R5ke Sy are made tools enabling to help

15 generate protef_:t(-_:d soﬂware or autornate the protection of software. Such tools
enable: '
e to help choose or to choose automatically in the vulnerable software 2v to
protect:
— the variable(s) liable to be remoted in the unit 6,
20 ‘ —  the portion(s) liable to be modified,
| — and when the principle -of protection by temporal dissociation is also
implemented, the algo'rithinic processm;g(s) liable to be split into steps
remotable in the unit 6, |
— and when t_he principle -of protection by elementary functions is also
25 implemented, the algorithmic processing(s) liable to be split into
elemcntary functions remotable in the unit 6,
—  and when the principle of protection by detection and coercion is also.
implemented, the cxéc_uti__on characteristic(s) to monitor and, possibly,
7 the algorithmic processing(s) liable to be split into instructions
30 remotable in the unit 6, . |

— and when the principle of protection by renaming is also implemented, -



- 26 January 2006 67 the algorithmc processing(s) liable to be split into
dependent functions renotable in the unit 6 and for whi 39*’?’[‘\‘@%5@?—95 of
the triggering comands can be renaned, - and when the principle of
protection by conditional ; branch is also inplenented, the conditional.
branch(es) whose functionality is liablegto be renoted in the unit 6,
and, possibly, to help generate protected software or to autonmate the
protection of softwar ehe Iheftnit bikedibgbPRdtie G PRt GA6 GbRGdBM functions
i ndependently or in conbination and 10 each tool can have various forns,
such as for instance peaomblects sy unidssand| for whicoths beders of ¢he Tgzering or
protection sub-phase Pr is followed b subsequent protection sub- phase
P2 whi'ch depends on tH@W@F%‘g\gr%%re 2v to protect. This subsequent
protection sub-phase B2 4i : . St Il .. The first
~stage 15-00%#espondinéégdaFﬁgﬁBﬂgﬁgﬂgﬁﬁg?*@%%%FﬁtﬁgsggﬁﬁgﬁﬁF% %;5%§$%ction
by variabfe is call edmpisnegited) the tagtitiGnal . brideh{a3p whibses fiiicHahdly iSliage S21,
t he choi ces made during the definition stage Srl are used. Wth the aid of
sai d choi ces and possitBiby remoted gt dic wdrfst ruct ed during the tool s making
stage Sr4, the protecgted ftyware, 2p is created: by choosing in the source
of the vul nerabl’e & ’t%gﬁszbq%«/g(? hslp -geﬁ‘?ra%eﬁg{{tecg‘?‘ﬁes #EbPe AEmate fhe ng
the execution of theostdesfabhi®aresof tware 2v, partially defines the state
of the latter, - and at |east one portion containing at |east one-chosen
variable, by prlbdiecdiffgreat $ous can de ¢angeoot eskepehdsuity waiie capbirfatiomahde
source of,.the . vulperable software 2vs, b difying at | east one chosen
portion I)q t fch %gp B aEe Jﬁn?lﬁe%wsné?lgbl\éé%{)msé&?‘g PEBIOCEHPS 4FRBIPGat i on
bei ng such tpahpidsr ét8g the execution of the protected software 2p, at |east

one chosen varl abl e or at |least one copy of chosen variable resides in the
bl ank unit 60 b ghior prateationt subrptfase Peds ifolioveal byna tsubsequarn grityctionoghibci ng a

first object part_ 2pos of the protected software from 30 the source of
the protect eHB%SBf}'_?lvOgg‘@h élﬁg?n%ééf“d&fsa‘g’ﬁn 'fﬁgcsf’ élfetzz‘gﬁ’ogrw-n 15 SHRIFARFPAL
during the eﬁﬁﬁé&ibﬁnsugfpﬂa&e IRt @cﬁﬁﬁ&ego&t ‘é@ﬁfe?alzé?agegpﬁe%ﬁ. anbi fR1 s&ge

January 2006
15  cormresponding to the impiementation of the principle of protection by variable is

called "creation stage S;;". During this creation stage S;, the choices made during
the definition stage S;; are used. With the aid of said choices and possibly of tools
cdnstructed during the tools making stage Si4, the protected software 2p is created:
~* by choosing in the source of the vulnerable software 2vs:
20 — at least one variable which, during the execution of the vulnerable
. software 2v, partially defines the state of the latter,
— and at least one portion containing at least one chosen variable, -
. i)y producing a source of the protected software 2ps from the source of the.
| vulnerable software 2vs, by modifying at least one chosen portion of the
: ,725.' ‘ source of the vulnerable software 2vs, this modification being such that
during the execution of the protected software 2p, at least one chosen -
variable or at least one copy of chosen variable resides in the blank unit 60
which is thus transformed into a unit 6, |
| co. and by producing a first object part Zpos of the protected software 2p from
30 the source of the protected software 2ps, said first object part 2pos b;:ing

such that during the execution of the protected software 2p, appears a first




68 execution part 2pes which is executed in the data processing system 3
and whose at |east a portion takes. into account that ai6Maagaryg086ari abl e
or at least a copy of variable resides in the unit 6. Naturally, the
principle of protection by variable according to the invention can be
applied directly during the devel opnent @& a new software wi thout requiring
the prior realization-of a vulnerable software 2v. In this way, a

prot ect ed softwar e eXpcitengatialpes dvhich ecetocnteBun ithegddth prosudsimnsiatein 3 and
protection sub-phase P2, Fnd when at | east anot h@% principle of protection
i's applied i n addi t'VUHe ehicap PRIIAR fAke P afupkdiel Yrcasyavatishisopat leagy o
"nodi fication stag " glgﬁﬁ : . ri. this nodification stage S22,
the definitions in‘t?de%gr?gg ur?%éﬁ%ﬁlen@‘e%flﬁnﬁ?;fi ons stage Sri are used. Wth
the aid of saidNgeahilyithé prificipltoiasetiby b9 valifdd sccopdlaf kol (et velitiohRant he
—~tools making..stage S14, the protected software 2p is nodi-fied to allow.the
i mpl ement &t i A appliaddirgstly sripe dhe develnmunent taf @rea saftwiire gvithout resjuiringt the
arrangements herebef ore defined.. .15 en th r.inciple of ot ectiqn by
tenporal di s€681 Bef“%)a%‘oflso ﬁrﬂﬂ'&%‘?}f’é"a, ?ﬁeeiv'gpglfléﬁa@dagﬁ‘ﬁ?ﬁgci BOISAIE P 1S

nodi fied: byb@iRAwBaly.n the source of the protected software 2ps: - at

| east one al gorithm c processing which during the execution of the’

prot ect ed sof t whlwing2ptheugbsequtent @actectome subpban Pararsbivhen andleastadlotisrt o 20

obtain at |east .opne result variable, gnd at |east one portiqon containing at
| east one chBYBFHP Y BFFIEHIANAS & ‘alé?élé{%?aﬁﬁ‘,ont {herserems ?é)f’rﬁfec?‘%‘égi’ V@il hosen

portion of theSQUEERiIGAS L ¥-Ing éqf,‘;ry\@g{, : ¥yl I iccat.h gn
bei ng-such that: 25 - du?i%‘gs%e exge ut? on of ﬁggg?%%l{e‘lggttggng%ﬁ V\S/g?e. gp t he
first execut defmitipayr int2peedidiriag dhe tiefnitinond stegcdBi; arp naede Yéitnthesaid begaid and

a second execut.i.on t 2peu i.s executed in the unit 6 which also includes
processi ng rr’g%\fg‘gmi@, p‘l’ség’i‘( of H{’é’i’r eerstiustedi duppe she foly wakingswgechosthn | ,

s or L1, BRACASELISS A SARONLPT, MoaE sl BRI HREHALGP P
t he 126 Januapsot&ios aé@rding to one of the ﬁrrangcments herebefore defined.
15 | . When the principle of protection b)} temporal dissociation is implemented, the
p_fotected software 2p is modified: |
e by choosing in the source of the protected software Zps:
~  at least one algorithmic processing which during the execution of the
| protected software 2p, uses at least one chosen variable, and enables to
20 | obtain at least one result variable,
~  and at least one portion cohtaining at least one chosen algorithmic
.processing, _
e by modifying at least one chosen porﬁbn of the source of the protected
 software 2ps, this modification being such that: |
25 ~ duwing the executi_oﬁ of the protected software 2p the first execution
. ,pa:rt'zpes- is executcdrin the data processing system 3 and a second
~execution part 2peu is executed in the unit 6 which also includes
processing means 16,
—  at least the functionality of at least one chosen algorithmic processing

30 is executed by means of the second execution part 2peu,

—~ at least one chosen algorithmic processing is split so that during the



execution of the protected software 2p, appear, by neans of the second
execution part 2peu, several distinct steps, nanely the2pHaryangZei6 at

| east one variable at the unit 6's disposal, n the carrying out in the unit
6, of the functionality of the algorithmc processing on at |east said
variable, n and possibly, the placing oféat |east one result variable at
the data processing system3's disposal by the unit 6, for at |east one
chosen al gorithnic proxesdionn! the potectedpelifacse 2. appedri biemeaws afithe sagand ng

t he execution of the protected stgl{)eﬁﬁommnd i s executed

ftware .e%cp
by the first executi orF*FaftonsY P&H&%"F’i“gg%%“ SRS TR it 6, the execution
by means of the second, exﬁ%%ﬁdgﬁ%@n(g%{ﬁast%%%ri%leﬁt fht @Rit AN@sihsseauence of

t he steps commands is chose the set of sequences allowng the

execution of the protect ethesediviag eoulpin e wid 6Dyofptied fondi@nalityeof ithet -
--0bj ect part.2pes-of the protected software 2p, said first object part 2pos
bei ng such that during thdgesibeie propessimetoneat frost wid wariablesf t war e 2p, the

st eps commands are execut e ngfg[)gi{%’gf{%‘gnégﬁ gﬂgsct%%g rgse(\l(ftu%ﬂl%gle a%ghé%z]{’%gd a

second object part Zpou of "t he pr ware sai d second obj ect .

part 2pou bei ng such thatpmaégsﬁ{gs?m&ﬁgelgai@pégagbﬂmmﬂﬁngit 60 and during
the execution of the protected software 2p, appears the second execution-
part 2peu by neans -‘of fahiatHeashens choront algombrad processitg stépsstongracistdaron
part 2pes are executed 5 When the principle of..protection by elenenjary
Puncti one. |1 mpl ementddine e Ak dvoneins keByiond T SBE Brofceac fograns 2 g ol
di ssoci aghon is not ingpl Baﬂﬁﬁﬂdistéi@cm@&ewféﬁﬁté&fcw@r{ga@@peéadm %ér@d: .
30 by ‘ehoesing in the source of -the protected software 2ps: - at |east one -
al gorithm c processi ngnwheamidéy thegexehaiex by utdans offthe lvecondr eteevtiad part
sof tware 2p, uses at |east gne chosen variabl e, and enables to obtain at
| east one result vari adedt 058 SBnuary 2006 70

— and a sequence of the steps commands;'is chosen among the set of
'sequences‘ allowing the execution of the protected software 2p,
15 | ¢ andby prodlicing: A
| —  the first object part 2pos of the profected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the steps commands are executed éccorc_ling to the chosen
sequence,
20 — and a second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the blank unit
60 and during the execution of the protected software 2p, appears the.
second exccution _paﬁ 2peu by means of 'whiéh the steps triggered by
the first execution part 2pes ate executed. )
25 | When the principle of protection by elementary functions‘ is implemented
| whereas the principle of protection by temporal dissociation is,.r_iot implemented, the .-
- protected software 2p is quiﬁed: '
. .by choosing in the source of the protected software 2ps:
—  at least one algorithmic proces'sing which duning the execution of the
30 protected software 2p, uses at least one chosen variable, and enables to

obtain at least one result variable,



and at | east one.portion containing at |east one chosen algorithmc

processi ng, by nodifying at | east one chosen portion of £Rdasealy €80t the
protected software 2ps, this nodification being such that: during the
execution of the protected software 2p the first execution part 2pes is
executed in the data processing system 37and a second execution part 2peu
is executed in the unit 6, at least the functionality of at |east one
chosen al gorit hm c prosebst gst ¢ pertiont ezhtogingeatnisasbfort hehosar alpdrighxeicut i on
part 2peu, at |east one chosen algorithmc processing is split so that
during the execution Bf°F¥i¥eprotected software 2p, said algorithmic

processing i s exec : f 1 . ex tion part.2peu, using
el ement ary fuhctfon@%'ﬁ%g?%é‘g%ﬁgg%s? 06‘%2&8%%@%%961 g%(r:ﬁeﬁr%uﬁ ‘ot o%'gslgf’qffﬁt,ca

el ementary commandssobwaaé 2pd, Bic@obaifReidwbling se@iihee of the protected
-software 2ps;--se-that during the execution of the protected software 2p,.
each el enBntary comuddingsthecacutiod dfythehpofected tsofiwarulp dre fisst ex@meisnand -
triggers in the unit 6, éhe executiQn % r'{iean's of the second execution
part 2peu, of an el enBt 2P§S BPUTHCEHSH nolhe dalg, grogessig siem dfandive second

el ementary conmands ise,@gggg{;q%% i%%ﬁecﬁﬁédﬁ{jth@&ﬁk‘ﬁ,”ces al l owing the

execution of the protecte ‘and by producing: the first object
part 2pos of the prot estiesst siaf findtichalpy of & Wadtions ichedeh @CdoritRaic pragfsinbel Ng
such that during the execution of the protected 25 software 2p, the

el ementary commands ar ¥ exgatest omaasef dhhépcond expsudoropmshlpaguence, and a
second object part 2po f the protected,saoftware.2p.containing. the

expl oi "t"‘a'??on 'r‘reans,_S'a%dﬁgsécogﬁ(fﬁg%ﬁne‘ gomthmic fﬁ%ﬁ?ssd'é;h“gsfgﬁéﬂ Hafuringothe o
upl oad to the bl ank unifecforddtthd PrbBetel REAFPARCHS iaR Qéoﬁtﬂﬁxi@ﬂro@é%&&ciﬁed
software 2p, appears the second execution part Zpeu by neans of which the
el ementary functions teiegyied eby bmeanse ofi the s2eonthruecutioR0P6rt 7 Zpewex asingi on
part 2pes are executed, ' '

deﬁentziry functions,
- for at least one chosen algorithmic processing, elementary commands
B are infegrated to the source of the protected software 2ps, so that
during the execution of the protected software 2p, each elementary
command is executed by the first execution part 2pes and triggers in
the unit 6, the execution by means of the second execution part 2peu,
of an elementary function,
20 — and a sequence of the elementary commands is chosen among the set
of sequences allowing the execution of the protected software 2p,
.« and by producing:
"—, the first object part 2pos of the protected soﬁwai‘e 2p, said first object
part 2pos being such that during the execution of the protected
g 25_ _ . software 2p, the elementary commands are execuied according to the
. ' - chosensequence, A l- |
| — and a second object part 2pou of the protected software 2p containing
the exploitation means, said second object part 2pou being such that,
| after upload to the blank unit 60 and during the execution of the
30 | protected software 2p, appears the second execution part Zpel; by

means of which the elementary functions triggered by the first



When the principles of protection by tenporal dissociatign and b

el ementary functions are both inplenmented, the protect ed'?-@d?‘?l\'ﬁé)‘éo%p is
nodi fied: by choosing in the source of the protected software 2ps, at

| east one step which during the execution of the protected software 2p,
carries out the functionality of an al gorythm c processing, by nodifying
at | east one chosen portion of the source of the protected software 2ps,
this nodification bei ngesutith gaedpes aredixeba@dt one chosen step is split so
t hat during the execution of the. 10 protected software 2p, said step is -
execut ed by nean¥het thehpringidemel poestionitontepweral disseciatioi oyl by lementaay y '
functions,  f t | east ane,chosep ste |.enentary co ds are integrated
to the 50ur3@“%’9“?ﬁrg%ﬁfhdf"é’é?[’éﬂﬁ%d;ﬁ%ﬂggec%ﬁ?? geramae 159 the execution -
of the protected s : _ ; BRBAL 35 6X y 15 -
~the first _ex-ec-ut—-i-on%%%glg%_ég%eﬁg&??ﬁ?gg% Ii%F\extteﬂceg um%%‘?s’ t(gl Eg&fg((g%u‘%ig%n by
means of “She secondwhixiedutingnhpaxdcufipewf thé pastecdE sEMbae )2y, WakidsOsut the and a:-

sequence of the elementary commands is chosen anong the set ~of sequences :
al I owi ng t he executfuBeiogplityof ap algogighnelg PsesessiBs.e 2p, and by producing: 20

- the first object part .2pas of the protected sof re 2p, sajd first
object part 2pos blgﬁ ﬁlad%ﬁgﬁ 3?!%%3“ 3&$i°§‘83%3€’[g§%@%t %ﬁo‘b‘ge ﬂ%él‘?)rpéi?tﬁ‘tt?‘éd
sof tware 2p, the elRmRatean ,ﬁmﬁama@gﬁbﬁﬁgwh%taccordi ng to the chosen
sequence, - and the second object part 2pou of the protected software 2p

al so 25. containi ng tdtdeask pinoidhasenostepraasplit smildt derdng dho bi@utiopaftithpou
bei ng skﬁh that, after u Iegad to the unit 6 and during the execution of .
the proteécted softvvarfgo"fgt, SpPwares 2pnid stepria cxsaissk Py means of thretecpyd

means of which the el egeakfhhatiich QiSe bchig he first execution
part 2pes are executed. 30 en the’%rq?gn'c{egﬁe f p%%ntg’cti on by detection

and coerci-on is inptenbnitddast bhech@entep] aemsathiywaninads b iFRgHtéER: the6
January 2006 72 - by choosi nq%éﬁt | east one software execution characteristic
to nonitor, anmong t heO¥BEIAdRe PEstested PeRwarsatnsc s thak dupse (theypresution pé

moni t or Pfd’ g the protected software 2p, each elementary command is executed by
15 the first execution part 2pes and triggers in the unit 6, the execution by
means of tt_le second execution part 2peu, of an elementary function,
— anda seciuence of the elementary commands is chosen among the set
of sequences allowing the execition of the protected sofiware 2p,
e and by producing;: |
20 —  the first object part Zpos of the protected software 2p, said first object
| part 2pos being such that during the execution of the protected
software 2p, !_:he 'elementary commands are executed according fo the
chosen sequence; '
— and the second object part 2pou of the protectéd software 2p also
25 - containing the exploitation means, said second dbject part 2pou being
such that, after lipload, to the unit 6 and during the execution of the
protected software 2p, appears the second cxécuﬁon part 2peu by-
means of which the eclementary functions triggered by the ﬁrst
execution part 2pes are executed. {
30 When the principle of protection by detection and coercion is implemented, the

protected software 2p is modified:



by choosing at | east one criterion to abide by for at |east one chosen

sof tware execution characteristic, by choosing in the sotft¢anugry 2096
protected software 2ps, elenentary functions for which at |east one chosen
sof tware execution characteristic is to be nonitored, by nodifying at

| east one chosen portion of the source ofxthe protected software 2ps, this
nmodi fi cation being such that during the execution of the - 10 protected

software 2p,. at d east chasifas daseBaE Wolfdnrs RAsatiba! ddtdcteristic BNnbAKGd by
means of the second execution part 2peu, and the fact that a criterion is .

not abi ded by | eadsamaengtthe seftwaie presuben chayagorstiesdiablp &t brymonitdrod,ned and/ or
to a nodification azg',the execuieifisn of t.he protecteq s ftvva]%e 2p, 15 and. by
produci ng the se€corfy SRBHE B BSLFYY SHICTRR LAY AYeter At led e oghosen

cont ai'ni ng the expl i 80..4:0pl enenting the detection neans 17
, BabA é8 c%@%’&aﬁ'cé&s%ﬁlp T

—.and the coercion means , S secon ect part 2pou being such that, =
after upl ead to o hebyuRhbostngaigl tHeIrsot@et BE (BX gRotEEN Dftwhhe 2ps ObREIARry
software- 2p, at |east one software execution characteristic is nonitored
and the fact that fanetidnsdpi whichat legst ailsi dhegetbsefivensgl sxacatiom ehaganteristic is
processi-ng system %ei n(g[gtoiefor med and/or to a nodification of the
execution of _the.pr8,8(§? §Or t war e 2p. For the inplenentation of the

principle of prqteqg %dﬁ?{iﬁ?%ﬁﬁi& Qe VNDsGOBEHILADIURE ROuRS MRS Zﬁ&&g&&“ c a
vari abl e of measurenent o he software execution, the 25 protecte

software 2p is nodisbftedre 2jy tubovslifigtios bsofst svel ¢hae dedey therexehaionodfahe Stic -
to m)n_iti{), at | east one vq%ra\i‘agbl e of asurenent of the u;gggeof_ at | east
one functPonality dro%cedss  2p. @ eRdolng ghossy exception fastic 1s :

et omal L of e LS lasotd Mecesn et ot UR LD
variabl e of neasur erieriorusedot ebidehiblyi fegdd he ths dge pocesaing sybiencBi baagity,
o informed a_,__rid/or to a modification of the execution of the protected software
oL 2p, | : | : : :
| 15. - » and by producing the second object part Zpou of the protected software 2p
containing the exploitation means also implementing the detection means
17 and the coercion means 18, said second object part 2pou being such that,
after upload to the unit 6 and during the execution of the protected software
2p, at least one software execution characteristic is monitored and the fact
20 that a eriterion is not abided by leads to the data processing system 3 being
' informed and/or to a modification of the execution of the protected software -
. 2p. |
For the implementation of the principle of protection by detection and coercioh
~using as characteristic a variable of measurement of the software execution, the
25 protected sofiware 2p is modified: |
e by choosing as software execution characteristic to monitor, at least one
| variable of measurcment of the usage of at least one funcﬁonaiity of a
software, |
¢ by choosing:
30 — at least one ﬁhctionaiity of the protected software 2p whose usaée is

liable to be monitored using a variable of measurement,



at | east one threshold associated to a chosen vari abl e of measurenent
corresponding to a limt of usage of said functionality, 2&denuary Pést one
nmet hod of update of a chosen variable of measurenent- 10 dependi ng on the
usage of said functionality, and by nodifying at | east one chosen portion
of the source of the protected software72ps, this nodification being such
that, during the execution of the protected software 2p, the vari abl e of
rreasurerrent i s actual |a1¢mtsbgncmaaable o fm ¢asereaendostdds quartifp thepatge aPaid
dependi ng on the usage of sajd functionality, and at |east one threshold
crossing is taken i nt JUBEEWARY, For the |rrpl enmentation of a first preferred

Pt B e A T e P T R e
sof tware 2p is nodifi edredfondldy 6 homSE Bﬂuédgebh@m&ﬁﬁfcﬁ@n&ftythe protected
~software 2ps, .at. | east one chosen variabl € of neasurenent to which nust be

associ at efl sever al -t hrandhaoleist apomatb@boflupdptd of deldsen entabld cliﬂrhéasﬂlfemmage of
the functionality, by, chogsing at |east t{ hreshol ds associated to the
chosen variable of mElsREREREHT theygag Ef%ﬂ‘ﬁ it¥ag at | east one chosen

portion of the gou t 2 |f| i

bei ng such that, d&‘?‘.ﬁr'fg"?%Agfyé’%;%dﬁ%ﬁg%ﬁ%h%ﬁ% ec egg'] of Twar &" BCteE?he
crossings of the vabitause gy dsh@bdisication bakgkucininat, daﬁﬁ@uﬁtex@edtfo%r&ﬂhéy, by
means of 'the second execution part 2peu. For the inplenmentation of a second

preferred variant onefedtdeeiiwat 2phthe vgiablg ﬂ‘émpasgrqmenprsoao@aluzghbbyneans
det ecti op, and coerci.o u5| ng,as c ractgb?stl c ari ab sur ement ,

the prot 8kt ed sof t Whr ReopFePRd BgFytoRy ba pg“o%eff’i\%n‘ar non[ é‘éﬁﬁecé’ of*™¢ he

protected software fdRsionality] £A%k AN LNARRRCIIRIskRR i€taRin W@é&@x&e nt ,
enabling to linmt the usage of a functionality and which nust- be able to -

be credited wit konthe laaé&tm@ﬁ%tmdzf & figh piccfogad Fariago eaxbddm;cnhnﬂtﬁewmglm
| east one cho ro éh'u%n”%‘,’df' c%tl on bein uch uri phase
cal led of ref Ipir?tgél Tat yI LARTOB N Y, FF TSR A1 s céepsg% 3a¥ﬂ5§‘£& 9606 74
| east one fupghdRaabitl mc@gjtéa&pgufmd?gzbqs gldamﬂen vari abl e of neasur-enent
can be credited. _
15 * by choosing in the source of the protected software 2ps, at least one chosen
variable of measurement to which must be associated several thresholds
corresponding to differeﬁt limits of usage of the functionality,
¢ by choosing at least two thresholds associated to the chosen variable of
| measurement,
20 ¢ and by modifying at least one chosen portion of the source of the protected
' software 2ps, this modification being such that, during the execution of the
protected software 2p, the créssings of the various thresholds are taken into
7 _'account differently, by means of the second execution part 2peu. |
"For the -i;nplerriéntaﬁon of a second preferred variant embodiment of the
25 principle of protection By detection and coercion using as characteristic, a variable of
measurement, the protected software 2p is modified:
¢ by choosing in the source of the protected software 2ps, at least one chosen ‘
variable of measurement enabling to limit the usage .of a functionality and
- which must be able to be credited with at least one additional usage,
30 e and by modifying at least one chosen portion, this modification being s;uch

that during a phase called .of refilling, at least one additional usage of at




For the inplenentation of. the principle of protection by detection and
coercion using as characteristic, a profile of software2Ridayery

protected software 2p is nodified: by choosing as software execution
characteristic to nonitor at |east one profile of software usage, by
choosing at |east one feature of executi @ by which at | east one chosen
profile of usage nust abide, 10 and by nodifying at | east one chosen:
portion of the sourleast ee funstipnabity coEesPoBNELP 8 chpien vapiaklerad dndasurgmenh

bei ng such that, duri Bg ta% ngecuti on of the protected software 2p, the .
second. execution pafrt "2pet"%bi des by all the chosen features of execution.

For t-he inpl emenatOmpBimdddionr st PLacPle oF RbRHdPHy B¥edfieild QRordid
coercion 15 using as feature of execution to abide by, the nonitoring of

t he execut i omsiepaisnilagcteribhie P potide tefdsafbfdraangge? phd proveded isefthvareblp is
~modi fyi ng‘rrat-~----l-~-eaf$t one chosen portion of the source..of .the protected

sof twar e %ps.m"-‘ih Eﬁ?i:t ransformng the elenmentary functions into instructions,

20 - by specifyingh N i S i de.at | east f the
instructions duri ngbg’t%éﬁ%m%)%gg% | 5‘5'%,\1%% tfegﬂur%?%g%g&-w g"ncﬁ“@?}% ?agﬂ%stg?% ng
the el ementary comjpefls of SdfBwardskdgéct i ons commands correspondi ng to the
instructions used. Wien the principle of protection by renamng is

i pl enent ed, the prvtchoesnl aPBagioinevieaturepl éxscutogi By wiich dbjeashomsehogen n t he

source of the protected software triggering- comands, by nodifying
at | east one choserP%@?f’?B??g’Bfm{Sﬁéﬁg%ur ce of the protected software 2ps by

renam ng;g he order n@by itk Nedsk bHOShoAH RRITTEITIRe s&ﬂge:’%’f S p@egogCceal

the identity of the cofrrespondl ng dependent functions, y “produci ng:
26 January 2006 75 softiwarcf2pssthioimodidicatian beidgaschothat, deripg dfeaxbadianaffithar e

the protected  sof FHEPREORONHRE Trs B5CRPAY Cormartead Ty oy SHdr s are
chosen features of execution.
- For the implementatidﬁ df the principle of protection' by detection and coercion
15 ﬁsing as feature Qf execution to abide by, the monitoring of the execution chaining, -
the protected software 2p is modified: _
| e by modifying at least one chosen portion of the source of the protected
software 2ps:
— by transforming the elementary functions info instructions,
| 20 —~ by specifying the chaining by which must abide at least some of the
' instructions during their execution in the unit 6,
— and by transforming the elementary commands into instructions
commands corresponding to the instructions used. |
, . 7‘ When the principle of protection by renaming isr implemeﬁted, the protected
g 725 - software 2p is modified: '
- e by choosing in the source of the protected software 2ps, triggering
{commands,
* by modifying at least one chosen portion of the source of the protected .
software 2ps by renaming the orders of the chosen triggering commands, éo
30 as to conceal the identity of the corresponding dependent functions, |

~ & and by producing:




executed, and the second object part 2pou of the protected software 2p
containing the exploitation neans al so i npl enenting the Peded#amg006reans
20, said second object part 2pou being such that, after upload to the unit
6 and during the execution of the protected software 2p, the identity of

t he dependent functions whose execution ¥s triggered by the 10 first
execution part 2pes.is restored by neans of the second execution part
2peu, and the depernderthe figshobjeshparh?posexiche pedtedisd safbvese 3p, tafrbfirss ebjend
executi-on part 2peu. For, the inplenentation of g variant of_ the princjple
of protection by renarﬂaﬁtg'?post H’gpn& B‘E‘%‘cﬁ@’tﬁ ‘ESTLHT e CxXasuban Rfgthe; pipteciasi  py

- choosing, in the sourcgpakd P at £9n %Mﬁ;{ 2pSpak. L east
triggering conmand with reflarrwg(’j ordgfré,% a%?o y nlgéi yi ngeng?l%ﬁe%@ ofie -

chosen portion of theesouted of the protected software 2ps by replacing at

-l east the. renamed order of one chosen tri gggi ng command with renaned

order, wiih another r@udnthe ceeed, objgg pAitgdped mf thed ppeectehisofiuant iZgn of
t he sane famly. \Wen the. i

rinciple of .protection b ondi.tional branch is
i npl enented, the protectdd &o ?\ﬁéplé’%@%&f 9??8&3? oeﬂf?\{pl%ﬁ'fn}é%gl%‘f ﬁ@s,?oq‘}g t he
source of the protect geneDOVRHIEsBRd oBbct RRSTpoRRingCRDH tiak OB} u;glbé@&ﬁ
carried out-in at |east one chosen algorithmc processing, = 25 y
modi-fying at | east ondhehoidnapbdusingnthefexehsionmfithe podtedtize sqfitvadre Qpe ¢he

sof tware 2ps, this nodificatjign pei such.that, during . the execution of the
protected software 2p,9¢H f’tﬁ’ﬁ’t‘g@ﬂ‘ﬁiﬁt ghongwhase exechtian ifpgesed Brdia i onal

branch if executed, by bEans ' i . o e unit
6, 30 anfj0 by produci nz;f% - -thlémﬁ‘ni é%ﬁz%%ﬁgg%&%gg? ytﬁ%%gs g?{%eh%&g}rao?{gg't‘ﬁe%

software 2p, said fir gartolpesc an® heldopandent TQiods arepatetutep by hann f Such
that during the execution of the protected software 2p, the functionality
of at |east one chosefSYVHS EFEIRRPH20SEh is executed in the unit 6, and

t he sr_econd obj egby -@@ri]?np?&ﬁéh_t&io&&ed pLokeckad ﬁrﬁfcﬁﬁ@@%@ p%?ecti%ﬁibgr renaming,
| the protected software 2p is modified: | :
15 ¢ by choosing, in the source of the protected software 2ps at least one
| uigggzﬁng command with renamed order,
¢ and by modifying at least one chosen portion of the source of the protected
software 2ps by replacing at least the renamed order of onme chosen
triggering command with renamed order, with another renamed order,
20 ~ triggering a dependent function of the same family.
- When the principle‘ of protection by conditional branch is implemented, the
protected softiware 2p is modified:
S e by choosing, in the source of the protected software 2ps, at least one
| conditionai branch catried out in at least one chosen algorithmic processing, -
25 s by modifying at llea,str one chosen portion of the source of the- protected
| soﬁwﬁre 2ps, this modification being such that during the execution of the
protected software 2p, the functionality of at least one chosen conditional
branch is executed, by means of the second execution part Zpeu, in the unit
6, |
30 e and by producing:
—  the first object part 2pes of the protected software 2p, said first object



second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appeaf8 Japgars@eémd
execution part 2peu by neans of which the functionality of at |east one
chosen conditional branch is executed. For the inplenentation of a ;
preferred enbodi ment of the principle of 7protection 10 by conditi onal
branch, the protected software 2p is nodified: by choosing, in the source
of the protected soft weare 2pps,beaitg lseds tthaindwsey itkes exedutioh 06 thee pRstbdtb@nal
branches, by .nodifying at |east gne _chosen portion of the source of the
protected software 2p®ftvwarg 3p. e fctienalin obal lngt sueshosemeonditidnalbraheh
execution of the 15 pr f e 2p, the overall functionality of at
| east one chosen seri elg%.%%%g%dﬁaiﬁ?ﬁ%%a > branches is executed, by means of

the second execution Pa! the2RBshd bBjedt!fSartDpbubor th@MHol%eR OGS L |
~first object--part--2pos of the pr otlggt ed..sg?‘]t \l/\l/are 2 ,A,OsaiedS i TSt g%’j §eac 20

part. 2posSbei ng such tseaond objedt pgritpeunceiegisichnbatf afteh @plpadte teathisehidar e
2p, the functionality of at_ |east .one _chosen series of conditional :
branches is executed i £ frgcuon gh fhe protecidoiedwer) B tappeats tpsegond t he

protected software 2p, I %ﬁ‘%ﬂ }ﬁl}] Rk i.ng. su that, after
upload to the unit 6 a%’%%tgm ri gqt e gé%{escut|%%}g@?%§0%$g¥8§%}elﬁasg8ﬁmre
2p, appears the secondchosstpednditihaltanichliipencdiedreans of which the overall
functionality of at |east one chosen series of conditional branches is

execut ed. Nat ur &ior fhe implempentafinnfacpreferisd erbwdinmt o€ e mainpigle @f priction
i nventi oy Cag}f?ﬁ%‘ﬁ?ﬁllédiggﬁngﬁ'?ﬁgﬁioke\éte%%% ?gés?rg%/(ﬁhg&nent of a new softwar e

wi t hout requl carrying ou nmedi at e protected

pi eces of sof t war e.byl dhobkths, Wae sdu@ &ff BBtpr&Bctsd SRva28 2p@ Nl 1dal¥€one series
nodi fication stage S22 can be carried out concomtantly so as to 26 January

2006 77 obtain dir edichysenigengihiond branghesf t ware 2p_ During the subsequent:

protection sub-phase P2i.in the case ere at .| east anot her rinci ple of

protection is used ynmt?g'rﬁ_?f‘gr?éﬁ?as?é’n?ﬁ OBM H‘Bﬁ“ﬁ?éﬁoﬂf‘e ﬁ?‘brf’%é’ﬂcitg?l PfRfected ‘

variabl e, after ‘theocgtasd 2¥) sk atRifRAlioR belddeubl alap @ &gfekwtﬁn?dhhéﬂd
e

possibly after the nodification stage S22, a stage cal “"custom zation
stage S2B¥ takes plmetected software 2p, the overall functionality of at least one chosen series

of condifional branches is executed, by means of the second execution part
Zbeu, in the unit 6, |
e  and by producing:
 — the first object part 2pos of the protected software 2p, said first object
26 ‘ part 2pos being such that during the execution of the protected
' software 2p, the functionality of at least ome chosen series of
conditional branches is executed in the unit 6,
 — and the second object part Zpou of the protected software 2p, said
| second object part 2pou being such that, after upload to the unit 6 and
25 duﬁng the execution of the protected soﬁwgre 2p, appears the second
execution part 2peu by means of which the overall functionality of at - -
_ least one chosen series of conditional branches is executed.
Naturally, the principles of protection according to the invention can be applied
directly during the development of a new software without requiring the i)rior
30 carrying out of intermediate protected pieces of software. In this Way,-the creatiion

stage S,; and the modification stage S;2 can be carried out concomitantly so as to



During this custom zation stage S23, the second object part 2pou possibly
containing the exploitation neans is uploaded to at |ead® JW%P&?W uni t
60, with the intention of obtaining at |east one unit 6, or a part of the
second object part 2pou possibly containing the exploitation neans is.

upl oaded to at |east one pre-custonized gnit 66, 10 with the intention of
obt ai ning at |east one unit 6. The uploading of this custom zation .

i nformati on eohtin discctly thegketecipd saftverap.at | east one unit 6. It should be .
observed that part. of said information, once transferred to a unit 6, is
not directly a itht Bibsruentquotsehion syfrrhase Piribthe caspswhere of leagi@nother

custom zati on .- r I k unit 60, or .a pr.e-customzed unit 66
can be'ca_l_r-rig(lilhg%fé Eﬁ&]tﬁég#%{ognﬁau ag?@d"#’gﬁ&‘}? B%’I g Egﬂmﬂ |?P\Rfﬁzl%cﬁ1'ops y
descri bed i nviafigblé,efler Ble drbifiod a8kl $) bOMd Profdc@UrsBakal 24, N 93807 a
~unit 6, conS-tYi'-t---utegl b§/_ aet:_chilp cgefgg S%E and i s? feao?gr....B, ztﬂﬁgng?ggsgﬂ?égtefon .
concer nis dnl $he medifivation stage Bz.Forstageecallvdl ‘Eustnmitation stfget $1g" pakes eticeon
phase P, various techni.cal ans are _described nore precisely in relation
to figures 1 Pring s cysipmizg B0 SiAE° Prp hexsoenyRhiect pav 2ppppeossibly containing
embodi ment _ OfhcxpSHaRBh fiakl 18 ol daled f hTBLE BRObiah® Guoir 66 el MR RRas 0T, o 2

whi ch: takes into account t Initions I ntervene urin UG R ¢ i ons
stage Sir andbdininggt Maschnausitofnet & yeiredf tiesdeoad bttt FEATEpoh2postiBlyand
possi bly, the exploitation neans intended for the unit 6. Such a system 25
i ncludes a . FPUERHES hevuraiion mennsts sploadedoratidqaghpngitire ustemized ank 66l | y

Such as. 10y piiha (R0 TR, WETBEGRIAP o PUSLRRL ot e, i G Bar g © °

such as keyboard-nouse, ar ng, anong o

prograns: fi bestetlizates infaaseiohlcanbles B frakploPEASSHRAI St 18R HitS6. Tt should
interpretors, debuggers and |ink editors. Figure 120 illustrates an
embodi nent oPe gbgsrEedcthat pawh ofaidbinformationy orgeaiinsistred to a wpltdads it directht i n

part the tra . s. 13 .andlor the exploitations neans tq at Jeast 30
one bl ank_.un?‘?geg%bl\gm?@ﬂﬁ?%gm?n et-nﬁ'l Igﬁe 55‘3“%16’[ gﬁﬁen&us %‘F@!‘%}h&%&}ﬂ?ﬂ?@a Bt 66.
Sai d pre . cublagkivaigt 600r Wpt-cBQoiREddUGES docash MOcANSd Wat tir

Bda
enabling-to electrically 26 January 2006 78 pre-custom ze, a blank unit 60
so as. t olbbt s¥sopizatien it whiahs desmibed 4 thereahoidhe dersriptiom s figurentdnk 13

and/ or the expl Qi j : bheen upl poaded. Th - custom zation
unit 30 can a sc%!;% %%:%18'5% Ggﬁ%?lgggagﬁsat%u fg d’?@ﬁ“‘ﬂ‘ﬁ%ﬁfﬁﬁ%ﬁm P'I’T"‘ZO‘B‘IZQ‘?'HP uni t
60 whi ch cancdmerdsatyathe ehiplame7.t he formof a printer. In the case where

the unit 6 is constituted by a chip card 7 and its reader 8, the
pr e- cust omi zat i SR enEmdemeitatiamekthespretection phase M, yagawsitezhnical means are

_described more precisely in relation to figures 110, 120, 130, 140 and 150.

20 Figure 110 illustrates an embodiment of a system 25 enabling to implement the
construction stage S;; which takes into account the definitions intervened during the _
definitions stage 81; and during which are constructed the transfer means 12, 13 and
‘possibly, the exploitation means intended for the unit 6. Such a system 25 includes a

. program dchlopm@nt unit or workstation which has classically the-- form of a

25  computer compris_ing a system unit, a screen, peripherals suéh as keyboard-mouse,

A and mncluding, among others, the following programs: file editors, assemblers, pre-
o processogs, compilers, intérpr,etors,- debuggers and link editors.

| Figure 120 illustrates an embodiment of a pre-customization unit 30 enabling to

upload at least in part the transfer means 13 and/or the exploitations means to at least

‘ 30 one blank unit 60 with the intention of obtaining a pre-customized unit 66. Said ISre-

customization unit 30 includes reading and writing means 31 enabling to electrically




Figure 130 illustrates an enbodi nent of a system 35 enabling to carry out
the making of the tool's enabling to hel p generate prot et ¢Muder4088re or to
automate software protection. Such a system 35 includes a program

devel opment unit or 10 workstation which has classically the formof a
conputer conprising a systemunit, a screen, peripherals such as

keyboar d- nbuse, and including, anong others, the follow ng prograns: file
edi t or s, “asspiehiustosiizey pdlpkoges6bss as wovigainer we-cistbmijedehir s, to widbugger s
and |ink edi torg@.{r Fi gure 148/ i ILustrat es an enbodi ment of a system 40

enabl i ng to Umskramggnsel pydio she, expleitaisensgmeyts: haseeberp wroadsd btk foye-a

| bl ' i ] i nt iQn..: bt ai ni tect
Sof tvar e op. CREERAN I A sd TR A0SO o Bl Baf Bl of e Blauic
wor kst at i on - yfit 6 whRth ceh &siSihetaddey hdveahé R 6¥fa RirkQTRIhE Case QRE Bk ﬂﬂit )
C

—system uni-ty-—-a-screen, peripherals such as-keyboard-nouse, and including,
anong ot Hersis tdnstitufed| powi ¢igp waoh 7aaret it irtalced) tthy pre-asgenibitins generally

pre-processors, conpilers,. interpretors, 20 debuggers and |ink editors,'as
wel |~ as tooi%‘m@ﬁ‘&ﬁgﬁﬂéﬁ‘?‘a‘l @P’iSlefgener ate protected software or to automate

sof twar e prot eCiisfte 156 9 e Qni LSk E5r A i f -
custom zati on ‘uni%?l 315 enz%sﬁangodpo uﬁp{i%lglélglt‘t(ﬁe esgegggggjag{&gqgéj%yf%ﬁwto at
| east one blmakingniftthé Qools tdmablive it thelpt parraé prabitad Rbfigait of BAGIto@AR UNI t
6 or to upload a part of the second ob$eqt part 2pou to at 25 |east one :
pre- cust om WA PrEectifm: Pucher skgtent 3D indndes i aregray davelopment gnié ami t 6.
Sai d cusigom zaf| ' i . ' lting. means 46 enabling
to electrica yggﬁﬂg?%}#ih ;}%,S cg’% él?%&itthg g‘?ilgﬁ gﬁ%ﬁ‘i}gﬁ nf“t é%ﬂgg‘in%% SYSEALOG Ae

pr e- cust oni zeeteniptriplidfals Sichsad deglijapd e, BRB tindidinglNhfnofy dbert, heheCl OSE
of this custom zation, a unit 6 includes the information necessary to the
execut j on of ollAwmg mpgRmsy filsoeditpas assnblams cprapreqessass conmwilers, intsrpretigs,can

al so i’h‘ciudedegn ' ﬁldl%di&ﬁ jZation means 47 for at least one unit 6 which
can for.  i-nstanceé, have the tormof.-a printer. In the case where a unit 26
January 2006 79Fighré $40 iibrahics uh ethboylingert b p saéd 40 @ablild ® Teaderedly t he
custom zation generally concerns gnly the chip card 7. The protection

process laccdr Biokgiadsofi@es 4p entip sroditynd lnprapleaseliniasti2vivith thy enteritisinl afni ng

| B . Pl I bl
oo 21 ng. st ainEgFASeRe A AR ol 3 Syl dh B sl B RberRly RSP 2

of the prot anfitest wakéthtidr whichihas olasdiadllt the forj 6f adonifiBeredalprismglaQyay@cut e
the protect eu%it?gfsgr\é\lgri,%eﬁpﬁerals such as keyboard-mouse, and including, among others, the
followiilg programs: file editors, assemblers, pre-processors, compilers, interpretors,
20  debuggers and link editors, as well as tools enabling to help generate protected
so_ﬂWare or to automgte software protection.

Figure 150 illustrates an embodiment of a customization unit 45 enabling to
upleid the second object part 2pou to at least one blank unit 60 with the intention of
obtaining at least one unit 6 or to upload a part of the second object par-i 2p0u:to at

| 25 . least one prc-customjzed unit 66 vi/ith the intention of obtaining at ieast one unit 6.
Said customization unit 45 includes feading and writing means 46 enabling to
electrically customize, at least one blank unit 60 or at least onc pre-customized unit
66, S0 as to obtain at least one unit 6. At the close of this customization, a unit 6
iriCiudes the information necessary to the execution of the protected software 2p. The

30  customization unit 45 can also include physical customization means 47 for at léast

one unit 6 which can for instance, have the form of a printer. In the case Whe[é a unit



2p, the absence of at |east one of said processing and nenorizing units
preventing the usage of the protected software 2p. 10 | H<6tABUa%B0Gay
after the pre-custom zation stage S13 and during custom zation stage S23i
the part of the second object part 2pou necessary to 15 transformthe
pre-custom zed unit 66 into a unit 6 canyde contained in a processing and
menorizing unit used by the custom zation unit 45 so as to lim+t the
access t o sapdspamstitafedt by s ekipnardly ead ipardad@psu theNaistndikzhtion Saifalijpar t
of the second object part 2pou can be divided out between several )
processi ng a?fﬁlcﬁ’éﬁsrﬁpi&tgﬁﬁh%ﬂrﬁafdslso that said part of the -second object part

momori 21 ng.ani t a1 SRS b Oe bl B ey St tB PR th g

at | east onefdiodvidg inprbvéalidi ng at | east nenorization neans] a

~vul nerabl e software against its unauthori.zed usage, -.sai d vul nerable

sof t war e nor ki ng ot eandb¢ plapnet &5 sienpistss tevesal gadatsdngl did BEnforiny Gty On
phase: creating a,protect eci1 Sg&‘téﬁare: by choosing in the source of the
vul nerabl e sof t war betwegn whieh 5 ed qut thersegpndeobipat rrt 2peniafghe petestescut i on
of the vul nerable e d1ally defj the state o e Latter, >
and at |east one pg‘?ﬁ%ﬁq ont tg?tﬂtfl%\%?%byP%a%{agggteo ¥ CS%tSEbWPFegt?pé?hwaﬁy -

produci ng a sour ce2pf thehsbspnet efiteldastafrienas 6aidl HRFBetIng: m&fe%mr&infgt hiits
vul nerabl e software) by nodifying at | east one chosen portion of the

source of the vul nBraBlnge uiageof therproteciddofiverstdpn bei ng such t hat
during the execyti f the protected, software at .| east one chogsen,

vari abl eltbor at eagrp tg‘ﬁeé copy" ot %L%_s_g?? PEFCRBIBA d8sei ot fed pidie uni t
whi ch is. thus transhus@RdisRbhsoss, te hnoft@k@c&ﬁw&@g&wgo@n%ﬁeﬁs%h{&bl ect
part of the protected software fromthe source of tf]1e rotected software,
said first object parsfoineithgpreaaitontiztd duitiGéginthe vaite® var ba cofitained in a
protected ' ' '

processing and memorizing unit used by the customization unit 45 so as to
_ limit the access to said part of the second object part 2pou. Naturalljz, said
h 7 IS o part of the second object part 2pou can be divided out between several
o processing and memdrizing units so that said part of the second object part
2pou is accessible only during the j_ojnt use of said processing and

mMemorizing units.



software, appears a first execution part mhlch IS executed 25in the data
processi ng system and whose at |east a portion takes int<éf dau@Emni0hat at

| east a variable or at |east a copy of variable resides in the unity 3and
during a usage phase _ during which the protected software is executed: in
t he presence of the unity each tinme a poftion of the first execution part
30-inposes it, using a variable or a copy of variable residing in the unit,
so that said portlon i s ‘executed correctly and that, consequently, the 26
January 2006-81 10 protected software is conpletely functional, and in

t he absensc of the unit, in spite of the request by a portion of the first -
execution part- QBA@M§ a'variable or a copy of variable residing in the

unit, -not bei ng able to fulfill said rectly, so that at | east
sai d portion is" Vol Qo8 ft‘% BEPIEy pubg Fﬁ%ﬁ OPﬁ Bﬁéequeﬁ?f’\“?%@t et ect ed

st tvare i.s fighofRhehek, {1 TELLBRAbl: & mdkE OCCaB,AGTRN ARk FlaLM 1

conprising: © 3 during the brotection phase: y|ng the pro

sof t war e Sby - sahbwlmagphlm solieragour cemfkmgleotpra)ttﬁmt @d)csszirtg\/\@%mﬁ at ghjgast
one al gorlthmc rocessing which during the execution of the protected
sof tware, ud¥eteghon BIYcesSGAMPENBEen vari abl e, and enabl es to obtain -at | east

one -resul t v_grlamﬂiﬂ oérgt‘% . >'and at |east one portion containing at

| east one chosen a pr'oce55| ng, by nodifying at |east one chosen
portion of the soummfg‘apxhecc&ﬁ@bﬁw&&@l '

— by choosing in the source of the vulnerable software;
10 a . >  at least one variable which, during the execution of the vulnerable
software, partially defines the state of the latter,
>  and at least one portion containing at least one chosen variable,
. by producing a source of the protected software from the source
of the vulnerable software, . by modifying at least one chosen
15 portion of the source of the vulnerable software, this
modification being such that during the execution of the protected
software, - at least one chosen variable or at least one copy of
chosen variable resides in the blank unit  which s thus trapsformed
mto a unit,
20 I and by producing a first object part of the protectéd' soﬁware
from the source of the protected software, said first object -
" part ~ being such that during the execution of the protected
‘software, . . appéars a first execttion part -lwhi_éh~is_ {:xecuted.
in the data processing System' and whose at least a 'pértio_n takes into
‘f 25 : account that at least a variable or at least a copy of variable resides in
 the unit, | '
"> and durmg a usage phase " during which the protectcd software is
‘ executcd_ ‘
e inthe presence of the unit,  each time a portion of the first execution part
30 - imposes it, using a variable or a copy of variable residing in the unit,

. so that said portion is executed correctly and ‘that, consequently, the




sof tviar e t“hi s nodi fication being such that. n during the execution of the
protected software the first execution part is executed 2napuary#80&
processing system. and a second execution part is exe¢uted in the unit
whi€h al so includes processing neans, n at |18¥ast the functionality of at

| east one chosen algorithmc processing is executed by neans of the second
execution part, 25 -.at |east one chosen algorithmc processing is split so
that during the execuPiowtasfsofiarer ot Beoagpladl fivrtienalappear, by neans- of

t he second execution par&%ﬁéever al di-stinct steps, nanely. O the placing of
at Iteas]E : ?Ee ¥ari ?_bTe aa&{ Zﬁ'?ﬁeflc‘?soﬁlimp@lfﬁl , IIOSIHh@megﬁ@gb??taoﬁfbn:dﬁhg .
unity of the functionai . al gorjthmc processing on at |east sai
variable; 0 and possibly, ¥’§er%e“‘§)‘?§%‘}f ng ofto4se F‘é@'g?b?‘?)ﬂ’é‘f‘c?lé's@‘tamhﬁeireﬂuhngm ,
the 26 January 2006 8Zheahit, Pr,q®e$sinkAbRYS! GIRIP i . by the unpit, n
~for -at -l east-.one--chosen_al gé).ri thmc gr...oc.ess]?lngfsag@g‘g@%ocﬁﬁéﬁ%% Soéﬁg Rdashed
so that duri ﬁg the, ex@iLPotEAD 6 nothexeputod eotrectlyshidt thad, %onse&@éiﬁy%@ﬁr&%@gﬁind
is executed by the. firgt executionggrgrt and t_ria?gers in the anit; the '
execution by nmeans of A ecolfdobgaupietebniugational.of a step, and a sequence
of the steps comurdspiosessAOsRBing 1Bk h& .of ~sequences allow ng the
execution- of the protected softvxg?%), anz’%oé?é)rfséncﬁ]ci ng: 10 > the first

obj ect part of the dpring theipeatestifiipiase, said first object part being such
that during the execution. of the protected software, the steps commands
are executed accofdi e prodectad sofwaesice, 15 > and a second obj ect |
arty of theygprotected_so +..sai.d secon bj ect part being such that,
gf'f r upl oa%j(pto t he fbg'\éﬂ&?s‘lﬂgmfﬂesourceo e{)rotecte%soﬁware: J

»  at Jeast one algorithmic processing which during the execution of
- the protected software, uses at least one chosen variable, and

enables to obtain at least one result variable,
| >  and at least one portion containing at least one chosen algorithmic
15 processing,
— by modifying at least one chosen portion of the source of the protected
sofiware, this modification being such that:
» during the execution of the proteéted software the first -
execution part is executed in the data processing system
i 20 : -and a ‘second execution part vis executed in the unit
) . ' which also includes processing means,
' o » at least the functionality of at least one chosen algorithmic
processing is executed by means of the second execution part,
25 o ' » at least one chosen aléon'thnﬁc processing is split so that during
the execution of the protected software appear, by means of
the second execution part, | several distinct steps, namely:
0 tlje placing of at least one variable at the unit’s disposal,
. ¢ the carrying out in the mnit, of the functionality of the
- .30 L algorithmic processing on at least said variable;

¢ and possibly, the placing of at least orie result variable at the




bl ank unit and during the execution of the protected software appears the
second execution part by nmeans of which the steps triggef@damjary &)Gfi r st
execution part are executed, and uploading the second object part to the
blank unit, with the 20 intention of obf,aining the unit, 4 and during the
usage phase: in the presence of the unit and each tinme a step command
contained in a portion of the first execution part inposes it, executing
the corresponding step in the unit, so that said portion is executed
correctly 25 and that, conscBRPPeFsinggesteipst ecdisepsadrt thameiti s conpl etel y
functional , and in theg e f th ntv. dn spite of the request by
a portion of the firs e@%@%ﬁ Oglgr‘%hog%rpf‘iﬁqég lctﬂﬁ%&gﬁ%tﬁt@&n@&m‘%‘d‘;t epin
the unit 3 not being ablag: dfidedIsbithdt duding the SkRElio 8f 1he Grbiéeted SoftPAL, at

| east said portion is not executed correctly and that, consequent |y, the
-protected software is 30 notadostpp cominanfilipckeantal by the fiRt exkestioapaar ding
to claim/, conprising: 26 Janu rgi/ 2006 83 4. during the protection &Qase:
defining” 5 and a set of el enﬁ?fi 850 AR, f othe greguiden by meaneakthear y '
functions are liable to hg.d& %gi,guﬁgn'?gﬂt he un‘;fta*{ﬂ ch al so incl udes
processing means,, - a set of elenentary functions whose el enentary
functions are liable +0 asdideqicaceot theystaps COMABAIDBI dhGsdni Y the sétef
executed in the data processing _systemand to trigger the execution in the

unit, of the el ement ary SfansResSaHewmedts exeration gf thepreteeted sefwargans

enabling to t'ransf_Qrn;n;(pgyPrl?gﬂgcl él_nit 10 into the unit able to execute the
el enentary functions o a sefl," the execution-of said elenentary '

functiong being trigger etheirst Sige@pagut i On of the griRcld@bEwALC €S SkAM figyst em
of elementary commands, nodifying the protected software: ’oy choosing in
t he source of the pr ot_ecpleCstMWar e: being such that during the execution of the

protected software, the steps commands are executed

according to the chosen sequence,

> and a second object part : of the protected software,
15 - said second object part béing such that, after upload to the
blank unit and during the execution of the protected software,
appears the second execution part by means of which
the steps triggered by the first execution part are executed,
+ and uploading the second object part to the blank unit,  with the
20 - intention of obtaining the unit . '

.. > and during the usage phase:
‘e in the presence of the unit  and each time a step command contaiﬁed ina
-porﬁon of the first execution part imposés it, executing the
corresponding step in the unit,  so that said portion is executed correctly
25 ' and that, consequently, the protected software. is completely functional,
| : e andin the absgnce of the upit;.  in spite of the request by a portion of the
first execution part to trigger the execution of a step in the unit,
‘not being able to fulfill said request correctly, so that at least said portion is
not executed _correcﬁy and that, consequently, the protected software  : is
30 not completely functional.

3 - Process according to claim 1, comprising:




15 > at | east one algorithm c processing which during the execution of the
protected software, . uses at |east one chosen vari abl e, 2&fnay 28abl es to
obtain at -l east one result variable, > and at |east one portion containing
at | east one chosen algorithmc processing, by nodifying at |east one

chosen portion of the source of the pro§3ect ed software, this nodification
being such that: n during the execution of the protected software the first

execution. part ' is executed in the data processing system and a second
executi on partdyringsthe pextettiod phaset he unit, 25 n at |east the functionality
of at |east one chosen algorithmc . processing is executed by nmeans' of

the second exetut Hefitipgrt 30 > at | east one chosen al gorithnic processing

is split so that durin e execution of the protect of twar.e..said

o gori thte | procasshii PhAERERaT bl RonheR sebiriay HndBos REUEHISR “are
~using el ementary-f Ungt eQO%tedah AR Y wilABaISd inkRidefprobadiily RGRs ChoSEN

al gorithmic processing, elenentary conmands ‘are integrated-to the source.
of the @rotected sof hinhaget eldurmtarg doinmapnids dorepsricset bhHelembnthtycfupetiingct ed
software, each elenmentary conmand is executed by the first executjon part
and triggers ,in theSydlemeHaryesunmands, bpipenliabls to ber ¢rocuied dadhe dataut i on
part, of an el enmenta funct -an Y31l . At ar y -gonmands
i s choesen anong the E)}sloec'fa’tgvl"‘lti)l?gt‘(l’ e%ﬁlencggéé Wﬁ%ﬁgﬁtﬁg@e‘:‘%@géﬁpﬁﬁ f toﬁgle
protected software, aktheBlarpfimdtieisng: > the first object part of. the
protected software, said first object part being such that during the
execution of the cqustuetingeexpleitatinn mecanshenablingrén transforsn theablask anié execut ed

accor d'1%9 to the ﬁlktlg e unic 1 4bIE 1o execute the elementary functions of said set, the

execution of said elementary functions being triggered by the execution in
the data processing system, . of elementary commands,

. modi_fyi.ng the protected software:
— by choosing in the source of the protected software:

15 - > at Jeast one algorithmic processing which during the execution of-
the prdtected software, . uses at least one chosen variable, and
enables to obtain at least one result variable,

> and at least one portion containing at least one chosen algorithmic.:

processing,

20 - by modifying at least on;a chosén portion of the source of tﬁe protected
- -software, , this modification being such that:
> dunng the execution of the vproteéted software the - first
execution part vis executed in the data,'processizlg syste;f_n
.. and a second execution part - is executed in the unit,
:25 | A | > at least the functionality qf .at‘ least one chosen algorithmic .

_processing is executed by means of the second: execution part,

»  at least one chosen algorithmic processing is split so that during
the execution of the protected software, ' said algorithmic
30 ' processing is executed by means of the second execution. part,

using elementary functions,




15 > and a second object part of the protected software 10 30 contai ni ng
the exploitation means, said second object part being suthJ/amary 2006 er
upload to the blank unit and during the execution of the protected

sof tware, appears the second execution p#rt by neans of which the
elenentary functions triggered by the fast execution part are executed,
and upl oadi ng the second object part to the blank unit, with the.

i ntention. of obtainingst h@uat ticadtNend ULALREL s in,the ,
presence of the unit and each tine an el enent a v comw@ﬁ SN REEY 0 a
portion of the fast executémmapds sreiinfegedsd td the uALRUIf thE pk&&ts@géﬁé}gpdi ng

el ementary function in the unit, so that said portion-is executed
correctly and:that; cons-equentspﬁattqﬁ'@“grtb? gsegon of theepretecied sofiwmept €l y
functional, and in the abgg e ' in spite of the request by a
—~portion of -the-:first execu,tﬂj%g‘_:ﬁ? %%%ygo 0 (}bsg%ﬁeg‘ft b%ﬁ?cg'ﬁ Gkecgtoppart
elementar§ function in the unidd triggérsigithduat] ¢ ¥R LUblddd podi.g,J apest
correctly, so 26 January 2006 that at [ east saf d port#o%iédsbflgﬁeglem!(@ﬁ?ed.
correctly and that, consetfgent¢xecutioreparpy ot ectddnskhienaie fiingtie®t conpl etely

functional. 4 - Process according to aim?2, conprising: -3--during the
protection phase: defl ni?{gfa§e g’é@t“@#‘eggmtﬁ’&Fm‘éﬂsﬁgsmgthe

el enentary functions are Ae't'apgﬁugﬁcégq,ﬂ%ﬁ Hede IE&éJ&GOMéLYOtéGt%{]%[ﬁWz%t of 3

el ementary commands for said s of elenmentary functions; " sai tary
commands being liable to be executed in the data 10 processi ng system and
to trigggt the execution,in the. unit, of the elenmentary functions,
constructing exploit atafla,l?)fﬁé N&nabl ing the unit, to execute the =

At 7 00 B 2L 0BRSS gt oy o
' object part being such that during the execution of the
protected software, the elementary coinmands are executed
according to the chosen sequence, |
15 > and a second object part of tfxe protected soﬁWam
cqntaining the exploitation means, said second object part
bging such that, after upload to the blank unit and during the
execution of the protected software 3 appears the second
execution part | by means of which. the elementary functions
20 _ : iﬁggercd by the first execution part - are executed,
o .and uploading the second object pat to the blank unit,  with the
o . intention of obtaining the unit,
S and dﬁrjngﬂie usagéphase:’

_ | * in the presence of the unit  and each time an elementary. coﬁlmand-
25 ' " contained in a portion of the first execution part ' impbs_es it,
' - executing the corresponding elementary function in the unit; ~ so that said

. portion is executed comacfiy and that; consequently, the protected software
is completely functional,
L * and in the absence of the unit, | in spite of the request by a portion of the
3 30 - first execution part, to trigger the execution of an elementary
| ' -.;ﬁmct.i'on n th'¢ unit,  not being able to fulfill said request correctly, so

~




15el enmentary conmmands, and nodifying the protected software: 20 30 by
choosing in the source of the protected software at | eas?6 famwarys308p whi ch
during the execution of the protected software, carries out the
functionality of an algorithm c processing, by nodifying at |east one
chosen portion of the source of the prot §gt ed software, this nodification
bei ng such that: >at.|east one chosen step is split so that during the
execution of the protected software, said step is executed by neans of the
second execution pdliat at leass said peltinEi nat yxdourdichaasly dkdQhatdbodseqihtlP ke
chosen step, elenmentary -commands are integrated to the source of the

prot ect ed sof t war e Profesieditwne i ng it het caspetalyifopctionak he pr ot ect ed

sof tware, each el gnent ar ommand i.s executed by the first execution part.-
and triggers i _f?ﬁogceffnal%rd?%m igé'&ﬁ?’icﬁ’ﬁlpﬁ?'%ans of the second execution

.part, of an_el egmmndomy ' => and a sequence of the elenentary
gth ﬁdﬂ&ﬁfoh &

commands i s -.chosen ano

the execution ob tHefimingit ected software, - and by producing: h the first
obj ect part of the protected software, , said first object part being such
that during the executissholotlemparyfprtonewhessalementany fuheioss eneliskie o |
commands. ar e.execut edbeg%:c%egli.gg%to 1 he chosen sequence, and the second
object part-' of the protec ed St re al so containing the exploitation
means, sai d second-obigeth s@dtielendSi ‘ unit
and during the . execution of the pﬁ?gﬁaﬁﬁpﬁ%&?ag%gégﬁﬁ'gws}%é’ond
executi-on part by nmeassid sflemgritaty céremahdsibeingr ablel b theoseecuteti inole afdtby t he

first 'exl(acut ion part are executed, . . -
: processing system  and to trigger the execution in the unit, of the

elementary funétions,

. cons&acﬁng exploitation means enabling the unit, to execute the
clementary functions of said set, the execution of said eleméntary functions
being triggered by the execution in the data prc;cessing systein, . of

15 elementary commands,
| e and modifying the protected software:
- by choosing in the source of the protected software, at least one
step which during the execution of the protected software ) carries
out the functionality of an algorithmic processing, |
29 - — by modifying at least one chosen portion of the source of ﬁle protected
' software, this‘_modiﬁcation being such that:

»  at least one chosen step is split so that during the execution of the

protected sofiware, - said step is executed by means of the
second execution part, .  using elementary functions,
25 . > foratleast one chosen step, elementary commands are integrated

to the éource of the protected softwarc',- 50 that during the
execution of the protected software, . each eleméntary
- command is executed by the first execution part. and
E -h‘iggérs in the unit, the execution by means of the second
. 7_3'0 | execution part, of an elementary function,

» and a sequence of the elementary commands is chosen among the -

g the 26 January 2006 86 set of sequences all ow ng--------l'; —



and during the usage phase: 20 in the presence of the unit and each tinme an
el ementary command contained in a portion of the first 2kéanuarno0fart

i nposes it, executing the corresponding elenentary function in the unity
so that said portion is executed correctly and that, consequently, the
protected software is conpletely functﬁ%nal, and in the absence of the
unit, in spite of the request by a portion of the first execution part , to
trigger the execution of an elenentary function in the unit, not being
able to fulfill.said reqselsef scqrenget dllowisg the heacubion bEtetprewitdd gofttviey i s
not executed correctly and that, consequently,: the protected software is
not conpletely functional. -25 5 _ Process according to claim3 or 4,
conprising. during-t 4 on phase defining: at |east one software
execution characteris?ﬁ%ﬁyﬁﬁgg%ggao be nmonitored at least in part in the
..unit 2 30 --at_least eneed filseobjent ph@ abi defie frotecRl sbfwale Om?sﬁaffﬁ-}rwe o
execution characteristic, 26 January 2006 87 detection meahs t o i mpl enent:
in the udit and enabl i ngobisct gatect t theingisutledst doniagstbé tewesutioaxatthici on
characteristic -does not abid at | east_ one. associated criterion, and

b
coercion means to inpl enBFffte‘???‘fiF UYhire ard® ATy copmangs grs Pxacetedat a

processing system and/ or .sReliihy id 148 cR¥&RLbhfhegf a software, when at |east
one.criterion is not abided by, constructing the exploitation means

enabling the uni.t, to»>al sud irpdceomhobjecthpartiet ect iof thapmtstendfiwaee coer ci on
means, and nodifying thelfggr ot ect.ed soft .. 10 - by choosing at |east one

[e;
sof tware execution char aft@roatanng she sxplogation, means.igaid sesondbiect padut i on
charactgpistics liable to be gRALLALEEA b&ﬁe?*&%ﬁh@&ﬂétmﬁtea%m?{i&ﬁﬁé{htee” on

to abide by for at ‘| east one choSen software” executlon characteristiec,
execution of the protected software, - appears the second
execution part " by means of which the eiementary functions
triggered by the first execution part -are executed,
-> and during the usage phase:
15 e in the presence of the unit and each time an elementary command
contained in a portion of the first execufion part iﬁxposes it,

executing the corresponding elementary function in the unit,  so that said
portion is executed correctly and that, consequentlj(, the protected software

is completely functional,
20 o and in the absence of the unit, - in spite of the request by a pértion of the
first cxecutibn part, to trigger the execution of an elementary

function in the unit,  not being able to fulfill said request correetly, so
that at Teast said portion is not executed correctly and that, consequentiy,_ the
- ‘protected software.  is not completely functional.

.25 '3 —Process according to claim 3 or 4, comprising:
> during the protec'tion phase-
. deﬁning:
= at least one software execution characteristic, liable to be monitored at
least in part in the unit,
30 -  at least one criterion to abide by for at least one software execution

characteristic,




by choosing in the source of the protected software, elenentary 15
functions for which at | east one chosen software executi 8hJamiagy 206eri stic
is to be nonitored, by nodifying at | east one chosen portion of the source
of the protected software, this nodificgti on being such that during the
execution of the protected software, at |east one chosen execution 20
characteristic is nonitored by neans of the second execution part and the
fact that a cri t-eri_ondits tnot abi ded by -| ealds to.taseP data processing system
bei ng i nfornmed and/ or “CECLTHBEMS cat i BTGNP 1 Biechnit i onansk enghlingrtet ect ed
softvare and by produgkg it RS BPRAEL efRUbioRy R REOUSE! £ 2R -

sof tware contai ning the exploitation nmeans al so I npl enenti ng

means and t he coer ci ohyaelaast csaidodetedrditafjnect part, being such that,
after upload to the uniit and during the _execution of the protected
_softwar €, “at_| east~onddePargian deapy ocuttPdmpleregnida e wif ¢ jand woablingrted and

‘the factsthat a critegj s not 30 .abided by |eads to.the-data processing
syst em bai ng i nfor nedfnfglﬂ%}hgrd% PR dEr dtgﬁlona’b‘gort‘ﬁgdlbkg‘ﬁ&f‘%’r‘i‘%fofﬁhe .
protected software 26sckaiawheaQR fa8meXrdBiofidnoshiddtpysage phase: in
the presence of the unit: as long as all the criteria cofresponding to all

t he noni tored exectsmisowcting thhexpditationsnéas eabblalg the tit,m0 diofalR0ingNéhémns of
the protected soft are abi ded enabl jng said portions of the

re by,
protected softwar e&#@cm%"ﬂ’ém At fhe CORICIoB ARt ent | y enabl i ng t he
prot ect ed Soft-warﬁnm&ﬁgmgéﬁe%%&@&-é(y gad if at least one of the

criteria corresponding to a nonitored execution characteristic of a

portionl®f the protechedhasibginieast sne Bofiwak debutfn cHaRLRESHO D MRidat a
processing systemof it and/or_nodifying the functioning of the portion of
the protected sof t war@neug the seftware exemuiongiipregtedstiosiiiablerto be otomitoswlf t war e. i s

T tuire, 15 bowers Sl e Shé'ofiction § doidd by #5339l offc Bhshen " *
; software execution characteristic,
— by choosing in the source of the protected software, elementary
15 functions for which at least one chosen software execution
' chiaracteristic is to be monitored,

— by modifying at least one chosen portion of the source of the protected
softwar'e?' this modification Being such that during the execution
of the protected software, at least one chosen éxecution

20 . characteristic is monitored by means of the second execution part,
and the fact that a criterion is not abided by leads to the data

proce_ss_ing system  being informed.and/or to a modiﬁcatién of the .

execution of the protected sofiware, '

-~ and by producing the second object part of the protected

o025 * software containing the exploitation means also implementing the

' " detection means ~ ‘and the coercion means,  said second object

pit  being such that, after upload to the unit  and during the

execution of the protected software, at least one software

execution characteristic is monitored and the fact that a criterion fs not

20 ' abided by leads to the data processing system = being informed
and/or to- a modification of the execution of the protected sofiware N




-3 during the protection phase: defining: as software execution
characteristic liable to be nonitored, a variable of neXsJdanegent0dsf the
usage of a functionality of a softmare, 20 - as criterion to abide by, at
| east one threshold associated to each gariable of measurenment, and
actual i zati on neans enabling. to update at |east one variabl e of

measur enment, '~ constructing the exploitation nmeans enabling the unit to also
i npl enment- . 25 the actualization neans, and nodifying the protected

sof tware: by choosing as software execution characteristic to nonitor, at

| east. one va}iahﬂduﬁﬁgﬁmasqp@ﬁ&ﬁﬁ'of'the usage of at |east one
functionality of a software, 30 by choosing: > at |east one functionality.
of the protected sdﬁﬂ%ﬁﬁéwWWbﬁﬁ @8niFanuary 2006 89 usage is liable to be
nonitored using a variabhl e of surenent > at. | east one vari abl e of

—.measurenent..used.t o qdEntt& 3 acl @%@Wﬂ?&?ﬂﬂlw%wﬂw@m@m@mmm one

t hr eshol ds associ at ed t&aﬁcﬁh&ﬁ:@rbfvzﬁ{ ﬂ{%bhﬁ)dﬁfi %?8 gﬁh coru??getcﬁ g[dvlﬁrg to a

limt.. of usage of said functionality, > and
update of ‘a chosen vari abke ahidedrrbﬁsembﬁﬁgttsameﬁ&ﬂ@hﬁ&ﬂﬁ prdgec e Said
functionality, and by nodifying at | east one chosen portion of the 'Sour ce
of the 10 protected softr&rks Apwinglyi ﬁﬁl‘éatqﬂmﬂbiﬁmgnsblmg then tproteleted ng

‘the execution of the gt ed re e variabl e of measurement is
[ Fgﬁﬁe Seco?})ﬁ%% Lﬁ’?%)lﬁ' [ )

actuali zed by neans o exec *part- dependlng on the usage of

said functionality, angddaf dicrsit gRe dfhﬂ%BﬁEe‘ihaC&R?e% tot{?‘k:ﬁ m‘;orl]‘%cf
t , and

account, 15 -3 and during the usage phase, in the pr sen of e un
in the ddse  where at ekewtion characthrisizhof d rorbesbfithequokesfaotivag: t 0 &
least one limt of USGIF abided by, informing the data processing system of it and/or
modifying the functioning of the portion of the protected software )
so that the funictioning of the protected software is modified.
| 6 - Process according to claim 5, to limit usage of a protected software,
15~ comprising:

-> during the protection phase:

¢ defining:
- — as software execution characteristic liable to be monitored, a variable
| of measurement of the usage of a ﬁmctionalitjr ofa software,

20 ~  as eriterion to abide by, at'least onc threshold associsted to each

‘ | - variable of measurement,
— and aéﬁializaﬁon means enabling to update at least one variable of

' measurement,
E . * constructing the exploitation means enabling the unit  to also implement
.25 - the actualization means,

» and modifying the protected software:

- ‘by‘ choosing as software execution characteristic to monitor, at least
one variable of measurement of the usage of at least one functionality
of a software,

30 —~ by choosing:
' | > at least one functionality of the protected softwaré -whose




Is detected, informng the data processing systemof it and/or nodifying
the functioning of the portion of the protected softwar?8 danusyat006he
functioning of the protected software is nodified. 20 7 - Process
according to claim®6, conprising: duringsthe protection phase: defining:
- for at |east one variable of measurenent, several associated thresholds,
- and different coercion neans corresponding to each of said thresholds,
and nodi fying the protect gges ef ik - | | .he-spurce of the
protected software, at | east one cﬁgﬁoﬁﬁgﬁ%%?ﬁn@%ﬁf@mfa?W%ich
must be associ at ed sev>era*t'ltzasteaﬂubﬂ@l@ofmssmﬁﬁmﬁtsé@tcﬂcﬁahﬁw&ulsddggiotfs of
| ;

usage of the functionalit 30..by .choosing at least two thréesho
associated to the chosen "V%‘””é‘ﬁﬁ%g%‘ftya measur enent, 26 January 2006 90 and

by modifying at |east ,0neyCHROSEN RO f.the squrce of the proteéted
.software, this.nodification efngr%g_u%&ﬁ%gt ?Ssaﬂ?f g'q e chepar urarighleoport he

protecteddsoftware, the anesuicagsitObokrEPoddinkOUs at 'i%‘ﬁ?h%dﬁsfgé%%a%g@‘. i‘nto-— -
ing -

account differently, by ans of the second execution part and

the usage phase: in the Hreiwalty, of the unit: in the case where the
crossing of a first thre I g i etected, .enjoining the protected.software
not -.to use the correspon}{ﬁﬁgg[f lﬁ%é?iogﬁaﬁe- d.RY Mprate “of a;chosen yaviableaof
where ‘the crossing of a aﬁmnﬁmehtﬂéﬂ&ﬁhﬁgio%tﬂéﬁﬁgégﬁsaig‘ﬁ?{cﬁgnh griective

the corresponding functionality and/or at |east 0One portion of’the
protected sof t ware: 8anblycuediffiogortdicay ore chabmpbriton &f U0 BRIES bPGhe 15 3

during tfge protection phase; software,; this modification being such that, during the
o ' execution of the protected software, . the variable of measurement
is actualized by means of the second éxecution part depending
on the usage of said functionality, and at least one threshold Crossing is
| taken into account,

5 - ' and during the usage phase, in the presence of the unit, , and in the case
where at Jeast o_ne threshold crossing corresponding to at least one limit of usage
is detected, informing the data processing system  of it and/or modifying the

' functioning of the portion of the protected software ) so that the _functiom'ﬁg
of the protected software - is modified.
20 7 - Process according to claim 6, comprising:
2 'during the protection phase: |
¢ . defining:
' — for at least one variable of méasurémént,' sévéra.l associated tllreshoids,
—  and different coercion means corresponding to each of said thresholds
25 - * and modifying the protected software ; ’
'— by choosing in the source of the protected software, | at least one
chosen variable of measurement to which must be associated several
thresholds corresporiding to different limits of usage of the
| . functionality, : .
.30 ' — by choosing at least two thresholds éssociatcd to the chosen variabl'e‘of

measurement,




defining refilling-4reans enabling to credit at |east one software
functionality nonitored by a variable of neasurenent w t26 dnuagai0tone
addi ti onal usage, constructing the exploitation neans also allow ng the
unit to inplement .20 the refilling means, and nodifying the protected
software : by choosing in the source of the protected softwareat |east one
chosen. variable of nmeasurenent enabling. to limt the usage of a
functionality and which nust be able to be credited with at |east one 25
addi ti onal usage, andabg byodioflifying attlehgtastic chigers positon pOihd Surcd BFthe
modi fi cation being such that during a phase called of refilling, at |east -
one additional usage &Fotggted softyargne fuﬁEﬁ medHication being syglo fal, riyring the
chosen vari abl e of . c ited, 30, 3 and during the phase
of refilling: react Egg?cﬁlﬁg%gﬁh? g%%%%%&r:l%&%ﬁggén vg]i“? S@F%“@foérg'gs"&ﬁ@ﬁ%nt :
~at least -one additional usage of the functionality: - Process according
to clai mP5, conprisingxecutionlpaitng t he protection phase: defining: - as
sof t war e -exe uti%n char Cterishic |iable to be nonitored, a profile of

sof t war e usa%e,an- dyrpe S ¥5age BR3SSh to abi de by, at |east one feature of

sof twar e _executy Onmmégfésém%i&mﬂﬂa&he protected software : 10 - - by
choosing as software execution characteristic to nonitor at |east one
profile of software u&ﬁme,casewbkerehlﬁm&bﬁ&inglbfhﬁfﬁﬁu@ﬂﬂdd%Qie%gcﬁed,oénjsm‘ﬁ%lti0”
by which at |east- one_ chosen profile of usage nust abide, and by nodtfying
at | east one chosen pthethraigcis soRwarpur c @obito pirethe i@mespIndingefinstidtaliay e,
this nogyfication bei M&gh that, during the : :

~and/or at |east.26 Jauiadisidons enone ASHAAE ARAD! 65 il of kol 2! | ow

~ and in the case where the crossing of a second threshold is detected,
making ineffective the corresponding functionality and/or at least one
portion of the protected software. |

8 - Process according to claim 6 or 7, comprising:

15 ° > during the protection phase;

e defining refilling means enabling to credit at least’ one software
ﬁmctionality monitored by a variable of measurement with at least one .
additional usage, '

* constructing the exploitation means also allowing the unit o implement

20  the refilling means,
e and modifying the protected sofiware : -
.= by choosing in the source of the protected software, ‘,.at least one
chosen. variable - of measurement enabling to limit the usag‘e-of-a
| | ﬁmctidnality and which must be able to be credited with at least‘ one
25 | ~ additional usage, ‘ |
— . and by modifying at least one chosen portion, this modification being
~ such that during-a phase called ofreﬁlﬁng, at least one additional usage
of at least one functionality corresponding to a chosen variable of
. measurement can be credited,
30 > and during the phase of refilling:

e  reactualizing at least one chosen variable of measurement and/or at least




execution of the protected software, the second execution part abides by
all the chosen features of execution, 4 and during the udadanushad®6in t he
presence. of the unit, and in the case where it is detected that at |east
one feature of execution is not abided By, 20. informng the data

processing systemof it and/or nodifying the functioning of the portion of
the.protected .softwarer so that the functioning of the protected software-

is nodified 10 - Py - ACe ' ' , ri. kg, during.the
protection phase: . l‘%gﬁ&i‘,dl e% | ﬁ‘?_%g?ﬁ?)g(?g%lt??l@"?t%%elg%%es?é{l‘?l%ﬁ%ls'gag%g?g’ﬁcti ons
are liable to be efuactidmatityin {he wunit, a set of instructions commands for
said instructions set, said instructions commands being liable to be.

execut ed i n t he? dBiogess gpeseding fneaiy 81 compriring:o trigger in the unit the

execution of ythe instructions 26 January 2006 92 as profile of usage, the

- chai ni ng o‘f...?.he(fmg eiR,If’{e HTPhasSs cature” of execution, an expected chaining
for the.gxeC'U'f'i".Oﬁ’f&gﬁﬁd ¢ instructions, as detection nmeans, neans enabling -
to detect that the chai'ning of the instructions does not correspond to the

expected ore, and -as @efiviassciteaticn dRaideritiztabRlo be hétiRrer, WifofiRtct
processi ng system and/or to nodify the functioning of the portion .of
pr ot ect ed sof t war e WhORWaFHEUSaER nj ng of the instructions does not

correspond to the expegted .one . 10. .constructing.the exploitation means
al so enabli-ng the uniate“%t?g% gegg’ﬁtt%a&ﬁlg?’yh%ttl?‘ffk?ﬁ‘%ﬁ@"%Oqﬁgv‘faﬁ%?’f'eﬁ&'i‘?‘bns set ,

.the execution qf S@H%&@@{d@.{ﬁ&bﬂﬁ&@ﬁd}gﬂ,&éigger ed by the execution in the

data processing system of the instructions conmmands, N
10+ — by choosing as software execution characteristic to monitor at least one

profile of software usage,
— by choosing at least one feature of execution by which at least one
chosen profile of usage must abide,
— and by modifying at least one chosen portion of the source of the
15 protected software, . this modification being such that, during the
execution of the protected soﬁ“fare, the second execution part
_ abides by all the chosen features of execution,
-> and during the usage phase in the presence of the unit, , and in the case
where it is detected that at least one feature of execution is not abided by,
20. : ipforming the data processing system  of it and/or modifying the functioning
of the portion of the protected software, | so that the functioning of the
v prO'tebted séftware -is modified. ' |
- 10 - Process according to claim 9, comprising:
= - during the protection phase:
25 o - deﬁr_:ihg:
- " — . an instructions set whose instructions are liable to be executed in the
© - umity . -
— a set of instructions commands for said instructions set, said
instructions commapds being liable to be executed in the data
36 - processing éystem and to trigger in the unit  the execution of the

mstructions,




and nodifying the protected software; 15 . - by nodifying at |east one
chosen portion of the source of the protected software:26Jdnpary 2006f or mi ng
the el ementary functions into instructions, n by specifying the chaining by
whi ch nust abide at |east some of the ingjructions during their execution
in the unit 20 > and by transformng the el enentary commands into
I nstructions commands corresponding to the instructions used, .4 and

, In the case where

during the usage phases_. in the presence of the unit

it is detected that théSB‘FPﬁ]%Pﬂ‘&ag‘?’tﬁ%@*@%ﬁ@ﬁ&@il@?@cw@ut ed inthe unit.
does not correspond t %@,Frg ) n Lnform.ng.the data praocessing
systemof 25 it and/orgsngl yﬁ%gﬁgoﬁuﬁffg%cw&%%gr ¢ Exitien of the

protected software,. sénsthefionsf he functioning of the protected software ‘i s
modi fied. 11 - Process according to claim 10, conprising: 4 during the

. protection_phase.: —def$ detagfiondBeansns i metansehalding t8 eetecPihai thetdhbintdealts Set
whose at lseast so'rre”"i”n'"tér.u&%‘i;gns work with registers-and use-at |east one’
operand with the intenti®dh® doges aat Gopend theexnegtedgna, result for at .
| east sonme of the instgpetions. Mo8 ki wth registers. a part defining the
functionality of the in_struc(tﬂlﬁon, gir} 87 part "4@ n‘?nﬁgmf%ége‘? & @i ning
for the execution of tpmcedsigtsysiein ONSndl? tbMEdAHI M S ni .
corresponding to: O an jdentification field of qfiﬁ’le [ nstrugtnlggaﬁ%p%l % or
each operand of the i nkPrgtactedsoftwarg | ag when theahdining efihe dhsichctions does -
i denti-fication field d, .for. _each register belonging to the
expl oi tati on neans an Ol}ts‘:gﬁe??%ﬂ?ﬁg&eieﬁgﬁtﬁ@w%ns set, a generated

i dentifi¢@tion fei elodnitructinpelt éxploitiion FRbdns Aldo% Qiﬁ]iﬂg' th |
i dentification of the |ast instruction which has r tﬂt}%ﬁ%cﬁ 19 oKels e
sai d register, Instructions of the instructions set, the execution of said instructions being

'tﬁggered by the execution in the data processing system, of the
instructions commands, '
.-+ and modifying the protected software;
15 . -~ by ,modifying- at least one cho;en_ portion of the source of the protected . -
software:
> by transforming the elementary functions into instructions,
> by specifying the chaining by which must abide at least some of -
the instructions during their ex@don in the unit,
.20 | ‘ ' > and by transforming the élementary commands into instructions
L - commands corresponding to the instructions used,
- . = and during the usage phass, |, in the presence of the unit, . in the case where
- dtis detected that the chaining of the instructions executed in the unit “ does -
| fot cdrrespond to the expected one, informing the data processing system  of .
- 25 | it and/or modifying the functioning of the portion of the protected software,
' 50 that the functioning of the protected software s modified.
11 - Process according to claim 10, comprising: |
D during the protection phase: |
| . deﬁning:'
. 30 ._ —  as instructions set, an instructions set whose at rlea.st some instructions

work with registers and use af least one operand with the intention of



-~ 0 as detection neans neans enabling, during the execution of an
instruction, for each operand, when the flag field i nmpos&® Japuary@00&heck
the equality of the generated identification field corresponding to the
regi ster used by said operand, and the expected identification field of
the origin of said operand, and as coercion neans, neans enabling to nodify
the result of the instructions, if at |east one of the checked equalities
is false. 12 - Process_accordin %o claim3, 4 or 10 conprising: 3 during
the protection phase; ™“G8% ﬁﬂ? 25 as a triggering command, an :

ol amontary functon-or ThA! RS ”&E'df’“lem%“ﬁ?ﬂpgdi@er%‘%g%% one. ar gurent

el enent ary funct lon or an i1 nstruction an or

for a triggering conmand, a par I esqiinehghedhndtRAslityl of tRShitdcRoh NE
i nformation transmtted by the data processing syStemto the unity so as to

.trigger ‘the execution df a@%é?é@ﬂﬁﬁ%@éﬁb@ﬁgpm@mamng forrthn:ﬁte@ﬁnon?ﬁfﬂl%nuary

2006 94 2 a ‘met hod of ren t rder abling tQ renane the-
orders. so§as to obtain trlgﬁ %B’r?ﬁﬁﬁﬁ%g ﬁ%&ﬁ‘i’f&‘f?@@ Hpgiwy s, and
restoring means designed o Qﬁldéﬁﬁﬂcdtﬂ: 184 R ile ifldhicRg, [ he  usage phase,
and enabling to restore the dependent funcfion to execute,  fromthe

renamed order, constructifg expfoviehdit operandbeite aizahbiidig the unit to al so

i npl ement the restoring neans, and nodi fying the protected software : - by
choosi ng in the source of th& pAdleadieldy software) triggering
. ) * and an expected identification field of the
BRI | * operand,

— * for each register belonging to the exploitation means and used by the-
instructions set, a generated identification field - in which is
automatically memorized the identification of the last instruction
which has returned its result in said register, |

15 — as dctcction- means, means enabling, duriﬁg the execution of an
instruction, for each operand, when the flag field imposes it, to
check the equality of the generated identification field
corresponding to the register used by said operand, and the expected

' identification field of the origin of said operand,
20 - . — and as coercion means, means enabling to modify the result of the-
' ~ instructions, if at least one of the checked equalities is false.

12 - Process accordmg to claim 3, 4 or lO comprising;
€> dunngﬂuqnnumuanPMBe°
_ ¢ . defining:
. 25 ' — as a friggering command, an elementary command or an instruction .
' command, 7 |
- ésadbpmxbntﬁumﬁoﬁ,anekmumﬁmyﬁnmﬁanoranhmuncﬁum

—. as an order, at least one argument for a triggering command,

' corresponding at least in part to the informatibn-transmitted by the data -

. .A,_39 _ , pm.CGSSiIlg ‘system o to the unit, . so as to trigger the execution of

the corresponding dependent function,



commands, - by nodifying at | east one chosen portion of the source of the
protected software by renam ng the orders of the chosen2g Jargger 20§
commands, so as to conceal the identity of the corresponding dependent
functions, - and by producing: the first object part of the protected
software, said first object part bei ng94such that during the execution of
the "protected software) the triggering commands with renaned orders are
executed, > and the second object part of the protected software.

cont ai ni ng t he exp! olatraéth@hofiremdisingl ofth¢ opleenmablingtol reeame teardarg so aeans,
said second object part being such that, after upload to the unit and
during the execution t@ﬁbtﬂméﬂw&oéﬁm@%ﬂ%@?mﬁ grdeient ity of the
dependent functions vvh(gse execution is tri gqe{%d etsly. the f ] rst,exe tion
part- is restored by ARLFSIBMEMENSecontFSILEEHY POR PP ™ Bl « HE" & hdent
~.functions are.execut gd, . HEEANS Oind BRaBIREORA R Whd GEhdpdbiit, fmBHotlds i NO
--the-usage phase: 30 in h% prresence of -the-unit and éach tine a triggering--
command 5wi t h-  r enane@xedute] éom the méreammedorder,a portion of the first execution”
part 26 January 2006 95 inposes it, restoring in the unit, the identity of
the corr espond? ng cousiyetinmeRplqiiHon raeang collingcthe vaYy | (o alp mplement; the
portion is executed corrga%LIy and that, consequently, the protected
sof-tware i s conpl é’cfsgfrglgl?unc’ti onal, and in the absence of the unity in
spite of the requgss nldWiffink@id profecRid sbi@vatd y St execution part) to trigger
the execution of a dependent function in the unit, not being able to

ful fill said request byohoesitg i theosauret ofithe peptectedssdftvayey t | ontiggenog’
executed correctly and that, consequently, the protected software-is not
conpl et y functi onalf®M™%3 - process according to claim12, conprising. -

3 during the protect ib?’?n&ﬁ@ﬁ% at least one chosen portion of the source of the protected
software by renaming the orders of the chosen triggering

commands, so as to conceal the identity of the cormresponding

dependent functions,
15 - . and by producing:

' » the first object part of the protected software,  _said first
object part being such that during the execution of the
protected software, the triggering commands with renamed
orders are executed,

_20 . >7 and the second object paft of the protected software

containing the exploitation means also implementing the restoring

_ means, éaid second. object part » being such that, after

upload to the unit  and during the execution of the protected

software, the identity of the dependent functions whose

- 25 ' execution is triggered by the first execution part is restored
' | bjr means. of the second execution part, and the dependent

functions are executed by ‘means of the second execution part, '

> and during the usage phase:
30 e in the presence of the unit and.each time a triggering command with

. renamed order, contained in a portion of the first execution part




defining for at |east one dependent function, a famly of dependent
functions algorithmcally equivalent, but triggered by t#%dgamgl®muands
whose renanmed orders are different, 15 and nodifying the protected
software: - by choosing, in the source ot the protected software at |east
one triggering command with renamed order, - and by nodifying at |east one
chosen portion - of the source of the  protected software by replacing at

| east the renaned.order .of- ope. 20 ghosen triggerjng copmand with renanmed
order, with anot héwp?sgﬁaf?re'ﬁfs{z’&nge’r“, &ler "8ber i ng‘ga‘.‘feﬁg eﬂ% COUETPPRARE of 't he
same family. 14 Pyesgacn@aREieh hd xsduling) 350 GRAPEL! Pltion 4s Wiebiidy t NE
protection phase, defining, for at |east One dependent function, a am |y
of al gorithm cal | yomeptiyvadethtt, depeqdattly, thinpiatensl softwlive CONGalcemplatdly a
field of noise to _the information defining the functional part of the
....dependent..f.u.nc.tgihorf‘"%c@io@'“ﬂecute in the unit) - or by using.the identification -

“fiel'd ofs the ipsty ion _and the. . expected identification fields of the
operandsS. 15 - Pr 3@%@%&)1380%?“5?%&%60“@?2& hﬁsf}efgtlberreﬂ ,SQESMPF&% theg . -
during the protectifexedudh partdef i Ni ROiieddr AR cdBANRNYr 208D e AenP RmdREA0d Of
renami ng of the orders, a cipslr-\tgri ng rret'-r%d to ci pher the or%grs, and as

restoring means, fetesnithpl ewtheinggbk toduiftheid rguest hrectlypsalthat gesst t he

renanmed orders and .thus.restore the jdentit f, the dependent functions to
exeeute in the unfid PREION it execied EhcH Y hiteoutoyats: te moistied 15,

conprising: 25 dugdigarbhe RBERbECIhNBeRPRREtdnal M0di fyi ng the protected

software: by choosing, in the source of the protected software, at | east

one cdfditi onk} - Progesslacoadingad cbann 12) camptisiagt one chosen al gorithmc
=>  dusing the protection phase: ' ,

e defining for at least one dependent function, a family of dependent
functions algorithmically equivalent, but triggered by triggering commands
whose renamed orders are different,

15 » and modifying the protected software :
~ — by choosing, in the source of the protected software at least one
triggering command Wlﬂ'l renpamed order,
— and by modifying at least one chosen portion of the source of the
protected software by replacing at least the renamed order of oné :
20 - chosen triggering command with renamed order, with another renamed
order, triggeringa dependent function of the same family.
14 - Process according to claim 13, comprising: _
=Y during the protection phase,  defining, for at least one dependent function, a -

_ family of algorithmically equivaient dependent functions: ,

- 25 — by concatenating a field of noise to the information deﬁhing the
functional part of the dependent function to execute in the unit, |

~  or by using the idéntification field of the instruction and the

. expected identification fields - of the operands. | |

15 - Process according to claim 12, 13 or 14, comprising:
30 > during the protection phase: | o
- & defining:



processing, - by rmdlfyl ng at | east one chosen portion of the source of the
protected software this nodification being such that duf® dgueRe2@@ecuti on
of the protected software the functionality of at |east one chosen

condi tional branch is executed, by rrean§ of the second execution part, in
the unit - and by producing: > the first object part of the protected
software? said first object part being such that during the executi on of
the protected software the functionality of at |east one chosen

condi ti onal branch i 9s®ethed eﬂrenammgeoﬁﬁhmovdefs,ammhdmgmbo@tmp@tth@art of
the protected software sai d second object part being such that, after

upl oad to the unit ar‘?&d Horr i ng the execution of the protected softvvare

appears the second exgguid qgst&]%{éo rﬂéﬁn ans Q{Gaﬂ‘etgﬁﬂlérﬁ@n ngugc&éc%gﬁﬁ%y of

at | east one chosen conditiona ranc >is execut uringt
.. phase: "0 in-the- pr es aistkodfo ddviphenitic mnaimedohiets 2l thuppsstore theGllertitgof i 1 st
execution part inposes it, executing the functionality of at-|east one
condi tidnal 30 branclthg denendentfnctions thexecutgimthsaimit. on | s execut ed

correctly and a conseguent | oft AL e, is conpletely
functional , igl hf? afﬁﬁ%ﬂ"fé;t O\éﬁ(?tfﬁh @ﬁﬁgs%sg%cé OIBPIE unit and in spite

of the req‘u%stdmgamggﬁtb%anhasé.he first execution part to execute the
functionality of a conditional branch in the unit , not being able to
fulfilll said requesdifymgtbe prof¢ctabsaftveare: at | east ‘'said portion is not
executed correctly and ci‘hat consequently t he te ted software IS not
conpl etel y functi onalby chgosingig the uree 8t the 'F‘gte‘i £3st PRy,

during fghe "prot ecti on,piig f5al b&ﬁéﬁfaéhtei e lmteaéteg? ettwﬁra orithic

choosing, i-n the source of the protected software at | east one series of
chosen conditional bpamekssg, - by nodifying at | east one chosen portion of
AR S ORI - MR
during the execution?9y¥ P
software, this modification being such that during the execution
:of the protected software, the functionality of at least one chosen
15 . _ conditional branch is executed, by means of the second execution part,
| in the unit,
~ and by producing: :
> the first object part - " of the protected software,  said first
‘ . oltject part being such that during the execution of the
20 L - protected software, the functionality of at least one chosen
- | conditional branch is executed in the unit ,
> and the second object part ~ of the protected software,
 said second object part ' being siich that, after upload to the
unit and during the execution of the protected: seﬁware,
25 o appears the second execution part by means of which the
| — | ﬁmctionziﬁty of at least one chosen conditional branch is executed,
-9 and durmg the usage phase: '
¢  in the presence oftheunit  and each time a portion of the first execution
 part imposes it, executing .the functionality of at least one conditional
-3 ibranch in the unit,  so.that said portion is executed correctly and that,
| consequently, the protected software 15 completely functional,

sage




of the protected software ~ the overall functionality of at |east one
chosen series of conditional branches is executed, by medhdanyent H¥6 second
execution part , , in the unit, and by producing: > the first object part
of the protected software said first ofRpect part being such that during
the execution of the protected software) the functionality of at |east one
chosen series of condi tional branches is executed in the unit,, > and the
second object -part of the protected software, said second object part

bei ng such that*, &nddn theabsense b themnit ynjandJngpiiel the reavestdyetpettion obf - t he

protected softwar [ he .second_execut i,on. par t ans of. ich
the overall funcﬁleo gﬁ?%@"“o?}‘g?“l east qgr% cl#%ggnﬁig"gﬁl‘?%g%ogp%%%ﬁ{'?'gﬂal
branches is executypghch i the REQCE ot B6RRIHIOD AufilP8Ad Mqubf@ofkaiy 8o hat 0 17,
conprising splitting the prot'ection phase into a prior protection :

--sub- phase, --i-ndepentidenst ofid toetions &f boteexecutedpeanteetly aaddhat cubspaoity)tthe
protection sub-phase) tg‘i dent - of, t he softg{a e to protect. 30 19-—Process
accor di n:g to cl ai Praie %“F%i ng.1s Bk plet ‘%P‘i’téﬂ“a rotection sub- phase
(P1), making iRLer _ ofi nj i t%gﬁli%' A cl .carried out 26
January 2006 92t7 aﬁfﬁ&tg%%cggjw%h?%ﬁ.lé’z - roc%?gn%g%&&?{ﬁgu@ophﬁsg’tm 19,
conpr i si ng, matifeime thepidakiedisbiteme: st age, nmaki ng intervene a construction

- stage during which are constructed the 21 - Process according to cl ai m 20,
conpri sing, after —t hdycbastingd thmsaweg ef therpnicigd soffwaeene aat least one

Pt oy o ol e R BatBrafftag 0 & DL A unit, at Teast a
pre-cusfenm zed unit 32 modiiyRELATeRE GAE ChonldrEdPdfhd Sotte 3@theg)91§f:9£ti=:§i ng,
0

during-the prior protéction 10 sub-phase) making intervene a t s nmaking
stage during which amseftwartg t obliis nmdafitdting bemghsich tharnbuwingahe exdcatived

software or to automa sof re protection. 23 - Process according to
clains 18 and 21, cor‘f%?‘?esf”i‘?z;e\lc\g&l ﬁoﬁf“iaﬁ%’ t he %Vfﬁihgﬁfu‘)“ﬂf‘ty ofat least one

chosen series of conditional branches is executed, by means of the

7 second execution part, , in the unit,
15 | —~  and by producing:
>  the first object part of the protected software , said first
object part '_ being such that during the execution of the

protected sofiware, the functionality of at least one chosen
series of conditional branches is executed in the unit,

.20 - _ ) > and the second object part of the protected soﬁware,

A said second object part being such that, after upload to the
unit  and during the execution of the protected software,
appears the second execution part ' by means of which the-

- overall functionality of at least one choscﬁ series of conditionali

: 25 , " branchesis executed.

18 - Process according to one of the claims 1 to 17, comprising splitting the

‘protection -phése into a prior protection sub-phase, independent of the
software to protect and a subsequent protection sub-phé‘se, dependent of the

7 software to protect. .
“ 30 | 19 - Process according to claim 18, comprising, during the prior protection sub-

phase (P1), making intervene a definitions stage during which are carried out




protection sub-phase, into: 20 a creation stage during which the protected

software is created, fromthe vulnerable software , pod&iduary 2006
nodi fication stage during which the protected software is nodified, and
possi bly a custom zation stage during | ch: the second object part of the

prot ected software possibly containing the exploitation neans is uploaded
to at | east one blank unit with-the intention of obtaining at |east one
unit or ‘a part. of .the second object part of the protected software
possi bl y coall thenlefigitioR® expl oitation neans is upl oaded to at |east one
pre-custom zed Lt 1 with,the intentiaqn of. obtai nin -k ne 25
unit.. 24 Pr oc%@g’ r&ﬁ%?ﬁ‘f%‘é‘nggo Eﬁgfﬂé ZRA 8’%’3&[350 &eﬁ%%ogg%%?&g? ng the
creation . s ga{ﬂ]ﬂarpé?ésﬁ blohs@ttiondsthpe modi fdugap i WhicR A8 ond@hdde e | €aSt
one tool hich”hel p generate protected software or which autonmate software
..protecti on. exoitation site@ans.f or the. i npl enentation of the process in accordance
—wth-claim20, 30 characterized in-that. it [ncludes a program devetopnment -
uni t, uded,” dutlngPioress aceprdinguta FBm st ROIRPISIE, Aftep the E‘I’f@ R F138%:i on of
t he exploitation ans .26 r Q%g [ nded 1 | ng
I nto account thén%@flg |t':fri§%ﬁr]16§9#%'éjrs\%)ehe 8%?1%@% t he Jogigf{sg%t%?\&smsé %;de. 26 -
System for giagk ivail emeni@leasina Qard be the aaisitation ateas daide ehoviidtbntidmbMm 21,
characterized in that it i ncl udes a pre-custom zation unit enabling to
upl oad at - | eldsining apretcugtbmized wiidpl oi t ati on neans-to at | east one blank unit

~with the intenti f t ai ni | t 3.cuUst.om z i 1. 27 -
System for -t he2t nEresseanding Greitnat el o iR Rerafi AEbAsthblelon 27
charactgy i Zﬁ%-'ﬂasé hat jnbiinRGhieFiREe & thh RIRAThE SR OPMERirinthiwhichUsehall® carry

out during the t odl s naki ng stage, the making of tools whi'ch help generate
prot ect ed ltookehiblingsohelpdrnctateproteetedescioyaroar to apramase sofbynre petecti@pst em

for the inpl tati ftr ess, | d i t.h. clai m23 24,
char acter | sed Th- EFRES #epitire Basmit bpdal cevar oaam a0 Bt or ont o

or . protection sub-phase, into:

C

e acreation stage during which the protected software is created,
15 - from the vulnerable software ,
| s possibly, a modification stage » during which the protected sofiware
| is modified,
e and possibly a customization stage +during which:
—  the second oﬁjcct part _ of the protected software  possibly
20 . containing the exploitation means is uploaded to at least one blank unit

_ with the intention of obtaining at least one unit,

. or a part of the second object part of the protected software
possibly containing the exploitation means is uploaded to at least one .
pre-cﬁstomizedl umt \'with the intention of obtaining at least one |

c250 it o | |
w24 - i’rocess according to claims 22 and 23, comprising, during the creation -
St;'g'e  and possibly during the medification stage, using at least one tool -
: which help generate -protectcd- software or which automate software protection.
. © 25 - System for the implementation of the process in accordance with claim 20,
| 30 | characterized in that. it includes a program development unit, used, during the

- construction stage, ~ to camy out the construction of the cxplqitati_on.means




nodify a protected software. 29 - Systemfor the inplenentation of the
process in accordance with claim 23, 15 characterized i#6tamary2006ncl udes
a custom zation unit enabling to upload: the. second object part to at

| east. one blank unit, with the intentigip of obtaining at |east one unit,
or a part of the second object part to | east one pre-custom zed unit -~
with 'the intention of obtaining at |east one unit. 20 30 - Pre-custom zed
unit, characterized in that it is obtained by the system in accordance

wi th cl ai m iéended for theiunignablaking inte esewnt dreadefimplicrst intbreaet warieg dixd t 0
prevent its- 'ﬁmaut hori zed usage, characterized in that it contains the
second obj ef¢RUMS SEEE- t he . protected software ' upl oaded using a

custom zati on |t : ' - W | al . - Iht S
characteri zed ?ﬁ {ngtt&ntat%gmseggtgﬁﬁn%@éﬁ 6%&{@%&%&@5@%@%&@%@0 tz\t}\hz e,

upl.oaded usklegacterized 0t df ineudes atpré-dugoniration @it t henablig 1o 3Bload 8t

di vi'ded out -between several processing and menprizing units so that their
j oi nt” use eleaglagpartiof thocxpleitationengens taoettleast ong blgak vnit 30 3With dpiigtentiBut | on
set of a prog Q%%ed sﬁtvktare, characterized in that it, includes: 26
January 2008t Ring 2t fepstongipIePASRIZEH UB ¢ containing the first object
part -and desi gpedyitemVer the implemél@hforPbLhE PRocREs W&E@ﬂ&nc@&ﬁh%laﬁﬁ%@!‘d
di stribution part having the form of a blank unit or of a pre-custom zed
uni t i n accchadgmierizedvint thatitancluds a prbgranedevetopmept vrit) wéd tustngriut dodimgn
information, to transforminto a pnit) .or aof uni.t. Ln. accordance wth
claim 31, 3he toghs ap 18k set dPe An é’?tt‘é‘gs s"(r}T‘ l?zv!t‘?@ BACHE PHRYCH ¢l ai m
33, Ch aCifpiiafesk Which Atfortdhsdiviist pflitsiidnbut i on part has the formof a
physical 10 distribution medium a EDRO\/I for instance, or the form of
files distribut&dSydternugh thesimpdementitiosbf the[retass rusdoondanet with ddaipr 2% ect ed
sof tware accordi to.claim33,. characterized ip that the second
i st but | it P Eetieetg e i BTG aohaee development uiit usid & create oc
modify a protected software. -

29 - System for the implementation of the process in accordance with claim 23,
15  characterized in that it includes a custormization unit  enabling to upload:
e the second object part to at least one blank uait, with the
intention of obtaining at least one unit,
e ora part of the second object part to at least one pre-customized unit
o with the intention of obtaining at least one unit.
- 20 30 - Precustomized unit,  characterized in that it is obtained by the system
in accordance with claim 26,
- 31 - Unit  enabling to execute a protected software and to prevent its -
‘unauthorized: usage, charactetized in that it contains the second object part ~ of -
_ the protected softiware - uploaded using a customization unit . in accordance
25 withclaim29. ' |
- 32-Setofunits, characterized in that the second object part of the
" protected software, ui)loaded using a customization unit in act_:ordance with
claim 29, is dtwded out between several processing and memorizing units so tliat
their joint use enables to execute the protected software. o
o 30 - 33 -Distribution set.  of a protected software, . characterized in that it.
includes: '




units) of pre-custom zed units or of units) includes at |east one-chip card
15 (7). 36 - Processing and menorizing unit characterize® #34eRa00&
contains the part of the second object part necessary to transform a
pre-custom zed unit in accordance withglaim30 into a unit in accordance,
with claim31l. 37 - Set of processing and nmenorizing units characterized in
that the processing 20 and nenorizing units used jointly, contain the part
of the second object part necessary to transforma_pre-custom zed unit in

accordance with claafirst gtimtionpartuni t | AoRfaldeitciErshpblscicpatt m 31. and

designed to work in a data processing system,

¢ - and a second distribution part having the form:
~ -+ = ofablank unit, | o
5 —  orofa pre-custornized unit in accordance with claim 30, able after

upload of customization information, to transform into a unit,
— orofaunit inaccordance with claim 31.

34 - Distribufion sei: of a protected software ‘according to claim 33,

characterized in that the first distribution part “has the form of a physical
10 distribution medium, a CDROM for instance, or the form of files distributed through
a network.
| 35 - Distribution set 1 of a protected software according to claim 33,
characterized in that the second distribution part, having the form of blank
- .units, of pre-customized units or of units,  includes at least one chip card
15 . |

36 - Processing and memorizing unit characterized in that it contains the part of
the second object part necessary to transform a pre-customized unit in
~ accordance with claim 30 into a unit  in accordance with claim 31.
37 - Set of processing and memorizing units characterized in that the processing
20 and memorizing units used jointly, contain the part of the second object part
" nocessary to transform a pre-customized unit in accordance with claim 30 info
unit  in accordance with claim 31.





