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Obtain a processing request for target privacy data

S102

Determine privacy data attribute information corresponding 
to the target privacy data, where the privacy data attribute 

information includes information of one or more dimensions 
needed for controlling use of the target privacy data

S104

S106
Determine a control rule corresponding to the target privacy 

data based on the privacy data attribute information 
corresponding to the target privacy data, where the control 
rule corresponding to the target privacy data is constructed 

based on an expert knowledge base

Control compliance of the use of the target privacy data 
based on the determined control rule corresponding to the 

target privacy data in a process of responding to the 
processing request
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Obtain information about the target privacy data, where the 
information about the target privacy data includes one or more of the 
privacy data attribute information corresponding to the target privacy 
data, lifecycle information of the target privacy data, transfer behavior 

information of the target privacy data, and permission-related 
information of the target privacy data

S202

Determine the control rule corresponding to the target privacy data 
based on the information about the target privacy data

S204

Add the target privacy data to a queue that needs to be controlled by 
using a predetermined privacy protection aspect

S206

Obtain the processing request for the target privacy data when it is 
detected that a processing interface for the target privacy data receives 

the processing request for the target privacy data

Determine privacy data attribute information corresponding to the 
target privacy data, where the privacy data attribute information 

includes information of one or more dimensions needed for controlling 
use of the target privacy data

Determine a control rule corresponding to the target privacy data based 
on the privacy data attribute information corresponding to the target 

privacy data, where the control rule corresponding to the target privacy 
data is constructed based on an expert knowledge base

In the process of responding to the processing request, when it is 
detected, by using the first privacy protection subaspect, that the target 
privacy data is collected and/or consumed, control compliance of the 

use of the target privacy data based on the determined control rule 
corresponding to the target privacy data; and/or in the process of 

responding to the processing request, when it is detected, by using the 
second privacy protection subaspect, that the target privacy data is 

transferred and/or copied, control compliance of the use of the target 
privacy data based on the determined control rule corresponding to the 

target privacy data
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