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Met hod, Authenticating Program Term nal, Authentication Requesting

Met hod, Aut hentication Requesting Program and Storage Medi um Techni cal
Field The present invention relates to an authentication system and

rel ated techniques. More particularly, the invention relates to an

aut hentication systemand related inprovenents for enabling a term nal and
an authentication server each keeping a user's electronic tally

i ndependently to allow the user to acquire authentication information when
the user's tallies from the tw dewseesprabgh and to request

aut hentication using authentication request information kept in two
storage nedia in the user's possession. Background Art Wth the Internet
rapidly coming into general use in recent years, people can readily
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Authentication Requesting Method, Authentication

Requesting Program, and Storage Medium

Technical Field

The present invention relates to an autﬁentication
system and related techniques. More particularly, the
invention relates to an authentication system and related
improvements for enabling a terminal and an
authentication server each keeping a user’ s electronic
tally independently to allow the user to acquire
authentication information when the user’s tallies from
the two devices match and to request authentication using
authentication request information kept in two storage

media in the user’ s possession.

Background Art

With the Internet rapidly coming into general use
in recent years, people can readily receive services over
the Internet using terminals set up in the household or

workplace or through the use of portable terminals.



Sonme of so-called service sites offering these services authenticate their
users by use of authentication information such as passwords and user |D
S. In order to log in to any one of these sites, a wuser first transmts
aut hentication information froma termnal to a server. At the server, the
transmtted information is tallied with information stored beforehand for
aut henti cation purposes. Mre specifically, when logging in to the site,
the wuser typically enters a password and a user ID through a log-in
screen for transm ssion to the server. Conventional authenticating nethods
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breaches. That is, a third party who stole a password could easily
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In order to log in to any one of these sites, a
user first transmits authentication information from a
terminal to a server. At the server, the transmitted
information is tallied with information stored beforehand
for authentication purposes.

More specifically, when logging in to the site, the
user typically enters a password and a user ID through a
log-in screen for transmission to the server.

Conventicnal authenticating methods utilizing
passwords have been known to be vulnerable to security
breaches. That is, a third party who stole a password
could easily impersonate a legitimate user. 1In order to
circumvent such weakness, a method has been proposed
which involves the use of electronic tallies.

An electronic tally is one of a plurality of pieces

constituting authentication information. In other words,

suitable authentication information is divided by



Typically, authentication information about a user is divided into two
tallies. One of the tallies is nanaged by the user and the other by the
server. At the tinme of authentication, the user transmits his or her
electronic tally to the server side. In turn, an automatic |og-in server
reconstitutes the authentication information using two electronic tallies.
Even if the user's electronic tally leaks to a third party, that third
party is unable to restore the original authentication information using
the illicitly acquired tally alone. This is supposed to ensure an
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managed by the user and the other by the server. At the
time of authentication, the user transmits his or her
electronic tally to the server side. In turn, an
automatic log-in server reconstitutes the authentication
information using two electronic tallies.

Even 1f the user’ s electronic tally leaks to a
third party, that third party is unable to restore the
original authentication information using the illicitly
acguired tally alone. This is supposed to ensure an
enhanced level of security.

Techniques have been proposed to improve security
using the electronic tally scheme.

One such technique is disclosed in Japanese Patent
Laid-open No. 2001-331450. The disclosed technigue
involves getting a server to generate two tallies out of
authentication information and to hand one of the tallies
over to a user and the other to a service site coffering

services. The service site receives the user' s tally and

matches it against the previously stored counterpart



However, if one of the tallies transferred to the wuser is stolen by a
third party, that third party can sinply use the tally illegally to access
the server for authentication. It is therefore an object of the present
invention to provide an authentication systemthat ensures high |evels of
security even if a user's electronic tally leaks to a third party, as well
as an authentication systemthat authenticates the user using information
retrieved fromtwo storage nedia. Disclosure of Invention In carrying out
the invention and according to one aspect thereof, there is provided an
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user 1Is stolen by a third party, that thlgd party can
simply use the tally illegally to access the server for
authentication.

It is therefore an object of the present invention
to provide an authentication system that ensures high
levels of security even if a user’ s electronic tally
leaks to a third party, as well as an authentication
system that authenticates the user using information

retrieved from two storage media.

Disclosure of Invention

In carrying out the invention and according to one
aspect thereof, there is provided an authentication
system including a terminal and an authentication server,
the terminal acquiring first identification information
from a first storage medium and tally information from a
second storage medium, the first identification
information identifying the first storage medium, the
authentication server receiving the first identification

information and the tally information from the terminal



acquired first identification information and tally information to the
aut hentication server; and wherein, having received the first
identification information and the tally information fromthe term nal,
the authentication server perfornms the authentication process using the
received first identification information and tally information (first
constitution of the invention). According to another aspect of the

i nvention, there is provided an authentication server connected to a
term nal which acquires first identification information froma first
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information tco the authentication server; and wherein,

having received the first identification information and
the tally information from the terminal, the
authentication server performs the authentication process
using the received first identification information and
tally information (first constitution of the invention).
According to another aspect of the invention, there
is provided an authentication server connected to a
terminal which acquires first identification information
from a first storage medium and tally information from a
second storage medium, the first identification
information ldentifying the first storage medium, the
authentication server receiving the first identification
information and the tally information from the terminal
in order to perform an authentication process, the
authentication server including: medium information
receiving means for recelving the first identification
information and the tally information from the terminal;

and authenticating means for carrying out the



i nvention, the second storage nedium nmay store second identification
information for identifying the second storage nmedium the authentication
server may further include second identification information receiving
means for receiving the second identification information acquired by the
termnal fromthe second storage nedium and the authenticating neans may
performthe authentication process if a conbination of the second
identification information and the tally information received matches a
conbi nati on of previously stored second identification information and

tally inforgpthent:Chbibd £eBEELEULEORGOEnENE; Favenyinp) riBaeigrably in the
second constitution of the 1invention, the authenticating neans nmay perform
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identification information for identifying the second
storage medium; the authentication.server may further
include second ildentification information receiving means
for receiliving the second identification information
acguired by thé terminal from the second storage medium;
and the authenticating means may perform the
authentication process if a combination of the second
identification information and the tally info;mation
received matches a combination of previously stored
second identification information and tally information
(third constitution of the inventiocn).

Preferably in the second constitution of the
invention, the authenticating means may perform the
authentication process if the first identification
information received matches previously stored first
identification information (fourth constitution of the
invention).

Preferably in the second constitution of the

invention, the authenticating means may perform the



constitution of the invention). Preferably in the second constitution of
the invention, the authentication server may further include searching
means whi ch searches for first authentication information based on the
first identification information received and for second authentication

I nformati on based on the tally information received; wherein the

aut henticating neans may performthe authentication process using the
first authentication information and the second authentication information
retrieved by the searching nmeans (sixth constitution of the invention).
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Preferably in the second constitution of the
invention, the authentication server may further include
searching means which searches for first authentication
information based on the first identification information
received and for second authentication information based
on the tally information received; wherein the
authenticating meaﬁs may perform the authentication
process using the first authentication information and
the second authentication information retrieved by the
searching means {sixth constitution of the invention).

Preferably in the sixth constitution of the
invention, the authentication server may further include:
tally information transmitting means for generating tally
information and transmitting the generated tally
information to the terminal; and storing means for
storing the generated tally information into a storage
unit in association with the second identification
information; wherein the searching means may search for

the stored tally information (seventh constitution of the



means has used the tally information received fromthe termnal in
carrying out the authentication process (eighth constitution of the
invention). Preferably in the second constitution of the invention, at

| east one of the first and the second storage nedia nay be a portable
menory constituted by either an IC card or a sem conductor nmenory (ninth
constitution of the invention). Preferably in the second constitution of
the invention, the authentication server may further include an

aut hentication information storing neans for receiving new first
identificatj e'{i5gpaiion and tally information fromthe termnal so as to
store authentication information based on the first identification
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tally information froma _second , ) .
means has used the tally information received from the

terminal in carrying out the authentication process
{eighth constitution of the invention).

Preferably in the second constitution of the
invention, at least one cof the first and the second
storage media may be a portable memory constituted by
either an IC card or a semiconductor memory {(ninth
constitution of the invention).

Preferably in the second constitution of the
invention, the authentication server may further include
an authentication information storing means for receiving
new first identification information and tally
information from the terminal.so as to store
authentication information based on the first
identification information and the tally information
received; wherein the authentlcating means may perform
the authentication process using the stored
authentication information (tenth constitution of the
invention.

According to a further aspect of the invention,



storage nedium the first identification information identifying the first
storage nedium the authenticating nethod allow ng the authentication
server to receive the first identification information and the tally
information fromthe termnal in order to performan authentication
process, the authentication server including nediuminformation receiving
means and authenticating neans, the authenticating nethod including the
steps of: (a) causing the nmediuminformation receiving neans to receive
the first identification information and the tally information fromthe
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identifying the first storage medium, the authenticating
method allowing the authentication server to receive the
first identification information and the tally
information from the terminal in order to perform an
authentication process, the authentication server
including medium information receiving means and
authenticating means, the authenticating method including
the steps of: (a) causing the medium information
receiving means to receive the first identification
information and the tally information from the terminal;
and (b) causing the authenticating means to carry out the
authentication process using the first identification
information and the tally information received (eleventh
constitution of the invention}.

Preferably in the eleventh constitution of the
invention, the second storage medium may store second
identification information for identifying the second
storage medium; and the authentication server may include

second identification information receiving means; the



t he second storage nedium and (d) executing step (b) to performthe

aut hentication process if a conbination of the second identification
information and the tally information received matches a conbi nati on of
previously stored second identification information and tally information
(twel fth constitution of the invention). Preferably in the eleventh
constitution of the invention, the authenticating nethod may further
include the step of executing step (b) to performthe authentication
process if the first identification information received matches
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perform the authentication process if a combination of
the second identification information and the tally
information received matches a combinatioﬁ.éf previously
stored second identification information and tally
information (twelfth constitution of the invention).

Preferably in the eleventh constitution of the
invention, the authenticating method may further include
the step of executing step (b) to perform the
authentication process if the first identification
information received matches previously stored first
identification informétion (thirteen constitution of the
invention).

Preferably in the eleventh constitution of the
invention, the authenticating method may further include
the step of executing step (b) to perform the
authentication process if a combination of the first
identification information and the tally information
received matches a combination of previously stored first

identification information and tally information
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further include the steps of: (e) causing the searching neans to search
for first authentication information wusing the first identification
information received and to search for second authentication information
using the tally information received; and (f) executing step (b) to
performthe authentication process using the first and the second
authentication information retrieved in step (e)(fifteenth constitution of
the invention). Preferably in the fifteenth constitution of the invention,
t he aut hentication server may further include tally information

Lransmi tting-opans ARy ésﬁg'tgeug?aﬂsof pnd theeattaNti cating method nay

further inclu steps o causing the tally information
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information after the _ _ . . _
. means to search for first authentication information

using the first identification information received and
to search for second authentication information using the
tally information received; and (f) executing step (b) to
perform the authentication process using the first and
the second authentication information retrieved in step
(e} (fifteenth constitution of the invention).

Preferably in the fifteenth constitution of the
invention, the authentication server may further include
tally information transmitting means and storing means,
and the authenticating method may further include the
steps of: (g) causing the tally information transmitting
means to generate tally information and transmit the
generated tally information to the terminal; (h) causing
the storing means to store the generated tally
information into a storage unit in association with the
second identification informaticn; and (i} executing step
{(e) to search for the stored tally information (sixteenth

constitution of the invention).
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aut henti cati ng neans has used the tally information received fromthe
termnal in carrying out the authentication process (seventeenth
constitution of the invention). Preferably in the eleventh constitution of
the invention, at |east one of the first and the second storage nedia may
be a portable nenory constituted by either an IC card or a sem conduct or
menory (eighteenth constitution of the invention). Preferably in the

el eventh constitution of the invention, the authentication server nay
further include authentication information storing neans, and the

aut henti cati ng metfhadedmyp fprihemd noludedde SRS «@itiod Jof aawsi ng the
aut hentication information storing neans to receive new first
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received from the terminal in carrying out the
authentication process (seventeenth constitution of the
invention}).

Preferably in the eleventh constitution of the
invention, at least one of the first énd the second
storage media may be a portable memory constituted by
either an IC card or a semiconductor memory (eighteenth
constitution of the invention).

Preferakbly in the eleventh constitution of the
invention, the authentication sexrver may further include
authentication information storing means, and the
authenticating method may further include the steps of:
(i) causing the authentication information storing means
to receive new first identificaticn information and tally
information from the terminal so as to store
authentication information based on the first
identification information and the tally information
received; and (k) executing step (b) to perform the

authentication process using the stored authentication

12
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rst identification information froma first storage nedi um and

mation froma second storage nedium the first identification
identifying the first storage nmedium the authenticating

owi ng the conputer to receive the first identification

information and the tally information from the termnal in order to

aut hentication process, the authenticating program causing the

o inplement functions including: a mediuminformation receiving
receiving the first identification information and the tally
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storage medium and tally information from a second
storage medium, the first identification information
identifying the first storage medium, the authenticating
program allowing the computer to receive the first
identification information and the tally information from
the terminal in order to perform an authentication
process, the authenticating program causing the computer
to implement functions including: a medium information
receiving function of receiving the first identification
information and the tally information from the terminal;
and an authenticating function of carrying out the
authentication process using the first identification
information and the tally information received (twentieth
constitution of the invention).

Preferably in the. twentieth constitution of the
invention, the second storage medium may store second
identification information for identifying the second
Storage medium, and the authenticating program may

further cause the computer to implement a second
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be executed so as to performthe authentication process if a conbination
of the second identification information and the tally information

recei ved matches a conbination of previously stored second identification
information and tally information (twenty-first constitution of the
invention). Preferably in the twentieth constitution of the invention, the
aut henticating function may be executed so as to performthe

aut hentication process if the first identification information received
mat ches previously stored first identification information (twenty-second

constitutiongehti BechRYSH! E AR  rmEE 86RT AOLY: ¥ nE ek ¥EDLA 6L consti tution of
the invention, the authenticating function nay be executed so as to
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if a combination of the second identification information
and the tally information received matches a combination
of previously stored second identification information
and tally information (twenty-first constitution of the
invention).

Preferably in the twentieth constitution of the
invention, the authenticating function may be executed so
as to perform the authentication process if the first
identification information received matches previously
stored first identificatidn information (twenty-second
constitution of the invention).

Preferably in the twentieth constitution of the
invention, the authenticating function may be executed so
as to perform the authentication process if a combination
of the first identification information and the tally
information received matches a combination of previously
stored first identification information and tally

information (twenty-third constitution of the invention).

Preferably in the twentieth constitution of the

14



searching for second authentication information using the tally

I nformati on received; wherein the authenticating function nmay be executed
so as to performthe authentication process using the first and the second
aut hentication information retrieved by the searching function
(twenty-fourth constitution of the invention). Preferably in the
twenty-fourth constitution of the invention, the authenticating program
may further cause the conputer to inplenent: a tally information
transmtting function of generating tally information and transmtting the

gener at ed t aht¥ntnbal MBhEOAutRehbecat Ehy PROgr@Rdnay SEQFtREr fsaesdon of
storing the generated tally information into a storage unit in association

with the seﬁeneoﬂngﬁeékfi:saiﬂ'nﬁmeﬂn@ﬁ@rﬂa&égféhﬂfiﬁrEﬁﬂcwsn ggar ching _
function may be executed so as to search for the stored tally information

(twenty-fifggafeﬂ§5%tygkOEireﬁhéﬁghéﬂyfegk98ﬁ-%g%ggﬁégPéﬂ h8ihHethe

twenty-fifth constifution of I nvention, t I nf ormati on

transm Ui ng, LUBCI 401 ERYALECRXPAEL B2 PLOAS LOL 00087 LG HeW tal Y

i nformation after the authenticating functron has used the tally
[ or e OnkggebYed LLBTLLIE keLTLIghel DL ERLEVL 00,00k e s eI oot on
tally information received; wherein the authenticating
function may be executed sc as to perform the
authentication process using the first and the second
authentication information retrieved by the searching
function (twenty-fourth constitution of the invention).
Preferably‘in the twenty—fourfh constitution of the
invention, the authenticating program may further cause
the computer to implement: z tally information
transmitting function of generating tally info;mation and
transmitting the generated tally information to the
terminal; and a storing function of storing the generated
tally information into a storage unit in association with
the second identification information; wherein the
searching function may be executed sc as to search for
the stored tally information (twenty-fifth constitution
of the invention).
Preferably in the twenty-fifth constitution of the

invention, the tally information transmitting function

may be executed so as to generate new tally information

15



Preferably in the twentieth constitution of the invention, at |east one of
the first and the second storage nedia nmay be a portable nenory
constituted by either an IC card or a sem conductor nmenory (twenty-
seventh constitution of the invention). Preferably in the twentieth
constitution of the invention, the authenticating programmay further
cause the conputer to inplenent an authentication information storing
function of receiving new first identification information and tally
information fromthe termnal so as to store authentication information

based on therfirstnei dephiflcali ofyi PROEIBEH O 8NEsilec i@l £y i pf or mation
recei ved; wherein the authenticating function my be executed so as to

perforn1theigfepﬁ9££8§t£§§%969&e§fomUé$@9t%P§-ﬁafrfﬁ AUt pent i catd on

information (twenty- eig constitution o e I nvention ccording to a

1t h . . . . . di
wni ch ot or sae R bREh ek ERer B SPE e arr LT BB B EE PUCHEE O ot er
connect ed tﬁha ternigﬂéargich acquires first 16 identification information

froma first Storage {um and tally information froma second storage
redium the 11 vstelgntil) oo an, W ormtian ddenty g, 1 iy =
invention, at least one of the first and the second
storage media may be a portable memory constituted by
either an IC card or a semiconductor memory (twenty-
seventh constitution of the invention).

Preferably in the twentieth constitution of the
invention, the authenticating program may further cause
the computer to implement an authentication information
storing function of receiving new first identification
information and tally information from the terminal so as
to store authentication information based on the first
identification information and the tally information
received; wherein the authenticating function may be
executed so as to perform the authentication process
using the stored authentication information  (twenty-
eighth constitution of the invention).

According to a still further aspect of the
invention, there is provided a storage medium which
stores an authenticating program in a manner readable by

a computer connected to a terminal which acquires first

16



conputer to receive the first identification information and the tally
information fromthe termnal in order to performan authentication
process, the authenticating program causing the conputer to inplenent
functions including: a nediuminformation receiving function of receiving
the first identification information and the tally information fromthe
termnal; and an authenticating function of carrying out the

aut henti cati on process using the first identification information and the
tally information received (twenty- ninth constitution of the invention).

Preferably iRehheriMeRidn NiNEDrROPSENt BELAN: OFithe stOVEHL i RBGikhe second
storage nedium may store second identification information for identifying

the second aﬁ30£§9§¥@ﬁkafaéa@ﬂgntPﬁoﬁua h@@&&ﬁ@té?& §@%@&1§&ﬁy thart her

cause the conputer to I nplenent a second i1dentification Information

receiving fHRgL} QBtiEJ?EQ{Y&HgiﬂfQEBéP?%ﬁeIcH‘éH@if#ﬁ?g SELONE; pst

on
identification in?ornatlon acquired e termna om t he second

st orage ned| erei,n the_authenticating. function be executed so
as to perfo?ﬁ$¥ﬁ§gaﬂ§ﬁ%% fc%ﬁ?o%ug$%§€§égg%%ga§%%§%?ﬂg %%%W% 94 %esecond
identification_ ipforpation ,and

the_tal]y.iinforpation recepved tches a
combi nat | oneoBP BBV FBuERSe 6, B ELERE I EREI T T eatl &R T RFSTHatFoR
and the tally information from the terminal in oxder to
perform an authentication process, the authenticating
program causing the computer to implement functions
including: a medium information receiving function of
receiving the first identification information and the
tally information from the terminal; and an
authenticating function of carrying out the
~authentication process using the first identification
information and the tally information received (twenty-
ninth constitution of the invention).

Preferably in the twenty-ninth constitution of the
invention, the second storage medium may store second
identification information for identifying the second
storage medium, and the authenticating program may
further cause the computer to implement & second
identification information receiving function of
receiving from the terminal the second identification
information acquired by the terminal from the second

storage medium; wherein the authenticating function may

17



and tally information (thirtieth constitution of the invention).
Preferably in the twenty-ninth constitution of the invention, the

aut henticating function may be executed so as to performthe :
aut hentication process if the first identification information received
mat ches previously stored first identification information (thirty-first
constitution of the invention. Preferably in the twenty-ninth constitution
of the invention, the authenticating function nay be executed so as to
performthe authentication process if a conbination of the first

| denti ficatL@nckBEQEERt 5@Na8NEot BErEakhY chaf L PRLALDCLEE6L VSH ABLEhes a
conbi nation of previously stored first identification informtion and

tally iInfotgaLi BBmEEHEEEXﬁSSﬁOEHeC89865&”&&8{3‘1:é?%i&?@iéﬂvfﬁ'%é?ﬂéﬁféon

Preferably In the twenty-ninth constitution o e invention, t
cear chi ng. 1 tigt Fa8 b RT Lo e of Y e YEE RRRRHEE = oRolRATRERD o si ng
me ot ot LEeBELIL SR 90k ALSATRLL T SREheds o0t oh ABcaebeing for
. \ _ g y cei ved;
and, L. authentLegt L, cLunclion TR, be, SkEcutad, PR Reofo.peLfgrm the
invention).
Preferably in the twenty-ninth constitution of the
invention, the authenticating function may be executed so
as to perform the authentication process if the first
identification information received matches previously
stored first identification 1nformation (thirty-first
constitution of the invention.
Preferably in the twenty-ninth constitution of the
invention, the authenticating function may be executed so
as to perform the authentication process if a combination
of the first identification information and the tally
information received matches a combination of previously
stored first identification information and tally
information (thirty-second constitution of the invention).
Preferably in the twenty-ninth constitution of the
invention, the authenticating program may further cause
the computer to implement a searching function of
searching for first authentication information using the

first identification information received and of
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aut hentication information retrieved by the searching function
(thirty-third constitution of the invention). Preferably in the
thirty-third constitution of the invention, the authenticating program nay
further cause the conputer to inplement: a tally information transmtting
function of generating tally information and transmtting the generated
tally information to the termnal; and a storing function of storing the
generated tally information into a storage unit in association with the
second identification information; wherein the searching function nay be

execut ed sos@srtRisgar6h sOtond hgushonedcdaldy imforhation (hhdgtyndourth
constitution of the invention). Preferably in the thirty-fourth

constituti O’E'andyt Defolmyeldh OPecté NP Al dva | thOr SRt WO 1SRGt ting function
may be executed so as to generate newtally information after the

aut henti cat FRQ-{f UHETHD Ba@Scxsedrdhessald Veol PELFIRLI O r ecei ved fromthe
termnal in carrying out the authentication process (thirty-fifth

e S e e o L.
50120 ol OB D D01 50L £ TETUEY. SORBLILAIEP B ELLDERsAY 1 © card o
function (thirty-third constitution of the invention).
Preferably in the thirty-third constitution of the
invention, the authenticating program may further cause
fhe computer te implement: a tally information
transmitting function of generating tally information and
transmitting the generated tally information to the
terminal; and a storing function of storing the generated
tally information into a storage unit in asscciation with
the second identification information; wherein the
searching function may be executed so as to search for
the stored tally information (thirty-fourth constitution
of the invention).
Preferably in the thirty-fourth constitution of the
invention, the tally information transmitting function
may be executed so as to generate new tally information
after the authenticating function has used the tally
information received from the terminal in carrying out

the authentication process (thirty-fifth constitution of

the invention).
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constitution of the invention). Preferably in the twenty-ninth constitution
of the invention, the authenticating programnmay further cause the
conputer to inplenment an authentication information storing function of
receiving new first identification information and tally information from
the termnal so as to store authentication information based on the first
identification information and the tally information received; and the

aut henticating function may be executed so as to. performthe

aut henti cati on process using the stored authentication information

(thirty-seventh constddaBliwnmitHhaWamentdionh Aediuig d o tele further
aspect of the invention, there is provided a termnal for requesting an

aut henti cat i Qp- SE{ YRS 9@ tdalimend oo perform ane AW hedigation process, the
term nal including: edi um i nf or mati on acquiring neans for acquiring first

i dentificat} r ‘@pg? aldy
|nfornat|oné 8In§%0%§§%% s%d?ggﬂ %E%?%%$é?ﬁ@ﬂg¥$ﬁ |d%nt| i cation

i nformation i fyi fips ngg!
infornatione%ggﬁén%%t?%gégﬁ%a%é % gg??%ﬁé%? |ng %ﬂ% gbgﬁlr fIFS?h
identification ,?rmatlgnt nd. taIA . Lornatlon to the authentication
server (th|??95%l§% Ton"o l?% i nvention).

Stl |%n

Preferably in the twenty-ninth constitution of the
invention, the authenticating program may further cause
the computer to implement an authentication information
storing function of receiving new first identification
information and tally information from the terminal so as
to store authentication information based on the first
identification information and the tally information
received; and the authenticating function may be executed
so as to perform the authentication process using the
stored authentication information (thirty-seventh
constitution of the invention).

According to a yet further aspect of the invention,
there is provided a terminal for requesting an
authentication server of claim 2 to perform an
authentication process, the terminal including: medium
information acquiring means for acguiring first
identification information from a first storage medium
and tally information from a second storage medium, the

first identification infeormation identifying the first

20



Accordi ng to another aspect of the invention, there is provided a term nal
for requesting an authentication server of claim3 to perform an

aut henti cati on process, the term nal including: nediuminformtion
acquiring means for acquiring first identification information from a
first storage medi um and second identification information and tally
information froma second storage nedium the first identification
information identifying the first storage nmedium the second
identification information identifying the second storage nmedi um and;

medi um i nf ogsathge heansdl t &hag neansmfi ORFérAREIbAL t Agnshberasguired first
identification information, second identification information, and tally

i nformationpéantheorabthgshi L h@NtBEr ¥8Gui BRI EYr8t N he O8I bitiboN Of the
invention). According to a further aspect of the invention, there is

provi ded a {geBFAAL16AT ahQAHESL L NI B rmALE BENEL CRhL OBy BRENCIcRE16hai M 7 to
performan authentication process, the term nal including: nmedium

i nformationgaequir i(?ﬂigﬁgnéi§ﬁ£haegggﬁegtigﬁtsgfl%;h{e depvLhieah) on

information froma first stofage nedium an nformation froma

Focons Storage TeAMNAN 4 et SIS B AN TR ool
is provided a terminal for requesting an authentication
server of claim 3 to perform an authentication process,
the terminal including: medium information acquiring
means for acquiring first identification information from
a first storage medium and second identification
information and tally information from a second storage
medium, the first identification information identifying
the first storage medium, the second identification
information identifying the second storage medium, and;
medium information transmitting means for transmitting
the acquired first identification information, second
identification information, and tally information to the
authentication server (thirty-ninth constitution of the
invention).

According to a further aspect of the invention,
there is provided a terminal for requesting an
authentication server of claim 7 to perform an
authentication process, the terminal including: medium

information acquiring means for acquiring first
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transmtting the acquired first identification information and tally
information to the authentication server; tally information receiving
means for receiving tally information fromthe authentication server; and
repl acing neans for replacing the tally information stored in the second
storage nediumwi th the tally information received by the tally
information receiving neans (fortieth constitution of the invention.
According to an even further aspect of the invention, there is provided an
aut henti cati on requesting nethod for requesting an authentication server

of claim2 jaenperieafion antbenhtcahi PRoRrHCESBst t fifo Aakidendd Daki on
requesting nmethod being for use with a conputer including nedium

i nformationa@gaph 1L POi AEGRRa NG NBALMM | DE5HAL §08radd aRsdL &b Neheeans, the
aut henti cation requesting nethod including the stepS of: causing the

medi um i nf opyrRLY 0Ny &Eﬂf‘iééﬂﬂoﬂﬁfﬂfolﬁa@f%i {lgﬁ%ﬁf%@%&fff ¢on

information froma ftirst storage nmedi um a rmation froma

mat i Tirst storage medrtmand tally ation Ffom a
The Tirat <reraon s i an OEPRE P2 Sl BRPLITI dfeais e v N0
t itti to t 1.t th Lred fi .Ldentificati

 nf or mat  onCERACEAF FyP nf OF nEEPBH-EO. EAE Ut PENET EAETOICE ser ver

(forty-first congliiyl! QNaol10¢ 10¥8MELE0 s to the authentication

server; tally information receiving means for receiving
tally information from the authentication server; and
replacing means for replacing the tally information
stored in the second storage medium with the tally
information received by the tally information receiving
means (fortileth constitution of the invention.

According to an even further aspect of the
invention, there is provided an authentication reguesting
method for reguesting an authentication server of claim 2
to perform an authentication process, the authentication
requesting method being for use with a computef including
medium information acguiring means and medium information
transmitting means, the authentication requesting method
including the steps of: causing the medium information
acquiring means to acquire first identification
information from a first storage medium and tally
information from a second storage medium, the first

identification information identifying the first storage
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According to a still further aspect of the invention, there is provided an
aut hentication requesting nethod for requesting an authentication server
of claim3 to perform an authentication process, the authentication
requesti ng nmethod being for use with a conputer including nedium
information acquiring neans and nediuminformation transmtting neans, the
aut hentication requesting nethod including the steps of: causing the
medium information acquiring nmeans to acquire first identification
information froma first storage nmedium and second identification

i nfor mat i onpaddum Al Ayai B4es 1RE | e fiedl @n SeESNEhS16F agean@ti tfindg he first
identification information identifying the first storage nedium the

second i denpiihgatd OPranER! FBEhONabgeNtdd ViNEst Neaseeont-a 8 gk age medi um
and causing the mediuminformation "transmtting nmeans to transmt the

acquired fif{storheibnfAc@LL M { N OF FBhd Oflon SES Ok | deridd 4 LAl O

information and tally information to the authentication server

(forty- SecoﬁngQPS&fSPH/QJg%P%%tg&lé@i’@ﬁ%i&?)%f AE}?@P:%F'&E&& yet further

aspect of the 1 nvention, efe 1s provided an authentication requesting

met hod for requesi] hentj.cat,i rver, of ¢l ai to perform an
aut henti cation prg%:cecs%;,aajtqwzuctéjut%esrﬁ%‘?lclaﬁ?lérﬁc%reé:qliaes telcrclcg%fnrr;ct Yod bei ng for use

with a ConpfﬁgénéfgkydéﬁgrgEgéug}ovided an authentication requesting

method for requesting an authentication server of claim 3
to perforﬁ an authentication process, the authentication
requesting method being for use with a computer including
medium information acquiring means and medium information
transmitting means, the authentication requesting method
including the steps of: causing fhe medium information
acquiring means to acquire first identification
information from a first storage medium and second
identification information and tally information from a
second storage medium, the first identification
information identifying the first storage medium, the
second identification information identifying the second
storage medium; and causing the medium information
transmitting-means to transmit the acquired first
identification information, second identification
information and tally information to the authentication
server (forty-second constitution of the invention).

According to a yet further aspect of the invention,

23



information acquiring nmeans, nediuminformation transmtting neans, tally
information receiving neans, and replacing neans, the authentication
requesting nethod including the steps of: causing the nediuminformtion
acquiring neans to acquire first identification information froma first
storage nediumand tally information froma second storage nedium the
first identification information identifying the first storage nedium
causing the nediuminformation transmtting means to transmt the acquired
first identification information and tally information to the

aut hent i cat tbarsetgeproveasasi ag abehéntiyat hbor radhest 1 8§ eyt Rgd NB&AS t o
receive tally information fromthe authentication server; and causing the

repl aci ng neegeet0ingphacguthent abhyiohNiervati 6 éwmd7iflot;|b@r§@§@nd
storage nediumwith the tally information received by the tally

i nfor mati onanr egeh¥hbgcheans HEOcLyYs! hind sensbht UtloNoQf rifgest iygntion).
According to another aspect of the invention, there is provided an

authent i cal hoBnb@IUEShYNGoP! BGE AT £R 2 2dofBELRT; Ac FOIDH Sheddufieduest an

aut hentication server of claim2 to performan aut ation process, the

aut hent | cat § RRoERGUESH! 00! PBAAMMEANS! Ned\G CONPYLRL 18y 1 P! ement
uding: a ne

functions inc rum i nformatfon

transmitting means, tally information receiving means,
and replacing means, the authentication requesting method
including the steps of: causing the medium information
acquiring means to acquire first identification
information from a first storage medium and tally
information from a second storage medium, the first
identification information identifying the first storage
medium; causing the medium information transmitting means
to transmit the acquired first identification information
and tally information to the authentication server;
causing the tally information receiving means to receive
tally information from the authentication server; and
causing the replacing means to replace the tally
information stored in the second storage medium with the
tally information received by the tally information
receiving means (forty-third constitution of the
invention).

According to another aspect of the invention, there

is provided an authentication requesting program for
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acquiring function of acquiring first identification information froma
first storage nediumand tally information froma second storage nedi um
the first identification information identifying the first storage

medi umy and a nediuminformation transmtting function of transmtting the
acquired first identification information and tally information to the

aut hentication server (forty-fourth constitution of the invention).
According to a further aspect of the invention, there is provided an

aut henti cati on requesting program for causing a conputer to request an

aut henti cat £8iisi8@r ¥etomputedi bb 3r&quost f of Mabhawt heat i 6at ONvHF 0EESS,
the authentication requesting programcausing the conputer to inplenent

functions iaehudi N0toap8BLbHM ah NhRERBLE OB BCaNI pFH8fyNCthon of acquiring
first identification information froma first storage nmedium and second

identificathopniRt oLgRIbQN 88058 hY pioiPEABEL00i A5 0MA SRR ST PFage

medium the first identification infornation identifying the tirst storage

medium -t he;aeeeRdnt deghili GALT oRci BhORYRLL Ol SR 14 YL PG ol e second

storage nediu nd a nmediuminformation transmtting function of

e CLOBhORABAUERS: bk ASSOLIBGORLPG HELIRLI OOy a000Te
information from a first storage medium and tally
information from a second storage medium, the first
identification information identifying the first storage
medium; and a medium information transmitting function of
transmitting the acguired first identification
information and tally information to the authentication
server {forty-fourth constitution of the invention).

According to a further aspect of the inventioﬁ,

there is provided an authentication requesting program
for causing a computer to request an authentication
server of claim 3 to perform an authenticatioﬁ process,
the authentication requesting program causing the
computer to implement functions including: a medium
information acquiring function of acgquiring first
identification information from a first storage medium
and second identification information and tally
information from a second storage medium, the first
identification information identifying the first storage

medium, the second identification information identifying
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server (forty-fifth constitution of the invention). According to an even
further aspect of the invention, there is provided an authentication

requesting programfor causing a conmputer to request an
server of claim7 to performan authentication process,
requesting program causing the conputer to inplenent fu
a nmediuminformation acquiring function of acquiring fi
information froma first storage nediumand tally infor

aut henti cati on
t he aut henti cation
nctions including:
rst identification
mati on froma

second storage medium the first identification information identifying
the first stheagecordi sobrageedédium} N Mathedi tuhansibihangohuncti on of

transmtting the acquired first identification infornat

infOfUHtiOntEgnbﬁ@t@ﬂhﬁeﬁﬁhéﬁibﬂnoﬁefﬁ&ﬁém@tﬁ@ﬁ%Ythéné@ﬁ
function of receiving tally information fromthe authen

ion and tally

aetE@nsigs€i vi ng
tication server;

and a repl agbnRgiFURSLEOA PhrbeREBELAY tbechal LychpipipRtigon stored in the

second storage nediumw th the tally information receiv

i nformati OniEESEJnX}:F?ZQnﬁgE‘Q?il f@ﬁféﬁ;ﬁ%ﬁwncee@%h&ugﬁgﬁ

According to a sti urt her aspect o e I nvention,

storage medLym,wii ¢Ro 5LOEREANBHLPERLEEBN! 8P £RAUERLLA

manner

According to an even further aspect of

ed by the tally
eRfiLhEs bfvention).

ere 1's provided a

gigﬁpgran1in a

the

invention, there is provided an authentication requesting

program for causing a computer to request an

authentication server of claim 7 to perform an

authentication process, the authentication re
program causing the computer to implement fun
including: a medium information acquiring fun
acquiring first identification information fr
storage medium and tally information from a s

storage medium, the first identification info

questing
ctions
ction of
om a first
econd

rmation

identifying the first storage medium; a medium

information transmitting function of transmitting the

acquired first identification information and
information to the authentication server; a t

information receiving function of receiving t

tally
ally

ally

information from the authentication server; and a

replacing function of replacing the tally inf
stored in the second storage medium with the

information received by the tally information
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readabl e by a conputer for requesting an authentication server of claim?2
to performan authentication process, the authentication requesting
program causing the conputer to inplenment functions including: a medium
information acquiring function of acquiring first identification
information froma first storage medium and tally information froma
second storage nedium the first identification information identifying
the first storage nedium and a nmediuminformation transmtting function
of transmtting the acquired first identification information and tally

i nformati onmégns hefoatyhenkikatbst seheon (bOrthe SEveathieonsti tution of
the invention). According to a yet further aspect of the invention, there

is provided a storp@egﬁafaaiq{qlmm Gt sStiorms-ak - alhent igatdn requesting

programin a manner readab

e by a conputer for requesting an

authenticatiQP-S€LYR! Pherf! 85 My3otPa0ET § OLM AN QULDENEA G { O Process, the

aut henti cation requesting program causing the conputer to

functions ipeLpding, IQ?ET?QME&&E'IL%g?%cglt??%ﬁf?ggﬁ?@éé#&g L‘r'”%

acquiring frrst rdentificatron Irst s

I npl enment

th Q0 OF

orage nedi um and

second i dentifigaligp informmiiencand Lally, | nfoLmLien.fiom; ofecond

st or age medr am 1 on

server of claim 2 to perform an authentication process,

the authentication requesting program causing the

computer to implement functions including: a medium

information acquiring function of acquiring first

identification information from a first storage medium

and tally information from a second storage medium, the

first identification information identifying the first

storage medium; and a medium information transmitting

function of transmitting the acquired first

identification information and tally information to the

authentication server (forty-seventh constitution of the

invention).

According to a yet further aspect of the invention,

there 1is provided a storage medium which stores an

authentication requesting program in a manner readable by

a computer for requesting an authentication server of

claim 3 to perform an authentication process, the

authentication requesting program causing the computer to

implement functions including: a medium information
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information identifying the first storage nedium the second
identification information identifying the second storage nediunm and a
mediuminformation transmtting function of transmtting the acquired

i nformati on and
tally information to the authentication server (forty-eighth constitution

first identification informati on, second identification

of the invention). According to another aspect of the invention,

t here

provi ded a storage nmedi um whi ch stores an authentication requesting

programin a manner readable by a computer for requestin

g an

aut hent i cat koguseiugr foficttbni of 7atqupeihgr iiast aitlbeni f tast bon pr ocess,
i npl enment
functions ihoEodinagion fredinua Ehbstmatopage aegditmngnéusetdna of acquiring
first identification information froma first storage nmediumand tally
i nformati onifientidisechod shocagetiedi ant thel{i istormdenbhl feahi on
information identifying the first storage nedium a nmediuminformtion

transmttingetunat s08rafe héansmtthaorihet acquhtedifhesbni dentification 28

aut henti cation requesting program causing the conputer to

information and tally information to the authentication

server,;

atally

i nf ormat i onlﬁes@matmgnfyasﬁtgfygﬁ tgeekying £ably é%@&f&h' oppdrom the
Ta {

aut hentication server; arep C|ng function o

replaci ng t

e tally

second identification information identifying the second

storage medium; and a medium information transmitting

function of transmitting the acquired first

identification information, second identification

information and tally information to the authentication

server {(forty-eighth constitution of the invention).

According to another aspect of the invention, there

is provided a storage medium which stores an

authentication requesting program in a manner readable by
a computer for requesting an authentication server of
claim 7 to perform an authentication process, the
authentication requesting program causing the computer to
imélement functions including: a medium informatiocn
acquiring function of acquiring first identification
information from a first storage medium and tally
information from a second storage medium, the first
identification information identifying the first storage
medium; a medium information transmitting function of

transmitting the acquired first identification

28

is
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information stored in the second storage nediumw th the tally information
received by the tally information receiving neans (forty-ninth
constitution of the invention). The present invention thus provides an
aut henti cati on systemoffering high degrees of security and convenience
using electronic tallies, as well as an authentication systemthat
utilizes a plurality of storage nedia per user for secure authentication.
Brief Description of Drawings Fig. 1 is a conceptual view outlining an
automatic 1og-in systemenbodying the invention; Fig. 2 is an explanatory
vi ew schemainfarhytsboweng tsbdigalihédrhatiynt echbhquentkegtiGatbsom
schematic view depicting a typical network configuration of the automatic
| og-in systesrvesbodytaylyhenfovaation; r&tgivingsransehenvadfc view
illustrating a typical logical structure of an IC card; 29 Fig. 5is a

bl ock di agragtschengt teallyihndrhatiogd faomUpeéi Rthestibstuse of an
automatic log-in unit; Fig. 6 is a flowhart of steps for an automatic
log-in fromsarterm pak: aFkgp14ci agarBheekodi 88 aBpssReEARL LRl ty1 Betching a

information stored in the second storage medium with the

tally information received by the tally information

receiving means (forty-ninth constitution of the

invention).

The present invention thus provides an
authentication system offering high degrees of security
and convenience using electronic tallies, as well as an

authentication system that utilizes a plurality of

storage media per user for secure authentication.

Brief Description of Drawings

Fig. 1 is a conceptual view outlining an automatic
log-in system embodying the invention;

Fig. 2 is an explanatory view schematically showing
so-called tally technique;

Fig. 3 is a schematic view depicting a typical
network configuration of the automatic log-in system
embodying the invention;

Fig. 4 is a schematic view illustrating a typical

logical structure of an IC card;
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functional structure of a registration unit; Fig. 8 is a flowhart of steps
constituting a new registration process perforned by the automatic log-in
system Fig. 9 is a schematic view presenting a typical hardware structure
of a server; Fig. 10 is a schematic view outlining a typical hardware
structure of the termnal; Fig. 11 is a schematic view show ng typi cal
screen transitions on the termnal as it connects to a service site; Fig.
12 is a schematic view of a typical top page; Fig. 13 is a schematic view
of a typical card log- in screen; Fig. 14 is a schematic view of a typica
ID association nogidi csiti®n SSIEEN; dFd@rand 5 disenta SLOEIBY | iy @ iafg a
typical ID association conplete screen; Fig. 16 is a schematic view of a

typi cal porhabl:8c89oABIDEY reéBttirBIoECERCHuLEMIE1id 71b§-BnSERERRtIi C view of a
typi cal portable nenory setting conplete screen; Fig. 18 is a flowhart of

stepsfconstituti norag. €8sty opi Gudid by Sensratd e Pracess dywal ving the
use O
log-in from a terminal;

Fig. 7 is a block diagram schematically sketching a
functional structure of a registration unit;

Fig. 8 is a flowchart of steps constituting a new
registration process performed by’the automatic log-in
system;

Fig. 9 is a schematic view presenting a typical
hardware structure of a server;

Fig. 10 is a schematic view outlining a typical
hardware structure of the terminal;

Fig. 11 is a schematic view showing typical screen
transitions on the terminal as it connects to a service
site;

| Fig. 12 is a schematic view of a typical top page:

Fig. 13 is a schematic view of a typical card log-
in screen;

Fig. 14 is a schematic view of a typical ID
association notification screen;

Fig. 15 is a schematic view of a typical ID

association complete screen;

Fig. 16 is a schematic view of a typical portable
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portabl e nmenory-specific information; Fig. 19 is a flowhart of steps
constituting a log- in process involving the manual input of a password;
Fig. 20 is a conceptual view outlining an automatic |og-in system
practiced as a second enbodi ment of this invention; Fig. 21 is a schematic
view depicting a typical network configuration of the automatic |og-in
systemas the second enbodinent; Fig. 22A is a bl ock diagram schematically
indicating a logical structure of an automatic log-in unit of the second
enbodi nent, and Fig. 22Bis a schematic viewillustrating | ogical

rel ations bmemeen skhesagi sepsent user authentication information which are
stored in an authentication informati on database; Fig. 23 is a flowhart of

steps for logging Figl oA iSes ViGeemwdt®s FHdw o d Sypbifdonwghprtardfe steps in
which a user registers with a service site; 31 Figs. 25A, 25B and 25C are

schemati c vﬁgm@rydggtggh?gcbﬁﬁqgtging@eﬂ§er typically uses I C cards and
portable nmenories for authentication; and Figs. 26A and 26B are schematic

view illustrating phow o plyral # i a Ms&Ss dodiLaldsiistdinfads and

electronic tally generating process involving the use of
portable memory-specific information;

Fig. 19 is a flowchart of steps constituting a log-
in process involving the manual input of a password;

Fig. 20 is a conceptual view outlining an automatic
log-in system practiced as a second embodiment of this
invention;

Fig. 21 is a schematic view depicting a typical
network configuration of the automatic log-in system as
the second embodiment;

Fig. 22A is a block diagram schematically
indicating a ldgical structure of an automatic log-in
unit of the second embodiment, and Fig. 22B is a
schematic view illustrating logical relations between
those items of user authentication information which are
stored in an authentication information database;

Fig. 23 is a flowchart of steps for logging in to a
service site;

Fig. 24 is a flowchart of steps in which a user

registers with a service site;
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portable nenories for authentication. Best Mde for Carrying Qut the

I nvention Preferred enbodi nents of this invention will now be described in
detail with reference to the acconpanying draw ngs. (1) Qutline of an
enbodi nent Thi s enbodi ment invol ves dividing original data including

aut hentication informati on such as a password used for authentication into
two electronic tallies, i.e., a user tally and a server tally. The user
tally is nmanaged by a user and the server tally by a server. Upon | og-in,
the user transmits the user tally to the server along with card-specific

information (to berigLaddaomsm drfd wd dre neeanitae Wiasfy on) associ ated
with the server tally. The server searches through storage for the server

tally, ';e-deéﬁéﬂiﬁgpﬁéﬁ f sthe18S@Eet at {yicaBlPouide 1Caksrepeshdic
i nformation. en the server tally is 32 retrieved, the server

reconstitutgs, the1orhghoslodats: UstRenbotleibe; sehyer tally and the user
tally. The "“server then authenticates the user by use of the reconstituted

original data. Each é).“\‘,’\ﬁé}iié}{@'zeeé ectd %Hrfeg&aaéi'a/_éiye% cal s thad 3y
identification area 1n ich was witten informati on for
how a plurality of users typically use IC cards and

portable memories for authentication.

Best Mode for Carrying Out the Invention

Preferred embodiments of this invention will now be
described in detail with reference to the accompanying
drawings.

(1) Outline of an embodiment

This embodiment involves dividing original data
including authentication information such as a password
used for authentication into two electronic tallies, i.e.,
a user tally and a server tally. The user tally is
managed by a user and the server tally by a server.

Upon log-in, the user transmits the user tally to
the server along with card-specific information (to be
read from an IC card in noncontact fashion) associated
with the server tally.

The server searches through storage for the server
tally, i.e., counterpart of the user tally, using the

card-specific information. When the server tally is
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i dentifying the counterpart of the tally in question. That neans a single
electronic tally was sufficient for identifying the counterpart tally.
Wth this enbodiment, by contrast, the user tally is separated from
information for specifying the server tally as the counterpart of the
user tally. The two tallies need to be sent separately to the server. It
follows that even if the user tally leaks to a third party, the third
party will not be authenticated using the user tally alone. Fig. 1is a
conceptual view outlining an automatic 1o0g-in system enbodying the

I nvention. Xeuskevéd) | yhé Ssestor etecon st poitadl ehaesdtyiddl @at£xt er nal
storage nediumthat is manual ly transportable. Card-specific information

is stored insinfiopeOnNt Bicé syPeet C£BIY 404 W husdi stenbpdi mept, a server 5
associ ates the card-specific information with the server tally. Wen

logging in sepmA tRem athént Qe SETVhEOLSEE &y Bgtabbished in the server
5, the user sets the portable 33 nenory 11 and ¥C:card 10 to the term nal

3. The terndabn3tierdsqacardyspeci ficainformation from the 1C card 10 and
the user tally 111 fromthe portable nenory 11. The information and the

kv S BN S A Sy A P i e 2
identification area in which was written information for
identifying the counterpart of the tally in gquestion.

That means a single electronic tally was sufficient for
identifying the counterpart tally. With this embodiment,
by contrast, the user tally is separated from information
for specifying the server tally as the counterpart of the
user tally. The two tallies need to be sent separately to
the server. It follows that even if the user tally leaks
to a third party, the third party will not be
authenticated using the user tally alone.

Fig. 1 is a conceptual view outlining an automatic
log-in system embodying the invention. A user tally is
stored in a portable memory 11, an external storage
medium that is manually transportable. Card-specific
information is stored in a noncentact type IC card 10.

With this embodiment, a server 5 associates the
card-specific information with the server tally. When

logging in from a terminal 3 to a service site

established in the server 5, the user sets the portable
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server tally that is associated with the card-specific information
received. A reconstitution unit 33 reconstitutes the original data using
the retrieved server tally 115 and the user tally 111 received fromthe
terminal 3. An authentication unit 35 authenticates the user by use of a
password included in the original data and a wuser ID 119 associated with
the password in carrying out a log-in process. As described, this

enbodi ment i nvolves dividing card-specific infornmation fromthe noncontact
type 1C card 10 and a password into electronic tallies (user tally 111
and server mhahdyyl1lb)amti Th asednk@ntogtlesstewhenal aken singly. The server
tally 115 is stored into the server 5 and the user tally 111 into the
portable nmenory The aeomuitall \3 tranipadad! e @rdaln sie-ageon mdnm At
the time of authentication, the server matches 34 the server tally 115 and

the user tathy 1dlcihaoughahdiethaisesof the1gart: spechliigeipbpramison from
the IC card 10 so as to reconstitute the password. (2) Details of the

enbodi nent J&msrenbodi M Hddhvss Bl eeld ANS Jld s 1 pensiated py use of
the so-called tally technique for
are transmitted to the server 5 over the Internet 2.

In the server 5, a search unit 32 searches for the
server tally that is associated with the card-specific
information received.

A reconstitution unit 33 reconstitutes the original
data using the retrieved server tally 115 and the user
tally 111 received from the terminal 3.

An authentication unit 35 authenticates the user by
use of a password included in the original data and a
user ID 119 associated with the password in carrying out
a log-in process,

As described, this embodiment involves dividing
card-specific information from the noncontact type IC
card 10 and a password into electronic tallies (user
tally 111 and server tally 115) which are meaningless
when taken singly. The server tally 115 is stored into
the server 5 and the user tally 111 into the portable
memory 11, a manually transportable external storage

medium.

At the time of authentication, the server matches
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aut henticating users. The tally technique involves dividing by suitable

|l ogic a set of original data to be protected into a plurality of
electronic tallies (tally information) which are neani ngl ess when taken
singly. That is, any one of the divided tallies is not sufficient for
reconstituting the original data. The tally technique is explained
conceptually below with reference to Fig. 2. Oiginal data 130 to be
protected are divided by suitable logic into a plurality of electronic
tallies. In this exanple, the original data are divided into two parts, a
tally A andthet abkyeB. tdheyt albi esdAthaduBear eabkaninyl eEsowhenthaken
singly. Reconstituting the original data requires anyone 1in possession of

one tally taosgebfhehd ekrtihepeoufier pafbrmb8libY. fFBAr €heSINOCHRY 10 which
the original data or the counterpart tally can be surm sed from any one of

the 35 tallkesasEyenrebohbeitweet 8hki gssbwapd. B were obtai ned
unscrupul ously, sinply putting themtogether will not reconstitute the

original datazy TherQi18i pal tHat &gk &imacaui red by-performng a
reconstituting process that reverses the dividing process executed earlier

by use of predetefyd Hedd Q¥ fent utilizes electronic tallies

generated by use of the so-called tally technique for
authenticating users.

The tally technique involves“dividing by suitable
logic a set of original data to be protected into a
plurality of electronic tallies (tally information) which
are meaningless when taken singly. That is, any one of
the divided tallies is not sufficient for reconstituting
the original data.

The tally technique is explained conceptually below
with reference to Fig.'2.

Original data 130 to be protected are divided by
suitable logic into a plurality of electronic tallies. 1In
this example, the original data are divided into two
parts, a tally A and a tally B.

| The tallies A and B are meaningless when taken
singly. Reconstituting the original data requires anyone
in possession of one tally to get hold of the counterpart
tally. There is no way in which the original data or the

counterpart tally can be surmised from any one of the
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As shown in Fig. 2, the original data 130a are obtained by conbining the
tallies A and B and subjecting the conbination to the reconstituting
process. The original data 130 and the reconstituted data 130a are
identical. As described, to reconstitute the original data requires
collecting all divided electronic tallies and subjecting themto the
reconstituting process. A high degree of security is maintai ned when the
generated electronic tallies are kept separately. Alternatively, part of
the electronic tallies nmay be collected so as to reconstitute part of the
original daealids.origimalf date,tvwditsa einbeodi Arentd atloptre kdite imedasswor d
for authenticating a user and card-specific information held in a
noncont act ubscanguiloushe, usémpsy posstsgi DnemAtbdhetigbrivils possible to
build an automatic |og-in system 1l by adopting only the password as
original 36rdabasandudevtHengrifihalodaskli eme tdyisgierodid®ntargi vi des
both the card-specific information and the password into tallies because

this turns guful@edfBgi pbkabemaHghentbeshoNWRiKyg Fr8cesdsithar schematic

view depicting a typica networ k configuration o? he automatic | og-in

system 1 reverses the dividing process executed earlier by use of
predetermined logic. |

As shown in Fig. 2, the original data 130a are
obtained by combining the tallies A and B and subjecting
the combination to the reconstituting process. The
original data 130 and the reconstituted data 130a are
identical.

As described, to reconstitute the original data
reguires collecting all divided electronic tallies and
subjecting them to the reconstituting process.

A high degree of security is maintained when the
generated electronic tallies are kept separately.

Alternatively, part of the electronic tallies may
be collected so as to reconstitute part of the original
data.

As original data, this embodiment adopts both a
password for authenticating a user and card-specific
information held in a noncontact ID card in the user’ s

possession. Although it is possible to build an automatic

log-in system 1 by adopting only the password as original

36



enbodyi ng the invention. The automatic |log-in system 1l conprises the server
5 in which a service site is established, the termnal 3 that utilizes the
service site, and the Internet 2 for connecting the terminal 3 with the
server 5 in networked fashion. The terminal 3 is illustratively nmade up of
a personal conputer that has a browser. The user at the termnal 3 may
utilize the service site 17 established in the server 5 through the
Internet 2. Although Fig. 3 shows only one termnal 3 for purpose of
sinplification and illustration, a plurality of termnals 3 may be
configured flatacendedivodihg ftheinservelldey| athbhe émbednwén. The term nal
3 has a reader/witer 7 as a peripheral device. The reader/witer 7 wites

or reads daiaitiesobothothéheat&-speditdci inPorteniastahastheon. The IC card
10 (first portable storage nmedium 37 first storage nmediun) is a portable

storage nedpaskiball i6est BaN3ias BEELRSA tRisgeneratbng ebectrical power
and transmtting and receiving signals, as well as a sem conductor chip

that has a stefageatBi hutRénstiestnsn #atr.and programs and an arithmetic
unit for carrying out arithmetic operations. Wien the IC card 10 is held

cl ose Fig. 3 is a schematic view depicting a typical

network configuration of the automatic log-in system 1
embodying the invention.

The automatic log-in system 1 comprises the servef
5 in which a service site is established, the terminal 3
that utilizes the service site, and the Internet 2 for
connecting the terminal 3 with the server 5 in networked
fashion.

The terminal 3 is illustratively made up of a
personal computer that has a browser. The user at the
terminal 3 may utilize the service site 17 established in
the server 5 through the Internet 2.

Although Fig. 3 shows only one terminal 3 for
purpose of simplification and illustration, a plurality
of terminals 3 may be configured for connection to the
server 5 via the Internet 2.

The terminal 3 has a reader/writer 7 as a
peripheral device. The reader/writer 7 writes or reads
data to or from the IC card 10 in noncontact fashion.

The IC card 10 (first portable storage medium,
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to the reader/witer 7, radio waves emanating fromthe reader/witer 7
cause the IC card 10 to generate power that drives the sem conductor chip
inside. Wth the sem conductor chip thus activated, data are exchanged by
radi o between the reader/witer 7 and the IC card 10. This allows a CPU
(central processing unit) of the termnal 3 to wite or read the data to
or fromthe sem conductor chip in the I1C card 10. This enbodi nent utilizes
a noncontact type IC card 10. Alternatively, the IC card 10 for use with
the enbodinment may be a contact type I1C card or a contact type nagnetic
card. The cbiatattstypegéCGredidni téh &tsocombhet sporads, meshen tlatise, s
brought into contact with electrodes of the reader/witer. The contact

thus establ cshedink| amsantahnat fobegatiétd€in@rel€@tri®a Drpdwem amd | C chip
in the contact type IC card. The contact type nagnetic card with its

nmagneti c 38cbandmi 6t DhoUERE TotOieONGasigMbl ), aa§B@uEt i £s head of the
reader/witer for data read and/or wite operations. Were the noncontact

IC card is agdaptslaastbhechts €rid 10 81 oPbyabol dhng the sasdioyer the
reader/witer 7 allows data to be witten or read. The absence of a card
inserting ngePanhsy SPOLFARYI €541 On tHE: USREL1S &2 Alr USerrying out
| arithmetic operations. When the IC card 10 is held close
to the reader/writer 7, radioc waves emanating from the
reader/writer 7 cause the IC card 10 to generate power
that drives the semiconductor chip inside.
With the semiconductor chip thus activated, data
are exchanged by radio between the reader/writer 7 and
the IC card 10. This allows a CPU (central processing
unit) of the terminal 3 to write or read the data to or
from the semiconductor chip in the IC card 10.
This embodiment utilizes a noncentact type IC card
10. Alternatively, the IC card 10 for use with the
embodiment may be a contact type IC card or a contact
type magnetic card.
The contact type IC card with its contact points,
when in use, 1s brought into contact with electrodes of
the reader/writer. The contact thus established allows
data to be written or read to or from an IC chip in the

contact type IC card.

The contact type magnetic card with its magnetic
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Since there is no need for card-handling nmechanisns or contact sections,
the cost involved is reduced. The absence of contacts mnimzes troubles
conventionally .attributed to a worn or faulty contact. Furthernore, a
noncontact or contact type IC card used as a storage nedi um proves
conveni‘ent because it can be carried easily in the user' s wallet or
pocket. Another advantage is that unlike magnetic cards, the noncontact

or contact type IC card has no magnetic parts susceptible to nagnetic data
corruption. Fig. 4 schematically illustrates a typical |ogical structure
of the | C chaddlfs Brdhohghinod showact thetlseai caqekerct orhedd pof ntlide |1 C
card 10 has its internal structure divided logically into areas for use by

a pluralityrebdappkirtatiofopragtanBeadVihd ) b swenrbodbp@rdtidhe. | C card 10
has a | ogical area that accommodates el ectronic noney. As such, the IC

card 10 may be usefhdse athd nNsdridbrRict arc pawEnts iddcrt Rl e o cgmoney.
El ectronic noney is inplenmented by having the 1C card 10 charged by an

appropriat ecghar ger wihplyexshangeabhe ¥alyesvelPORe SELAAERERE: PLr an
account, a value corresponding to the necessary paynent is deducted from
the 1C card;19ows data to be written or read. The absence of a card
inserting mechanism contributes to the user’' s ease of use.
Since there is no need for card-handling mechanisms or
contact sections, the cost involved is reduced. The
absence of contacts minimizes troubles conventionally
-attributed to a worn or faulty contact.
Furthermore, a noncontact or contact type IC card
used as a storage medium proves convenient because it can
- be carried easily in the user’ s wallet or pocket. Another
advantage is that unlike magnetic cards, the noncontact
or contact type IC card has no magnetic parts susceptible
to magnetic data corruption.
Fig. 4 schematically illustrates a typical logical
structure of the IC card 10.
Although not shown, the semiconductor chip in the
IC card 10 has its internal structure divided logically
into areas for use by a plurality of application programs.
With this embodiment, the IC card 10 has a logical

area that accommodates electronic money. As such, the IC

card 10 may be used as an instrument for payment in
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The I C card 10 used as an el ectronic noney device thus operates under a
prepaid settlenment schene. The IC card 10 was shown equi pped with the

el ectroni c noney function not as necessary neans for the automatic |log-in
feature but nmerely as an exanple of the capability to let the inventive
automatic log-in system be used in conjunction with an application
program The functionality of the ICcard 10 is not limted to automatic
|l og-in. The IC card 10 may be arranged to nake its el ectronic noney
function available or permt access to information stored in a portable
st orage nedebectiohliowhnagean aut hentication process based on the

aut hentication information acquired as descri bed above. In the IC card 10,

a card I D (unique g1dct2ooriic rdredid Nl deGddiy Herimmnngle (Fd 9. 4).
The card ID 25 is not indicated on the surface of the IC card 10 (so as

not to be dghegted ¥hauablydy hh ASpRoSBEaEE PRSEYEFUyifhat cannot be known
easily to any who handl eés the card. 40 The termnal 3 can read the card ID

25 using t NgxcheadetbYel L8iuds. Tipdi® SAnd s ot ol dedbidihy ap area 26a

that acconmopdates electronic noney. In addition, the IC car 10 stores

ielngg: ; ggit Lblrzr%%-%“g%?g:éggéﬁ&&ﬁ&”%S PROCYLDs s DEGESS BNt O s T 8E&LYL DY
from the IC card 10.

The IC card 10 used as an electronic money device
thus operates under a prepaid settlement scheme.

The IC card 10 was shown eguipped with the
electronic money function not as necessary means for the
automatic log-in feature but merely as an example of the
capability to let the inventive automatic log-in system
be used in conjunction with an application program.

The functionality of the IC card 10 is not limited
to automatic log-in. The IC card 10 may be arranged to
make its electronic money function available or permit
access to information stored in a portable storage medium
following an authentication process based on the
authentication information acquired as described above.

In the IC card 10, a card ID (unique ID)} 25 is
stored in an incorruptible manner (Fig. 4). The card ID
2% is not indicated on the surface of the IC card 10 (so

as not to be detected visually):; it is a secret password

that cannot be known easily to any who handles the caxd.
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The electronic noney IDis printed on the surface of the IC card 10. By
resorting to the printed electronic noney ID, the user can query an

el ectroni c noney operator or performother rel evant operations. In the
description that follows, card-specific information, i.e., information
unique to the I1C card 10, wll be constituted by a conbination of the card
ID 25 and electronic noney I D 26. The server 5 associates each server
tally (first tally information) with the correspondi ng conbi nation of the
card ID 25 and electronic noney ID 26. In this manner, the card-specific

informationThe téihiZed ascilentddi€asiOardnformmtyiomdgofhei dentifying the
server tally. Although this enbodi nent uses card-specific infornmation as
the identifigagbpmsiniormation, this does not mean the identification
information is limted to the card-specific information. Any other

i nformation may ber}}éésﬁd ddrd t1d S SYHARRI Qe PSS Al Wi B dhe rsgr ver

tally. 41 For exanple, user i1dentification information such as a password,

Fn o oaEAmpaces LR aSEORL ORI 3 SR Sl TR detored I
al though. this erBodiTERtoULLLLZ6Ry ¢ Roun Q! DPLLEPoRL . thEnEF fp! D 25 and
necessary for receiving electronic money services.

The electronic money ID is printed on the surface
of the IC card 10. By resorting to the printed electronic
money ID, the user can guery an electronic money operator
or perform other relevant operations.

In the description that follows, card-specific
information, i.e., information unique to the IC card 10,
will be constituted by a combination of the card ID 25
and electronic money ID 26. The server 5 associates each
server tally (first tally information) with the
corresponding combination of the card ID 25 and
electronic money ID 26. In this manner, the card-specific
information is utilized as identification information for
identifying the server tally.

Although this embodiment uses card-specific
information as the identification information, this does
not mean the identification information is limited to the

card—-specific information. Any other information may be

used if it is suitably associated with the server tally.
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as the card-specific information, this does not nean the content of the
card-specific information is limted to that particul ar conbination.
Alternatively, the card ID 25 or electronic noney ID 26 may be used singly
as the card-specific information. As another alternative, particular

i nformation for use with another application programutilizing the IC card
10 may be used as the card- specific information. Using the electronic
noney I D 26 as the card- specific information is convenient for those who
respond to queries fromthe user when handling the IC card 10. That is

because t hergtegkample, mesey 18:26ifscyisdbl Infonsstibedswrhtde surface of
the 1C card 10. The card-specific information is not the only resource

with which passeareh £0§a£§$%§§£§6r0£8é|NseﬂﬂYD ot bekipesgonathiaf ormation
specific to the i ndi vi dual owns the card nay be used as trigger data

pronpting ase§@@gceai9g hhe seryebrtaliy. t42 RetEsPiNgot PoFi @se 3ast he
termnal 3 has a port abl menory drive 8 that wites and reads data to and

fromthe ppftablig E???EXt%%% THfoPH£%§Qﬁe menory 11 may be | oaded

detachably 1nto t e porta menory drive 8. The CPU of the termnal 3

wites and reads C%ﬁfkﬁé&ﬁgyéjréﬂgﬁgﬁbﬁxgﬁfgﬂéﬁﬂgﬂgﬁéﬁt utilizes the

combination of the card ID 25 and electronic money ID 26
as the card-specific information, this does not mean the
content of the card-specific information is limited to
that particular combination. Alternatively, the card ID
25 or electronic money ID 26 may be used singly as the
card-specific information. As another alternative,
particular information for use-with another application
program utilizing the IC card 10 may be used as the card-
specific information.

Using the electronic money ID 26 as the card-
specific information is convenient for those who respond
to queries from the user when handling the IC card 10.
That is because the electronic money ID 26 is visibly
inscribed on the surface of the IC card 10.

The card-specific information is not the only
resource with which to search for the server tally. Any
other personal information specific to the individual who
owns the card may be used as trigger data prompting a

search for the server tally.
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11 |l oaded in the portable nmenory drive 8. The portable nenory 11 (second
portabl e storage nedium second storage nediun) is illustratively a nenory
card incorporating a nenory device that is both readable and witable in
nature. In any case, the nmenory 11 is a nonvolatile, transportabl e storage
medi um that nmay be attached and detached to and fromthe termnal 3. The
portable nenory 11 is furnished with a portable nenory-specific

i nformati on (portable nenory ID) . The termnal 3 can read the information
specific to the portable nmenory 11 but is not allowed to rewite the

information held imetden ¥ Hig. Wi heRdiseombodi meHas & YsFedmld v

(second tally information) derived fromoriginal data for “authentication

i's stored iptRokheqpeibabl enBeMtytdd. oAy rbhEsthaeaOf caghheptigathon, the
termnal 3 retrieves the wuser tally fromthe portable nmenory 11. It should

be noted thggrggbgeeﬁgﬁgggemg_does not 43 allow the user tally held in a
given portable nenory 11 "to be copied into another portable nmenory 11 for

T et e e PO T SOl AP M LT A AL e

nennry-speckh{g Eﬂgoﬁg§££85euﬁggo%§ 8r9$8r¥PtifHé CPU of the terminal
3 writes and reads data to and from thelportable memory
11 locaded in the portable memory drive 8.

The portable memory 11 (second portable storage
medium, second storage medium) is illustratively a memory
card incorporating a memory device that is both readable
and writable in nature. In any case, the memory 11 is a
nonvolatile, transportable storage medium that may be
attached and detached to and from the terminal 3.

The portable memory 11 is furnished with a portable
memory-specific information (portable memory ID). The
terminal 3 can read the information specific to the
portable memory 11 but is not allowed to rewrite the
information held in the memory 11.

With this embodiment, a user tally (second tally
information) derived from original data for
authentication is stored into the portable memory 11. At
the time of authentication, the terminal 3 retrieves the
user tally from the portable memory 11.

It should be noted that this embodiment does not
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key. Under this schene, the encrypted user tally cannot be decrypted using
any ot her portable nenory-specific information. Alternatively, at the tine
of authentication, the user tally is transmtted to the server 5 al ong
with the portable nmenory-specific information so that the server 5 may
verify whether the user tally and the portable nenory-specific information
correspond to each other. In another arrangenent, as will be discussed

| ater, the portable nmenory-specific information may be used as part of
the original data fromwhich the tallies are derived. This arrangenent
renders theal3ew thtl ysepusablg hepaniaubthgbtesapoobablieihensrgopied to any
ot her portable nenory 11. Using the browser, the termnal 3 gains access

to serverstenbtheopnear Deto2an¥brercpopesbloMnmésoest abl fshedsewish any one
of these servers, the termnal 3 can receive services fromservice sites

set up by thathsgtyertidd.From each of these service sites, the browser may
downl oad HTM. (Hypertext Markup Language) files or XM. (Extensible Mrkup

Language) files, rgproduce dimges and isandss fIomddie downl oaded files,
and transmt user-input information (password for authentication,

responses t9;1QUesLioPARLTE5: eRLEyhtifgt PReSEEYECEASALE RELRNO AGCESSEd.

portable memory-specific information used as a decryption
key. Under this scheme, the encrypted user tally cannot
be decrypted using any other portable memory-specific
information. Alternatively, at the time of authentication,
the user tally is transmitted to the server 5 along with
the portable memory-specific information so that the
server 5 may verify whether the user tally and the
portable memory-specific infeormation correspond to each
other.

In another arrangement, as will be discussed later,
the portable memory-specific information may be used as
part of the original data from which the tallies are
derived. This arrangement renders the user tally unusable
upon authentication if it is copied to any other portable
memory 11.

Using the browser, the terminal 3 gains access to
servers on the Internet 2. When connection is established
with any one of these servers, the terminal 3 can recelve

services from service sites set up by that server.
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In order to supplenent its standard functions, the browser on the term nal
3 may install an auxiliary programfor purpose of functional expansion
into the terminal 3. Mre specifically, this enbodi nent enabl es the
terminal 3 to inplenent an automatic |log-in function by having the browser
downl oad a particular auxiliary program (to be discussed later) fromthe
server 5 and install the downl oaded programinto the termnal 3. The
automatic log-in function illustratively works as follows: when the user
clicks on a log-in button on a log-in screen, the termnal 3 is arranged
to read the card-Bpeciéachiaforiede orefvire tdietd< cdred Hbvarek send t he
retrieved information to the server 5, as well as to read the user tally

from the podbahlleadenwTyL 1{H anet-tdxansadt ktud eaddhdge )t of idhes sef weiL 5.
Al t hough this enbodinent is arranged to download the auxiliary program

fromthe senggtebsabdel Mskabp thagdbgdpwal vadedrppegaasei Mhagtbeahgr m nal
3, thisis not |imtative of the invention. Alternatively, the user can

purchase a Boawaer rirBat the gaWhPBE&deknrad¥ancenw thahhgitaykepnt hgutog-in
function. The server 5 provides services to previously registered users.

information {(password for authentication, responses to
questionnaires, etc.) to the service site being accessed.

In order to supplement its standard functions, the
browser on the terminal 3 may install an auxiliary
program for purpose of functional expansion into the
terminal 3.

More specifically, this embodiment enables the
terminal 3 to implement an automatic log-in function by
having the browser downlecad a particular auxiliary
program (to be discussed later) from the server 5 and
install the downloaded program into the terminal 3.

The automatic log-in function illustratively works
as follows: when the user clicks on é log-in button on a
log-in screen, the terminal 3 is arranged to read the
card-specific information from the IC card 10 and send
the retrieved information to the server 5, as well as to
read the user tally from the portable memory 11 and
transmit the tally to the server 5.

Although this embodiment is arranged to download

the auxiliary program from the server 5 and install the
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The services to be offered illustratively include: sites for permtting
el ectroni c banking or securities transactions; sites for offering diverse
ki nds of entertai nment such as novies, nusic, and video ganes; sites for
sel ling downl oadabl e software; sites for mail- order businesses; and sites
for providing data searches through databases. The server 5 conprises
functional units such as a registration unit 13, an automatic log-in unit
15 and a service site 17, as well as databases including a user

i nformati on database 19 and a server tally database 20. The service site 17
of fers vari dosn¥easedeprogramespoosehé oteeqirest s3f riomi s hes trestri nal 3. The
automatic log-in unit 15 is a functional unit that authenticates the user
by resortingiimioatheecafdthspesvéntioni oraiaidamtandlysercHealdgersernin from
the termnal 3. As will be discussed later in nore detail, the automatic

| 0g-in unitphbcEgaechesrbwsethehser vered4oipped yit hadvascassdeh atiggl Wi th the
card-specific information fromthe termnal 3. Wien the server tally is

det ect ed angufgﬁgtgaegogtbﬁ ayhepebhc log-in unit 15 reconstitutes the

original data fromboth the server tally and the user tally sent fromthe

termnal 3. A pasgmgr§gfgefngugrégﬁéégﬂgégggdggngd(ﬁ}éﬁaddyy}.retrieved
registered users.

The services to be offered illustratively include:
sites for permitting electronic banking or securities
transactions; sites for offering diverse kinds of
entertainment such as movies, music, and video games;
sites for selling downlcoadable software; sites for mail-
order businesses; and sites for providing data searches
through databases.

The server 5 comprises functional units such as a
registration unit 13, an automatic log-in unit 15 and a
service site 17, as well as databases including a user
informaticn database 19 and a server tally database 20.

The service site 17 offers various services in
response to requests from the terminal 3.

The autcmatic log-in unit 15 is a functional unit
that authenticates the user by resorting to the card-
specific information and user tally sent from the
terminal 3. As will be discussed later in more detail,

the automatic log-in unit 15 searches for the server
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fromthe original data by the unit 15 for use in user authentication. The
registration unit 13 is a functional unit that permts registration of new
users desirous of utilizing the service site 17. Follow ng a new user' s
-registration wth the registration unit 13, the automatic log-in unit 15
carries out an authentication process on the user. The user information

dat abase 19 accommobdates information about the users who have regi stered
with the registration unit 13. Specifically, the user information

dat abase 19 contains authentication information (password, user ID) for

aut henti cat tagleathatises, aspbot aationiabotihe thedt&peatflid0 owned by the
user in question (card ID, electronic noney ID, etc.), and the user's

personal i nh@orabtoon(HaoR, thgetegRNAEL, 3addneass, tvordaaae tdiabbyis
etc.). The server tally database 20 contains server tallies corresponding

to the userdkakkbtes ahdt hetd4ieted| streedutspiticEasy-serygictably held in
the server tally database 20 is associated with the card-specific

'nfornat'Onr@thgﬁlkﬁiéérQh@“@§§%bﬂalh@a@EpkkSﬁbbétHsﬁﬁe s&yep the
card-specific information fromthe termnal 3, a search is nade for the

server tallyahhiough the datapgsey20eHs! ROohNEnLeEeLyelal NEOr mALi on.

password or other suitable information is then retrieved
from the original data by the unit 15 for use in user
authentication.

The registration unit 13 is a functional unit that
permits registration of new users desirous of utilizing
the service site 17. Following a new user’ s registration
with the registration unit 13, the automatic log-in unit
15 carries out an authentication process on the user.

The user information database 19 accommodates
information abcut the users who have registered with the
registration unit 13. Specifically, the user information
database 19 contains authentication information {password,
user ID) for authenticating each user, information about
the IC card 10 owned by the user in guestion (card 1D,
electronic money ID, etc.), and the user’' s personal
information (name, age, gender, address, workplace, hobby,
etc.) .

The server tally database 20 contains server

tallies corresponding to the user tallies of the
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Fig. 5is a block diagramschematically indicating a functional structure
of the automatic log-in unit 15. The automatic log-in unit 15 includes a
‘term nal access unit 31, a search unit 32, reconstitution unit 33, an

aut hentication informati on generation unit 34, and an authentication unit
35. The term nal access unit 31 (identification information acquisition
unit, second tally information acquisition unit, receiving nmeans)
exchanges data with the termnal 3. Mre specifically, the term nal access
unit 31 transmts log-in screen data to the accessing termnal 3, and
recei ves carglgtpeeréd cusafor mitacin sendrear taddry tallldy isentef semvichre t er m nal
3 in response to the log-in screen data. The term nal access unit 31

verifies wheihey ddeabges R2Gpeeidssocidosaniitm el coed-dpddyfiag e sent
from the same termnal 3. The automatic log-in unit 15 is arranged to

deny aut henih£aih@bibdh dheckarde spLed fowndd i ehdradpen uml d hesaser tally
are sent separately from different termnals 3. This is an additional

nmeasure of cseENrify. cIhe-spacLhidnidrSendfissteiah | dhd foFrRBid O,
sear chi ng neans, searchi ng nmeans) receives card-specific information from

the termnal aceesg ¥Pihadd £8Pdhe server tally through the

database 20 using the received information.

Fig. 5 is a block diagram schematically indicating
a functional structure of the automatic log-in unit 15.

The automatic lqg—in unit 15 includes a terminal
access unit 31, a search unit 32, reconstitution unit 33,
an authentication information generation unit 34, and an
authentication unit 35.

The terminal access unit 31 (identification
information acguisition unit, second tally information
acquisition unit, receiving means) exchanges data with
the terminal 3. More specifically, the terminal access
unit 31 transmits log-in screen data to the accessing
terminal 3, and receives card-specific information and a
user tally sent from the terminal 3 in response to the
log~in screen data.

The terminal access unit 31 verifies whether the
card-specific information and user tally are sent from
the same terminal 3. The automatic log-in unit 15 is

arranged to deny authentication if the card-specific
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searches the server tally database 20 for the server tally that matches the
recei ved card-specific information. As described above, each server tally
is associated with relevant card-specific information. The received card-
specific information thus allows the search unit 32 to search for the
server tally corresponding to the user requesting a log-in. The
reconstitution unit 33 (authentication information acquiring nmeans)
acquires the server tally retrieved by the search unit 32 and obtains the
user tally fromthe termnal access unit 31. Using both the server tally
and the usetnfabhytidheanécvhstusati ballni dre38enecomssitrateeyg fhemori gi nal
data. Wth this enbodinent, the reconstituted original data yield the
password andiffbeerardespeciibc3i nfiinatiomn Alddiaighdlhineehedioment
utilizes the password and card-specific information as the original data,
this is notetftedged to limt the content of the original data. 49 Any
information that may be used as identification information for

aut henticating therjsesoqmh heg,adopt ede asst the 107 G maimdatsy An exanple in
whi ch portable nmenory- specific information is used as the original data

will be di seyssReinkah€hns TNEcQPLNERG fBLLON LOLOLPBLT OQrgegsLal Fpa unit 34

information frem the terminal access unit 31, and

searches the server tally database 20 for the server

tally that matches the received card—specific information.
As described above, each server tally is associated with
relevant card-specific information. The received card-
specific information thus allows the search unit 32 to
search for the server tally corresponding to the user
requesting a log-in.

The reconstitution unit 33 ({(authentication
information acquiring means) acquires the server tally
retrieved by the search unit 32 and obtains the user
tally from the terminal access unit 31. Using both the
server tally and the user tally, the reconstitution unit
33 reconstitutes the original data. With this embodiment,
the reconstituted original data yield the password and
the card-specific information.

Although this embodiment utilizes the password and
card-specific information as the original data, this is

not intended to limit the content of the original data.
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(authentication information acquiring neans) acquires the reconstituted
password and card-specific information from the reconstitution unit 33.
The authentication information generation unit 34 then searches the user

i nformati on database 19 for the user ID associated with the password and
card-specific informati on. Based on the password and the retrieved user |ID,
the unit 34 generates authentication information and forwards the
generated information to the authentication wunit 35. Wth this enbodi nent,
the password and user ID are arranged to constitute the authentication

i nf or mat i onAnyandfohmapasswohdti sadi bedededngés fdéhteSicTuionng part of
the authentication information (i.e., password) into tally information
provi des aniafideslantanuferofushentitytiAht bhaghsthemsgebel Bdostassasi at ed
with both the password and the card-specific information for this

enbodi ment, thii 6riginel Hatht atArveedmphe invwaiitdopohNd eidasiywel y, the
user I D may be associated singly with the password, with the card-specific

informati onsEeeiﬁﬁibhin@bHﬁgu_@ﬁeigf ubbe sargnéDoandighechseai gimngy | D
making up the card-specific information. The authentication unit 35
(aut henti cayi Bg;888RS1atLPg-1 N neans) acquires authentication information

The authentication information generation unit 34
(authentication information acquiring means) acguires the
reconstituted password and card-specific information from
the reconstitution unit 33. The authentication
information generation unit 34 then searches the user
information database 19 for the user ID associated with
the password and card-specific information.

Based on the password and the retrieved user ID,
the unit 34 generates authentication information and
forwards the generated information to the authentication
unit 35.

With this embodiment, the password and user ID are
arranged to constitute the authentication information,
and the password is divided into tallies. Turning part of
the authentication information (i.e., password) into
tally information provides an added measure of security.

Although the user ID is associated with both the
password and the card-specific information for this

embodiment, this is not limitative of the invention.
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(password and user ID) fromthe authentication information generation unit
34, and authenticates the wuser based on the acquired information. Wen the
user is successfully authenticated, the authentication unit 35 allows the
user tolog in to the service site 17. If the wuser is not authenticated,
the authentication unit 35 denies log-in and sends an error nessage to the
termnal 3. Fig. 6 is a flowhart of steps in which the user at the
terminal 3 logs into the service site 17 when the automatic |og-in system
1 is in operation. The steps below are carried out by the CPU of the

term nal 3 Ahtlethativélyhetberueer5IDnmagcoedasseciwteéd appgbprvitke
programs. Using the browser, the user at the termnal 3 gains access to

t he server bhel pastwardyekwythythapottdngpaciRic {tdhcfoatiSesovr ceitlocat or)
of the service site 17 (step 105). 51 The termi nal access unit 31 sends to
the term nakiB8he@noAuXxbki any paog@r am 08 &DPLELBNLENGohEe BDtHARING | 00- in
function at the termnal 3 (step 405). The auxiliary program causes the

termnal 3 ﬁg tReo¥hde-spebitunci hepsmasibgadi ng the card-specific
information fromthe IC card 10 when the user accesses

The authentication unit 35 (authenticating means,
log-in means) acquires authentication information
(password and user ID) from the authentication
information generation unit 34, and authenticates the
user based on the acguired information. When the user is
successfully authenticated, the authentication unit 35
allows the user to log in to the service site 17. If the
user is not authenticated, the authentication unit 35
denies log-in and sends an error message to the terminal
3.

Fig. 6 is a flowchart of steps in which the user at
the terminal 3 logs in to the service site 17 when the
automatic log-in system 1 is in operation. .

The steps below are carried out by the CPU of the
terminal 3 and that of the server 5 in accordance with
appropriate programs.

Using the browser, the user at the terminal 3 gains
access to the server 5 illustratively by inputting a URL

(Uniform Resource Locator) of the service site 17 (step

105).
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the service site 17 through the termnal 3, reading the wuser tally from
the portable nenory 11, and transmtting the card-specific information and
user tally thus read to the server 5. As will be described |ater, the
auxiliary program also assists a new user in registering with the server
5. If the auxiliary programis deenmed already installed in the termnal 3,
such as when the user is found accessing the server 5 for a second tine or
on a later pass, the server 5 will not transmt the auxiliary programin
step 405. The terminal 3 receives and installs the auxiliary program In
keeping with the dihg lteamyirplbgamadhumnit st adrel tcheheerbdmenad @& i ves
the reader/witer 7 so as to access the IC card 10 (step 110) . If the IC
card 10 i sanotukdbhdrgeprvgréhefoeatiepleneteind, tlae nesisaget Stichog-as

"Pl ease set the I C card" appears, pronpting the user to put the IC card in

position. S52nThentCicnrdtl th8ebespinsltpe(sagd-sperific information to the
termnal 3 by communicating wwth the reader/witer 7 in noncontact fashion

(step 205). The ternd nalx 3l B0apigasytde GalsEsSpe fiedrmiddior3madd on t hrough
~the reader/witer 7, and transmts the acquired information to the server
S (step 115ﬁrovide such functions as reading the card-specific
information from the IC card 10 when the user accesses
the service site 17 through the terminal 3, reading the
user tally from the portable memory 11, and transmitting
the card-specific information and user tally thus read to
the server 5.
As will be described later, the auxiliary program
also assists a new user in registering with the server 5.
If the auxiliary program is deemed already
installed in the terminal 3, such as when the user is
found accessing the server 5 for a second time or on a
later pass, the server 5 wili not transmit the auxiliary
program in step 405.

’The terminal 3 receives and installs the auxiliary
program. In keeping with the auxiliary program thus
installed, the terminal 3 drives the reader/writer 7 so
as to access the IC card 10 (step 110). If the IC card 10
is not found set to the reader/writer 7, a message such
as “Please set the IC card” appears, prompting the user

to put the IC card in position.
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The server 5 receives the transmtted card-specific information (step
410). The termnal 3 then reads the user tally fromthe portable nenory 11
by operating the portable nmenory drive 8 (step 120) . If the portable
menory 11 is not found set in the portable nenory drive 8, a nessage such
as "Please set the portable nmenory" appears, pronpting the user to set.
the portable nenory 11. The portable nenory 11 provides the stored user
tally to the termnal 3 via the portable nenory drive 8 (step 305). In
turn, the termnal 3 sends to the server 5 the wuser tally acquired from

t he portabl e nmenorfhel IJ steop 112F)en |sendre ther verrds spete fier m nal access
unit 31 receives the user tally (step 415). In the foregoing steps, the
term nal 3 imSoshawbonfts sthe eaeiminahe3 day d=cuean f ¢t imd or et i tdre and
sending 53 the information to the server 5 (step 115), then reading the

user tally aagddéransitéti NoidhGoh@bhyad® fhehBemivestdp G63ep 125) However,
this is not limtative of the invention. Alternatively, the termnal 3 may

read the card-spegid it i1 i QARG US8e @AY sptitmansnmits  the two
kinds of information altogether to the server S

information through the reader/writer 7, and transmits
the acquired information to the server 5 (step 115}.

The server 5 receives the transmitted card-specific
information (step 410).

The terminal 3 then reads the user tally from the
portable memory 11 by operating the portable memory drive
B (step 120). 1If the portable memory 1l is not found set
in the portable memory drive 8, a message such as “Please
set the portable memory” appears, prompting the user to
set the portable memory 11.

The portable memory 11 provides the stored user
tally to the terminal 3 via the portable memory drive 8
(step 305).

In turn, the terminal 3 sends to the server 5 the
user tally acquired from the portable memory 11 (step
125).

In the server 5, the terminal access unit 31
receives the user tally (step 415).

In the foregoing steps, the terminal 3 was shown

first reading the card-specific information and sending
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As another alternative, the termnal 3 may first send the user tally to
the server 5 and subsequently transmt the card-specific information. The
search unit 32 receives the card-specific information fromthe term na
access unit 31. Based on the received information, the search unit 32
searches the server tally database 20 for the server tally corresponding
to the user in question (step 420). The reconstitution unit 33 receives the
user tally fromthe termnal access unit 31 and the server tally fromthe
search unit 32. Qut of the user tally and server tally received, the
reconstituttbe unftrB83tieconstihetsesrvéhed ofsigemal 18nt atligrassawd thand
card-specific information)(step 425). The authentication information

generation thétusdr tetkyvesdtbeaneadnsing utlesl passyore g sareespecific
information fromthe reconstitution unit 33. The generation unit 34 then

sear ches thestepr128f or mvare54 watalaseckd ifiari e wseyt Idhe hat is
associated with the received password and card-specific information (step

430). The auhfentisali o t¥datdSd186CItHRS teigni it Remtd\c atden tinaf or mati on
(password and user ID) from the authentication informati on generation unit
34. Based card-specific information and user tally and transmits
the two kinds of information altogether to the server 5.
As another alternative, the terminal 3 may first
send the user tally to the server 5 and subsequently
transmit the card-specific information.
The search unit 32 receives the card-specific
rinformation from the terminal access unit 31. Based on
the received information, the search unit 32 searches the
server tally database 20 for the server tally
corresponding to the user in question (step 420).
The reconstitution unit 33 receives the user tally
from the terminal access unit 31 and the server tally
from the search unit 32. Out of the user tally and server
tally received, the reconstitution unit 33 reconstitutes
the original data (password and card-specific
information) (step 425).
The authentication information generation unit 34
receives the reconstituted password and card-specific

information from the reconstitution unit 33. The

generation unit 34 then searches the user information
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on the received information, the authentication unit 35 perfornms an

aut henticating process on the user (step $S435). If the user is
successfully authenticated, the server 5 transmts post-log-in screen data
(i.e., data constituting a screen to be displayed by the browser on the
termnal 3 after the log-in) to the termnal 3 (step 440). The termnal 3
receives the post-log-in screen data to let the browser display a
post-log-in screen using the received data (step 130). If the user is not
successfully authenticated, the server 5 transmts error nessage Screen
data to thedatebaseal 93foAl thougbet hiB €mndiodi sremnd sdsiatedngeth tithdave t he
server 5 authenticate the user, the structure of the server is not limted

to this arrasgepest.pdbsesnat anel yardassedi £at eth fotheni bgat s8p server nmay
be provided for use 55 in user authentication. Only those users who have
been authepgpgated by such an authentication server may then be allowed
to receive services fromthe server 5. As another alternative, there may be

provi ded a dedi caged semeat thati gnaklies & RediRrdPdpd a password to be
acquired froma user tally and a server tally per

authentication information (password and user ID) from

the authentication information generation unit 34. Based

on the received information, the authentication unit 35

performs an authenticating process on the user (step

S5435) .

If the user is successfully authenticated, the
server 5 transmits post~-log-in screen data (i.e., data
constituting a screen to be displayed by the browser on
the terminal 3 after the log-in) to the terminal 3 (step
440).

The terminal 3 receives the post-log-in screen data
to let the browser display a post-log-in screen using the
received data (step 130).

If the user is not successfully authenticated, the
server 5 transmits error message screen data to the
terminal 3.

Although this embodiment is arranged to have the
server 5 authenticate the user, the structure of the

server is not limited to this arrangement. Alternatively,

a dedicated authentication server may be provided for use
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user. That dedicated server may furnish any server requested for a log-in
by a user with information necessary for the log-in process. Fig. 7 is a
bl ock di agram schenmatically sketching a functional structure of the
registration unit 13. The registration unit 13 includes such functional
units as a termnal access unit 41, a received information processing unit
42, a tally generation unit 43, and a server tally storage unit 44. The
term nal access unit 41 (registration information acquiring neans, second

tally information

transmtting nmeans) sends registration screen data to a

new y regi stierupgrusethenetebyesnandiplpcasses udeds siHathiore ibdaar mat i on
i nput by the user through a registration screen, and transmts a generated

user tally atiehtheitetrgtnBy 3uciihenr egtséneitenissr eenvéhrasghtmbhch the
user inputs information preparatory to receiving the automatic 56 |l og-in

service inchudgsibisehdsol RewBi 68 torentes rashhenti satven 5nfornat|0n

(password,
i nfornmati on

user

ID, etc.) and fields in which to input the user's personal

_ (namey s 898, ¢ N deT 1 AN B3S, MOLKPIROL LR 1 I -4 - That
is, the registration information subsumes the authentication information.

dedicated server that enables a log-in ID and a password
to be acquired from a user tally and a server tally per
user. That dedicated server may furnish any server
reguested for a log-in by a user with information
necessary for the log-in process.

Fig. 7 is a block diagram schematically sketching a
functional structure of the registration unit 13;

The registration unit 13 includes such functional
units as a terminal access unit 41, a received
information processing unit 42, a tally generation unit
43, and a server tally storage unit 44.

The terminal access unit 41 (registration
information acguiring means, second tally information
transmitting means) sends registraticon screen data to a
newly registering user, receives and processes
registration information input by the user through a
registration screen, and transmits a generated user tally
to the terminal 3.

The registration screen through which the user

inputs information preparatory to receiving the automatic
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The information the term nal access unit 41 receives fromthe termnal 3
at the tinme of user registration includes the card ID 25 read by the
terminal 3 fromthe IC card 10, in addition to the information entered by
the user through the registration screen. If the server 5is arranged to
make use of portable nenory- specific information, the term nal access unit
41 also receives the portable nenory-specific information retrieved from
the portable nmenory 11. The received information processing unit 42
receives the information fromthe term nal access unit 41. Based on the
recei ved i nfog+rbhi servibe pnotedss nfiehds #2 whipcdates ¢mesmser information
dat abase 19 by witing the wuser information about the newy registering

user to theautiléabasetidh iheosma®idnMepasheoreceived IS ot camd
processing unit 42 sends the password and card-specific information

i ncluded i nc{8eqsechi wedchnEOr MBBLONCRO &5 § abdysGeAPT bt f Oimali ¢n 43. 57
The tally generation unit 43 (tally information generating neans) turns

the password,and, cagd; sgeghéic aaaiggapt&@9k¢§§@éyeﬁoﬁﬁppwé@@.received
information processing unit 42, into a user tally and a server tally. The

user tally pfigs genctalefosssttapssht IRt R N ubgitatngccess unit 41

to the term na urn, t

authentication information.

The information thg terminal access unit 41
receives from the terminal 3 at the time of user
registration includes the card ID 25 read by the terminal
3 from the IC card 10, in addition to the information
entered by the user through the registration screen. If
the server 5 is arranged to make use of portable memory-
specific information, the terminal access unit 41 also
receives the portable memory-specific information
retrieved from the portable memory 11l.

The received information processing unit 42
receives the information from the terminal access unit 41.
Based on the received information, the processing unit 42
updates the user information database 12 by writing the
user information about the newly registering user to the
database. At the same time, the received information
processing unit 42 sends the password and card-specific
information included in the received information to the

tally generation unit 43.
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termnal 3 receives the user tally and stores it into the portable nenory
11. The server tally is placed into the server tally database 20 by the
server tally storage unit 44 (associating neans, storing neans). In
addition, the server tally storage unit 44 associates the server tally
placed in the server tally database 20 with the card-specific information
(combi nation of the card ID and electronic noney ID) stored in the user

i nformati on database 19. The association permts a search for the server
tally in keeping with the corresponding card-specific information. Fig. B
Is a flowhart of T¥ieepslly whineratienuser tatd3 t(heltlgr fnfalrmatrieg sters with
the service site 17 when the registration unit 13 of the automatic log-in

system 1 |genhdrDpei@thedns Thensiepshdebaysdsed caid | @tkdupdyi the CPU of
the terminal 3 and that of the server 5 in accordance with 58 appropriate

programs. Therskseit 8én tFecd BFd NBtord 18 NSe RETRSS tordMmats@iver 5 (step
505). Gven top page data fromthe server 5, the user clicks on a

12" e LIPS e Lt S, oLELy AL e sy 0 sene
The user tally thus generated is transmitted from the
terminal access unit 41.to the terminal 3. In turn, the
terminal 3 receives the user tally and stores it into the
portable memory 11.

The server tally is placed into the server tally
database 20 by the server tally storage unit 44
(associating means, storing means).

In addition, the server tally storage unit 44
assocliates the server tally placed in the server tally
database 20 with the card-specific information
{combination of the card ID and electronic money 1ID)
stored in the user information database 19. The
association permits a search for the server tally in
keeping with the corresponding card-specific information.

Fig. 8 is a flowchart of steps in which the user at
the terminal 3 registers with the service site 17 when
the registration unit 13 of the automatic log-in system 1
is in operation.

The steps below are carried out by the CPU of the

terminal 3 and that of the server 5 in accordance with
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regi ster anew. In response, the termnal access unit 41 in the server 5
transmts registration screen data to the termnal 3 (step 805). The
termnal 3 receives the registration screen data. The browser utilizes the
received data to let the wuser input entry itens. The user inputs a
password, a wuser ID, and other relevant information into the displayed
regi stration screen and sends what is input to the server 5 (step 510).
Where the user already has the wuser ID, that IDis input through the
registration screen.. |If the user has yet to acquire a user |ID, the user
obt ai ns oneabypremkiaget bgogegistration. Alternatively, the server 5 may
automatically set a user IDfor the newy registering user. The server 5
updat es the user iTheruser ont détabzsenindl udigaindeadad oy ned itdre recei ved
fromthe termnal 3 by the received information processing unit 42,

wher eby newsB@veseb i(stepmBDbpn iGiwémresh (Sdep B . Fdhe tiex dammlenccess
unit 41 in the registration unit 13 sends the auxiliary programto the

term nal 3 5(stap 8%k). cAfickBeohi AEnek-uegLstegtsbhabh@Bont Be auxiliary
programallows the termnal 3 to read the card 1D 25 and el ectronic noney
ID 26 from pherbemeakdméOother suitable operation to send to the
server 5 information indicating the user’s willingness to
register anew.
In response, the terminal access unit 41 in the
server 5 transmits registration screen data to the
terminal 3 (step B805).
The terminal 3 receives the registration screen
data. The browser utilizes the received data to let the
user input entry items. The user inputs a password, a
user ID, and other relevant information into the
displayed registration screen and sends what is input to
the server 5 (step 510). Where the user already has the
user ID, that ID is input through the registration screen.
If the user has yet to acquire a user ID, the user
obtains one by making the registration. Alternatively,
the server 5 may automatically set a user ID for the
newly registering user.
The server 5 updates the user information database

19 using the information received from the terminal 3 by

the received information processing unit 42, whereby new
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send the retrieved IDs to the server 5, and wite a user tally to the
portable nmenory 11. |If the auxiliary program is already installed or if
the browser has a preinstalled auxiliary program this step is skipped.
The termnal 3 installs the auxiliary program received fromthe server 5.
In keeping with the installed auxiliary program the term nal 3 operates
the reader/witer 7 to start reading the card-specific information from
the IC card 10 (step 515). The IC card 10 set on the reader/witer 7 sends
the card-specific information to the termnal 3 in noncontact fashion
(step 605). upart 4nAcrmagiver Abnako8edr datapt §10b.t he server 5 the
card-specific information retrieved fromthe 1C card 10 (step 525). In the
server 5, the ternimaltaccessl bnctesd uneced Ve tittes caggl-sspecti ffdrc
informati on (step 820). The received information processing unit 42 stores
60 the receiréd ILAf eendsi ohei atirilherysprogphar tatthe tdahshase3 19, and
associates the user IDwith the card- specific information (step 825). The

tal |y generaktep 8ab) .42at hehe tedms ¢hensaassawr sk and gr dspeci fic

information into a user tally and a server tally (step 830).
auxiliary program allows the terminal 3 to read the card
ID 25 and electronic money ID 26 from the IC card 10,
send the retrieved ID' s to the server 5, and write a user
tally to the portable memory 11. If the auxiliary program
is already installed or if the browser has a preinstalled
auxiliary program, this step is skipped.

The terminal 3 installs the auxiliary program
received from the server 5. In keeping with the installed
auxiliary program, the terminal 3 operates the
reader/writer 7 to start reading the card-specific
information from the IC card 10 (step 515).

The IC card 10 set on the reader/writer 7 sends the
card-specific information to the terminal 3 in noncontact
fashion (step 605).

In turn, the terminal 3 transmits to the server 5
the card-specific information retrieved from the IC card
10 (step 525).

In the server 5, the terminal access unit 41
receives the card-specific information (step 820).

The received information processing unit 42 stores
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The server tally storage unit 44 associates the generated server tally
with the card-specific information (step 835) and places the server tally
into the server tally database 20 (step 840). The term nal access unit 41
receives the generated wuser tally fromthe tally generation unit 43 and
sends the received tally to the termnal 3 (step 845). The termnal 3
receives the user tally sent from the term nal access unit 41 (step 530).
The termnal 3 then operates the portable nmenory drive 8 to wite the
received user tally to the portable menory 11 (step 535). The portable
menory 11 stbeesechevadeinfarhgtienepn¥eOihe Thert énfbrmmétacmess unit 41
sends a registration- conplete notice to the termnal 3 (step 850). The
term nal 3 detebwes flRe redi sspatishesohpketiserndDi sethntheavses-t he
browser to display the received 61 notice (step 540). Fig. 9 is a schematic
vi ew presenspegidityph€akmabhacdwdseept 8RB ure of the server 5. As shown in
Fig. 9, the server 5 conprises a control unit 51, a communication contro
unit 52, a displ ayhaintdl b3, g@etapidd A prit4AniRerbdun Stidiaage unit
password and card-specific information into a user tally
and a server tally (step 830).
The server tally storage unit 44 associates the
generated server tally with the card-specific information
(step 835) and places the server tally into the server
tally database 20 (step 840).
The terminal access unit 41 receives the generated
user tally from the tally generation unit 43 and sends
the received tally to the terminal 3 (step 845).
The terminal 3 receives the user tally sent from
the terminal access unit 41 (step 530).
The terminal 3 then operates the portable memory
drive 8 to write the received user tally to the portable
memory 11 {step 535).
The portable memory 11 stores the user tally (step
710).
The terminal access unit 41 sends a registration-
complete notice to the terminal 3 (step 850).

The terminal 3 receives the registration-complete

notice and causes the browser to display the received
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55, and a bus line 58 that permts exchanges of data and
bet ween these conponents. The control unit 51 is nade up o
(read only nenory), and a RAM (random access nenory). The

control signals
f a CPU, a ROM
CPU perfornms

various cal culations, controls the server 5 as a whole, and conducts

communi cations over the Internet 2 in accordance with su

Wth this enbodinent, the control unit 51 carries out the
the user requesting an automatic log-in, and authenticate
accessing the service site 17 in an automatic log-in proc
wi th an auhotmtec (kbegpi B4PFogram The conmmuni cation contr
communi cates with a plurality of termnals 3 over the Int

tabl e prograns.
regi stration of

s the user

ess in keeping

ol unit 52

ernet 2.

Illustratively, prig®cd sisuchasmEER/d Rilel anssessiiony Cantrialal
Protocol /Internet Protocol) are used for control over conmunications with
the term nahsrdwafbestgirsptayeUprttHB3 ssre¢onstituted by a CRT 62 (cathode

ray tube) or sone other suitable display device, and is u

sed

illustratively by @ se{ugl B\t sty atdie idbrvi ¥ ad¥gid sand amanagi ng t he
server 5. The display unit 53 may display a listing of the data held in

the user iEBHEE‘BFU8H1935§Pa§ec&%|m|§x@9c§€£¥ﬁrleéﬁ{{é’ld@ﬁﬁ@%ﬁ, 2. The

i nput/output unit 54 1s made up 1l lTustratively

display unit 53, an input/output unit 54, a storage unit

55, and a bus line 58 that permits exchanges of
control signals between these components.

The control unit 51 is made up of a CPU,

data and

a ROM

(read only memory), and a RAM {(random access memory). The

CPU performs various calculations, controls the

server 5

as a whole, and conducts communications over the Internet

2 in accordance with suitable programs. With this

embodiment, the control unit 51 carries out the

registration of the user regquesting an automatic log-in,

and authenticates the user accessing the service site 17

in an automatic log-in process in keeping with an

automatic log-in program.

The communication control unit 52 communicates with

a plurality of terminals 3 over the Internet 2.

Illustratively, protocols such as TCP/IP (Transmission

Control Protocol/Internet Protocol) are used for control

over communications with the terminals 3.

The display unit 53 is constituted by a CRT
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of input devices such as keyboard and a nouse, of a storage nediumdrive
for driving a renovable storage device, and of printing equi pnent such as
a printer. As such, the input/output unit 54 nay be operated to have the
server 5 admt comrands and data as well as output data. The storage unit
55 is conposed of a readable/witable storage device such as a nass
storage hard disc drive. The storage unit 55 accommpdates an automatic

|l og- in program56, in addition to the user information database 19 and
server tally database 20. The automatic log-in programb56 is a programt hat
causes the coathoHeunay bBlibép carsymeudbthée auivamlecdispbayndéwubcs) on.
When the control unit 51 reads and executes the automatic |og-in program
56, the regaatraski apednillidsStantivauyobatscsépget nadinitidbrateri ipl enent ed
on a software 63 basis. Although not shown, the storage unit 55 retains an

CS (operatingiaystamhgf ondahheagnggt e costvor sini tTHyl digpiesy harim basic

functions such as file input and output. Also retained in the storage unit

55 are progsanpagndisgahyd ACLEeSEaRY SOrtheNRAPY KEEISERVEIRE siée 17.
information database 19 and server tally database 20.

The input/output unit 54 is made up illustratively
of input devices such as keyboard and a mouse, of a
storage medium drive for driving a removable storage
device, and of printing egquipment such as a printer. As
such, the input/output unit 54 may be operated to have
the server 5 admit commands and data as well as output
data.

The storage unit 55 is composed of a
readable/writable storage device such as a mass storage
hard disc drive.

The storage unit 55 accommodates an automatic log-
in program'56, in addition to the user information
database 19 and server tally database 20.

The automatic log-in program 56 is a program that
causes the control unit 51 to carry out the automatic
log-in function.

When the control unit 51 reads and executes the
automatic log-in program 56, the registration unit 13 and

automatic log~in unit 15 are implemented on a software
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Fig. 10 is a schematic view outlining a typical hardware structure of the
termnal 3. Wth this enbodinent, the terminal 3 is constituted by a
personal conputer. The termnal 3 has a control unit 61 connected via a
bus line 72 with a keyboard 65, a nouse 66, a display unit 67, a printer
68, a conmmunication control unit 69, an input/output interface 73, a
reader/witer 7, a portable nenory drive 8, a storage nediumdrive 71, and
a storage unit 75. The control unit 61 is made up of a CPU 62, a ROM 63,
and a RAM 64. The control unit 61 operates in keeping with prograns such
as an OS prbgsam 76 and a browser program 77 to carry out diverse
functions: nmaintaining conmunication with the server 5; allow ng the user
to register for taAketlmighratdtc dhogeai n fhencttioregd drhiee S67 westailis gimant i ng
the user an automatic log-in to the service site 17 if the user has

al ready regdst ¢opdraenayl spgtéhp HdrusEBLolwOngvkiee usSEnOfol henberyicessite
17; and controlling the termnal 3 as a whole. The CPU 62 is the principal

devi ce of tpercephrBhsignttinbliohoaghsy 5081 285 ApeM 4He K3, fromthe
storage unit 75, or froma storage nediumdriven by the storage nedi um
drive 71, tRes&PLLE2i£688t LRl 8nihetEPREEOINit 55 are programs and
data necessary for running the service site 17.
Fig. 10 is a schematic view outlining a typical
hardware structure of the terminal 3.
With this embodiment, the terminal 3 is constituted
by a personal computer. The terminal 3 has a control unit
61 connected via a bus line 72 with a keyboard 65, a
mouse 66, a display unit 67, a printer 68, a
communication control unit 69, an input/output interface
73, a reader/writer 7, a portable memory drive 8, a
storage medium drive 71, and a storage unit 75.
The control unit 61 is made up of a CPU 62, a ROM
63, and a RAM &4.
The control unit 61 operates in keeping with
programs such as an 0S program 76 and a browser program
77 to carry out diverse functions: maintaining
communication with the server 5; allowing the user to
register for the automatic log-in function of the server

5; granting the user an automatic log-in to the service

site 17 if the user has already registered; enabling the
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unit 61 in accordance wth the | oaded prograns. When operating in keeping
with an auxiliary program 78, to be discussed |later, the CPU 62 carries
out further functions: transmtting card-specific information (as
identification information transmtting nmeans); transmtting a user tally
(as second tally information transmtting neans); transmtting
registration information (as registration information transmtting
nmeans); and storing into the storage unit 75 the user tally received from
the server 5 at the tinme of registration (as second tally information
storing neansgr Them&KY ©8ei ST athieaske ol ye N@IOE Y11 hadindcecantsBbl Bsg
prograns, data and paraneters needed by the CPU 62 to carry out

cal cul ati onsh@ndeeanhs Dl 30peratwwese. The RAM 64 is a random access nenory
for use as a working nenory by the CPU 62. The CPU 62 may wite prograns

and data to the RAMSERNGIIE Ltg it s el ieviWd tden He Ubrtie1RAM 64.
Wth this enbodi nent, the RAM 64 65 provides areas allow ng the user to

register fogniaUEPMAlILdiQfy idbddddlie SRIY @hed rROM 85 ffor@iad i Ng the
user an automatic log-in to the service site 17, and areas permtting the

user to ma‘kgtb'%%ggfuﬁfg $67 VL £erSbh s 1deodle KRYBPRE dubbls SoNshdtuted by

di verse ki nds

storage medium drive 71, the CPU 62 controls the control
unit 61 in accordance with the loaded'programs. When
cperating in keeping with an auxiliary program 78, to be
discussed later, the CPU 62 carries out further
functions: transmitting card-specific information (as
identification information transmitting means);
transmitting a user tally (as second tally information
transmitting means); transmitting registration
information {as registration information transmitting
means}; and storing into the storage unit 75 the user
tally received from the server 5 at the time of
registration (as second tally information storing means}).

The ROM 63 is a read-only memory that accommodates
programs, data and parameters needed by the CPU 62 to
carry out calculations and control operations.

The RAM 64 is a random access memory for use as a
working memory by the CPU 62. The CPU 62 may write
programs and data to the RAM 64 and delete what islbeing

written from the RAM 64. With this embodiment, the RAM 64
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keys: keys for inputting kana and al phabetic characters, a nuneric key pad
for inputting nunbers, function keys, cursor keys and ot her keys. The
keyboard 65 is used illustratively to input wuser infornmation to be sent to
the server 5, and to enter information such as conmands for operating the
prograns in use. The nouse 66 is a pointing device that is used by the
user to click on buttons and icons displayed on a GJU (G aphical User
Interface) screen or the like on the termnal 3. Operating the nouse 66
allows the user to input relevant information in order to operate the
term nal 3 psodedeésedredbeallsplmy time tubdritsoiteqgbsiteat ifety a CRT di spl ay,
a liquid crystal display, a plasnma display, or sonme other suitable display
that is furgusbedtio poesemtto nflos nBéiosr DN atsascieenyrdieiny sihtay unit
67 may display results of input fromthe keyboard 65 and/ or the nouse 66,

screens 66 psevi dpdabyombei se1ygcen Stdecd, sandi¢desiegi 51y adn®n screen
for allowng the user to register for the automatic |og-in function of the

server 5. ThecpLipLehiBBih§ Bhdevise tHahall i BEs £SHhd Ss&fvidE Ogl@en
execution and other information on a suitable printing nedium such as

sheets of paper. The printer 68

The keyboard 65 is constituted by diverse kinds of
keys: keys for inputting kana and alphabetic characters,

a numeric key pad for inputting numbers, function keys,
cursor keys and other keys.

The keyboard 65 is used illustratively to input
user information to be sent to the server 5, and to enter
information such as commands for operating the programs
in use.

The mouse 66 is a pointing device that is used by
the user to click on buttons and icons displayed on a GUI
(Graphical User Interface) screen or the like on the
terminal 3. Operating the mouse 66 allows the user to
input relevant information in order to operate the
terminal 3 as desired.

The display unit 67 is illustratively a CRT display,
a liguid crystal display, a plasma display, or some other
suitable display that is furnished to present information
on its screen. The display unit 67 may display results of

input from the keyboard 65 and/or the mouse 66, screens
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is-constituted illustratively by an ink jet printer, a |laser printer, a
thermal transfer printer, or a dot printer. The comruni cation control unit
69 is a device which connects the termnal 3 to the Internet 2 and which
is made up of a nodem a term nal adapter, and other conponents. The
comuni cation control unit 69 may be arranged to connect with the Internet
2 via a LAN (local area network). Under control of the CPU 62, the

comuni cation control unit 69 perfornms send and receive operations
according to a predeterm ned protocol (e.g., TCP/IP). The storage unit 75
i s conposedpobévadedadpbteéwsetabte sioeale, nend unhande@i sitraeiomat wites
and reads data to and fromthe storage nedium A hard disc is used
primarily asctbiensforagelorihgnthe Abléer nadi vedystsonBoot ties

readabl e/witabl e storage 67 nedium such as a magneto-optical disc, a

magneti c di s6tom@tia 36H+LANHUREDIoNedDr Yhabyebeetis®d i nstead. The storage
unit 75 accommobdates prograns such as the OS program 76, browser program

77, and auxiliary THY g aMei8 68 weld @sridad ahathe @S dy agfAamess dfs a basic
program that allows

program execution and other information on a suitable

printing medium such as sheets of paper. The printer 68

is constituted illustratively by an ink jet printer, a

laser printer, a thermal transfer printer, or a dot

printer.

The communication contrel unit 69 is a device which
connects the terminal 3 to the Internet 2 and which is
made up of a modem, a terminal adapter, and other
components.

The communication control unit 69 may be arranged
to connect with the Internet 2 via a LAN (local area
network) . |

Under control of the CPU 62, the communication
control unit 69 performs send and receive operations
according to a predetermined protocel (e.g., TCP/IP).

The storage unit 75 is composed of a
readable/writable storage medium and a drive that writes
and reads data to and from the storage medium. A hard

disc is used primarily as the storage medium.

Alternatively, some other readable/writable storage
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the termnal 3 to operate. One of the functions provided by the OS program
76 is the input and output of files. The browser program 77 is a program
whi ch gains access to service sites established by the server 5 or other
WAV (Wor |l d Wde Web) servers and which causes the display unit 67 to

di spl ay screens based on the screen data sent formthe accessed sites. The
browser program 77 can al so reproduce voices and noving pictures fromthe
recei ved data. The auxiliary program 78 is downl oaded fromthe server 5
and installed in the termnal 3. This program may be furnished as two
separate phegidmssurheas anmagretparptpragrdistoraneaonegistdaston and an
auxiliary programfor automatic log-in. The program 78 may alternatively
be provi dedoasaassiragbaduptogrmemofyemapgbehesedoifighesdons. The auxiliary
program 78 assists the browser program 77 in carrying out user

regi stration or aullereticrdide hogtt 75 Mreompetdte<agpdogrdnme aiph laary
program 78 reads the card-specific information fromthe I1C card 10 for
transm ssi onhtoOBhprageufr 76, UpebwEser pregirshr av | oanar auRul 988gyi ¢ | og-in,
reads the user tally fromthe portable nenory 11 for transm ssion to the

server 5 uppprogubRMABi 6s WweQili Bs @atWites the user tally received fromthe
server

The 0S program 76 is a basic program that allows
the terminal 3 to operate. One of the functions provided
by the 0S program 76 is the input and ocutput of files.

The browser program 77 is a program which gains
access to service sites established by the server 5 or
other WWW (World Wide Web) servers and which causes the
display unit 67 to display screens based on the screen
data sent form the accessed sites. The browser program 77
can also reproduce voices and moving pictures from the
received data.

The auxiliary program 78 is downloaded from the
server 5 and installed in the terminal 3.

This program may be furnished as two separate
programs, i.e., an auxiliary program for new registration
and an auxiliary program for automatic log-in. The
program 78 may alternatively be provided as a single
program offering the two functions.

The auxiliary program 78 assists the browser

program 77 in carrying out user registration or automatic

68



5 to the portable menory 11 at the tinme of user registration. The storage
unit 75 accommobdates additional data and programs such as those for
controlling the comrunication control unit 69 or for operating the
reader/witer 7 and portable nenory drive 8. The storage nediumdrive 71 is
a drive that wites and reads data to and from a detachabl e storage nmedi um
other than the portable nenory 11. The detachabl e storage nedia that may
be handl ed by the drive 71 include a nagneto-optical disc, a nagnetic

disc, a magnetic tape, a paper tape with data punched on the tape, and a
CD-ROM |t 3bedifl. baudrd ethddiati ddlliay caheorduk e armac dfoceman e r@ad0OM or
fromthe paper tape. The storage nediumdrive 71 nay be used to wite

backup datathe a8asyttpbterstofagermaEdbnNFAEmt €hé NBE akdrd@ppd i €81 on _
software fromthe | oaded storage nedium The input/output interface 73 is

formed 69 itlusthabby8hYtbYtReSEELREri HIQPORCEsOF AlgisH LEE 868 o£0MPI yi Ng
with other suitable standards. The termnal 3 1is functionally expanded by

attachi ng tguwﬁawe%égumw reb8Lerfacgsds an eyl ErOR! c eV SR ibnd
conforms to the 1ntertace standard being used. The external devices that

may be attaghed l,n¢h UBS,ar SERLABESYOL £ §UERe 35 AvER 8 upon automatic

log-in, or writes the user tally received from the server
5 to the portable memory 11 at the time of user
registration.

The storage unit 75 accommodates additional data
and programs such as these for controlling the
communication control unit 69 or for operating the
reader/writer 7 and portable memory drive 8.

The storage medium drive 71 is a drive that writes
and reads data to and from a detachable storage medium
other than the portable memory 11. The detachable storage
media that may be handled by the drive 71 include a
magneto-optical disc, a magnetic disc, a magnetic tape, a
paper tape with data punched on the tape, and a CD-ROM.
It should be noted that data can only be read from the
CD-ROM or from the paper tape. The storage medium drive
71 may be used to write backup data to a suitable storage
medium or to install application software from the loaded
storage medium.

The input/output interface 73 is formed
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disc driv

the portable nenory drive 8 were described above and thus w |

di scussed

€,

as well as speakers and m crophones. The reader/witer 7 and

further. The automatic log-in function of the server 5 has

not be

been

descri bed above. The server 5 also has a log-in processing function that

allows the user to log on in a conventional manner (i.e., by manually

I nputting

t er m nal

3,

authentication information and transmtting it to the server
5). Where the IC card 10 and portable nenory 11 are found set in the

the user is granted an automatic log-in to the server 5.

| f

the I C cardiiQuandatpoelgbbe aeseryallinternatefovnshsehtetheceonventi onal
| og-in process needs to be perforned. Since the server 5 offers both the

automatic | ggmplyihynatitANcARErt Bei€OPYENELARArd Q- IThd ungdnioml i3 can

deal with any users regardl ess of the resources they have.
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process and a conventiona

| 6g-in process are carried out. Fig. 11 is a

schematic vigwel@REEsAt ahi ¥gcQtnalCheglcl! anst tLoRBoPRstBE LeEM NAl 3 in

the automatic

0g-1n process as well as in the conventional |og-in
interface standard being used. The external devices that

may be attached include a storage unit such as a hard
disc drive, as well as speakers and microphones.,

The reader/writer 7 and the portable memory drive 8
were described above and thus will not be discussed
further.

The automatic log-in function of the server 5 has
been described above. The server 5 also has a log-in
processing function that allows the user to log on in a
conventional manner (i.e., by manually inputting
authentication information and transmitting it to the
server 5}).

Where the IC card 10 and portable memory 11 are

found set in the terminal 3, the user is granted an

avtomatic log-in to the server 5. If the IC card 10 and
portable memory 11 are not found set, the conventional
log—-in process needs to be performed.

Since the server 5 offers both the automatic log-in

function and the conventional log-in function, it can

deal with any users regardless of the resources they have.
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process. The screen transitions in effect during the automatic |log-in
process are described first. The user at the termnal 3 inputs the URL of
the service site 17 into the URL field of the browser. This causes the
server 5 to transmt top screen data about the service site 17 to the
termnal 3. Gven the data, the display unit 67 of the term nal 3 displays
a top screen 81 shown in (a) of Fig. 11. The top screen 81 indicates a

|l og-in button 85 that rmay be operated to log in to the service site 17.
Where the IC card 10 and portable nmenory 11 are set in the termnal 3, the
user clicks on t hédsgg-ibeddtetloy 8% tre celli clcresus égamisd tomsi dal 3 to
transmt to the server 5 the card-specific information read fromthe IC
card 10 andeffiecusenes adh yaitanathe boytableroeesesyardd.a |In turn, the
server 5 perfornms the user authentication process and |og-in process,

bef or e sendcogvensichal-lag7in ssreedssaise toatheed esut nal 3. The termnal 3
receives the post-log-in screen data and causes the display unit 67 to

di splay a post-I|ogrigl 1scrieern 8mnaid)e afidi GepkbsRegendiveglof. That is,
where the automatic log-in process is perfornmed, the user sinply clicks on
the 10g-in HetéON BPansitions on the terminal 3 in the automatic

log-in process as well as in the conventional log-in

process.

The screen transitions in effect during the
automatic log-in process are described first.

The user at the terminal 3 inputs the URL of the
service site 17 into the URL field of the browser. This
causes the server 5 to transmit top screen data about the
service site 17 to the terminal 3. Given the data, the
display unit 67 of the terminal 3 displays a top screen
81 shown in (a) of Fig. 11.

The top screen 81 indicates a log-in button 85 that
may be operated to log in to the service site 17.

Where the IC card 10 and portable memory 11 are set
in the terminal 3, the user clicks on the log-in button
85. The click causes the terminal 3 to transmit to the
server 5 the card-specific information read from the IC
card 10 and the user tally from the portable memory 11.

In turn, the server 5 performs the user authentication

process and log-in process, before sending post~log=-in
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on the top screen 81. The post-log-in screen 83 then appears on the

di splay, with no further operation carried out by the user. The screen
transitions in effect during the conventional |og-in process will now be
described. It is assunmed that the I1C card 10 and portable nenory 11 are
not set in the termnal 3. The user first inputs the URL of the service
site 17 through the browser. This causes the display unit 67 to display
the top screen 81 of (a) of Fig. 11. The user then clicks on the log-in
button 85 on the top screen 81. The clicking action causes the termnal 3

to send to gbeesErdLtaStd nfips Maéiminaot3fying the latter of the click on
the log-in button 85. At this point, the termnal 3 inforns the server 5

that neither the INGLarddmiHAING Ade iRald altlee gL gLEN SdIRidhg Befa This
causes the server 5 to conclude that the user wants the conventi onal

log-in procgsg andsisanssi §ssphey! @9it Ne72:scaeep data gesordbaaiy to the
termnal 3. Using the log-in screen data, the termnal 3 displays a log-in

screen 82 SQ%%@eﬁnsﬁb%fochiSf_éﬂg. ?@e?éggf&p%ifﬁgen 82 has a user ID
|

input field and a password i nput el d 87. € user inputs the user 1D

and password into fﬁet?%.sf,' chils 50 é&%nkaetyi@qro%-@ﬁ process is

performed, the user simply clicks on the log-in button 85
on the top screen 8l. The post-log-in screen 83 then
appears on the display, with no further operation carried
out by the user.

The screen transitions in effect during the
conventional log-in process will now be described. It is
assumed that the IC card 10 and portable memcry 11 are
not set in the terminal 3.

The user first inputs the URL of the service site
17 through the browser. This causes the display unit 67
to display the top screen 81 of (a) of Fig. 11.

The user then clicks on the log-in button 85 on the
top screen 81l. The clicking action causes the terminal 3
to send to the server 5 information notifying the latter
of the click on the log-in button 85. At this point, the
terminal 3 informs the server 5 that neither the IC card
10 nor the portable memory 11 is being set. This causes
the server 5 to conclude that the user wants the

conventional log-in process and transmits the log-in
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or the like, and clicks on a send button 88. The click causes the term nal
3 totransmt the user-input user ID and password to the server 5. The
server 5 receives the user ID and password from the term nal 3 and uses
them as a basis for carrying out the user authentication and |log-in
processes. After conpleting the log-in process, the server 5 transmts the
post-log-in screen data to the termnal 3. The termnal 3 receives the
post-log-in screen data fromthe server 5, and causes the display unit 67
to display the post-log-in screen 83 of (c) of Fig. 11 accordingly. In

t he above- desceébeda ex aapd @y dimel ¢ oy etitie onadminalg-3n process was shown
carried out automatically if neither the IC card 10 nor the portable
menory 11 was fowxd reetthen lidie-ifrergtirmain Aatdoweher tetrinisiails 3not

limtative of the invention. Alternatively, the conventional |og-in

process nmayqbepisvsiat eslytin eséhesn 782 oneowd 1he(d C earEido or. portable
menory 11 is found set. As another alternative, if neither the IC card 10

nor the portable ngryqll{ s gethahen dhe [1004inputbHitar 8% i s
clicked on, the user may be given a choice. That is, the user may be

ei ther prompfgd, tQ,S&hotheidGutr CALL1d0sANd MY takle iRy the fiferan
automatic | og-in,
ID and password into these fields using the keyboard 65
or the like, and clicks on a send button 88. The click
causes the terminal 3 to transmit ‘the user-input user ID
and password to the server 5.

The server 5 receives the user ID and password from
the terminal 3 and uses them as a basis for carrying out
the user authentication and log-in processes. After
completing the log-in process, the server 5 transmits the
post-log-in screen data to the terminal 3.

The terminal 3 receives the post-log-in screen data
from the server 5, and causes the display unit 67 to
display the post-log-in screen 83 of (c) of Fig. 1l
accordingly.

In the above-described example, the conventional
log-in process was shown carried out automatically if
neither the IC card 10 nor the portable memory 11 was
found set in the terminal 3. However, this is not

limitative of the invention. Alternatively, the

conventional log-in process may be initiated if either
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or asked to proceed conventionally for the log-in. Oher typical screen
structures will 'now be described. Fig. 12 is a schematic view of a typical
top page provided by a service site inplenented with this enbodinment. As
illustrated, this top page indicates three itens: "Acquire new user ID,'
"Log in with IDinput,” and "Log in with card. "' The user clicks on one
of these itens wth the nouse. The click triggers a junp to the page
corresponding to the user-selected item The item"Acquire new user ID' is
selected by a user who wishes to register anewwith this service site or
who wants aocnewckisehel DCt oabé LB8scedpontadietmemot 11 hesclisuedt syt.
possessed user ID. Selecting this item triggers a junp to the registration

screen through whizd arddichesedl tephdtegist erf atewdr bwe B newdiser |1 D set
or issued. 74 The item"Log in with IDinput" is selected if the wuser

wants to fOthWthéepﬁﬁﬂb(B!Déiﬁéﬁbr%rogii Dsprecedusgc wRELCEhAJLAH:-snitem
causes a junp to the conventional |og-in screen through which a user 1D

and a passpptdoar gst 9sbe1MBREE! bY, | PREt usdBenblepr " Logeh NaWehHig@r d” is
sel ected by the user ‘

That is, the user may be either prompted to set the IC

card 10 and portable memory 11 for an automatic log-in,

or asked to proceed conventionally for the log-in.

Other typical screen structures will now be
described.

Fig. 12 is a schematic view of a typical top page
provided by a service site implemented with this
embodiment.

As illustrated, this top page indicates three
items: “Acguire new user ID,” “Log in with ID input,” and
“Log in with card.” The user clicks on one of these items
with the mouse. The click triggers a jump to the page
corresponding to the user-selected item.

The item “Acgquire new user ID” is selected by a
user who wishes to register anew with this service site
or who wants a new user ID to be issued in addition to
the currently possessed user ID. Selecting this item
triggers a jump to the registration screen through which
the user may register anew or have a new user ID set or

issued.
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wi shing to log in using the IC card 10. Selecting this iteminitiates a
junp to a log-in- with-card screen showmn in Fig. 13. On the

| og-in-with--card screen, a nessage "Set your card to the card reader™
pronpts the user to sets the IC card 10 to the reader/witer 7. The
reader/witer 7 starts polling the IC card 10 that has been set. The

| og-in-with-card screen al so displays a nessage "Set your portable nenory
containing a tally to the personal conputer,” pronpting the user to set
the portable menory 11 to the portable nenory drive 8. If the user has yet

to initialize the potiahde “I@ROIMY Wik H iTe.inpMer 6.4 e lldeteat d £l Hes
already associated with the user ID but the portable nenory 11 is yet to

be initialiggdr-tQaae608RDE8 €oR tRL| ¥dnviReohhe l@@eini%@@&§dﬁﬂ§_paSSWOfd
into a "Password" field. The 1log-in process involving the IC card and

assisted by the exderhal,passnoradnitudes Widumgedoher the portable 75

menory is yet to be initialized or when the portable nenory has been

initialiZechH%aﬁE@oHﬁﬂDi¥ngﬁds%ﬁe@ﬁttﬁfouyﬁewhféhdgsﬁﬁéPeﬂD 1he a

| og-in-with-card screen alFows e user elther tolog in automatically

e gt he | Gp8fdral0:8ndoPRL ABR G TRYPEYpdt, OF to fog i

The item “Log in with card” is selected by the user
wishing to log in using the IC card 10.

Selecting this item initiates a jump to a log-in-
with-card screen shown in Fig. 13.

On the log-in-with-card screen, a message “Set your
card to the card reader” prompts the user to sets the IC
card 10 to the reader/writer 7. The reader/writer 7
starts polling the IC card 10 that has been set.

The log-in-with-card screen also displays a message
“Set your portable memory containing a tally to the
personal computer,” prompting the user to set the
portable memory 11 to the portable memory drive 8.

If the user has yet to initialize the portable
memory 11 (i.e., where the IC card 10 is already
associated with the user ID but the portable memory 11 is
yet to be initialized to accommodate a tally), then the
user inputs the password into a “Password” field. The

log-in process involving the IC card and assisted by the

external password input is utilized when the portable
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by setting the 1C card 10 while manually inputting the password. If the IC
card 10 and portable nenory 11 are already set in the termnal 3, the

|l og-in-with-card screen is skipped and automatic log-in is imediately
effected. If either one of the IC card 10 and portable nenory 11 is
already set in the termnal 3, no nessage will be displayed with regard to
the installed device. Fig. 14 schematically depicts a typical ID
association notification screen displayed when the card- specific
information in the 1C card 10 is associated with the user ID during

regi strati opeMbkl theyaut 08BbeCih0giaDizedSbeMmihdNethe esoiessiete f or
registration, the automatic log- in system causes a screen to appear which

prompts themepsey hAsSBhehhenifigat dedOptio the m@ﬁsgg/ Weidelfs modhen the
user sets the ICcard 10, the reader/witer 7 reads 76 the card-specific

information,kgomthe card. The retrieved information is displayed on the
| D association notification screen. The card IDis a secret nunber that

i's represented i”%:ﬂc;i/ %/flt é’d,byt}?ét%#—ijﬁ?—v@'éh%f&'%cﬁé’r{e%ﬁﬂaés not to

be recogni zed visu e user. Ing on a suitable button, not

shown, tran%ﬁhtﬁser either to log in automatically using the IC card

10 and portable memory 11, or to log in semiautomatically
by setting the IC card 10 while manually inputting the
password.

If the IC card 10 and portable memory 11 are
already set in the terminal 3, the log-in-with-card
screen is skipped and automatic log-in is immediately
effected.

If either one of the IC card 10 and portable memory
11 is already set in the terminal 3, no message will be
displayed with regard to the installed device.

Fig. 14 schematically depicts a typical 1ID
association notification screen displayed when the card-
specific information in the IC card 10 is associated with
the user ID during registration with the automatic log-in
system.

When requested for registration, the automatic log-
in system causes a screen to appear which prompts the
user to set the IC card 10 to the reader/writer 7. When

the user sets the IC card 10, the reader/writer 7 reads
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the card-specific information to the server 5. This causes the IC card to
be associated with the user ID. Fig. 15 schematically shows a typical ID
associ ation conplete screen that appears when the association of
card-specific information with a user ID has been conpleted. This screen
di spl ays a nessage saying that holding the IC card 10 to the reader/witer
7 substitutes for the input of a user ID. Also displayed is a nessage
saying that initializing the portable nmenory 11 elimnates the need for

i nputting a password. Although not shown, the ID association conplete
screen di spthygscardekpecibnchinfonmatbenaftroni bget berdserthe det ermi ne
whet her or not to initialize the portable nmenory 11. If the user decides
to initial reeriheegoinéibreatiénnrysldisplppetdabhethenbPyassoctiatlozati on
screen of Fig. 16 appears. If the user decides not to initialize the
portable meobiyitdtivheactrhenuserhdatalsi tie 1€ carabrd) tramttdeer Zhat
reader/witer 7, and inputs the password manually for log-in. In addition

to the nessagerppogpbhigdt heluseratdvedsgtbiyhesperighke(npnoriytdd to the
reader/witer 7, the portable nenory initialization screen displays two
fields: a usekekP bBPHE hbel doprenpebBgnt BEAUSEELADIYNBYLthe user.

Clicking on a suitable button, not shown, transmits
the card-specific information to the server 5. This
causes the IC card to be associated with the user ID.

Fig. 15 schematically shows a typical ID
association complete screen that appears when the
assocliation of card-specific information with a user ID
has been completed.

This screen displays a message saying that holding
the IC card 10 to the reader/writer 7 substitutes for the
input of a user ID. Also displayed is a message saying
that initializing the portable memory 11 eliminates the
need for inputting a2 password. Although not shown, the ID
assoclation complete screen displays a selection button
for allowing the user to determine whether or not to
initialize the portable memory 11. If the user decides to
initialize the portable memory 11, a portable memory
initialization screen of Fig. 16 appears.

If the user decides not to initialize the portable

memory 11, then the user holds the IC card 10 to the
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the user ID for verification, and a password input field requesting the
user to input the password fromwhich to generate electronic tallies. The
user inputs the user ID and password and clicks on a send button, not
shown. The click causes the input information to be transmtted to the
server 5, whereby electronic tallies are generated. O the electronic
tallies thus generated, the user tally is sent to the termnal 3 and
witten to the portable nmenory 11. This causes a portable nenory
initialization conplete screen of Fig. 17 to appear. This screen displays

two nessagese;4BL/HESEAHET Saysd t hdbut d Nitéd abd ZRhd oD Mdnddel pofdabl e menory
has been conplete. The ot her nmessage says that conbining the portable

menory 11 ythithe IC card 10 grants automatic log-in, with no need for
manual passmord |nput The automatic |l og-in systen11 enbodying this

i nvention as descrj rp%cﬁbﬂt ofd ﬁ{h’% tﬂLéessaan\héarg Wy sHaRIdzed pel ow. (1)

Aut henti cating the user w taI follomﬁng effects. The

aut hent i cat o] d tall
i The. sor verly Hip bURL B BAGEDPEL 26 0ctle BELAEE/ALLdx AT meer ALY

h I
the portable memory initialization screen displays two

fields: a user ID input field prompting the user to input
the user ID for verification, and a password input field
requesting the user to input the password from which to
generate electronic tallies.

The user inputs the user ID and password and clicks
on a send button, not shown. The click causes the input
information to be transmitted to the server 5, whereby
electronic tallies are generated.

Of the electronic tallies thus generated, the user
tally is sent to the terminal 3 and written to the
portable memory 11. This causes a portable memory
initialization complete screen of Fig. 17 to appear. This
screen displays two messages. One message says that
initialization of the portable memory has been complete.
The other message says that combining the portable memory
11 with the IC card 10 grants automatic log-in, with no
need for manual password input.

The automatic log-in system 1 embodying this

invention as described above offers the advantages

78



user tally is deened stolen following the theft of the portable nenory 11,
the risk of the original authentication information being reconstituted
fromthe lost tallies is virtually nil. The automatic log-in system1l
t hus provides a very high degree of security. The only information held by
the 1C card 10 and, related to the authentication information is the
nunbers (card ID 25, electronic noney ID 26) used for establishing an
association with data needed for authentication (i.e., server tally). It
follows that even if the ICcard 10'is lost, it cannot be abused by an
unscrupul ouSUPRErdzpdr Pplovs the two tallies were stored separately on two
portable storage nmedia and if both nmedia fell into the possession of a
di shonest thi(td parhgntibetonggihal usaf oviel i onl tows dhde tleeonstituted
fraudulently by matching the two tallies retrieved fromthe nedia. Such
an event ual by lowowgveffecssi nconcei vable with the 79 inventive automatic
|l og-in system1l. Since one tally is stored in the server 5 and the ot her
in the portable stiiragaitteditimatier ablf mermon ik twaeld Himeg the two
portabl e storage media (IC card 10 and portable nmenory 11) still bars the
third partystroarr ea0hgt bhit Angséhecadliygi net dHY WdBidORkally is

leaked following an attack on the server 5, or if the

user tally is deemed stolen following the theft of the

portable memory 11, the risk of the original

authentication information being reconstituted from the

lost tallies is virtually nil. The automatic log-in

system 1 thus provides a very high degree of security.

The only information held by the IC card 10 and °
related to the authentication information is the numbers
(card ID 25, electronic money ID 26) used for
establishing an association with data needed for
authentication (i.e., server tally). It follows that even
if the IC card 10 is lost, it cannot be abused by an
unscrupulous third party.

If the two tallies were stored separately on two
portable storage media and if both media fell into the
possession of a dishonest third party, the original
information could be reconstituted fraudulently by

matching the two tallies retrieved from the media. Such

an eventuality, however, is inconceivable with the
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(2) Executing automatic log-in provides the followng effects. There is no
need to input the user ID or password nanually because the IC card 10 and
portable nenory 11 wused for automatic log-in conbine to |let the user skip
the input. It is not necessary to renenber the user ID or password, which
is convenient for the user. Since there is no need to remenber the
password, the password can be nade quite conplicated; it can be a conplex
conbi nati on of upper case letters, |lower case letters, and nunerals for
enhanced security. (3) Adopting the noncontact type IC card 10 as the

portabl e stopags:iBdi HOLBheVidesolhenf oy touhny. effietds onelhe g Gard 10 is
conveni ent to use because the wuser need only hold it to the reader/witer

7. Since thecl.gard 1f.need 00t 5t onderbe oyghbri Dhotndhysieabiont act with
t he reader/mw#t%r 7, %o?h thg 80 re%der/mwiterr7 and tng | C card 10 can

remain duragkgraggeméggﬁmfzggfgggié h&h&8 iiY),'éc%nyﬂﬁ CindYpgoportabl e

st orage nedirum op ., contact type IC card), there could be

Db oo, TeBULBEL BLLYLLONg0, RUFLOaE AURLAA GO R0y o0
11) still bars the third party from reconstituting the
original information.

(2) Executing automatic log-in provides the following
effects.

There is no need to input the user ID or password
manually because the IC card 10 and portable memory 11
used for automatic log-in combine to let the user skip
the input.

It is not necessary to remember the user ID or
password, which is convenient for the user.

Since there is no need to remember the password,
the password can be made quite complicated; it can be a
complex combination of upper case letters, lower case
letters, and numerals for enhanced security.

{3) Adopting the noncontact type IC card 10 as the
portable storage medium provides the following effects.

The IC card 10 is convenient to use because the
user need only hold it to the reader/writer 7.

Since the IC card 10 need not to be brought into

physical contact with the reader/writer 7, both the
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storage nedium That eventuality is circunvented by use of the nonc
type IC card 10. (First variation) Wth the above-descri bed enbodi ne

password

and card-specific information were shown turned into the

tally and server tally. Alternatively, other resources may be util

ori gi nal

user I D, password, card ID 25, electronic noney ID 26, and portable
menory-specific information my each be used singly or may be enpl oyed in
conbination as the original data. As a first variation of the enbodi

portabl e

step nunbers,

ont act
nt, the
user
zed as

data fromwhich to generate electronic tallies. For exanple, the

ment ,

neaedgrgpetiteirc’i ahdr hhei 08 tcsrdsél asnt hemaingduakbiatandfrom
which to derive electronic tallies. Howthis wvariation is inplenented is
descri bed behaw weth theleréntegkdtiybe flowchart of Fig. 18. O the steps
shown in Fig. 18, those also included 81 in Fig. 8 will be given the

specific information will be explained. The termnal 3 operates the

portabl e negebytrdai (e.§.,teoheadtth

fromthe

P
portable nenory 11 (step 2526).
problems in outdoor situations. Dust or rainwater could

hamper proper contact between the terminal and the
storage medium. That eventuality is circumvented by use
of the noncontact type IC card 10.

(First variation)

With the above-described embodiment, the password
and card-specific information were shown turned into the
user tally and server tally. Alternatively, other
resources may be utilized as original data from which to
generate electronic tallies.

For example, the user ID, password, card ID 25,
electronic money ID 26, and portable memory-specific
information may each be used singly or may be employed in
combination as the original data.

As a first variation of the embodiment, portable
memory-specific information is used as the original data
from which to derive electronic tallies. How this
variation is implemented is described below with
reference to the flowchart of Fig. 18.

Of the steps shown in Fig. 18, those also included

81
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and ohly cdémeast epgod epattethbl®o dwosuH gagnddiampardadl e nmenory-
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The portable nmenory 11 offers its portable nenory- specific information to
the termnal 3 (step S705). The termnal 3 sends to the server 5 the
portable nmenory-specific information acquired fromthe portable nenory 11
(step S528). The server 5 receives the portable nenory-specific
information transmtted fromthe termnal 3 (step 903). In the server 5,
the tally generation unit 43 generates-a random nunber (step 905) . The
val ue used as a basis for generating random nunbers is illustratively

ti me-of -day data, so that generated nunmbers will be genuinely random The
random nunben Beger atedlbyb¢ hgeiteh | fhgenanat $oep nmibbersy, iandtorkd as a

server tally into the server tally database 20 (step 910).

Usi ng the

portabl e netheysspesi fetatad ot ovhandl indt ahaetoftani ¢ heeheryd nal 3 and t he
random nunber generated in step 905, the tally generation unit 43 82
encrypts a bpebieict hefpasswosd AClUi bedekpDainde, user (step 915). The
termnal access unit 41 transmts the encrypted password hash to the
termnal 3 as a ussie tdiindIStER teslhd §JdrtA1e3 neaiV & ikize guser
tally fromthe server 5 (step 530) The received user tally is witten

to read the portable memory-specific information from the

portable memory 11 (step S$526).

The portable memory 11 offers its portable memory-

specific information to the terminal 3 (step S705).

The terminal 3 sends to the server 5 the portable

memory-specific information acguired from the portable

memory 11 (step S528). The server 5 receives the portable

memory-specific information transmitted from the terminal

3 (step 903).

In the server 5, the tally generation unit 43

generates a random number (step 905). The value used as a

basis for generating random numbers is illustratively

time-of-day data, so that generated numbers will be

genuinely random.

The random number generated by the tally generation

unit 43 1s stored as a server tally into the server tally

database 20 (step 910).

Using the portable memory-specific information

obtained from the terminal 3 and the random number

generated in step 905, the tally generation unit 43
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to the portable nmenory 11 by the portable nenory drive 8 (step 535). The
portable nenory keeps the user tally witten therein (step 710). .The

st eps above, when executed as described, generate electronic tallies using
the portable nenory- specific information. Wen the portable
menory-specific information is included into the electronic tallies, it

I s possible to nakes arrangenents so as to nullify the wuser tally placed
in the portable nmenory 11 if that tally is copied into another portable
menory 11. The arrangenents above illustratively involve having the

termnal 3 1g 4 4 hes pordablige MBADEYsr$ PeLddd fed N MBHON Alr the tinme

of autonatlc 0g-1n, so that the transn1tted I nformati on may be checked

agai nst _the. pogtabl e iy -cspacid 1 & RO y Sl ele {1 om he

electronlc (Second VAl atio A secon varlatlon of

i rre\r/];r?ag?%[%%{g&]L%éggw?%@%g&?rté Qtﬂ%]%rrﬁrpﬁ t he passwor CPI V&\'yt o the

second e ‘user nmanually ‘enters
setting the IC c é%o Otothe termnal 3 at the sane tine. For this
variation, {PeRa pecific information

The terminal 3 receives the user tally from the
sexrver 5 (step 530). The received user tally is written
to the portable memory 11 by the portable memory drive 8
{step 535).

The portable memory keeps the user tally written
therein (step 710).

The steps above, when executed as described,
generate electronic tallies using the portable memory-
specific information. When the portable memory-specific
information is included into the electronic tallies, it
is possible to makes arrangements so as to nullify the
user tally placed in the portable memory 11 if that tally
is copied into ancother portable memory 11.

The arrangements above illustratively involve
having the terminal 3 transmit the portable memory-
specific information at the time of automatic log-in, so©
that the transmitted information may be checked against
the portable memory-specific information reconstituted
from the electronic tallies.

(Second variation)
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Is al so associated with the corresponding user IDin the server 5. \Wen
the password is manually input and transmtted by the user, with the
card-specific information sent fromthe IC card 10, this variation can

aut henticate the user using both the password and the wuser ID. How the
second variation of this invention is inplenented is described below with
reference to Fig. 19. The termnal 3 first accesses the server 5 (step
1105). If the auxiliary programis found yet to be installed in the
termnal 3, the server 5 transmits the auxiliary programto the termnal 3
(step 1203). Assi & eskdiynd hesmilbd ddrargf pgramodikerteadbowd rdqusitrasd S
reading the card-specific information fromthe I1C card 10 (step 1110)

The | C cardtB@ sesdstbt sngatda 5eEWbLE hAHOATRY | Oiltd: tthe: tyddmal 3 in
noncontact fashion (step 1005) . The termnal 3 sends to the server 5 the

card-speci f{ygri Bt 9bBI hOAsE eCEh¥edséFromhhg1l ¢ 6 &r84cHO £888PoAd15). The
server 5 receives the card-specific information fromthe termnal 3 (step

1205). The &ﬁifﬂian%t@iﬁgqlclﬁé%ctEéx&%év‘@édtﬁé't@éﬁ@i@é(lt?"eat Uﬁﬁé and
transmts the input pasSword to the server 5 (step 1120) . The server 5
receives thg passywaLd fromthe

For this wvariation, the card—épecific information
is also associated with the corresponding user ID in the
server 5. When the password is manually input and
transmitted by the user, with the card-specific
information sent from the IC card 10, this wvariation can
authenticate the user using both the password and the
user ID.

How the second variation of this invention is
implemented is described below with reference to Fig. 19.

The terminal 3 first accesses the server 5 (step
1105). If the auxiliary program is found yet to be
installed in the terminal 3, the server 5 transmits the
auxiliary program to the terminal 3 (step 1203).

Assisted by the auxiliary program, the terminal 3
starts reading the card-specific information from the IC
card 10 (step 1110). The IC card 10 sends its card-
specific information to the terminal 3 in noncontact
fashion (step 1005). The terminal 3 sends to the server 5

the card-specific information received from the IC card
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t er m nal

3 (step 1210). The server 5 searches for the user |ID associated

with the card-specific information received fromthe termnal 3 (step
1213). The server 5 then perforns |og-in authentication using the
retrieved user ID and the password received fromthe termnal 3, before
carrying out the log-in process (step 1215). After the log-in process,

server 5 transmts post-log-in screen data to the termnal 3 (step 1220).

The term na

unit 67 to display the post-log-in screen accordingly (step 1125).
(Applicatiogg)(stépi§199§§ibIe to provide other services by putting
automatic log-in system1 of this enbodinent illustratively to the

fol I oving appl i calignse ), $arddis s RHSUNAaIHRITI A il ng

the portable nmenory 11 nekes 1t possi

specifically,

e to sharé personal informti

ortab

bet ween devkggﬁuéﬁﬁgt?ﬁgggéfogak%Eﬁépfégggi CE equi pnent). More

nory permts sharing of e-nai

t he

on

t he

3 receives the post-log-in screen data and causes the displ ay

text, address bookygntydgs, SCNPAU RS r O UP s Ml ATSWRLPIAd | o5

user and transmits the input password to the server 5
(step 1120). The server 5 receives the password from the
terminal 3 (step 1210).

The server 5 searches for the user ID associated
with the card-specific information received from the
terminal 3 (step 1213).

The server 5 then performs log-in authentication
using the retrieved user ID and the password received
from the terminal 3, before carrying out the log-in
process (step 1215).

After the log-in process, the server 5 transmits
post-log-in screen data to the terminal 3 (step 1220).

The terminal 3 receives the post-log-in screen data
and causes the display unit 67 to display the post-log-in
screen accordingly (step 1125).

(Applications)

It is possible to provide other services by putting
the automatic log-in system 1 of this embodiment
illustratively to the following applications.

(1) Sharing of personal information
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"CE" stands for consuner electronics, and the CE equipnent includes
househol d AV appliances such as TV sets and video cassette recorders, as
wel | as other honme electrical products. Wiere the portable nmenory 11 is
assigned URL information as the original information fromwhich to derive
tallies, getting the portable nenory 11 recogni zed by the PC and hol di ng
the IC card 10 to the reader/witer <can initial access to a desired web
page. Wiere the tally-based authentication systemis installed, private
data can be accessed only if the user tally and the server tally match.

Thi s setup ensur es{lticlﬁ_ ﬂﬁe@k%élﬂg%c?@‘leome\f@t@ Nf a@ld QR ;!o?s)silkﬁ% of

storage nedi a other than C'card 10 and portable nmenory 11 The |1C card

10 and portgglShg?%2é¥5%§?%féi9§°rﬁg@i@ﬁegeﬁNeQ5 5?@9% Ong%gg'mﬁth anot her

portabl e storage ., _menory in the nobile and/ or a fixed
06 5! 0L r0e FEdLum (oo BupyleLd, Shaccl bhe, PO SeRIdupaion dhe purpose.
erbodi ment . BFLUHO PRVBAEFINLE ( RETPEF nf hah> 5 bhs SRBME | il SR o
illustratively by use of a )

text, address book entries, schedules, bookmarks, and

perscnal profiles.

“CE” stands for consumer electronics, and the CE
egquipment includes household AV applianées such as TV
sets and video cassette recorders, as well as other home
electrical products.

Where the portable memory 11 is assigned URL
information as the original information from which to
derive tallies, getting the portable memory 11 recognized
by the PC and holding the IC card 10 to the reader/writer
can initial access to a desired web page.

Where the tally-based authentication system is
installed, private data can be accessed only if the user
tally and the server tally match. This setup ensures
confidentiality of private information.

(2) Use of storage media other than the IC card 10 and
portable memory 11
The IC card 10 and portable memory 11 may be

replaced by or supplemented with another portable storage

medium (e.g., memory in the mobile phone) and/or a fixed
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personal conputer. In another application, the automatic l|og-in system!|l
Is particularly effective when used in conjunction with CE equi pnent
(e.g., digital camera, TV set). Since the CE equi pnent has a poorly

devel oped interface, an authentication technique involving a user tally
111 should be effective when applied to the CE equipnent. (4) Application
to menbership cards The IC card 10 nay be used as a nenbership card. 1In
this case, password-based authentication is not perfornmed. |Instead, the
server checks to see whether the card-specific information in the IC card

10 i s assoclaped,e Wil anUselq! D Lyl QusLYi st ohedptn dbiSes@INToRS a token

of menbership y assoc ted card-specific information proves that

h h d
the owner F,?E ﬁukﬁnggr SjLQ:H filet A0d Rle JERS 5 ‘ﬁ’je r}:l‘r%%ibed above t hey

enbodi nent © véntion S varlations were

are only exaig gggfgﬁg%a@&&%u{é L athaCohy Ll SulOVER! 4 00re O Dt

nodi ficatio Fvés may al so T &ivent e out departing

fromthe spir e. of the,_.invention. For exanpl e, whereas the
aut omatic |oé5fn£%9i% 501 A1VeE e ST EHBWAC ut i i zing the 1C card 10 and

portabl e With this embodiment of the invention, the terminal
3 was shown implemented illustratively by use of a
personal computer. In another application, the automatic
log-in system 1 is particularly effective when used in
conjunction with CE equipment (e.g., digital camera, TV
set). Since the CE equipment has a poorly developed
interface, an authentication technique inveolving a user
tally 111 should be effective when applied to the CE
eguipment.
(4) Application to membership cards
The IC card 10 may be used as a membership card.
In this case, password-based authentication is not
performed. Instead, the server checks to see whether the
card-specific information in the IC card 10 is associated
with a user ID previously stored in the server as a token
of membership. The duly associated card-specific
information proves that the owner of the IC card 10 is a
legitimate member.
Although one embodiment of the invention and its

variations were described above, they are only examples
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menory 11, this does not nean the portable storage nedia are limted to
the 1C card 10 and portable nenory 11. Alternatively, a flexible disc, a
magnet o-opti cal disc, and other nmanually transportabl e storage nedia may
be adopted. Although the terminal 3 was shown practiced using a personal
conputer furnished with a browser, this is not I|imtative of the
invention. Alternatively, a digital TV set or any other suitable househol d
data apparatus may be used provided it can be connected to a network. The
server 5 may be supplenented with the function of dissociating a given

user 1D frombhe corsespopdi Dgiveas£-opesi fhfed i &8 MiteRr It should be
possible for the inventive systemto issue electronic tallies repeatedly

so that ea L Se S d r : L Se il ntion may
al so be prg@?#gg%cgf%@?%d%?%e?gga?égﬁ eé%ons ?%h%?gﬁggfng%ﬁ?%?¥%e|OML 88

) e 2OOMWSEnYAL’ Bbon. £lq | ech WEDULON: 11 16F O 0e Ro BOY! 0ed an

aut henti catiron proce rm na onprising: u regi stering neans for
regi stering,a user identification nunber for identifying a user and a
password; stefEf hUMber registering neans for registering secret

IdentlflcatlonI'ﬁéggngééﬁﬁfé?”w éggégﬂtﬁé)gﬁ%omatic log-in system 1

above was shown utilizing the IC card 10 and portable
memory 11, this does not mean the portable storage media
are limited to the IC card 10 and portable memory 11.
Alternatively, a flexible disc, a magneto-optical disc,
and other manually transportable storage media may be
adopted.

Although the terminal 3 was shown practiced using a
personal computer furnished with a browser, this is not
limitative of the invention. Alternatively, a digital TV
set or any other suitable household data apparatus may be
used provided it can be connected to a network.

The server 5 may be supplemented with the function
of dissociating a given user ID from the corresponding
card-specific information.

It should be possible for the inventive system to
issue electronic tallies repeatedly so that each user's
password may be altered as needed.

This invention may also be practiced alternatively

in the constitution (1) or (2) below.
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associated with a server tally which is one of generated tallies and which
is to be retained by a server (server 5); tally receiving neans for
receiving fromthe server a wuser tally which is another one of the
generated tallies and which is to be kept by the user; and recordi ng neans
for recording the user tally received by the tally receiving neans to a
storage nedium (portable nenory 11); wherein the tallies are generated
fromthe password. Alternatively, the tallies my be generated from both
the password and the secret identification nunber. As another alternative,

the inventi vgﬁ%@%a%f O P PCESS| 0 15 MDA B f WS £0pmid Se

medi um regi stering nmeans for registering identification informnation about

the storage,iegiHONt gy WalEReAPECLOEEn LRLLYSESnE g@gf@fﬁ pthe medi um

i dentificatfon informaty on proving th e us IS recorded in the

storage meg), 559#81eﬁggrb¥e%E§té£?é§gﬁe£§9' %@g 1 BahEng (2) u b, Vet

anot her varration of “fhé”“Trnvention rovi de an I ormati on
processi ng appara acquiri hept Lcation jinfor n based on a
user tally?t §§8£ %ég? é?ntﬁF eﬁe£$5 é??gﬁ#%ln%ssmor% c%?ée%pondlng to an
identification numher owned b¥@§e¥S rom secre dentlfﬁcatlo

i nf or mat i onPRESFATED 88FreLt Y nrégﬁ?g?ﬁb%gn@%?ﬁﬁ1 € EEPH° 1B ¥ he user

tally secret identification information {card ID 25) to be
associated with a server tally which is one of generated
tallies and which is to be retained by a server (server
5); taliy receiving means for receiving from the server a
user tally which is aﬁother one of the generated tallies
and which is to be kept by the user; and recording means
for recording the user tally received by the tally
receiving means to a storage medium (portable memory 11);
wherein the tallies are generated from the password.
Alternatively, thg tallies may be generated from
both the password and the secret identification number.
As another alternative, the inventive
authentication processing terminal may further comprise
medium registering means for registering identification
information about the storage medium to which the user
tally is recorded, the medium identification information
proving that the user tally is recorded in the storage
medium registered by the storage registering means.

(2) As yet another variation of the invention, there may
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and the server tally being stored in another storage nedium (portable
menory 11) and a server (server 5) respectively. The information
processi ng apparatus conprises: tally transmtting nmeans for transmtting
the wuser tally retrieved fromthe storage nediumto the server; and
secret nunber transmtting neans for transmtting the secret
identification information retrieved fromthe storage nediumto the
server. The authentication information is reconstituted fromthe server
tally stored in the server and fromthe tally transmtted by the tally

Lransi t] ngempangs alht bnt Derabpye: S8 rbpbeeSsidy Loastapal tzof the

authentication information is divided into two one tally getting

stored |nto,LB: PN CLuPAnE NE CLOET s n EOLRL ALOELLR oL QM agEy, Tod! um
y, the fa

Taken separ at y data are totally neaningless. At the tine of
' Conbi nat FoR- PG rerEart okt 19 paborHE £EPh% (hfeudll (E LY 1o veel
associ at ed gﬁt@ethe t her taIIyi Qe 9f£na£fe server . gﬁééd [T angenent makes
it possible fﬁ %98%3%%gaﬁ?oﬁ%t.% ?%g-l%_mn?%oy?m?%sortlnga?% Franuar
|1 passvor 6, LapULel DoLhaL LSSRECk, SLICLYepLive, st g grael e user
type 1C Cargtéieéegé geggggége medium (IC card 10), the user tally

and the server tally being stored in another storage

medium (portable memory 11) and a server (server 5)

respectively. The information processing apparatus

comprises: tally transmitting means for transmitting the

user tally retrieved from the storage medium to the

server; and secret number transmitting means fox

transmitting the secret identification information

retrieved from the storage medium to the server. The

authentication information is reconstituted from the

server tally stored iﬁ the server and from the tally

transmitted by the tally transmitting means.

With the above structure, at least part of the

authentication information is divided into two tallies,

one tally getting stored into the server and the other

into an external storage medium. Taken separately, the

tally data are totally meaningless. At the time of

authentication, the external storage medium containing

one tally is used in combination with a noncontact type
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the degree of security is enhanced further.
as described, there 1is provided an authentication system conprising a

term nal and an authentication server. The term nal acquires

identification information for identifying first

In carrying out the invention,

tally information froma

first portable storage nmedium and second tally information froma second

portabl e

storage nedium The authentication server acquires the

identification information and the second tally information fromthe

termnal in order to performan

a service

informati on an

authent i cat| on SeLver SeatGhes Hofs

S&&egarBhEhéegg%Qaé_ﬁﬁﬁﬁ§915§séefa@§guﬁi@@ tEendthéeatd Dy

secon

. ntl %%%Jﬂqﬁﬁ
identificatiron information received fromthe termnal, and acquires

aut hent i cat L o0 |, 0LOLIBLLOD; UShBY_the .t EhELEVEAsEEESh ! L] Hahtlor mati on and

the second ?ﬁ?F? I

successf ul

jui
n?orn'a 1 on acqul re romt erm nal .

perforns a 1o0g-1n proc

EREnFPEalPER BEFDerSE 2t GORVPRF gy SiHeS the
number held by the nonconfact type IC card is kept secret,
the degree of security 1s enhanced further.

In carrying out the invention, as described, theré
is provided an authentication system comprising a
terminal and an authentication server. The terminal
acquires identification information for identifying first
tally information from a first portable storage medium
and second tally information from a second portable
storage medium. The authentication server acquires the
identification information and the second tally
information from the terminal in order tec perform an
authentication process. Upon logging in to a service site,
the terminal transmits the acquired identification
information and second tally information to the
authenticétion server. The authentication server searches
for the first tally information using the identification
information received from the terminal, and acquires

authentication information using the retrieved first

tally information and the second tally information

91

ly information to the authentication server.

aut hentication process. Upon logging in to

The

edt@llkd N pEud onusitng the

n the event of
er authentication based on the .acquir e . i i

i nf or mat i on,IH?RgsﬁﬂPﬁ ntFEd i‘onr&régi?sr%/aetf O T U Shadidan ségésﬂet%(; permt

access to thg service site._ In carr ing out .the invention, éhere i.s al so

provi ded an®&f ﬁﬁﬁ €t



whi ch acquires identification information for identifying first tally
information froma first portable storage nmedi um and second tally
information froma second portable storage nmedium The authentication
server acquires the identification information and the second tally
information fromthe termnal in order to perform an authentication
process. The authentication server conprises: identification information
acquiring neans for acquiring the identification information fromthe
termnal; first tally information searching neans for searching for the

first talIyat@qu@atanmU§h@gtéb@lnggqUtmﬁdjkﬂ%m@dm<aﬁnsu¢de@@qmnatuon
second tally “information acquiring neans for acquiring the second tally

'nfornat'OnugéPHbEB§e£€£859§$n BALOENLH Cahé Oflcqh 1 O NBEE K BCAUHE 161G Means
for acquiring authentication information u5|ng the retrieved first tally

'nfornat'Onlnfggmégfoﬁcqﬁhéeguﬁﬁgﬁﬁgcééiéﬂ LOFRL FBLE PRy R dy  BYEDEALT cating

means for carryrng out e aut hentication process using the acquired

aut hent | cat LoncLof ot impLons c (aubhentLgathonssegyer ofdhe fir st

constituti oRj. Prefe he au ion server a ove may further

conpri se anot her thenticatin nmeans far erfo t:he 1 -in process to
grant the term naf‘iJ N S5 rf%?qh 6}% ey Oen’l n Lgeel\?sen of successf ul

ce SI
provided an authentication server connected to a terminal
which acguires identification information for identifying
first tally information from a first portable storage
medium and second tally information from a second
portable storage medium. The authentication server
acquires the identification information and the second
télly information from the terminal in order to perform
an authentication process. The authentication server
comprises: identification information acquiring means for
acquiring the identification information from the
terminal; first tally informaticn searching means for
searching for the first tally information using the
acquired identification information; second tally
information acquiring means for acquiring the second
tally information from the terminal; authentication
information acquiring means for acquiring authentication
information using the retrieved first tally information
and the acquired second tally information; and

authenticating means for carrying out the authentication
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user authentication by the authenticating neans. The first tally
information and the second tally information handled by the authentication
server above nay be two electronic tallies generated by dividing, using
suitable logic, original data constituted at |east by part of the

aut hentication information in such a nmanner that either one of the
electronic tallies is insufficient to reconstitute the original data. If
such electronic tallies are used, the authentication information acquiring
means above may be arranged to reconstitute the original data using the

first tallyp ié@@éém&éﬂ&%aﬂﬁ’e@tﬁ;@ﬁﬁ&ﬂ%dt&iéﬂfcidﬁwmtiﬂbrﬁﬂcﬁfably, t he
aut henti cation server the first constitution above may further

conprise: reghshEt{on: il ORI ofr aorli £ g nesns fart @squi ri ng
registration information including authentication information fromthe

termnal; tally injQremihg) ORR ahithQ Y8R IR 5e39R8" AbiWe th¢ first and
t he second tally |nfornat| in 93 such a manner that the authentication

|nfornat|onfu£9ﬁé 8%¢£E%Qe L red 48 ?%.fgiﬁgléégﬁgr@gfon w il be

i dentified uSTnhg e secon ormation; associating
reans ISrsZ‘é%%’%r'r%‘%?érﬁ%“ L LT A fab on o
access to the service site in the event of successful
user authentication by the authenticating means.

The first tally information and the second tally
information handled by the authentication server above
may be two electronic tallies generated by dividing,
using suitable logic, original data constituted at least
by part of the authentication information in such a
manner that either one of the electronic tallies is
insufficient to recqnstitute the original data.

If such electronic tallies are used, the
authentication information acquiring means above may be
arranged to reconstitute the original data using the
first tally information and the second tally information.

Preferably, the authentication server of the first
constitution above may further comprise: registration
information acquiring means for acquiring registration
information including authentication information from the
terminal; tally information generating means for

generating the first and the second tally information in
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associate the first tally information with the acquired identification
information; storing nmeans for storing the associated first tally
information; and second tally information transmtting nmeans for
transmtting the generated second tally information to the term nal;
whereby the user desirous of automatic log-in may be registered. The tally
i nformati on generati ng neans above may be arranged to generate the first
and the second tally - information by dividing, using suitable |ogic,
original data constituted at |east by part of the authentication

i nfor mati ongj ARl HdgEnh8rt PERa ACENE T Sdt hEGE SEa Rl bRNinESFRETRERON i N such a
manner that either one of the first and the second tally information is

i nsuffici en& &Qudéacgﬁ%héussqﬁbﬁe@rtagﬂgtrai@ft@n 1RESARSYi NG ULl tibe
i nvention, here s a provi ded an aut hentication server connected to a

term nal ‘“’i‘!ﬂ&?t%ﬁ%arﬁé%hge%)ﬁéffEfé’c%‘n&“E}l%”@éb&‘i‘df@éllﬁ'ent' fying 94

first tally rnformation ma first port e storage nedium and second

L Lot or TRELORLL LR, 2,586000:, ROTHADLE 2107 206, TPLRYM+ dRCcne

aut henti cat FOR-Server ’acquires Ica rmati1 on and the

second, (o | LoCerresion, (rom 58 LEETLARL LD 9Tt eLd ok
for the generated first tally information so as to
associate the first tally information with the acquired
identification information; storing means for storing the
associated first tally information; and second tally
information transmitting means for transmitting the
generated second tally information to the terminal;
whereby the user desirous of automatic log-in may be
registered.

The tally information generating means above may be
arranged to generate the first and the second tally
information by dividing, using suitable logic, original
data constituted at least by part of the authentication
information included in the acquired registration
information in such a manner that either one of the first
and the second tally information is ihsufficient to
reconstitute the original data.

In carrying out the invention, there is also
provided an authentication server connected to a terminal

which acguires identification information for identifying
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conprises: registration information acquiring nmeans for acquiring
registration information including authentication information fromthe
terminal; tally information generating nmeans for generating the first and
the second tally information in such a manner that the authentication
information included in the acquired registration information wll be
identified using the first and the second tally information; associating
means for acquiring fromthe termnal identification information with
which to search for the generated first tally information so as to

associ ate therdt red1l @l {yrokndof st fosm va t i fdie pesgased diderddgd i cation
information; storing neans for storing the associated first tally

i nf or mat i onpe@Ngh Se@NstShd Ytéﬁ%?rﬂﬁﬁéﬁﬁlaﬁ:{@rﬁlsﬂérﬁi@gsems for
transmtting the generated second tally information to the term na

(aut henti Ca]%féé?f‘aﬁf%\’ﬁof?igé hfed 8@ 0N HONRIHIHH Q)1 cHh @ er@ldyy | nformati on

genergtinlgI ans above nmay be 95 arranged to generate the first and the

second ta i i 0 EVIL O j | t.ab. | .00l C iginal dat
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A Pal y I'n nN1s1n

the first he“second ormati1 o sufficient - to

an authentication process. The authentication server
comprises: registration information acquiring means for
acquiring registration information including
authentication information from the terminal; tally
information generating means for generating the first and
the second tally information in such a manner that the
authentication information included in the acquired
registration information will be identified using the
first and the second tally information; asscciating means
for acquiring from the terminal identification
information with which to search for the generated first
tally information so as to associate the first taily
information with the acquired identification information;
storing means for storing the associated first tally
information; and second tally information transmitting
means for transmitting the generated second tally
information to the terminal (authentication server of the
second constitution).

The tally information generating means above may be
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reconstitute the original data. In carrying out the invention, there is
also provided a termnal for transmtting identification information for
identifying first tally information and second tally information to the
aut henti cation server of the first constitution (termnal of the first
constitution). The term nal above may further conprise: identification

I nformation transmtting nmeans for acquiring the identification
information froma first portable storage nmedi um which stores the
identification information, in order to transmt the acquired

i denti ficatpprahpberdt sohet N d Nenaut et | Had | e s@su@id tady second tally
i nformation transmtting nmeans for acquiring the second tally information

froma seconde,pRit bk erpt QIROL MBI LN 59 Agitold ansgi d, tdei ot red
second tally |%fornatioh§to therg%ihentfgation server. For the term nal of

the first constiLylions,alq9%8: ! pastt 8 Nesronsr ofnd heaufidsts dididhe second

portable storage nedia nmay be a noncontact type or contact type IC card.

B ol ndBEch HLLLSA LA LRLAD abve gayope SLored 1
) ying out t Invention, there is also
information in such a manner that either one of the first
and the second tally information is insufficient to
reconstitute the original data.

In carrying out the invention, there is also
provided a terminal for transmitting identification
information for identifying first tally information and
second tally information to the authentication server of
the first constitution (terminal of the first
constitution).

The terminal above may further comprise:
identification information transmitting means for
acguiring the identification information from a first
portable storage medium which stores the identification
information, in order to transmit the acquired
identification information to the authentication server;
and second tally information transmitting means for
acquiring the second tally information from a second
portable storage medium so as to transmit the acquired

second tally information to the authentication server.

For the terminal of the first constitution, at
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provided a termnal for transmitting registration information and
identification information to the authentication server of the second
constitution (termnal of the second constitution). The term nal above may
preferably conprise: registration information transmtting neans for
acquiring authentication information so as to transmt registration
information including the acquired authentication information to the

aut henti cation server; identification information transmtting nmeans for
acquiring the identification information froma first portable storage

mediumin ordestteithansshé bhecnsapired dsenthé i setded ponfasati on to the
aut hentication server; and second tally information storing neans for

recei ving the;se68ndeql &l hily i BE OF MRLLESnEEOM £ 1S a4t hesht £6t | BPpSEIVeEr SO
as to store the received second tally information into a second portable
storage mediypy At |east either one of the first and the second 97 portable
storage nedia nay be a noncontact type or contact type IC card. In

modi m for use. wi UhC T B BT o R P e AR ! or fabl ¢
storage mediym acgonmpdati ng.§e¢QndeEaLLY  LNERLMRET Q44N @ manner

In carrying out the invention, there is also
provided a terminal for transmitting registration
information and identification information to the
authentication server of the second constitution
(terminal of the second constitution).

The terminal above may preferably comprise:
registration information transmitting means for acquiring
authentication information so as to transmit registration
information including the acguired authentication
information to the authentication server; identification
information transmitting means for acgquiring the
identification information from a first portable storage
medium in order to transmit the acquired identification
information to the authentication server; and second
tally information storing means for receiving the second
tally information from the authentication server so as to
store the received second tally information into a second

portable storage medium.

At least either one of the first and the second
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readable by the termnal. In carrying out the invention, there is also
provi ded an authenticating nmethod for use wwth a termnal which acquires
identification information for identifying first tally information froma
first portable storage nediumand second tally information froma second
portabl e storage nmedium The authenticating nethod conprises the step of
acquiring the identification information and the second tally information
fromthe termnal in order to performan authentication process. The

aut henti cati ng nmet hod above may be used in conjunction with a conputer

conprising p@epibikCcatbpige i MEQL ABhAPLACHUAGhEEnPR@DSLypersE tally
informati on searchi ng neans, second tally information acquiring neans, an

authenticat&gﬂtge{OEgBéi@@ aggyiring neans, and authenticating neans. The
aut henti cating nethod causes the conputer to execute the steps of: causing

the identificati Ofh, 'ﬂﬁﬁ‘i Qﬂl@cai[g ri e ans, t&&cgtiiﬁ;%]%}p 98

identification informti omthe termnal; causing irst tally

| nfor mat i on sgg: ghing UBans,to SEQEChefRLalhe chbralotally Lpfor mation

using the a%qU|r¢ _ rcation ~Trnformation; causing the second tally

the.t or m naF 0408 ngt( RASaGtRht FEACT bR T hrot mae? oppt Lable B Trom
medium accommodating second tally information in a manner
readable by the terminal.

In carrying out the invention, there is also
provided an authenticating method for use with a terminal
which acquires identification information for identifying
first tally information from a first portable storage
medium and second tally information from a second
portable storage medium. The authenticating methed
comprises the step of acgquiring the identification
information and the second tally information from the
terminal in order to perform an authentication process.

The authenticating method above may be used in
conjunction with a computer comprising identificaticn
information acquiring means, first tally information
searching means, second tally information acquiring means,
an authentication information acquiring means, and
authenticating means. The authenticating method causes
the computer to execute the steps of: causing the

identification information acquiring means to acquire the
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acquiring neans to acquire authentication information wusing the retrieved
first tally information and the acquired second tally information; and
causing the authenticating nmeans to performthe authentication process
using the acquired authentication information (first authenticating

met hod). The aut henticating nmethod above may further conprise the step of
causi ng the authenticating neans of the conputer above to performa log-in
process allowing the termnal tolog in to a desired ~site provided the
aut henti cati ng process has been successfully conpleted. For the first

aut henti cat i ggntethedt 8bavenrbhRatibnStrandthbec s£60N41 } abhysingofmat i on
may be formed by two electronic tallies generated by dividing, using

sui tabl e | ogiegr OFL Ol Pak ndatA=£008t sLateNiAL heast PY sPaFthOfothehe
authentication infornation in such a manner™ that either one of the first

and the secendstatlyyyi BAPLIRLL9BN! Ss1RSULLECheRti LeaT eaoReL E Lhes the

original 99 ata. suc ectronic t les are used, the authentication
L Tt oy ARG, RO R NOE ot gaenat ute the
acquiring means to acquire the second tally information
from the terminal; causing the authentication information
acguiring means to acguire authentication information
using the retrieved first tally information and the
acquired second tally information; and causing the
authenticating means to perform the authenticatiocon
process using the acquired authentication information
(first authenticating method).

The authenticating method above may further
comprise the step of causing the authenticating means of
the computer above to perform a log-in process allowing
the terminal to log in to a desired site provided the
authenticating process has been successfully completed.

For the first authenticating method above, the
first and the second tally information may be formed by
two electronic tallies generated by dividing, using
suitable logic, original data constituted at least by
part of the authentication information in such a manner
that either one of the first and the second tally

information is insufficient to reconstitute the original
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Preferably, the first authenticating nmethod may be wused in conjunction

W th a conputer conprising registration information acquiring neans, tally
i nformati on generating neans, associating neans, storing nmeans, and second
tally information transmtting neans. The first authenticating nethod
causes the conputer to execute the steps of: causing the registration
informati on acquiring neans to acquire registration information including
aut hentication information fromthe termnal; causing the tally

i nformation generating neans to generate the first and the second tally

i nformati onghfP,_ such a manner that the authentication information included
in the acquired registration information will be identified using the

first and the secopd Lald Yo1d O, Q4 W 1101 GAUSI NG Jdiy AsgRci ating neans to
acquire fromthe termnal 1dentification information with which to search

for the gengrated first fakly,Lnfof gRtL0R,S01AS st0pas506kaheythe first
thithe GEr e

tally information w acquired i ion information; causing

th tori 100 t . ' | | j i on;
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generated second tally information..to.the termnal. The tally information
gener at i ng g%€59a889e¥ﬂﬁysﬁgond ally 1n?orma£1on.

Preferably, the first authenticating method may be
used in conjunction with a computer comprising
registration information acquiring means, tally
information generating means, associating means, storing
means, and second tally information transmitting means.
The first authenticating method causes the computer to
execute the steps of: causing the registration
information acquiring means to acquire registration
information including authentication information from the
terminal; causing the tally information generating means
to generate the first and the second tally information in
such a ménner that the authentication information
included in the acquired registration information will be
identified using the first and the second tally
information; causing the associating means to acquire
from the terminal identification information with which
to search for the generated first tally information so as
to assoclate the first tally information with the

acquired identification information; causing the storing
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arranged to generate the first and the second tally information by
dividing, using suitable logic, original data constituted at |east by part
of the authentication information included in the acquired registration
information in such a manner that either one of the first and the second
tally information is insufficient to reconstitute the original data. In
carrying out the invention, there is also provided an authentication
information registering method wused in conjunction with an authenticating
met hod for use with a termnal which acquires identification information

for identifybfgsfisstebabl yninfisssaiionafrome ta1sy peréabheishprage
medi um and second tally information from a second portable storage nedi um

The authentigatiogds; A5t PR co8PRESES11He1 SEEPnOE1 88 Okt 4haEi £ Heng
identification |n?ornat|on and the second tally information fromthe

term nal i ngLfer 1bo PERLAL N Bl HLOERLELA! LOBORACEER Sy 1rlPSrARLIGATT cati o

information registering ne I s”used y a conputer i ch conprises
registratiop ipforpatio 01 acquiring nmeans, a tally information
generating aﬁhe E%Eé%@?%ting nmeans, storing neans, and second tally

i nformation transq@%%%n means aut henti cati on |nforrmgé n.registering

Th
nmet hod causes the ytjcpfoe?% R an%fs:teégauasblong t'he

regiStratierranged to generate the first and the second tally
information by dividing, using suitable logic, original
data constituted at least by part of the authentication
information included in the acguired registration
information in such a manner that either one of the first
and the second tally information is insufficient to
reconstitute the original data.

In carrying out the invention, there is also
provided an authentication information registering method
used in conjunction with an authenticating method for use
with a terminal which_acquires identification information
for identifying first tally information from a first
portable storage medium and second tally information from
a second portable storage medium. The authenticating
method comprises the step of acquiring the identification
information and the second tally information from the
terminal in order to perform an authentication process.
The authentication information registering method is used

by a computer which comprises registration information
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information acquiring nmeans to acquire registration information including
authentication information fromthe termnal; causing the tally

i nformation generating neans to generate the first and the second tally
information in such a manner that the authentication information included
in the acquired registration information will be identified using the
first and the second tally information; causing the associating neans to
acquire fromthe termnal identification information with which to search
for the generated first tally information so as to associate the first

tally inforgeg r\f\%trneélbe Acgui 1edi helepti i eatdomedaf Df éam causi ng
t he storlng nean 0 store the associated first tally in natlon and

causing they §§gﬁf§%%@él ﬁgorggéf tﬁ@£§g1tgﬁambe@@@@stégq§ransnlt t he
generated second ta or'mat i on o the termnal (first authentication

| nformation,, fegh st £ rﬁélﬁféémg edfl!y 1Y ojEd:an QRneAti ng Step

above may be arrangé% 0 generate t rst an the second tally 102

i nformation, by dividing t r n nstituted
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acquired reglstr tion |nfornat¥on i n_such,_,a nanner % glther one of the
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information acgquiring means to acquire registration
information including authentication information from the
terminal; causing the tally information generating means
to generate the first and the second tally information in
such a manner that the authentication information
included in the acquired registration information will be
identified using the first and the second tally
information; causing the associating means to acquire
from the terminal identification information with which
to search for the generated first tally information so as
to associate the first tally information with the
acqnired identification information; causing the storing
means to store the associated first tally information;
and causing the second tally information transmitting
means to transmit the generated second tally information
to the terminal (first authentication information
registering method).

The tally information generating step above may be

arranged to generate the first and the second tally
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reconstitute the original data. In carrying out the invention, there is
also provided an information transmtting nethod for use with a term nal
for transmtting identification information for identifying first tally

i nformati on and second tally information to the authentication server of
the first constitution. The term nal conprises identification information
transmtting nmeans and second tally information transmtting neans. The
information transmtting nethod causes the termnal to execute the steps
of : causing the identification information transmtting neans to acquire

the identifigabieatibnafBynatvoaihgpmiaihgr stipablabiegss prageghesl um which
stores the identification information, in order to transmt the acquired

i dentificatjop,i pERLPRLLEBGL 8t NEasBUbhephi€abEopheesYERenBNEa€assi NY t he
second tally information transmtting neans to acquire the second tally

infornationiﬁfgg%gFFSEPE cPEEEAbl 8 BLOT 898uTRELUPEgSOLASLiont ransmit the

acquired secon y information 103 to the authentication server (first

| nfor mat{on o FERARSELLET 8 URLROD) mabfky ! PRk NERLABE! ORe S2NEALLES PG et hod

aboye, at f”éas er one O e Tirst an e second port st or age
medi a may bgng QBQCQQE%EE %XEEyOEnfgg%ggioﬁyES kgéufficient to

reconstitute the original data.

In carrying out the invention, there is also
provided an information transmitting method for use with
a terminal for transmitting identification information
for identifying first tally information and second tally
information to the authentication server of the first
constitution. The terminal comprises identification
information transmitting means and second tally
information transmitting means. 'The information
transmitting method causes the terminal to execute the
steps of: causing the identification information
transmitting means to acquire the identification
information from a first portable storage medium which
stores the identification information, in order to
transmit the acquired identification information to the
authentication server; and causing the second tally
information transmitting means to acquire the second
tally information from a second portable storage medium

so as to transmit the acquired second tally information
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card. Were such an IC card is utilized, at least part of the
identification informati on above may be stored in secret in the |IC card.
In carrying out the invention, there is also provided an information
transmtting and receiving nethod for use with a "termnal which transmts
registration information and identification information to the

aut henti cati on server of the second constitution. The information
transmtting receiving nethod, used in conjunction with the term nal
conprising registration information transmtting nmeans, identification

I nformationctrans '%%h@ﬂtﬂ@é@f@na@@r§§£00§1£§%|ihféfﬁé%ﬂ@ﬁlOn storing
nmeans, may prefera y cause the termnal to execute the steps of: causing

t he reg|st£§ghgﬂlt Hénﬁgtggdzransnlttlng nmeans to acquire authentication
i nformati on"so as tfransmt the registration information including the

acquired aut hentlpTcI L on Incgﬁgggﬂoc;ht F 163Ut tﬁtrﬁe@dd)%b%ﬁ; eryy 104

causing the identi orna |on ransm g neans to ach|re t he
identificati

dent1F1cat gneLnLOCELI AN [L0rhe, AL, pRAphlocStotaugosedbg ! 1 order
o server; and causing b0 385008 LaLLNLALQLIRELSD SEOL R, 0BGl Orc
card.

Where such an IC card is utilized, at least part of
the identification information above may be stored in
secret in the IC card.

In carrying out the invention, there is also
provided an information transmitting énd receiving method
for use with a terminal which transmits registration
information and identification information to the
authentication server of the second constitution.

The information transmitting receiving method, used
in conjunction with the terminal comprising registration
information transmitting means, identification
information transmitting means, and second tally
information storing means, may preferably cause the
terminal to execute the steps of: causing the
registration information transmitting means to acquire
authentication information so as to transmit the
registration information including the acguired

authentication information to the authentication server;
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receive the second tally information fromthe authentication server so as
to store the received second tally infornmation into a second portable
storage nedium At |east either one of the first and the second portable
storage nedia nay be a noncontact type or contact type IC card. In
carrying out the invention, there is also provided an authenticating
program for use with a conputer connected to a term nal which acquires
identification information for identifying first tally information froma
first portable storage nmediumand second tally information froma second

portabl e stQoragenynEll Ulle dPEr COAPLLRT 1 RESHA €50kt Nerd dlaid ¢ £ 1 K@thddns
i nformati on and t%e second tally information fromthe termnal in order to

perform an gythenti £8Pl PAOGEEELcat Non AARGAIACALL ir it OPT A gRUSES 1 he.

conputer to inpFenent functions conprising: an identification information

acquiring fg“%££§£?8gt§£g¢§r+§§iaae-niQfaékfﬁﬁaﬁi sh{f OLHR LoguLrom t he

termnal; a“firs a ormat1on searching function o earching for

terminal; &'Prret 105 TarYy Thisrimtion searching function
i or mat i ont CRPEBEORAC LA 5 FATOF WAPT oROaEiit P W T DRET o of CBESE ring.t he

second tally infor ion f i . ; . . .
acquiring gnd cauggggotherggéoggetgfig1Qg%brﬁgtﬁgﬁhggékfgélﬁgaﬁgfgénat'On

receive the second tally information from the
authentication server éo as to store the received second
tally information into a second portable storage medium.

At least either one of the first and the second
portable storage media may be a noncontact type or
contact type IC card.

In carrying out the invention, there is also
provided an authenticating program for use with a
computer connected to a terminal which acquires
identification information for identifying first tally
information from a first portable storage medium and
second tally information from a second portable storage
medium. The computer acquires the identification
information and the second tally information from the
terminal in order to perform an authentication process.
The authenticating program causes the. computer to
implement functions comprising: an identification
information acguiring function of acquiring the

identification information from the terminal; a first
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function of acquiring authentication information using the retrieved first
tally information and the acquired second tally information; and an

aut henticating function of carrying out the authentication process using
the acquired authentication information (authenticating programof the
first constitution). In carrying out the invention, there is also provided
an aut henticating programfor use with a conputer connected to a term nal
whi ch acquires identification information for identifying first tally
information froma first portable storage nediumand second tally

i nformat | Pﬂtéiﬂfp ﬁm&mrgéﬂ&ﬂ%rmtmﬁmsgg&m@uﬁ@ Begui res
i frcat1lon

t he ident informati on and the second tally information fromthe

termnal | neppdered o perd Al mAa AUtIentd cld ol Oces S adher atdderd cal i ng
program above causes the conputer to 1Tplenment functions conprising: a
registrati09n£gf i
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i nformation |nc¥ud|ng i catron ormation fromthe termnal; a
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function of acquiring authentication information using
the retrieved first tally information and the acquired
second tally information; and an authenticating function
of carrying out the authentication process using the
acquired authentication information (authenticating
program of the first constitution).

In carrying out the invention, there is also
provided an authenticating program for use with a
computer connected to a terminal which acquires
identification information for identifying first tally
information from a first portable storage medium and
second tally information from a second portable storage
medium. The computer acquires the identification
information and the second tally information from the
terminal in order to perform an authentication process.

The authenticating program above causes the
computer to implement functions comprising: a
registration information acgquiring function of acquiring

registration information including authentication

106



first and the second tally information; an associating function of
acquiring fromthe termnal identification information with which to
search for the generated first tally information so as to associate the
first tally information with the acquired identification information; a
storing function of storing the associated first tally information; and a
second tally information transmtting function of transmtting the
generated second tally information to the term nal (authenticating program
of the second constitution). In carrying out the invention, there is also

provided an;jpEoRIeL 6QN: EERNSHE tEé RGP PITRM A DTy USSEYbrhdl 1 Gn COMpuUt er
connected to a term nal mhlch transnmts identification information for
o
t

dent | Tyl nggLhg sl al! Yunbfl 96 MBE | QUnERL 526 0RKL LAL LY, TATQTEMET ON to the
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aut henticatron serv irst-constitution. The information
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conprising: an i 0 ormatiron transmitting function of
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the acquired identification informatio to the hentication server; and
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first and the second tally information; an associating
function of acquiring from the terminal identification
information with which to search for the generated first
tally information so as to associate the first tally
information with the acquired identification information;
a storing function of storing the associated first tally
information; and a second tally information transmitting
function of transmitting the generated second tally
information to the terminal (authenticating program of
the second constitution).

In carrying out the invention, there is also
provided an information transmitting program for use with
a cbmputer connected to a terminal which transmits
identification information for identifying first tally
information and second tally information to the
authentication server of the first constitution. The
information transmitting program causes the computer to
implement functions comprising: an identification

information transmitting function of acgquiring the
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tally information froma second portable storage nmedium so as to transmt
the acquired second tally information to the authentication server. In
carrying out the invention, there is also provided an information
transmtting and receiving programfor use with a conputer connected to a
term nal which transnmts registration information and identification
information to the authentication server of the second constitution. The
information transmtting and receiving program causes the conputer to

i npl enent functions conprising: a registration information transmtting

function of; aegui £l Ag: 8ok hERELERLE OOn FREAT &BE] Pt Sfo RSB e tamsagé t he
registration 1 nformation including the acquired authentication
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transmtting function of "acquiring the identification information froma

first portable.storage, urdl UL NaQderoh0; LEANSH] Loty A ERSk Lon

identification Tnfornation . entication server; 108 and a second
from the - sheneAFi SaFrBRCser borheBetterh Siara PReH st b Lecond tal 1y
o oM habendt SaR P aROR] BPL 8 SERARESNEEE bl £ YA QEnb
tally information from a second portable storage medium
so as to transmit the acquired second tally information
to the authentication server.
In carrying out the invention, there is also
provided an information transmitting and receiving
program for use with a computer connected to a terminal
which transmits registration information and
identification information to the authentication server
of the second constitution. The information transmitting
and receiving pregram causes the computer to implement
functions comprising: a registration information
transmitting function of acquiring authentication
information so as to transmit the registration
information including the acquired authentication
information to the authentication server; an
identification information transmitting function of
acquiring the identification information from a first
portable storage medium in order to transmit the acquired

identification information to the authentication server;
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provi ded a storage nmedi um which stores the authenticating programof the
first constitution in a manner readable by a conputer. In carrying out the
invention, there is also provided a storage nedi um which stores the

aut henticating programof the second constitution in a manner readable by
a conputer. In carrying out the invention, there is also provided a

st orage nedi um which stores the information transmtting programin a
manner readable by a conputer. In carrying out the invention, there is al so
provi ded a storage nmedi um which stores the information transmtting and

recei ving piRQransifodd "BANEy {£AdER€ioRYsBoLAPUEBictidh Caf ryi ng out the
invention, there is also provided an information processing apparatus for

perf or i ng A0caudedt LLabhen PI ofeosrbaredion sidenindication information

which is store irst storage nediumand which identifies first tally
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in a second s?%yage nedlungeﬁﬁe Informati on processi ng apparat us
comprises:  BLELY NS EERRR A%, SheL| 00, Lher dontsbicelLoR gL dham e and the

In carrying out the invention, there is also
provided a storage medium which stores the authenticatiné
program of the first constitution in a manner readable by
a computer.

In carrying out the invention, there is also
provided a storage medium which stores the authenticating
program of the second constitution in a manner readable
by a computer.

In carrying out the invention, there is also
provided a storage medium which stores the information
transmitting program in a manner readable by a computer.

In carrying out the invention, there is also
provided a storage medium which stores the information
transmitting and receiving program in a manner readable
by a computer.

In carrying out the invention, there is also
provided an information processing apparatus for
performing an authentication process based on
identification information which is stored in a first

storage medium and which identifies first tally
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i nformation; receiving neans for receiving the identification information
retrieved fromthe first storage nediumand the second tally information
fromthe second storage nmedi um searching neans for searching the storing
means for the first tally information associated wth the identification

i nformati on received by the receiving neans; and authentication

I nformation acquiring neans for acquiring authentication information using
the first tally information retrieved by the searching nmeans and the
second tally information received by the receiving nmeans (information

processi ng appar@hdsoRf stBeeafl insh seRshit ahlion) . s&E@sndhealnfor mati on
processi ng apparatus of the first constitution, the identification

!nfornat!O”iHEMr?BE§E§r§QB¥eQeiﬁ 5t 0E8gRA MBbHaYE dgaY L fhcatiien nunber for
identifying the first storage nmedium For the information processing
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alternative e a user entl n nu 110 identifying the
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information; receiving means for receiving the
identification information retrieved from the first
storage medium and the second tally information from the
second storage medium; searching means for searching the
storing means for the first tally information associated
with the identification information received by the
receiving means; and authentication information acguiring
means for acquiring authentication information using the
first tally information retrieved by the searching means
and the second tally information received by the
receiving means (information processing apparatus of the
first constitution)}.

For the information processing apparatus of the
first constitution, the identification information may
preferably be a storage medium identification number for
identifying the first storage medium.

For the information processing apparatus of the

first constitution, the identification information may

alternatively be a user identification number for
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The information processing apparatus of the first constitution may further
conpri se authenticating neans for carrying out the authentication process
based on the authentication information acquired by the authentication |
information acquiring neans. In carrying out the invention, there is also
provi ded an information processing nethod for perform ng an authentication
process based on identification information which is stored in a first
storage nediumand which identifies first tally information stored in a
server and on second tally information stored in a second storage nedium

The i nf or maf §OR: PFPLESSERY ABEROGE | Satis@tl rddusOinnciden with a conputer
whi ch conprises storinhg neans, receiving neans, searching neans, and

aut henti cati on 'nfpgmvéﬂeoqma@m HARssThY QPR 9F RERCESSi ng
nmet hod conprises the steps of causi ng the storlng nmeans to store the

dent 111 catopsy | BERLIRLLON ,#ﬁ@efifé‘éts{@i-é 3 ReQLIRLLAR whid e

assocl ati ng ormat1 on; caus i1l ‘receivi ng neans

to receive the i ficati t ie st storage
medi um and ?ﬂ%cggg % JC¥%‘I:’I§r| Q%rﬁg? %ﬁg?rééﬁéhewggbo q%%@?%ée medi um
causing the searchin ns_tQ search the storing neans for the first
tally inforhaFPeH ggsgﬂl ? th the

The information processing apparatus of the first
constitution may further comprise authenticating means
for carrying out the authentication process based on the
authentication information acquired by the authentication
information acquiring means.

In carrying out the invention, there is also
provided an information processing method for performing
an authentication process based on identification
information which is stored in a first storage medium and
which identifies first tally information stored in a
server and on second tally information stored in a second
storage medium. The information processing method is used
in conjunction with a computer which comprises storing
means, receiving means, searching means, and
authentication information acquiring means. The
information processing method comprises the steps of:
causing the storing means to store the identification
information and the first tally information while

associating the two kinds of information; causing the
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identification information received by the receiving neans; and causing
the authentication information acquiring nmeans to acquire authentication
information wusing the first tally information retrieved by the searching
means and the sécond tally information received by the receiving neans. In
carrying out the invention, there is also provided an information
processi ng apparatus for perform ng an authentication process based on
identification information which is stored in a first storage medi um and
which identifies first tally information stored in a server and on second

tally '“fOEEBBhQEngtﬁéQHs'ﬂoaréééﬂﬁé ShOr 8gen PEEi dat i JheinfoFmstBdh on
processi ng apparatus conprises: storing neans for storing the

'dent'f'Catk@ﬁrh@%@&”ﬁ&bﬂntﬁedf£9§tféfé%agéaﬁé¥1uﬁfQﬁﬂaﬁhéns@@éﬁ@

assocl ati ng t ki nds I nformati on recel vi ng neans for rece|V|ng

ei ther the , gﬁgt i Sé}naeﬂohn%%mhgnsé&e;ﬂatQ§o£a§étméamgec%§iw or

the second ta ormat 1 on; searchi ng neans sear cnl ng t he storlng

means for thge gagte ghEhbY nehBLOLBPLLOPCASSRC! aLedi Mhtdobie Fdenthli cation

i nformati on e receirvin entication

ggfg;gﬁ};gg;aggglgaﬂgynﬁﬁgargg£lon ULLLDg. 84t Ephi gALI on i nformation based

identification information received by the receiving
means; and causing the authentication information
acqguiring means to acquire authentication information
using the first tally information retrieved by the
searching means and the second tally information received
by the receiving means.

In carrying out the inventién, there is also
provided an information processing apparatus for
performing an authentication process based on
identification information which is stored in a first
storage medium and which identifies first tally
information stored in a server and.on seccnd tally
information stored in a second storage medium. The
information processing apparatus comprises: storing means
for storing the identification information and the first
tally information while associating the two kinds of
information; receiving means for receiving either the
identification information from the first storage medium

or the second tally information; searching means for
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information retrieved by the searching neans and on the second tally
information (information processing apparatus of the second constitution).
(Second enbodi nent) A second preferred enbodi ment of this invention wll
now be described in detail wth reference to the acconpanying draw ngs.

(1) Qutline of the second enbodinment Fig. 20 is a conceptual view outlining
an automatic log-in systempracticed as the second enbodi nent of this

i nvention. When performng an automatic |og-in process, the automatic

l og-in system 100 allows a user to request authentication using

car d- speci fééafaﬁ%?aﬁh@nsé@ﬂlﬁ@lrﬁeaw the 41 cpdestl 0 20mdy passwor d

i nformation 102 ke the portable nenory 11. A server 110 perforns a

user aut henieakhon l@ﬁog§§§Cl§ye@%mlﬂgealmlfgm@ password from the
card- specific |n ormation 101 and password information 102 respectively.

I'n this Pasf%éﬂﬁa{'%fi’ SPesitis bofosoetion 43y Idaand pagsword

i nformation constltute authentication request i nformation, and the
e comnry ot P EERLERS, RKECAR ATE oL O B! gL
for authentication information based on the first tally
information retrieved by the searching means and on the
second tally information (information processing

appératus of the second constitution).

(Second embodiment)

A second preferred embodiment of this invention
will now be described in detail with reference to the
accompanying drawings.

(1) ocutline of the second embodiment

Fig. 20 is a conceptual view outlining an automatic
log-in system practiced as the second embodiment of this
invention. When performing an automatic log-in process,
the automatic log-in system 100 allows a user to request
authentication using card-specific information 101 held
in the IC card 10 and password information 102 kept in
the portable memory 11.

A server 110 performs a user authentication process
by acquiring a user ID and a password from the card-

specific information 101 and password information 102

respectively. In this case, the card-specific information
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aut hentication information stored therein. The authentication information
dat abase 120 has a logical structure shown in Fig. 22B. In this structure,
the card- specific information 101 is associated with a portable nenory ID
103, password information 102, and a user ID 106. The password infornmation
102 is further associated wth a password 105. Wen requesting the server
110 for authentication, the user sets the IC card 10 and portabl e nenory
11 to the terminal 3 to have the card-specific information 101, password

i nformation 102 and portable nenory ID 103 transmtted fromthe storage

nmedia to thepsesNgrpddOuothiei ses¥REt 140 1@setyestihgrdransnitted
informati on . and IE? and checks to see whether the received password

infornati0na&Qﬁeﬁegcgeiaﬁbfgqgﬁggrynfgkﬁgéigﬁe 1.04n¢h - 2350£1 Bheghyv th each

other in the authentication rmati on dat abase 120. The sever 110 al so

verifies thal bQQsQS‘?&‘W%Qe 4 Oéﬁﬁﬁ'éﬁ i@é‘éié’z‘?efnﬁc‘i‘r‘%ﬁ%ﬁ@ﬁ.fromthe

i
portable nmenory registered rn the authentication ormati on dat abase

120. By resorting fﬁétgg%vl%r¥¥5iéﬁréﬁ¥E%§?%Hr§H%§?hti t.abase 120, t he
1 rom

server 110 then acquires the passwo 105 T e conbination of the
passwor d i nf opati pn 107, and. caf g speei fig Loforpetipn, 101, and obtains
authentication information stored therein. The
authentication information database 120 has a logical
structure shown in Fig. 22B. In thié structure, the card-
specific information 101 is associated with a portable
memory ID 103, password information 102, and a user ID
106. The password information 102 is further associated
with a password 105.

When requesting the server 110 for authentication,
the user sets the IC card 10 and portable memory 11 to
the terminal 3 to have the card-specific information 101,
password information 102 and portable memory ID 103
transmitted from the storage media to the server 110.

The server 110 receives the transmitted information
and ID, and checks to see whether the received password
information 102 and portable memory IP 103 are found
assoclated with each other in the authentication
information database 120. The sever 110 also verifies

that the password information has been retrieved from the

portable memory registered in the authentication
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I D 106 fromthe card-specific information 101. When the user ID 106 is
derived fromthe conbination of the password information 102 and card-
specific information 101 as descri bed, the server 110 can ascertain that
the IC card 10 used by the user was registered previously in the

aut hentication informati on database 120. The server 110 can al so verify
that the conbination of the IC card 10 and portable nenory 11 coincides
with that which was regi stered beforehand in the authentication

i nformati on database 120. Al though the second enbodi mrent above was shown

acquiring tigrpaaswosd dPathaeen 1he. conbi nation of the password 102 and
card-specific information 101 received, this is not limtative of the

i nvention. Alternaj) eldhrt P RASINONG: IS s e rarintthfuion t he
password information 102. The server 110 carries out the user

aut henti cat e_;[ge??gg Ces§, b@ﬁé’dsQPvéPelﬂéeEhéP 406, pRgs p@§é¥}%&§sv§&§dt hus

acquired. 1 e"user s successfully authentlcated server 110

Ly oae e 4387 £hOn B! BopblndDEGHOSE LAY DEOLIGAL! et sndipucctaal il e

server 110 deéni es e user. assmo ornatlon 102 is

InfornatlOnaﬁgacara—spec1f1c information 101, and obtains the user

ID 106 from the card—specific information 101.

Whén the user ID 106 is derived from the
combination of the password information 102 and card-
specific information 101 as described, the server 110 can
ascertain that the IC card 10 used by the user was
registered previously in the authentication information
database 120. The server 110 can also verify that the
combination of the IC card 10 and portable memory 11
coincides with that which was registered beforehand in
the authentication information database 120.

Although the second embodiment above was shown
acquiring the password 105 from the combination of the
password 102 and card-specific information 101 received,
this is not limitative of the invention. Alternatively,
the password 105 may be derived from the password
information 102.

The server 110 carries out the user authentication
process based on the user ID 106 and password 105 thus

acquired.
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associated wth the password 105. As such, the password information 102
constitutes a so-called one-tine password, i'.e., a password generated for
each aut hentication pass and discarded once it is used. After the user

aut henti cati on process, the server 110 generates new password information
102 and sends it to the termnal 3. The terminal 3 receives the password
information 102 and wites it to the portable nenory 11. The password
information 102 witten to the portable nenory 11 this time will be used in
the next wuser authentication process. (2) Details of the second enbodi nent

Fig. 21 is a schenmstithevi@urdap Ghide@sa fhidniyeahit heekwenk eeignfthgur ati on of
the automatic log-in system 100 practiced as the second enbodi nent of this

i nventi on. J&ﬁvé‘ftm ka COSW & GALEDEY Of o t118y ault OMatd gHeOgrsis system 100 is
the sane as that of the automatic log-in system 1 described earlier. The

system 100 M%ﬁ?ﬁéa@io efé/etﬁng%?cé M Che e SREM &R BId &adiSi&st abli shed,

a 116 term na at nmakes use the service site, and that part of the

I nternet 2 ich c S terminal 3 with the server 110. In the
descriptionf$%a¥nfggrgﬁé,u% ose conponents of the second enbodi ment which

have their identi%%e password information 102 is information that is

associated with the password 105. As such, the password
information 102 constitutes a so-called one-time password,
i.e., a password generated for each authentication pass
and discarded once it is used.

After the user authentication process, the server
110 generates new password information 102 and sends it
to the terminal 3. The terminal 3 receives the password
information 102 and writes it to the portable memory 11.

The password information 102 written to the
portable memory 11 this time will be used in the next
user authentication process.

(2) Details of the second embodiment

Fig. 21 is a schematic view depicting a typical
network configuration of the automatic log-in system 100
practiced as the second embodiment of this invention.

The network configuration of the automatic log-in
system 100 is the same as that of the automatic log-in
system 1 described earlier. The system 100 comprises a

server 110 in which a service site is established, a
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counterparts-in the initially discussed embodinment will be designated by
li ke reference nunerals, and the descriptions of the conponents will be
sinplified or omtted where redundant. The termnal 3, reader/witer 7,
portable nmenory drive 8 and IC card 10 are structurally the sanme as
those in the enbodi nent described earlier. The termnal 3 wites and reads
data to and from the IC card 10 through the reader/witer 7 in noncontact
fashion. The termnal 3 also wites and reads data to and fromthe
portable nmenory 11 by getting the portable nmenory drive 8 to drive the

portabl e nmepory;ddi | padese ddesLivse e e ookl (FHitgs, 2Hd halads
card specific information 101, or information specific to this IC card 10

., inf gé% ' 88 £ #:é%é‘tg 4 hin$i i S@irthdi0s bghe disinnoui shedidit om

other ICc car | D, an electronic noney ID given to an electronic

noney functégg %érégg {{pcard 10, or sone 117 other suitable ID information
may each be used singly, or they may be enployed in an appropriate

comination (.0 in S ARG SRK| Dnchs Uhpearsinape (1 ¢
of the second embodiment which have their identical
counterparts in the initially discussed embodiment will
be designated by like reference numerals, and the
descriptions of the components will be simplified or
oemitted where redundant.

The terminal 3, reader/writer 7, portable memory
drive 8, and IC card 10 are structurally the same as
those in the embodiment described earlier.

The terminal 3 writes and reads data to and from
the IC card 10 through the reader/writer 7 in noncontact
fashion. The terminal 3 also writes and reads data to and
from the portable memory 11 by getting the portable
memory drive 8 to drive the portable memory 11 loaded
therein.

The IC card 10 (Fig. 20) holds card-specific
information 101, or information specific to this IC card
10 (i.e., information for allowing this IC card to be
distinguished from other IC caxrds).

A card ID, an electronic money ID given to an

electronic money function of the IC card 10, or some
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accommodat e other card information. That information may be verified by
the server 110 in conbination with the card-specific information 101 so as
to further enhance the level of security. The IC card 10 constitutes the
first storage nedium The card-specific information 101 forms the first
identification information for identifying the first storage nedium The
portable nmenory 11 holds the password information 102 and portabl e nenory
| D 103. The password information 102 is issued by the server 110, and the
portable nmenory ID 103 is ID information specific to this portable nmenory

11 (Fig. 20pthdy psuiedibiy Db Phesesaofopassworeddinier makidoritedy, mey
preferably be stored for use in a plurality of setups, as wll be

di scussed | gt £f . mdPepPOLhEbd fedBIRT ¥n Idpsonistidtd esoribien seLemd(e S§ oF age
medi um The password i nformation 102 nmakes up tally information associated

with authenilegtign.ddselolorsmti olondperpprd ablite rEsREYsp&LAOE: forms the
second identification information for identifying the second storage

medi um The, ] ds the card-specific information 101 fromthe IC
card 10 andl%ﬁég%ggéagr%gﬁhfornation 102

Although not shown, the IC card 10 may further
accommodate other card information. That information may
be verified by the server 110 in combination with the
card-specific information 101 so as to further enhance
the level of security.

The IC card 10 constitutes the first storage medium.
The card-specific information 101 forms the first
identification information for identifying the first
storage medium.

The portable memory 11 holds the password
information 102 and portable memory ID 103. The password
information 102 is issued by the server 110, and the
portable memory ID 103 is ID information specific to this
portable memory 11 (Fig. 20}.

A plurality of pieces_of password information 102
may preferably be stored for use in a plurality of setups,
as will be discussed later.

The portable memory 11 constitutes the second
‘storage medium. The password information 102 makes up

tally information associated with authentication
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and portable nenory ID 103 fromthe portable nenory 11, when the IC card
10 and the portable nenory 11 are set in the reader/witer 7 (Fig. 21) and
the portable nmenory drive 8 respectively. The information and the 1D thus
retrieved are transmtted fromthe termnal 3 to the server 110. The
portable nmenory ID 103 is needed to ascertain that the portable nenory 11
is registered in the server 110 as a rightful property of this user. A
request for user authentication is made through the use of the card-
specific information 101 and password information 102. In this manner, the

user can reguestnHeehn. AUFHEHd Sl 0N it WRITY 19088 tiognd hethd Germirdt 10 and
portable nmenory 11 in the termnal 3. The user is thus able tolog in to

the server 110wk thaut;eAt ShEBImALYSA! fok DiQEnti PASSYOEKe t BeoeWA an i nput
screen. The server 110 conprises functional units such as a registration

unit 13a, agt?géggahggikﬁg-in unit 15a and a service site 17a, as well as
dat abases i ncludfng an aut hentication information database 120. The

110 t i cad d L PR
server can act,@s %gkﬁiggf”ﬁL{éﬁdé”kﬁ%iﬁ%ﬁﬁ;%ﬁgﬁlﬁ¥g fﬁ%ﬁ?ﬁ%ﬂﬁﬁﬂ

aut henti cati on process. reas secon odi nent of I nvention

lets the seqyer 110 +§arT¥ Qdkat B YRET cAU! PEOLLEBL PREBEREEESH AN, O Fer

and portable memory ID 103 from the portable memory 11,
when the IC card 10 and the portable memory 1l are set in
the reader/writer 7 (Fig. 21) and the portable memory
drive B respectively. The information and the ID thus
retrieved are transmitted from the terminal 3 to the
server 110.

The portable memory ID 103 is needed to ascertain
that the portable memory 11 is registered in the server
110 as a rightful property of this user. A request for
user authentication is made through the use of the card-
specific information 101 and password information 102.

In this manner, the user can redgquest user
authentication by simply setting the IC card 10 and
portable memory 11 in the terminal 3. The user is thus
able to log in to the server 110 without entering a user
ID or a password through an input screen.

The server 110 comprises functional units such as a
registration unit 13a, an automatic log-in unit 15a and a

service site 17a, as well as databases including an
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services to the user, it is also possible to construct a system conprising
two separate servers, i.e., an authentication server for carrying out the
aut henti cati on process, and a service server for providing the user with
services. In this setup, the service server offers services only to the
user who has been authenticated by the authentication server. The automatic
|l og-in unit 15a perforns the authentication process using the
card-specific information 101 and password i nformation 102 sent from the
termnal 3. Wien the user is successfully authenticated, the automatic

log-in unitzlbaeati ousibheintSehat DohOgatdbads Wed] be discussed later in
nore detail, the automatic log-in unit 15a searches the authentication

i nformation databagg 120 1@ 0Sahn IREME arPasmMt ikt ikse sefrvidie
card-specific information 101 and password information 102. The

aUthent'CatEgQFhQLQEgEﬁEOQ ugéf'Qﬂ@ﬁenp¥c$@fb§eﬁf&geé§ usek A ARent i cate

t he user registration unit 3a al new user to register for

e e honp EEa Rl HhBSaShify 148 tﬁgeme&ﬁ@gﬁ £ 2L20cha #0Lted5eperform 2

user authenttcation focess on each user as been regi stered anew by

the reg'StéggkﬁnoHQ %h%3%ser authentication process and offer

services to the user, it is also possible to construct a
system comprising two separate servers, i.e., an
authentication server for carrying out the authentication
process, and a service server for providing the user with
services. In this setup, the service server offers
services only to the user who has been authenticated by
the authentication server.

The automatic log-in unit 15a performs the
authentication process using the card-specific
information 101 and password information 102 sent from
the terminal 3. When the user is successfully
authenticated, the automatic log-in unit 15a allows the
user to log in.

As will be discussed later in more detail, the
automatic log-in unit 15a searches the authentication
information database 120 for a user ID and a password by
use of the card-specific information 101 and password
information 102. The authentication information retrieved

by the search is used to authenticate the user.
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The aut hentication information database 120 is a database that stores

i nformati on through which to 'search for authentication information, as
wel | as user information such as users' personal information. The

aut henti cation informati on database 120 will be discussed later in nore
detail. Fig. 22A is a block diagram schenmatically indicating a functional
structure of the automatic log-in wunit 15a. The automatic log-in unit 15a
conprises a termnal access unit 131, a password information verification
unit 132, an authentication information search unit 133, an

aut henti cati on unimfhel 3bqgiditdaa iRas sMard 133 enRiWsor ngenelsatd @ unit 135.
The term nal access unit 131 exchanges data with the termnal 3. Mire

speci fical |l Yoq £§€e£efmﬁahe8«9§@5§f%é d3dvi &4 ansyd t574 0g-The screen data to
t he acceSS|ng termnal 3; receives the card-specific information 101,

passwor d 120, ghot 121 § 6B 102un 801 9T bGLFELABIRNYsd D OB Sencdr o Lhe

termnal 3 In response he | og-1n screen data; and sends password

| nf or mat | Og?gggg%%;gg OYch hﬁsé’?%ﬂ‘@rﬁas | Lok MBL & D @Pé@g@ﬁerbyn&ﬂe 135 to

the termn erm nal access unit 131 cd%s%?tute medi um

registfation unit 1i3a.

The authentication information database 120 is a
database that stores information through which to search
for authentication information, as well as user
information such as users’ personal information. The
authentication information database 120 will be discussed
later in more detail.

Fig. 22A is a block diagram schematically
indicating a functional structure of the automatic log-in
unit 1lb5a.

The automatic log-in unit 15a comprises a terminal
access unit 131, a password information verification unit
132, an authentication information search unit 133, an
authentication unit 134, and a password information
generation unit 135.

The terminal access unit 131 exchanges data with
the terminal 3.

More specifically, the terminal access unit 131
transmits log-in screen data to the accessing terminal 3;

receives the card-specific information 101, password
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information receiving nmeans of this enbodinment. Preferably, the termnal
access unit 131 may be arranged to verify whether the card-specific
information 101, password information 102, and portable nenory ID 103 are
sent fromthe same termnal 3. In this case, the automatic log-in unit 15a
may be further arranged to deny authentication if these itenms of

I nformation are found to have been sent separately from different
termnals 3. This provides an additional neasure of security. The password
information verification unit 132 receives the password information 102

and port abl g, fERARAYioh D dH3 dM@mpdhear B mehed rACHesS0 Jnddntl Fromrtheehecks
to determ ne whether the password information 102 has been retrieved from

the portablg . pprpry 11k egstohsd ¢ the 1autienddLadh et et i on
dat abase 120 as the user's ‘legitimte property. The check prevents the

password i glosiellon,d0d 14 ponpetionGspi et d na the pesdwble  menory 11

to anot her port e nenory ftor fraudulent uses. 2 This al so provides an

agded_reasul feOinIEruh | LdneThe; BRSSHAL L0 0f R4 OfeprAdd a1 on unlt 132

may acquire e car ecific information 10 romthe termnal access

:,Jgi t 131 to det er rl'iihnee tvgqr%ir}learl tar%:ecels% %%rict 1%(1 r&aoq{gtqg&)ést I"E%eu"?‘r%rdiitﬁa duly
gistered in the
information receiving means of this embodiment.

Preferably, the terminal access unit 131 may be
arranged to verify whether the card-specific information
101, password information 102, and portable memory ID 103
are sent from the same terminal 3.

In this case, the automatic log-in unit 15a may be
further arranged to deny authentication if these items of
information are found to have been sent separately from
different terminals 3. This provides an additional
measure of security.

The'password information verification unit 132
receives the password information 102 and portable memory
ID 103 from the terminal access unit 131, and checks to
determine whether the password information 102 has been
retrieved from the portable memory 11 registered in the
authentication information database 120 as the user's
legitimate property. The check prevents the password
information 102 from getting copied from the portable

memory 11 to another portable memory for fraudulent uses.
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aut henti cation information database 120 as the user's property. The
password information verification unit 132 may also verify whether the
conbi nati on of the portable nenory ID 103 and card-specific information
101 or the conbination of the password information 102 and portable

menory ID 103 is the sane as the conbination registered using the password
I nformation 102. Wth the second enbodi nent, these verifications are
carried out by the authentication information search unit 133 in parallel
with the search for authentication information. A typical structure of the

aut henti catTRs &DEOr PROT 0Ac dasabag@ed 20cb Sutleser i bedubetow. Fig. 22Bis a
schematic view illustrating logical relations between those itens of user

aut hent i cat fon i nfyy flﬁ?é %M'ﬁl’f&rn%_iﬁfd}{ Gﬁiaﬁ_:!fﬂ&hﬁtladﬁ hetitd cEd ety
|nfornat|on dat abase 120. The authentication i nformati on dat abase 120

stores, ?@{;9&99 £AEhe Hf@Ls?égff§@r§n§@ﬁﬁé£i§n' 06 Or FRLKOFRd 01, 123

passmnrd I n mat1 on 102, portable nenory ID 103, password 105, and user

B bR G R R L
102, portabhs handled by the user is duly registered in the
authentication information database 120 as the user’s
property. The password information verification unit 132
may also verify whether the combination of the portable
memory ID 103 and card-specific information 101 or the
combination of the password information 102 and portable
memory ID 103 is the same as the combination registered
using the password information 102.

With the second embodiment, these verifications are
carried out by the authentication information search unit
133 in parallel with the search for authentication
information.

A typical structure of the authentication
information database 120 is described below.

Fig. 22B is a schematic view illustrating logical
relations between those items of user authentication
information which are stored in the authentication
information database 120.

The authentication information database 120 stores,

regarding each user, the card-specific information 101,
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menory | D 103, and user ID 106. The password information 102 is further
associated with the password 105. The server 110 may regi ster beforehand
the conbination of the IC card 10 and portable nmenory 11 for use by the
user, by having the card-specific information 101 and portable nenory ID
103 stored in the authentication information database 120 in association
with each other. Wth these associative relations in place, the user |ID
106 and password 105 are identified using the card- specific information
101 and password 102 respectively. The user authentication process is

carried outprsinerédhenfysgatibh 1062 angopessyerted®by t hnsiddlentified. In the
case above, the user ID 106 constitutes first authentication information

associ ated whtBybhe 165! Shnddesbifigal hONVADERT 8BS | 98sbdifted CRiEh Speci fic
i nformation” 101), and t he password 105 mekes up second authentication

i nformati on,assogiahed with the tally infornmation (password information
102). 124 Tﬁe password information 102 is used as a one-tinme password.

Tt L o "l S L SRR R iy o s
in a given %gtgggghgg££8nw9£ﬁcgﬁé B£8¥&9§3 %Hfggﬂggion 102, portable
memory ID 103, and user ID 106. The password information
102 is further associated with the password 105.

The server 110 may register beforehand the
combination of the IC card 10 and portable memory 11 for
use by the user, by having the card-specific information
101 and portable memory ID 103 stored in the
authentication information database 120 in association
with each other.

With these associative relations in place, the user
ID 106 and password 105 are identified using the card-
specific information 101 and password 102 respectively.
The user authentication process is carried out using the
user ID 106 and password 105 thus identified.

In the case above, the user ID 106 constitutes
first authentication information associaﬁed with the
first identification information (i.e., card-specific
information 101), and the password 105 makes up second

authentication information associated with the tally

information (password information 102).
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measure of security. Even if the portable nenory 11 is fraudulently
obtained by a third party, the third party is unable to know the password
105. The associative relations shown in Fig. 22B are not limtative of how
the card-specific informati on 101, password information 102, portable
menory I D 103, password 105, and user ID 106 are to be related to one
another. Qher suitable relations nay be established and wutilized provide
they allow any one itemof information to serve as a pointer pointing to
another itemof information. The card-specific information 101 need not be
associ ated with theheassswichkd nfof smba il 002 The wsed afud had-tciadd on
process can still be carried out if the wuser ID 106 is derived fromthe

car d- speci f pgskpbetmattieac 191 antew heapassmorts Ibnd ¥omed hispassawy d
informati on 102. Although not shown, the authentication information

dat abase 12@utHEhReEa8G6ANPREALES HEeESedPELE0RAEW125 information (e.g.,
each user's nane, age, gender, address, workplace, and hobby). Returning

to Fig. 22A the pgsSUREE:hHf OLEBLd Q0 MET1{# Sk ONonIM 62 132 Sear ches the
aut hentication information database 120 for the password information 102
used in a given authentication process provides an added
measure of security. Even if the portable memory 11 is
fraudulently obtained by a third party, the third party
is unable to know the password 105.

The associative relations shown in Fig. 22B are not
liﬁitative of how the card-specific information 101,
password information 102, portable memory ID 103,
password 105, and user ID 106 are to be related to one
another. Other suitable relations may be established and
utilized provide they allow any one item of information
to serve as a pointer pointing to another item of
information.

The card-specific information 101 need not be
assocliated with the password information 102. The user
authentication process can still be carried cut if the
user ID 106 is derived from the card-specific information
101 and the password 105 from the password information
102.

Although not shown, the authentication information

database 120 further accommodates users’ personal
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and portable nenory 1D 103 received fromthe termnal access unit 131, in
- order to check whether the sane password information 102 and portable
menory | D 103 associated with each other are registered in the database
120 (in the case of the authentication information database 120, the
password information 102 is associated wth the portable ID 103 by way of
the card-specific information 101). The result of the check above is
forwarded to the authentication information search unit 133. The

aut hentication information search unit 133 receives the result of the
check from iheopasswend (el gf pr sathonseer sf nadiel, orgeni tgehder,| faddmegssul t
of the check verifies that the conbination of the password information 102
and portabl goreEiBEY, | BndO0Bcbisyy egi stered in the authentication

i nformati on database 120, then the password information verification unit

132 searches for %Mlﬁtﬁ@@ld nforaratden pddsuidi@ riesWrinaefidnhe check

fails to verify 126 that e password |nfornat|on 102 and portabl e menory

D 103 areviegstepedyi Bnther gyt bearinali ofle | AE0RORE | ofes it abase 120 in

conbi nati on en the automatic log-1n unit 15a term nates the

authent i cat| gn process Withoule $86"£bLNGnL0paLleoRYt NERLLRALIAN 102

i nformati on.

and portable memory ID 103 received from the terminal
access unit 131, in crder to check whether the same
password information 102 and portable memory ID 103
associated with each other are registered in the database
120 (in the case of the authentication information
database 120, the password information 102 is associated
with the portable ID 103 by way of the card-specific
information 101).

The result of the_chedk above is forwarded to the
authentication information search unit 133.

The authentication information search unit 133
receives the result of the check from the password
information verification unit 132.

If the result of the check verifies that the
combination of the password information 102 and portable
memory ID 103 is registered in the authentication
information database 120, then the password information
verification unit 132 searches for authentication

information. If the result of the check fails to verify
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If the password information verification unit 132 checks whether the IC
card 10 or the conbination of the [|C card 10 and portable nenory 11 is
registered and if the unit 132 successfully verifies the registration,
then the authentication information search unit 133 searches for

aut hentication information. If the check above fails to verify the
registration, the automatic log-in unit 15a term nates the authentication
process. Wen searching for authentication information, the authentication
i nformati on search unit 133 acquires the card-specific information 101 and

passwor d i nf s BthONpaddlotd o thend ©1dh Ned2 aaeessortHlle Idemddsi Mp t he
conbi nation of the acquired information, the authentication information

search unitid33;sgarehescihes awthentdealdon édd osiretd pivriladadrase 120 for
the user ID 106 and password 105. The user |ID 106 and password 105, when

retrieved by.{he,seaish. i Q" Eofiol M 056, tehdhernaul hesdcal iy unit 134. 1

_ éa% :
the conbi nation of the card-specific information 127 and password

| nf or mat | o g nob f oupd AR L e £OMB0ALL st B0 | BLALIBY | P iksgl Stered in

t he aut henticati on mat i on dat abase 120, no search is made for

authent i cat] o, LR Q5 "B} Ofhe FOLLRAPLE 164 1L RREEIGED turns out to be

If the password information verification unit 132
checks whether the IC card 10 or the combination of the
IC card 10 and portable memory 11 is registered and if
the unit 132 successfully verifies the registration, then
the authentication information search unit 133 searches
for authentication information. If the check above fails
to verify the registration, the automatic log-in unit 15a
ﬁerminates the authentication process.

When searching for authentication information, the
authentication information search unit 133 acqguires the
card-specific information 101 and password information
102 from the terminal access unit 131. Using the
combination of the acquired information, the
authentication information search unit 133 searches the
authentication information database 120 for the user ID
106 and password 105. The user ID 106 and password 105,
when retrieved by the search, are forwarded to the
authentication unit 134.

If the combination of the card-specific information
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password information 102 but the card-specific information conbined with
the information 102 is different fromthe legitimte card-specific
information 101, then the search for the password 105 will not be carried
out. As described, where a search is made for the password 105 and user 1D
106 using the conbination of the card-specific information 101 and
password information 102, a check can be nmade to determ ne whether the IC
card 10 and portable menory 11 utilized by the user are duly registered
in the authentication information database 120. A check can al so be nade

to det ernm ngnuhghbswokheihfoemationsed byt theundetni shé heotieghstrene | C
card 10. The authentication unit 134 acquires the authentication

i nformati ongEUsRELLRaE06naRdgPacsvendidObhe AtoReibecatisentication
information search unit 133 and uses the acquired information to

aUthe”t'CatEnEBEmHEEBn AEEQBEQB 19b, SHOWSeatBE $6TMS8Ae128rhas a database
that stores a user and a passmnrd in conbination 128 associated with

each user fgﬁtﬂgﬁﬁ ?Qggﬂegﬁkgg&hggongrocesses The authentication unit 134

perforns the I cation process by checking the user 1D 106 and

passvord 105 retri gyed byniie, 8t hant | At ald AR £ ofhgin t 133

agai nst the user S an asswor d

password information 102 but the card-specific
information combined with the information 102 is
different from the legitimate card-specific information
101, then the search for the password 105 will not be
carried out.

As described, where a search is made for the
password 105 and user ID 106 using the combination of the
card-specific information 101 and password information
102, a check can be made to determine whether the IC card
10 and portable memory 11 utilized by the user are duly
registered in the authentication information database 120.
A check can also be made to determine whether the IC card
used by the user is the legitimate IC card 10.

The authentication unit 134 acquires the
authentication information (user ID 106 and password 105}
from the authentication information search unit 133 and
uses the acquired information to authenticate the user.

Although not shown, the server 110 has a database

that stores a user ID and a password in combination
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in the database. When the user is successfully authenticated, the
authentication unit 134 allows the user to log in to the service site. If
the user is not authenticated, the authentication unit 134 denies log-in
and sends an error nmessage to the termnal 3. Wen the authentication unit
134 has finished user authentication, the password information generation
unit 135 generates new password information 102 and sends it to the
termnal 3 via the term nal access unit 131. At the sane tinme, the
password i nformation generation unit 135 substitutes the new password

I nf or mat i ona383c{ 8t el heitNEgchiSese passOLsle i v cxwetiéori.dDRidel d in the
aut hentication information database 120. The automatic log-in unit 15a

accepts a UsgpceaddbBhentitatddhdriguesti drofurdiie 1extpaisyrmautdient i cation
process using the new password informati on 102. As described, the password

i nformati OnaﬂﬁﬂéﬁéﬂzgﬂioHnﬁtﬁ:oéé’@_s apg tREAkDRG Bksessernit 184 seastitute
the 129 tally information transmtting neans that generates tally

| nformati ong(pagawar dobnEot MeLi.on J92nanduerdie: theiogenerahade 1 or mation

to the terntna e password I nfornmation generation unit 135 further

ConStitUtessggﬁcﬁtQﬁkeglggagaaiggtSEHéiHQeEth’s and passwords held

in the database.

When the user is successfully authenticated, the
authentication unit 134 allows the user to log in to the
service site. If the user is not authenticated, the
authentication unit 134 denies log-in and sends an error
message to the terminal 3.

When the authentication unit 134 has finished user
authentication, the password information generation unit
135 generates new password information 102 and sends it
to the terminal 3 via the terminal access unit 131. At
the same time, the password information generation unit
135 substitutes the new password information 102 for the
once-used password information 102 held in the
authentication information database 120.

The automatic log-in unit 15a accepts a user
authentication request for the next user authentication
process using the new password information 102.

As described, the password information generation

unit 135 and terminal access unit 131 constitute the
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generated tally information into the authentication information database
120 (storage unit). Upon recei pt of the new password information 102 from
the server 110, the termnal 3 replaces the currently stored password

i nformation 102 (used for the <current user authentication request) in the
portable nenory 11 with the new password information 102. Next tinme the
user requests authentication, the newy issued password information 102
will be used. As described, the terminal 3 conprises: the nmedium
information transmtting nmeans for transmtting the card- specific

i nf or mati ont 401y andif passwosd t A&0smBt t Difg 1Zat® tHde Jeiatdaiads Falle tally
I nformati on receiving nmeans for receiving the tally information (password

i nf ormati oni 483 mbt 0Bt (BasENYLd 1dBormaei shel62p| &ed Ngermanshé or
replacing the currently stored password information 102 in the portable

memory 11 Wihetbeeaerh¥ogRaeran oty pasSuorfihaf osmtion 102, Fig. 23 is a
flowchart of steps in which the user 130 logs in to the service site 17a

(Fig. 21) fromthe%hé%{)ée‘%%rdg iqff&ﬂ?rf‘atgt&rpr@glecraﬂ%ﬂ% ystiem 100. The

steps to be described ow are carried out" by the CPU of the termnal 3

and that of ¢t e, SErueh110u10s KREPLOG WL Ml SLEVADE BLOBI A Behe

generated tally information into the authentication
information database 120 (storage unit).

Upon receipt of the new password information 102
from the server 110, the terminal 3 replaces the
currently stored password information 102 (used for the
current user authentication reguest) in the portable
memory 11 with the new password information 102. Next
time the user regquests authentication, the newly issued
password information 102 will be used.

As described, the terminal 3 comprises: the medium
information transmitting means for transmitting the card-
specific information 101 and password information 102 to
the terminal 3; the tally information receiving means for
receiving the tally information (password information
102) from the server 110; and the replacing means for
replacing the currently stored password information 102
in the portable memory 11 with the newly generated
password information 102.

Fig. 23 is a flowchart of steps in which the user
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The user at the termnal 3 first gains access to the server 110
Illustratively by inputting the URL of the service site 17a through the
browser (step 2105). In turn, the term nal access unit 131 sends to the
terminal 3 an auxiliary programfor causing the termnal 3 to inplenent an
automatic log-in capability (step 2405). Illustratively, the auxiliary
program causes the termnal 3 to carry out the follow ng functions: when
the wuser accesses the service site 17a fromthe termnal 3, the term na
3 is nmade to read the card-specific information 101 fromthe I1C card 10,

read the papsy®rih tofoKeradd onm dd2sane poit gl ENPrirdm 8 fromthe
portable nmenory 11, transmt the card-specific information 101, password

i nformati on.d02: 300 Post ol e asmdyid DdP3id huksst@adid®, t he server 110, or
receive the password 102 issued by and sent fromthe server 110 so as to

substitute the recglyed HASTWOLHL fo%rsctﬂ%etaweqw Y re! @aediRas DR by
i nformation 102 in the portable nenory 11. the auxiliary progran1|s

f ound al rea‘g‘g{? ! @ﬁ%ke@h&%hﬂlﬁﬁf 3 eagﬂ'El‘l n@%ag’oﬁstﬂ@eébfxr@r SEf(yefn 110 is to

accesse second tinme or on ater pass, the server 110 will not

transn1t th X|I|ar pr £405. The term nal receives the
FofVLh LA PHRBCFIR Tp2d0ug

auxiliary pr and i hs ttordance with the installed

auxiliary The user at the terminal 3 first gains access to

the server 110 illustratively by inputting the URL of the
service site 17a through the browser (step 2105).
In turn, the terminal access unit 131 sends to the
terminal 3 an auxiliary program for causing the terminal
3 to implement an automatic log-in capability ({(step 2405).
Illustratively, the auxiliary program causes the
terminal 3 to carry out the follewing functions: when the
user accesses the service site 17a from the terminal 3,
the terminal 3 is made to read the card-specific
information 101 from the IC card 10, read the password
information 102 and portable memory ID 103 from the
portable memory 11, transmit the card-specific
information 101, password informaticon 102 and portable
memory ID 103 thus read to the server 110, or receive the
password 102 issued by and sent from the server 110 so as
Ito substitute the received password for the currently
stored password information 102 in the portable memory 11.

If the auxiliary program is found already installed
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program the termnal 3 activates the reader/witer 7 to access the IC
card 10 (step 2110). The I1C card 10 conmunicates with the reader/witer 7
i n noncontact fashion, thereby transmtting the card- specific information
101 to the terminal 3 (step 2205). The term nal 3 acquires the
card-specific information 101 through the reader/witer 7, and sends the
acquired information to the server 110 (step 2115). In the server 110, the
term nal access unit 131 receives the card-specific information 101 (step
2410). The terminal 3 then activates the portable nenory drive 8 to read

the passworgni pher pathona102, and pPeeh abhe seev®ry11® 183t drwen t he portable
menory 11 (step 2120). The portable nenory 11 offers the password

i nformati on, 10Z5384 Peftébéécaﬁavfymé D5403nsh o1 8t hes s N the sdevéerm nal
3 via the portable nenory drive 8 (step 2305). The erm nal 3 sends to the

server 110 1 d
rerver S50 Lo mpneed Lol e 64, sntunr bl eaetmru digs o

term nal access u Iece tJ%% o] %ﬁ
portabl e nmenory {%eio rFa 29/4%% p@?ez\égﬁ{ ve ln‘;r'o% ﬁﬁtd termnal 3 may read
the card- installs it. In accordance with the installed auxiliary

program, the terminal 3 activates the reader/writer 7 to
access the IC card 10 (step 2110}.

‘The IC card 10 communicates with the reader/writer
7 in noncontact fashion, thereby transmitting the card-
specific information 101 to the terminal 3 (step 2205).

The terminal 3 acquires the card-specific
information 101 through the reader/writer 7, and sends
the acquired information to the server 110 (step 2115).

In the server 110, the terminal access unit 131
receives the card-specific information 101 (step 2410).

The terminal 3 then activates the portable memory
drive 8 to read the password information 102 and portable
memory ID 103 from the portable memory 11 (step 2120).

The portable memory 11 cffers the password
information 102 and portable memory ID 103 stored therein
to the terminal 3 via the portable memory drive 8 (step
2305).

The terminal 3 sends to the server 110 the password

information 102 and portable memory ID 103 acquired from
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specific information 101, password information 102 and portable nmenory ID
103 and tenporarily transmt the retrieved information and ID to the
server 110. As another alternative, the termnal 3 nmay first transmt the
password i nformati on 102 and portable nenory 1ID 103 to the server 110,
then send the card-specific information 101 to the server 110. The
password information verification unit 132 (Figs. 22A and 22B) receives

t he password information 102 and portable nenory ID 103 fromthe term nal
access unit 131. Gven the two itens of information, the password

i nformationcNerpbieabionmihbly 182 $epeghesoshe authentication information
dat abase 120 for the correspondi ng conbination of the received

nformation. I the, aydenaal iom | el rakamatabass 1204 931 ound to

have t he sane passwo Information 102 and portable nenory ID 103

regi stered | Lhat Lo I ] i j it 133
Ledl T es s naRcERREs b CBnsbiErath DOk Ofop M TROL Ol RERERO P
regi stered %g %Qs_g%%ggnghfsgion i nfornmati on dat abase 120 and that the

r i

password inf 2°sef'in the registered portable nenory 11
coLnsl des, {1 (o, PASSIBY o4 Y QRN Sl IR, e TR M DR 3 (st
specific information 101, password information 102 and
portable memory ID 103 and temporarily transmit the
retrieved information and ID to the server 110.
As another alternative, the terminal 3 may first
transmit the password information 102 and portable memory
ID 103 to the server 110, then send the card-specific
information 101 to the server 110.
The password information verification unit 132
(Figs. 22A and 22B) receives the password information 102
and portable memory ID 103 from the terminal access unit
131. Given the two items of information, the passwoxd
information verification unit 132 searches the
authentication information database 120 for the
corresponding combination of the received information.
If the authentication information database 120 is
found to have the same password information 102 and
portable memory ID 103 registered in combination, the

authentication information search unit 133 wverifies that

the portable memory 11 utilized by the user is duly
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transmtted by the termnal 3 is the password information 102 derived from
the registered portable nmenory 11. It is also possible to verify that the
|C card 10 and the conbination of the IC card 10 and portable nenory 11
are duly registered, by resorting to the follow ng arrangenents: Wether

or not the I1C card 10 is registered may be checked illustratively by
searching the authentication information database 120 for the
card-specific information 101. The presence of the information 101 in the
dat abase 120 attests to the rightful registration of the IC card 10.

Al ternativelygiwtbhegaid tREOsABLERDI cabOsh {MEotfaensd dArdeied nEZDin the
aut hentication information database 120, a check may be carried out to

see if the transphttedeCatdsnpagi {heotboioRtion 404 igoimeides with the
stored card information.” As another alternative, if the IC card 10 i s not

found to be_—:é&%%&@éﬁg?ow%ﬂé%QﬁaEQelfaéQiﬂgi&@é’ PELn StisPepsled b 0d a

predeterm ned " peri o tinme. 134 The authentication information search

o o onEaoERAELURS 16D ERE I PRECLAL CLIRORARt S Of 0] Spsopassior d

i nformation romthe termnal access unit e conbi nation
of the received infior et gn. . 106 AL AL AQLTPN search uni t
transmitted by the terminal 3 is the password information
102 derived from the registered portable memory 11.

It is also possible to verify that the IC card 10
and the combination of the IC card 10 and portable memory
11 are duly registered, by resorting to the following
arrangements:

Whether or not the IC card 10 is registered may be
checked illustratively by searching the authentication
information database 120 for the card-specific
information 101. The presence of the information 101 in
the database 120 attests to the rightful registration of
the IC card 10. Alternatively, with card information
about the IC card 10 retained in the authentication
information database 120, a check may be carried out to
see if the transmitted card-specific information 101
coincides with the stored card information.

As another alternative, if the IC card 10 is not

found to be registered, the use of the card 10 may be

suspended for a predetermined period of time.
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aut hentication informati on database 120 for the user 1D 106 (step 2425).

Al t hough a search can be nmade for the user ID 106 wusing the card-specific
i nformati on 101 al one, resorting to the conbination of the card-specific
informati on 101 and password information 102 for search makes it possible
to ascertain that the user is utilizing the duly registered IC card 10 and
portable nmenory 11. The authentication information search unit 133 then
searches the authentication information database 120 for the password 105
usi ng the password information 102 (step 2430). The authentication unit

134 receives the rgidiamatbniiseltidd LOf o tpags Weet cHOmrfitom3hehen
aut hentication information search unit 133 in order to carry out the user

aut henti cat L QR PLOceERe (SLER-2438) £1 LT ik BErHSEI oA S16UCELS SHakkdWord
aut henticated, the server 110 transmts post-log-in screen data (i.e.,

dat a consti%fgkﬂ +1 bR ?géeffﬁﬁotﬁé 9é§£i§¥fdaé¥eé§eu@{9“§§1 onysk3Ry t he

term nal ter og I n e termnal 3 (step 2 . Wien the termnal 3

receives ¢ heyBoskal90al AoACkeelne dpLaes bbE D owagi: fhapl ays the post -1 0g- i n

screen according

authentication information search unit 133 searches the
authentication information database 120 for the user ID
106 (step 2425).

Although a search can be made for the user ID 106
using the card-specific information 101 alone, resorting
to the combination of the card-specific information 101
and password information 102 for search makes it possible
to ascertain that the user is utilizing the duly
registered IC card 10 and portable memory 11.

The authentication information search unit 133 then
searches the authentication information database 120 for
the password 105 using the password information 102 (step
2430).

The authentication unit 134 receives the retrieved
user ID 106 and password 105 from the authentication
information search unit 133 in order to carry out the
user authentication process (step 2433).

If the user is successfully authenticated, the
server 110 transmits post-log-in screen data (i.e., data

constituting the screen to be displayed by the browser on
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If the user is not authenticated, the server 110 sends error nessage
screen data to the termnal 3. The password infornmation generation unit 135
then generates new password i nformation 102, and substitutes the new
information 102 for the currently stored password information 102 in the
aut hentication informati on database 120. Furthernore, the password
information generation unit 135 sends the newy generated password
information 102 to the termnal 3 via the term nal access wunit 131 (step
2445). The terminal 3 receives the password information 102 fromthe

server 110, thadt@ghingl €3 4P€=PoId@ble) PTRNMBHY Ediendl tD yeide the
received information 102 to the portable nenory 11 (step 2135). This
causes the pgyppassword information 102 to replace the currently stored
password information 102 in the portable nmenory 11 (step 2310). If the

repl acement of themdy nefd Rageuwend 3 ¥R Ahel Qb 11R 4 NG N@Ween
information 102 fails, the 136 termnal 2 may be arranged to detect the

failure andyapot! {yobethL0e seLyelyd handLhe dsely theregl . Although the
(0]

second enbodi nent above was s avi ng e password information 102

ggggrated aQ8$6£8£ngf§C?s géhffgéfgtion process and di scarded once it is

If the user is not authenticated, the server 110
sends errcr message screen data to the terminal 3.

The password information generation unit 135 then
generates new password information 102, and substitutes
the new information 102 for the currently stored password
information 102 in the authentication information
database 120. Furthermore, the password information
generation unit 135 sends the newly generated password
information 102 to the terminal 3 wvia the terminal access
unit 131 (step 24435}).

The terminal 3 receives the password information
102 from the server 110, and activates the portable
memory drive 8 to write the received information 102 to
the portable memory 11 (step 2135).

This causes the new password information 102 to
replace the currently stored password information 102 in
the portable memory 11 (step 2310).

If the replacement of the current password

information 102 with the new information 102 fails, the
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this is not limtative of the invention. Alternatively, the sane password
I nformation 102 may be used in every authentication process. In that case,
such information processing steps as the generation and update of the
password i nformati on 102 becone unnecessary. The second enbodi nent above
was shown having the password information 102 stored in the portable
menory 11 so that the user authentication process would be perforned
usi ng the password 105 associated with the password information 102.

Al ternatively, the password 105 may be stored in the portable nenory 11,

so that theropasguergd 199 PBYabLafi§tdi eyedebscheedledtd s Dird hendremory  for
user authentication. As another alternative, step 2445 and the subsequent

steps abovenpmys ebezﬁeﬁﬁg géIQQJsIPﬂ@I aRfeBie ubdrthRir£88e, the steps may
be carried out seélectively the user or by the business operator running

the server 110. | hed 137
. dzte Scﬁbﬂlbgggwr&asﬁ&ré}mdmné{)@ drod oWk hriat che

during the above- aut henti cation process, the password

| nfor mat | on, 102, my, pr SLELABLY PecLeRDYPdy PHYSLCALLYLaomLlCro,

aut hentication™i orna i on ase SO as new password

I nfor i on in. .
ormatio e%g% authgeggégkggna %Bgess and discarded once it is used,

this is not limitative of the invention. Alternatively,
the same password information 102 may be used in every
authentication process. In that case, such information
processing stéps as the generation and update cof the
password information 102 become unnecessary.

The second embodiment above was shown having the
password information 102 stored in the portable memory 11
so that the user authentication process would be
performed using the password 105 associated with the
password information 102. Alternatively, the password 105
may be stored in the portable memory 11, so that the
password 105 may be retrieved as needed from the memory
for user authentication.

As another alternative, step 2445 and the
subseguent steps above may be offered as optional steps.
In that case, the steps may be carried out selectively by
the user or by the business operator running the server
110.

If the password information 102 is found mismatched
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How the user is registered for the service site 17a w |l now be descri bed
wth reference to the flowhart of Fig. 24. Fig. 24 is a flowhart of
steps in which the user at the termnal 3 registers for the service site
17a while the registration unit 13a of the server is active in the
automatic log-in system 100. The steps to be described bel ow are carried
out by the CPU of the termnal 3 and that of the server 110 in Kkeeping
with relevant progranms. The user at the termnal 3 first gains access to
the server 110 (step 2505). Wen a top page or the like is sent fromthe

server 110g,tRggUBRE EbbEKSAOBCRIPEW £€ThSHEBEABIORUEESB 88, thige di spl ayed
page to transmt |nfornat|on notifying the server 110 of the user's

“""“9“esSgaes&sga555509ﬁgwao§n1©@6m§§rﬁféfé39b1$hserﬁ@h@&é@tIon unit 13a
transmts registration screen data to the term na (step 2805). 138 Wen

the term n;{mﬁsiegﬂye%r&#aetﬁsgaafcﬁé—ﬁf 8 ﬁ&ﬁeﬁﬂfgf@étf%lgegggg%@gé di spl ays

accor di ngI registrati on screen I nc I ng 1 nput user

entri es. fzgtsgatﬁspg;gpgtpggéygggsg,gggi fo¥shat DodOBo2 gpd per sonal

i nformation aye grs

generated again.

How the user is registered for the service site 17a
will now be described with reference to the flowchart of
Fig. 24.

Fig. 24 is a flowchart of steps in which the user
at the terminal 3 registers for the service site 1l7a
while the registration unit 13a of the server is active
in the automatic log-in system 100.

The steps to be described below are carried out by
the CPU of the terminal 3 and that of the server 110 in
keeping with relevant programs.

The user at the terminal 3 first gains access to
the server 110 (step 2505).
| When a top page or the like is sent from the server
110, the user clicks on a new registration button on the
displayed page to transmit information notifying the
server 110 of the user’ s willingness to register anew.

In the server 110, the registration unit 13a
transmits registration screen data to the terminal 3

(step 2805}).
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screen for transm ssion to the server 110 (step 2510). If the user already

has the user ID 106, that IDis input through the registration screen.

Where the user has vyet to acquire a user |ID 106, either the user my

acquire

usi ng the

program al | ows t

t he user

| D 106 by conpleting the registration, or the server
may automatically set the user 1D 106 for the newly registering user.
registration unit 13a updates the

110
The

aut hentication infornati on database 120

i nformation received fromthe termnal 3 (i.e., password 105,
user ID 106 and other information). This allows the newy input user

information to be yiggh sty et A$itieN 281 Qce e t@ldn )i AGeasorni t 41 in
the registration wunit 13a then transmts an auxiliary programto the

termnal 3 éés‘:@eﬂZé;éa %?tﬂéo&ggﬁ eisﬁggfgsrgseéiaﬁﬁ?w a the auxiliary

etermnal 3to read t car d- spec

ic information 101

fromthe IC, gsg%tggtﬁgg éf@gntbﬁcFﬁé%ggvgggﬁgf [opgson %9} EQrthgeserver

110, to

rea

€ portab € nenory e porta

e nennry 139 11

and send the etrle | D 103 ¢ t
portabl e mehdry y T Yﬁ%%a%%%%rﬁ%#%r%%ﬁwg%zlﬁsuée)dl%gft e ser ver 110.

Thi s step IS

t er m nal

screen for transmission to the server 110 (step 2510}.

If the user already has the user ID 106, that ID is
input through the registration screen. Where the user has
yet to acquire a user ID 106, either the user may acquire
the user ID 106 by completing the registration, or the
server 110 may automatically set the user ID 106 for the
newly registering user.

The registration unit 13a updates the
authentication information database 120 using the
information received from the terminal 3 (i.e., password

105, user ID 106 and other information). This allows the

newly input user information to be registered (step 2810).

The terminal access unit 41 in the registration
unit 13a then transmits an auxiliary program to the
terminal 3 (step 2815). At the time of user registration,
the auxiliary program allows the terminal 3 to read the
card-specific information 101 from the IC card 10 and
send the retrieved information 101 to the server 110, to

read the portable memory ID 103 from the portable memory
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a built-in auxiliary program The termnal 3 installs the auxiliary program
received fromthe server 110. In keeping with the auxiliary program the
terminal 3 drives the reader/witer 7 to start reading the card-specific
information 101 fromthe I1C card 10 (step 2515). The IC card 10 set in the
reader/witer 7 sends the card-specific information 101 to the termnal 3

I n noncontact fashion (step 2605). In turn, the termnal 3 transmts the
card-specific information 101 read fromthe IC card 10 to the server 110
(step 2525) In the server 110, the registration unit 13a receives the

card-speci fit infosamti ofe 10dt £ 540t 2820003 dhechegistvat i bIO Ut tlda
stores the received card specific information 101 into the authentication

i nformati Onwﬁﬁé‘-b@éetl%@g%éﬁ@@l@%’éiofy BESOEE QA HGd N@ i FdBFdRidon 101

with the user ID 106 th was stored into the authentication information

dat abase 12045 n; SE€P4 28¢5 hd 40 Re - reghsStration unit 13a requests the
termnal 3 to transmt”the portable nenory ID 103 (step 2830). G ven the

eOueSt, e X er T S TS eyt o e
already installed in the terminal 3 or if the browser has
a built-in auxiliary program.

The terminal 3 installs the auxiliary program
received from the server 110. In keeping with the
auxiliary program, the terminal 3 drives the
reader/writer 7 to start reading the card-specific
information 101 from the IC card 10 {step 2515).

fhe IC card 10 set in the reader/writer 7 sends the
cafd—specific information 101 to the terminal 3 in
noncontact fashion (step 2605).

In turn, the terminal 3 transmits the card-specific
information 101 read from the IC card 10 to the server
110 (step 2525}).

In the server 110, the registration unit 13a
receives the card-specific information 101 (step 2820).

The registration unit 13a stores the received card-
specific information 101 into the authentication
information database 120 (step 2825) by associating the
information 101 with the user ID 106 that was stored into

the authentication information database 120 in step 2825.
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The portable nmenory 11 yields the portable nmenory |ID 103 to the termnal 3
(step 2705). In turn, the termnal 3 sends the portable nmenory ID 103 to
the server 110 (step 2528). In the server 110, the registration unit 13a
receives the portable nmenory ID 103. The registration wunit 13a stores the
received portable nenory ID 103 into the authentication information

dat abase 120 (step 2840) by associating the ID 103 with the card-specific
i nformation 101 that was stored in step 2825. The registration unit 13a

t hen generates password information 102, and stores the generated password
information 102 i Mtk tdeyiatirdildrc ainian U3e oermicisar téhat alkasdnh20 3(step
2843) by associating the information 102 with the card-specific information

101 that waso stofeflitncisé e{ﬁoﬁﬁﬁle%é@rﬁsﬁmd@iMéﬁﬁmﬁMrd 105
stored in step 2810 with the password information 102, the registration

unit 13a transm t gty RASSWIEhdJH Ot it mkRd 1t @ e iv4kesermenal 3 (step
2845). The termnal 3 receives the password information 102 fromthe

server 110 I§§£€£’b2§%9%mo£fped£ﬁéﬁ falo 3 dhen RO YL 891 d hterROF§ ath € menory
drive 8 to Wwite the recelved password information 102 to
103 from the portable memory 11 {step 2527).

The portable memory 11 yields the portable memory
ID 103 to the terminal 3 {step 2705}.

In turn, the terminal 3 sends the portable memory
ID 103 to the server 110 (step 2528).

In the server 110, the registration unit 13a
receives the portable memory ID 103. The registration
unit 13a stores the received portable memory ID 103 into
the authentication information database 120 (step 2840)
by'associating the ID 103 with the card-specific
information 101 that was stored in step 2825.

The registration unit 13a then generates password
information 102, and stores the generated password
information 102 into the authentication information
database 120 (step 2843) by associating the information
102 with the card-specific information 101 that was
stored in step 2825.

| After associating the password 105 stored in step

2810 with the password information 102, the registration

unit 13a transmits the password information 102 to the

141



the portable nmenory 11 (step 2535). The portable nenory 11 retains the
password information 102 (step 2710). Thereafter, the registration unit
13a sends a registration conplete notice to the termnal 3 (step 2850).
On receiving the notice, the term nal 3 causes the browser to give a

regi stration conplete notice display (step 2540). The steps above, when
executed, cause the card- specific information 101, password information
102, portable nenory ID 103, password 105, and user |ID 106 about each new
user to be associated with one another as shown in Fig. 22B. The steps

further allggkﬁpgipa§spggéb i@ Qypation 102 to be stored into the user's

portable nenory 11. As described, the registration unit 13a constitutes

the authenticati ornﬂ,jenftt%rfmg.ja n 4 %@jc%tiq;éfz%}%g?égsSg\;;?riaﬂgnff:or}y[%@iiogn for

regi stering authentication 1 nformtion rst

identificatiggaégé%;gﬁé:%gréggrgiosEgg%éi#%%@fornation 101) and tally

i nformation ormation portable nenory 11 can
?rﬁf? Imr;r:) gat e apl urﬁllei tgermqnaﬁi %Cﬁc%e(%{ a%%sl%rvﬂreds itrlhfeorprcral%:ttia%rj}.e:l'(r)nze'mo\écwyt h the

drive 8 to write the received password information 102 to
the portable memory 11 (step 2535).

The portable memory 11 retains the password
information 102 (step 2710}.

Thereafter, the registration unit 13a sends a
registration complete notice to the terminal 3 (step
2850) .

On receiving the notice, the terminal 3 causes the
browser to give a registration complete notice display
(step 2540} .

The steps above, when executed, cause the card-
specific information 101, password information 102,
portable memory ID 103, password 105, and user ID 106
about each new user to be associlated with one another as
shown in Fig. 22B. The steps further allow the password
information 102 to be stored into the user’ s portable
memory 11.

As described, the registration unit 13a constitutes

the authentication information registering means of the

invention for registering authentication information
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pi eces of password information in use, the IC card 10 and portable nmenory
11 may be utilized in diverse ways. For exanple, a single user nay possess
a plurality of 1Ccards 10. In another exanple, a plurality of users may
share a single portable nenory 11. Sone of these exanples will be expl ai ned
bel ow. Figs. 25A, 25B and 25C are schematic views depicting how a single
user typically utilizes one or multiple IC cards 10 and portabl e nenories
11. Fig. 25A shows a case where the user makes use of one IC card 10 and
one portable nenory 11. The portable nenory 11 retains password

i nformat i orb#sassaci diedt st idenid:Spect farc imfomedticon &dndthe | C card
10. In the server 110, the password information A and the user's user ID 1
are associ agedeifid {heoerdattonspe®l f iand nfarivatimfoation hissssasesd t he
user is allowed to log in to the service site 17a by getting authenticated

using the | G reahsh 16h angbportable menory 11. 143 Fig. 25B shows a case
where the user has an IC cards 10a and a portable nenory Ila in pairs and

an 1C card 10b ange a0l rEBry 11 Ran aRRichsodbte popiakiae itgmory |1a
contains the password”™ information associated with the card-specific
of pieces of password information 102. With the multiple
pieces of password information in use, the IC card 10 and
portable memory 11 may be utilized in diverse ways.

For example, a single user may possess a plurality
of IC cards 10. In another example, a plurality of users
may share a single portable memory 11.

Some of these examples will be explained below.

Figs. 25A, 25B and 25C are schematic views
depicting how a single user typically utilizes one or
multiple IC cards 10 and portable memories 11.

Fig. 25A shows a case where the user makes use of
one IC card 10 and one portable memory 11. The portable
memory 11 retains password information A associated with
card-specific information A in the IC card 10.

In the server 110, the password information A and
the user’ s user ID 1 are associated with the card-
specific information A.

In this case, the user is allowed to log in to the

service site 17a by getting authenticated using the IC

card 10 and portable memory 11.
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information Ain the I1C card 10a. The portable nenory Ilb retains password
I nformati on B associated with card- specific information Bin the IC card
10b. In the server 110, the password information A and wuser ID 1 are
associated with the card-specific information A The password information
B and user ID1 are associated with the card-specific information B. The
user may be authenticated using either the conbination of the IC card 10a
and portable nenory Ila or the conbination of the I1C card 10b and portable
menory |lb. The user cannot be authenticated by utilizing the conbination

of the IC card 10ariand J8H tsuwes e se IwHere athdyugedserdd rg tic t he
conbi nation of the IC card 10b and portable nenory Ila. As described, if

two | C cardgaifsandat ¥RaPLrbabtep1 aenBhbes 1laai® PaOws degdian pacrs, each
of the pairs may be used for the user authentication of a different

service. 144,FQrigxagphea HHecsOMDi Rahbep Pinthe pLisard 10a and portable
menory l1la may be registered for the user authentication of a banking

service site, and fﬁ[g&%]}?tr&é}&ﬂ; 1t]%p ddacand ]1%% ?%as?ﬁrt@bl e menory

l1b .may be registere e user "aut hentication
information A associated with the card-specific

information A in the IC card 10a. The portable memoxry 1lb
retains password information B assoclated with card-
specific information B in the IC card 10b.

In the server 110, the password information A and
user ID 1 are associated with the card-specific
information A. The password information B and user ID 1
are associated with the card-specific information B.

The user may be authenticated using either the
combination of the IC card 10a and portable memory lla or
the combination of the IC carxd 10b and portable memory
11b.

The user cannot be authenticated by utilizing the
combination of the IC card 10a and portable memory lilb,
or by resorting to the combination of the IC card 10b and
pertable memory lla.

As described, if two IC cards 10 and two portable
memories 11 are provided in pairs, each of the pairs may
be used for the user authentication of a different

service.
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order site. Fig. 25C shows a case where the user has two IC cards 10a and
10b and one portable nenory 11. The portable nenory 11 contains two kinds
of password information: password information A associated wth the
card-specific information Ain the 1C card 10a, and password information B
associated wth the card- specific information B in the IC card 10b. In the
server 110, the password information A and wuser ID 1 are associated with
the card-specific information A The password information B and user ID 1
are associated with the card-specific information B. The user may be

aut henti cat ed usi mreid:a@iplieh)e theorimbatiaan oof otfthe hleCICarariidd Oandngort abl e
menory 11, or the conbination of the I1C card 10b and portable nenory 11.

Wiere two |G, pedlibe ey Ulid iked Be festsidesy feactheaisermy be
regi stered Tor the user authentication of a different service. For

exanpl e, the,coabi Nati pon b thend Gk £ag dsdOpi @nds 1145, poid ke nenory 11 may

be registered tor the user authentication of the banking service site, and

the conbinaljgn. of; bheot Gear : 10b-nEoipos @bl AT Yudio A1 1be
gistered for the user authentication of the mail- order site.
.may be registered for the user authentication of a mail-
order site.

Fig. 25C shows a case where the user has two IC
cards 10a and 10b and one portable memory 1l.

The portable memory 11 contains two kinds of
password information: password information A associated
with the card-specific information A in the IC card 10a,
and password information B associated with the card-
specific information B in the IC card 10b.

In the server 110, the password information A and
user ID 1 are associated with the card-specific
information A. The password information B and user ID 1
are associated with the card-specific information B.

The user may be authenticated using either the
combination of the IC card 10a and portable memory 11, or
the combination of the IC card 10b and portable memory 11.

Where two IC cards 10 are utilized as described,
each card may be registered for the user authentication
of a different service.

For example, the combination of the IC card 10a and
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In this case, the user need only possess one portable menory, which
easier to manage than two. Figs. 26A and 26B are schematic view
illustrating how two users typically use IC cards and portable nenori

Such card and nenory uses apply illustratively to nenbers

of a famly

regi stering as users. Fig. 26A shows a case where two users possess a

different conbination of an I1C card and a portabl e nenory

each. The u

S

es.

ser

having the user ID 1 possesses the IC card 10a and portable nenory |1 a.
The card-specific information Ain the IC card 10a is associated with the
password i nd@FfEh1 & Mmémdy tTE Moy tied| e qiesmayed 1for Titee usssr havi ng a user
ID 2 is in possession of the [|C card 10b and portable nenory 11b. The
car d- speci f gt hdif PEARL 6O B iHe then it th & a - d0be i Si essocidtEte Wi th the
password information B in the portable nmenory lib. In the server 110,

password i nfQraptl PR dRdcH461tissrd D db a8 ASSPEARE & tnathd

card-specific information A The password information B an

t1e may

user ID 2

associ at ed %tpegggtgfé&-f@fc&ﬁé gTéQE Of B b0 Bt £ o 2RSS 2 case

where two users are one portable nenory.

order site.

In this case, the user need only possess one

portable memory, which i1s easier to manage than two.

Figs. 26A and 26B are schematic wview illustrating

how two users typically use IC cards and portable

memories.

Such card and memory uses apply illustratively to

members of a family registering as users.

Fig. 26A shows a case where two users possess a

different combination of an IC card and a portable memory

each.

The user having the user ID 1 possesses the IC card

10a and portable memory lla. The card-specific

information A in the IC card 1l0a is associated with the

password information A in the portable memory lla.

The user having a user ID 2 is in possession of the

IC card 10b and portable memory 1lb. The card-specific

information B in the IC card 10b i1s associated with the

password information B in the portable memory 1lb.

In the server 110, the password information A and
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The user having the user ID 1 possesses the IC card 10a, and the user
having the user ID 2 carries the IC card | Gb. The tw users share the
portable nenory 11 that contains two kinds of information: password
information A associated with the card-specific information Ain the IC
card 10a, and password information B associated with the card-specific
information Bin the I1C card 10b. In the server 110, the password
information A and wuser ID 1 are associated with the card-specific
information A The password information B and user ID 2 are associ ated
with the caisespenifigre dosamtaiond Britheches eramdhrosrsetistitche | C card 10a and
the portable nenory 11 in the termnal 3 can be authenticated using the

user ID 1. ilhestseti SetA] NTHN@alsGweakd 1hdb ravad ibhe B port allee Mary 11 in
the termnal 3 is allowed to be authenticated using the user ID 2. In a

typical setips Wies&c1deedd0f @bl endredir - dSecSttat eich Asrididmesl above, the
father may possess the IC card 10a and the daughter may carry the I1C card

10b, and 147 the %”@GBS@fcﬁzst he RO At TRRRY Yaskks Ishatidi nease, the
father is assigne e user ID 1 and the daughter is given the user ID 2.

The fat her then register for different services.
IIIustratlvgﬁgtgﬁﬁ n%at%y§y

The user hav1ng the user ID 1 possesses the IC card
10a, and the user having the user ID 2 carries the IC
card 10b. The two users share the portable memory 11 that
contains two kinds of information: password information A
associated with the card-specific information A in the IC
card 1l0a, and password information B assoclated with the
card-specific information B in the IC card 10b.

In the server 110,7the password information A and
user ID 1 are associated with the card-specific
information A. The password information B and user ID 2
are associated with the card-specific information B.

The user who sets the IC card 10a and the portable
memory 11 in the terminal 3 can be authenticated using
the user ID 1. The user setting the IC card 10b and the
portable memory 11 in the terminal 3 is allowed to be
authenticated using the user ID 2.

In a typical setup where the portable memory is
shared as outlined above, the father may possess the IC

card 10a and the daughter may carry the IC card 10b, and
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regi ster as a user for the banking service site using the IC card 10a and
portable nmenory 11. The daughter may ' register as a user for the

mai | -order site using the 1C card 10b and portable nmenory 11. Upon recei pt
of a user authentication request from a user utilizing the IC card 10a and
portable nmenory 11, the server 110 recogni zes the user as the father based
on the associated user ID 1. The server 110 then allows the father to |og
in to the corresponding service site. Likew se, given a user authentication
request froma user utilizing the IC card 10b and portable nenory 11, the
server 110 tie€ognb zesy t Hiea thaugid epoainsb bt |omsoterll o IImg this taskehe
applicable service site. Wiere there are three or nore users, the portable
nenory may bgeSharedri fs|ikeigmedethe lhsastTRt] vEhy , tieacdawfhtde issers may
carry a different IC card, and the portable nenory may be arranged to
contain a phiyehityeofs®teces2of password information each associated with
the card-specific 148 information held in each of the cards involved. Wth

the first embodi mefie diSGHSSeth LA dfbe R mdy WiRd teffsteserpormy al so
share one portable nmenory. In such a case, éach user's user tally is stored

in the. po&&f@é?@ﬂ?”@é¥viggg.USEﬂfhéﬁydﬁﬁ€¥lfJ"¥HQcfgﬂhéf:may

register as a user for the banking service site using the
IC card 10a and portable memory 11. The daughter may
register as a user for the mail-order site using the IC
card 10b and portable memory 11.

Upon receipt of a user authentication request from
a user utilizing the IC card 10a and portable memory 11,
the server 110 recognizes the user as the father based on
the associated user ID 1. The server 110 then allows the
father to log in to the corresponding service site.
Likewise, given a user authentication request from a user
utilizing the IC card 10b and portable memory 11, the
server 110 recognizes the daughter and allows her to log
in to the applicable service site.

Where there are threg or mere users, the portable
memory may be shared in like manner.

Illustratively, each of the users may carry a
different IC card, and the portable memory may be
arranged to contain a plurality of pieces of password

information each associated with the card-specific
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card each. The card-specific information in each I1C card 1is associated
with the corresponding user's server tally in the server 5. This
arrangenent allows each user to request the server 5 for user

aut hentication using user's own |IC card and the shared portable menory. To
sum up, the automatic |og-in system described above as the second

enbodi nent of this invention provides the followng effects: (1) Since the
i nformation needed for user authentication is stored in the IC card 10 and
portable nmenory 11, the user nust carry these two storage nedia in order
to requestinSermatideriié tationeadd oheclod ¢dwdsreiheliwedfraudul ently
obtained by a third party, the third party is unable to request user

aut hentication usiyigH heTedirng® cnbofiesitomisBussepr @erdesran aappr eci abl e
nmeasure of security. (2) The two storage nedia are nmade up of two

different #ypes)ofynBei@sets tmay | L £Arshdfe ante postedth ke mamsdy 11.  That
nmeans it is dlfflcht to copy |ﬁ¥ornation fromboth 149 storage nedia for

possi bl e abuse. This G{SFURNRS dHlmAWr aceRss Bkl ?’I i@ tsteeRd Ag of
information from the nedia. (3) Where the password information 102 is used

for user apthepticabi Onnehdey PasswpndehQd d4s8) fard S BRAGRG DY he

card each. The card-specific information in each IC card
is associated with the corresponding user’ s server tally
in the server 5. This arrangement allows each user to
reguest the server 5 for user authentication using user’'s
own IC card and the shared portable memory.

To sum up, the automatic log-in system described
above as the second embodiment of this invention provides
the following effects:

(1) Since the information needed for user authentication
is stored in the IC card 10 and portable memory 11, the
user must carry these two storage media in order to
reqguest user authentication. If one of the media is
fraudulently obtained by a third party, the third party
is unable to request user authentication using the medium
in question. This provides an appreciable measure of
security.

(2) The two storage media are made up of two different
types of media, i.e., IC card 10 and portable memory 11.

That means it is difficult to copy information from both
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server 110. This prom ses a high level of security. Since the password

i nformati on makes up a one-tinme password that is discarded once it is used
in a user authentication process, an added neasure of security is

provi ded. (4) Wen a plurality of pieces of password information 102 are
stored in a single portable nenory 11, the portable nmenory 11 may be
utilized in a flexible manner. Illustratively, the portable nenory 11 may
be shared by a plurality of users for their authentication. The portable
menory 11 may al so be used to log into a plurality of service sites. (5)
The user cagtéeqyeshedser font hensichs i amudy. siTiylsy diseotiragetshe | C card 10
and portable nenory 11 in the termnal 3. There is no need for the user to
i nput  aut hgrt A¢ahl oactes OrpRt i DN dBn uebpyingwho £ ndshtreeision from

aut hentication-related chores to be taken care of by the user. The second
enbodi ment gf-thtgiknventi on may al so be 150 inpl enented using the
follow ng constitutions: In inplenmenting the second enbodi nent, there may

be provided an guthentigatdNgyiidad fmiseilor adf iseld relrorage medi um
(IC card 10) and a second storage nedium (portable nenory 11), the
aUthentiCatéBEth£Eggtion, the password 105 itself is managed by the
server 110. This promises a high level of security.
Since the password information makes up a one-time
password that is discarded once it is used in a user
authentication process, an added measure of security is
provided.

(4) When a plurality of pieces of password information
102 are stored in a single portable memory 11, the
portable memory 11 may be utilized in a flexible manner.
Illustratively, the portable memory 11 may be shared by a
plurality of users for their authentication. The portable
memory 11 may also be used to log in to a plurality of
service sites.

(5} The user can request user authentication by simply
setting the IC card 10 and portable memory 11 in the
terminal 3. There is no need for the user to input
authentication information manually, which reduces
authentication-related chores to be taken care of by the
user.

The second embodiment of this invention may also be
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conprising the steps of: transmtting first identification information
(card-specific information 101) for identifying the first storage nedi um
and transmtting second identification information (portable nenory ID
103) for identifying the second storage nedium and tally information
(password information 102) stored in the second storage nmedi um and
associated with the first identification information; whereby, if the
tally information is found to be derived fromthe legitinmte storage

medi um then a user authentication process is perforned based on the first
i denti fi catimel éméofd@tuoing artee thel Tading icdmsinetutaor($d rst constitution).
Wth the first constitution, the first identification informtion may
preferably be assog a;&@flerﬁ@nttflnfgthléS%rec%n@llfehmﬁllﬁ@hrtonthléfc@r matyi be (at

| east one of the password 105 and user |ID 106)(second constitution). The

tal l'y inforpety Ol d8Yn by ASSOE] A EthihdRde fasaiss widhentfcaid on

I nformati on (thlrd constitution). th the third constitution, the tally
i nformationg g@ymé?&&ﬁ”?f@t@&@“léﬁeamsé Ss@fotdesiUseigs m@ithent i cat i on
|nfornat|on h constitution the first constltutlon the tally

constitution

|nfornat|on n follomnn each
authentlcatl%n processg§§§$ ﬁ thd e £éé{¥bﬂqa9ﬂ%ﬂi g

comprising the steps of: transmltting first
identification information (card-specific information
101) for identifying the first storage medium; and
transmitting second identification information (portable
memory ID 103) for identifying the second storage medium
and tally information (password information 102) stored
in the second storage medium and associated with the
first identification information; whereby, if the tally
information is found to be derived from the legitimate
storage medium, then a user authentication process is
performed based on the first identification information
and the tally information (first constitution).

With the first constitution, the first
identification information may preferably be associated
with the user’ s authentication information {at least one
of the password 105 and user ID 106) (second constitution).

The tally information may be associated with the
user’ s authentication information (third constitution}.

With the third constitution, the tally information
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Wth the first constitution, the first and the second storage nedia may
each be an IC card or a portable storage nedium There may al so be

provi ded an authenticating nethod for use with the termnal 3, a first
storage nediumand a second storage medium the authenticating nethod
conprising the steps of: causing the termnal 3 to transmt first
identification information for identifying the first storage medium and
causing the terminal 3 to transmt second identification information for
identifying the second storage nediumand tally information stored in the

second st orage pedjaHBEkd agsatiatersw tdf tifte fugest’ d dentification
information; whereby, if the tally information is found to be derived

from the | egithdmt£o5t 08206 MRdidiNon hetowr s efonsatitthanitdroat i on process is
performed based on the first identification information and the tally

information. Al theugh the $8cerdemlediciRAbngbeve tasighewkorhavibg the
card-specific information 101 and the passmnrd 152 information 102 stored

n 1he 1 S0 40 GERELNG RO Pl BT i SRR Son 1 iy |5 o

limtative Invention. ternatively, e password information. 102

Y 08, 5" oL M LGP 4 e PR A R ) D 103 o e

With the first constitution, the first and the
second storage media may each be an IC card or a portable
storage medium.

There may also be provided an authenticating method
for use with the terminal 3, a first storage medium and a
second storage medium, the authenticating method
comprising the steps of: causing the terminal 3 to
transmit first identification information for identifying
the first storage medium; and causing the terminal 3 to
transmit second identification information for
identifying the second storage medium and tally
information stored in the second storage medium and
associated with the first identification information;
whereby, if the tally information is found to be derived
from the legitimate storage medium, then a user
authentication process is performed based on the first
identification information and the tally information.

Although the second embodiment above was shown

having the card-specific information 101 and the password
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the user I D 106. The second enbodi nent above was shown utilizing two

different storage nedia, i.e., ICcard 10 and portable nenory 11.
Alternatively, two |IC cards 10 or two portable nmenories 11 may be used in
requesting user authentication. 1In this case, the IDinformation held in

one storage nedium and the password information 102 stored in the other
storage nedium may be used to nmake the user authentication request.

Al t hough the first and the second enbodi nents above were shown all ow ng
users to be authenticated, this does not nean that the object of

aut hent i cati@foimatih tEEL torotde iserise art ycarl tlr ratd wele patiable
I dentification nunbers of apparatuses nay be subjected to authentication.

For  exanpl Ren&SPPSiere Sh&St 18 ¢, (198)s applicnceimifdeivangf tited r users
access to services through a network have cone into general use today. A

user of each,pfnthese rARRIRNGESINBY tRMeslswihantfctatitarofl othe
apparatus using two storage nedia. In this case, the CE appliance 153 in

a1 A R e o L bR TO e I e me nsiion 8. 1
: ystem conprising a term na

ID 103 of the portable memory 11 may be associated with

the user ID 106.

The secoﬁd embodiment above was shown utilizing two
different storage media, i.e., IC card 10 and portable
memory 11. Alternatively, two IC cards 10 or two portable
memories 11 may be used in requesting user authentication.
In this case, the ID information held in one storage
medium and the password information 102 stored in the
other storage medium may be used to make the user
authentication regquest.

Although the first and the second embodiments above
were shown allowing users to be authenticated, this does
not mean that the object of authentication is limited to
the users only. Alternatively, the identification numbers
of apparatuses may be subjected to authentication. For
example, consumer electronic (CE) appliances offering
their users access to services through a network have
come into general use today. A user of each of these

appliances may request authentication of the apparatus

using two storage media. In this case, the CE appliance
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and an authentication server, said termnal acquiring first identification
information froma first storage nediumand tally information from a
second storage nmedium said first identification information identifying
said first storage medium said authentication server receiving said first
identification information and said tally information fromsaid term na

in order to perform an authentication process; wherein, having acquired
said first identification information fromsaid first storage nedi um and
said tally information fromsaid second storage nmedium said term na
transmts tie @east{sd hiy Sdomplendd fiigati@dert nivitet i Dramhdbdatdlyle
information to said authentication server; and wherein, having received
said first jdent{ficpatdon information and said tally information fromsaid
termnal, said authentication server perfornms said authentication process
using the received first identification information and tally information.
2. An authentication server connected to a termnal which acquires first
identification information froma first storage mediumand tally
information froma 155 second storage nedium said first identification
information identifying said first storage nedium said
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aut hentication server receiving said first identification information and
said tally information fromsaid termnal in order to perform an

aut henti cati on process, said authentication server conprising: nmedi um
information receiving neans for receiving said first identification
information and said tally information fromsaid termnal; and

aut henticating neans for carrying out said authentication process using
said first identification information and said tally information received.
3. The authentication server according to claim?2, wherein said second

st orage nedcuaifkores second identification information for identifying
said second storage nedium wherein said authentication server further
conprises second identr iaeahednt iicaftdiomatsiy@t e ceimpirig i ngeans efrari na@cei vi ng
said second identification information acquired by said termnal fromsaid

second stogagezReduUAEnandavhehesBreaky adihenkiraahaDgasgaNsipgrforns said
aut hentication process if a conbination of said second identification

infor”aFi0“F§QgtS§HQnE§E&¥aEEBHrﬂﬁfb?ﬁa%§@nrEQS&ngfﬂEEEhgﬁoﬁa embi nati on
of previously stored second identification information and tally
informationmedium and tally information from a second storage medium,
sald first identification information identifying said
first storage medium, said authentication server
receiving said first identification information and said
tally information from said terminal in order to perform
an authentication process;
wherein, having acquired said first identification
information from said first storage medium and said tally
information from said second storage medium, said
terminal transmits the acquired first identification
information and tally information to said authentication
servér; and
wherein, having received saild first identification
information and said tally information from said terminal,
said authentication server performs sald authentication
process using the received first identification
information and tally information.
2. An authentication serxver connected to a
terminal which acguires first identification information

from a first storage medium and tally information from a
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4. The aut hentication server according to claim2, wherein said

aut henticating neans perforns said authentication process if said first
identification information received matches previously stored first
identification information. 5. The authentication server according to claim
2, wherein said authenticating neans perforns said authentication process
if a conbination of said first identification information and said tally
information received nmatches a conbination of previously stored first
identification information and tally information. 6. The authentication

server aCCOEQE?ﬂdtQtSké’%@‘xgedlwﬁ.rHrt§‘§IdCPﬂP§tSi@Qn§fP{&5'&% means whi ch
searches for irst authentication information based on said first

identificat igﬁofﬂggQigRtng aﬁgif{(gd?gfé £9£s§e§9@9a%@% mmcaéé%

i nformati on based on sal ormati on recelv erei n sal d

aut hent i cat | 4, JERNS, PL 0L UB, SBI o Ui NERLLERALT PN DY 0SS 1Bl D0k gl d first

aut henti cation $0rna salrd seco hent |Ca ron1n orna I on
retrieved b ald ear chi i hg aut?entl aglon sgryver. ac cprdi ng
to claim 6 1BIOFRFTARP CoMpPrErngt Lty HTPRIBrhae i BROR apEh (e m Reans for
generating in order to perform an authentication process, said
authentication server comprising:

medium information receiving means for receilving
said first identification information and said tally
information from said terminal; and

authenticating means for carrying cut said
authentication process using said first identification
information and said tally information receiwved.

3. The authentication server according to claim 2,
wherein said second storage medium stores second
identification information for identifying said second
storage medium;

wherein said authentication server further
comprises second identification information receiving
means for receiving said second identification
information acquired by said terminal from said second
storage medium; and

wherein said authenticating means performs said

authentication process if a combination of said second

identification information and said tally information
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tally information and transmtting the generated tally information to said
termnal; and storing nmeans for storing said generated tally information
into a storage unit in association with said second identification

i nformati on; wherein said searching neans searches for the stored tally

i nformation. 8. The authentication server according to claim?7, wherein
said tally information transmtting neans generates new tally information
after said authenticating neans has used said tally infornmation received
fromsaid termnal in carrying out said authentication process. 9. The

aut hent | Catfé’@ef@éc‘!’ﬁx@a@&‘?@é di NGoAi95 £ B IR 28 MSF RIS B d@Asdg one of said

first and salrd seco storage nedia is a portable nmernory constituted by

either an L& C(ﬁ cgén@':f {%&P&‘E’U%Pénﬁ@@ér}{ r?é’taia@ 4 d€al4 on server

according to er conprising Aut hent | ormat I on

stori ng rreans_for%roggg:g pORESELESLAT depLLE! ge&walhgfemm@m pand

tally information rm na hent rcat’t on’
i nformati on based on_s |dent|f|cat|on nfornatugn and said tally

I
i nf or mat i on"1%%° Jr%c%ﬂ/%dwt}i}\%\%?]e?%tjs%?cf“%?ﬁ%e%‘?r AT hg Feans performs said

authentication process if said first identification
information received matches previously stored first
identification information.

5. The authentication server according to claim 2,
wherein said authenticating means performs said
authentication process if a combination of said first
identification information and said tally information
received matches a combination of previously stored first
identification information and tally information.

6. The authentication server according to claim 2,
further Comprising searching means which searches for
first authentication information based on said first
identification information received and for second
authentication information based on said tally
information received;

wherein said authenticating means performs said
authentication process using said first authentication
information and said second authentication information
retrieved by said searching means.

7. The authentication server according to claim 6
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aut henti cati on process using the stored authentication information. . 11.
An aut henticating nethod for use with an authentication server connected
to atermnal which acquires first identification information froma first
storage nediumand tally information froma second storage nedium said
first identification information identifying said first storage nedi um
said authenticating nethod allow ng said authentication server to receive
said first identification information and said tally information from said
termnal in order to perform an authentication process, said

authenticat%ggtﬁgfvggmp£9§p£%§ing medi um i nf ormati on receiving nmeans and
aut henticating neans, saild althenticating nmethod conprising the steps of:

(a) causing said r’;@éi_ﬂr%mﬁ{g&rn?gll&p g@g@i%gﬁ{ﬁmnst %Jﬁ%‘”é?‘ée?g%fﬂn% first

identification infor on and sai d mation fro erm nal

and (b . . : . : h : :
rocess usi o ek anfrrleCPheal PEalRRRS i B ety A T "
i nformation, ggceived. The aut entiéating met hod according to claim

%59 12.
11, wher ei ntBEPEREELBACE St BF AT RERTURAT 6t 2¥8s second

storing means for storing saild generated tally
information intoc a storage unit in association with said
seconé identification information;

wherein said searching means searches for the
stored tally information.

8. The authentication server according to claim 7,
wherein said tally information transmitting means
generates new tally information after said authenticating
means has used said tally information received from said
terminal in carrying out said authentication process.

9. The authentication server according to claim 2,
wherein at least one of said first and said second
storage media is a portable memory constituted by either
an IC card or a semiconductor memory.

10. The authentication server according to claim 2,
further comprising authentication information storing
means for receiving new first identification information
and tally information from said terminal so as to store
authentication information based on said first

identification information and said tally information
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identification information for identifying said second storage nediunm and
wherein said authentication server conprises second identification

i nformation receiving neans; said authenticating nethod further conprising
the steps of: (c) causing said second identification information

receiving neans to receive fromsaid term nal said second identification
information acquired by said termnal from said second storage nedium and
(d) executing step (b) to performsaid authentication process if a

conbi nation of said second identification information and said tally
infornationreégfg%agd mat ches a conbi nati on of previously stored second
identification information and tally information. 13. The authenticating

et hod according tg, GlAlm. okl JHHDAN CATHY Sidid B HcemOlsatpouting

step (b) to perform'saird authentication process If "said first
identificatiop, infornatl Lye o L QU £ rst
identificat?%Eh?ﬂ{%?%§%¢§2P£§§$é%hgsgﬁ hen%i%%?%%g %%% %ﬁ?éﬁiﬁhélng to
claim 11, fu%ther conprising the step of executing step (b) to 160 perform
sai d aut hentP'E3fP8h BPocess if a combination of said first identification

i nfor [ ' .
ormation and.s%tp.t%gl%uthenticating method for use with an

authentication server connected to a terminal which
acquires first identification information from a first
storage medium and tally information from a second
storage medium, said first identification information
identifying said first storage medium, said
authenticating method allqwing said authentication server
to receive said first identification information and said
tally information from said terminal in order to perform
an authentication process, said authentication server
comprising medium information receiving means and
authenticating means, said authenticating method
comprising the steps of:

(a) causing said medium information receiving means
to receive said first identification information and said
tally information from saia terminal; and

(b} causing said authenticating means to carry out
said authentication process using said first
identification information and said tally information

received.
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I nformati on recei ved matches a conbi nati on of previously stored first

i dentification information and tally information. 15. The authenticating
met hod according to claim 11, wherein said authentication server further
conprises searching neans, said authenticating nmethod further conprising
the steps of: (e) causing said searching neans to search for first

aut hentication information using said first identification information
received and to search for second authentication information using said
tally information received; and (f) executing step (b) to performsaid

aut henti cation progessrtHsi QgtﬁéhgiEEE&h%aﬂétﬁéBda§§69aQngatlb henkigat i on
information retrieved in step (e). 16. The authenticating nmethod according

to claim 1?%?“%&?&&5%%%@&9&@@6%&&Szﬁ‘éd’ﬁﬁmfé'lféf@é somprdses tally

i nformation ansm tting means and storihg nmeans, said authenticating

et hod fur t her, cOBPELS] 09 18 S18PE001 2ok B)aSausk Pt salsh 4 alddoddl or mati on

transmtting neans t0 genera y I nforma transmt the 161

generated taJly inforpation to said termnal; (h) causing said storin
means to st%#%¥§%?dmeg?um’ and ’

wherein said authentication server comprises second
identification information receiving means;

said authenticating method further comprising the
steps of:

(c) causing said second identification information
receiving means to receive from said terminal said second
identification information acgquired by said terminal from
salid second storage medium; and

(d) executing step (b) to perform said
authentication process if a combination of said second
identification information and said tally information
received matches a combination of previously stored
second identification information and tally information.

13. The authenticating method according to claim
11, further comprising the step of executing step (b} to
perform said authentication process if said first
identification information received matches previously
stored first identification information.

14. The authenticating method according to claim

11, further comprising the step of executing step (b) to
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generated tally information into a storage unit in association with said
second identification information; and (i) executing step (e) to search for
the stored tally information. 17. The authenticating nethod according to

claim 16, further conprising the step of causing said tally

i nformati on

transmtting neans to generate newtally information after said

aut henticating neans has used said tally information received fromsaid
terminal in carrying out said authentication process. 18. The

| east one of said

first and gggggO%gid%@m&@tf@ﬂ&foﬁsp@o@@gsa@éear@fmm&@mﬂwted by

aut henti cati ng nmethod according to claim 11, wherein at

either an

a sem conductor nmenory. 19. The authenticating nethod

according tg, ¢ gf st Ladfiel £ Ja SALS A OERLL L8 | O SELuered tTy her

conpri ses ntrcatron 1n

. . 1
i nfornmati on % means recerve new ti1rst

d tally inf ' f Ld i nal .
i or mat 1 or°BRGRY. bh Sal (THT S8 CTGRRR | P ESETOR- Rt B el &

information, .
information.

i

ormation storing neans, said authenticating

et hod fur t feg, conpri i ng LG sepscals Lidofigtislngsaif suldenid pati on

on I nformati on
aut henti cati on
and said tally

15. The authenticating method according to claim

11, wherein said authentication server further comprises

searching means, said authenticating method further

comprising the steps of:

(e) causing said searching means to seaxch for

first authentication information using said first

identification information received and to search for

second authentication information using said tally

information received; and

(f) executing step (b) to perform said

authentication process using said first and said second
authentication information retrieved in step (e).

16. The authenticating method according to claim
15, wherein said authentication server further comprises
tally information transmitting means and storing means,
said authenticating method further comprising the steps
of:

(g) causing said tally information transmitting

means to generate tally information and transmit the
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recei ved; and (k) executing step (b) to performsaid authentication
process using the stored authentication information. 20. An authenticating
program for use with a conputer connected to a term nal which acquires
first identification information froma first storage nmedium and tally
information froma second storage nedium said first identification
information identifying said first storage nedium said authenticating
program all owi ng said conputer to receive said first identification
information and said tally information fromsaid termnal in order to
perform an SULORLLGALL PT\ PLREGSRa P4 O QULDEALE SRR AN . PT O aM Causi ng
said conputér "to I npl enen unctions conprising: a nmediuminformation
recei ving function g _Tecelylng said fidstd 4entid iaion e or mati on and
Q' ; and an aut

said tally infor i O TTOM Said termn enticating function

aid tal e GiF 7 O sar an uthen
denti [ cat PERCTR AT O Fat ot AROCCAP RO LT 60, Al SHABESon P et efbed. 21, The

authenticatin rogram according to claim, 163, 20, wh i id ond
st or age ned?ﬁ%?gfﬁ é@ns@%Bhdsa?geﬁ????ggg%%%§+ﬁ+%?E%%%g%g$§$ﬁ? Sﬁ%??ying

sai d second
and

(i) executing step (e) to search for the stored
tally information.

17. The authenticating method according to claim
16, further comprising the step of causing said tally
information transmitting means to generate new tally
information after said autﬁenticating means has used said
tally information received from said terminal in carrying
out said aﬁthentication process.

18. The authenticating method according to claim
11, wherein at least one of said first and said second
storage media is a portable memory constituted by either
an IC card or a semiconductor memory.

19. The authenticating method according to claim
11, wherein said authentication server further comprises
authentication information storing means, said
authenticating method further comprising the steps of:

(j} causing said authentication information storing
means to receive new first identification infermation and

tally information from said terminal so as to store
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storage nedium said authenticating programfurther causing said conputer
to inplenent a second identification information receiving function of
receiving fromsaid termnal said second identification information
acquired by said termnal fromsaid second storage nedium wherein said
aut henticating function is executed so as to perform said authentication
process if a conbination of said second identification information and
said tally information received matches a conbi nation of previously stored
second identification information and tally information. 22. The

Funct i on | S EXRCHT BEP SR ot s BT 1of L R | e o process i f sl d

O performsaird authentication process if said

first identificatjon jnfornation received matc revi . stored first
i dent i fi catJr%‘?PJ?h%b?%lr?%nl.lqg%?mﬁjﬁjeo%u?lhin%?%%t{aﬁgl%r%i;g#n&%%lc%r?di ng to
claim 20, wherein _said authenticating function is executed so as to

per f or m sai Be&®tHeht i @3¢ on process if a conbination of said first

identification information and said talg¥ i nfaormati on yeceived matches a
combi nation of 164k XSRS TR @) &O ipc?é'ﬁ{qrf“i &&ti%n i nfornmation and

tally information. , . )
authentication process using the stored authentication

information.

20. An authenticating program for use with a
computer connected to a terminal which acquires first
identification information from a first storage medium
and tally information from a second storage medium, said
first identification information identifying said first
storage medium, said authenticating program allowing said
computer to receive said first identification information
and said tally information from said terminal in order to
perform an authentication process, said authenticating
program causing said computer to implement functions
comprising:

a medium information receiving function of
receiving said first identification information and said
tally information from said terminal; and

an authenticating function of carrying out said
authentication process using said first identification
information and said tally information received.

21. The authenticating program according to claim

le3



24. The aut henticating program according to claim 20, further causing said
conputer to inplement a searching function of searching for first
authentication information using said first identification information
recei ved and of searching for second authentication information using said
tally information received; wherein said authenticating function is
executed so as to performsaid authentication process using said first
and sai d second authentication information retrieved by said searching
function. 25. The authenticating program according to claim 24, further

causing Sai g SURUL ST L0} APLEIENS o 0 f 2hd Yod 6 TN 5k L9 €L g

function of” genérating ta rmat | and transmtting the generated

tally infor@%@fﬁgﬁ%ﬁiﬁmﬁéioﬁ%@ SIOE 18 IS 0D Yesi@ring said

genergteg t?_f_ o _ f|on in a storage unit 1n association with said
second iden ication_ inforpation, wherej I i tionis
exe(r:]ut ed soSHRTaYD LW 197 1¢ h%uglf%rﬁ%ﬁé%%f%d?%?ﬁ&ngt%g . The
aut henti cating programaccording to clajm 25, _wherein said tal

A Al A

i nf or mat i onCRPEHRH FEFAGCPTALES SRR 7 e As to generate new

tally information after said authenticati fungti i
Y identification information recegging f&hg@iggsoysed said tally

receiving from said terminal said second identification
information acquired by said terminal from said second
storage medium;

wherein said authenticating function is executed so
as to perform said authentication process if a
combination of said second identification information and
said tally information received matches a combination of
previously stored second identification information and
tally information.

22. The authenticating program according to claim
20, wherein said authenticating function is executed so
as to perform said authentication process if said first
identification information received matches previously
stored first identification information.

23. The authenticating program according to claim
20, wherein said authenticating function is executed so
as to perform said authentication process if a
combination of said first identification information and

said tally information received matches a combination of
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information received fromsaid termnal in carrying out said

aut hentication process. 27. The authenticating programaccording to claim
20, wherein at |east one of said first and said second storage nedia is a
portabl e nenory constituted by either an IC card or a sem conduct or
menory. 28. The authenticating programaccording to claim 20, further
causing said conputer to inplement an authentication information storing
function of receiving new first identification information and tally
information fromsaid termnal so as to store authentication information

based on sajd fi [ Lhi Lon; i | n j Yarkddf Oor mat i on
recei ved, mﬁ%?%%%ééﬁrdggﬁ%%énf?%%?ih% ﬁ%ﬁ?%%ﬁﬁ?g'g&%%ﬁﬁgﬁﬁggEHgg to
t hentication process using the stored authentication

per form sai
infornationgaggy A*sPoFAge°Medi um which stores an authenticating program
et ident | f1eaton ThEornaREor FrEand. Frporot dekBLEY, cHIETIACAY VoS

fi;st ident}ficat ir storage nmedium and tally
information _from a second storage, nedium. said 166 first, identification
|nfornationzpdeﬁPFFQ?ﬁgcéﬁFHnGig@%gEE?%Pﬁb%r ﬂihﬁ?{%%?%ta%thenticating
program al |l owi ng said .
searching function of searching for first authentication

information using said first identification information
received and of searching for second authentication
information using said tally information received;

wherein said authenticating function is executed so
as to perform said authentication process using said
first and said second authentication information
retrieved by said searching function.

25. The authenticating program according to claim
24, further causing said computer to implement:

a tally information transmitting function of
generating tally information and transmitting the
generated tally infﬁrmation to said terminal; and

a storing function of storing said generated tally
information into a storage unit in association with said
second identification information;

wherein said searching function is executed so as
to search for the stored tally information.

26. The authenticating program according to claim

25, wherein said tally information transmitting function
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conmputer to receive said first identification information and said tally
information fromsaid terminal in order to performan authentication
process, said authenticating program causing said conputer to inplenent
functions conprising: a nediuminformation receiving function of

receiving said first identification information and said tally information
fromsaid termnal; and an authenticating function of carrying out said
authentication process using said first identification information and
said tally information received. 30. The storage nedi um according to claim

29, whereip 53&9 %8”905£Qr€8 5 OROL AR SAOK 682 BRF Ol oot brd | £adtd on

|nfornat|on 1 fyrng sald second storage nedium said

authepticatlnﬂdpéggéﬁg}{gé£bg fﬁﬁgéi?%nc€$du§9 Ui es ¢011ypl ement a second

identificatfd I'On T ecel Vi ng on of teceivity from said

termnal said_secopd identifjcat i.nf or cOui term na
from said seebRgmd %B?aﬁﬁcﬁﬁﬁ?ﬁntrﬁ%e %%% g%%%f hgﬁt#%g%fﬁggﬁa%%tlon i's
executed so as to sai d aut hentication process if a 167 conbination

of said sec%ﬂadiagﬁﬁ??Fﬁﬁ?FbﬂnlﬂFBFﬁﬁ?ton and said tally information

recei ved mat ches a_conbi nation of
27. The authenticating program ‘according to claim

20, wherein at least one of said first and said second
storage media is a portable memory constituted by either
an IC card or a semiconductor memory.

28. The authenticating program according to claim
20, further causing said computer to.implement an
authentication information storing function of receiving
new first identification information and tally
information from said terminal so as to store
authentication information based on said first
identification information and said tally information
received;

wherein said authenticating function is executed so
as to perform said authentication process using the
stored authentication information.

29. A storage medium which stores an
authenticating program in a manner readable by a computer
connected to a terminal which acquires first
identification information from a first storage medium

and tally information from a second storage medium, sald
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previously stored second identification information and tally information.
31. The storage nedium according to claim?29, wherein said authenticating
function is executed so as to performsaid authentication process if said
first identification information received matches previously stored first
identification information. 32. The storage medi um according to claim 29,
wherein said authenticating function is executed so as to performsaid
authentication process if a conbination of said first identification
information and said tally information received matches a conbi nati on of

previously ¢storedyfie st; LAENA 160500 3K of dmitd 08, A0gl dald Ve dd¥f ormat i on.
ﬁ%ﬁlﬂ 29,
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Informatlonperform an authentication process, said authenticating
program causing said computer to implement functions
comprising:
a medium information receiving function of
receiving said first identification information and said
tally information from said terminal; and
an authenticating function of carrying out said
authentication process using said first identification
information and said tally information received.
30. The storage medium according to claim 29,
wherein said second storage medium stores second
identification information for identifying said second
storage medium, said authenticating program further
causing said computer to implement a second
identification information receiving function of
receiving from said terminal said second identification
information acquired by said terminal from said second
storage medium;

wherein said authenticating function is executed so

as to perform said authentication process if a
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retrieved by said searching function. 34. The storage nmedi um according to
claim 33, wherein said authenticating program further causes said

conputer to inplenment: a tally information transmtting function of
generating tally information and transnmitting the generated tally
information to said termnal; and a storing function of storing said
generated tally information into a storage unit in association with said
second identification information; wherein said searching function is
executed so as to search for the stored tally information. 35. The storage

medi um accor gl g, L1 haLP Sd1q BhELEhN g8 0i EALLY; LAT OAFBLALR 4K Allsa LI ng

funﬁtion i s~ execu SO as to generate new t y Information after said
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card or a seniconductor memory. 169 37. The storage medi um according to
claim?29, ®WRet¥ AEar8254PRenti cating program further causes said

31. The storage medium according to claim 29,
wherein said authenticating function is executed so as to
perform said authentication process if said first
identification information received matches previously
stored first identificatiocn information.

32. The storage medium according to claim 28,
wherein said authenticating function is executed so as to
perform said authentication process if a combination of
saild first identification information and said tally
information received matches a combination of previously
stored first identification information and tally
information.

33. The storage medium according to claim 29,
wherein said authenticating program further causes said
computer to implement a searching function of searching
for first authentication information using said first
identification information received and of searching for
second authentication information usinghsaid tally
information received;

wherein said authenticating function is executed so
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conputer to inplenment an authentication information storing function of
receiving new first identification information and tally information from
said termnal so as to store authentication informtion based on said
first identification information and said tally information received,
wherein said authenticating function is executed so as to performsaid
aut hentication process using the stored authentication information. 38. A
term nal for requesting an authentication server of claim2 to perform an
aut henti cati on process, said termnal conprising: mediuminformation
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wherein said authenticating program further causes said
computer to implement:

a tally information transmitting function of
generating tally information and transmitting the
generated tally information to said terminal; and

a storing function of storing said generated tally
information into a storage unit in association with said
second identification information;

wherein said searching function is executed so as
to search for the stored tally information.

35. The storage medium according to claim 34,
wherein said tally information transmitting function is
executed so as to generate new tally information after
said authenticating function has used said tally
information received from said terminal in carrying out
said authentication process.

36. The storage medium according to claim 29,
wherein at least one of said first and said second
storage media is a portable memory constituted by either

an IC card or a semiconductor memory.

169



medi um i nformati on acquiring nmeans for acquiring first identification
information froma first storage nedium and second identification
information and tally information froma second storage medium said first
identification information identifying said first storage medium said
second identification information identifying said second storage nedi um
and; nediuminformation transmtting neans for transmtting the acquired
first identification information, second identification information, and
tally information to said authentication server. 40. A termnal for

requesting an authentigati gegrégteva@d%mch@c&alhg P8 LORAMAno,

aut henti cation process, sal rm nal conpri si ng: medi um i nf OI’ mat i on
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information and tally information from said terminal so
as to store authentication information based on said
first identification information and said tally
information received;

wherein said authenticating function is executed so
as to perform said authentication process using the
stored authentication information.

38. A terminal for requesting an authentication
server of claim 2 to perform an authentication process,
said terminal comprising:

medium information acguiring means for acquiring
first identification information from a first storage
medium and tally information from a second storage medium,
said first identification information identifying said
first storage medium, and;

medium information transmitting means for
transmitting the acquired first identification
information and tally information to said authentication
server.

39. A terminal for requesting an authentication
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tally information fromsaid authentication server; and replacing neans for
replacing the tally information stored in said second storage nediumw th
the tally information received by said tally information receiving neans.
41. An authentication requesting nethod for requesting an authentication
server of claim2 to perform an authentication process, said

aut hentication requesting nethod being for use with a conputer conpri sing
medi um i nformation acquiring nmeans and nediuminformation transmtting
means, said authentication requesting nmethod conprising the steps of:

causi ng sai g, pedi uny i of of.red 100 QCOH Frh Noh NBAFed Ol cACBH MerdddSd,
identification information froma first storage nediumand tally

infornmati on_from e d 206 medium said first identification
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information from a second storage medium, said first
identification information identifying said first storage
medium, sald second identification informatipn
identifying said second storage medium, and;

medium information transmitting means for
transmitting the acquired first identification
information, second identification information, and tally
information to said authentication server.

40. A terminal for requesting an authentication
server of claim 7 to perform an authentication process,
said terminal comprising:

medium information acquiring means for acquiring
first identification information from a first storage
medium and tally information from a second storage medium,
said first identification information identifying said
first storage medium;

medium information transmitting means for
transmitting the acquired first identification

information and tally information to said authentication
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information acquiring neans and nmediuminformation transmtting nmeans,
sai d aut hentication requesting nethod conprising the steps of: causing
said nediuminformation acquiring neans to acquire first identification
information froma first storage nedium and second identification
information and tally information froma second storage nedium said

first identification information identifying said first storage nedi um
said second identification information identifying said second storage
medi um and causing said nmediuminformation transmtting means to transmt
t he acquirege£$é§; identification information, second identification
information and tally information to said authentication server. 43. An

aut hent i cat i on T eqUaSL) N9, AR d. 01 deBAUES bAG-AN B halidiGatigon ser ver

of claim7 to perform- an authentication process, said authentication
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information received by said tally information receiving
means.
41. An authentication requesting method for
requesting an authentication server of claim 2 to perform
an authentication process, said authentication requesting
method being for use with a computer comprising medium
information acquiring means and medium information
transmitting means, said authentication requesting method
comprising the steps of:
causing said medium information acquiring means to
acquire first identification information from a first
storage medium and tally information from a second
storage medium, said first identification information
identifying said first storage medium; and
causing said medium information transmitting means
to transmit the acquired first identification information
and tally information to said authentication server.

42. An authentication requesting method for

requesting an authentication server of claim 3 to perform
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storage nediumand tally information froma second storage nedium said
first identification information identifying said first storage nedi um
causing said mediuminformation transmtting neans to transmt the
acquired first identification information and tally information to said
aut henti cation server; causing said tally information receiving neans to
receive tally information fromsaid authentication server; and causing
said replacing nmeans to replace the tally information stored in said
second storage nediumwi th the tally information received by said tally
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causing said medium information acquiring means to
acquire first identification information from a first
storage medium and second identification information and
tally information from a second storage medium, said
first identification information identifying said first
storage medium, said second identification information
identifying said second storage medium; and

causing said medium information transmitting means
to transmit the acquired first identification information,
second identification information and tally info£mation
to said authentication server.

43. An authentication requesting method forx
requesting an authentication server of claim 7 to perform
an authentication process, said authentication requesting
method being for use with a computer comprising medium
information acquiring means, medium information
transmitting means, tally information receiving means,
and replacing means, sald authentication requesting

method comprising the steps of:
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transmtting the acquired first identification information and tally
information to said authentication server. 45. An authentication
requesting programfor causing a conputer to request an authentication
server of claim3 to performan authentication process, said

aut henti cati on requesting program causing said conputer to inplenent
functions conprising: a nmediuminformation acquiring function of acquiring
first identification information froma first storage medi um and second
identification information and tally information froma second storage

medi um said firstcddend fd6af iy i Cird@ﬂn&&lldﬂle&qufuwxﬂgl dicthrfd rat
storage nedium said second identification information entifying said
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causing said medium information transmitting means
to transmit the acquired first identification information
and tally information to said authentication server;

causing said tally information receiving means to
receive tally information from said authentication
server; and

causing said replacing means to replace the tally
information stored in said second storage medium with the
fally information received by said tally information
receiving means.

44. BAn authentication requesting program for
causing a computer to request an authentication server of
claim 2 to perform an authentication process, said
authentication reguesting program causing said computer
to implement functions comprising:

a medium information acquiring function of
acquiring . first identification information from a first
storage medium and tally information from a second

storage medium, said first identification information
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a mediuminformation acquiring function of acquiring first identification
information froma first storage nediumand tally information from a
second storage nedium said first identification information identifying
said first storage nedium a nediuminformation transmtting function of
transmtting the acquired first identification information and tally
information to said authentication server; a tally information receiving
function of receiving tally information from said authentication server;
and a replacing function of replacing the tally information stored in said

second st or p@en FREY 1y Wed 14 t Ferst alddrddd ard@iwpn dracei ved by said tally
information receiving neans. 47. A storage nmedium which stores an
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45, An authentication requesting program for
causihg a computer to request an authentication server of
claim 3 to perform an authentication process, said
authentication requesting program causing said computer
to implement functions comprising:

a medium information acquiring function of
acquiring first identification information from a first
storage medium and second identification information and
tally information from a second storage medium, said
first identification information identifying said first
storage medium, said second identification information
identifying said second storage medium; and

a medium information transmitting function of
transmitting the acquired first identification
information, second identification information and tally
information to said authentication server.

46. An authentication requesting program for

causing a computer to request an authentication server of

claim 7 to perform an authentication process, said
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storage nedium said first identification information identifying said
first storage nedium and a nmediuminformation transmtting function of
transmtting the acquired first identification information and tally
information to said authentication server. 48. A storage nedi um which
stores an authentication requesting programin a manner readable by a
conputer for requesting an authentication server of claim3 to perform an
aut henti cati on process, said authentication requesting program causi ng
said conputer to inplenent functions conprising: a nmediuminformation

acqui ring faRenéeni Oftiaequedqhdge fhg sprogenh i ddacain®nsaid ocsmpitosr from a
first storage nedium and second identification information and tally
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information id ifying said first storage medium said second
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medi uminformation transmtting function of transmtting the acquired
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tally 177 information to sal aut entication server. . A storage nedi um
whi ch Storegtggage medium and tally information from a second

storage medium, said first identification information
identifying said first storage medium;

a medium information transmitting function of
transmitting the acquired first identification
information and tally information to said authentication
server;

a tally information receiving function of receiving
tally information from said authentication server; and

a replacing function of replacing the tally
information stored in said second storage medium with the’
tally information received by said tally information
receiving means.

47. A storage medium which stores an
authentication requesting program in a manner readable by
a computer for requesting an authentication server of
claim 2 to perform an authentication process, said
authentication requesting program causing said computer
to implement functions comprising:

a medium information acquiring function of
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aut henti cati on requesting programin a manner readable by a conputer for
requesting an authentication server of claim7 to performan

aut henti cati on process, said authentication requesting program causi ng
said conputer to inplenent functions conprising: a nmediuminformation
acquiring function of acquiring first identification information froma
first storage nediumand tally information froma second storage nmedi um
said first identification information identifying said first storage

medi ump a mediuminformation transmtting function of transmtting the
acquired figsguigemngifiest i Dent Nf Deaed donimiskriad1on i fifew natfionst o said
authentication server; a tally information receiving function of receiving
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identifying said first storage medium; and

a medium information transmitting function of
transmitting the acquired first identification
information and tally information to said authentication
serﬁer.

48. A storage medium which stores an
authentication requesting program in a manner readable by
a computer for requesting an authentication server of
claim 3 to perform an authentication process, said
authentication requesting program causing said computer
to implement functions comprising:

a medium information aéquiring function of
acquiring first identification information from a first
storage medium and second identification information and
tally information from a second storage medium, said
first identification information identifying said first
storage medium, said second identification information
identifying said second storage medium; and

a medium information transmitting function of
transmitting the acquired first identification

information, second identification information and tally
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information to said authentication server.

49. A storage medium which stores an
authentication requesting program in a manner readable by
a computer for requesting an authentication server of
claim 7 to perform an authentication process, said
authentication requesting program causing said-computer
to implement functions comprising:

a medium information acquiring function of
acquiring first identification information from a first
storage medium and tally information from a second
storage medium, said first identification information
identifying said first storage medium;

a medium information transmitting function of
transmitting the acquired first identification
information and tally information to said authentication
server;

a tally information receiving function of receiving
tally information from said authentication server; and

a replacing function of replacing the tally
information stored in said second storage medium with the
tally information received by said tally information

receiving means.
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