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WD 2004/ 077290 PCT/ US2003/ 019953 1 SYSTEM FOR ON- LI NE
AND OFF- LI NE DECRYPTI ON CROSS- REFERENCE TO RELATED
WABRRUIOCAT) ONS 5 This application clainms the bepef/U52008/019953
U.S. Provisional Application No. 60/449,068, filed
Feb. 20, 2003. TECHN CAL FlEL T
i nvent i %‘ﬁSTEMaEQB %ﬂgﬁgl @Et &é-i&ﬂ%i@@ﬁ&iﬂ C
communi cation and nore particularly to encryption and
decryption of e-mail and other nessages, files or
ot her | GROSSREBER EBACKIERBIND. THHY APPS IGALEONSer ver
may be used for managi ng and distributing symretric
encryption keys, that is, keys for an encryption
St g;ggucatMa%sttHsbsrm ¥PULD Préaviofdl h fplieatiRoNy. 0/ 419,068,
key r a particular nessage are the sanme. For
filed Felx20pP@QJ3.i n a secure e-mail system a sender of an e-
mai | may request that the key server create and store
a nmessage key, that is, an encryption / 20 decryption
key for a nessage thagCHNICALUEII® that particul ar
nmessage or unique for a particular series of nessages.
The sender then encrypts the e-nmail with the nessage
and .sen i | pi.ent [ el
e PPt BEP o el @ el Gl R B e Goff YR EREBR R more
particuMM s dhetyprioh aed dédrgptntdienhait kid/othér hesagesciiles enothed f
) the recipient is authentic and is also authorized to
informaiei ve t he nessage key (as specified by the origina
sender), the key 25 server delivers the nessage key to
the recipient, which uses the nessage key to decrypt
the e- mail. Distri BACKGRGUNBXARE keys via a key
server has many positive attributes. For exanple, a
sender (or any authorized party) can determ ne when a
r %%e@'s@ﬂ%r R8s bE asHdedt fdnAIk adPESHbEEng Henfesisagarylsedh keys,

This™"key advisement” can formthe basis of an audit
that isskeys don anAintyptisn systene frdwhichdhe eneyyriiontksy iapé glepi@pwslon key for

B TR  P E  r—
mail thf) requdsEthat thb kb b&vaayeatd Al SIB2IADEskykeyathabes, ambaheryption /

avai 'abl e only during a certain tinme w ndow, or access
decrypsion lisw fores mesragetial i Ugisa e fahRartiGlay MAtsageaRAmgredRy2

i LR SRR 9 ASUERSA R NP SRS SRy o
sends ithe yheWerip Rk B751290r<EIGTEhUB20 0311849 Sfe3nessage key from the key
server, which determines the authenticity of the recipient. If the recipient is authentic and is
also authorized to receive the message key (as specified by the original sender), the key
server delivers the message key to the recipient, which uses the message key to decrypt the e-
mail.

Distributing symmetric keys via a key server has many positive attributes. For
example, a sender (or any authorized party) can determine when a recipient has requested and
received the message key. This "key advisement" can form the basis of an audit system. Also,
a sender (or any authorized party) can conirol access to the message key, including specifying
not-before and not-after delivery times for a key. In this way, the message key can be made
available only during a certain time window, or access can be terminated if conditions

warrant denying any further access to the message.

Most present key server schemes make off-line decryption impossible because they
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2 require that the recipients be on line to

communi cate with the key server. There are sone
wex@eptizons to this, however, and these off-|iPer/UsS2003/019953

decryption systens generally use key enveloping via

requ1rquatcﬁf1e% IIGCI%IGH?J | O\M & herres FI ; %& glgpa]f%gstréldv%g ’Jg%g%%rﬁ some

messa

excepdibns ’@ﬁﬂﬁﬂhovﬁi}%r g sixge okﬁ)’nel dectypebn SREENPERBrdlly-Be ke
envel oped) 5 with anot her key 1:;? 'S derlgved :yr om ay

envel@@gg Wisraneion dhenfollewingeschemere Firsing sg1d|er o qrigeypt a message with a
eSS S ST BB R Bl D 2 30

with drotler t<h5eﬁ1at:a$ienvéd1ﬁ~6m d Iiastvy@d(kﬁbw tOTR sendelaapall ethe

. reci g@i particularly in the second schene where
recmls%fé  3° 8PRVes S¥eBt ﬁhet g nessaggikey tsreastypterhuith p pgblic key of

the reéﬁlﬂﬁmn g ﬁ’éf%a t%?@ﬁ tX]g@%l & Vee%%l@gﬁ?%%@%@wﬁ? ?f)%mlc{%ﬁrly in the

ot her key t
secongd $elusapt whire eacch mﬁﬂpidmt'mpulmcd{ewmdnﬁseremt tacks on the
passwords need to be

rd.. G t hat
m&oﬁéahwv i %@aé%"%%%lﬂmng PRFTSSS Yaﬁghs%#wg key that is
derivéBi®ém aGREFHH iPdustphiBlicAB o8 EhadisGdRle attatci@ off ﬁfeﬁﬁ dW&d. Given

| ength 'of a key derived froma password IS ere
that mqsbmsawgrds oedl toitegngmperizaddyduimean, usdisuand gihen thatf eswords must

R M T —

anywpﬁsﬁwf se 5 wu ber carfaI Bfis S8 bifb&i@MHE bLa kéP@Rrkd from a
bits. today' s st andards, such a key is very

Welvvxélaﬁl{aféﬁcpaﬁi‘@ré WwpEsihas §0%rmers Ch@rﬂ@térséhm@ kpical nassword of eight
s U B KO S 0 S0 BSOS e n

is subjest webratetfowk attackiselnssmaomdy sclsynieriabd feni Spasewyrdsik bebjest to both
envel age key with the

off- h‘?ee‘ﬁet\é?%rém attac g‘f WQ? R%V“Ferf%g@é‘éta@ﬁr densone
I §RHSERHE @&I&me': ﬂfov@% fir r%leho’w%‘b%n Qﬁ%l(ﬁﬁ)nrgﬁﬁ'fe 80kSy with

must already have a
the regipint'spitdictkey ipose husiensime ﬂequlrdzmemas dor exangplepillngtendd

LR K RN
time d¥REVE6HiAe. 1BRhidsRehekPihe @Endé?bﬁd R R newab dad SMAT Smply
keys and such, can also be daunting when a reC|p|ent

ascertpiginganblip kpyﬁecangagw@@stamt Segmgyup diyroptaminggnblic and private keys
t ent jial a er o
L T s L ——
potenaﬂcrahplenlts opt ot if AiByotBeRtibng Existee@hessSehifE 3Mds) #d many resist
of nmessages secured in this manner.
adoP“fﬁE}ruﬂlﬂL&’ﬁ)S PERect Reroptiy < eithetarEs] nymbsescaf meseagss eepured is thip gnanner.
Furthél%'ré R x%%e t fféaa‘f'ﬁ_eoy“&ﬁ SudstRd avaﬁlgﬁl'e R ﬁi%.‘plé%%%%l{e?esthat

to read sage i nstance a reciplen
recipientaiesisssho seannhwmbssagewﬁﬁnsmnc@ oﬁqotdcmeratstonmlks phieate key at a

compl\é%wg}/og tlleﬁ e?lﬂg ggglt)e ﬂgg %ch g}p ngsségga;eg%e} n}erf‘g)?n%ter that does

not al§EkdvRIa®ap Sf ﬁfe'r&@l&i@nﬁeﬁhva@( dyn summary, a
passvvord ased schene is easy to use but offers weak

s dxgHnumgry, a\paqgmgrd baﬂeéyclmt@sﬁeaayﬁb as$blgtqf&nsgwséwpmmty A
pubhcblyety scﬁen\fee cr>f¥‘ers s{rglllé: sl’lelcﬁn{yet)u%i %pver}y dﬁlp Suit'd dep%%ca% use. (gecause of
the reasons mentioned above, the current state-of-the-art off-line decryption systems do not

simultaneously satisfy both security and ease-of-use requirements.
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t he reasons nentioned above, the current

state-of-the-art off-line decryption systens do not
waomlotaseously satisfy both security and easePOf/USRE3/019953

requi renents. WO 2004/ 077290 PCT/ US2003/ 019953 3

DI SCLOSURE OF | NVENTI ON_As .ngl I.t is an object

of the present iWQ&QWb%MiI secure J

comuni cation systemthat can sinultaneously satisfy

requirenents of high security and high 5 ease of use.
Bxdoefdiyglyinss aprobfeet ofidie prdseutiimemtionfo preEidsracseire

invention is a systemfor secur comuni cati on _of ..a .
commpRARg SV A AL AT Uy LA e A s g g and bigh
case ofisgat ed containing a nmessage key, by encrypting the

nmessage key based on a verifier that is based on a

Sxiefby, ond prefenedrepdiogineent of thiswresesisnyantioags  8YSHBordsere

to the sender ere th ssage | S, e -
commif B8 T SRt € e JE R 0B Rl e5thin
a messagSSS, bl @nér??iﬂgetﬁé Riceflpe kdBase v laGpsifiet thatis ased on a secret of
rovided to the recipient, typicallg but not

the recrriens s Bl inpspagd kygs wravidedrie thiesendegevharmdhe mgsspas ispncrypted
t hen open t V. . 1,5

based %Ié@'lre e%g%getlﬁgg. ﬁ%cllg%)élge%i 1’s Eglﬁﬁr({nﬁ gl%%rglg%él?g(?g%tr&?gfe?ﬁ eTRe envelope

is also @adwvedddao rﬂﬁé feb'@i@t,ttﬂﬁczgﬁsl&g@et lkﬁ&ﬁssﬁﬂbmld)ﬂgwtmﬂeﬂ oegsagmdhe

. .decrypt the nessage_ .based on e _nessage. key. .15

recipiegt fhehiopen WRGERIPP DI BIsH Fere RATELOR rPéﬁFCfS?Oﬁtﬁ%}/%}pé%%n%nd the

recipicnf &Rt 9fe Jcosreg'ie%¥ ?ﬁeerﬁésfsﬁ?ée 1By AR 4RI enlvBloBO ahY Bdcrfbt the message
nessage I ntended for a recipient. A nessage key is

based pi theimesdageltegn an envel ope is created containing the

ssage key, by encr ing.t nessage. k
VERFAY.éro Bl aata L CBe PR Sy Bop aET By 1t e
sendertp @ndE pEAHRssa S RIRGIAYP FRh refipRat] A0Mmetdge keFES pagaddde Then an
Thi s en perfmts the message to be sent securely_ fraom

envelaphés gertdé cotaningdhomessags ée By eawpti%@ﬁ maseagedel Bassdion 2
veriﬁelﬁ 3@2 isgﬁ\é:S%F éjp M g%cgﬁé?\;ﬁ\}eter%&ﬂ]egg %he Eﬁ’e@éa%@lti%%ncg ed)Bhsed onbt]éle

‘ e ‘nessage, crét can
messabSREY. TRisaR@Mpdrigts Eiviabapge foberseitrsearelytfivam tiesseader to kiey
~and decrypt the nmessage. Briefly, yet anoIh@£ .
recipiqnt end i thaassipions i Providehuity ek arvelopp gpicplbpbytgog necessarily

£k ! 09eiPiErdiheth
T T e L
key andbddonpetheancsaageecr et of the recipient, wherein the

L LA e L B e B R S
recipi%ﬁ %? ﬁ%@@%es@i ebted Wi a M@s%w&fyi. AnQacslypd Rededrnsddhat is

ssage key. An advantage of the present
based ionaesatiebof the rectpaent] wheseimthelsestds getesppads witk averifierasgd to

e E30TR i B b DEPBAE R STRLSe B st e
message is decrypted based on the message key.

An advantage of the present invention is that it provides both high security and high
ease of use. With respect to improved security, the present invention uses encryption of
message keys (enveloping) based on a verifier, rather than relying upon an envelope key
derived directly from a password and the inherent weakness such introduces. With respect to
improved ease of use, the present invention uses such enveloping and decryption (de-

enveloping or envelope opening) to access the message key based on a corresponding secret,

rather than a more complex scheme like public key infrastructure (PKI).
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30 nessage keys (envel opi ng) based on a verifier,

rat her than relying upon an envel ope key derived
wal2oogoti2yo from a password and the i nherent weaR@EES2003/019953

such introduces. Wth respett to i nproved ease of

use, the present invention us ch,.envel gpi ng and
cPenckapothes AdyaaEage of the TBIFIHGD & ¢ é‘h u?%‘@ﬁ%@ﬁﬂ‘ﬁ@%@g
r n

option o B St pombining
high selsenty high Astibleattilitye ( PKI ) WO 2004/ 077290

P / US2003/ 019953 ano r adv e of

SRy s kATl e 00 LPrEIRAE Ty e g BeSome clear o

those s ﬂfeﬂ%‘ﬁiel aft 1?1'Wév9¥f fhe Mok iption @f th@'b‘e&t'ﬁi‘&seﬁﬂﬁkﬂcf\f/n hoae of

ecryption capabilities, further conbining high
carryingentithetigvesitigh and g ibfustnigl appliopbilithefthe prafersechembodiment as

cescrtgghEiR b T e ipe o] TR SRABALOMRRE 07" o

t he descrlptlon of the best presently known node of
carrying out the invention and the industrial

appl i cabi | i BRIBF RERCRIPETEN @ TERHBBATERYGas

descri bed herein and as illustrated in the several
figures of the draw ngs. BRI EF DESCRI PTI ON OF THE
%Wlﬁﬁes 48y ddhvanfageersRspresht admaMmgdSbmﬁppafmt from the

resent invention wll be ap ent fr t he | 1 ow e
followiredefailed daee i wwﬂe%wﬂfﬁ\aﬁ? RAEnGE PEHFRO fﬁ@ﬁé&&g‘”hlch-
Tf;@‘arl §Back rdiﬁlg;%'tg FbgacﬁlﬂctYMaPﬂock faGrand of Qf’&{iﬁﬁ@éé@grear t)

fruncti on di agram of an on-1line secure
commuageationisgsitmon system 15 FIG 2A-C (background

) R R R0E 0HirE SRSEIS bRl BBl non
diagra®dthh Rgam ?ﬁ%&@&geyé%fﬁﬁoﬁ h;@ﬁdlﬁe Gl Sletybhomthiaheocuesidiia the
comuni cati on syst em of FIG FI G is a functional

securelsbpwkundiagign aysterh Oéiﬁl@nl i ne/ off-I i ne secure

ni cat i ceaf
P SR Sy R SR A Ao i BERE Bhrpmunicaon
systeni&ccardﬁ@gmngpfé@émlﬁ&mmdl agram of an exanpl e nessage
encryption, sending and decryption praqocess that occurs

WFKh k- -Br{exterging oegss Wechees)do anay whepigilosy dpgangt! an
e‘siampléﬁl ss% g Elﬂ:rglg’tﬁm\/ %ﬂgﬁ g %ﬁ?rgﬁ?fé robO8 30 9§mthiﬂ %€ improved

ere ces e or SIm

secureRjo@fieuitiation sgétepf F2G. BEST MODE FOR CARRYI NG OUT THE

| NVENT
In the Val‘lq)\llls figures of the drawings, like references are used to denote like or

similar elements or steps.
BEST MODE FOR CARRYING OUT THE INVENTION

A preferred embodiment of the present invention is a system for on- and off-line
decryption in the greater context of a secure communication system. As illustrated in the
various drawings herein, and particularly in the view of FIG. 3, a preferred embodiment of

the invention is depicted by the general reference characters 130.

TERMINOLOGY
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A preferred enbodi mrent of the present invention is a

systemfor on- and off-line decryption in the greater
weoniexodf a secure communi cation system As PCT/US2003/019953

illustrated in the 30 vari®us draw ngs herein, and

partlcularl int vi ew of FlI ferred

A6 SFPé?ﬂ Frvififfe t qﬁnﬁ?@ﬁ?"l“@ﬁe‘i@nﬁl@%}’ E,St‘@g‘ﬁ E?re%nne gener al

B, S, R R L SORE O i

keythzitod;hmdntmgndrmtmrlded:@gyamssaged herei n. Message key,

Hestfrmatns oY i T iBaPE i imd By Bieto kB

docum@ntWe ﬁé&ﬁmaﬁ/%§ AR 6La rH}tﬂ@ 3% 2 W¥8sddBi Mowéved adtRertdidds dfmessages are
encrypted and decrypted. Throtghout this 5 document we

also enymor@drr”ﬁlndse ashale le%mn@swesahﬁb@wgges HesReges congnueated

nessa Vi
betwegty S amplisoagass « e helSa e Shal B rE R fmiieis
transfeRBANVERS ofHeP1IRRRL L GAdil ABRhiEE Ge.8, PTPJ, @tbO| ot her than
e-mai|l (SMIP) and manners of transferring files other

t bendemmeansibg ¢ncayntecefitbpisssege.g., FTP), etc. Sender
h |

R R A Bkoh e BESA0 RO Rl o it
recipidisScadacludenBe bérsler, ok evdrelsd ilantise seaderi Tick icdihe tise when a person

sender, or. even be sol ely the sender, This is the c case
encrypih Aessage fI SrCUTE ﬁ@%lgcaéorh%fs%%@%e §othatenly b or she can decrypt it
later. COMMUNi cation or storage so that only he or she can

decrypt it later. Envelop key neans the symmetric key

t Batelgnicayymeais decsyppheiric ikey tims,sra:gﬁatwégcryp.ts theteessige ey,
envel o

ncrypt K. k t hat
wherefiyis SiESR GERBYCaR ihe BHYEReHIRbERIE i Ry Ry Rbl an
envel rde\éﬂ’pﬁo@key“‘ﬁ%@fm‘lﬂaﬁy of ftdfet ROEIMDIRrFNSHRRSGAGR Ky -
ey eéxchange al gorithm means the al 80” thm a sender

aKdy ﬁXTélan@:alg@ & thoalgenithinea senfer andvibe Egeinkays usedg derive
the en ?{1 K tion algorithmneans the algorithmthe sender
AhEP Ci pients use to 20 encrypt or decrypt the

eR¥$ Ry al e fEmQAedse Yha @ ghfththe sender and recipients use to
encryptlon/decryptlon key that is used to secure
encrypier Hp@Eapt the AeIs®t on bet ween vari ous conponents of

I d
s DiaFE Rese ArLAR YRRl B IR e RO OH R
commiNCEITH Biedn BRIHCRY E’d’ﬂl@ﬁ&ﬁbéﬁb’fﬂm syBle@. Stssidrnkdygroupreferably

art) is a functional block diagramof a secure
tempoggmqg netstergd on any server.

A BACKGROUND ART ON-LINE ENCRYPTION / DECRYPTION SYSTEM

FIG. 1 (background art) is a functional block diagram of a secure communication
system 100 that the present invention improves upon. The secure communication system 100
here consists of three major components: clients 102, an authentication server 104, and a key
server 106. The clients 102 are conceptually viewed as one component because senders 108
and recipients 110 collectively are both "clients" of the authentication server 104 and key
server 106. All interactions between the clients 102 (that is, either a sender 108 or a recipient
110) and the authentication server 104 or the key server 106 may be encrypted using short-

lived session keys.
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system 100 that the present invention inproves upon.
The secure comuni cati on system 100 here consists of

WO booe®7720) Or conponents: clients 102, an aut hePtT/TS1008019953
server 104, and a key 30 sefver 106. The clients 102

are conceptual | iewed as one co nent.. becaus .
J6 2R Thrsicermmi FEEIE onts AR UEBI SUrIE § o drp heets) is

a netwofk &a?e{]fl% él?igﬁ;ﬁ Sravt 1& ﬁﬁ%élagé‘ eBE&YMEIn, 1A dndk ﬁé/cr\éption that

server i nteracti ons between the clients 10
occurs(witta tHessecwert thamuaicaton eystehd $0@ Eagh o£E1(pi leand F1G1 O\-Grlow the

t he. aut hent i cacti on . server 104 or tg key server 10(,[3 "
procesafi eSS LB S ISHOHRROIoN oh Taseting ROEEuTcaligp systom
100 foﬁ%ﬁ%ﬁ%%@ d@%ﬁ&?@pﬁ{ &%ﬁ%@ne@ag’fé 132. 2heSe pRAEHKACONARG; are

with parts” A through extendi ng across three
as follehgets) is a network data flow di agram of an exanpl e

sage_encr. Lon,, sendi and decrypt.i ]
R e S e o2t eR fPe T sehfle AF Bl Afleh Plgst 114 0 an
Each ofytiddntcationaeieFiéd. 2A- C show the process
activities associated with the rm% or conponents of the

sédur eTheoathantisatiangiervey 404 anthentivates ie sspder 98 v Whatgver

decrypt ien p :

et P05 BB e S08 e RO DURPAS e cns
aut hendgantatsappdredsendlirragtianWahidhhent dutatmahod Bowed holvkder, is
to an aut h,eniilircati on serv 104.

. The . .
aut herqt@3TicH Ry &eyRInCSES- Héﬁfﬁe%@%mcgmﬁw 108
via mﬂtﬁéfﬁ%ati&ldﬁﬁgcg ggﬁfﬁ%aég IQ BRI s BmeV 8dde s BbA @ gé,

can be support ed, tiple ones can be supporte
concur vawhing. foithe cdenpityr of thelbeandent@®hod i s used,

h t ticularl. here. U

st cesSitiFct o pirsreR avgnicetife e AR RECRIG 1op/Tdes sapes the
104 cr g@alesasderflbdi 1ol e Sdr@Berhgsender assertion 116,
vouching for the identity of the sender 108. 15 A3:

SAB) ecThe ssnderckiBssnds 2 scutbidieyireauesGH,S tples key server 106. The

aut hent i gat, on_servefl, 104 t.h | .
T e gl A SR T TR
sender 1eyf fu@hHsd rebiferito11Mef theyneseipe @12, 10@ forhidly requests a
sender key request 118 includes the sender assertion

116 andregfagekeplZat |ist 120 of authorized recipients

131Q. of , .
34T BRI MR LR IR 18 e oy
sender 125 sad tioess thd Messapekd ekl 2t dlengre b dgarekipient HE4 20 in an

and stores the nessage key 122 along with the
reci pi Bhe02id$2b38%9 in an “internal dat abase.

A6:  The key server 106 sends the message key 122 to the sender 108,

A7:  The sender 108 encrypts the message 112 using the message key 122.

A8:  The sender 108 sends the encrypted message 112 to the recipients 110. There
may be many intermediary relays (not shown in the figures) between the
sender 108 and each recipient 110. These intermediaries simply relay the
message 112 but are not privy to the message key 122, unless a particular
intermediary also happens to be a recipient 110 of the message 112.

A9:  The recipient 110 sends an authentication request 124 to an authentication
server 104. The authentication server 104 with which a recipient 110
authenticates may be, but need not be, the same as the authentication server

104 with which the sender 108 authenticates. The authentication request 124
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A6: The key server 106 sends the nessage key 122 to

the sender 108. 25 A7: The sender 108 encrypts the
wore®gagrIl 12 using the nmessage key 122. A8: TheCHERZES/019953

108 sends the encrypted nessage 112 to the recipients

110. T e [.nter Lary relays (not W
i he tFiep Eer BRI ol e RE dh Aot ey 1142
reci pi eeidet 108 avthestRaien weth[1BelitRdtiietotsd Phiveridlt aXd 8iffrent
nmessage 112 but are not privy to the nessage key 122,

unl ess CHISSEMICTPA- 30 internedi ary al so happens to be

a ci pt : e reci pi ent
9 AR Al 5 RSS2y 160 S
aut henmetiadd ieappropriver AgOd, vafibes asthoentirCod dupPors&l. Upon
104 with which %1recipient 110  authenticates may be,

but neétecReiiputhenfieatiognibe guthepficaion serves K qremiessedigially

104 wi ' i 1 ol |.GAL es. -

aut hen%li%gg@#% lrrg%a%?tmﬁf A? ’ 8%02 0. g%é@%ﬁﬁy of the recipient 110,
PCT/ USZ106 3¢diiedt5B8seriomt2eharaparbdssbbstbatahtiallyt the kinte as a sender
sane as _an.a enticati.on. request 114 that. a _sender

108 autaﬁsgﬂlq SOUGRINg ,for[}]ae( ldgﬂtétﬁ’ qfih‘?ﬂ?flg%f llﬂéq?ﬁtrtgﬁéﬁﬁlso not a
and di tdfieplent.Criteria may apply. Al0: The

aut hentication server 104 authenticates the recipient
124 1vi Subisat tevsuecesguhmtirenticitionathsraohenttation Agabin 04 sends the

vari ous_r Q n orte pon successful
authen??%g%géggz elgﬁ?ﬁgﬁg?gﬁ?ga%&gerver 104 creates
aAdRgi Tak kacipisntdrneGendc Rtipiht E@S&?ﬁésﬁ’ 128-#fthe X6 06. The
for the identity of the recipient 110. The recipient
asser t F&iPigstden sppiestdeSindpdesa raspmaeedit (veltieh unipeely identifies the

as a sgpgektio ratn'kc)igft?e %e%lg%e\f@ GBI 1f2%ra1{dht%Tj6:91%p11eiqﬁé/sts the

of the sender I's al'so not a
r equi r emssage kAy 122.Subj ect t o successf ul

ayt.hentj cati on, the authentication server 104 sends.
3T b s 0B BRI ek M S bl i Ehepp s internal

Al2: Thsiap£eipl :8ht 156 LD Ut
128 to tﬁe ké@bgg?%tgigtl%gf&%ﬁetlggéﬂglﬁfei%]{é& e@ﬂtﬁequeé?nd

128 i nedtueles the messege kay 122. (whi ch uni quely identifies

t 15, decrypti ke nd the recjpj ent asserti

834 2 TeREY ¥t b SRl meivate FEOLBLE e R0 10
Tag 5keYhs escuent a6 vl the ﬁie@s‘éttgé Rey i@ﬂ'opde@ﬂfp_t ARREtiRN 12,
126, checks its internal database to confirmthat the

recipient 110 is in the recipient list 120, and

F §hEdSYRE e)'iltgtealf@ﬁﬁ&g ?rug&ergla&gn?ship between the authentication server 104

(or authentication servers 104, if more than one is employed) and the key server 106. That is,

the key server 106 must trust the authentication server 104 to vouch for the identity of a set of
clients 102. Said another way, the key server 106 must verify that the assertions the clients
102 provide to the key server 106 have been created by the authentication server 104 and
have not been modified. The key server 106 can implement this trust relationship by
acquiring a public verification key of the authentication server 104 (e.g., a X.509 certificate
of the authentication server 104, bearing its public key). The authentication server 104 can
then use its corresponding private key to sign the assertions 116, 126.

The secure communication system 100 shown in FIG. 1 requires that the sender 108
and all of the recipients 110 be on-line to receive the message key 122, though it is not

required that the sender 108 and any recipient 110 be on-line at the same time.
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20 Al4: The key server 106 sends the nmessage key 122

to the recipient 110. Al5: The recipient 110 uses the
woreagagrIkey 122 to decrypt the nmessage 112. H@EUS2003/019953

must exist an a-priori trust relationship between the

aut henti cation server 104 (or authentication servers

104, if nore than one is enployed) and the key server

106. That is, ABpDTKNE KEY.IIREYSECROPTIUSRt trust the

aut henti cation server 104 to vouch for the identity of

a set of clients 102 Sai d anot her way, the key

ver t_ve that the .asserti th
i 0rabs o I seetrocarvu iRt v pUEAE febpbE i ve
extendeHQo @HB REFdLAE fRNnS BEMOptickéhpabitlty WRMELY) @libREEENt to receipt of
nodi fi ed. The key server 106 can i'npl enent thi's trust
an enqrmtad nesrole, [» 1ogipicataeadrmion gorampumﬁecmﬂeaanth%rtqomon@y in order
o ey H B Sh B LRSS e Mot Syl Bfce onio

decryifardapabilitySw iad ff-Gnk e¥cryptiones avt gussibleqalgl, ovhepeiréeipichObas
can_  then use its corresponding private key to sign

forgotiepehinisher ppesiord) gnd fgl@blerﬁ@b EERiE C%ﬁl?ﬂ!?ﬂﬁ 2 eandigg organization

o AT PACIR S L SO0 D0l SRS

rempm&rﬁdbes;we t he nessage key 122, though it is not

(% 1re Lhat tr Srson nder0108r nd an eCI&cﬁ?émp]iéLr%svenﬁerA
SgtvRie D40 FECTYAS ‘O‘Egﬁ By

venﬁé’%r éﬂalﬁ?g%%{cpél?&gfé ke§. AL hiEad-b N4y RRON (P%blg Wyate

descri be how secure communi cati on system 10
key pais gc,vienﬁeﬁls @mtdddaaSecbm 2 hoewn sasred I(@plopﬂma mswrd) Verlﬁers are

of f - bi | ere uen
knowf f B, il 0 S R o PRSI (SRR ok,
THOMASTTI 1<ﬁa;EﬂfF\RFd12w "DhSRP @Qﬂﬁ&ﬁeﬁﬁonl AndKEEExciage System". A
decrypt the nessage. Suitable enbodi nents of the

party who &ReWoh verdiiersins 6hglcage dpady whp glaimg exlgsy fhegorresponding

secretcﬁg@g{iell V\%X sé@&r}leg& Lo Bencﬁwﬂg&{ ‘?ﬂ){hé %lieﬁglﬁgi)mg?‘%ﬁ%lﬁg f feasible

I ent

for anp@ﬁﬁy\ﬂradknox#mwwnﬁahb%umbmicmpmch@seem.bI e a
sendi ng organi zation 10 to inplenent a policy that
s &< pedupsionphidogh diagm of arecys cPyHYsRtira axﬁt?@r}éﬂﬁgcordmg

to the %Pes@mqﬁ‘&entbﬁ Ot %Eﬁre k&@ﬁﬁlﬁmlc%lgn L h6n 986 %Mrﬁ%ﬁét@&f ﬁl?ée'n?ﬁor

n an encryptor having access to each recipient
compmmntsf ckents 102, ue nitheshicalien sera¢rdgéusnd okey spwkﬁl i166. kBys clients 102

st.ead, of a havin random rivat
are agggyFoprrually \jGod e S REp B B DS A S L recipients 110
collecti®€l %e KSth PEIEALS f tiRe ﬁmﬂ@:{t%}l seef 104 fiSthakey d@vEN@NThe
in the art; see for exanple, the Secure Renvote

authezeati b s@vqrsmﬁ)mwlwbs &angs inthiorasSraYnmunigationrrstem 100 of

FI1G. é{?%{r’ﬂﬁ EIAGC%E%} otu V\g%}tknom gs%?ﬁ ﬁ%o%g%aﬂ%ﬁ c1na1 cagablhtles

howetR! Ayd,\s8 @1wh@b(ﬂ7§re‘séhtly’l aWe¥ bgvaA6espodlsh bgused et e@bodiments of
However, the secret need not be divulged to the
the mg%qopélppé ORerafsp the magger p§ theseguag gprpmainication system 100 and

alternately in the manner of the secure communication system 130. Also, as was the case for
the secure communication system 100, all interactions between a client 102 (that is, either a
sender 108 or a recipient 110) and either the authentication server 104 or the key server 106
may be encrypted using short-lived session keys.

FIG. 4A-B (in parts A and B extending across two sheets) is a network data flow

diagram of an example message encryption, sending and decryption process that occurs
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for any party that knows the verifier to guess the
correspondi ng secret. 20 FIG 3 is a functional bl ock

wale@gnzrmwof a secure comuni cation system 130 BCT/ORZNOBIQ9I953
to the present invention. The secure conmunication

~system 130 consists of thre ' co t.s:
within £ S5A¥s COBBINTHERLAD Erdrpilede Fash &€ %ﬁ@e} DA ARG shywyhe
proces\§/ I%etwe iesH Q& ciatEwhth RS oﬂ@c%n%(ﬁ{eﬁts@ %J‘segﬂ’@ Q:@ﬁltn&iﬁlliéagmn system

as one conponent” because the senders 108 an
130 for emirpptemtand HeGryptal bmt dxeeiple mesagot 12. "Tieseprosess@ttivibies are
aut hentication server 104 and the key server 106. The
as follows 5 it hent i cati on server 104 maybe the same as in the

SBEUT eTIROHE 198t AHRn BN tA@nQfan afrthGhtichtian eequb$b114 to an
2A- C (background art). The 'key server 106 now has

addi t | ofldnticatpasetvier 184, however. And, as di scussed

sent. kev.server 6 . al sg be [
oai TR, aft iRl BBt 3 TR ot
nmannermefholl iappesHate GBI indakhlgplesNEh&rN chBe sishorted for
al t er nat eId% in the manner of the secure conmuni cati on
Jp

syst enthi3dUpon sxscesalil grtbentication e Fushentiggionereel (i greates a
conTmuny. S . .

ol ont CEBUMTRTNRAR atyicH 116l JORARG!ERR REKIFEFINE sonder
reci pigg8 110) and either the authentication server

104 or the k 06 . ypt ed [

SHar ¢~ Bie 1S GO RuSpertioaned, tineBhg bl 1VeR 1 e the
ext endéegg?%gé}ﬁgniy\?tostﬁgggrﬁ)ﬂ igg.a network data flow

di agram of an exanpl e nessage encryption, sending and
dBér y pThosendenliSssndsvatenderdieyseqn@s 20340 triggGerver 106. The
PCT/ US20Q3/,019953 wi thin the secure .co ni cation .
yot onieI9 KEAER s 118 N he Senb e A5 5iBR TR A RidetPlont s
pr ocesgz @&t duyihdrizes r@faant #1 @6 e Ibsédde 108 M formally requests a
conmponents of the secure conmunication system 130 for

encr ypmicssagakely ter ypti on of an exanpl e nessage 112.

T e.process activiti re. ows. .:b..B Ii:

DA aE T RE HA Y B RE R Tnd ShOWSicrpinds W1 (idfien s,
describ&OWRE tespdet té BIGN ardHIGeDALCAt i on server 104. B2: The

aut henti cation server 104 authenticates the sender 108

vBa: whaheles servretlAe yalidetesthe spdrbaseertion i & sicalgsdhe message key
mul ti ph?ld l@ﬁg E?aggs t?@ﬂae@&g% lﬁ@? %ﬁ £t &ﬁelo@@'l@:]ia@ﬂ%ssage 112

success ntrcatl e aut hentication server
104 cr sayésvaordordhgye adskagedicgnELE . Fontheranas seitiplomessage keys

116, vouchi. for the identit t he sender, ..108 3:

Sub] ect21 B o dsed whendresned L hesdhulfigs pars k3 bod and one
aut henpj £atd AACHREMEEatR kel 12 nﬁ?@%%e@»ﬁﬁﬁf&h@i@le

116 to the sender 108. B4: The sender 108 sends a

sender eiesjopee d 3R ssuallysoreper hesifient 148+ A singleoBvelppe 132 might

also be used for multiple recipients 110, but that is generally not desirable
because each recipient 110 would then have to know the corresponding
secret(s) that opens the envelope 132. Additionally, in a typically used option
that is discussed further presently, the key server 106 can also store the
message key 122 along with the recipient list 120 in an internal database.

B6:  The key server 106 sends the message key 122 and all of the envelopes 132
(each containing an encrypted copy of the message key 122) to the sender 108.

B7:  The sender 108 encrypts the message 112 with the message key 122.

B8:  The sender 108 sends the encrypted message 112 along with the envelopes
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15 sender key request 118 incl udes the sender
assertion 116 and a recipient list 120 of authorized

wo e@ipirm s 110 of the nmessage 112, and f or mal PET/US2003/019953
requests a nessage key 1230 [Activities B 1 through

B4 may be essentjally th nme as act|V|t|

t hr oudid2Aa th he TgeRiSAIHAd: «%ﬁﬂﬁ%@égﬁew st 1d Opeps, eferaﬁé} ths G

2A- C. Joy

reser (TS oRR AR HBrd BRK Ry Ml r (LRRE Sy ErcRRAT)y

pl ac esprbﬁdingmslamiﬁmy 11@ githroninthe puetlopel 3232 wilkaedd. There
nessage one.or  npre ssa 22. . .

For i HEtA %@an%ﬁﬁt% Thiay LAY GEeey e 55 ri':@ hod i esiaipn
when ail A6PIBwhiR ¢ TRR) tTHél 1ﬁteﬂﬁé&1§nés‘ éﬁﬁp? rbﬁ?){heaiﬁélssage
one re attachnents. "Each nessage k

al so bld2|d:11|1t afenotrptivy ol féae PEsEage SED h2 ontde COIutsnl‘fa |olfyn3omyelope

per nt 110, A e .enve 132

b uscbi 2 Bew i srae B A RPLe 18 b g oo Phded el RRi 110 of
generahgﬁﬁgg%eQlerable because each reci pi ent 110

woul d then have to know t he correspondi ngﬁ secret(s)

t[h‘@twme B thieage Biaropedifed fromy é‘?tt‘ﬁl@%aﬁ oygh A8, described with
a on that is discussed further
respec{)?)gqggi la}{d %?(ﬁ 2219

key' server 106 can al so store the 30

NBE:S agﬁléﬁeylpieazlm adeg thed debret 169, I‘ceﬁbsfploﬁdillhg hiiitht thd 2€xifier 134, to
an i nternal database. B6: The ke (Pé 06 sendsk
the medsAgdeqy) ﬂlg@pawanafmenmb% 2e‘ﬁ rjegsage key 122.

(536" PRNCBRG1 Gl SUR HBLAL 168200 gkl o 55300 ok

e sen he “sender encrypfs
t [Rectivig Bgeplad aptivities A timosgladéd4 aeg adtMt.y % mThbe essentially

the sait 5 VY AHe SVES°E00) DTSR PIET] RR30D4 0000 110 132

to the recipients 110. Al of the recipients 110 can
be sent all the envel opes 132 év\/m ch are generally
smal 1), or traffi ERFARITHEs THENCEBIHER provi di ng each
recipient 110 with only the envelope 132 it will need.
There may be many internediary rel ays between the

SERS@CurkQBnamschiéRn s§aémi180 jush ddstBbédades ShEOwMifien 1348 create
figures). The internediaries S|nplé rela t he nmessage

the enarypted gaveleresidde. whichgontamithemesssea key ki 11212 3¢ mujiple

methoff L T 8L B0 BB B ks USSR PR LA TR, oo

which mg@béﬂ]}&b\{/%lsb \dath esveBipetiBE eugld 188 a differentdndthed] that is,
fron1act|V|t|es A5 throu%16 A8, descr%%gd with 10

envelopingrfer all regimiems 110 gerg of dse tha seng meth

First, the key server 106 may ask the authentication server 104 for a verifier 134 for
each recipient 110. In this case, one or more of the following may apply. The authentication
server 104 may already have the verifier 134; the authentication server 104 may have the
secret 136 of the recipient 110, and thus be able to create the verifier 134 on the fly; or the
authentication server 104 may have data that is equivalent to the secret 136 (e.g., a hash of
the secret 136), and can create the verifier 134 on the fly from this.

Second, the key server 106 may create the verifier 134 on the fly by asking the
authentication server 104 for the secret 136 of the recipient 110, or for data that is equivalent
to it (e.g., a hash of it). Third, the sender 108 can provide the verifier 134 of a recipient 110 to
the key server 106, based on a-priori knowledge of the verifier 134. Fourth, the sender 108

can create the verifier 134 of a recipient 110 on the fly and provides it to the key server 106.
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B9: The recipient 110 uses the secret 136,
corresponding with the verifier 134, to open

W@ d@anypb) t he appropriate envel ope 132 to obt BETIUS1063/019953
nessage key 122. B10: Thelteci pi ent 110 uses the

S 122 to decrypt t. ssa 112. [Activit
And 13§, si@%ea@ %f?zﬁ AN Ths VFﬂEBr g%?&@ Py ithesepren136
whichTBY B&d8sFR by 15 the sane as act|V|ty Al5, as
escrlbed with respect to FIG 1 and FIG 2A-C.]
CREAFopMBtITRE] VERMFINERS THeseore g@mrrmommm systano it3@ gescahed above

ust crlbed uses the veri fle 134 to
use g Rey seiRer DBe st Ge S S ool S5 he Thetadh 1 (. Hh s fooreate
the veli€¥r 11?42 and hﬁh%s@{t@tsellﬂk& EBAtE trreeénheﬁge bby2 V\ﬁie%@ndé?q 088¥n do this
server 106 can know the verifier for each
using peessgrigeey 129 obtaingd fipm a m @elﬁvml@degh of patiowdhesvement of an

authople3fon E750 0, PRy e BiAn ol B el o S BN BRE

use the same nethod. First t he key server 106 may ask
the authentication server 104 for a verifier 134 for

25 each reci pi eAHEEYVELORINGAEGORITEM or nore of

the followi ng may apply. The authentication server

104 may al ready have the verifier 134; the

alhbenid catdus possile eretliddd forayedtaygehd hrevelope aB%oﬂtaﬁing‘ the

h | pi 10, dth b bl
messagg ey T2 S #t e S fqp‘gft IR TS E%Wérto
creategagiden@@%ggﬁé’}g Cﬁﬁtsﬁlt{iﬂléqechﬁﬁﬁéqf&\ﬂﬁg &b cfeﬂv& iR 6666 'kej%'v?’ﬁ the

_ g., of the secret 136 and can create
publmhekhcﬁm Diffg4t eltmarhkeyf dgyeereptnHon EsamISl@ tBecmatdy of He dnwlope key

ver create the v r 134 .on.the fl
may € P rRe PR FFH Cstbr S ELPOL Pl g iefin lglefiont 110
will bd 3@1&6 atrive af BfokPhm 2,000 bitOsf (fa@e[b}d@él theakcrk6136. Then, a
equivalent to it (e.g., a hash of it Third, the

convegtpiid enAPRIALHIPHBN @ ,tfh'léS)\ﬁ@n ibeiuesd toFmoppt ﬁlerr@@sngeéﬁw 122
with t& n\Ie?oa) lst,egr%hléf%g%gééaﬁg Fﬂee? %{glgsg ’?__QZEJ ?‘[{fhsar Hfrgssﬂel% ee:@fcoa‘L agthe

envelGR321t6 &toeudehﬁ)wvﬂlmehvabp kSAwed déivedahdd indiat alédlﬁ)thﬁfwﬁsh&ed to
flg and provides it to the_ key server 106.
enc q

mwgg §epE3- (sptinging Fodsar examplsgsings qrrflay sphel 2R byjts are
needeggé/\élgé eI fé)ﬁr?il Tihitn, f%ﬁ%eamﬁ&rd' drla {i1sélﬁén qgnééggd (M'h%reby the

ch t e sen
recipiputdi i el kn@Weﬁlslo]p h2&bitcatted theavadililoAH00bits the caeclopekey

i.cation s 130 descr.i bed above _.use the ke
creatog oLy BEthOH RO Bh ERT DT HlER A Bt | The

sepael, He&eHabr bsatv@an% U airscﬂy%steh%o Ur%ﬁ‘defth@énv%ﬂ)%e 139 6tself.
then use it itself to create the envel ope 1

That ig.eanchaerypign ke fagdhe ¢rivelopsilag cen h@lwa@ en klm/vem@r 134 and a

obt d froma serv
comes RS S B} Ry 1B eR Eibn S i vl T ot e
correspendiag told8 vedfleEd4e This rEdtRat lﬁasttﬁl@ad’@ﬁﬁg ¢hak ehe cteidor ol
ENVELOPI NG ALGORI THM ) i
envelope 132 need not specify how the encryption key for the envelope 132 was derived. One
example technique suitable for this is to encrypt the message key 122 via the publicly-known

El-Gamal encryption algorithm.
SOME ALTERNATIVE EMBODIMENTS

We now consider various alternative embodiments of the invention, some of which
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10 There are various possible nmethods for creating the
envel ope 132 containing the nessage key 122, two of

wokioglo72e@e now di scussed. First, the verifier BRGHUSEN3/019953
be used to create an envellape key. One suitable

) echni_que, for. this to derive the . .envelo
include g OmATOR o0 NG oy B PP ROV A0 St ok (.30 Agperibed
aboveC¥RIMRh&s of MR HIRAUpoR teshORivERVRARE thedechR dTRMU&tion

the verifier 134 to arrive at, say, some 2,000 bits of
Syﬁmn&ﬁﬁmlﬁhereln the recipient 110 will be able to

t th 000 bitss, of data
= Bt 1Byt MR0E, 22T G ing dita il SptiuhtarD e A0
and offﬁmg decrF&on, @ad), 1ﬁ ehdiD8chel Bf BRGENRE coiMulRIE6Y @ys'l%%y 13@ %re not
wth the envel op key, thereby creatlnﬁathe envel ope

mutuajlyzxclypive. Qr-dinp Kesrattieyat eandiegisedps ¢ fd dﬁnﬁpﬁwmsﬁ@ rroded
t
when g{%gﬁs%%g ac? \%a}égus go(?ég OtHgBe e%{ag\\g%gpg %%iﬁe Xt A tﬁn a'gssf(a%y ki)é %22 in its

datab4se i theltadg tht b Redipiente@ngahiot opem R emélyspe $30/ sayl HBcdvist the
are needed by the encr%/ptl on algorithm _sone accord

recipigpt laexha%@mﬁem the preecddd ﬁﬁé@S@@gdm&@ the gTifiprelid thatgvas used to
createvﬂlé !m\}%gbg)\é’ 1‘9@ éel:%;aelpc' 149 oY Ee veh Iﬁ% (%)\f%hl’@ @H‘l%n%g% with the

enve creato use rnore,
key sanfmrleG and rgqubstdh]e mleg;age keyn2Bas used. Second, the

e 10 D SN SRR LRSS O
1nd10afté:’éxz&ﬁ@a h@\ﬂ‘éﬁéfpf%@g)?enﬁz 18@BarPRirRRE % BBsshfexeriof v §1r exhifple, a

correspon decryption key for the envel ope
SendellB(B mmpb@f}b%s@ of m¢1m¢1és tHthet mugeet the m@sqg@d@y Ag2 by retrieving

f d has, th d
it frorh {1 RES siraF L0t aiplioby avundd The ey REL B s Mihgieey
server M) Qe iy 10BYcah Also sPifnvet OPRcibihtdVBID vﬂ@trdaﬁfb@ off-line.
exanpl e technique suitable for this is to encrypt

The k@}ﬁ@ﬁfﬁ%@ég@%@;ﬂﬂi storesithe mgesaga ey 13 Additigmaligghe key server 106
can cr%}&%n%gﬁﬁgg kv fo? Onf ltﬂ@ £ ttopfgc:l ‘?’%1 Wﬁgde\&% a!um':ol rized to decrypt

now consi er va I ous alternati

the mesyieedi 12esff-tin@fSitnilerly,nme atihotizedsguig (0fg.,whd kdy éé@’er 106 itself, an
2004/ 077290 PCT/ USZOOB/ 019953 12 | ncI ude  a
admlf%%wﬁpﬂ shistf e keyseves 1Y cicpean selbek %ﬁ%ﬁva&mwn

f BBy hOR 1he,1§% HBRC 1 0H8%ks ﬁ@ﬁ?\% 20 1OHSSeSi s 1ARIgED

upon respective aspects o0 e secure
reciplcmsriﬂﬁ] itlezagender l@m@mte]]ﬁ@ envkBepes CA2 hhdlialckxely them in the message
trieval .0., 4N the secure
112, Nk Faf e el el R B s e Thin Bt o ghe sshure
comnfmfation ystdie10MARE i & of-NiBe HRAY. rI@lSQHéHﬁh@'S@lﬂiek Q08 $¥48LBbh
130, are not nutually excl usive. On-line key

receiving the message kay ba2,wswiesdbe envekipen 23X anﬁemhhldﬁ%ﬁhpmp&hen sending
when di scussing activity B5, above, the key
the m&%£§d112106 can store the nessage key 122 in its
There may also be a desire to eliminate the key server 106 all together, or to simply

not use it. This is particularly advantageous in the case of peer-to-peer communication,
consisting of small sets of senders 108 and recipients 110. In such embodiments of the
invention, the sender 108 creates the message key 122 and the envelopes 132. There is no on-
line key retrieval capability if no key server 106 exists, or when a key server 106 does exist
but has not been employed and does not have the message key 122.

In a typical embodiment, the invention may employ the authentication server 104 as

the custodian of the verifiers 134, since it can easily create and store the verifiers 134 for its
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dat abase. In the case that a recipient 110 cannot open
t he envel ope 132, say, because the recipient 110 has
wo eoogot2em t he secret 136 correspondi ng to theP@PUSI0®019953
134 that was used to 10 craate the envel ope 132, the
...recipient 110.can .be given_the option to conmuni cate
existif Y9413 (16~ PRIEYHAErojRen 440k 1g mééﬁaﬁléﬁa%w%%@tk%yan be
done WRéhevdhfe SRRk 08 s & 19QBHACALRT Rpkeie Eﬁﬁéﬂtﬁ‘l’saﬁ]%)r any
policy to the key server 106 to indicate exactly how
reasog agtuding ppésdhat hkvonethingrtedpivatbecredimgrassatige Moy 1200 accessing

F le,. d 0 i f, f
the keygervet B oSy R EPinad mdnt ERuetRlis el e ey
Furthér@loid, @ubdhe hthichtidatioMs&Mer 10AYhaS @F 4RI 2hlBtdréd £verifl® 134, it can
on-line and request the nessage key 122 fromthe ke

update #rwhenevi @)useraphangdsdheivpriente apderdialks. Ahisdas pee bénefiss. %‘mst, it

i pients. hat can off-1ine. .. The key ..
makefpyEfi it dat Bfteedily Dot il g SR8y T hgice ofsuch an
actionAd elieir @Rl eyt istrbguitedy. See6:uE thehBifict 88U Ednttidl @ dhlee transparently

envel gpes 132 for only the set of recipients 110 who

when gugerghapggsitbeapsectet dd8¢r ypt  the nessage 112 of f-1i ne.
Si - | y . -
S 34 Bm PR  rt e pSovr,
this neelmoe be fiidGasetAcvirifmn34 ein dlbeb&keynstratted Eval anyatunther of n
., cases where t key server 106 does not have access to
atribLER Y [P 1] a T DU QGPENEE. IRERITHL. & AFdis L3ggould be

const@@fdd Bh&AR 4 §i5i QARSI mb3L ndtikkrls Hedi s Enadnte RaldbirB8dence, etc.

nessage 112. Note that in such a case, the key server
The stxcl@t}@)pﬁmgweg'ﬁq'mﬂ 3dhe progarienalod théveurglsriang secretive strengths of the

.4 CO ication system 100, i.e., in an on-line node. It
aﬂnb?@gﬁ%ﬁk? %9%%%%%P§¥88 that, upon 25 receiving the
MRsSAGRiokeY prtdibusls] RabaR ditddRRMed OPBS inkdAtié) Ghe authentication
i ncl udes them when sendi n_g t he nessage 112. There may
gits

serverl angebathg sgstpdian of Bieivierifaisd 3¢ hidowexer shacguse ver§ers(134 are
[ 4.0 { hml . ' [:S..d
senerp B0l e el BB Y sk b el ey syt ity

embodiaemtvitkd indantioncransiss b ivadfia@fresositbly thatis s@farfefderthe
108 .and recjipients 110. In such enbodi nents of the 30
authentication sgKer ke sender 108 creates the nessage key 122

ot RFRIEERER < iR of B e PR Byt B e agpmption
not paskible ifi 2 kepjpisriMOrfork®s hioeshee xéstt 130ublohasen of the esipient 110

empl oyed oes not ve {he,nessage ke . In a
changg Febere Pl afl HReatet 1L R oloned BRma s i Secs 186 gaindt be
openeﬂuishl%_rﬂilé AW EQetIB6Y RS a FMIt e rddiHemUa bRl Ren®imBbdd Snultiple

verifiers 134, since it can easily create and store

secrets 436 (&eg-i Mubiipde nBaweKs).i t s WO 2004/ 077290

P%IH&%%%%E{%%?S@% B B EI DA BeS: fihitfiions RO @e‘ Rtpwing

reciplents I'S easy an ranspa

meth@RWH a rdeipRnERshaiided thdlidafn i B6 Bk halt gesitihe d4trieve the
solicits a user's private credentials for any_ reason,
messagR &Py 4 h Prss - lineatherksy semmet HIorgncEeaifon DY Buvslens 133dbased on

the clRARREYdIRAP§ 34 #§ thd AfrdnPbecBG 998 F AR recipient 110) and send that envelope

132 to the recipient 110. This allows for a reasonably seamless roll-over of secrets 136 of the
recipient 110. However, a limitation of this is that the recipient 110 must be on-line once for
every message 112 having a verifier 134 that no longer matches the current secret 136. The
key server 106 could send multiple envelopes 132 using the new verifier 134. For example, if

a user has 100 messages 112 where the message keys 122 were enveloped using an old
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the key server 106. Typically a password is the

credential or "secret" that is used. 5 Furthernore,
wopma/or12e0 aut henti cati on server 104 has creat ePCHOR003/019953

stored a verifier 134, it d&n wupdate it whenever a

user, changes their private cred ntials. ThIS hq¥ W?
verifigrddds w:g ongines the reqivienpldOcan gbiPF §F™ SEVEARCS AR trqrg fhe key
S Tl [
serverfilfb fof ASORECHE ploitt GksstipGlets FD1A, En ShY Bl 169
cmﬁmﬁ&@ﬂhle@he&wgckﬂméﬂ2134 can be updated transparently

n.a user c es se ret
LSS b tedn e e 3B toflolFepifrsiogd tha
they Ive® @@e?ﬂ&?ééénteﬁ@Wa%f of exﬁﬁb% c!'h%?3 C&nﬂ abt Bithtiks. TREE thdbreadth and
verifier 134 can al so be constructed from any nunber

Scope@ff tlmnwnﬂoutsheuldmot breliméed by emt oflth@ abfeietdmn@dm@mpbry
embo 161he El&'[t 58“1612352{@8%(1 %lelé\éli %1' I (%8 ce r| %9 iloﬂgg}ng claims and their

equivAlehteer ' s mai den nane, state of reS|dence etc. The
strength of the verifier 134 is proportional to the
nunber and secretive strengths of the 15 attributes

that go into itspGRRaLMH [ Lﬁ?{@ﬁﬁTYoned
previously, in some enbodi nents o e invention, the

aut hentication server 104 may be the custodi an of the
v&riflers 134. However becausi verlft%{ %34 ar.e
HEPEISFY) SHEHSP Femgrnicatipn, aYpiete 430 fsoveliuitet dorepp l?ﬁt‘é’n in
electrBﬁJH b thunfRASHS A e/mail NiBer &S dthSs, AiRERAMI IRRigfoRhation,
he Invention can use a verifier repository that is
concuseptly atoyiding hothheglo@caniityraed tighataso ot wserfoehoth 04-lindrand off-line
4 qportant limtation of an off-line decryption system
emyP%’%hat off-1ine decryption is not possible if a
I @Gilike Y mAjbAtyf SR SrttBerds, MR pr&sestiGlentid@. geﬁﬁﬁ@@ﬁf@ﬁle
if the recipient 110 changes the secret 13 al
decrypéershyymsssagoresinelts dterapssliigthe hresentdnsatipe can Ao perAHben-line
decry?&on %&g&?% {39 aqg%lﬂl% et For%{nin% %?mu@éolgreegzrﬁg%ﬂtg i&}é\%@ldmg it

as a fdlEb:g;k, foMinstdnob azvm%mqoc&iﬁ forgame&rﬂaemomnt s of t he
i nvention_overcone these limtatjons using

f sTurtheth Hpfikersios 3t ofiiandecryntiomsehgmpesthe qﬁsgnt%%’@ewhere 2

mess 33 B S SRR DBt @ BELIY B . e
notorone aﬂtmdammamepnb]éﬂty)px@umﬂo toasedypes of btteeks on tlergassword, the

verifier 134 for rrent secret 136 of th
preseligeY GiABH S RGN BeiR Prmieriiat b aresors ke pofeet of the

messa[g%(%b&bi%ﬁ‘tt sﬁapvenmrssma& b@ﬂ@adé Qbnsidr 8RS ﬁfb@@éﬂbsﬁaﬁﬁﬁ!ﬂ {BHS
| -over of secrets 136 of the recipient 11

pass“mdaevetrthe eotrgsppnding esred$ carhhespasswerdatand fleusrcan |bp|ee$1}y
line.ognce for every nessage 112 having

rmnmg%ggda?$%$ﬁf§ﬂheﬁggn%%s|onger mat ches the current

S guiktBErndo?6, unfike otHéﬁyn(SﬁfrV@ﬂf 1h0@e69pilich sbeflesibat ngel ®mplex
envel opes 132 using the new verifier 134. For exanple,
arranggqmengs ﬁlsedvuhlia key goraspuaciBydEKD wheggia large @@bmke}ﬁgeuﬂk 89s

ascer%é%i{ﬁéggggl (?ﬁdggg@ %ﬂd ld%ﬁ%lea\ph&legervﬂd%&%%vgz Zl%(%ellshes to send or
read a secured message, the present invention again uses the verifier/secret based approach
where both the verifier and the secret are easily used by the respective parties employing
them. While a verifier is analogous to a public key, it is far less odious to use. Similarly, a
secret is (remotely) analogous to a private key, and far less odious to use. Since a secret can

be a password, or based on some other public or private attribute of the recipient, it is quite
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14 verifier 134, once on-line, the recipient 110 can

get the new envel opes 132 fromthe key server 106 for
w@bkdio40009®f the previous nessage keys 122 (or, PEW/ER20081&19953

envel ope 132 containing the 100 nmessage keys 122).

Wi | e various enbodi nents. have been descri bed above,
easy fqrgecipignts i EHMEE A4 WK VHASCCTYSt hey have been

. C i . _
ISR DR Pl AR b S g
may novo be pleinehted by blyosa vy raafondbée skiblbirethd ed corediog extedphenty using

. .. enbodi nrents,  but. shoul d be define nly in accordance ..
existingg R RESF Hi4egFh ot gL BAARa: SHL T ERPEe PG ordinary
skills AHH%EBBESAL APPLI CABI LI TY The present secure

co nication system 130 is well suited for

dppltheaioveranidrothes) rsasonsit s expesterhihebihe semiroeoramprpichtion system

her ssage t fi.les nd, ot her i.nf osmati.on o
1300 b0 B PR O Sn e AL B PG e i
expectE@8Rt e cdiRndréib] RN 0P lprétenEifderdioh wille exfebsive and long
decryption. Unlike the majority of prior art schenes,

lastingt he present invention permits off-line decryption by
nmessage recipients. Alternately, the present invention
can also permt on-line decryption, establishing this
as a requirenent for sone ef- nultiple recipients or
providing it as a fall back, for instance, when a
reci pient forgets their password. 20 Further, unlike
prior art off-line decryption schenmes that use
envel opi ng where a nessage key is encrypted based on
an envel ope key derived directly froma password, and
the notorious attendant susceptibility of such to
various types of attacks on the password, the present
i nvention uses encryption based on a verifier that
corresponds with a secret of the nessage recipient.
Such verifiers may be made considerably nore
substanti al than 25 passwords, yet the correspondi ng
secrets can be passwords, and thus can be easily
renmenbered and used by the recipients. Furthernore,
unli ke other prior art off-line decryption schenes
that use conplex arrangenments |ike public key
infrastructure (PKI) wherein |large public keys nust be
ascertai ned, procured, stored, and avail abl e whenever
and wherever one wi shes to send or 30 read a secured
nmessage, the present invention again uses the
verifier/secret based approach where both the
verifier and the secret are easily used by the
respective parties enploying them Wile a verifier
is anal ogous to a public key, it is far less odious to
use. Simlarly, a secret is (renotely) analogous to a
private key, and far |less odious to use. Since a
secret can
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be a password, or based on sone other public or

private attribute of the recipient, it is quite WO
wWQe@4/00725290 PCT/ US2003/ 019953 15 easy for reeCpUSIINF019953

to renmenber and work with decrets. Nonethel ess, while

providing the noted and ot her advantages, the present

i nvention may now beINPFHFe% by those of
What 5 CRSa0aRl e skill in the art, creating enbodi ments
using existing technologies if desired, and then used

1. A ngthodfbir geaivatemmngicatigaoi azatdsegesiromtabsendaitmargcipiént, the method
ski | gs and Fptitudes. For the above, and other,
fsteps ot

compriSHigt ‘i's expected that the secure conmunication
St QeBhe LR SGREssh VBRI Intihg BAY & key based
w des raélad ienfc)fﬂstraiuan%applSiscéalebigsllg'it ty;./egctyﬁelrgefor e,es?atgei gy e
expect ada vérafiertthet ickasad o p atcreitaflthe secipfent;he present
invention.wll be extensive and long lasting. 10 WO
6% BEHEUSIORN0IE83 16 | N THE CLATMS  What

| & thd RIndBd ehdtipting the ARENE bARH oR&EMIMBessIRY cat i on of
a nessage froma sender to a recipient, the nethod

cengingshamessage Somphe sindetiodhe rastpient; envel ope
con

SOV RO QIR IORE o BAE T YPLL NG Sal 4 Tessage

on-arverifier I's based on a secret of
t&iehd Reipidr@nt ; 5 providing said nessage key to the
sender; at the sender, encrypting the nmessage based on

sai d neRssEyshg eyvelopediasrd o) sapbsseEst 9888 re¢iBt he sender
to the k0 : Wo| | laope to the
recipi rg?ﬁ%%r%}%ﬁﬁ rgte &ta %%k&e@%ﬁgé]%&%ggb%gni ng the

envel operjpasmgdhomesagebased praidimdskezekeyi pi ent ;
retrieving said nessage key fromthe envel ope; and
decrypting the nessage based on said nessage key. 2. A

2. A HBhE@thriaQender 36 BlEYpt laGn &REEViRtende RS 8 3&Spibitt BRARSNSPT
a recipient, the nethod 15 conprising the steps of.

compr{si)g hestepelpfig a nmessage key;

(a) providing a message key;

(b) creating an envelope containing said message key by encrypting said message key
based on a verifier that is based on a secret of the recipient; and

(¢) encrypting the message based on said message key, thereby permitting the
message to be sent securely with said envelope from the sender to the
recipient, and the recipient to be provided said envelope so that said secret can
be used to open said envelope to retrieve said message key and decrypt the

message.

3. The method of claim 2, wherein said step (a) includes generating said message key at the

sender itself.
4. The method of claim 2, wherein said step (a) includes:
obtaining said message key at a key server; and

the sender receiving said message key from said key server.

5. The method of claim 4, wherein said key server stores a copy of said message key.
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(b) creating an envel ope contai ning said nessage key
by encrypting said nessage key based on a verifier
wo ba/o7TRIbased on a secret of the recipient; apdr/(83003/019953
encrypting the nmessage basd@ on said nessage key,
thereby permtting the 20 nessage to be sent securely
with said envel ope fromthe sender to the recipient,
[
6. T B B o Bl Rl Bhether
and undet wha\cendisibns submaspagklesy maylbelsdeagpd to peetiesnelss digan. the Sender
i 3. The nethod of claim2, wherein said step (a)
itself. j ncl udes generating sai d message key at the sender
itself. 4. The nmethod of claim2, wherein said step
(a) includes: obtaining said nessage key at a key
7. Themethed of elatn 30whéereinssaibivep (@@ owiluderrg sai d message key
%hon1s id key server.. ?“ The. net hod of claim 4,
B FUNET B HIREy EBR R SLOSAIIeY SEIS) BF oai d message
keyd k e%%@ﬂoﬁﬁé%%&ﬁ@éaﬁ@?e@ﬁﬁérﬁl@@53 17 6. The
nmet hod of claimb5, erein said step (a) includes
instructing said key server whether and under what

e ° _ | _
o o ity P LTS 5
conditfon ofRgid&ies semrbtpdlidng A)d meshgies. the sender

providing a recipient list to said key server; and
said key server storing a copy of said recipient |ist.

9. Th?llglgﬁlgg-wglaﬂﬁ%h ffleRin é’éli@ét% ga’) érgrl;'lgfeg i sahd Sﬁf)l%ﬁti_ﬁé‘)l sender

es aut hénticati ng er as a condition of
assertisaialthedyy senveie wheren said sapdsaasdertios srgmatee fronDan difleentication
met hod of claim8, wherein said step (a) includes the
SefVelsender submitting a sender assertion to the key
server, wherein said sender assertion originates from
an authentication 15 server. 10. The nethod of claim
10. Tix mefhed of plagm2dwherein sabs) stem@) inbdedesder i vi ng sai d

envel.ope.ke ased on key, agreenen ot ncal,; and
AR Taic et e Bl S SRR L p Rl fa
Wwiﬂg%aidah&@agdmusi@ sbinmdkfe ef@hrish Hforethal. m 10,
erein:
11. The method of claim 10, wherein:

said key agreement protocol is the Diffie-Hellman key agreement; and

said encryption algorithm is the AES encryption algorithm.

12. The method of claim 2, wherein said step (b) includes encrypting said envelope key
directly with said verifier, thereby permitting decrypting said envelope directly with said

secret.

13. The method of claim 12, wherein said step (b) includes encrypting said message key

based on a public key encryption algorithm.

14. The method of claim 13, wherein said public key encryption algorithm is the El-Gamal
encryption algorithm.
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sai d key agreenent protocol is the Diffie-Hell man key
agreenent; and said encryption algorithmis the AES
wee@rppt2zoon al gorithm 25 12. The nmethod of clBETU2003/019953
wherein said step (b) inclusles encrypting said
envel ope key directly with said verifier, thereb
15. Thangihed phefatiedr YperPgaidiep @ﬁwﬂ@ﬁé SEEEY S@lwwﬁl\éga%the
t. 13. The nethod of claim 12, wherein said step
Smma?%§ﬁfncludes encrypting said nessage key 30 based on
a public key encryption algorithm 14. The net hod of

| ai m 13, wherei i d.publjc.k - hod of
. iRt o BiRES R SRS BHET B 2008 57obe ™
5\)%%{ efﬁ%@@%d%@&éﬁe at]ba)ake_]y@erv-gf‘eanaﬂ hod of claim 2,

rein~said step ( |nclude$ Eenerating said
ethe ebwive reaveivitgesaidemvgtape iftosesdid kapserfre net hod of
claim2, wherein said step (b) includes: 5 generating
sai d envel ope at a key server; and the sender

17. Th&&EIHRYchahdcenygtope from said key server. 17. The
met hod of claim 16, wherein; the recipient is one of a
ptherredipiept isne efa plusaiity obrecipifatneidbagessagaando sai d
Si.6 b).~i:nGl ud - ¢ i ' .
S0 Ll SR R R g0 g A of ity of
ser ver rdciidids i &l se@bllis envehiopeaid choslppdsher,ehareby
i mpl enenting a policy that at |east s of said. .
pl ur al FERlemEntinga pelicyithat 3 lepstggme 9f -5?18 @rﬁ%tygzﬁe%%}@&s must go
messaggy I Lils6 1se KN HiR¥thdrDaRsRage ff-line.
ort o1 ¢ ety eI AER MR o DT EE e message offline
step (b) includes said sender providing either said

o T B o B e L b e
verifickdr sl 8edFBLP QM dXey GbAbMibBsb et RtiRe SAd Hepbc@Per(th treate said

I ncl udes said sender creating and 0 providing said
verifiereri fier to said key server. 20. The nethod of claim
16, wherein said step (b) includes said key server
asking an authentication server for either said

19. THEHefHo@lofRlaiaiddwheentdaid $tHe(Hd MyechiRe Rhit tstiipr sfating @yd
_server to create said verifier. 25 21. The nethod of

providingsaidl Yerifieaie seifl e¥ aF8CTaut hent i cati on server enpl oys a
menber of the set

20.  The method of claim 16, wherein said step (b) includes said key server asking an
authentication server for either said verifier or said secret, thereby permitting said key server

to create said verifier.

21. The method of claim 20, wherein said authentication server employs a member of the set
consisting of already having said verifier, having said secret and creating said verifier, having
data equivalent to said secret and creating said verifier, and having a hash of said secret and

creating said verifier.
22. The method of claim 2, wherein said secret is a password.

23. The method of claim 2, wherein said secret is based on at least one public or private

attribute of the recipient other than a password.
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consi sting of already having said verifier, having

said secret and creating said verifier, having data
weouuwaizent to said secret and creating said vRCT/UBE03/019953

and having a hash of said d9ecret and creating said

verifier. 30 22. The nethod of claim2, wherein said

secret is a password. 23. The nethod of claim 2,

24. Tl%%l‘ﬁ%ﬁﬁ{)@o?@ﬁi% s eh&kin/tRe E&ﬁfeg O ebpidi Qﬁxtiﬁ dRibLherQhcludes

attribute of the recipient other than a
a sendpagsifier With Vi D0S44€) TRy ROTltEe 0G3LARRAGD cadily Rply tTHke
nmet hod of claim 2, wherein the verifier is a recipient
messagiii SCEYC AP he sender includes a sender verifier
with the nessage, thereby permtting the recipient to
easily reply to the nessage in a secure manner. 5 25.
25. Thheethed hodand 24, wharei 42idwhedes iveriBeriisl incduidd in said ehvedgpe.
is included in said envel ope. 26. A nethod for a
reci pient to decrypt a nessage secured with a nmessage

26. K&Ynethdtefor ARENSENGO @Eéﬂyﬁi DfheddABe SdcaRE With a #sdag key, the
recei ving an envel ope that is based on a secret of the

method eeinpiising thesepseitn sai d secret corresponds with a
verifier. used to creat. n \ ; - [ Sa
o arisTnt B Pl ol BRUEp 1R B RN AT RO Y BTl sconet
decr ypédrRgpdrie witssagidaseitoerasaihd emedsgge key. 15
27. The nethod of claim 26, wherein said envelope is
cthe ansaingseigreny Hlare dieBicy R saif Messags kevy®@ t he nessage.

28, | 'Mﬁ%&%ﬁ@k i d secret is a
n@%ﬂ%%ﬁ@ﬁgéggg?gggg?%ﬁg?éﬂ%ﬁ afte tﬁg reci pi ent has
recei ved the nessage. 20 29. The nethod of claim 26,
wher ei ai d st i ncl udes, providin ai. d envel ope
7. {'Bhe methoR 96 Pt b, WPt e el & st o e FRGR DR
received flcMhbagenherein said step (a) includes providing
sald envelope to the 25 recipient froma key server.

31. The nethod of claim 30, wherein said step (a)

2. ARLASTRGOLOROLE B AL B8 e s g o
recipié® hAPcaiveEihRinRs3dge. Wher ei n:

29.  The method of claim 26, wherein said step (a) includes providing said envelope to the

recipient with the message.

30.  The method of claim 26, wherein said step (a) includes providing said envelope to the

recipient from a key server.

31.  The method of claim 30, wherein said step (a) includes authenticating the recipient as

a condition of said key server providing said envelope.

32. The method of claim 31, wherein:
said key server has a recipient list; and
said step (a) includes confirming the recipient is in said recipient list as a condition of

said key server providing said envelope.
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said key server has a recipient list; and said step
(a) includes confirmng the recipient is in said
wo e@upiRmd |ist as a condition of said key seP@BIS2003/019953
provi ding said envel ope. W202004/ 077290
PCT/ US2003/.019953 20 33.. The net hod. of Ia|n1g
33.  Hegepthod af %ialalaéhe‘ﬁli*qr@atsaﬁgauﬁ’ﬁeil sarogdiagsgd key
server {3 GEIHEEL b rRfLR U0 Bt Ssﬁéds%>‘?§le%@ﬁé@k§‘%née*‘n§%hod
of cI aim 33, wherein: 5 said authentication server
st ores sal verifier, thereby providing a repository
34. ¢ bhe mgthgd o g@ﬂm?’é’r“"ﬁe&ﬁ‘&'sai d key server obtains said
v epd8ifory for said
R S S B St ding P repdiiRny
servervarifeatand said verifier; and said key server
obt sai d, verifier from sai t ntlcatl on server.
o Eiefesehi bl erifes Bt AR GLhAR
aut hentication server creates said verifier based on a
transaction with the 15 recipient other than the
35. r@bm@SﬁIOdediﬁéﬁﬁé,%{hera@sert|on 37. The method of
S r password. 38. The
%%%ﬁ%*tm\é‘q? C§ﬂgesség%ry% glfaiihs a@%cr et is based on at
I €3¢ keyodtved @Btahrfs safd varifieafrem 20l aithantibaticn efverhe
reci pient other than a password. 39. The net hod of
cl ai m 26, wherein: said envel ope key has been derived
36 DHREHABadriinag gaARAL Protocol; and  said
decrypting uses a’ symmetric decryptl on algorithm 25
Afhid Tithemehtiodsaviercraitan s3id, vevifier basad os altldlnk@ylon with the
greemsnt oéiocgllgpiﬁ t he ff| HeII
agr een’i‘éﬁ’tf’df’1 i qHper &ed’i?&}l‘iﬁgkq ‘Hﬁa SP@B? H’r‘?\ | s the AES
decryption algorithm 30 41. The nethod of claim 26,
wherei n said enveIOﬁe key has been encrypted directly
37.  wilhtimstiod of ¢t 26ewherghsagdedres iseppasgiyotidnc| udes
decrypting said envelope directly with said secret.
42. The nethod of claim4l, wherein said step (b)
38. | Mgé HEARIECIMRALINFheRinkagseetcd febabebetlat 1045t an@piblicwr private
key decryption algorithm thereby retrieving said
attribute e g sedipignt oo PPEYWOY- PCT/ US2003/ 019953

39. The method of claim 26, wherein:
said envelope key has been derived based on a key agreement protocol; and

said decrypting uses a symmetric decryption algorithm.

40. The method of claim 39, wherein:
said key agreement protocol is the Diffie-Hellman key agreement; and

said decryption algorithm is the AES decryption algorithm.

41. The method of claim 26, wherein said envelope key has been encrypted directly with said

verifier, and said step (b) includes decrypting said envelope directly with said secret.

42. The method of claim 41, wherein said step (b) includes decrypting said envelope based
on a public key decryption algorithm, thereby retrieving said message key.
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21 43. The method of claim42, wherein said public key
decryption algorithmis the El-Gamal decryption
wa@b@anit2zbon 5 44. A systemfor a sender to encPgpPUSE03/019953
nmessage i ntended for a reci2pient, conprising: a first
conmputeri zed systemable to create an envel ope
containing a nessage key by encrypting said nessage
' qier. : . r
e B B o L B e T Gl
decryptibh @lgoatlpmovi de at | east said envelope to a 10 second
conputeri zed system wherein second conputerized
systemis enployed by the sender; and said second
44, A%gﬁaﬂ_tf&f 4 &8eS% heRhBPhRsdafe RRGHIER Forl IR cipR:S a8 phiamed
oh said nessage key, thereby permtting the nessage
t ofilsé coppiteszdisysten fbiotm ar¢ate srendetope sontaming euiepiagnkey by

D o e sl R NS Pl B 2R 50 S0 orthe

retri engipsat;d message key and decrypt the nessage.

45. The system of claim44, wherein said first

cenib litse eompuferdzessyptemnfyrtber abloste dsedde eldastsaf epedope to a
systemar h Te. 6 ﬁiﬂf ' .
wher ei Sne:%og%‘lgodg Qlﬁ%dé g%ﬁ%t ‘évpgljgl(e?ldé é(?}{sdteem |ust&%aZ%Eg¥SA%én '
ser ver ¢gmpldgedby theseadsichndonput eri zed system recei ves
sai.d nmessage key from sai:{l key seryer. 7. The

25 .
S5 esePRd COmRIIRRIZRS, SYNRRY DT IoSRFRYPK Yy Passpags baedonysaid message
dat abagg, | | felindifing IR S sfecGIBY serllseGRélY #87S #RGEnder to th
key. 45%’%5%;}%?%% I(lﬁs cl ai ?n?gf?, V\,ﬁeergien: gai d sec_onder ome
conput ecipied asd ticantipicot/odeprevideatiap] enveldpesp thap saidisecret can
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46. The system of claim 44, wherein:
said first computerized system is a key server; and

said second computerized system receives said message key from said key server.

47. The system of claim 46, wherein said key server has a database in which it stores a copy

of said message key.

48. The system of claim 47, wherein:
said second computerized system provides a recipient list to said key server; and

said key server also stores a copy of said recipient list in said database.

49. The system of claim 46, further comprising an authentication server, and wherein said
second computerized system authenticates the sender to said key server based on an assertion

issued by said authentication server, as a condition for said key server providing said message
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52.  The system of claim 51, wherein said computerized system receives said envelope

from the sender of the message.

53.  The system of claim 51, wherein said computerized system receives said envelope

from a key server.

54.  The system of claim 53, wherein said computerized system authenticates the recipient

as a condition for said key server providing said envelope.

55.  The system of claim 54, wherein said computerized system provides said key server

with an assertion for the recipient issued by an authentication server.

56. The system of claim 55, wherein:
said authentication server creates said verifier; and

said key server obtains said verifier from said authentication server.



