
WO 03/043226 PCT/US02/36607  MOBILE ROUTER SUPPORT FOR IPv6 This
application is being filed as a PCT International Patent  Application in
the name of Nokia Corporation, a Finland national corporation and
resident, Applicant for all designated countries; and Nokia Inc., a U.S.
national 5 corporation and resident, Applicant for St. Lucia only; on 14
November 2002;  designating all countries except the US, and claiming
priority to U.S. Serial No.  60/336,221 filed 14 November 2001. Field of
the Invention This invention relates generally to networking and more
specifically,  10 to a system and method for supporting mobile routers in
IPv6. Background  Whether walking, flying, or riding, people are frequently
traveling.  While traveling, they often carry or go with one or more
electronic devices. For  example, many people carry a cellular phone with
them. In addition, while traveling 15 in a car, a person might be traveling
with a laptop, car electronics, and other  electronic devices. Maintaining
connectivity with the Internet is increasingly becoming  more important.
People like to check stocks, weather, and correspond via email.  They like
to have their electronic calendars available at all times and have access
to 20 files and Internet content. Garners like to play other garners
online. With this need to maintain connectivity comes challenges. Building
each device with cellular or satellite communication capabilities might
obtain an  "always-on" experience but at an economic cost both to producers
and consumers.  For example, a user may not wish to pay a monthly
connection charge for each 25 device the user has. Nor may the user wish to
pay more for the capability of each  device to connect through a cellular
or satellite channel. Thus, there is a need for a  means for leveraging
existing infrastructure to provide Internet connectivity to a  group of
devices traveling in a mobile environment. 1 M&G No. 50072.32WOUIINC30620
WO 03/043226 PCT/US02/36607  Summary A method and system for supporting
mobile routers in Internet  Protocol version 6 (IPv6) is provided. A mobile
router obtains a care-of-address  



associated with an address configuration. The mobile router registers the
care-of 5 address with a home agent. A bi-directional tunnel is established
between the  mobile router and the home agent. Packets are then forwarded
via the bi-directional  tunnel. In one aspect of the invention, a request
is made that packets that  include an address prefix within a set of
prefixes be forwarded to the mobile router.  10 In another aspect of the
invention, configuration information is forwarded via the bi-directional
tunnel. The configuration information may be  routing information. The
configuration information may be static or dynamic. The  configuration
information may be encapsulated. In another aspect of the invention, the
mobile router obtains the care- 15 of-address while attaching to a network.
The network is associated with a network  address. The network address
includes a prefix. The care-of-address is generated by  combining the
prefix with an identifier that identifies the mobile router. In another
aspect of the invention, the home agent receives a packet  that includes a
home address of the mobile router. The packet is then forwarded via  20 the
bi-directional tunnel to the mobile router. The home address of the mobile
router may be employed to retrieve the care-of-address from a table
included on the home  agent. In another aspect of the invention, a home
agent updates a routing  table. The routing table includes a routing entry
associated with a mobile router that  25 is reachable from the home agent.
The home agent receives a packet. The home agent selects a bi-directional
tunnel associated with the mobile router. The home  agent then tunnels the
packet to the mobile router. The packet may be destined to  the mobile
router or to a node on a mobile network reachable through the mobile
router. 30 According to another aspect of the invention, a system is
disclosed  that operates substantially according to the aspects described
above. These and various other features as well as advantages, which
characterize the present invention, will be apparent from a reading of the
following  detailed description and a review of the associated drawings. 2
M&G No. 50072.32WOU1/7VC30620 WO 03/043226 PCT/US02/36607  Brief
Description of the Drawings 



FIGURE 1 shows a block diagram of a mobile router and a mobile  node both
at home; FIGURE 2 shows a block diagram of a mobile node docked in a  5
mobile network; FIGURE 3 shows a block diagram of a mobile node docked in a
mobile network accessed through a mobile router, where the mobile router is
attached to a foreign network; FIGURE 4 shows a flowchart illustrating an
exemplary method in  10 which a mobile router operates; and FIGURE 5 shows
a flowchart illustrating an exemplary method in  which a home agent
operates. Detailed Description In the following detailed description of
exemplary embodiments of  15 the invention, reference is made to the
accompanied drawings, which form a part  hereof, and which are shown by way
of illustration, specific exemplary  embodiments of which the invention may
be practiced. These embodiments are  described in sufficient detail to
enable those skilled in the art to practice the  invention, and it is to be
understood that other embodiments may be utilized, and 20 other changes may
be made, without departing from the spirit or scope of the present
invention. The following detailed description is, therefore, not to be
taken in a  limiting sense, and the scope of the present invention is
defined by the appended  claims. In embodiments of the invention, a mobile
node acting as a mobile  25 router may automatically register with its home
domain and preserve sessions to  multiple devices moving along with the
mobile node. There can be multiple  devices, fixed or mobile, behind the
mobile router. It is also possible to apply this  access method
recursively, creating nested mobile networks, which operate within  other
mobile networks. 30 On current mobile IPv6-based data communication
networks, the  mode of operation for mobile networks supports host
mobility. Router mobility is  assumed as an extension to host mobility such
that a subnet can connect to a mobile  node and move with it. 3 M&G No.
50072.32WOU1/7VC30620 WO 03/043226 PCT/US02/36607  



Embodiments of the invention described below provide a method by which a
mobile router and its home agent can support insertion of forwarding table
entries for hosts and networks directly accessible to the mobile router,
and moving  along with it, whose packets are forwarded by the mobile router
to the rest of the 5 Internet. The method considers two cases. The first
case is a consumer device  which gets a pre-configured static network route
from the home agent. The home  agent inserts and removes this route as a
function of whether the mobile router is  registered with its home agent or
not. The second case considers a full-featured  mobile router which runs a
routing protocol as if it were in its home domain. This 10 dynamic routing
protocol signaling is extended over bi-directional tunneling  between the
mobile router and its home agent so that this tunnel seems like a virtual
point-to-point link. The link is used to forward packets between the mobile
router  (and its attached mobile network) and the home network, so that
packets to and from  the mobile network appear to be processed and returned
from the home domain. 15 Thus, mobility is invisible to hosts on the mobile
network, and to nodes  corresponding to those hosts. One case when this
method is useful is when users with multiple  personal devices move and
attach to different points of access to the global Internet.  The personal
devices are assumed to be IPv6 capable and can also connect to the 20
global Internet via a primary device, such as a mobile router. Also, the
method  enables a distributed organization where a cloud of nodes can
connect to a corporate  network over the public Internet, e.g., by a secure
bi-directional tunnel, and extend  the corporate network to a moving set of
nodes connected through a mobile router  running a dynamic routing
protocol. 25 This method can perform routing in accordance with existing
routing  protocols. Routing is facilitated by the tunnel between the mobile
router and the  home agent. Authorization to change the forwarding state
stems from the existing  agreements implemented by aggregation routers
along the path to the home network.  The method can be performed without
modifying existing protocols. Instead, 30 implementation changes are made
in the home agent and mobile router.  Furthermore, nodes on the mobile
network need not be aware of the mobility of the  network. 4 M&G No.
50072.32WOU1/NC30620 WO 03/043226 PCT/US02/36607  



Embodiments of the invention provide a method whereby a host connected
through dynamic and mobile connections to the Internet can act as a  router
for other hosts traveling with it, with little or no manual configuration.
Embodiments of the invention reuse Mobile IPv6 to allow a mobile 5 router
to access the Internet through various care-of-addresses, while maintaining
the mobile router's permanent, globally-reachable home address. This is
accomplished through the methods described below that improve a Mobile IPv6
implementation to allow router mobility without changing the underlying
message  formats or adding protocol extensions. 10 A care-of-address is
used when a mobile router is away from its  home network. A care-of-address
is an address at which the mobile router may be  reached while the mobile
router is away from its home network. First, the mobile  node obtains an
address (a care-of-address) on the network to which it attaches. An
address (care-of address) may be obtained by a stateless address
autoconfiguration, a 15 stateful address configuration, and the like. The
stateful address configuration  includes those actions where the mobile
router may employ Dynamic Host  Configuration Protocol (DHCP), a server, or
some other mechanism to obtain this  address. The stateless address
autoconfiguration includes those actions where the  mobile router may
generate this address by combining a network prefix advertised 20 of the
network and an identifier unique to the mobile router. However, the
invention  is not limited to these approaches, and virtually any mechanism
may be employed  that enables the mobile router to obtain a care-of-address
on the network to which it  attaches. In any event, the mobile router then
sends a binding update including the  care-of-address to the mobile
router's home agent. When the home agent receives 25 traffic that is
directed to the mobile router's home address, the home agent can then
forward the traffic to the mobile router using the care-of-address included
in the  binding update. Embodiments of the invention involve using various
existing  protocols and protocol message exchanges to establish state on
both the mobile  30 router and its Mobile IPv6 home agent. This state
allows packets destined for the mobile router or any of the hosts connected
to a mobile network utilizing the mobile  router to be tunneled by the home
agent from their usual arrival point at the home  network (where the home
agent resides) to the mobile router at its current  attachment point.
Additionally, packets from nodes on the home network are sent 



5 M&G No. 50072.32WOUJ/NC30620 WO 03/043226 PCT/US02/36607  back through
the tunnel to the home network and then forwarded as usual from there  to
their intended destinations. This avoids the packets being ignored by
routers at  the current attachment point due to incorrect topology. The
method may be  implemented by adding functionality and packet forwarding
rules to the network 5 code in both the mobile router and home agent
implementation.  Mobile Router Implementation Changes FIGURE 4 shows a
flowchart illustrating an exemplary method in  which a mobile router
operates. The mobile router's implementation changes as  10 follows: (1)
When the mobile router is traveling away from its home  network and has
reached a new attachment point, it obtains a globally reachable
care-of-address as specified by an Address configuration (block 410).
Address  configuration may include stateless address autoconfiguration,
stateful address 15 configuration, and the like. In any event, after an
address is generated, a check is  typically performed to determine whether
any other node in the network is using the  address. If no other node is
using the address (which is typical), the attached node  may then use the
address. (2) The mobile router registers its care-of-address with its home
20 agent by sending a Mobile IPv6 Binding Update message, allowing packets
arriving  at its home network to be tunneled to it at its current
attachment point (block 415). (3) The mobile router establishes a
bi-directional tunnel between  itself and its home agent (block 420). (4)
The mobile router either uses static configuration information  25
(consumer case) or runs a dynamic routing protocol with its home agent
(fully  enabled case) to exchange routing information about its mobile
network with the  home agent (block 425). For example, a cellular phone
used as a mobile router  would not typically be allowed to update the
routing table of a cellular provider's  router acting as the cellular
phone's home agent. Nor would the cellular phone used 30 as a mobile router
wish to obtain all of the routing information available on the  cellular
provider's router. Rather, the cellular phone may be configured statically
to  send all outgoing traffic not destined to the mobile network to the
cellular provider's  router. 



6 M&G No. 50071.31W0U1/NC30610 WO 03/043226 PCT/US02/36607  On the other
hand, a mobile router contained on, for example, a cruise ship with
hundreds of computers may be allowed to engage in a dynamic  routing
protocol and to exchange routing information with the mobile router's home
network router and other routers. 5 (5) In the fully enabled mode, the
mobile router runs a dynamic  routing protocol with its home agent to
exchange up-to-date routing information.  The mobile router continues
running this intra-domain routing protocol even when it  moves away from
home and attaches to a visited domain. This is achieved by  dynamically
modifying the list of the interfaces on which the routing protocol is 10
active. For example, assume a mobile router used interface `A' when it was
connected to its home network and was exchanging routing updates through
that  interface. When the mobile router moves and attaches to a visited
network with the  same interface, the routing protocol is turned off for
interface W. This is to prevent  the mobile router from advertising the
routes in its mobile subnet to the visited 15 network. (6) The mobile
router then sets up an encapsulating tunnel to its  Home Agent. An
encapsulating tunnel is any method, secure or otherwise, that  could be
used to transmit data between the mobile router and the Home Agent. For
example, a packet may be encapsulated in another packet and sent to the
home 20 agent. Typically, the tunnel is made secure to provide a secure
communication  channel. This encapsulating tunnel is then added as a
virtual interface to the list of  interfaces on which the routing protocol
is active. The mobile router then starts  sending routing information
through this tunnel to the Home Agent. Most IPv6  intra-domain routing
protocols assume link-local address to appear as the source 25 address for
routing information messages. The encapsulating tunnel takes care of  this
by encapsulating the routing messages in another IP header. The outer IP
header has the source address as the mobile router's current
care-of-address and the  destination address as the Home Agent's address.
When the Home Agent receives  the tunneled routing message, it decapsulates
it and processes the inner routing 30 message. The inner routing message
appears as if the packet was sent from a node  on the link. (7) The mobile
router then sends router advertisements to its  



mobile network, using either a standard Neighbor Discovery protocol or
running an 7 M&G No. 50072.32WOU//NC30620 WO 03/043226 PCT/US02/36607
ad-hoc networking protocol, such as AODV (ad hoc on demand distance vector
routing protocol), to connect to other mobile hosts (8) The mobile router
makes a rule in its forwarding engine to  forward packets between its
mobile network and the home network via the bi 5 directional tunnel
established in step 3 (block 430).  Home Agent Changes FIGURE 5 shows a
flowchart illustrating an exemplary method in  which a home agent operates.
The Home Agent performs the following steps: 10 (1) The Home Agent adds the
bi-directional tunnel set up with the  mobile router as one of the
interfaces on which the intra-domain routing protocol is  active. Then, the
Home Agent sends periodic routing updates for the network  prefixes that it
is able to reach through this tunnel (block 510). (2) The Home Agent also
adds route entries to its routing table  15 for all the prefixes reachable
through the mobile router (block 515). (3) When a packet destined for the
mobile router is received by  the Home Agent, the binding cache entry for
the mobile router is found, and the  packet is tunneled to the mobile
router (blocks 520 and 525). This is the same as  would happen with any
other mobile node as defined by Mobile IPv6. 20 (4) When a packet is
received by the home agent that is destined  for a node on the mobile
network, the home agent finds a route entry for the mobile  network where
the mobile router is listed as the next hop gateway. The home agent  then
does another routing lookup for the mobile router and finds the original
binding  cache entry, causing the packet to be tunneled to the mobile
router (blocks 520 and  25 525). Blocks 520 and 525 may be repeated for
each packet the mobile router receives that is destined to the mobile
router or a node on the mobile network.  Exemplary Systems FIGURE 1 shows a
block diagram of a mobile router and a mobile  30 node both at home. In the
network configuration of FIGURE 1, messages can be  routed using normal
IPv6 mechanisms. Note that mobile network 105's prefix is  aggregated with
home network 110's prefix. When mobile router 115 is at home  and attached
a home link, the packets destined for the mobile network show up on 



8 M&G No. 50072.32WOU1/7VC30620 WO 03/043226 PCT/US02/36607  one mobile
router 115's interfaces. Then, mobile router 115 can route the packets to
mobile network 105. In this case, mobile router 115 acts as a normal
router. Correspondent node 120 is a node somewhere on the Internet that is
trying to send a message. Correspondent node 120 does not need to know
anything  5 about mobility of nodes in mobile network 105 to send a message
to mobile network  105. FIGURE 2 shows a block diagram of a mobile node
docked in a  mobile network. Mobile router 115 is still attached to its
home network. A packet  from correspondent node 120 to mobile node may be
directed in one of two or more 10 paths. If correspondent node 120 does not
know anything about the mobility of  mobile node 205, correspondent node
120 may send the packet to a home address of  mobile node 205. After being
transmitted to the home network of mobile node 205,  home agent 210 may
pick up the packet. After it receives the packet, home agent  210 may
perform a lookup on a bindings table 215. In bindings table 215, home 15
agent 210 may find a binding entry that tells home agent 210 a
care-of-address for  mobile node 205. Home agent 210 may then forward the
packet to the care-of- address which causes the packet to be delivered to
mobile router 115 and then  mobile node 205. Correspondent node 120 may
support binding and be aware of the  20 mobility of mobile node 205. When
correspondent node 120 does support binding,  correspondent node 120 may
send messages directed to mobile node 205's care-of- address. FIGURE 3
shows a block diagram of a mobile node docked in a  mobile network accessed
through a mobile router, where the mobile router is 25 attached to a
foreign network. Mobile router 115 is attached to visited network 305.
Mobile router 115's home network (home network 110) and visited network 305
may be connected through optional inter-operator link 310. Inter-operator
link 310  may provide a faster link wherein traffic is not required to go
through the Internet  when going between routers on home network 110 and
visited network 305. 30 When correspondent node 120 is sending a message to
mobile node  205 or any other node on mobile network 105 through mobile
router 115, the  message will arrive on home network 110. Home agent 315
will see the message  



and that the message should be forwarded to the mobile network. Home agent
315  will perform a lookup in binding cache 320. When it finds a binding in
binding 9 M&G No. 50072.32WOUl/NC30620 WO 03/043226 PCT/US02/36607  cache
320, home agent 315 will recognize that home agent 315 should send the
message to mobile router 115 at a care-of-address indicated in the binding.
Home  agent 315 may then send the message through a tunnel through the
Internet through  visited network router 325 to mobile router 115. In
FIGURE 3, mobile router 115 is 5 attached at a care-of-address reachable at
visited network 305. Upon receipt of the packet, mobile router 115
decapsulates the packet  and determines that it should route the packet to
mobile network 105. Mobile router  115 then sends the message on mobile
router 115's other interface to mobile  network 105. 10 When correspondent
node 120 is sending a message to mobile node  205 by addressing the message
to mobile node 205's home address, the message  arrives at home network
125. Home agent 210 sees the message. Home agent 210  performs a lookup in
cache bindings 215 and finds that the message should be  forwarded to a
care-of-address. Home agent 315 may then send the message 15 through a
tunnel to the care-of-address. Home agent 315 sees the message and
performs a lookup of in cache bindings 320. A binding in cache bindings 320
indicates that the message should be forwarded to mobile network 105. Home
agent  315 may then forward the message through a tunnel to mobile router
115. Mobile  router 115 may then decapsulate the message and forward the
message to mobile 20 network 105. The various embodiments of the invention
may be implemented as a  sequence of computer implemented steps or program
modules running on a  computing system and/or as interconnected machine
logic circuits or circuit modules  within the computing system. The
implementation is a matter of choice dependent 25 on the performance
requirements of the computing system implementing the  invention. In light
of this disclosure, it will be recognized by one skilled in the art  that
the functions and operation of the various embodiments disclosed may be
implemented in software, in firmware, in special purpose digital logic, or
any  combination thereof without deviating from the spirit or scope of the
present 30 invention. 



The above specification, examples and data provide a complete  description
of the manufacture and use of the composition of the invention. Since  many
embodiments of the invention can be made without departing from the spirit
and scope of the invention, the invention resides in the claims hereinafter
appended. 10 M&G No. 50072.32 WOUI/NC30620 WO 03/043226 PCT/US02/36607
WHAT IS CLAIMED IS: 1. A method for supporting mobile routers in IPv6,
comprising:  obtaining, by a mobile router, a care-of-address associated
with an  address configuration; registering, by the mobile router, the
care-of-address with a home  agent; establishing, by the mobile router, a
bi-directional tunnel between the  mobile router and the home agent; and
forwarding configuration information via the bi-directional tunnel
employing an address associated with a mobile network. 2. The method of
claim 1, further comprising requesting that packets  that include an
address prefix within a set of prefixes be forwarded to the mobile  router.
3. The method of claim 1, wherein the configuration information is  static.
4. The method of claim 1, wherein the configuration information is
dynamic. 5. The method of claim 1, wherein the configuration information is
routing information. 6. The method of claim 1, wherein the mobile router
obtains the care-of- address while attaching to a network, the network
associated with a network address,  the network address including a prefix,
and wherein the care-of-address associated  with an address configuration
is generated by combining the prefix with an identifier  that identifies
the mobile router. 7. The method of claim 1, wherein the mobile router
obtains the care-of- address by at least one of a stateless address
autoconfiguration, and a stateful  address configuration. 11 M&G No.
50072.32WOUJ/NC30620 



WO 03/043226 PCT/US02/36607  8. The method of claim 1, further comprising
encapsulating the  configuration information. 9. The method of claim 1,
further comprising: receiving, at the home agent, a packet that includes a
home address of  the mobile router; and forwarding the packet via the
bi-directional tunnel to the mobile  router. 10. The method of claim 9,
further comprising employing the home  address to retrieve the
care-of-address from a table included on the home agent.  11. A method for
supporting mobile routers in IPv6, comprising: updating, by a home agent, a
routing table wherein the routing table  includes a routing entry
associated with a mobile router that is reachable from the  home agent;
receiving, by the home agent, a packet; selecting, by the home agent, a
bi-directional tunnel associated with  the mobile router; tunneling, by the
home agent, the packet to the mobile router. 12. The method of claim 11,
wherein the packet is destined to the mobile  router. 13. The method of
claim 11, wherein the packet is destined to a node on a  mobile network
reachable through the mobile router. 14. The method of claim 11, further
comprising tunneling, by the mobile  router, another packet to the home
agent. 15. The method of claim 14, further comprising receiving, by the
mobile  router, the other packet from a node on a mobile network reachable
through the  mobile router. 12 M&C No. 50072.32WOUI NC30620 WO 03/043226
PCT/US02/36607  16. The method of claim 11, further comprising: performing
a lookup into a binding cache to obtain a care-of-address  associated with
the mobile router. 17. A system for supporting mobile routers in IPv6,
comprising:  a mobile router; 



a home agent; and a bi-directional tunnel connecting the mobile router to
the home  agent, wherein the home agent is configured to perform acts,
comprising: receiving a packet that includes a home address of the mobile
router, and forwarding the packet via the bi-directional tunnel to the
mobile router, wherein the packet includes an address associated with a
mobile  network. 18. The system of claim 17, wherein the bi-directional
tunnel is  configurable. 19. The system of claim 18, wherein the
bi-directional tunnel is statically  configurable. 20. The system of claim
18, wherein the bi-directional tunnel is  dynamically configurable. 21. A
system for supporting mobile routers in IPv6, comprising:  means for
forwarding packets to a mobile network; means for receiving packets at a
home network; and a bi-directional tunnel connecting the means for
forwarding packets  to the means for receiving packets, wherein a packet
that includes a home address of  the means for forwarding packets and that
is received by the means for receiving  packets is forwarded through the
bi-directional tunnel to the means for forwarding  packets to the mobile
network. 13 M&GNo. 50071.31 WOUI/NC30610 


