WO 03/ 043226 PCT/ US02/ 36607 MOBILE ROUTER SUPPCORT FOR | Pv6 This
application is being filed as a PCT International Patent Application in
t he nane wb oBloki2as Cor porati on, a Finland national cor poratcerusanskeo?
resident, Applicant for all designated countries; and Nokia Inc., a U.S.

national 5 corporation and ﬁ@ﬂﬁomm%ggrmﬁqggwl a onl y, on 14

Novenber 2002; designatin and cl ai m ng
priority to U S. Serial No. 60/336,221 filed 14 Novenber 2001. Field of
the Invention This inverhipgpptiedtivnds bejagdilal dsya RCT heémotidiahBataid nor e
specifically, 10 to a s%/stem and rret hod for sup b| |l e routers in

ortin
| Pv6. Backgr oyMrplicefprat indhe pEngpijokip Cprnpgatian a F ?"rﬁ]g“atlgg p’Pg’oé‘i’t@nfaﬂéquent ly
traveling. Wilg.k r@%ﬁichrﬂ@or élr&aglgﬁfa&%oﬁ%@y A8 mlawnt:hm? r%
r exanple

el ectroni c devi ces. many people carry a cel one W th
them |n addi tdoeoratismiand résideng | Appdicd8 fonStalueia only; pmﬂéb}mvnmgd:rt%l@é_ travel i ng

with a |laptop,, car electronics, 0 r ectronic, de es. . nt ai ni ng
connectivity WP ﬁ(flr&(’é?ﬁﬁléf e%“sé??ﬁ&ﬁ@ﬁ@%@%ﬂlﬁé@&ﬂii%m% ierla&[%}& tant.
Peopl e |ike t goexgclk1stiaf kKeNoVaabd®001.and correspond via enmail. They |ike
to have their elecfronic calendars available at all times and have access

to 20 files and Internet content. Garners |like to play other garners
online. Wth this need to maintai npadbeale MvEniaiP™s chal | enges. Buil di ng
each device with cellular or satelTte conmunicati on capabilities m ght
obtain an "always-on" &hpeinverios rélates geneaallyetoowrbyirking@etl nimoe bpecdicplpducer s
and consu

F | h t. t hi
connect i OH%Ché?Gé%tﬁrg)é‘ggg}?%%afag?ﬂ%g?ggaf“%én%@lg\rlrmo?sﬁtﬁgs IS&%‘?&ngyn?Re uger wish to

pay nore for the capability of each device to connect through a cellular
or satellite channel. Thus, there is 3 nEed fgr a neans for |everaging
existing infrastructure to provide In 0 nectivity to a group of

devi ces traveling in a nphith& ve4¥in onﬁﬁ Lor rili e areGRbqaert BMEIeIiNE30620
WD 03/ 043226 PCT/ US02/ 36607 Summrg g thod&%%&ﬂg stemzlf or “supporting

mobi | e rout er sWhile iravadingethey Gﬁ@tmmong@r\@uﬂo@neaor(mm@)eCIrgmprdeV/lp@secForA mobi | e

router obtai Nexdl Cf%:r r%ag)f/ pgo%ﬁie carry a cellular phone with them. In addition, while traveling

15 inacar, a person might be traveling with a laptop, car electronics, and other
electronic devices.

Maintaining connectivity with the Internet is increasingly becoming
more important. People like to check stocks, weather, and correspond via email.
They like to have their electronic calendars available at all times and have access to

20 files and Internet content. Gamers like to play other gamers online.

With this need to maintain connectivity comes challenges. Building
each device with cellular or satellite communication capabilities might obtain an
“always-on” experience but at an economic cost both to producers and consumers.
For example, a user may not wish to pay a monthly connection charge for each

25  device the user has. Nor may the user wish to pay more for the capability of each
device to connect through a cellular or satellite channel. Thus, there is a need for a
means for leveraging existing infrastructure to provide Internet connectivity to a

group of devices traveling in a mobile environment.
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associ ated with an address configuration. The nobile router registers the
care-of 5 address with a hone agent. A bi-directional tunnel is established
bet ween twe o3nmhed e router and the hone agent. Packets arecrhmsm/iswowar ded
via the bi-directional tunnel. In one aspect of the invention, a request
is made that packets that include an gddrgsg prefix within a set of
prefixes be forwarded to the nobile ro —-10 I n anot her aspect of the

invention, configuratiom hﬁmarmaispdfedl&rfsagwﬁdgdm%ilarédwslmIn@Hrﬁacti onal
tunnel . The configuration information may be routing information. The
confi gur at i on Bretboelmgrsient (RRy6 e peavidedc AomolihEaviter obtains a eashei-gdsdressi on

i nformati on may_ be encapsul . h t i [.on: the
nobi | e router a%??tc};ﬁt?gswﬁlﬁ%n fa:%}rrgsg cféﬁ%ﬁgtgog’dre%hse gﬁ%ﬁ rgﬁﬂ;e{ E%c t‘f’rﬁigﬁ%{l E)d}ea@fnet wor K.
The network i sdassowithhedmsi dgbnta AbitdimsconAddmesis estiblisheéd bemrekn didr ess
includes a prefix. The care-of-address iis generated b conbi ni.ng the
prefix with amobilefeuter ad thahpme gavnti Prcketsiie hep grmvarded e biAiTSs oAk,
aspect of thet{;ﬂl‘éﬁnti on, the hone agent receives a packet that includes a
home address of the nobile router. The packet is then forwarded via 20 the
bi -directional tunnel tdnfohe aspebidfehe inu¢rdion, Thagubs nemadeithetpackéts thae nobi | e

t be .enployed, to retrieve th - of - add f t.abl
el nded on NGRS S Proriy VA E RGO REEeT D IoT AR BRTORIE e

agent updgpes a routing intakher aspe of MdihGtibRRAfi EMalisiRToratioyid Ng entry
associated with a nobile router that 25 is reachable fromthe honme agent.

The hone agentforverdédreas the patiicetionalvantlo e sgeiguraioncinfarmatipn may bect i onal
tunnel associated with the ilesouter, -The hone t nnel s the
packet to the ‘RO ‘8}9"8]&[}8?'@%1%%&%’?@?“ Wgyo/n%aetgaemsﬁ %gsgﬁtcoor%?ﬁ%rﬁ}rérbbi e
router or to aoffigeraléh mfsMiibe migtbeRhtapselariabl e t hrough the nobile
router. 30 According to another aspect of the invention, stemis

di sclosed that operat edngnpiberatpecdrf thedresstian.ige ﬂ@bilﬁéo%%@{aé%s tHeS¥Fi bed
above. Thase andaiALl QR Hidlfing e abuhR Aondfiliyonlis AR A0R  HElWoR
e presen on, w e ap Ing of the

()
characterize t I nventi par ent roma rea

foll owi ng detaddless Tiaststivpiki idreasthcludeey peefixofThekereasfsdress Bgederawidbgs. 2
M&G No. 50072. 32\WOU1/ 7VvC30620. WO 03/ 0Q 32%6 PCT/ US02/ 36607 Bri ef
Descri ption Ofcop}lpémg gwmagx with an 1dentifier that identifies the mobile router.

In another aspect of the invention, the home agent receives a packet
that includes a home address of the mobile router. The packet is then forwarded via
20  the bi-directional tunnel to the mobile router. The home address of the mobile router
may be employed to retrieve the care-of-address from a table included on the home
agent.
In another aspect of the invention, a home agent updates a routing
table. The routing table includes a routing entry associated with a mobile router that
25  isreachable from the home agent. The home agent receives a packet. The home
agent selects a bi-directional tunnel associated with the mobile router. The home
agent then tunnels the packet to the mobile router. The packet may be destined to
the mobile router or to a node on a mobile network reachable through the mobile
router.
30 According to another aspect of the invention, a system is disclosed
that operates substantially according to the aspects described above.
These and various other features as well as advantages, which
characterize the present invention, will be apparent from a reading of the following

detailed description and a review of the associated drawings.
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FIGURE 1 shows a bl ock diagram of a nobile router and a nobile node both
at hone; FIGQURE 2 shows a bl ock diagram of a nobile node docked in a 5
nobi | e newoemsk3328¢ GURE 3 shows a bl ock di agram of a nobi | @ecmamsez/skseked i n a
nobi | e network accessed through a nobile router, where the nobile router is

attached to a foreign networ k;BérFiI @&E & .shogﬁ @f | owchart illustrating an
exenpl ary nmethod in 10 which ! .e t€5; and FIGQURE 5 shows
a flowchart illustrating@UREXEHIvAIbIoEL diggkainof avhbilt @utee Bkl a8Rbile
operates. Detailed Description In the follow ng detailed description of

exenpl ary embdd@ilpkethat bgme;15 the invention, reference is made to the

acconpani ed draw ngs, ""@Iéﬂﬂﬁ Ig:ﬂé)%paat;elﬁ%koﬂlg%gﬁ{%fagﬁgb\gm%@gtdﬁg&dqggvm by way

of illustration, specificC exenp e 1 nvention nmay
be practicéd. nidvélseemvdikdi ments are described in sufficient detail to

enabl e those skilled in th to practice the _invention, and.it is to be
under st ood that ot her eﬂgmf@wﬁﬁ%}f ‘ﬁf‘grﬁ?‘z‘éfd‘,m l?ige %‘%‘93@% IBRanges may
be made, wit h%ﬁbil@%@ﬁ&&rk'agcefsieﬂméfghg% 8 RiobiIE r&lfterS GARE tRE m][obﬁe Rt §1

i nvention. The follow ng detal scription is, therefore, not to be
taken in a | iattached o s &orsign ngtwbrkhe scope of the present invention is

defined by the appended Ins.. 1 n exbodi t f the inventi a nobil e
node acting as a nobi | eFI@M?%“&@%%E&%@EW?“F’éeé?%l?lé{rmaﬁ?q'lmi ts hone
domai n andopr eILENVEMSBES S operatddliddd Pl € devi ces noving along with the
nobi | e node. There can be nultiple devices, fixed or nobile, behind the

mobile router. It is al $EGPBES} shasvstaoflawpiiast iHugtrating e exemplemyagthod in
recursively, %hq&é%ﬂ%%gg etn?g {FQ@L' e networ ks, which operate within other
curre )

nobi | e net wor Ks. nobi | e | Pv6- based data comuni cation
networ ks, the node of operation for nobile networks supports host

mobility. Router nmobility is assu_rﬁegaiia% gnceixi.gnsi on to host mobility such
t hat a subnet can connect to a nobi ve with it. 3 M&G No.
50072. 32W0OU1/ 7VC30620 Wi ¥/ foriewdt defalled/80R£iBBOOIF exemplary embodiments of

15 the invention, reference is made to the accompanied draWings, which form a part
hereof, and which are shown by way of illustration, specific exemplary
embodiments of which the invention may be practiced. These embodiments are
described in sufficient detail to enable those skilled in the art to practice the
invention, and it is to be understood that other embodiments may be utilized, and

20  other changes may be made, without departing from the spirit or scope of the present
invention. The following detailed description is, therefore, not to be taken in a
limiting sense, and the scope of the present invention is defined by the appended
claims.

In embodiments of the invention, a mobile node acting as a mobile

25  router may automatically register with its home domain and preserve sessions to
multiple devices moving along with the mobile node. There can be multiple
devices, fixed or mobile, behind the mobile router. It is also possible to apply this
access method recursively, creating nested mobile networks, which operate within
other mobile networks.

30 On current mobile IPv6-based data communication networks, the
mode of operation for mobile networks supports host mobility. Router mobility is
assumed as an extension to host mobility such that a subnet can connect to a mobile
node and move with it.

3 M&G No. 50072.32WO0OUI/NC30620



Enbodi nents of the invention described bel ow provide a nethod by which a
nobi l e router and its hone agent can support insertion of forwarding table
entries fwoobos2s6 and networks directly accessi bl e to thepaohishz3dout er,
and noving along with it, whose packets are forwarded by the nobile router

to the rest of the 5 Internet. Th had..consi der wo _cases. The first
case is a consuner devi L@E“"O%HF%%S §fet5§§naveﬁ?%‘1 e&ﬁ‘?dﬁ’eéﬂ’rei?}vgfoé?(%calﬁg%gh route
from the home waged mobilerdu@Fand a8 @bine iaf&R Chis support iR SofL iBiveardiag tdlas a
function of whether the nobile router Is registered with its hone_ agent or

not. The seco€trieader hostsand agvorks diractly agpessilelg to theunohilerguter endIoYHE uns a
routing prot O%F(Jlnﬁ%tﬂ 1ft, \M{loes%@é(g(e't&ré E‘cg}v?ugilgg gg?llge?rr]lgpl? H)'u?er 18 thg%%g}v fhef OULT NG

protocol signal1®g 1's ’ex over unnel1n ween t he
nobi | e roufer Iatathet.t Fhdmbhodgemsidesotwicakest Mihe firstroasd isseensurhérideviae vi r t ual

point-to-point link. The link is used to forward packets between the nobile
router (and Yhichgets BRccoRGBCd SHEP REWIOrK KR rar the Hemp 8850 he beme hat

packets to an%@ﬁ%m&?@a%?@@g{gﬁowég 2GRRARN Jr P HRGRSRRDofREls" et ur ned

fromthe honme domai n. Tty is 1nvisible to hosts on the nobile
net work, and tregisterdd svithcity homsgagedt orguot.oThdsesenderst sonsBiees g idkfeatveed t hi s

met hod is useful .is when users with nult{ip]e..personal devices .noye. and
Attach to d rFaRbikEoNgrREEE Shs bt WataeRLagr Bitare ot e tBisr sonal
devi ces ang aysHABRR rb@iMEprbio¢dl GaRERE & AbdhdedBvébiQireasiarfunh&linghe 20
global Internef via a primary device, such as a nobile router. so, the

met hod enabl dstveeeditha mpbils iotites podiis heme agenikrethat thiciuog sedmyldeessvictual
connect to a cor ate ..net ver ' t.e : - secure
bi-directi onalp%flﬁ}r%\(%g%”fl t gﬁlg )Ie%)%{ iérhlgm%tg%%t%gfg%!rl ggcelée%et{ev\kg%? tP gh%bfrlr%g%ﬁ% set of

nodes connect €ghd ity taghedomobily hetwo ) bl the humeinegverk dyonthnl packesitol and from
protocol. 25 This nmethod can performrouting in accordance with existing
routing prot deomebilgrgiwprkappsartg Op pracsssed apf retwraed fiamdhe bemgdemaidhe nobi | e

router anqSthel“hqug(??in qQﬁnviﬁME?&ﬁ&s%@éﬂ@@rﬁo%ﬂ%@ ¢ i L08 f ApYARr di ng state

stens fromthe exi agreenents 1 nplenente aggregation routers
al ong t he pat kotrespohéinposrthosehowts. k. The net hod can be perfornmed w thout

"t he. home. agent “and moBIAass WRLHE Tehed 1RHOL & ¥ OSSO RBRGD! | 6
Lot e, S8k RSk APATER il 8 ordEbat kB
The personal devices are assumed to be IPv6 capable and can also connect to the

20  global Internet via a primary device, such as a mobile router. Also, the method
enables a distributed organization where a cloud of nodes can connect to a corporate
network over the public Internet, e.g., by a secure bi-directional tunnel, and extend
the corporate network to a moving set of nodes connected through a mobile router
running a dynamic routing protocol.

25 This method can perform routing in accordance with existing routing
protocols. Routing is facilitated by the tunnel between the mobile router and the
home agent. Authorization to change the forwarding state stems from the existing
agreements implemented by aggregation routers along the path to the home network.
The method can be performed without modifying existing protocols. Instead,

30 implementation changes are made in the home agent and mobile router.
Furthermore, nodes on the mobile network need not be aware of the mobility of the

network.
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Enbodi ments of the invention provide a nmethod whereby a host connected

t hrough dynam ¢ and nobil e connections to the Internet can act as a router
for ot herwbmsmsse aveling with it, with little or no manuacTamsni/saoT at i on.
Enbodi ments of the invention reuse Mbile IPv6 to allow a nobile 5 router

to access the Internet thr Oﬁﬁ?engﬁaéfitg‘%’}snygﬁ'{o%ﬁéﬁggr SRS w é’}@lialsgeh%i nt ai ni ng

the nobile router's per ] oba -rea one addre isis

acconpl i shed térebed thrbegH@inAads antbaebildesnbel ovwtd thatinterfet oateackaddbi | e | Pv6
i npl ementation to allow router nmobility wthout changi ng the underlying
nmessage f or miuerdpr etbien hegtsprayelrewith ik withilisthesor nognanuah pnfguralionr ess i s

used when a nobil e rout i S: i . re- qf-address
is an address at which ﬁ hx@o?ig%%@?%otﬁtéﬁ[ﬁg?ﬁt%y@ﬁ%%?@%ﬁvg t(\iﬂl%aﬁ%@qﬁobi | e

r ggt er i ? ﬁW&YOlftéI‘]?Uhg%eSs fh@;hﬁeﬂf:t trllmdegh \Eﬁbist caré-béaddgbsishsa whilkadﬁaimhtrﬁiys an
address (a care-of -, ress) on the twork t ich |1 attaches. An
address (car e-t}&fm‘élligrr%% SW%“%S@E?%\EEWW%&M%%‘? ?é"%%sas é"gbfrléss .

aut oconfi gur ab i Qyp1i3hdihitugh B he R0y Gl S il indtov@RVdoE IPigee. The

1§ vél
stat eful address oln?l gur agl on includes those actions where the nobile
router may enmphplgmBytation ® dHost routdonfobgity atithont ¢hangiog the yrdiePng neessagever , or

sone ot her nechani sm tg. obt z%i n th%s . address. The st atel ess address

aut oconf i gur af9'8K'S HEAHHEL AU SR PBhs where the nobile router may

generate i s address bw GeBi-Addressds il WHek aRhéfileroady Ridwsgbe s of the
network and an identifier unique to the nobile router. However, the

i nvention i shaoe neiwerk.ed care-efhadslsesa prarcaddrrss at whigh thamobild sputenynadehani sm
may be enpl oye e t nhj ut e i N - of - addr ess
on t he networ ﬁéjatcgéd\;ﬁ%"}:%&?g °%§F trggﬁlrerlgswfig ﬁéﬁ’yﬁselﬁloe nf?né%?'h;e}é %Eslt,ﬁ@é ﬁlggltleer t hen
sends a bi ndi pgdegiignean dddresdi(0 garklvd-add@ss) oafthaskdwetkstotwhithi attidhies. eAn
router's hone agent. VWien the hone a%ent receives 25 traffic that |s
directed to tRedrassHrare-of address) may heobipRaddys? statglesyrildeess gutoponiigyratioana
forward t t i ki : f ~0f - i ncl uded
n the  bindi A adifs! ARAERILE SR S SRS AR Lar ous
exi sting protimbales thage agiont edete the soaije rexamngesplby Dyabaid Hedt st at e on
both the nobile _30 r.ou{)er ara%li_[{;% Mobile | Pv6 hgone agent. This .state

al | ows packet §oaagtratepyProgeo bidiSEvER of 8pme pthappechanisyptophiaia iy nnect ed

to a nobile nginRiK THelstdtedéRAdbRss Jﬂ?&ohﬁprraﬁ'bﬁ Rlcldes Bsd 4IRS GHeld)dnd he home
agent fromtheir usual arrival point at The hone netwrk (where the hone

agent resi desmabge réwtentogy ganerateithes adaress by combmang a neiwprkcpnebxad yeofiset.
Addi ti O”aEb Y, o?ﬁl%l%% SorI< and o PCfégﬁﬁgrnungc?u% tQ Hemo elie%{léér.aﬁ%w%\elegf the invention
is not limited to these approaches, and virtually any mechanism may be employed
that enables the mobile router to obtain a care-of-address on the network to which it
attaches. In any event, the mobile router then sends a binding update including the
care-of-address to the mobile router’s home agent. When the home agent receives
25  traffic that is directed to the mobile router’s home address, the home agent can then
forward the traffic to the mobile router using the care-of-address included in the
binding update.
Embodiments of the invention involve using various existing
protocols and protocol message exchanges to establish state on both the mobile
30 router and its Mobile IPv6 home agent. This state allows packets destined for the
mobile router or any of the hosts connected to a mobile network utilizing the mobile
router to be tunneled by the home agent from their usual arrival point at the home
network (where the home agent resides) to the mobile router at its current

attachment point. Additionally, packets from nodes on the home network are sent
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5 M&G No. 50072. 32W0OUJ/ NC30620 WD 03/ 043226 PCT/ US02/ 36607 back through
the tunnel to the honme network and then forwarded as usual fromthere to
t hei r i ntwoded4xtesti nati ons. This avoi ds the packets bei ngcirgrsorsgoby
routers at the current attachnent point due to incorrect t opol ogy The

il o5 to 1 ne Rt FBPERSRE Bibae) i Hschd it BheARIn L e BRAeR AE S b e

i npl ement at i ad theiltbizhi@l RathRions.NDhie Iﬁemtlﬁthe@ac@wﬂ@ﬁgslglﬁbﬁd% réu&i’!;QawS a
flowchart ill ustrat| ng an exenplary method in_ which a pobile router

oper at es. ThdhereBrangatiaghment Eouiltr%‘leémﬁf’?téwoé‘?ﬁnd@é? ragthod may bE| ows: (1)
When the nobii}ed o0 F]e%rba) a%mh{gqﬁ&édo% Rza&mcirwg“ 1esre8h¥é§{e%vmd has
t tac t t al Ns

reached a new pornt, 1t o reach

car e- of - afldr esde ﬁSb(ﬁl}i)ﬂIBlrﬁd)lﬁlﬂ: rbyteamdAdﬂmeaagi:ncmﬁlergemaﬂomn (bl ock 410).
Address configuration may include statel ess address autoconfiguration,
stateful address 15 configuration, and the like. In any event, after an

address is gq@@glﬁtﬁ&tegg%éﬁtétﬁm dnapb&al Iy performed to det er mi ne whet her
any other no 'S using the address. If no other node is
usi ng the address (whi d“riGIBH‘ilﬁicxy\esla)ﬂ0w¢ielrtatlumahegam@mnplawntthedumse t he
address. (2) l.e r uter ters.its care-of-address with its hone
20 agent by s"éﬂﬁm ll%od’i Efré’pf”rlg\}aé gﬁ Ozzblefjb‘ﬁ%{tsén}?g eé’gf’g‘,"na‘?lf“%%ﬂsﬁﬁ packet s
arrivingiopat fbm(swshorre network to be tunneled to it at its current

attachnment point (block 415). (3%1 The nobile router establishes a
bi - di.rectional tunnel K& wedKhent s &lobila retenis travetimgagesitrombitobama 20) . (4)

The robi | e 9 léﬁv«%rk %Ih& &y reycal%ﬁ a%@te{tt%clfrgér% ng'ﬁ gt !)l?[FmE Q{gﬁ rbgﬁg Ire%l@hab%e

(consuner case€ pr ot oco one agent

(fully enablcat- csfaala)esﬁ as speellﬁaagge ah \Lddiresg contl gui aTidini (Bmclahw)t Addieddobi | €
network with the honme agent (block 425). For exanp a cellul ar phone
used as a nDlSPF@g‘FBthIb‘FIaY WGU!dS Sﬁéﬁlesﬁﬁﬂﬂr@%ﬁ Q‘WOOBEﬁ&‘PfPB%dtaﬁfu}LP@GEﬁSé the

routing 4abl %oﬂﬁ%lﬁ'at?&l Lt e 1%'&0# Qr@f v%n LAk £ 2 dAfdsh ﬁ% ggra{eiaea Eﬁgckll% o router

phone's home agent Nor  woul Iu ar phone use as’ a no
wi sh t o obt aitypiedlly prffonhed toadegdrmgne \Mlﬁﬁharmtnyoﬁleanedd iabhenawotkhie usinglthail ar

providerr's rojher. PaUIL LS Cehlilar, phona. ey, be conl] ured, stat cal
cel lul ar provfaheuse tRéh&iress.
2) The mobile router registers its care-of-address with its home
20  agent by sending a Mobile IPv6 Binding Update message, allowing packets arriving
at its home network to be tunneled to it at its current attachment point (block 415).
3) The mobile router establishes a bi-directional tunnel between
itself and its home agent (block 420).
4 The mobile router either uses static configuration information
25  (consumer case) or runs a dynamic routing protocol with its home agent (fully
enabled case) to exchange routing information about its mobile network with the
home agent (block 425). For example, a cellular phone used as a mobile router
would not typically be allowed to update the routing table of a cellular provider’s
router acting as the cellular phone’s home agent. Nor would the cellular phone used
30  as a mobile router wish to obtain all of the routing information available on the
cellular provider’s router. Rather, the cellular phone may be configured statically to
send all outgoing traffic not destined to the mobile network to the cellular provider’s

router.

6 M&G No. 50072.32WOU1/NC30620



6 M&G No. 50071. 31WUL/ NC30610 WD 03/ 043226 PCT/ US02/ 36607 On the other
hand, a nobile router contained on, for exanple, a cruise ship with

hundr eds wbh ccompeé ers may be all owed to engage in a dynanmPCT/UsoerBéeny
protocol and to exchange routing information with the nobile router's hone

network router and ot he outers, dn the ful.ly, enabl ed de, the
nobile router runs a dy(:)l% ecotthqrzlﬁ?q?ﬁg %)brﬂgtrS%tST C%lfl?lﬂé/q Uy Wo%nggeeﬁt to
exchange up- topuis@iep athtHundreds bOdommpute@d may beallowhd teergapd Bra G@RkiiaUes

running this intra-domajn routing protocol even when it noves away from
hone and at t JEW&RE prtogolang; tp exchapggmioyting Hifermagiogaritheihe anabyle reperanhamag | y

modi fyi ng the sk r ﬁtefﬁﬁlc@tﬂér%ﬁtgﬁes on which the routing protocol is 10
active. For exanple, assune a nobile router used interface A when it was

connected5to its hone n@) worlk thefiliyesatdadinadgithgmobilé fouger wpdat Bsainky ough

that interface. \Wen tre, rmb'hl e rout erg{}gves and attaches.to a visited
networ k wi t h TPRENS RIQHASOl Witk 15 Berae ag4d 19 SHERARES YPr St GeLIoVaE IniPaions £ or

interface W ihiSof; g TP . ddiiF ol bowRth &
| uerface W ol doePEAHREs mblie IO MR Lol O HAGUTELPRfth £

routes in its nobile subnet to the visited 15 networ

rout er then getesapanfrosnbeps andatiankesttaarvidited doingim. THasns adlgievdd byAn

encapsul ating, tunnel, is t hod,..secure or otherw se,.that,  cauld be
used to trangm"?mﬂ:gllé Hboélfar&é’@ﬁﬁ? ﬂ% ofdtsi ’Ptgrfs‘é‘ﬁto Wlﬁﬁlame%ut%ﬂ‘)%@%ln‘ﬁ For
exanmpl e, 18 paeked. FaexR@pRNSARHYLIMASeirbutdNNed Bite@RCk A whRA SRRt to the
honme 20 agent. Typically, the tunnel is made secure to provide a secure

communi cat i orfongdesgsrelits phieqebyerl gad vas exahanging sguting uptates teeh the a
virtual inter. t | i of i S ich. the routin r ot ocol
s hetive. TrnRift PwhBE e Bl 25 ndhel b Uit AEndoR Pl Wi Pl

t hrough thi s shimenigterfice, tHeeoligepré@esitis tuvied off RtGntetfadd A d QR 18 td' prebdmg
protocol s assune |jnk-l1ocal address to appear. as the source 25 address for
routing i nforthafoBHe Fvde fepws adveriising s sautesiniitsgnebilesubnet s s visited of this
by encapsyl atj.pg,ihe routing nessages in another |P header. The outer |P
header has the source address as the nobile router's current

car e-of - address and t hg6) deskhemadhilenoatedthes setssp hinenddpseatAgeanhne tamddr ess.

When the Ho Agent receives he tunnel ed royting nessage, |t decapsul ates
it and pr ocggé‘gge gﬁgnt-, AHEFICARAYARG tupre %&5&%%%@%_@ e6?(§i’csf’*=n§atrressag_e
appears as i feohRifbenReK & tri¥RmiSBI bdWOER e Hﬁ)@?g Qe 48 thd Ame Went! oMb | €

router then sends router advertisenents to i
example, a packet may be encapsulated in another packet and sent to the home

20 agent. Typically, the tunnel is made secure to provide a secure communication
channel. This encapsulating tunnel is then added as a virtual interface to the list of
interfaces on which the routing protocol is active. The mobile router then starts
sending routing information through this tunnel to the Home Agent. Most IPv6
intra-domain routing protocols assume link-local address to appear as the source

25  address for routing information messages. The encapsulating tunnel takes care of
this by encapsulating the routing messages in another IP header. The outer IP
header has the source address as the mobile router's current care-of-address and the
destination address as the Home Agent's address. When the Home Agent receives
the tunneled routing message, it decapsulates it and processes the inner routing

30  message. The inner routing message appears as if the packet was sent from a node
on the link.

(7 The mobile router then sends router advertisements to its

mobile network, using either a standard Neighbor Discovery protocol or running an

7 M&G No. 50072.32WOUI/NC30620



nobi |l e network, using either a standard Nei ghbor Di scovery protocol or
running an 7 M&G No. 50072. 32WOU/ / NC30620 WO 03/ 043226 PCT/ US02/ 36607

ad- hoc newweasloiszge pr ot ocol, such as AODV (ad hoc on denman@cditsaBase7 vect or
routing protocol), to connect to other nobile hosts (8) The nobil e router
makes a rule war di e t nits

nobi | e net vvo %oc&%ﬁorkwg%otﬁ%lv\%g Eggf\?i%%éﬁ{)ms"q’ d& ?igac |d(%)Srttaq%E Wgﬁ

est abl i shed iroutitggpro®®col)) t@(bbnﬁle&ﬂbo othddamabilegests Changes Fl GURE 5 shovvs a
flowchart illustrating an e nmet hod in i ch a home agent operates.
The Home Agent perforng€8t he "Elﬁ|m%uiéﬁQUt§&I§5§CS apylenytsforvarding engiaaiio adds t he
bi - di rect I oNghrddid Bl cileryientsiriotiRerRRishe HHR ndtvo ! Via B e
interfaces on I C e Intra-domaln routing rotocIil active. Then, the
Hone Agenb® selndsttcmatttmdeloestabhshedgnaqapiat(@scliéBO)t he netvvork prefixes that it
is able to reach through this tunnel (block 510). (2) The Hone Agent al so
adds route entries to its routing table 15 for all the prefixes reachable
t hrough t he %égggrgtfg}ﬁhgésbl ock 515). (3) Wen a packet destined for the
nobil e router 1S received t he Home Agent, the binding cache entry for
the nobile router is fdu hahawrea ﬂ%@t@éttlllu@ratmgnelee@nplarnmethoem | e

router (bl oc ) S nwth any
ot her nobi | e%ﬁgaggh&ﬂg g |nﬁé> e%e I\/Eh ﬁ%ﬁ?@ﬁ%ﬁ?&%ﬁrﬂ%m@uo ei?ét is
recei ved1by the home agent tll'hatHdrﬁe Agaitiadésithe bpdirectidasiumrit] bdi@prwki the
networ k, the hone agent finds a route entry for. the nobile network where
the nobile rdugbale rputer gsanepfale inteafapes,an shg@tlewomméom@ratmq':ahs t hen
does anot her i | SRKHR, ori gi nal
bi ndi ng cachg%t%,n fglgua négg%?t&terg%édgg)g 1&?18%%}{&? uﬁﬁge]t? %J egr#obl |l e
rout er (bl oclpsefb28 ttand is é‘lﬂeﬁiﬁe)achlﬂlrmxgkshlﬁtﬁ]nah@l&ksmﬁy be repeat ed for

each packet the nDbiIe out r es t iis destined to the nmohile
router or a node on th e]trh@}f%??/\égﬁ?ta E)?Q fpronts entiesita i rontingidle shows a

bl ock di agr amfi ﬁe%P&lﬂe@réa@hﬁb@éth?&%h@hé%@blll@rou?@ medespyth at honme. In the

network configuration of FIGJRE 1, messages can be routéd using nornal
| Pv6 mechani sns. Note t(Bat rMhéd @packttvd@sﬂmeﬂ%f thepmalfilexoutsr isagpgiveddtyed wi t h

h t k.110Q' fix. \h il t 1 t. d attached
RIS PR e R T e e S A L

packet is tunneled to the mobile router (blocks 520 and 525). This is the same as

would happen with any other mobile node as defined by Mobile IPv6.

20 4) When a packet is received by the home agent that is destined
for a node on the mobile network, the home agent finds a route entry for the mobile
network where the mobile router is listed as the next hop gateway. The home agent
then does another routing lookup for the mobile router and finds the original binding
cache entry, causing the packet to be tunneled to the mobile router (blocks 520 and

25  525). Blocks 520 and 525 may be repeated for each packet the mobile router

receives that is destined to the mobile router or a node on the mobile network.

Exemplary Systems

FIGURE 1 shows a block diagram of a mobile router and a mobile

30 node both at home. In the network configuration of FIGURE 1, messages can be
routed using normal IPv6 mechanisms. Note that mobile network 105’s prefix is
aggregated with home network 110’s prefix. When mobile router 115 is at home

and attached a home link, the packets destined for the mobile network show up on

8 M&G No. 50072.32WOUI/NC30620



8 M&G No. 50072. 32W0OUl1/ 7VC30620 WO 03/ 043226 PCT/ US02/ 36607 one nobile
router 115's interfaces. Then, nobile router 115 can route the packets to
nobi | e newousl43206. I n this case, nobile router 115 acts asTaSowBewal
router. Correspondent node 120 is a node sonmewhere on the Internet that IS

trying to send a pes espond not nee

anything 5 3BoUP Hﬁ%ﬁ)ul Tt ly}g%fmtﬁ%gc erﬂénm) oqﬁ?le i Otfvgll%skcafdgut?% getﬁ %ressage
to nobil e nemybilkneth@k 163. AdRbis2asd) mobilardate?di 5 de@ ek aMbthaladowrli | e node
docked in a nobile network. Mbile router 115 is still attached to its

home network. A pac ket Correspondant nadgpifde amode spamevdtere on thedpiemenBubisnay be

now anyt hi ndoagans R REsRe. FogRespidiaindde 1281085 RANAET L, B it 000"
120 may s®gndabdue npbilitgiof hodes ihamwbiladetvess1(ff to samda heessagd o 210bile Adtverk bei ng

transmtted §5:t he honme network of nobile node 205, honme agent 210 may
pi ck up the E) ket. After it receives the packet, honme agent 210 nay

perform a1 o0kt on & bIGURBGSHHA0MS 2K Siagkfn BFRUIGHE nbaP2d o hoe 15

agent 210 may find a binding entry tha hone agent
car e- of - addr gwbilé Dctwonbeomlmadleerzo&s mlrmtaalmlm) lizllomwtvvdfrknAfpachard t he

ket to th f- h t. to bg delivered to
hobi e 1 out efroderisprdRthod iz SR IENSEndy s RS inaft SF e e mmy
support b ndpals. aFdoREspnadE nde t40doe? Aot Biail aﬁyymﬂé aboR i eBmbKIEE A05. Wlen

correspondent node 120 does sup (g; ort binding, correspondent node 120 may
send nessage8ofile sedeed)S; eotrgsppndenhaeile 120may sead thegracked delp beme agdressRE 3

shows a bl ock, 4agbAmd@ LadiRinsGrelfiAI e holt Rew R HFoIE LIRL SoSccessed

t hrough a nobilTe router, ero

f or ei gn net waorke agéibaﬂ@nfa(?tpﬁ(ﬂ:r uplth® pmﬂ(eﬁtAﬂ&heﬂzcél@eslﬂhﬁ iphélctt, ﬂﬁfﬂbfargknt305
Mobil e router  115's honme network (hone network 110) and visited network 305

may be connedt®EaY REURFh2 HAIBRAIR BintiRgstge L iY-ofn '?Wﬁiﬂ@g%tfble 21ptkameper at or
link 31055 MR adhf oV Hﬁ Ei%stﬁﬁdm%érgtért LA Hbrhd Qgsefnt 51 §c£}9tof-a§&11é%<srt§€ to go
t wee 0

t hrough the I ter net en goi n n route orre net wor and
vi si t ed net worokil86&de 3. \Mheme agmt 2Hpmayltreh foreded h2(parcket setidicag-&- mnessage t o

nobi | e node 5 or ot h n bile network 10 h nobile
router 115, ?‘ﬁgessr?ég é’é‘ tﬁ? p%f?‘ﬂ ‘i?g’ dﬁP t‘h‘é‘f’ ’[9“5?13 gIf‘li’)‘%‘%‘égent 315
w il see thenzBasASR 205.

Correspondent node 120 may support binding and be aware of the

20  mobility of mobile node 205. When correspondent node 120 does support binding,
correspondent node 120 may send messages directed to mobile node 205’s care-of-
address.

FIGURE 3 shows a block diagram of a mobile node docked in a
mobile network accessed through a mobile router, where the mobile router is

25  attached to a foreign network. Mobile router 115 is attached to visited network 305.
Mobile router 115°s home network (home network 110) and visited network 305
may be connected through optional inter-operator link 310. Inter-operator link 310
may provide a faster link wherein traffic is not required to go through the Internet
when going between routers on home network 110 and visited network 305.

30 When correspondent node 120 is sending a message to mobile node
205 or any other node on mobile network 105 through mobile router 115, the
message will arrive on home network 110. Home agent 315 will see the message
and that the message should be forwarded to the mobile network. Home agent 315
will perform a lookup in binding cache 320. When it finds a binding in binding

9 M&G No. 50072.32WOUI/NC30620



and that the nessage should be forwarded to the nobile network. Honme agent
315 will performa |ookup in binding cache 320. Wien it finds a binding in
bi ndi ng 9wb&@oNr26 50072. 32WOUl / NC30620 WO 03/ 043226 PCT/ UBG2/1366686607 cache
320, home agent 315 will recognize that home agent 315 should send the

message to Bl er 1 t re-aof [.ndicat i he bi ndi ng.
o Sagent e 326 W aenCy3 il S8R i HORE B Al SROE st e D10
| nt er net t hr piggdage 1o Mbbidronesk WOS kit 4 Quié-of-adiREsstindicaéd irethé Biideig. Hdme | N
FIGURE 3, npobile router 115 is 5 attached at a care-of-address reachabl e at

visi ted netwasat 3bxmaythen serd tiegressree thraugine kel thinysh éhe lptarest threwsh
decapsul at es i it éﬁﬂﬁk ket to
nobi | e net V\D?’{En%dolga&lkg{)rioflgp?%ﬁfi@Bﬁaﬁﬁ%ehgﬁg'sfélnF(}s t eg’n%lggﬁgegg{l%ﬁlﬁi | e
router 11%' sattdched atiataes-bfaddréss reachable at vigtedorekwd®30510 When correspondent
node 120 is sending a jyessage to bil e no 205 by addressing the nessage
to nobile node 205's thH%“ ﬁPb%%tggP?f%(ehﬁg‘g’ﬁﬁéoutﬁrrfhsﬁawf%ﬁ%eli’?é Hor k .
125. Home aggmt detdhinReBatlif\holRIS®aQ he pRIB tamne%wvoﬂeqoﬁ.Omﬁn@rdaﬁé}kUp In
cache bindings 215 and finds that the nessage should be forwarded to a

car e- of - addr ébsthepisends drpamessagesommpbildwontes d h¥f s oter mterdargdo i®biltir ough a
tunnel to thge carer f-address. Hone agent 315 sees the nessage and
performs a Io&&hp of”"in cache bindings 320. A binding in cache bindings 320

i ndi catepp that the nmeswage cshespbaddaenddy Marigeshding dﬁﬂ@ésh%e foahyBlekhod®S. Home
agent 315 maé/%t hen forward the nessage through a tunnel to nobile router

115. Mobi | e 20k edrassme thgmesiage pelylancde 20% ndomegddrsss, shrmessegar d t he
message 1o n?lli’l{vlef%}%%nﬁq{&w&& 1&9.5Ho1r:?:ea ong il%%%esetﬁpﬁ%'s{%?.t gloﬁ{e a%«t,'lﬁ 216"e“t I on
t enmented ste

may be inplenented as a sequence o onputer 1np S Or program
modul es r unnperfpron adookuprip chdhedisdisdsdnSand finds that the nesscapeRBOII€He MaChi Ne

l ogic circuifs or, ¢circuit les _wthin the conputing system The
i npl enent at i %ﬁ‘"?@ie t%fﬁré'to_rfr'oég&r@?ﬁniIi:‘é“f&l%&fé‘h%i]esn?@fﬁﬁ’eﬁﬁe’ﬁ @eﬁ‘ﬁsﬁg?nance _
requi renpnt Sth?éu@@ﬁuﬁlmfh:e'%gresd@fd@fgsé.nﬁbﬁi@%@éﬂt'395Eél?kl%ltléédﬁl\éﬁ%éhﬂﬂ- In 1ight

of this disclosure, it wll be recognized by one s e art that
t he funct i ongerforohs@peckapiodmn odcht handumgsi3d0s Advibdidg meceche Hindiige 3201 may be

ol TenL e b R bR W RBERE A b abll o1
present 30 i HVEmMbY Bien forward the message through a tunnel to mobile router 115. Mobile
router 115 may then decapsulate the message and forward the message to mobile
20  network 105.
The various embodiments of the invention may be implemented as a
sequence of computer implemented steps or program modules running on a
computing system and/or as interconnected machine logic circuits or circuit modules
within the computing system. The implementation is a matter of choice dependent
25  on the performance requirements of the computing system implementing the
invention. In light of this disclosure, it will be recognized by one skilled in the art
that the functions and operation of the various embodiments disclosed may be
implemented in software, in firmware, in special purpose digital logic, or any
combination thereof without deviating from the spirit or scope of the present
30 invention.
The above specification, examples and data provide a complete
description of the manufacture and use of the composition of the invention. Since
many embodiments of the invention can be made without departing from the spirit

and scope of the invention, the invention resides in the claims hereinafter appended.
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The above specification, exanples and data provide a conplete description
of the manufacture and use of the conposition of the invention. Since many
enbodi nermve Bf432b€ i nventi on can be nade wi t hout departi n@crrusor/sdee7 spirit
and scope of the invention, the invention resides in the clains hereinafter
appended. WOUI / NC30620 WD 03/ 043226 PCT/ US02/ 36607
WHAT IS CLAI hg%%—g?s (EEQ‘XW$M for supporting nobile routers in |IPv6,
conprising: obtaining, by a nobile router, a care-of-address associ ated
with an address cpnfig ratlo isteri by the ile router, the

car e- of - addr ess Wlf }ﬁ éﬁ‘fp%ogg’tgdﬂ%?rﬂ)ﬁﬁrs 1B§HD<£§0WBBF1PE router, a
bi - di rectional tunnel b&km&g 68 moBRBkdufor! DbkrBlof AMtesBsRRIR] RERRH: and
forwardi ng configuration information via the bi-directional tunnel

enpl oyi ng an adddse senfrgysationat ed Wlth a nobil e network. 2. The met hod of
claim1l, further corrprlsel n% Z}tlngltha packet s Eir de Aan
address prefix within a T 88 62 o Flr(?eodfat etsﬁg router.
3. The net hodageht;cl ai m 1, vvherel n the configuration information |s static.
4. The method of claim 1, wherein the configuration information is

dynamic. 5. The method %tablshEngnby theymebis rouigiea bigdiractjonal tunnsl beiweemeiei on i s
routing infor gLl aim 1, wherein the nobile router
obtai ns the clgr&téﬂo Pte@anddr@gggﬁi@g é{m aching to a network, the network
associ ated wi th a netwibkwadmhgessfigurhtien inédrmatisn addheeblsdlrmbMitmgaea prefix,
and wherein the jcare of - addr ess as ate W|th n address configuration

i s generat ed BYP eﬂﬁﬁﬁﬂ?ﬁﬁei%so&*’é‘? YY“%M’ EI fier that identifies
the nmobile router. 7. The nmethod of claim1, vvhereln t he nobile router

obtains the care-of- address bg flt | east one of a statel ess address
aut oconfi gur ati on,?and Hednethed of claigy b faghercopmriging sequssting thatyreck e .

50072. 32\WOUJ/ i6:3R888e an address prefix within a set of prefixes be forwarded to the mobile

router.

3. The method of claim 1, wherein the configuration information is
static.

4, The method of claim 1, wherein the configuration information is
dynamic.

5. The method of claim 1, wherein the configuration information is

routing information.

6. The method of claim 1, wherein the mobile router obtains the care-of-
address while attaching to a network, the network associated with a network address,
the network address including a prefix, and wherein the care-of-address associated
with an address configuration is generated by combining the prefix with an identifier

that identifies the mobile router.

7. The method of claim 1, wherein the mobile router obtains the care-of-
address by at least one of a stateless address autoconfiguration, and a stateful

address configuration.

11 M&G No. 50072.32WOUI/NC30620



WD 03/ 043226 PCT/ US02/ 36607 8. The nethod of claim11, further conprising
encapsul ating the configuration information. 9. The nethod of claim1,
further cwopsisi2zng: receiving, at the honme agent, a packetrctrhmb2/sdase! udes a
honme address of the nobile router; and forwarding the packet via the

bi -di recti onal tUQQeI tfﬁ%ﬂ&hﬁ?g%ﬂgﬁ%ﬁ9%55&“mﬁ3¥%%?%n&ﬁﬁnﬁﬂ?§Ewc'ai”'9

further conprising enpl oying ress etrireve

car e- of - addr esmfigucativa ifadationncl uded on the hone agent. 11. A nethod for
supporting nobile routers in IPv6, conprising: updating, by a home agent, a
routing table wherein the routing table includes a routing entry

associ ated with a grobi | Bhgmethed of ¢laim i sfurthacddaiprinkr om t he hone agent;
receiving, by the hone agent, a packet; selectin t he hone aq?ent, a

, by
bi - di rectional tunnel a@%&lﬂ&@@%@ﬁa&enbarmﬁfqtglaﬁmﬂl&e,saﬂﬂemﬁéfl ng¢f ofpy t he
hone agent, t C 0 e nobile router. 12. The nethod of claim11,
wherein the p@g@ﬁ?g&éé@ﬁcﬁned to the nobile router. 13. The nethod of
claim 11, wherein the plackatingshdpsketda thedialirectitmabtunael towiie thebiteet wor k
reachabl e through the nobile router. 14. The nethod of claim 11, further
conprising tuUfMefing, by the nobile router, another packet to the home
agent. 15. The nethod of claim 14, further conprising receiving, by the

nobile router, the other packet froma node on a nobil e network reachabl e
through the nobil®-routhsmethod piglaigyd, fygherconppging crpioing thadonss 043226

PCT/ US02/ 3660a7ddr%s§ to refevE Bl 8F addréds okt a tdb¥ i ﬁg%cijHﬂfei iigefer f or m ng

a |l ookup into a binding cache to obtain a care-of- ress assoclated with
the nobile router. 17. A system for supporting nobile routers in |IPv6,

conprising: a nobjj e r W54 for supporting mobile routers in IPv6, comprising:
updating, by a home agent, a routing table wherein the routing table
includes a routing entry associated with a mobile router that is reachable from the
home agent;
receiving, by the home agent, a packet;
selecting, by the home agent, a bi-directional tunnel associated with
the mobile router;

tunneling, by the home agent, the packet to the mobile router.

12.  The method of claim 11, wherein the packet is destined to the mobile

router.

13.  The method of claim 11, wherein the packet is destined to a node on a

mobile network reachable through the mobile router.

14.  The method of claim 11, further comprising tunneling, by the mobile

router, another packet to the home agent.

15.  The method of claim 14, further comprising receiving, by the mobile
router, the other packet from a node on a mobile network reachable through the

mobile router.
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a hone agent; and a bi-directional tunnel connecting the nobile router to
the home agent, wherein the hone agent is configured to perform acts,
conpri si ngo wBAeRew¥i ng a packet that includes a home addr e®sTafsor/besonobil e
router, and forwarding the packet via the bi-directional tunnel to the
nobil e router, wherein the packet includes an address associated with a
mobil e network. 18. The systemof claim 17, wherein the bi-directional
tunnel is configulfabl eThergethqthel dgigt bnferthesicamprisigg: wherein t he
bi -directional tunnel is statical confi.gurable. .20, The system of claim
T8, “wherei n the bl -ai r SErRGAmE A boRhe FRL b8 Sedie S Poialy F e PLERE T T
system f or supgsidtedgitAeky hebiledvtier.s in | Pv6, conprising: neans for
forwardi ng packets to a nobile network; means for receiving packets at a
hone network; and a bi-directional tunnel connecting the neans for
forwardi ng packetsj7.to A BgstéRdtSupirting aRbIE REltGa aKEWS, coMisspig? a packet
that includes a hone address of the neans for forwardi ng packets and that
is recei ved by the nmearksmplifc rogtesi vi ng packets is forwarded through the
bi -directional tunnel t e e for forwarding packets to the nobile
network. 13 MGNo. 500?2‘?@%’?%@?&&30610

a bi-directional tunnel connecting the mobile router to the home

agent, wherein the home agent is configured to perform acts, comprising:

receiving a packet that includes a home address of the mobile
router, and

forwarding the packet via the bi-directional tunnel to the
mobile router, wherein the packet includes an address associated with a mobile

network.

18.  The system of claim 17, wherein the bi-directional tunnel is

configurable.

19.  The system of claim 18, wherein the bi-directional tunnel is statically

configurable.

20.  The system of claim 18, wherein the bi-directional tunnel is

dynamically configurable.

21. A system for supporting mobile routers in IPv6, comprising:
means for forwarding packets to a mobile network;
means for receiving packets at a home network; and
a bi-directional tunnel connecting the means for forwarding packets
to the means for receiving packets, wherein a packet that includes a home address of
the means for forwarding packets and that is received by the means for receiving
packets 1s forwarded through the bi-directional tunnel to the means for forwarding

packets to the mobile network.
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