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Memory Defragmentation in Chipcards

1. BACKGROUND OF THE INVENTION
_ 1.1 FIELD OF THE INVENTION
The invention relates generally to system software of
computer systems, and deals more particularly with a method
and’syétem for improving memory defragmentation, particularly

enabling chipcards to be defragmented.

DESCRIPTICN AND DISADVANTAGES OF PRIOR ART

A new area of technology with incieasing importance is
represented by the increasing use and acceptance of
chipcards, sometimes called SmartCards and their applications
for many different purposes.

Memory is a limited resource on chipcards. Thusg, an optimum
efficient usage of memory has to be envisaged generally.

Dufing the usage of a chipcard repeated membry allocation
operations are required for storing fresh data and repeated
memory deallocation operations are required after deleting
data in the memory of the chipcard. After a certain amount of
usage in most chipcards the memory is used ineffectively as
it is 'fragmented', i.e., there are a number of 'valid' data
blocks distributed over the entire memory having 'holes!
between them which are only difficult to use for further
storage of data. For a right understanding of the wording
provided herein it should be noted that a valid data block is
meant to be a conventional set of data standing generally in
a semantic context. ‘Valid' is used for indicating that the
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contents of said biock needs to be used by a pfogram
accessing the memory. 'Valid' -stands in cohprast to 'hole’,
indicating that in hole positions are no valid data( i.e.,
the unused gaps between the valid data blocks the use of the
total size of them is the aim of the defragmente?ion

. procedure. Dependiﬁg on the size of the data set .being

represented by the valid data block and the size of the copy
chunks a copy operation of an entire data block can comprise
a plurality of copy chunks, e.g., when the chunks are
relatively small compared to the data block. In reverse, a
whole data block can be contained in a single copy chunk,
too. In application to SmartCards.the memory is often an
EEPROM end_is divided into EEPROM pages as sub—unit having a
size of e.g., 64 byte. '

Today's Chipcards - have different flavors of memory
organization. The EEPROM memory is a non-volatile memory
which keeps personalized data of the chipcard holder. The

- typical applications today store a file system into the card

which is more or less described in the ISO 7816/4 standard.

Other implementations might involve any blocks of data to be
stored in the EEPROM. A general problem exists as mentioned
above, whenever such blocks are deleted. This problem is
called the fregmentation of memory. It appears on deletion of
a block. When a memory block or a file is deleted a 'hole’ of
unused memory is generated. New blocks being created may be
larger than this hole, then they have to be allocated to the
remaining free memory. '

If the newly created block is smaller than the existing hole
it might fit in this or another hole, there will, however, in
most of cases be another smaller hole created which results
from the difference of the block size of the new block and
the deleted block.

If ‘blocks are deleted throughout the card's memory and other
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blocks are created frequently, the chipcard might contain an
essential amount of unused memory holes which cannot be
allocated as ‘each of them is smaller than.a requested block
‘size. In this situation the chipcard would have to be
' fragﬁented in order to allocate additional memory_space'

: thereafter. : - C =

There are different approaches to reduce the impact of
fragmentation}'The memory may be organized in segments and
each requested block is split up in sub-blocks of one .
segments size. This however leaves a hole of up to one
segments srze -one hole on each allocated block. Therefore
this method is less effective for u51ng the memory
-exhaustively. In Germany, the chlpcard manufacturer ODS uses
this system.

Another approach to reduce the impact of fragmentation is, to
‘seek for that hole existing in the chipcard whose size does
have the least difference from the requested block size,
_assumed, that the block size is yet smaller than the selected
‘hole. This method is called the 'Best-Fit-Algorithm' and is
the best known method to keep the impact of fragmentation'
small.

One obvious idea to solve the fragmentation problem is tne
defragmentation of the memory. Defragmentation per sé is well
known for hard disk drives, but not for chipcards. Available
programs for hard disk defragmentation have been sold by
different manufactures. Generally, the process of
defragmentation copies the used memory blocks such, that the
holes between two adjacent blocks are filled. After
defragmentation all blocks are in continuos order, and no
holes exist anymore between the blocks.

Defragmentation in chipcards, however, has been considered as
not feasible by the state of the art operating system
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technology. Not'feasiblé means that.until now no approach has’
been presented which could be realized with an apprbbriate
effort-and performance and which could thus be applied within -
the limits of the available ROM on chipcards. - |

This situation is relevant for'ali currently discusséd'worldu )
wide projects, as e.g. JAVA cards, too, where the subject of
'garbage collection'’ could not be solved due to the existence
of the defragmentation problem. ' *

The defragmentation problem in chipcards appears in two

- flavors. The first problem comes from the organization - of

memory. Typically, the memory is organized such, that the
physical éddresses of memory locations are stored within the
memory itself. A so—called.'descriptor' is intended to be
general expression to mean any means for describing the
location of a particular location in memofy, and in
particular pointers are thus understood by that. The
descriptors mentioned during the course of description and in
the claims are to be understodd in that sense. Thus, a

“pointer is such a location which stores' an address of another

memory location. As most memory architectures are designed as
'linked lists' which is one-of the most effective memory
architectures those addresses are distributed all over the
memory .

Also the file access mechanisms use fixed physical addresses
in order to use files or blocks allocated in memory. A _
defragmentation of the memory would move memory blocks within
the whole EEPROM range. Consequently, all references to
physical addresses would have to be updated in the chipcard.
This requires a high programming effort and will decrease the
performance significantly as in most of the cases it will be
impossible to reach two addresses to be written within one
EEPROM page.
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The other and decisive flavor ef the defregmentation prbblem

represents a problem ‘which is much more difficult to solve

during defragmentation of chipcards. Independent of the

. organization of 'the memory the defragmentatlon w1ll always

have to copy large chunks of memory. However, chipcards must
S be 100 % resistant against power failure, i.e., any kind of
o tpower break - those generated by accident or others generated

by intention .during an attack to the card, for.example.

Consequently it must be possible on a power break, to
reconstruct the memory layout of the chipcard .as to the
beginning or to the end of the defragmentation.

The well known way to do the restoring is realized by so-
called Backtrace or Write Forward Buffers, a reserved memory
location in EEPROM which allows to hold the data layout prior
to any alteration of the EEPROM. Those buffers, however,
cannot work in chipcards as their size must be larger than
the size of any copied EEPROM range

As during a complete defragmentation process up to the whole
EEPROM-range might haée to be copied, e.g.; if a hole is in
the very beginning of the EEPROM, and the memory space is a
very limited resource on chipcards it is impossible to
‘provide an appropriate Backtrace or write-forWard buffer to
restore the EEPROM information after a possible power break.

Thus, in the state-of-the-art technology it is not possible
to perform a defragmentation of the EEPROM in chipcards by
keeping the rules of 100 % power failure resistance.

1.3 OBJECTS OF THE INVENTION

It is thus the object of the present invention to provide a
defragmentation method which requires only a minimum of
programming effort and of additional memory space beyond the



memory space being object to the defragmentation process
while keeping the rules of 100 % power failure resistance.

It is a further object of the present invention to-provide a
. method and system for. defragmenting memory devices in
-'computlng devices having reduced hardwaré and software

resources available while keeping the rules of 100 % power -
failure resistance.

2. SUMMARY AND ADVANTAGES OF THE INVENTION

. 8aid objects of the inbenﬁion are achieved by the features

stated in enclosed independent claims. Further advantageous
arrangements and embodlments of the 1nvention are set forth
in the respective subclaims.

The basic idea comprised of the present invention is to
provide two sets of descriptors having each at least three
descriptors and each set is used in an altefnating manner for
defining thellocation of source and target of the copy
operations which are to be performed during the
defragmentation procedure. The defragmentation procedure is
performed as sequence of copy operations on copy chunks,
i.e., a certain number of sequentially arranged bytes to be
copied being part of a valid data block to be copied. In each
of said copy operations in said sequence the values which are
assigned to said descriptors change. According to a '
characterizing feature of the present invention during the
whole sequence of copy opefations comprised of the
defragmentation process one of the two sets of descriptors
holds information which is usable for restoring the contents
of a copy chunk in case of a poﬁer break during a copy
operation on said copy chunk. Thus, defragmenting.is a safe
procedure, and data integrity is assured. Basically, the



provided solution is not limited to the use in chipcards as
it'can be applied in conventional computer systems, too. The
advantageoué area of application, however, are all devices
hav1ng a reduced potential of hardware and software ~
'_;resources, compared, e.g. to state-of-the-art persgonal

| computer of the year 1999, ‘as e.g. Pentium III. So, it is
suited to be applled in many future 'mlni'- computer devices,
too, as they are developed in course of the next years

It should be noted,‘howevei, that those comparisons need
' always to be considered as relative, i.e. the. 'reduced
potential‘ may increase during the next years, but should
still be compared to the respective state-of-the-art
computing devices of the future years.

- According to the present invention a new solution to the
defragmentation problem is provided which works with a high
performance and which solves the defragmentation problem and
all of its further concerns perfectly and to the whole
extent.

In order to achieve the proposed solution the memory layout
of the chipcard'needs to be designed according to the
following scheme:

Any.reference to the EEPROM memory needs to be relative. The
only fixed physical addresses may be those beyond, i.e.,
before or after that part of EEPROM which is subjected to the
procedure of defragmentation. Within the range to be
defragmented all addresses must be relative, i.e., a length
of a block may be existing but not a physical address.

Furthermore, any memory block needs an identification code
being represented by one or more bytes. This identification
code replaces the usage of phySical addresses. If memory
addressing is required, e.g. due to the selection of a file
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or a memory block the whole EEPROM needs to be searched from
the beginning until the appropriate identification code is
. being found.

" Referring to a further aspect of the present invention a
method to significantly increase thé performance-.of said
.search procedure is provided, too. -

No other pért of the ROM_éode may refer to any physical
address in the defragmentation portion of the EEPROM.

A power failure buffer which'has advantageousiy the size of
one sub-unit of the'EEERdM, i.e;_a page, e.g., of 32 or 64
bytes length, must be implemented such that on a power break
the content of this backtrace buffer is written back to the
physical address being assignéd for the stored data.
‘Basically, said buffer can be used as backtrace or; as a
write forward buffer as well.

As an advantage to be associated to the inventional concepts
chipcards can be defragmented which increases the usage value
of them.

In particular, the defrégmentation method in chipcards can be
realized such that any power interruption at any time within
" the defragmentation procesé does not affect the data
integrity of the chipcard.

Further a two-stage memory allocation is provided
advantageously with a defragmeritation process between a first
-unsuccessful attempt of memory allocation and second later
attempt of memory alloca;ion. Therewith, a defragmentation
on-demand is realized. '

Further, such a defragmentation method can be advantageously
automatically started on demand, i.e., when a trial to
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éliocate.memory-waé_not successful, or, it can be driven by a
.'host program's control command, or, by a user command, or any
:_~o£her.event having. a potential influence on memory

availability. ' '

. 3. BRIEF DESCRIPTION OF THE DRAWINGS

The preéent invenfion is il%ustrated by way of example and is
not limited by the shape of the figures of the accompanying
drawings in which:

' Eig.'l is a schematic repreSentation of the essential
structure of a memory blocks used according to the

present invention,

Fig. 2 is a-schematic representation of the essential
physical and logical elements which participate in
- the defragmentation proéess according to the

present invention,

Fig. 3 is a schematic representation of the essential
- steps during defragmentation including the
essential features of the corresponding control
flow. ' '

4. DESCRIPTION OF THE PREFERRED EMBODIMENT

With general reference to the figures and with special
reference now to fig. 1 an example for the basic memory
structure an allocated memory block 8 is given next below.
Said memory block comprises a conventional header field 10 in
order to fulfill conventional tasks within general memory
ﬁanagement. Said header might be two bytes long and one of
the bits may indicate, if the block is allocated or not.

A field 12 for the object ID comprising 1 byte in the present
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-example is provided according to the present invention in
order to identify the presenf memory block. .This
identification is a must as its function principally consists
in locating'any'particular memory block by searching the
memory sequentially. In cther words, said object ID replaces
the functionality of a physical address in the memory.
Advantageously, sald ID is generated. when the memory block is .
allocated.

Further, a field 13 of 1 byte is provided for holdihg the
parent identification of the object in the hierarchically
‘structured name space.’ '

A field 14 is provided which holds information’ about the
object type. This field is a conventional field and specifies
if the memory block describes a file, or a dlrectory or any
other type of logical or physical devices in the computing
unit.

Next, a field 16 for the file identification is provided. the
file identification comprises two bytes which form the name
of the file, directory, etc. .

Further, there is provided a conventional field 18 holding
file control information, and finally, in a field 20 the data
of the block are found.

With reference to fig. 2 and just describing logical aspects
of the inventional concepts and ‘not the real implementation
in hardware a schematic representation of the essential
physical and logical elements which participate in the
defragmentation process according to the present invention is
given: i |

The portion 34 of the memory to be defragmented according to
the method of the present invention is structured in pages
35. The defragmentation process is controlled by a descriptor
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control unlt 32. Sald unit is connected to an 1ntermed1ate
buffer 36 which has the function of a conventlonal write
forward buffer, or a backtrace buffer. Pr1nc1pally, both ways
can be taken. The operations described later with reference
" to fig. 3 is realized using the connections between the
memory and the control unit, and the control unit and ‘the
back trace buffer, respectively.’ ' '

With reference to fig. 3 a schematic representation of the
essential steps during the inventional defraémentation
process is giveh including the essential features of the
correspondlng control flow. The example refers to
defragmentatlon of a defragmentable portion of a chlpcard s
EEPROM memory 34.

As defragmentation of the memory 34 always takes large
portions of time it is important'to avoid any unnecessary
defragmentation. Unnecessary defragmentation is é_ )
defragmentation which is not necessary as there is still
enough épace to allocate a block. Consequently,
defragmentation according to a preferred aspect of the
present invention is recommended only when a memory
allocation fails due to the fact that no more memory is
avallable in the EEPROM.

If a block of'memory is requested but no continuos memory of
the requested length is available anymore in the chipcard,
defragmentation is started. According to this patent proposal
this has to be done by the steps described below.

Two sets of three descriptors each are provided, each set of
descriptors contains the following structure:

The first descriptor contains the physical address of the
memory location to which the rest of the EEPPROM needs to be
copied to i.e. the address of the first available hole. It is
thus called DestinationPointer or TargetPcinter for the
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purposes of description.

The second descriptor contains the physical address of the
_memory loéation from which the rest of the EEPROM should be
"copied i.e. the address of the memory allocation block after
the first available hole. It is thus called SourEePointer.

. The third descriptor contéins the address of the second,
i.e., next available hole. It is thus called NextPointer for
the phrposeé of description. The length of bytes to be copied
.may be calculated by the difference from the third descriptor
and the second descriptor. |

The three descriptors are present twice as described above.

Howevér-only one set of descriptors is active at a time.
Which set of descriﬁtors is active is determined by an
‘tactive block flég', this is one bit of another byte in
EEPROM which automatically determines the validity of block
set 1 and block set 2. As this bit can only be recognized as
either '1' or '0' by definition of this system there is
always one block being the active block. Thus, the flag is
called a 'Valid Block Flag'.

Another flag being possibly represented through another byte
in the EEPROM indicates, whether defragmentation is active.
Thus, it is called 'DefragActive Flag'. .

The defragmentation is performed as is described in
conjunction with the enumerated steps below:

Step 110: Load descriptor set 1 with the appropriate
addresses (Source Pointer = start address of first hole,
Target Pointer = address of valid block after hole, Next
Pointer = address of next hole.

.Step 120: Set the ValidBlockFlag to indicate the descriptor
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set 1 to be the active block.

Step 130: Set the DefragActive Flag to the status
- "Defragmentation Active”. : -

Step 140: Copy a number of bytes up to the size of .an EEPROM
ﬁage to the Backtrace buffer. The start address of the bytes

to be copied to the Backtrace Buffer is the address contained
in the active Source Pointer.

Concerning now a special case not explicitly depicted in the
drawings, in which the copy source overlaps with the end of
‘the target, i.el, the copy-write operation overwrites the
data of it's own source. For avoiding data loss the
destination address of the entry in the backtrace buffer must
be set to the content of the destination descriptor. )
Therefore the backtrace buffer is used in the function of a
write-forward buffer in this case.

The length of bytes to be copied is determined by the address
of the destination descriptor up to tﬁe address of the next
EEPROM page boundary in order to copy the next block in
chunks of the page size which will increase the speed of the
~ defragmentation.

In case the NextPointer points to a lower wvalue than the
address of the next EEPROM page boundary the length of bytes
is determined by the difference between the content of the
NextPointer minus the content of the SourcePointer.

Step 1505 activate the Backtrace buffer in order to allow
storing the data into the destination address after a
possible power break.

Any power failure will invoke the automatic restore function
of the backtrace buffer such, that after a new power-on the
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data in the backtrace buffer will be copied automatically
into the destination address of the backtrace record. This
function is called the backtrace restore function.

Step 160: set the DestinationPointer of the non-active.
descriptor set to the value of the DestinationPofhter plus
the number of bytes in the Backtrace buffer. Now, the
DestinationPointer points to the next location where to store
the next data. '

Step 170: Set the Source Pointer of the non-active descriptor
set to the value of the SourcePointer of the active
descriptor set plus the size of an EEPROM page.

Decision 175, Step 180: If the SourcePointer of the non-
active descriptor set is larger than the NextPointer of
the active descriptor set, then recalculate all non-active
descriptors according to step 110.

Step 190: Toggle the active descriptor set in order to
make the non-active descriptor set being thé active
descriptor set and consequently the active descriptor
set becomes the non-active

descriptor set.

Step 200: Invoke the backtrace restore function as being
performed after power on. This function copies the bytes
of the backtrace record into the destination address which
equals the content of the active DestinationPointer.

If the backtrace restore function was performed
successfully, i.e., without any power break - decision
202- the backtrace record is made invalid -step 205 and
the backtrace buffer is then automatically deleted.

Step 210: Continue the process at step 140 until the
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defragmentation is- completed.- decision 207.

After a power break situatibn the whole process is continued
accordlng to the information stored in and read from -~ step
220- ' the BacktraceBuffer, as are .at least the

' DéffagmentatlonActlveFlag, ValidBlockFlag and the appropriate
active block step.

Whenever the chipcard receives the first command after the
Answer To Reset it prodesses according to the following
steps:

Step 225 to 230: - Check whether the DefragActive Flag is
set- decision 225 , if no, invoke the backtrace restore

function —stép 227- and continue with normal operation -step
230.

Step 240: Otherwise determine the active descriptor set
according to the ValidBlockFlag.

Decision 245, Step 250: 1If the DefragActive Flag was
found active, and the BackTraceBuffer contains valid data
to be copied -decision 245- compare the address of the
active Destination Pointer with the Destination address
of the Backtrace Record -step 250. If the addresses’
match, delete the Backtrace Buffer and gb to step 140 of
the above scenarios.

If the addresses do not match, go to step 200 of the
above scenarios.

The scenarios from step 110 to step 240 describe a full
function solution to the_Defragmentation problem working
at high performance. Minor alterations of the scenarios
are possible, e.g. the number of bytes to be copied to
the backtrace buffer may be always the length of an
EEPROM page where the source is being fetched always from
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valid blocks.

Tt should be noted that the descriptors need not
necessarily contain the address infbrmation in form.of
pure addresses. Instead, they can contain relative
distances between two phy51cal .addresses in order to be
enabled to calculate a second phy51cal address with the
help of a first physical address and said distance bit
1ength. In this context many modifications to the special
descriptor layout_are able to be appreciated by a person
skilled;in the art. All of them are deemed to be included
in the scope of the claims as appended below. '

Further variations and additional applications of the
inventive concepts can be considered as useful, too:

A combination of the Best-Fit-Allocation mechanism can
advantageously combined with the 'automatic'
defragmentation method, ; i.e., the on-demand feature of
the present invention. -

The defragmehtation method can be provided such that it
automatically resumes defragmentation after a poﬁer
break.

The defragmentation method can be provided where multiple
sets of descriptors are used in order to resume
defragmentation after a power break.

The defragmentation method can be advantageously used in
chipcards or other computer devices having a reduced
potentiél of hardware or software resources, and any
power backtrace/write forward buffer provided thereon can
be used to store information relevant for the resume of
the defragmentation,
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. Further, the inventional method of defragmenting memory
can be implemented completely in hardware.‘Thus, a safe
write operatlon can be assured.

"In the foregbing~specification_the invention has been
described with reference to a specific exempléry .

_embddimént thereof. It'will,.however} be evident that
various modifications and changes may be made thereto
without departing from the broader spirit and scope of
the . invention as set forth in the appended claims. The.

. specification and drawings are accordlngly to be regarded

as illustrative rather than in a restrlctlve sense.
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Method for defragmenting memory devices (34) in
which devices a number of valid data blocks (8) are
copied sequentially and stepwise as a sequence of

. copy chunks from a first position to a Second,

optimized position in said memory device (34),
the method being characterized'by the sfeps of:

using at least two sets of descriptors in an
alternating manner, each set of descriptors being
used for defining the source location, térget
location of a first bopy operation on copy chunks
being part of a valid data block (8) to be copied,
and the location of the destination of é second copy
operation subsequent to the first one,

in which method at least one set of descriptors
holds information being usable for restoring the
contents of a copy chunk in case of a power break
during a copy operation on said copy chunk.

The method according to claim 1, applied to memory
of computing devices having reduced hardware and
software resources.

The method according to claim 1, in which a set of
descriptors comprises at least three descriptors,
said descriptors being provided for holding

information usable to define valid block positions

-and the positions of holes interposed between valid blocks.

The method according to the preceding claims, in
which a set of descriptors comprises three
descriptors, the set of descriptors being used for
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_copying copy chunks, said set being organized such

that a first one of the descriptors comprises
information on the next hole position in the section
of memory being object to the defragmentation -

-procedure, and serving as copy destination during

the next copy éperation, a second one of the .
desdriptors éomprising information on the start
position of the cppy'¢hunk to be copied as a source
during the next copy oper&tion, a third one
comprising information on the position of the next
hole-after.said copy chunk.

The method according to the preceding claim;'in
which the size of said chunks corresponds to a
memory sub-unit, such as an EEPROM page.

A method to operate a chipcard holding the memory
(34) to be defragmented in which a method according
to one of the preceding claims is started
autdmatically-after a trial of memory allocation
which could not be satisfied.

The method according to the preceding claim, of:
which the start is triggered on a program command
issued by an application serving as a host for the
computer device holding said memory to be
defragmented, or on a predefined action of a user
associated with the computer device holding said
memory to be defragmented, or on any other
predefined event.

A chipcard being programmed in order to perform a
defragmentation method according to one of the
claims 2 to 5.

- A computing device other than a chipcard having a
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reduced po_tential of hardware or software resources
being programmed in order to perform a
defragmentation method according to one of the
claims 2 to 5.
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