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FIGURE 4
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Data owner sets permissions for data sharing
(505)

:

Data owner permissions communicated to privacy
server
(510)

:

Data owner’s permissions provisioned to electronic
device
(515)

!

Encrypted data acquired from one or more device
stored at privacy server
(520)

!

Data communicated to electronic device(s) based on
permissions
(525)

FIGURE 5
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First user (data owner) enrolls with
privacy application on first user
electronic device
(605)

v

First user sets data sharing preferences
in privacy application
(610)

!

First user’s data sharing preferences
saved to privacy server
(615)

v

Second user enrolls with privacy
application on second user electronic
device
(620)

Second user inherits first user’s data
sharing preferences
(625)

!

Third user enrolls with privacy
application on third user electronic
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First user requests permission from
third person to share data with first

device
(630)

FIGURE 6

user
(635)

Third user grants request to share in
privacy application
(640)

'

Privacy server updates data sharing
permissions
(645)

!

Privacy applications update data
sharing permissions based on received
data sharing permissions

(650)




