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SYSTEM FOR INTEGRATED MONITORING AND MANAGEMENT OF NETWORK DEVICES IN A
TELECOMMUNICATIONS NETWORK The present invention relates to 5
telecommunications networks and, more particularly, to a graphical. user
interface (GUI) system for integrated monitoring and management of network
devices 1I1 a telecommunications network. 10 Telecommunication networks,
such as telephone networks, include a number of different components
'Typically, telecommunication networks include network devices that are
interconnected by links that facilitate l communications. Examples of
network devices are digital 15 cross connects (DXCs) multiplexing
equipment, line termination equipment, computer systems, and fiber
transmission systems. A "links" " as generally used herein, is a physical
connection between the network devices that carry network traffic. n single
lint; may 20 include multiple truncks which are logical channels of
communication. Monitoring and managing telecommunications networks using
prior art systems is difficult due to the mixture of different types of
systems and interfaces 25 involved. For example, a restoration system that
restores traffic in a telecommunications network after a failure must be
able to communicate with each of the different types of restoration
devices. 'These restoration systems require human intervention in which 3U
many restoration functions are performed by restoration management staff.
These restoration functions include monitoring the network, analyzing
network problems,     1 8 P~if,R Q003 



\~JU UU/177G3 PC'f/US99/22U42 configuring network devices and
communications links,managing restoration systems, and manual control
ofnetwork devices (e.g.) restoration devices) used inparticular to restore
the networ)c to a normal operational5condition.Prior art restoration
systems enable users toperform some of the restoration functions from a
singlecomputer terminal. A computer terminal is well known inthe art and
includes a display screen and an input10device, such as a keyboard However,
in the prior art,restoration management (RM) staff must use many
differentRM systems, which entails accessing the various RMsystems with
different interfaces displayed on displayscreens of one or more RM
terminals. In addition to15different interfaces, including graphical user
interfaces(GUIs), RM staff must use more than one RM terminal, orlog on to
more than one RM system with the same RMterminal. The RM systems, employing
RM terminals fordifferent tasks such as pre-planned management and
real-2Utime dynamic restoration, differ from one another, whichforces a
user to remember a wide assortment of keystrokecommands and multiple
meanings for function keys becauseof inconsistent commands and function key
definitionsamong the RM systems. Often times, the commands and5function
keys are cryptic and hard to remember Due tolthe lack of integration of the
RM systems and RMterminals, no universal set of commands are applicableso
additional effort is needed in learning multiplecommands for the multiple
systems for the same or similar30function. As a result, additional
training, review andoperational time is needed and additional costs
areincurred to use the many interfaces involved and to -2   l Ei h~hR ~~U3
wo oon ~~~~3 rcmvsyyi2zoaz perform tl~e multiple log-on tasks or use the
multiple RM terminals required with the prior art systems. The present
invention overcomes the limitations 5 of the prior art, and provides
additional benefits by providing a universal graphical interface for
monitoring or managing a network The graphical interface is windows-based
and provides control features that greatly reduce any need fox Keyed
commands while greatly 10 increasing ease in learning and using the systems
involved. h consistent graphical user interface over all systems involved
provides additional benefits) such as removing the requirement for multiple
commands to perform similar functions. The present invention thus reduces
15 the amount of time required to learn and perform the carne monitoring or
management tasks. The present invention is directed to a graphical user
interface system for integrated monitoring or management of network devices
or resources in a 20 network An aspect of the invention is in a
telecommunications network having telecommunications network devices where
each telecommuications network device has a device-specific communication
format for communications via the telecommunications network. A
telecommunications network monitoring or management system has a processor
configured to execute telecommunications monitoring or management processes
and an internal communications process. The processor is configured to
access the telecommunications network and 



3U data networks for process communications. Device interface processes are
configured to execute on the processor. Each device interface process is
configured _3_   ~ 3 f~~~~ 7n03 1~VU (10/177G3 PC'f/US91/22042 to
communicate wit? one of the telecommunication networkdevices and with a
graphical server process of thetelecommunications network monitoring or
managementprocesses. The device interface processes are configured5to
translate communications between a communicationsformat of the graphical
server process and a device-specific communications format of one of
thetelecommunications network devices. The graphical serverprocess is
configured to communicate with the10telecommunications network devices via
the deviceinterface processes and other of the telecommunicationsnetwork
monitoring or management processes. Graphicalinterface processes are
configured to communicate with agraphical server process and with user
terminals via a15data network wherein communications are exchanged
betweenthe user terminals and the telecommunications networkmonitoring or
management processes and between the userterminals and the
telecommunications network devices.In accordance with a further aspect of
the20invention, the telecommunications network monitoring ormanagement
processes comprise telecommunication networkanalysis, restoration, or
maintenance processes. Thecommunications exchanged between the user.
terminals andthe telecommunications monitoring or management processes;
25and between the user terminals and the telecommunicationdevices include
data and commands . The communicationexchanged between the user terminals
and thetelecommunications network monitoring or managementprocesses and
between the user terminals and the3Utelecommunications devices include
audit commands, and inresponse to the audit commands, status information on
tl-the _q_   (i ~Lir~,i1 %ulii) wU UU/177G3 PC'f/US99/22U42
telecor<ununications networJc, including telecortuuunications networ)c
J.inJ; status and tl~e networ)c device status . -- In accordance with
another aspect of_ the invention, the user terminals are configured to
display a 5 graphical user interface with a main windov~ configured to 



integrate a plurality of vaindows used in monitoring or managing the
telecommunications networ)c. 'fh a graphical user interface has control
options comprising file, control, restoration, restoral sets, devices, or
reports. lU ~1'he graphical user interface is configured to integrate
access to all telecommunications network monitoring or ~oanagement options
and status indicators under a main graphical user interface vaindow. The
graphical user interface has graphical objects indicating status of the 15
telecommuxiications network. Figure 1 is a blocJc'diagram of a generalized
network topology of an embodiment of the present invention. 20 Figure 2 is
a bloc): diagram of details of the depicted embodiment of the present
invention of Figure 1. Figure 3 is a bloc): diagram of the internal
communications process of the server of Figure 2. Figure 4 is a bloc)c
diagram showing data flows of components of the server of Figure 2. Figure
5 is a bloclc diagram showing data flows of processes of a GUI component of
Figure 4. Figure 6 is a block diagram showing data flows of processes of a
Data Management component of Figure 9. 30 Figure 7 is a block diagram
showing data flows of processes of a RTR Management component oL Figure 4.
-5   ~ 8 f~'~l~(' ?_003 \~I'o 001177G3 PCT/US9J/22042 



Figure 8 is a blocJc diagram showing data flows of processes of a Fault
Analysis component of Figure 9. Figure 9 is a blocJc diagram showing data
fJ.ow, of processes of a Restoration Control component of Figure 5 9.
Figure 10 is a bJ.ocJc diagram showing dal.a f 7.ows of processes of a
Networ)c Control component of. Figure 4. Figure 11 is a representation of
th a Main window of the GUI of a depicted embodiment shown in lU Figure 2.
Figure 12 shows a File pull-down menu of a File menu selection of Figure
11. Figure 13 shows a Control pull-down menu of a Control menu selection of
Figure 11. 15 Figure 14 shows a Restoration pull-down menu of a Restoration
menu selection of Figure 11. Figure 15 shows a Restoral Sets pull-down menu
of a Restoral Sets menu selection of Figure 11. Figure 16 shows a Devices
pull-down menu of a 20 Devices menu selection of Figuxe 11) Figure 17 shows
a Reports pull-down menu of a Reports menu selection of Figure 11. A system
interlace, and in particular, an I 15 apparatus and corresponding method
for a graphical user interface (GUI) system for monitoring and managing
networ)c devices and resources in a network is described in, detail below.
In the following description) numerous specific details axe provided, such
as specific 30 processes, restoration functions, specific component
architectures, applications in a telecommunications network, etc., to
provide a thorough understanding of _(_  



~ ~i f~!,~,li l(IU;1 WO 001177G3 PCT/US99122042 embodiments of the
invention. One skilled in the relevant art, however, will recognize that
the invention can b_e practiced without one or rnore of tire specific
details, or with other processes, architectures, 5 hardware, etc. In other
instances, well known structures or operations are not shown or described
in detail to avoid obscuring the description of the embodiments.
"Monitoring and managing" network devices, such as devices in a
telecommunications network, typically 10 includes monitoring the networJ~,
analyzing network problems, configuring networl: devices and
con~nrunication ' ' linJcs, managing restoration systems, maintaining the
telecommunications networJc, manually controlling network devices,
generating restoration, maintenance, and 15 operational plans, among other
networJc analysis, restoration and particular maintenance and operations
functions. The depicted embodiment is described in particular terms related
to restoration of a telecommunications system. However, the present 2U
invention is not restricted to only restoration systems, but inc7.udes a11
other functions to be performed in a telecommunications monitoring and
management environment. Figure 1 shows a networJc topology) in block
diagram format, of a generalizec9 embodiment of the i present invention.
The bloc); diagram of rigure 1 shows how operational elements involved are
related regarding general network communications. A generalized GUI system
110 includes a Monitoring and Management Server 120 (also referred to
generally as a processor.) and GUI terminals 30 130a, l3Ub and 130c. The
GUI terminals 130a, l3Ub and 130c and external systems 19U communicate with
tile Monitoring and Management Server 17.0 over a computer  



~~if;~ 1~!~,~ 1~~0 001177G3 PCT/US99122U42 networlc 150 (also referred to
generally as a datanetworlc) . In the depicted embodiment, tl~ze Monitoring
andManagement Server 120 performs restoration functions aridhosts a
restoration systern referred to as a Real-Time5Restoration (R'I'R) system.
A GUI to the R'fR system isdisplayed on the display screens of GUI
terminals 130a,130b and 130c. Typically, a user selects options whichare
displayed on the GUI of a display screen of a GUTterminal 130. The user
selects the options by using a10computer input device, such as a
trac)cbal7., mouse, orother input device )mown in the art. Therefore,
thedepicted embodiment provides a system and method in whichall user
options are integrated under a unified, andeasy- to-use user interface for
monitor ing and managing15telecorrununications networks 17U.In the depicted
embodiment, the GUI terminals130a, 130b and 130c are referred to as
RestorationManagement (RM) terminals. The RM terminals aretypically
embodied as workstation terminals such as DEC20Alpha wor)cstations and are
connected to the Monitoringand Management Server 120 hosted on a DEC Alpha
servervia DECNet messaging over the computer networ)c 150. Thecomputer
networJc 15'0 is preferably a local area networ)c(LAN) or wide, area
networlc (WAN) . The block diagram_5Lormat of rigure 1 is not intendec7 to
limit theparticular networ)c topology to any certain type. F'orexample, the
computer networlc 150 could have a topologyof bus, ring, star, or any other
type or combination.The external system 140 represents external30systems
that are connected to the computer networ)c 15U.`1'l~ie number of external
systems is not limited to the oneexternal system 140 shown, but can include
numerous other _g_   ~ c~ if~.~; ~oa~ WO 00/177G3 PCT/US99122042 external
systems. The external systems feed data to the Moni for ing and Management
Server 12 U . Tn the depic~,:ec3 embodiment, the RTR system on lle
Monitoring and Management Server 120 receives data from external systems 5
via tl~ie computer network 150. This data can include topology data and
network fault analysis data. The external systems can also collect data
from the Monitoring and Management Server 120 such as networlc alarm data.
1(J 'The Monitoring acrd Management Server 12.U receives commands from the
GUI terminals 130a, 130b and 130c over the computer network 150. In
response to these commands, the Monitoring and Management Server 120 sends
control signals to telecommunications devices 160a-l6Ue 15 via
telecorrununications links 165. A telecommunications network 170 includes
the telecommunications devices 160a160e and the telecommunications links
165. The teleconununications network 17U is not limited by the bloclc
diagram format of Figure 1, but can have a network 20 topology of any sort
found in the teleconununications art. Telecommunications devices 160a-160e
are any device found in a telecommunications network. In general, the
teleco~rununications devices and resources have devicespecific
communication formats for corrununicating over the 



^` , teleconununications network. In the depicted embodiment, these devices
include restoration devices used for restoration of the telecommunications
network 170. An exemplary restoration device is a digital cross-connect
(DxC~', which switches circuits based on external 3U corrunands. h DXC 3/3,
for example, has ports that support DS-3 trunks and switches traffic among
these DS-3 ports. A restoration network typically includes several of these
~ ~1 h'~~;i; l003 WO UOI177(3 rCTiuS99izzu4z devices as part of the DS-3
transmission network) placedin between network switches. In the depicted
embodiment,the teler_ornmunications networ)c 17U uses X.25 protocolswith T1
links.SFigure 2 illustrates the internal processarchitecture of a
Monitoring and Management Server 120hosting the RTR system referred to as
an RTR sexvex 210.The GUI System 110 in the depicted embodiment is an
RTRGUT Systern 212 and is described further below. The10l~etwor)c
Provisioning Systems are particular systemshosted on one of the external
systems 140. In the'depicted embodiment, the external system l40 is
a'Topology Replication Server (TRS) 22U. The l~etwor)cProvisioning Systems
on the TRS 2U0 provides networl;15topology data via computer networ)c 150
to a Real-'t'imeTopology Database 222 hosted on the RTR Server 21U. TheGUI
terminals 130 in the depicted embodiment arerestoration management (RM)
terminals 224 (also generallyreferred to as user terminals). The RM
terminals, 2292Ucommunicate via the computer networJc 150 to one or
moreGUI~Client 226 processes (also known as graphicalinterface processes)
on the RTR Server 210.Communications include sending and receiving
data)cornrnands such as audit commands to query status of lin)cs~5and
networJc devices and configure network devices, andunsolicited alarms. Trz
the depicted embodiment, the GUIis an X-Windows application. GUI Clients
226 on the R'fRServer 210 transmit GUI windows to an RM terminal 224over
the computer networ)c 150. Preferably, there is one30GUT Client 226 for
each RM terminal 224. The GUI Clients226 provide an integrated GUI display
to the RM terminals224. As a result, the depicted embodiment provides a -lU
VrS1~5I1 ~UU.~ 1~'O 00/177G3 ncTms~9~z2oaz corrsistent easy-to-use
interface for monitoring and managing functions of telecommunication
networJcs 17U . 'fh.e GUI display is described .further below. t.Jsers, via
1'tI~~1 terminals 224, provide respective GUI Cl:ierrts 226 with 5
conunands and data. In the depicted embodiment, the telecommunication
devices 160 are network restoration devices 228 and communicate v9a an X.25
lin); 230 with NetworJc Tnterface Front-End (NIFTE) processes 232
(generally known as device interface processes? running 



10 on the RTR Server 210 described further below. ns part of the depicteU
embodiment, a single GUI Server. 234 running on the RTR Server 210 provides
an interface between all GUI Clients 22G and each process running on the
RTR Server 21U. Upon receiving user data 15 and commands from an RM
terminal 224, a GUI Client 226 sends the data and commands along with user
registrations and deregistrations to the GUI Server 234. The GUI Server 234
performs most of the intelligent processing to enable GUI functions. In
addition, the GUI Clients 226 20 write event messages to client logs for
system diagnostics and send text-based reports to local printers. Like a11
RTR processes, the GUI Clieni;s 226 acid GUI Server 234 read in system
logicals at start-up to initialize run-time parameters. System logicals
include an Execution State, a Readiness Mode and other modes of the RTR
Server 210. The R'),R Server 21U also Hosts other processes related to
restoration. The RTR GUI System 217, in the depicted embodiment comprises a
single GUI Server pro~~ss 234 on the R'fR Server 210, one oa: more GUI
Client 30 Processes 226 on the RTR Server 210, one or more RM terminals 224
and various process interfaces between the GUI Server 234 and other
processes on the RTR Server 210.   1 EI ~'~1P,1, 2J'i~ WO 00/177G3
fC'r/US99I22042 fhe Jcey restoration processes are shown in Figure 2 andare
described as follows:Although the depicted embodiment uses one R`fRServer
21U to host a11 the processes, this does not limit5the invention. In
another embodiment, more than one RTRServer 210 shares tile processing load
so that theprocesses are distributed among more than one R'1'R Server.210.
Also, in the depicted embodiment of the presentinvention, duplicate RTR
Servers 210 axe used as backup10devices to the operational RTR Server 21U.
Distributingprocessing load among more than one server and usingduplicate
servers as backup devices are well known in theart.h Plan Manager process
236 and Pre-Plan Files15Database 238 allow users of the RTR Server 210 to
performpre-planned networlc restoration in addition to
real-timerestoration. Restoration pre-plans are stored in thePre-Plan Files
Database 238. 'rhe Plan Manager process236 is responsible for generating,
maintaining, and20retriev9.ng pre-plans for implementation.A RTR Database
222 includes all networktopology for the external Network Provisioning
Systems,hosted on the TRS 220. 'fhe RTR Database 222 is populatedwith
periodic data feeds from external systems, includingG5all topology data.
These data are then filtered topopulate a Real-Time Network Device Database
(RTNDD)290.The RTNDD 240 is implemented in global sharedmemory of the RTR
Server 210. The RTNDD 240 providesreal-time data on the current
configuration and topology30of the restoration networJc. The R'rNDD 290
includes amemory-resident database accessible to processes hostedby the RTR
Server 210 (R'TR processes? for data reading -12   1 fi (''~r~~,i 101i3
1~V~ 00/177(i3 



PCT/US99122U42 and is accessible to some RTR processes for real-time data
updates. A 'rrun)c/llction Database 242 stores log files for actions that
have been dispatched and trunks that are impacted by an outage. An Action
Log in the 5 Trun);/Action Database 242 includes actions that have been
d~.spatched Lo restoration devices along with t:lie results of each action.
Actions axe typically cross-connect or disconnect commands. The GUI Server
234 reads the ActiOrl Log and transmits the actions to be displayed on the
GUI lU of the RM terminals 224 via the GUI clients 226. n 'Trunk Log
includes trunks that have been identified as impacted by an outage. The GUI
Server 234 reads the '1'runJc Log and sends this information via the GUI
clients 23G to the RA9 terminals 224 to be displayed on tl~ze GUTS of the
RM 15 terminals 224. A Control Manager process 244 serves as an interface
to external systems. The Control Manager 244 receives commands from the
external systems, distributes these commands to the appropriate internal
processes, and 20 ensures responses are returned when needed. It also
maintains system logicals, which are run-time parameters of the RTR Server
210. The GUT Server 234 sends a11 slate and mode changes and reguests for
status to the Control Manager process 244. y process 246 reads 1r1 alarm ~
A Fault Anal sis data from external systems along with networlc topology
data from the RTNDD 240 and the R'rR Database. 'the Fault Analysis process
246 employs inference engines to analyze these data to detect networJc
outages. When an outage is 30 detected, it sends an outage announcement to
the GUI Server 239 and other RTR~processes. The Control Manager process 244
changes the status of the processes from -13   ~~r;1 '(~ir,,~ -~ ! ~~ i'1'O
00/177C3 acTmso9izzuaz 



normal to alert when it receives an outage announcement from the Fault
Analysis process 296. A Restoration Coordinator process 248 serves as the
main interface for all processes laving a Restoration 5 Control function.
The Restoration Coordinator 248 -receives commands from other RTR proce~;
ses including conunands from e~tternal systems via the Control Manager 244
and distributes the commands to R'rR processes having a Restoration Control
function. Distribut9on of conunands lU to other processes often requires a
specific tuning and sequence which the Restoration. Coordinator process 248
controls. The Restoration Coordinator process 248 l includes other
processes that perform real-time restoration. These processes are a L~real;
J.solator, 71 15 Dynamic Route Generator, and an action Dispatcher process.
As explained more fully below, the RTR GUI System 212 enables a user to
control many restoration functions by the user interacting with a single
GUI. The 20 GU2 may have different display windows displayed on the display
screen of the RM terminal 224, but a11 the display windows are integrated
under a conunon main display window. Tmportantly) the display windows are
also controlled similarly to allow for ease of operation. 'The l5
restoration functions incJ.ude sending manual restoration conunands to
restoration devices 228. The GUI Server 234 sends a11 the restoration
commands to the Restoration Coordinator process 24S and receives bacJc
confirmatibns. The confirmations are used to display status to the user 30
on the GUI displayed on the display screens of the RM terminals 224 via the
GUI Clients 226 and the computer network 150. -14   Ir~l~, ,1~ 1 vrc~
oun~~c3 rcTius~9~zzuaz 



h Verification Manager Process 250 performs routines to verify the current
topology of the restoration network and to update the networJt topology
data .lll the RTNDD 240. The Verification Manager process 5 250 generally
requires no human intervention. However., the GUl system 110 does provide a
control interface to the verification Manager process 250 so that users can
initiate an audit of spare capacity in the restoration nei:worlc. lU 71
Report Manager process 252 processes various data from the RTNDD 240, R'fR
Database 222, and RTR Server 210 system logs to provide reports on
restoration operations. The GUI System 110 provides an integrated GUT
displayed on the RM terminals 224 to access the 15 Report Manager process
252. 71 user can then request reports and view reports on-line by using a
GUI on an RM terminal 234. n Networlt Control Coordinator (NCC) process 254
and Networ)t Interface Front-End (NIFTE) processes 232 20 provide necessary
interfaces between the GUI Server 234, with its particular communication
format, and the restoration devices 228 with their device-specific
conununication formats. An individual NIF'fE process 232 provides
communications and control interfaces for each '" , restoration device 228
to the R'fR Server 210. `There is one NIFTE process 232 for each
restoration device 228. The GUI server 234 interfaces with tile NCC process
254, where the NCC process 254 distributes GUI messages to the appropriate
NIFTE process 232. 3U Processes on the RTR Server 210 can communicate with
each other via an internal communication T>rocess. In the depicted
e~trbodirnent) the internal conununication - I 5   1 8 I~~`~,~ eOC.'i VJFJ
00/177G3 PC'I'/US99/22U42 process uses messages passed among internal
mailboxes.!~s shown in Figure 3, RTR process 310 passes messages toother
processes such as the GUJ server 234 via a ServerMailbox 312. In turn, the
GUI Server 239 passes messages5to the R'1'R process 310 via an RTR Process
rTia~ilbox 314.Messages are sent from the GUI Server 234 to GUI
ClientProcesses 226a, 226b and 226c via Client Mailboxes 318a,318b, and
318c, respectively. The GU1 clients 226a,226b, and 226c can send messages
to the GUI Server 2341()via the Server Mailbox 312. 'rhe GUI Server 210
eitherbroadcasts messages to a11 GUI Clients 226 currentlyregistered or to
individu al GUI clients 226. The RTRProcesses send messages to the GUI
Server 239( which thenbroadcasts th a message to all GUI Clients
currently15registered and listed tin a broadcast list in the GUIServer 234.
When a GUI Client 226 has an updatenotification, the notification is sent
to the GUI Serverand the GUI Server 234 will broadcast the update to eachof
the other GUI Clients or to an RTR process depending2Uon the destination of
the update. As a result) each GUIClient process 226 only needs to have the
mailbox addressof the GUI Server process 234 and be registered with theGUI
Server process 239.When a GUI Client 226 process is initiated,
it'Sregisters with the GUI Server 239 via the GUI Servermailbox 312. The
GUI Client 226 passes a return addressof the GUI Client mailbox 31B to the
GUI Server 234 aspart of the registration message. ~t'he GUI server 239then
connects to the GUI client mailbox 318 which allows30the GUI client 226 to
receive broadcast messages from theGUI Server 234. If a user of a GUI
Client 226 regueststo exit a GUI client 226, the GUI Client 226 sends a 



-1 G   Irji;;.; ;1~'~ VI'Cj 0(1/177G3 PCTIUS99I22U42 deregistration message
to the GUI Server 239 to be removed from Lhe broadcast list of the GUI
Server 234. In the rare event of an abnormal termination of an GUI's
Client, the GUI Server 234 sends out a periodic hello 5 message to each GUI
Client 226. If the GUI Client 226 does not answer within a specified time
or number: of hello messages, the GUI Server 234 will automatically remove
the GUI Client 226 from the broadcast list. In a similar manner, if a GUI
Client 22G does not receive a 10 hello message f_rorn Lhe GUI Server 234 wi
thin a specif fed time, then the GUI Client 22G will re register with tl5e
GUI Server 234. Figure 4 shows a data flow diagram for the processes on the
RTR Server 210. For ease of 15 illustration, some processes are grouped
into higher level components. For instance, the GUT Server process 234 and
GUI Client processes 226 are grouped into GUT component 410. The GUI
component 910 is shown at a more detailed level in Figure 5 where both
external and 20 internal data flows are depicted. Figure 4, and the data
flow diagrams of Figure 5 through 10, are generally self-explanatory to
those slcilled in the relevant art. These data flow diagrams identify
various data types and the appropriate routing to and from other processes
for such data, as shown in Figures 4 through 10. To avoid obscuring otlzer
important aspects of the invention, only summary descriptions of such
Figures are provided herein. For more thorough und~i~standing, those
skilled in the relevant art are 3U directed to the Figures themselves. 11
Data Management component 412 of Figure 9 includes the RTR Database 222 and
the RTNDD 290 processes - l 7 



1 E3 I~'n:i 2u3 1~1~0 00/177G3 PCT/US9912?.042 of the R'fR Server 210 shown
in Figure 2. The Data Management component 412 also includes a Data Manager
process 610, a Create RTNDD process 612, and a Report Management process
614 as shown i~~ Figure G . '1'l~e Report 5 Management process 614 includes
the Report Manager process 252 shown in Figure 2. A RTR Management
component 414 of Figure 4 includes the Control Manager process 244 of the
RTR Server process 210 shown in Figure 2. The RTR Management 10 component
414 also includes an Update Manager process 71U, a Data Server process 712
and a Fail-Over Processing process 714, as shown in Figure 7. A Fault
Analysis component 416 of Figure 4 includes the Fault Analysis process 246
of the RTR Server 15 of Figure 2. 7.'he Fault Analysis component 416 also
includes an Alarm Collector process 810) a State Server process 812, a
Database Server process 814, and an Outage Database Server process 816, as
shown in Figure 8. h Restoration Control component 418 of Figure 4 2(1
includes the Restoration Coordinator process 248 of the RTR Server 210 of
Figure 2. The Restoration Control Component 418 of Figure 4 also includes a
Break Isolator process 910, a Plan Manager process 912, a Route Generator
process 914 and an Action Dispatcher process ~5 916 as shown in Figure 9. A
Network Control component 420 of Figure 9 includes the NCC process 254 and
the NIFTE process 25G of the RTR Server 210 of Figure 2. The Networ)c
Control' component 420 also includes an Interactive Device Control 30
System (IDCS) Gateway Interface process 1010 as shown in Figure 10. The
Verification Management process 25U is shown along with a monitoring
process 422 in Figure 9. _ I 8_ 



l; I~"r~'~~ ( j~ll,J VVO OU/177G3 PCT/US99/22UA2 The RTR GUT system i12
allows a user at floe RM 'Terminal 229 to manage and monit-oz- restoration
of a telecorrununications networl; in a manner that is easy to learn and
perform compared to prior art systems. Tl~e 5 following functions are
included in tl~e management and I110171toring p~-ocesses of restoration.
`fhe R'fR GUI system 212 allows a user to configure the RTR Server 210
interfaces and linJcs with restoration devices 228. n user- can configure
tlae 10 parameters of the RTR Server's interfaces with each restoration
device 228. These include the parameters that the NIFTE processes 232 read
at start-up as well as ,l run-time parameters. 'the parameters include, but
are not limited to, link status) 1in)c auditing intervals, and 15 message
bundling, which ar_e well known in the art. h user can designate one
teleconununications channel as primary and another telecommunications
channel as bacl; up. Each X.25 link comprises four channels. Each channel
handles either audit conunands) connect/disconnect 20 conu~iands,
administration commands, or unsolicited alarms. These channels can be
configured through the RTR GUI system 212 by a user stationed at an RM
terminal 224. With the RTR GUI System 212 a user can configure X.25
switches to add, delete, or modify '' ' addresses for restoration devices.
?~ user can also change X.25 packet routing and re-home devices to other
sites having additional RTR Servers 21U or switches. With the RTR GUI
system 212 a user stationed at the ~M Terminal 234 can turn X.25 links to a
restoration 30 device 228 on or off. For example, a user can take one or
both X.25 links out of service for maintenance. This 



_ 19_   ll ~it;rl~~ r~u d~'U UU/177G3 PC'~lUS9Jl22U 12 would cause the RTP.
Server 210 to use hack-upco~rununications .With the R'fR GU7: System 212 a
user can controlthe restoration devices 228 manually during a
restoration5process. A user can also reroute traffic f-.rom
atelecommunications device in order to perform maintenanceactivities. This
can be either done in real-time withdirect interaction with the devices in
an R:l'R NativeMode, or can be pre-planned.lUThe RTR GUI system 212
provides real-timedisplays of the status and health of a
traffic-bear.ingte7.e'co~runuilications networJc. 11 user stationed at the
RM'ferrninal 224 can receive alerts regarding any detectedoutages as well
as identification or impactedIStelecommunications trunlcs. The R'rR GUI
system 212 alsoenables a user to monitor restoration devices.
~!'lremonitoring can be done both on a device level, where thedevice is
represented as a single functional component,and on the port level, where
each port of a device is2Umonitored. By monitoring ports, a user can
effectivelymonitor trun)cs between devices.The RTR GUI system 212 also
enables a user tomonitor the X.25 links and switches between a RTR
Server210 and the restoration devices 228. h user can monitorin real-time
the status of each linJc as well as thetraffic exchanged between an RTR
Server 210 andrestoration devices 228. ~ user can also perform auditson
restoration devices 228 and on X.25 links.With the RTR GUI system 212 a
user'can3Uefficiently and effectively manage restoration plans thathave
specific designated tas)cs, all with a unified GUI.This can be done for
pre-planned restoration and to -2U   ~'If/,~11 ~JiJ.~ ~~~o oor~~~
y~C~rnus99r22aa2 corrtrol the restoration networ)c for maintenance
activities. 11 Restoral Set includes Custom Restoral Sets described further
below and Failure Spans. ,~ Failure Span.is a segment of the transmission
networ)c that can be 5 restored with a single restoral route in a pre-plan.
The user can create, delete, or modify Restoral Sets. n user can also
create, delete, or modify pre-plans and implement the pre-plans. A user can
initiate the preplan generation process in general or for certain lU
Restoral Sets in jeopardy. 11 user can also rnonitor the status of
pre-plans arrd approved pre-plans that have been generated. 



The RTR GUI system 212 also enables a user to efficiently and effectively
monifor and manage RTR 15 processes and the overall RTR System by
manipulating various parameters) all with a unified GUI. For example, A
Dynamic Route Generator (DRG) mode of an RTR System can be enabled or
disabled. When enable, the R'fR System operates in a real-time restoration
mode. When disabled, 2U the RTR System operates in a pre-plan mode. A user
can also manage RTR processes by creating) deleting, or modifying Restoral
Sets. The RTR GUI system 212 enables a user to perform the management and
monitoring functions as described above through a single GUI to a single
GUI system while stationed at an RM Terminal 224 in the depicted embodiment
of the invention. The resulting consistent interface assists the user in
controlling and perfArming the many functions involved without resorting 3U
to the cumbersome commands and controls of the prior art systems. The
functions themselves are performed by RTR internal processes. _2 l   ~ f~
I'~~,n 1UJ3 i'VU UU/177G3 PC'f/US99/22U42 As shown in Figure 11, a Main
window 1100 of the GUI, as displayed on the display screen of an RM
terminal 224, comprises a series of pull-down menus 111U) a series of
status buttons 1130, and an Announcements 5 section 1150. The pull-down
menus 111() include File 1112, Control 1114) Restoration 1116, Restoral
Sets J.118, Devices 1120, Reports 1122, and llelp 1129. The series of
status buttons 1130 include LxecutiOrl State 1132, DRG State 7.134,
Readiness Mode 1136, Current Mode 17.38, Linl: 10 Status 119U, Unapproved
Pre-Plans 1142, Plan Generator 1144, and Alarm 1196. The pull-down menus
111U provide users with i easy access to most of the R'.t'R system
functions. Prom the main GUI window 1100 a user can select a "File". 15
option 1112. Selecting the "File" option 1112 allows the user to access the
File menu 1200 as shown in Figure 12. Tlae first option of the File menu
1200 i.s a "Refresh" option 1212. The "Refresh" option 12l2 forces an
update to a list displayed in the Main GUI window 11U0. A 



20 "Print" option 1214, when selected, causes the currently displayed
announcements in the hnnouncements section 1150 of the Main GUI window 1100
to be printed. An "Exit" option 1216, when selected, causes the R.M
terminal 224 running the particular Main GUI window 1100 to cease i
corrununications with the GUI Client process 22G serving the particular RM
terminal 229 and to exit the GUI program executing on the RM terminal 224.
11 "Control" option 114 of the Main GUI window 11,00, when selected, allows
a user to access the Control 30 menu 1300 as shown in Figure 13. A "Ch nge
Password" option 1312, when selected, allows a user to change a password
used to access various RTR system functions. A _22_   1 d I~'~';f,' 2C03
VVU UU/177G3 1'C'f/US9)/22U42 "visable I/0" option 1314, wizen selected,
allows a user to mute an audible alarm signal. A "Maintenance Mode" option
131G, when selected, allows a user to access maintenance functions. These
maintenance functions are 5 added to other restorat7.0I1 functions. Unce
added, the maintenance functions stay enabled until tl~e user exits horn
the RTR System ray selecti_ng the "F_xit" option 1216. A "Restoration"
option 1116 of tl~e Main GiJI window 1100 of Figure 11, when selected,
allows a user to l0 access the Restoration menu 1400 as shown in Figure 14.
A "Display action Log" option 1412, when selected, displays a log which
shows successful and unsuccessful disconnect and connect commands sent to
restoration devices 228. A "Display Impacted 'frunJt Log" option 1414, 15
when selected, allows a user to display a log comprising inforrrration
regarding trun)c lines impacted by problems with the telecommunications
networJc 170. A "Verify Path" option 1416, when selected, allows a user to
verify traffa_c on any specified route, not just a trunk of a 2U
restoration set/path. h "Real Time Dxclusions" option 1418, when selected,
allows a user to input trunl: start and end points of trunJcs to be
excluded from a restoration tas)c. The Dynamic Route Generator referenced
above does not generate routes using any trunks input 



'" from the Real Time Exclusions option 1918. 11 "Repair Events" option
1420, when selected, allows a user to track the status of repair events.
This option allows a user to enter a tune stamp and a corsunent detailing
the repa'ar event. The user can enter a tune stamp and a 3U comment
detailing the repair event. lifter the repair event is completed the user
can delete the event. -z3   '~ i3 I`~~,!=,i; l~''~~`i \~I~~ Ut)/177G3
fCT/US99/2Z04Z A "Restoral Sets" option J 7.18 of. the Plain GUl lai~idow
1l00 of Figure 11, when selected, allows a user to access the Restoral menu
1500 as shown in Figure 15. 71 "SJzow~Restoral Set List" option 1512, when
selected, 5 aJ lows e, user to view a list of a RestoraJ. Sets in a lower
por t,ion of the lHain GLJI window 110U . A "Set Jeopard~~" option 151k
when selected, allows a user to identify a problem in the network, and then
search for and identify restoral sets to isolate areas for 1() monitoring.
A "rind Restoral Sets" o~~tion 151G) when selected, allows a user to search
for restoral sets based on specific identification. n "Create Custom
Restoral Set" option 1S18, when selected, alJ.ows a user to add specified
systems and trunks to a new restoral set. 15 user can either create a
Custom Restoral Set through a pre-population option or a copy option. The
prepopulation option allows a user to specify portions of a
telecorrununications network to be included irr a Custom Restoral Set by
either specifying telecommunications 20 nodes on stations, or by
identifying equipment specifications of telecommunications network devices
228. 'Telecommunications devices and trunks that are associated with the
specified items are included in the Custom Restoral Set. For instance, if
two telecorrununications '", stations are specified, the Custom Restoral
Set also includes any trunJcs that extend between the two stations. The
copy option allows a user to copy portions of Failure Spans such as trunlcs
or telecorrununications network devices to be included in a Custom Restoral
Set. 30 "Delete Custom Restoral Set" option 1520, wizen selected, allows a
user to delete a Custom Restoral Set from the system. -2~ 



~ ~ h'a,G"; 1~' ~~~0 (IU/177fi3 f CTIUS9lI22U42 'the "Devices" option 112U
of tlae Md111 GUT window 1100 of Figure, 11, when selected, allows a user
to access the Device menu 1600 as shown in Figure 16. The Device menu
allows a user to select various maintenance 5 functions ) including conf
iguration control of the D1IP"f1; processes 232 and the X.25 linJcs and
switches. Execution of these maintenance functions causes the GUI Server
process 234 to send commands to the NCC process 259 represented by a "GUT
to NC Cmd" data flow sl-~own in lU Figure 9. Updates made by a GUI Server
process 234 are sent to the RTNDD process 290 as represented by "GUI Data
Change 'trigger to Data Management" data f low shown in Figure 4. T~ Lin)c
Status option 1G12, when selected, opens a window that shows real-time
status of a11 network 15 DXC links. h "Native Mode" option 1614, when
selected, allows a user to interact directly with a restoration device 228
using device commands via a NIF'fE process 232 designated for the
restoration device 228. This option 2U essentially opens a direct interface
to the NIFTE process 232 for the selected restoration device 228. The
"Trace" option 1616, when selected, allows a user to monitor X.25 traffic
for a selected linlc between a selected IQIFTE process 232. When this
option 2` . is selected, a trace window is displayed in the GUI interface
on the RM Terminal 229. The Y,.25 messages for the selected linJc axe shown
on the trace window as provided by the NIFTE process 232. The "'trace"
option 1G:16,'is fox troubleshooting when a device is not .30 responding
properly to a user's commands. The trace window shows a11 traffic being
sent by the user to the -25   



1 7 ~`~li;i~ ~~~i,3 ~'~~U UUI177G3 PCTlUS99122U42 device, and being sent to
the user from the device as captured by the selected NIF"fE process 232.
The "Audit" option 1618, when selecteci, aJ.Jows a user to initiate an
audit on one or more restoration 5 devices 228. The R'I'R Server 210
automatically performs audits on a scheduled basis. The "Auc7:it" oration
1618, when selected, allows users to perform audits independent from any
audit schedules. hn audit window is displayed on a GUI interface on the RM
'terminal 224 showing the 10 message log that results from the audit. The
NIFTE processes 232 for the selected devices performs the audit and
provides the messages that axe shown in the audit ' log . Resul is of the
audi t are wx i t ten by the I4IT"T1; processes 232 to the R'rNDV 240. 15
The "Start/Stop" option 162U, when selected, allows a user to start oz stop
selected NIF'rE process 232. This can be used for maintenance tas)cs. The
"Performance" option 1622) when selected, provides current and historical
performance data on NIFTE 2U processes 232. The "LinJc Management" option
1G24, when selected, allows a user to enable or disable selected X.25 links
to a restoration device 222. The GUI Server 232 sends messages to the NCC
process 254 to start or stop an NIFTE process 232 for a particular linJc.
'i'he "Device Data" option 1G26) when selected, allows a user to browse the
RTNDD 240. A Device Data window is displayed which has split windows. A top
wi~radow shows overall restoration device 228 data and a 30 bottom window
shows port-specific data for the restoration device 228. The "Configure
Run-Time" option 1G28) when selected) allows a user to configure -2 G  



~ ~ r~~~~; ~a~~:; WO OOJD 77G3 ~~cTJUS9sizzsz parameters of a selected
NIF'fE process 23? while th a I~TFTE process 232 is running. The
"conffigure Device" option 1630 and "Configure Switch" option 1G32, when
selected, allow a user to configure parameters for a DYC 5 device and RTR
switch, respectively, to be read by selected I4IFTE processes 232 upon
start up of the selected N1P'TE process 232. With these configure options,
the GUI Server 234 sends updates directly to the selected NIF'fE process
232 via the NCC process 259. 10 `rhe "Maintain Notification" option 1634(
when selected, allows the user to determine whether the GUI Server 234 is
registered to receive notilicati.ons from other processes on the RTR Server
21U. The "Reports" option 1122 of the Main GUI 15 window 1100 of Figure 11
when selected allows a user to access a Reports menu 1700 as shown in
Figure 17. 'the "RTR Status" option 1712, when selected, allows a user to
display a log of status messages. The "RTR Users" option 1719) when
selected, allows a user to display a list of 20 users currently logged on
to the R'I'R system. The "Circuit Status" option 1716, when seJ.ected,
allows a user to check the status of trunks according to circuit
identification. The "Generate PMR/IOR" option 1718, when selected, allows a
user to create a post-mortem report or 25 an initial outage report. The
"Annotate PMR" optio 1720, when selected, allows a user to add cormnents
and tune stamps to the post-mortem report. 'these comments and time stamps
indicate when an outage was restored and norrpalized. The "Maintenance
List" option 1722, when 3U selected, allows a user to display trun)cs that
axe currently undergoing maintenance. '1'l~e "Failed Capacity" option 1724,
when selected, aJ.lows a user to display _z7_   1 ~ l~,i,''',~2003 



WO OU/177G3 PC'TIU599122U42 network capacity Lhat was unusable. '1'l~e
"Self-Naonitor Report" option 1726, wizen selected, allows a user to gather
tailored ea:tracts from the post-mortern ano initial outage reports. 5 The
"Help" option 1124 of the Main GUI window 110U of Figure 11, when
select~:d, allows a sues to access a Help menu 1800 S110W7'~ iIl Figure 18.
The "Overview" option 1812, when selected, displays a general description
of the RTR system running on the R'fF Server lU 210. The "'this Window"
option 1814, when selected, displays help text specific a current window
being displayed. Referring back to Figure 11, in addition to the pull down
menus 1110 of the Main window 1100, the series 15 of status buttons allow a
user to further control and access information. The Execution State button
1132 of the Main window 1100 of Figure 11 shows the current Execution State
of the RTR Server 210 in conununication with the RM terminal 224 displaying
the Execution State 2U button 1132. The Execution State of an RTR Server
can be "primary" or "bacJc up." ~t any one time, one server is primary and
any other servers are bacJc up. The current Execution State is maintained
by the Control Manager process 244. The GUI Server process 234 retrieves an
~ 'S Execution State with a conunand/response message exchange witlr the
Control Manager process 244. From lie Maira window 1J.00 of the GUT
interface on the RM 'fexrninal 224 , a user who has authorization through
password validation can select the Execution State button 1132 to change
the 30 Execution State of the RTR Server 21U in conununication with the RM
Terminal 224. By selecting the Execution State button 1132, a user can
initiate a process fail _2~_   1 ~ ~~a." Jr~;, WO UU/177G3 PCT/US99/22U42 



over in either direction between the primary and bacl; up R'fR servers. In
this event, the GU.I Server process 231 sends a message to the Control
Manager process 244. The Control Manager process 294 performs a fail-over
and 5 changes the Execution State of the present R'fR Server. 'rlle Control
Manager process 249 also sends messages to the COIltrol Manager processes
oj: other RTR Servers to change Execution States and notifies each internal
RTR component of the charge in Execution Sate by sending a lU message to
each internal RTR component. n Dynamic Route Generation (DRG) State is
enabled when the DRG algorithm in the Route Generator a process 914 is
enable to perform real-time restoration. 1t is disabled when pre-planned
restoration is in place. 15 The DRG State button 1l34 of the Main window
1100 of Figure 11 displays the current state of the DRG algorithm. A user
authorized through password verification can change the DRG State of the
present RTR Server 210 by selecting the DRG State button 1134. Upon 20
selection of the DRG State status button) the GUI Server process 21Q sends
a message to the Control Manager process 244. In turn, the Control Manager
process 244 sends a change DRG State message to the Restoration Control.
component 418. The control 1`9anager process 249 also sends out
notifications to each impacted process. A Readiness Mode is "normal" during
nominal operation and "alert" if an outage has been detected. n change in
Readiness Mode is provided to the GUI Server progess 210 by the Control
Manager process 249 in 3U response to an outage announcement sent by tree
Fault analysis process 246. 11 user authorized through password
verification can manually change the Readiness Mode by _29_   ~ ~i l~il';;~
iC~:i3 V4'O UU/17763 rc~r/us~y/zzoaz se7.ecting the Readiness Mode button
1136 oL the Mainwindow 1100 of Figure 17. Z'he GU1 Server process 21Uthen
sends a message to the Control T9anager process 299.The Control Manager
process 299 in turn sends a change5Readiness Mode message to a17. internal
RTR processes tochange the rnode from normal t:o aler L , or v9 ce ver sa .
I1Current Mode Status button 1138 of tl-ie Main window 1100of Figure 11
displays the current mode of the R'1'Rprocesses. The current modes include
demonstration at~dlUoperational status.11 Linlc Status button 1190 of the
Main window1U0 of Figure 11 displays the status of X.25 lima tothe
restoration devices 228. ~i'he Link Status button 114Uindicates status by
the color of the button and a nurrrber15displayed on the button. If any
restoration device 228is in a state in which both of its two linJcs are
notfunctioning, the Linlc Status button 1190 will. be red andthe number of
such restoration devices 228 will bedisplayed on the button. If the Lin)c
Status button 119U20is not red) then the button will be yellow if
anyrestoration device 228 is in a state in which just one ofits two linJcs
is not functioning and the number of suchrestoration devices 228 will be
displayed on the button.If the Linlc Status button 1140 is not red or
yellow, then.the button will be green, indicating tlaat all links of'the
telecorrununications networ)c are functioning. The GUIClient process 226
obtains linl: status directly fromqueries to the RTNDD.The Unapproved
Pre-Plans button 1142 of the30Main window 1100 of Figure 11 shows, when
selected, thenumber. of. pre-plans that have been generated in thelatest
pre-plan generation process run, but have not yet 



-3 U   ~ r: ~~i!'.~' Jr;l j WO UUIx??G3 f C'f/lJS9 JI22U42 been approved.
The R'J'R Server 210 does have an autoapproval method for pre-plans that
call within a threshold of change from a previous pre-plan. 'This threshold
of change is stated as a percentage of txunlcs 5 that have changed.
Pre-plans that do not fall within this threshold of change must be manually
approved. By selecting the Unapproved Pre-plans button 1142, a user can
open a list of unapproved pre-plans. The Plan Generator Status button 1149
indicates lU operational status of a process which is used for generating
plans. The plan generator status is either "stop" and "running." The Alarm
Status button 1196 is v lit when a Restoral Set has been declared
"impacted" by an outage based on alarm analysis by the Fault Analysis 15
process 246. n user of the GUI interlace of the RM Terminal 224 views and
acJcnowledges alarms by seJ.ecting the Alarm Status button 119G through the
use of a computer input device. The Announcement section 1150 in the Main
20 window 1100 of the GUI of Figure 11 shows the status of Restoral Sets
selected by a user by specifying a particular view of the window. For
example, a user can specify that a11 Restoral Sets with a status of
"impacted" will be displayed in the Announcements section 1150. n user can
view a11 oI the networ)c or just a subset of the networlc. If one or more
Restoral Sets are listed as "impacted", the n7.arm Status button 114G is
displayed as lit. The data in the announcements list are obtained directly
from the RTNDD process 290 with queries 3U based on a user's specification
of a view. The Announcement section 115U of the Mairr GUI window 1100 of
Figure 11 includes a header showing the -31 



1 (~ i~`~i',i7.~~' ~'~'O OU/177G3 PCT/US99I22U42 current number of
announcements, which in the case of Figure 11, is 10. For each
announcement, data fields are displayed in the Announcements section 115U
of the Main GUI.window 1100 of Figure 11. An "RS Name" data field 5 1.52
displays a name assigned to the particular restoral set ( A "~l'ype" data
field 7.154 displays tile type of restoral set including failure span or
custom. n custom RS includes a manually assembled list of systems and
trun)cs, in contrast to a failure span RS, whicl~i includes lU exactly all
the systems and trun)cs within an isolated, unique nonbranching portion of
the networ)c. The RTR i system treats a fault anywlaere along one failure
span as an outage. ,~ "State" data field 1156 displays tree state of 15 the
restoral set including impacted) jeopardy) rerouted) maintenance, or
normal. zmpacted means that the items so mar)ced has been classified as
hav5ng an outage. Jeopardy is a status assigned by a user to an RS to
indicate that an issue exists in the telecorrununications network 17U ZU
that may escalate into an outage situation. For example, a train derailment
could damage equipment associated with a nearby RS, whereby a user would
place the RS in a jeopardy state. Rerouted means that the item so marked
has.its traffic running on an alternative path because of y 5 a problem on
its primary path. Maintenance is a status assigned by a user to an RS to
indicate that repair or rnaintenance operations.are being performed on
equipment or segments associated with the RS. Normal means that th,e item
so marked has its traffic running on original 30 paths and there are no
outages present. A "Brealc Spec" data field 1158 displays details as to
where a break in a link has occurred. A break can occur, for instance, at a
-32  



? ~ IaP;~s 200a 1'JO 00/177G3 r~cT/us99/zzoaz particular station or between
stations. 1~ Status data field 1160 indicates whether status is inactive or
active. An "IMP Sys" data field 1162 displays tl7e r:urnber of systems in
the particular restoral seL that are 5 effected by the state displayed in
the "State" data field 1156. This value gets updated every five seconds.
fin "IMP Trl:" data field 1164 displays a number for the trunlGS in this
restoral set that have been eff-.ected by the state as displayed in the
"State" data filed 1156. 10 This value gets updated every five seconds. fin
"fictive" data field 11G6 displays the number of traffic-bearing trunJcs in
the restoral set. This failure gets updated every five seconds. 1~
"Capacity" data field 1168 displays the total number of available trun)cs
in the l5 restoral set. This failure gets updated every five seconds. While
the invention is used to manage and monitor telecommunications systems
involving restoration functions, the invention can similarly be used for 20
managing and monitoring involving other telecommunications functions, such
as, fox erample, constructing, expanding, dividing, analyzing, and
upgrading telecommunications systems. Furthermore, the invention may be
readily app lied to a GU1 system for monitoring and managing resources in a
computer network) such as printers, modems, shared software applications,
etc. These and other changes can be made to the invention in light of the
above-detailed description. In 30 general, in the following claims, the
terms should not be construed to limit the invention to specific
embodiments disclosed in the specification and the claims) but should -33
~f ~`li~s~ L~i~i 



1~0 UU/17763 PCT/US99/22U42 be construed to include a17 graphical user
interface systems that overate under the claims to provide a system for
monitoring and managing networ): devices in telecommunication networJcs.
hccordingl.y, the invention 5 ~s not limited by the disclosure) but instead
its scope is to be determined entirely by the following claims. lU 15 2U 30
-34   ~ f3 h~I;I~ 1D03 CIJAIMS 1. In a telecommunications network having
telecommunications network devices, each telecommunications network device
having a device-specific communication foimai for communicating via the
telecommunications network, a telecommunications network monitoring and
management system comprising: a processor configured to execute
teleconvnunications network monitoring and management processes, the
processor configured to access tlae telecommunications network and data
networks for process communications; a plug ality of device interface
processes including telecommunications nehworlc analysis, restoration, and
maintenance processes configured to execute on the processor, each device
interface process configured to communicate with one of tlae
telecommunications network devices and with a graphical server process of
the telecommunications network monitoring and management processes, the
device interface processes configured to translate communications between a
communications format of the graphical server process and a device-specific
communications format of one of the teleconnnunications network devices,
the graphical server process configured to communicate with the
telecommunications network devices via the device interface processes; and 



graphical interface processes configured to connnunicate with tlae
graphical server process via the internal communications process and with
user tenninals via the data network wherein communications are exchanged
between the user terminals and the telecommunications network monitoring
and management processes and between the user terminals and the
telecommunications networlc devices. 2. The telecommunications network
monitoring or management system of claim 1 whexein the communications
exchanged between the user terminals and the telecommunications monitoring
or management processes and between the user terminals and the
telecommunications devices include data and commands. 3. Tlae
telecommunications network monitoring or management system of claim 1
wherein the telecommunications network monitoring or management processes
include a -35   1 ~ f~~r."~,~ 1C3 network control coordinator process
configured to route communications between the graphical sewer process and
the device interface processes. 4. The telecoznmunications networlc
monitoring or management system of claim 1, including an internal
communication process comprising electronic messages and electronic
mailboxes. 5. The telecommunications network monitoring or management
system of claim 1 wherein the communications exchanged between the user
terminals arid the telecommunications network 1110111tOr117g or management
processes and between the user terminals and the telecommunications devices
include unsolicited alarnls indicating problems in the telecommunications
network. 6. The telecommunications network monitoring or management system
of claim 1 wherein the communications exchanged between the user terminals
and the telecommunications network monitoring or management processes and
between the user terminals and the telecommunications devices include audit
connnands, and in response to the audit commands, include status
information on the telecommunications network including telecommunications
network liltk status and network device status. 7. The telecommunications
network monitoring or management system of claim 1 wherein the
communications exchanged between the user tenninals and the
telecommunications network monitoring or management processes and between
the user terminals and the telecommunications devices include commands to
configure the telecommunications Network devices. 8. The telecommunications
network monitoring or management system of claim 1 wherein the user
terminals are configured to display a graphical user interface with a main
window configured to integrate a plurality of windows used in monitoring or
managing the telecommunications network. -36   



', ,3 E l~ (~;E;Iv 1'~ 9. A telecommunications monitoring and management
system for monitoring and managing a telecommunications network having
telecommunications network devices and resources, the system comprising: a
plurality of interface processes configured to communicate with the
telecommunications network devices and resources including monitoring the
network, analyzing network problems, configuring network devices and
connnunication links, managing restoration systems, maintaining the
telecommunications network, manually controlling network devices,
generating restoration and restoral sets, maintenance, and operational
plans, among other network analysis, restoration and particular maintenance
and operations functions; and a graphical user interface system configured
to provide a unified graphical user interface to communicate with the
telecommunications network devices or resources via the plurality of
interface processes for teleconununications network analysis, r estoration,
and maintenance. 10. The telecommunications monitoring or management system
of claim 9 wherein the graphical user interface system is further
configured to communicate with telecommunications network monitoring or
management processes, 11. The telecommunications monitoring or management
system of claim 9 wherein the graphical user interface system is configured
to integrate access to a11 telecommunications network monitoring or
management options and status indicators under the unified graphical user
interface. 12. The telecommunications monitoring or management system of
claim 9 wherein each telecommunications network device has different
device-specific communication formats for communicating via the
telecommunications network. 13. The telecon ununications monitoring or
management system of claim 9 wherein the telecommunications network
monitoring or management processes comprise a control manager process, a
fault analysis process, a restoration coordinator process, a verification
manager process, a report manager process, a network control coordinator
process, a ti-ui~k -37   1 f~ I~'n;i; 1"~~ action data process, a real-time
network device database process, real-lime restoration database process, a
pre-plan files process, or a plan manager process. I4. The
telecommunications monitoring or management system of claim 9 wherein the 



telecommunications network monitoring or management processes comprise
processes configured to communicate with external processes via a data
network. 15. The telecon~ununications monitoring or management system of
claim 9 wherein the graphical user interface system leas graphical objects
indicating the status of the telecommunications network. 16. The
telecommunications monitoring or management system of claim 15 wherein the
status of the telecommunications network comprises execution state, dynamic
route generation, readiness mode, link status, pre-plan status, or alarm.
17. The telecommunications monitoring or management system of claim 9
wherein the graphical user interface system comprises a graphical user
interface server, graphical user interface processes and user terminals.
18. The teleconnnunications monitoring or management system of claim 17
wherein the user terminals are configured to be distributed among computer
data networks. 19. In a teleconmnunications network having
telecommunications network devices, each telecommunications device having a
device-specific communication format for communications via the
telecommunications network and in a data network system, a
telecommunications network monitoring and management method comprising:
executing telecommunications network monitoring and management processes
and an internal communications process; communicating between the telecon
ununications network monitoring and management processes via the internal
communications process; providing access to the telecommunications and data
networks for the telecommunications network monitoring and management
processes; -3 8 



~ ~ f~~;`,i; 2i~ translating communications between a communications format
of a graphical server process and device-specific communications formats of
each of the telecommunications network devices wherein the graphical server
process communicates with the telecon mmunications network devices;
communicating between the telecommunications network monitoring and
management processes and the graphical server process for perfornming
telecommunications network analysis, restoration, and maintenance
conmnmunications; and commnunicating between tlme graphical server process
and user tenmminals via time data network wherein the user terminals send
and receive telecommunications network monitoring and managenment
communications to time teleconnnunications network devices and the
telecommunications network monitoring and management processes via the
graphical server process. 20. The telecommunications network monitoring or
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