;z{|}e3e T tLXr6TT1 ~J ~~~~,~ 2L103 WJ 00/ 177G3 |' CT/ US99/ 22i ) 42 | YTERAHATE
SYSTEM FOR | NTEGRATED MONI TORI NG AND MANAGEMENT OF NETWORK DEVICES IN A
TELECOVMUNI CATI ONS NETWORK The present invention relates to 5

t el ecomPR¥Afbns networks and, nmore particul arly, to a*GFASATE812 user
interface (GQUI) systemfor integrated nonitoring and managenent of network
devices 111 a tel ecommuni cati ons network. 10 Tel ecommuni cati on networks,

such as telgphoRR-RELYOrKS  pdf Chv AR Ra PRI RSN PRothid SLeh Ly AUBARSHE S
Typi cal | y, " T&jg€ 1C BP0 pEC T wwﬂﬁc'owNﬁN?% bk sURETRERK (1At are

i nterconnected Dy T1 that faciftrtate T conmunt catt ons. | es of
network devices are digital 15 cross connects (DXCs) nultiplexing

equi prent, |ine termMatRGH SYuilghent iobmiaesyst ens, and fi ber

t sansm ssi o SyShufiBi cdt Idi Nkt woBss 8NES ahdde Y5 el iy | S Physi cal
connecti on between the network devices that carry network traffic. n single
lint; may PPPRTEHRR 3P i oK Whi OF % 1¥gi dHie Tttt s of

comuni catihomi t dbing odindgnaagh diedragi o i ebwesooman) icadd ons et wor ks usi ng
prior art lgé/}stems is.difficult due )to the m xture of different types of
systens and®t AT EPFRREER ST HBI WS For exanple, a restoration system t hat

rest ores traff!c in a_teleconnunications network after a failure_nust be
gl e to communicate &“éi@c&%ﬂaﬂ{aé% dﬁétf.\%ﬁﬂé, typss oI (o8l H&td on
evices. 'These restoration systens require human i1 ntervention in which 3U
many rest OPRAEVORNF uneRFbHES F 1R e orefedd bl e en breanranerifagenent st af f .

These restppai tON1HUNES 1 OOSMIMNE dHel BD Nh & ©hd Igs ther Netavikswanal yzi ng

net wor k pr8g$§ggs thatlaégFiggégééggé%ted by links that facilitate

) . . . < s
’ comnunications. Examples of netwcrk devices are digital

15 cross connects (DXCs), multiplexing equipment, line
termination equipment, computer systems, and fiber
transmission systems. A "link," as generally used
herein, is a physical connection between the network
devices that carry network traffic. A single link may

20 include multiple trunks which are logical channels of

‘ communication.

Monitoring and managing telecommunications
networks using prior art systems is difficult due to the
mixture of different types of systems and interfaces

25 involved. For example, a restoration system Lhat

, restores traffic in a telecommunications network after a
failure must be able to communicate with each of the
different types of restoration devices. These
restoration systems require hwnan intervention in which

30 many restoration functions are performed by restoration
management staff. These restoration functions include

monitoring the network, analyzing network problems,
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\~JU U 177G3 PC f/US99/ 22U42 configuring network devices and 1 3 MAR 2003
communi cations |inks, managi ng restoration systens, and nanual control

of network devices (e.g.) restoration devices) used inparticular to restore
t he net wonyg ob/977¢3 nor mal operational 5condition. Prior art rastiorsab/pmnm
systens enabl e users toperform sonme of the restoration functions from a
singl econputer termnal. A conputer termnal is well known inthe art and

includes a C&@rpﬂWuﬁﬁﬁ@%@ﬁ&l@rﬁémﬁsl@iﬂw&ﬁhmm%@ﬁoﬁs keyhear d However,
in the prior art,restorati on pan %errent (RM_staff nmust use nany

differ entRM’%%t%"f%h’%g TR AT B Ol | 5 & Eysi iy tHO WA | SRt ﬁ%y%g ems with

different i rkﬁ@trw‘;caﬂeSd@Ivs@égye@ on, wm@@tclrcﬁﬁrtﬁemc@@)e @éedoig RM
term nal s on tol5di fferent interfaces, includi {;gwgr a§h| cal . user
i nt erfaces(@?ﬁ‘% Et%‘f’fr?ﬁlg‘?r%s SOt N Ghe? RAPTIRT PTaBtP Y on to

nor & t han oneolM syshem wi th the sane Rl\/term naI The RM systens, enploying

RMtermnals fordiffergpnt tasks SU as_.pr.e- nned agenmen

real -2Uti me dynam c reg o%lt?% leqleaftlfc?lb q?sel%oﬁ‘%g |ch$orces a
user to renep@efoalnmsdxeeaeéotmemsmrddei;m riokecohomsndEramda nefingpé e

meani ngs forg &Hﬂ&{:_%?n&%fﬁs@ngfcauﬁeroém J@é’f‘sdéf ﬁﬁafofémﬂ $1 aﬁg%\w”%' on key

defi ni ti onsanon stens. Ot e commnds and5functi on
keys are cryblﬂ‘?caéhdahérHanU‘ﬂ%msmtﬁﬂ}tWI%1%43( @n inPBfrati on of the

RMipyst ens agdvidber pubBl 8s Q0céybyeFsal 15®ewdr cOPRBPES o2pRtEcabl eso

£e
additional effort is.needed in |ear | ecommands ? mul tiple
o e or CTretanhEt B8 Ehnes Spaef DY At fd S ERTiR e Randl of Pfaftnt ' P

trai ni ng, reRMesyahdonperahionaéntaiks iscoeedoug anhieadah foomaakMcost s
ar ei ncurred Lgsyéﬁst@gtﬁaayft@#gﬁé ef@é’:?éé’etﬁj 9€Pa§78d én EL ghai) ~hR ~~U3
zoaz asks

wo oon ~~~~3 tcChvs ormt ~on use the
mul tiple RV F@Fﬁ?ﬁ’él §fr@Hﬁ| Péd‘“%‘? hRM Hee R gl ar t %’95§§ﬁfétl¢ﬁet9resent

i nygntion ovgiepaesnt h@nkbfﬂfaaés pnﬁn@mlﬁ@egpépmcmt usapdipreykdess

addi ti onal a universal. graphic nterface for

moni t or i ng oﬁaﬁﬁﬁggl ﬁ% gtT‘ﬁ%e JPaphi & ﬁ?%rﬁlﬂc eFElWﬁdo% based
and provi deslognbnokof mataresanha,uegmremygtexed\un:tahanyeneedefmd Keyed
conmands whi | g gk gt |y %Qe ! Rl eost s eaérﬁpicg{yiﬁarﬂhneegﬁqnaw@o&he syst ens

i nvol ved. h consi st ent user interface over a stens i nvol ved
provi des addiﬂf-ﬁ6ﬁaren5eﬁéﬁ?<ﬁs§ughcﬁs aRT? e%@/mh@dtlﬁén%amﬁflénéﬁﬂ £8P ul tiple
commands to pentoBymSnat! aéswaath@ﬂs delﬁe@rﬂﬁﬁﬂﬁtoh@VQﬂbltﬂalt,hUﬁlE:ﬁdUCeS

15 the am)un%1 of tine regui ed earn an perforg1 (E g rrg or| ng or
managerment t ASk§€STRe “fPEs &Rt rFW\%} B of YVi9Gi PREPEGTEB "a 8 PRIECAP {ﬁser
interface systemmhds antleguatépleomedningg bornénagedent kefsnéewenkedevi ces

Or Tesources ign; 3.2 sQ%tt\éartkcéfﬂmﬁﬁﬁgcénﬁf f&RSthBMeﬂéyo'ae'ﬁm'E&%ns

t el econmuni cati ons nefwork havi ng tel ecommuni cations” network devices where
each tel ecomaliPpat thrs RetXSERMEevi @Bt RRStaMABYI EBesFEETRNE ScEMtuni cat i on

format for ceuRemieat keps ra b&}@pwtesﬁmaraaﬁ:bom&n@ana\@rk Me to
téleconnunlca |og GQeE&ork nDnltorlng }nanagenent system_has a processor
configured t&PEx&8FH% OFer@LERTANEERt PHnSP Rohilt Y PHE™ ST aﬁgln enent processes
and an inter nermdomhsni oat vodyepsatesel dliecpmoeessornries apmificgirled to
access the t%Be%%%E%Qb%%H'%@?o@%t%@rheéaga in learning mulctiple
commands for the multiple systems for the same or similar
30 function. As a result, additional training, review and
operational time is needed and additional costs are

incurred to use the many interfaces involved and to
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3U data networks for process comuni cations. Device interface procggiﬁ?q@ e
configured to execute on the processor. Each device interface proc $
configured 3. ~ 3 f~~~~ 7n03 1~VU (10/177G3 PC f/US91/ 22042 to

comuni calbRhic3 one of the tel ecomuni cation net wor kdevipgegsysogamb t h a
graphi cal server process of thetel ecommunications network nonitoring or
managenent processes. The device interface processes are configuredSto

transl ate c etyeen a co catlonsfo mat_of th phi cal
server pro gs ghd%éed §}Eé9£%e299f8“gg%ﬁtﬁlghtVﬁﬁs ?%r%ﬁILb??S éﬁ

t het el ecomreminéatilensenetfiwedkwdelii eke. pFhergaaphisgateser ver process i s
configured to communi cate with thelOtel ecomruni cati ons network devices via
t he devi ceinterface processes and other of the tel ecomunicati onsnetwork

moni toring or nmanageWbat ppreerssésved aphi cakirnowefatke pi Doessesonse

cont i gur edglo amuheate i Lhaagtaphihcal 1381V eLBi OGEsS: 200 Wit user

termnals via a%nggta net wor communi cations are exchanged
bet weent hePES&E diBEnRnER&VERgal herephéeahmiint eaf peRsE ABt MORkEBERLDSri ng or

managenent opf @@asgengandnbel,wern theeugerpRiBhNakfrandatbe;s
t el econmuni gatj ons. network devices.In accordance with a further aspect of

the20|nvenWHBﬂOWVhEaﬁéﬁeéBﬁnﬁﬁPBé@FSn§°ﬂéfﬁbrﬁeﬁﬁHF?BrFh@toﬁﬁﬁﬁééénent
processes ceduickes@nyeheedmioni kelyedncostwntkanahysesgreasioration, or

ntenanc The nlcatlons exchang bet ween the user.
RIS Lol et g T N b e it T e
25and bet weavctlivedusen penﬁuﬂabstandapheraéleeewnmnleafaoadevbceslﬂnclude

data and commaRds 1n$€§v%9”ﬁ¥8b§é%boﬁéé§@%BQQQ Behweepst hgyupensterm nal s
and, theteleconnunlcghﬁons network monitoring or nmanagenent processes and

bet ween t h& SIS "de nﬁﬁguéﬁﬁmﬁﬁ§3@Pél@88ﬁﬁﬁﬁ?c&PW8ﬁ§d6e6P08§rFHEWude
audi t commarids,laandunkteéspenseThe phesand ineemmands rhakatragucrkor mati on on

ticthe _ g ol Li 7

%ﬁecor<unun|c§poéhé nétmé%ﬁckgﬁﬁgf gl%z ?éfgg;%ﬁ g%?%é%%oﬁgeng wor ryc
J.inJ; staﬂﬁ%ﬂéﬂ@l@@~@rn@ﬁW@9F@e@éV¢éék§tatus . -- In accordance with
anot her aspect of tbﬁel@&@@@h@nanw@atu@ar1geaﬁkeekadats gonfigured to

display a 5 araphigal user \nterface with g min wndovs configured to
or management of network devices or resources in a
20 network. An aspect of the invention is in a
telecommunications network having telecommunications
network devices where each telecommunications network
device has a device-specific communication format for
communications via the telecommunications network. A
telecommunications network monitoring or management
system has a processor configured to execute
telecommunications monitoring or management processes and
an internal communications process. The processor is
conf&gured to access the telecommunications network and
30 data networks for process communications. Device
interface processes are configured to execute on the

processor. Each device interface process is configured

3.



Integrate a plurality of valndoms used in nonitoring or managi ng the1dpup7mq
t el ecommuni cations networ)c. 'fh a graphical user interface has control
options conprising file, control, restoration, restoral sets, devices, or

reports. Iqw~ '2 raphi cal user interface is configured to

access to a P%W %@gonnunications networ k nmonitoring or ~oana{1 ﬁ@%?ﬁ(%%lons
and status indicators under a nain graphical user interface vaindow. The
graphi cal user interface Pas L ects |nd|cat|n status of the 15

t el econmuxi i ca?i O HEt WdFk. ¥ @u?%919#§:¥ﬂﬁ?ﬁ%%@HW§b+ HPP & @%h@?gflzed

net wor k tOpOl@gylc)ésaﬂn&nbﬁ)dhnﬁn@r@;f)lﬂdi@l pg@s\eem prveass onf 2ReFigure 2 is
a bl oc): diagég of detail g th t % embodi nent _of the g;esent
i nvention of 19\ - e b = 1 }8n§ 1aS %9 f g nlﬂ?%ﬁ?%ﬁ?ﬁfm?%%g?ﬂ? nal

comuni cat i onsrpeesess. of Thhedseiver inteFt gur eo2ocEs geis eade i soaf byored

di agyam showi pg. dpLact L puecalgarnaneats ol ile, serusinohs ELOYLE,2. Fi oure

5isa bloclc agram show processes 0 conponent of
Figure 4. Figleemgtiefathkogkanhagansshiond nyrolee ss fdndsa ofiepiceesses of a

Dat a mnagem?#e&?f@@”@@ﬁum@fuEEQE‘?ES9fo%9atl:'<9f"§ng &5 @nbl ock diagram
showi ng data fTows of processes o Managenent conponent oL Figure 4.

-5 ~ 8 f~' ~kejecomppricakigneoneyrerk péayissey/ 22bae graphical server

process is configured to communicate with the
10 telecommunications network devices via the device
interface processes and other of the telecommunications
)' network monitoring or management processes. Graphical
interface processes are configured to communicate with a
graphical server process and with user terminals via a
i5 data network wherein communications are exchanged between
the user terminals and the telecommunications network
monitoring or management processes and between the user
terminals and the telecommunications network devices.
In accordance with a further aspect of the
20 invention, the telecommunications network monitoring or
management processes comprise telecommunications network
analysis, restoration, or maintenance processes. The
communications exchanged between the user terminals and
the telecommunications monitoring or management processes
) 25 and between the user terminals and the telecommunications
devices include dalta and commands. The communications
exchanged between the user terminals and the
t@lecommunications network monitoring or management
processes and between the user terminals and the
30 telecommunications devices include audit commands, and in

response to the audit commands, status information on the



Figure 8 is a blocJdc diagram show ng data fl ows of processes of a Fault

Anal ysi s conponent of Figure 9. Figure 9 is a blocJc diagranlshomﬁng7@dﬁa2mn
fJ.ow, of processes of a Restoration Control conponent of Figure 5 9.

Figure 10 is a bJ.ocJc diagramshowing dal.a f 7.ows of proc f a

Net wor ) cVEMHUFEP conponent of. Figure 4. Figure 11 is a r'é‘b‘f’ﬁé@ﬁ?‘g i on of

th a Main w ndow of the GQUI of a depicted enbodi nent shown in | U Figure 2.
Figure 12 shows a File pull-down nenu of a File nmenu sel ection of Figure

P )
11. Fi gur e t£3 SERBWRI A CEINTE NEFWCIFowd NFNE1E0 & CESROFBINPHERG188Pect i on of
Figure 11. nkpwbirunenlkd shows anke @ aldwan iuldevdewn sterisof a Restoration
menu selection of Figure 11. Figure 1 show% a Restoral Sets pull-down nenu
of a Restoral Sets U EHVSEGT SF T GRS DEE. 2BPgGte ©f6 tSows a Devi ces
pul | -down rMerenefion 2GRevioas i nsdleclricor off igugde tbl)ikipguare al7 shows
ex{@ports pqllhdo nmenu oftg _eportst nu sele%pignwpf Fi.qure %11 A system
i nterl ace, YAREHT art i ul i 54 9° 15 bﬁ‘apgtldls Af Ocoﬁp@éggﬁd’ie g et hod
for a graphincalgraser a milarfadey Gdl wisykiwesmufserd monivoriitiog iagd oranagi ng
networ ) ¢ del,6es AN LU el h @SN 6deS,dgeCT bhed iy detgi | bel ow
In the fol lowng description) numérous specific détai'l's dxé provi ded, such
as specifi ¢s30 prdcadsess hrass onditiadn dpidcnisomempspeding & idenponent
ar chi t ect UrRs,t RPAP! 1,6 d SN idh 2 lie]f‘émt%%t IRRY a8t WRIK - Blcttis 1 O

vi de a thorough _ understanding o
p[& The gf%phical user ié{erfaté‘is configured to integrate

access to all telecommunications network monitoring or
imanagement options and status indicators under a main
graphical user interface window. The graphical user
interface has graphical objects indicating status of the

15 telecommunications network.

Figure 1 is a block 'diagram of a generalized
network topology of an embodiment of the present
invention.

20) Figure 2 is a block diagram of details of the
depicted embodiment of the present invention of Figure 1.
Figure 3 is a block diagram of the internal
communications process of the server of Figure 2.
Figure 4 is a block diagram showing data flows
£ of components of the server of Figure 2.

Figure 5 is a block diagram showing data flows
of processes of a GUI component of Figure 4.

. Figure 6 is a block diagram showing data flows

of brocesses of a Data Management component of Figure 4.

30 Figure 7 is a block diagram showing data flows
of processes of a RTR Management component of Figure 4.



~~ f~1,~1i (11U 1 W 001177G3 PCT/ US99122042 enbodi nents of the HR 700
invention. One skilled in the relevant art, however, will recognize ﬁ%%é\'
the invention can b_e practiced without one or rnore of tire specific
details, or with other processes, architectures, 5 hardware, etc. |In other

i nst ances, WRI¥7R¢Fown structures or operations are not shomﬁcbwsﬂ%ggﬂibed
in detail to avoid obscurlng the description of the enbodi nents.

"Monitoring and nmanagi ng" network devices, such as devices in a

t el ecommmuni cati ons net woikyre yiicald yalm:li rﬂ:ilagissn rejTiWiorg ndp tehef Instavor J~,

Con-nr uni cat i BT RSTer rE b R R B IR IR TES g the

con~nruni cation ( HEvh On Sy 5t
t el ecommuni cati ons net worgese rﬁamﬁald )bhmit réol d g regn mtwnw diatia efsl,ows

gener ati ng I et QfAld ol o 2N LG ANt ARSI AL Qo AN AN Ot her

networJc anal ysi's, ‘'restoration and particular naint operations
funcfions. T deplcted enbodi nent is described in particular terns rel ated

to restoration of a telecomain gatd QN BYSH &R adie VeHow Iite @S eNfowd)
invention is not restricted to only restoration systens, but_jnc7.udes all

other functi dhs RIPHREPRF fBF eV HYr ' Y Peortnf LRI i FH#1 Ry 4nd
managenment envi ronnent . FEyge el 1l B&l@/\&r@f‘ﬁmdmdmp@ﬂ ogyg Maiml ock

di agram f or e e invention.
The bl oc); gﬁ'salr}(g%’ g?gr?ﬁ%?@i ‘gﬁ ‘%gwgtg%éer argl?%ér}l emsn"¥rh |Ipnvol ved are
rel el_ﬂed regar%nmgrgeheral net wor k conmmuni cati ons. A gener alized QU system
110 includes a Monitoripggand Managapent 15?1&‘3961111]?%&% Stk ef &f T80 { Pe

general ly as a processor,) and GU termnals 130a, [3Ub and 130c. The
GU t er mi nal S'9739a5S1 SEh QRO BEIWRI Bkt er nal systens 19U conmunicate with
tile Monitoring and ManegeueatlSesiveis 17. Cowvesl apCdPddwdt menu of a

Control menu selection of Figure 11.
15 Figure 14 shows a Restoration pull-down menu of
a Restoration menu selection of Figure 11.
Figure 15 shows a Restoral Sets pull-down menu
of a Restoral Sets menu selection of Figure 11.
Figure 16 shows a Devices pull-down menu of a
20 Devices menu selection of Figure 11.
Figure 17 shows a Reports pull-down menu of a
Reports menu selection of Figure 11.

A system interface, and in particular, an
/ 25 apparatus and corresponding method for a graphical user
interface (GUI) system for monitoring and managing
network devices and resources in a network is described
in detail below. 1In the following description, numerous
sbecific details are provided, such as specific
30 processes, restoration functions, specific component
architectures, applications in a telecommunications

network, etc., to provide a thorough understanding of
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~~if;~ 1~I~ ~ 1~~0 001177G3 PCT/ US99122U42 networlc 150 (al so ref er ettt
generally as a datanetworlc) . In the depicted enbodi nent, tl~ze Mnitoring
andManagenent Server 120 perfornms restoration functions aridhosts a
restoration systern referred to as a Real -Ti ne5Restoration (R I'@I}?}? system
A QU tVPHEIR63 R system i sdisplayed on the display scredifsl/By?9@ 2
termnals 130a, 130b and 130c. Typically, a user selects options whichare

di spl ayed on the GU of a display screen of a GUTterm nal 130. The user

sel ects t hemBpeiBRELBYyOlisthg alUEBKpGPer PRBuEkdélrEeinstBR as a

trac)chal 7re1 80488, a2t 0t RBlekBRUL wHYI ¢BcHFRMRC! BnERELARL s nTBALELAr €,
t hedepi ct ed errgodl nent  prqvides a system and net hod whi ¢hal | user
n -

P In .
options ar 83PnPBgPAEEA1GRAeM I1&NGHIET PBE, Canti@a8yOLt bl'GsEPESEfiFnt erface for
noni tor i ngepagd1ganagi ngtht ekaeer pybuBiseaki, OAgcAgtwRlLkses7U. I n the depicted
enbodi ment tae Ul t%rm n%lsl_ a, 130% and 1300ﬁr§ referred to as
Rest or at | oRREAYGERenEEERN) PePiPRAI DSFRECRRI t ¥PALnAPSVEr SETBFEXEFRT
enbodi ed asrwopkstations teemmoal shewehoas dPEC20Bkgha nwaelastiatioons and are
connect ed toetﬁgeo%%ni tori ng%g\r%d I\/anaqerrent S«frﬁgr 1%% I&osteg on a DEC Al pha
servervia t ORESSAGINTg "B\Fe P oORE 0SS Tt 8F NEFWSFPE1BE" “Pheconput er
networJc 15'0 is prefdicabltprinigoeald avsagnagionetpbAak) deviwede, sarcha
networl ¢ (UeNseysag Bock (lhaamaldbabdl nbl gk, 1 elip1Rgh 1iyt endec? to
limt theparticular networ)c topology to any certain type. F orfexanple, the
cbhput er népRé e S15ONESEITE Na e ca NEdHOIEgy 1B YEingi BELWSEHdr . or any ot her
type or copbbhaleh@). Hoafaxtieingl netsian heVicepr apeniconthgcaalid@dsyst ens
that  are conn cted to the com%ut er .netvvor)tc 15U " 1 I_~|,e,numg(§r of external
systems i s HBESIi MAPEF RS RS "OTEERA L8 AP &Sy eMPEAG LRIRE, YB&t can i ncl ude
nuner ous otkdecogpuunieadd drfs~ netwedds Wand@L1y7COnRCH1UTA91 224D ré&xXt er nal
systens. T rn f t i..far i and Managenent
Server 12 %%Yg#tﬁ%t'h?eg%isdg@@eg%%gﬁ%% ?r?ltralﬁt F“gﬁﬁg%%'?ﬁc%htag% onlle
Mohi t or i ng OREE AELPAFEMEPIENSer IO @ thede NEEY OdHt ANRyMisxt er nal systens 5
via tl~ie cerpdbert el Work pa®i cliiay oalia tearnicRe lawde dpepaliagnsdat a and

network fault z%rl%l%sis ataa ernn t ens canas% (;L%Ilect dat a

Th t .. S
fromthe Hinthrl ng "an naed)éﬁgtrﬁ%( é"r]:)vozc'ljrlmf%1 sw_‘uu’ckclaeasscrﬁé’temrl c al arm dat a.
1(J ' The MpArtgwgradedmvanajéarad Qemestoratdoneedi ves comands from the
QU term naley L3RFnunk3dt jHh 300 Hver HaRvedPuher gielseeitk 150. In

response tq these commands, the Nbnitoring and _I\/an_a%_errent Server 120 sends
cohtrol si gRYSEHON e dGFmIRERITRY d&/ iRy 1654560 o5 syisfems.

t el ecor r uninitcdimadingidd KISt 8HherA fiuelaciamaunicc atd @ra: fratnedr Knl & i ncl udes
the teleco | Gk VAle t ] I ' . l'inks
165. The tgggc@ onunt%i?aa&?lodnnsseﬁnecgn%o%ﬁ@%aﬁ%g tr’?%’?i ﬁggn"ﬁ%ggT%’& 1’%?1%{ "&r}g‘dl C

di agram format of Fi dirairle buahah shaetwoikettidd OB t dpold@riof any sort

found in thke dplHE MBI Cald ANy dra 1liB) &F ARBHH Gl ot dgyd ces 160a- 160e
areany device found in a tel eco%tl ons network., In general, the
t et eco~r uniFERT o VG % and'$ Yo 5l aghp v i kg i jthov's

conmuni cat ipw foasemed (Si drodl coY ¢memng Caivolgveaverrd heelated regarding
general network communications. A generalized GUI system
110 includes a Monitoring and Management Server 120 (also
reférred to generally as a processor) and GUI terminals
30 130a, 130b and 130c. The GUI terminals 130a, 130b and
130c and external systems 140 communicate with the

Monitoring and Management Server 120 over a computer

-7-



AT, teleconununications network. In the depicted enbodi nent, these gﬁ(j‘ zrg?
i ncl ude restoration devices used for restoration of the tel ecommuni chti®As]
network 170. An exenplary restoration device is a digital cross-connect

(DxC~", whiythysubdches circuits based on external 3U corrun@@ﬂgsg PZ(EB(C 3/ 3,
for exanple, has ports that support DS-3 trunks and sw tches ra]p I C anong
these DS-3 ports. A restoration network typically includes several of these

~~1 h"~~i; 1003 \WO. 177(3 rCrTi uS99j zzudz devi.ces as part of the DS-3
transm ssi on nr?gt% ‘k)lLﬁ a(vf*gL i% lk?éi%ée# Wl?ré‘\hﬁtycﬁés # [(43%he depicted
enbodi ment , t e tivedrée)_.or mmuniheatdepise el Warbo@ ilnéd tys esieXvdm iploatipgoksvd th T1
links. SFigure, 2 illustrates the jhternal processarchitecture.of a

Mbni t ori ng a%da : .egﬁélrﬁﬁerg@ﬁyogﬂﬁfgﬁ Mg *&fe© E!l&’/“s 'élﬁﬁcftépé’rsr 84% 0 as
an RTR sexvehdsl®. Ehe d@liordysiteemshifk em teferdegi toecserbBdiatemines an
RTRCUT Syt ergy A2 ANt S ACTIAALL] U LhelyDelow, ThakOlaluy ke
Provisioning Systems are particular systenshosted on one 8 t he “ext er nal
systens 140. disnleyafepircttdd ahisudiateracradmns eft &Udalt exydiarhs 4G Ojas

a' Topol ogy RepqifaldPm [RY VerryfphRS) AeU.a The E‘netht)sCFc)erQ\’iiO%iSOWh@QhSysaggs

on the TRS 2U0 provi des networl; 15t opol ogy data via conputer networ)c
to a Real -'t 'd%feTofdliGieDarabdise G;"Zﬁ Host & Sp ah & RERNS&Ev & C¥IU. TheGUl
ternminals 13Gdrmitdd deyu Ct athenhnd nedte ALnes epations mnagamnt. (RV
ternjnals 224 (also generallyreferred to as uife{a\ﬁg(%%gi]nals . The RM

é. "

terfnals, 2 MR e 4AVE GHe WD G 1585 SonéLor
nor eGUI ~C | enttiZA6 iprpoce skes dallsevwnan @ giraphi Gdamifenfeacehgr ocesses)

on the RTR S r %‘gg(; i i d j I YA .

dat @) cornr naﬁfc?\sbqscu%paes au ﬂ%rﬁ%ﬁ@s@o% S; r?rég{ a%tg]tﬁrgr%f_t}ﬁhﬁ)l\és@g’é%]
networ Jc deviddds URRF IHIIGE @ Tret Wbk ko asideandundgsifil@te@rd arns. Trz
t he depi ct ed erfiodigmide ddtd GUld&r Pdcel-MMG@AS rapplniCatidmar@ding i ent's
22619n t he F{’tf(_:‘lgtSecrovenru 210 tt.r ansm t GUI_kvvi %ovvs to an RMterm nal 224over

t he ' tonput er et ) S G iRt ST S Heis i s one30GUT Client 226 for
each RMternmnal 224. Tie tBe @it e 28nqndoviede ark HentCalgr dteanhi@all =di spl ay

to the RMternmnal 5224, A aFRSWite fdiedeR dlrd erhadigmnt gy ovides a -1U
VrS1~511 ~UU. ~ 1~ O 00/ 177 ncTns~9~z20az caorrsistent easy-to-use

interface foMaARFE hg'RiHd YRERGI 3 f undls s S Hd3dSo i cation
networJcs 17Wypiddiley Guilbaliisgl ays ivorlescatdued teruritredrs aidwad DEgers, via
1'thz~1 term,nal,s 2 rqQvi de respective | . Cl.ierrts With 5
cong(r)lands an@q%)e}ﬁaa.hzq%r%(%nacell(?enpﬁ cafnecg aeﬂ%occﬁn%rﬁt,eq hte tte11ee(%4(9§%1%\lljgrﬂljcléltgi on

devi ces 160 @l MEnfgrdnerdstSerndon Vot 28 andRofpiia e weda an X 25

lin); 230 wi tﬂ%ﬂ@ié@_ﬂéﬁsﬁ‘é&ﬁ?f SopteEdMfi s U RAseS 232 The
(generall'y kr}:oo\l\rr@puatserdeﬁ/étheOL“I]{ntleSI"O a:{:g §£§-§rsa elsy? ar nonclanlg area network
(LAN) or wide area network (WAN). The block diagram
‘) 25 £ormat of Figure 1 is not intended to limit the
particular network topology to any certain type. For
example, the computer network 150 could have a topology
of bus, ring, star, or any other type or combination.
The external system 140 represents external
30 systems that are connected to the computer network 150.
The number of external systems is not limited to the one

external system 140 shown, but can include numerous other
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10 on the RTR Server 210 described further below ns part of the depjgtel);
enbodi nent, a single GUI Server. 234 running on the RTR Server 210 provi des
an interface between all GJ Cients 22G and each process running on the
RTR Senyglho/ghkks Upon receiving user data 15 and conmmandspdygsieaisRM
termnal 224, a GU Cdient 226 sends the data and conmmands al ong with user
regi strations and deregistrations to the GUI Server 234. The GJ Server 234

perforns gpstrablt Besiceiel.l | gpRt RLeAsT BYstenanzklg Gk af UBckhens. In
addition, the GU ients 226 20 wite event nessages to client |ogs for

syst em di lﬁ@ﬁbé?ié§gaﬁ‘6‘ds@ﬁ&atgéfﬁ‘ﬁf%a§€&vleépélztos té“l 608 dppiiftefs. Like all

RTR procegfpsdihba tGUltnd REMi 555226 26 %@leloﬁqrwerlné3énaead in system
|l ogicals at start- 3p to initi I ize run-ti_me pgramaters ﬁstem | ogi cal s

i ncl ude aM2BREENEPEN S&FAEE, 15 RESTEAESES FEGE ARQoEHERTREdeSYSt e RTR
Server 2191aThBeR'c)anBu?a@arl'\/e;retﬂvblﬁkallw Hogths soldaers prapcaessesdeel ated to

restorati R GU L he deni.ct enbodj nent conprises a
singl e GUF 58 ong f)jraoL~a~sas%>2/ wor %ga&'i a§éﬂ ert Z%g\,tatjneqJ more GUI
Cient BOecheceaies}@z:&utsn Ctahne aR‘EI@ Serlvect2 it eorfe cor timer e RM term nal s 224
and vario I I I ver, ot her
processesMgﬁtht%g% R g]éf\%%%%seé&%tm%%&l‘;&e 1% f%g\]eal ~%%v%gﬁil77@

f C r/ US99P220a2 doffé@ -Jcey restorati on processes are shown in Figure 2 andare
gescribed as fol | owsprd tMuaibtihey defd oled ixed | r@ﬁve&sqspoone R f RSer ver
21U to host all the oce S not ntion,

anot her ed&G & C fsn%%g*ﬁr%&ir eer"i'ﬁ? 6313 §‘t g) P&g‘\esm ng | oa
so t hat the@rcowsases:haer ecalipsttrd b utestvaarkoid ror €1t haampmmd?’tb RhSerever . 210.

Also, in n%%QisCt rﬁﬁﬂﬁk% o 'Syt dé“’seé}t\)ecl“g]ﬁﬁg e RIR

Sefvers 2 axe use evices to ration erver 21U.

Di stri but |Q¢g§1p#rr(§b3esﬁ§|91fgallfodd3 W@:W@Jt%qm’e s drbdaudiffgdupl i cat e

servers a%@&@@&%ﬁmaﬁ%ﬁ@lhm{mmﬂ n theadtedbrPhaii MMaiagey process
236 and Pre-Pl a 238 al |l ow usera[s‘_1 of the RTR Selrver 210 to

bort or mpr S HEcHIH 0T oot 8 TP T T G Grevi ces
real -ti nmerléfteoraatd orhe Res]texrcanmmqﬂr@e@sarﬂsxrdrae Itor edtien thePre-Plan Files

Dat abase %%%ecanmﬂ@@tf@r@q%tmlqeepﬁ?% ot elsgnm%(phﬁy figfe generating,
mai nt ai ni E%so and20retriev9.ng p ans i npl ement ati on. A RTR _Dat abase

| o A |G G o3t TR TS Ton (el AN 1 PSRN o o
2yst ens, hqsiptdt@jy tde dRS L2t £ ded RIR thed abaasea:czaamﬁcmpuisataebm th

periodi c feeds from exte nal cI udi ngGall 1o dat a.
These dat eélrecc?rwlélhn%‘??tfje?%% O%%% i ]Fsgeaﬁ:” ki msag'%CJJ C%evolo\%gd Dat abase
( RTNDD) 290i.1Thee wmmmleathemt\e@lﬂm glrmtxmngi'@redrimry of the RTR
Ser ver 21%1@@0@1 %é%:ﬁ)éoaé@?éé@aén&'f@s%@em&\t@ FN 1 &R

configuration an :)L/ he restoration netwrJc, The R’ r NDD 290
i ncl udes aiRAFOYYLT e%?’ﬁ’é‘l’ﬁ‘ ‘EI%F’&%%SEO%.’B%E%S#%JF ec‘?’H“‘b’?b%%%Js’é% PBRE eYBS the RTR
Server 210cdRdIBupinteastss fnetdatia. r endi tige -d@piclediefbodimeni, 101i 3

17V~ 00/17Zéese devices include restoration devices used for
restoration of the telecommunications network 170. An
exemplary restoration device is a digital cross-connect
(DXC)', which switches circuits based on external
30 commands. A DXC 3/3, for example, has ports that support
DS-3 trunks and switches traffic among these DS-3 ports.

A restoration network typically includes several of these

0.



PCT/ US99122U42 and is accessible to some RTR processes for real -tinmg pdamnaos
updates. A 'rrun)c/llction Database 242 stores log files for actions that
have been di spatched and trunks that are inpacted by an outage. An Action
Log in theywy gbiisky; / Action Dat abase 242 includes actions thatr/bgwsgieen

d~. spatched Lo restoration devices along with t:lie results of each action.
Actions axe typically cross-connect or disconnect commands. The GU Server

234 reads th e g n I . (0 t hSP on t he
R e g o e L e s
i ncl udes trurfs ke sHnvie thigak istdidhiEsed 49 ithsadesd chpdasndeddgentthe GUI

Server 234 reafis t@ colmfuidG iR AnE (SRS 1t % siedf r 7t ieR iR tshe GU
clients 23Gtqg the RA9 termnals 224 to be displayed on tl~ze GQJUTS of the

RM 15 ter ni né{‘llstglzﬂ‘i A trol Manager process 244 serves as an interface
to external systens. Tha duard rolilNRzAgert e344 ieedeiteeaqopyares sf rom t he

external systens,. distributes ese cammand 0 the apprqpriate.internal
processes, a %teeﬁgd‘rrees 9 esapé{%’gﬂg'ogr]@gr é—?‘tr%lr hl&ﬁla\ﬂ?érﬁnﬁeg(?é&erl tlzgﬁ o)
mai nt ai ns sy steerhilngyitded KTAME T ear e erflerrteidTe parsaet ®TR efertvieer RTR .Server

210. The GUT l.at a r.eg s for
status to t h%ﬁ%@%&rﬁ%ﬁg‘? 0'33%’%2‘5‘29 gif}Q%f%%?geSg%?l%‘%%tr gg’dsa%lﬁ%{tal arm ~
A Fault Anal Gils Sstteenf rldm ettcerimldesastidres] fuondreni the Lieet.wollhe t opol ogy

dat g rom t heydTRER 24000 dihn R R LAA%e paziihie i LyMiahitsi s pr ocess

246 enpl oys inference engines to analyz ese data to defect networJc

out ages. WhedUH SutUYeNS o e HSENGY YR San dut adé ddFouncenent to
the QU Ser velepiidfk éaal erfidtEIm AR~ HE esee&-naline edn al4 oMAager process 244

gg?ggs&t ggTrsrléog%Jl iog?azfzeq)el ipcra%cieosnsesself\;eorm (_'1;1}'?33) 2~2~0r .; 1 ’fh(e~llJét’w5r_]<~ b =110

Provisioning Systems on the TRS 200 provides network

15 topology data via computer network 150 to a Real-Time
Topology Database 222 hosted on the RTR Server 210. The
GUI terminals 130 in the depicted embodiment are
restoration management (RM) terminals 224 (also generally
referred to as user terminals). The RM terminals 224

20 communicate via the computer network 150 to one or more
GUI Client 226 processes (also known as graphical
interface processes) on the RTR Server 210.
Communications include sending and receiving data,
commands such as audit commands to guery status of links

) 5 and network devices and configure network devices, and

unsolicited alarms. In the depicted embodiment, the GUI
is an X-Windows application. GUI Clients 226 on the RTR
Server 210 transmit GUI windows to an RM terminal 224
over the computer network 150. Preferably, there is one

30 GUI Client 226 for each RM terminal 224. The GUI Clients
226 provide an integrated GUI display to the RM terminals
224. As a result, the depicted embodiment provides a

-10-



normal to alert when it receives an outage announcenent fromthe FabBti4iR 7063

RTEl

Anal ysi s process 296. A Restoration Coordi nator process 248 serves as the
main interface for all processes laving a Restoration 5 Control function.
The Restas @796y Coor di nat or 248 -receives commands from pthesedRbbapr oce~;
ses including conunands frome~tternal systens via the Control Mnager 244
and distributes the conmmands to R rR processes having a Restoration Control

function. dired 7 bar Oosk Hf - cONWRNGS: d 14 4 ot diemdlf DEesisRe aHd en requires a
specific tuni ng, and_ sequence which the Restoration. Coordinator process 248

control s. AR of WG O P i rk FF OB EAL BB DetwRiiRies’ bt her
processes tHRAtGPErdps 4 eal s tddecr Esd PrAit Oier Thessy pragesses wi€ a L-real ;

J. sol ator m out e Gener at or and ctjon Dis cher. process.
as”expl ai 1 SATREIEET T duro i Reeinds At TGS S 05
control nmecynnasdorand ode tainct Tonshdyddhic Us@rennt@ireeti ngclve th a single

The t he displ ay
screen sz\[ %& errl?nggng (% é&v;b&% djleicp %}e/ \(ijlgé;p %\ﬁ{%%%lbca%aeglr%#l nt egr at ed
under a caimeHthSdals@IwmwmmmeTmmramnXl% lhaﬂ’oB%Q)I\ayUW\n ndows are
al so_contrglldrf1 Fhidrtycl OrAbOVE{AT 199885 PTppgeLalionsg The |5

restoration unctions 1 ncJd. ud sen g manual rest oration conunands to
restoratlohg%%QF%EEYZQQQWWh%SCﬂﬁVE%?vb@L?Bﬁa%%nﬂko%ﬂﬁs@%b FE3 BR%t i on

gommands t&lt@EeRﬂ'BROS@“f@ﬂ @@f@é@@igﬁe@fﬂ@ﬁ§§e24§ewﬂl recei ves bacJc

confirmati bns. The c nfir ar dt i spl t at to, th 30
on the QU displ ayed 5nl?ﬁ ?sb?%yggﬁfgbﬁgoﬁg$$§%% Stnggﬁ%ﬁg 224u3?; t he

QU dientGUR2Beandrt ha4 conpuiey oet woe kRIBOSerddr 210 provides lanwrc~
oun~~c3 rcijUsFP528UB&tween all GUI Clients 226 and each process
running on the RTR Server 210. Upon receiving user data
15 and commands from an RM terminal 224, a GUI Client 226
sends the data and commands along with user registrations
and deregistrations to the GUI Server 234. The GUI
Server 234 performs most of the intelligent processing to
enable GUI functions. In addition, the GUI Clients 226
20 write event megsages to client logs for system
diagnostics and send text-based reports to local
printers. Like all RTR processes, the GUI Clients 226
and GUI Server 234 read in system logicals at start-up to
initialize run-time parameters. System logicals include
7 an Execution State, a Readiness Mode and other modes of
the RTR Server 210. The RTR Server 210 also hosts other
processes related to restoration. The RTR GUI System 212
in the depicted embodiment comprises a single GUI Server
procéss 234 on the RTR Server 210, one or more GUI Client
30 Processes 226 on the RTR Server 210, one or more RM
terminals 224 and various process interfaces between the
GUI Server 234 and other processes on the RTR Server 210.

-11-



h Verification Manager Process 250 perforns routines to verify the carfriént0l
topol ogy of the restoration network and to update the networJt topol ogy

data .11l the RTNDD 240. The Verification Manager process 5 250 generally
requires intervention. However., the GU system 1 vi de a
control iﬂ?@ﬂﬁ§?§3to the verification Manager process 250 §8:§ﬁ§?28£grs can
initiate an audit of spare capacity in the restoration nei:worlc. 1U 71
Report Nhnaga& pragess g tocesses vari ous f w ! % e RTN éo RfR
Dat abase 222, '&nd“RTR®S 955 9?0p§§§FEﬁFFoa§e o pr Bv?de repoFt & B8R
restoration aperaEsonsbeHhesGEblSysBen1110 provi des an |ntegrated GUT

di spl ayed on the RMte 2 t of, er..pr ocess
252. 71 user can-then ?gkﬁgggh %ﬁe ?eSES §|§aﬁ0§§m5$9 phﬁggbﬁ185|n a
GU on an Rl\/BﬁewmrnallOzsn hﬁSNeth;r Lhemﬁpcesseéor thhat d¢>E(5N@g): pmééss 254
and et vor ) bial ¢hagesBhont xﬁngne%gIE)emeeegﬁéﬁes A3ge20nRhOVhdepRRCESSaAry
i nterfaces between t Server ticular comruni cation
format, and ﬁﬁévﬁés@épaﬁhéheéeﬁh€e§lQESSﬁPPH ﬂﬁéﬂrSGthéé §pecific

conununi cat i probekgeES ardndiBdybdual BHnEnEEmBi@C@liﬁn2aﬁepR‘i’W degver
connunlcatlogz and ontrol |Bterfaces Ea h " estoration deV|ce 228
to the R fR Sefver® iPnEPe 9§péﬁéeﬁlﬁT °§F@88§s°§3§hFoP1§§8H
restoration dawbuelﬁBS dibe iGek es@rrese234risntenf acesusetihaki bacNGE process
254, Where t C i Lbu (- es priate
NI FTE pr RN 3U%P§§§e§§§§g5§%h9 B SrvEro33gcs bietlanahangnr ol b
each ot her viP&ogRSEANESr AQBACOMPNAI BRECONNTSr GBEs§ETVATL ﬁédde‘pﬂéllged

e~trbodi r nenhptiheak st geRobreonunyactab @RvicksSarelwdll~xnown 88Cthe VIFJ
00/177G3 PC | FU899/22U42 process uses nessages passed anong i nternal

mai | boxes. ! ~€%¢hown in Figure 3, RTR process 310 passes nessages toot her
processes such as the @GUPlser Venaze4 yracasSeRluér Madl box-¥12n Friltsrn, the
QU erver S S 5 e C 0,Vina ocess
T | box 311 REes g 2] tarad8i blerar of, Lnd RTRC R8T yS, 4 Y0D B pekEoth
Client Proces®&s- Pé@&ne@26§taﬁdk226§t@Fét@PmeﬁP RECiséRes te18833 181 "eand
318c, reSpeCtﬂe\éQloktatIIEb% GJiae@Itanttaan@&eZ%Qansaa@‘eZ’é@@r@an 1$1ertcﬂ1erressages
to the GU ver, 34§SQV|a t he Servg 8l\/all L G eeyer 210
eltherbroadc &5 PHedis Ades St §24PP3E8I 2A8ent 256 Quyﬁgﬁglyréﬁi§i5red or to
individu al @36 dlsi gmispoR28blEhd oRTRPNEsESSaY . sard nredsages B©@d he GUI
Serygr 239( ‘Mat%‘le%%bbg%dﬁ%% tﬂ?oral'ffgﬁ%ﬁ%c St ighl, QU dients

currentlyl5registered and |isted tin a ast list in the GUJ Server 234.
Wien a GU dient 226 Ra&TinDaf@desfotdidd daclonest fd Indeitfioddt i on is sent

to the GU SEtrdtﬁﬂ@@@' trlde- @bﬂe %ecrt\éa*rnaa%awdrkbmastmuh@ Wdatemd,0 eachof
t he ot her n I pr, ndi_ng?2 t.he dest.inatj on of
t he update e%e&ﬂti %@%nég{) ég 3&&2’2‘3 % %3; needd p[\blaﬂf\;fe t he
mai | box addre&stchf plelre. c@ulle %It\eeriqwdmcefscsvn?&&twmhatle siyegiestser echadivtdirighe GUI
Seryer process, ;2 I 1eniqtd
it ?egl sterzﬁw 'ft%p%%eﬁdggerver 9€2w a'%'[ %g%seﬁlﬁezerf\r}elrtn%tﬁox 312. The
QU dient 2ZPPESSEs sa Reatlu T med diedssuk Iy igs RababasaraiiBYHOIF 1o t he
QU Server 234 aSpart qfhet herNmgisty atd OmpRssEated din ke B8da S@{a\/ﬂid 239t hen
connects to the GUI nt _mai | box 318:é£|ch algﬁ%ﬁ1022ﬁ GUI ent 226 to
recei ve broadtd¥t™™ KT A SHeau2 by ve'® )usperrovolf S aul
Client 226 regussttSine eddta arCdhae|denter?26;ortthieyu@at iCn entd 22fpsBrgs a
30 of the restoration network. The RTNDD 240 includes a
memory-resident database accessible to processes hosted
by the RTR Server 210 (RTR processes) for data reading
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-1 G drji;;.; 1~ V"G 0(1/177G3 PCTI US991 22U42 deregi strati on&q@\gqg@
to the QU Server 239 to be renoved from Lhe broadcast |ist of the I
Server 234. In the rare event of an abnormal term nation of an GU's

Cient, Server 234 sends out a periodic hello 5 each GUI
Cient Q’Jfg&)/ﬁﬂﬁt he GU dient 226 does not answer wthi npgf/?g%g%zwed tinme

or nunber: of hello nessages, the GJ Server 234 will automatically renove
the QU dient, 226 from.the broadcast list. In a simlar manner, if a GJ

dient 22@THbeS MACTELA IR P FPMRTR PLSEFE TS fein NG9 "CIMeSer ver 234 wi

thin a sperdfa figlidiae, themdhe Bddidd imiaide Wdd e ragiider with tlse
GUI Server.j;i4. 1__J;%)Lgrgure 4 shovi(iaa data flow di agram for the processes on the
RTR Ser verf 4% TSP WG G RaRSo SSHE o GEsE € WY gr ouped

into hi gharhdtei}aaie congeotiesd by ot dnsdgance, ar e1@Qdh Iygveim piecess 234 and
| Cient [ es e qar d i nto. GUTL conmponent_ 410. The GU

(c:;ngrponent 31%1%?)? czthlo(\)/\%%g @éabarr%er géjﬁzgtléﬁqeudj Gfsevaecict'% r{’sl:ﬁ'gjuar'“e]l}fv BJreeerbot h

ext ernal ahidsiO-dhredr il relter Y iows devel aespiactety vEiduridiet, reandl ttshe dat a

fl ow di agr Fi S throygh 10, gener.al | £, 630 tory to

t hose sl ciﬂte |'hn ét(%&ejfcr?ne] evzg(?\t art. g@%%%%fl%%%ﬁa%? ans t|a entify
various daies eypeacamPutRn@ppr ot AW rRmiery 407 arrkds dhotheriqir ocesses
for such dad@ a@s eI Bs RBIres: fodhriaydle 10 s gt aupi sh abscusing otl zer

inportant aspects of the, invention, only summary, descrlgtl ons of such
FPgures ar®® pHavi HLd- HErERals Ford bt Witor@lg LR st 2hdi fy, TH4Yse
skilled i Lédneinel edant tantkarcha8t) thvedieash tioddiel Rigures ifemadves. 11

Data NeaGgpet SOURA0CNtoddZopl SLONS £d NELHEPS AR B tase 222 and
/ sends this information via the GUI clientsg 236 to the RM
terminals 224 to be displayed on the GUIs of the RM

15 terminals 224.

A Control Manager process 244 serves as an

interface to external systems. The Control Manager 244
receives commands from the external systems, distributles
these commands to the appropriate internal processes, and

20 ensures responses are returned when needed. 1t also
maintains system logicals, which are run-time parameters
of the RTR Server 210. The GUI Server 234 sends all
state and mode changes and reqguests for status to the
Control Manager process 244.

) A Fault Analysis process 246 reads in alarm
data from external systems along withh networlk topology
data from the RTNDD 240 and the RTR Database. The Fault
Analysis process 246 employs inference engines to analyze
thesé data to detect network outages. When an outage is

30 detected, it sends an outage announcement to the GUI
Server 234 and other RTR.processes. The Control Manager

process 244 changes the status of the processes from
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1 B3 1~"nii 2u3 1~1~0 00/177G3 PCT/ US99127. 042 of the R fR Server 21Q shown
in Figure 2. The Data Managenent conponent 412 al so includes a Data Nhnager
process 610, a Create RTNDD process 612, and a Report Managenent process

614 as show® jonmeki gure G . '1'l~e Report 5 Managenent procgSsybazdaac! udes
t he Report Manager process 252 shown in Figure 2. A RTR Managenent
conponent 414 of Figure 4 includes the Control Manager process 244 of t he

A oreocl Phghas £L0-2004nhEa"L UL s, I0S KR VROROSHRRL L EnegIPOneDt

414 al so inc es an Up nagéer Process Ver pro
and a Fail -OﬁeflomPrtb@ei"@mg predpss s7btocesssBddn in Figure 7. A Fault

Anal 416 4] Anal i 246
of the RTR Sorver .18 of Beotelafidy! BRCUEnaLBE BaUlLsEIguAoLe Reqrass

i ncl udes an A& MREH lla¢EsE aproéess a810pracssaes Béwvéﬁ 9r5§§$§f8I20ﬂa

Dat abase Ser ¢ tPoACesHc81dn . an@‘h@”R@étl.%(i}%t%fna@%%‘%d§%%‘é%r1 9@@0688 816, as
shown in Figure 8. h Restorgrlon Cont r ol nponent %ure 4 2(1

i ncl udes t he *RESEIEE iSGHMEH FdFﬁ&Pthﬁﬁéc§§§ ?IQCGFS?ﬁelﬁ?ﬁu ePPer 210 of
Fi gure 2. Thedresin@rsatfirom Gam@mblc@qumt v438 tofe Eogur®i4Mahsgehncl udes a

Break | sol at el Pl an Manager .proce 912, a _Route Cenerator
process 914 &rd 5%%% ﬁ%% “gﬁ&tgﬁ rCSF%@ng % 3%@ REOSKERRSi ﬁaﬁrﬁﬁre 9. A
Net wor k Cbntmomaaﬂqnﬂumml42®tmblFﬁ@mm$1@n|ncDud&slbheJN®Comr@@@&snﬁ&4 and

the, NI FTE prQeess. 6ﬁ;c%@%e§T%f Y &lofh Qe 4 F'%%rﬁg%t qubntr%?%>c

Control' conponent I'so i ncludes an 1 nteracti vice
Syst em (| DCS)s aGated\gsy Whitcdy ftéice Resdoass ippl Gogs Whaweti wreicgsse 24G. The

Verification d\&n&gﬂ@nt THO FREE 022 iich TRRMY 1ala@Re Wil <& smaigt or i ng
probess 422 In éﬁ”éaé%herlpé%cesses that perform real-time
restoration. These processes are a Break lsolator, A
15 Dynamic Route Generator, and an Action Dispatcher
process.
As explained more fully below, the RTR GUI
System 212 enables a user to control many restoration
functions by the user interacting with a single GUI. The
20 GUI may have different display windows displayed on the
display screen of the RM terminal 224, but all the
display windows are integrated under a common main
display window. Importantly, the display windows are also
controlled similarly to allow for ease of operation. The
) 25 restoration functions include sending manual restoration
commands to restoration devices 228. The GUI Server 234
sends all the restoration commands to the Restoration
Coordinator process 248 and receives back confirmations.
The confirmations are used to display status to the user
30 on the GUI displayed on the display screens of the RM
terminals 224 via the GUI Clients 226 and the computer
network 150.
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l; I~"r~"~~ ( j~I1,J WO QU 177G3 PCT/ US99/ 22UA2 The RTR GUT syst etpqi I\'l’% 709
allows a user at floe RM' Termi nal 229 to nmanage and nonit-oz- restdrdtion
of a telecorrununications networl; in a nmanner that is easy to learn and

per f or mygoppared to prior art systens. Tl~e 5 foll owi ng bunatshnmnesar e
included in tl~e managenent and |110171toring p~-ocesses of restoration.
"fhe RfR GUI system 212 allows a user to configure the RTR Server 210

interfaces and |inJcs vetihf I est st gpeyimasce8.230 userfoam configure
tlae 10 paraneters of the.ET%Server' S | n%erflaces C\#ﬁ tQ each restoration
devi ce 228 O i Wl Vet tnet BarGiet®ts THEEL9He M FFES processes 232 read
at start - upestsoret 1omasnetwotin-dndret par@iet @rishe 'ridwevguat avebeYsgy ncl ude, but
are not limted. to,, |i ) 1i.n audifing intervals, and 15 nessage
bundl  ng. S Erhr e BAVSROEEE) | e B ARL R B e
t &l econunu?® € ag emesa thannedu asepriorelnynandi apethert @b ecohomey eat | ons
channel as Chigr UP h 2 i ise chan h channe

£ 1P&CEH 1 UBy s B3R 2 é?ééégﬁrn&%ecﬁé & €Sor OLE1 Zgﬂé'fkéce'f%

handl es either audit conunands di sconnect conu~i ands,
admi ni st r athonVebhfaAdsionrManseet chiee s af 1. sThidzet chaehel 8akan be

configured; & hf 04198 Shea AR Gk %y§£§n&%§¥cPVyai#5@ﬁe5%@&E89§Qi@ﬁ an RM
termnal 224. Wth the RTR GQUI System 212 a user can configure X 25

switches t®eR¥erXdelete, or nmodify '' ' addresses for restoration devices.
70 user can al so changrepo?b Nag&eér reLdtags amsk rerboses devigesot® ot her

Syst om 21258 Bebrour RBr oREaPE: 2 fe Rl Tor Rl £ 2587 L EuRR O35 P ks to a
restorati odlB0sdevenelo2s ba provifle Fepoekanpherestosetienn take one or
bot,h X. 25 Lh0kg QUhs0f SBREVEGE §P5L8RI M ENBRSEiadHi &n integrated
GUI displayed on the RM terminals 224 to access the
15 Report Manager process 252. A user can then regquest
reports and view reports on-line by using a GUI on an RM
terminal 234.
A Network Control Coordinator (NCC) process 254
and Network Interface Front-End (NIFTE) processes 232
20 provide necessary interfaces between the GUI Server 234,
with its particular communication format, and the
restoration devices 228 with their device-specific
communication formats. An individual NIFTE process 232
provides communications and control interfaces for each
e restoration device 228 to the RTR Server 210. There is
one NIFTE process 232 for each restoration device 228.
The GUI server 234 interfaces with the NCC process 254,
where the NCC process 254 distributes GUI messages to the
appropriate NIFTE process 232. ’
30 Processes on the RTR Server 210 can communicate
with each other via an internal communication process.
In the depicted embodiment, the internal communication
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19 Il ~it;rl~~r~u d~"U UUJ177G3 PC ~I US9JI 22U 12 woul d cause f§evRTHI
Server 210 to use hack-upco~rununications .Wth the R fR QU7: System 212 a
user can controlthe restoration devices 228 manual |y during a
restorati qpgRePeess. A user can also reroute traffic f-.roRerusennzoa
ateleconnunlcatlons device in order to perform mai ntenanceactivities. This
can be either done in real-time withdirect interaction wwth the devices in
an R 1'R Nat| c e: e h RIE I 12
Provi des roal eraad SorSy A or Phe BRAFOS Ad Mogl i b anet TERLE:
traffic-bear Asnghe?neisoEianyel BcaRlBnerneener It) padsssermgsadyenetoat the

RV Terrni nal ogRd:cRokeSeLUeSALAM LS ERBALHY NGo DY  dgh ot oyl 8gpGeps el

as identification or inpacte econmuni catrons trunl cs
system 212 alM3ééhanl d2a uddr tugnmokideofUieSesvati 8ad deerees. messageq

~!" Iy emoni t okbngneanThepdoreskBothoonia davReR b@M@Esswmgﬁﬁb&Qedﬁvlce i's
r epr esent ed as a_single functlgnal conponent , and on port level, where

each port of 558€9F5e3F§28ﬁ8ﬁ| 6P@dthByGH5nH?5VFﬁgzaérF@ GQIugéFeEEn
ef fecti vel ynemrotessksunpées, beQﬁbeandezQGQSvTBeCRTBnGUMa$Y5b26B212Ba|SO

enabl es a user, .t o0 |t the_X. 25 li.nks. and._sw es. bet

Server 210 angléﬁénggstgégtlone55§F§é¥e;¥ ﬁﬁﬁséﬁycéﬁlﬁﬁﬁg g?gﬁ ‘real -tine
t he status ofR2éhchahidn2ébtas caal Iseas mhesaaESicoeXbbaﬁgédSbeVaEeﬁ3an RTR
Serygr 210 a%qfe%k%f%%hQ%ﬁdﬁ%hQ%%x2§§z ﬁsreeeneaET% p§ﬁ6°%@kﬁ@?'t50“

restoratlon devi ces X. i nks. W system 212 a
user" can3LbfFﬁeﬁéﬁﬁﬁﬁsaﬂﬁséﬁﬂéétF@eﬁ}lnﬁﬁég§1#§§#ér8?§OHUEFSH§1Whathave

speci fic desm@@a@edrb@sbesxoahhdwwhhualuauﬁledleutsTst camnhberggne for

pre- pl anned IS ;0 d. t 11/ ~J|J ~ ==~0 00L~
y~C%rnu599r25 c%%rt%oﬁ% HE%FS ggréfléﬁeng#éorfc 5r2%ﬁ|n gﬁgﬁcthe“

activities. P}ORé§F§¢§ItQ@tmeﬁ@ﬁﬁﬁe§ocaéﬂoﬁﬂﬁe§ﬂéﬁakSSévsr§é§éwlbed furt her

bel pw and Fam@@a@taQ@@Sand~1E%mbwr%nSaaBrb%d@ag%gﬁ&@l @E the tpansni ssion
net wor) c that can b% ﬁglred wi th si ng 3 restor al gute in a pre-plan.
The user can & &&fe, ée eo2 fodi 3198§t8 81 hagt &0 HPH&&F can al so

create, del etetiddcreudiohy phe plodardids ianadionplieneentt he phe- puanserAeurser can
nitiate the peRkIn GENGALIGN BIO0GIST bIARREER! (b LBhaEEr 13 RalH

Restoral Set$ in | eopar dy SO rnonitor status o
pre-plans arrd & bﬁr6¢@@rpﬁéubﬁéﬁ§n¢ﬁaprh§@eaﬁeBﬁRg§ﬁ@ﬁ§§§ddependlng

20 on the destination of the update. As a result, each GUI
Client process 226 only needs to have the mailbox address
of the GUI Server process 234 and be registered with the
GUI Server process 234.

When a GUI Client 226 process is initiated, it
5 registers with the GUI Server 234 via the GUI Server
mailbox 312. The GUI Client 226 passes a return address
of the GUI Client mailbox 318 to the GUI Server 234 as
part of the registration message. The GUI server 234
then connects to the GUI client mailbox 318 which allows

30 the GUI client 226 to receive broadcast messages from the
GUI Server 234. If a user of a GUI Client 226 requests
to exit a GUI client 226, the GUI Client 226 sends a
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The RTR GUI system 212 al so enables a user to efficiently and effectiafy /MM
noni for and nanage RTR 15 processes and the overall RTR System by
mani pul ati ng various paranmeters) all with a unified GU . For exanple A

Dynam ¢ R8\%{g7ﬂ%‘§ner ator (DRG node of an RTR System can Q%T%p

di sabl ed” nable, the RfR Systemoperates in a real-tine res%oratlon
node. \Wen disabl ed, 2U the RTR System operates in a pre-plan node. A user

can al so nage.RTR_processes_h i_n d Ietlng r |fy|ng Rest or al
Sets. The §%%6$I§9§68H19E558ﬁ§bﬁ %h ggr ?pl 8}f89g1fﬁe ﬁanagenent and
nDnitoringrémnubﬂoﬁsomsLdesbrbbédaahoﬂésthoﬁugheaGEEngbevébl2Bé a single

CUl systemyhile sLati gyed.akcan,RiTerylal 2g4.L0; Lhe depiched enbodi nent

of the invénti.an. € resulting con3|s aceé assists é user
controlI|nglaﬁdtpeﬂhArﬁﬂﬁgseheeﬁaﬁ94fgﬁoﬁsonstlﬁvQEWe@dWLtheéﬂOresortlng 3U

Lo the cunhecsane samuaadscandcegahiobg ol thecRe! auraty eyt omg. The

functions thensélves are orne i nternal processes. ~ f~
' ~~,n 1UJ§°IESVUOLBUP11‘WG§ P@tmusggfsmmémé éﬁ@\ﬁmoﬁnnpﬁﬁ’&#eoil a Mai n

\tM ndow IllggiQﬂOt he sedgesas (ﬂh%pb@S{e@eQK}etthMl ﬁ@UQYaﬁl@%ﬁ@Wu@%lQ@ F%I\/If
erm na i s er wn, nen . series o
st at us buthW?vfngé §ﬁ& gﬁ ﬁﬂ o&%éeﬁéﬁp g s@EPF@ﬁaf%Sg&sihe géll P- down
menus 111( pimidlodeaknles, 1122 Gunt Caliehll2p 6Réskar abitomet®ife Rest or al

s J. 118 i 0 p S 2 T I of
S us but PoRa LTS T fAe L RBeu oG At 1150  {HhE & ARSI C15)
Readi ness Nbie.1tB&n Glwer 6WE KBdent7 236, WilAl rergesistuey Mish, tUﬁapproved

Pre-Pl ans %442 .ccRhvalr @@qerator 1144, and Alarm 1196. The pul | -down menus

111U provide users w_th i sy.,access _t of. . the R ystem
furicti ons. Promthe ﬁ&lHrGU ﬁ&@walfﬁganegggrdégﬁlfﬁ1éEF éieFlle" 15
option 1ll1l1proSelsects g tthe 'RAR Seroptt @i0l11Foal leews tdie user to access the

5_4 e menu 3200 ac%asch%w sl gﬁ %ejs%éesﬂaaf%r E%%egpwn% @lflgth@% File menu

1200 i.s a_ "Refresh™ option 1 tion forces an
update to aeVedt CHEINSPEE -i n Foke INEILANGEI Wﬁﬁdgwllfﬁﬁvﬁﬁ process
234 and GUI Client processes 226 are grouped into GUI

component 410. The GUI component 410 is shown at a more
detailed level in Figure 5 where both external and
20 internal data flows are depicted.
Figure 4, and the data flow diagrams of Figure
5 through 10, are generally self-explanatory to those
skilled in the relevant art. These data flow diagrams
identify various data types and the appropriate routing
L to and from other processes for such data, as shown in
Figures 4 through 10. To avoid obscuring other important
aspects of the invention, only summary descriptions of
such Figures are provided herein. For more thorough
understanding, those skilled in the relevant art are
30 directed to the Figures themselves.
A Data Management component 412 of Figure 4
includes the RTR Database 222 and the RTNDD 240 processes
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20 "Print" option 1214, when selected, causes the currently displayed i 7003
announcenents in the hnnouncerrents section 1150 of the Main GUJ w ndow 1100
to be printed. An "Exit" option 1216, when sel ected, causes the R M

term nal 22 ooumsdng the particular Main GJ w ndow 1100 t op@reEsye/21042
corrununi cations with the GU Cient process 22G serving the particular RM
termnal 229 and to exit the GUJ program executing on the RMterm nal 224.

11 "Control " c@pttinen kit sfrvidie vk %}Qvun \Mnn(m\ejulia 90, whenpselsected, allows
a user to ac&iess t he ntrol shown in_Figure 13. A " Ch nge

Passwor d" SGRILTESN m&wog@%ﬁgé aalisloo\ﬂémé ugesr 2t HatiRaNgead ®Basswor d

used to accemo\cmsowsdaﬂa ysdan fmmnu Qﬂﬁ)ceés 232, ahada Reporft,” 2C03
VWU UWJ 177G3. 1" C T/ US [ 22U42 \éﬁj sable |./0" aptian 131? vviﬁien sel ecét ed,
ena

all ows a usef ¢¥¢ r?u"{eél ah RS &1 &5m sﬁod‘ﬁlalu‘ KL9iEn € [5&* “opt i on
131G when s@lsectgetherad |povessegs sUSArd tlmﬂﬂnm el IRe@oalnc @ahaetd ons. These

mai nt enance d d restorat?7.0l1 functions. Unce
added, the né ntfgeérls%? %’r}leSOtl 02@1 sFila%/u enabl ed until tl~e user exits horn

the RTR Systemray sel éctiThdlaregenent Compumiegt 1246 o [AFiRegteorat i on”
option 1116 GfydilyeedBink @cHt MNapM-LI0 B ddauna 11,: When el ect ed,

allows a user_to |0 access the Restoration nmenu 1400 as shown in Figure 14.
A "Display actSORLAFOGHRT ot A FAEWRWHeh FHglve® &d,  dinspIRdis MAnag§ wiitc h
shows successfampaarsh LNSILC casss Mnaixﬂéﬁlrhecguﬁ&decmm%@telcwm sent to
restoration J ces 8. "Displ.a t ‘fru ) ion 1414, 15
when sel ect e?ﬁ ”ao\éazt fﬁv%r % scpﬁsga@%ec?dlic?ng‘] g 373'%1 rFTFA I Sh
regar di ng truwmacdsnesl 4 npectdbvry ipr dbiens: Wit h the tel ecommuni cati ons
netyor Jo 170. A " Veri fy, B oBd i dé omhith S QaCiRd gl & user to

ify traffa_c on any sgem route, not | ust atrun
restoration s&t9 Rl Tl‘Z\rfiéalDS&%sthF?rcﬁFse'ssoﬁt‘l r‘Pf14-fB% rernge’sléﬂeerct ed,

al | ofvs a useroft cmqmu@ 1rurithe sttt ammh Bl paionomeintt rareleal 4o be
X0l uded [T O ALESLON A RN LN I DA FoUle @NALOIsd ]y enced

above does n generate routes usin
process 812, a Database Server process 814 and an Qutage

Database Server process 816, as shown in Figure 8.
A Restoration Control component 418 of Figure 4
20 includes the Restoration Coordinator process 248 of the
RTR Server 210 of Figure 2. The Restoration Control
Component 418 of Figure 4 also includes a Break Isolator
process 910, a Plan Manager process 912, a Route

Generator process 914 and an Action Dispatcher process

15 916 as shown in Figure 9.

J A Network Control component 420 of Figure 4
includes the NCC process 254 and the NIFTE process 256 of
the RTR Server 210 of Figure 2. The Network Control
component 420 also includes an Interactive Device Control

30 System (IDCS) Gateway Interface process 1010 as shown in

Figure 10. The Verification Management process 250 is
shown along with a monitoring process 422 in Figure 4.
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‘" fromthe Real Time Exclusions option 1918. 11 "Repair Events" opti & 76
1420, when selected, allows a user to track the status of repair events.
This option allows a user to enter a tune stanp and a corsunent detailing
the repa ar event. The user can enter a tune stanp and a

t
detai | i Xf° YU Pepair event. lifter the repair event is cgéﬁpg?@&{lhe user

can delete the event. -z3 "~ i3 ~~ =0 I~~~ AN~~~ Ut) /17763

f CT/ US99/ 2204Z A "Rest or.al "option.d 7.18 of. the Plain GU_ |ai~idow
11 00 of Figure 11, %@& gﬁi(ﬁy qnbv(bl\]za ) éf@@é'séett tlré’eReT%Ji oral menu
1500 as shiawmiira IFi2dr ecdl snané e’ SirbwelRdstonr ale sSetraltiien” odptad on 1512, when
sel ected, 5 . S Q..Vi li_s f Restoral. .Sets in a | ower
por t,ion Lo 16#%%‘9‘1/‘\%5%? %_Oﬂs vtl\'lllenL (?\jivw“l%b e E“R%'I@g:t t E‘t&pé%diag%%o&q on 151k
when sel ectestn a@idwe i asercanpamahttid yra qir ehitemyisientse néthwor k, and t hen
search forp and,f:dentd fed; r ; d t 1.83% 1(z), groni toring.
A§" rind Refsf&olré*l%g;t S Cotll?ﬂl}&gnaaj:I ﬁ?g&vﬁg%n Zig.{ Zcéfeeg,a l%I%‘Ile(l)“\%\jar/snLa((unscer to search
for restormnNSQEIEAIBPEHE HFedff irestdamtifdncati on. n "Create Custom

Restoral Set" optionplsSker Wiien S8 ast ed,z alihoans 2 Jisssr dp add specified
systens and trunks tqQq a new restoral set. 15 user cac.grlejiHher Create a

Cust om RetIHAILER i dtigh SEIIs- 1R G S RS G Mt dbtion. The
pr epopul atrest @pitiom aldwuinsesa ABEr 720 wpecidan pantfiigns eoftle

46! ecorrunni Galians eyt ke hejaelpdsd dud. A Quntgmdest oral Set by
erther specifying tel econimuni cations nodes ‘on stations, or by

i denti fyi rigeeRN P et s i 44t i orhesfe tiglglasianic A EReiRstswor k devi ces
228., ' Tel egoinE NI ONS shavd &ase AN 3 Ml dthafvare yssacivadied a¥ th the
speci fied itens, are_ incl utderd in ,]%lhe Cust om Rest.onrcgll et .. For r|nsIt nce, if
two tel ecof PUNUHI T RIGHEE 415 5t 4t DR P 'SPeti Fl D Y S he Custion 'Best or al
Set al so ihthided ey lininlesatuat leitlerah didtiver it wades statd ons. The

G9PY OPti QR &4 4 QNS eh &Sl [ QnieaRY DA LIONS 18{ourdl NG SRANS. such as trunlcs
or telecorrununications network devices to be included in a Custom Restoral

Set. 30 "DAFRY eSS Rt Drefe FrICHPIT YN ABHP R TP died, all ows a
user to debeimeany Gusd candielsé Or od 1 Sedmifiuroine 4 thisorsy sdlemne2-~as back

up. Each X.25 1link comprises four channels. Each

channel handles either audit commands, connect/disconnect
20 commands, administration commands, or unsolicited alarms.
These channels can be configured through the RTR GUI
system 212 by a user stationed at an RM terminal 224.

With the RTR GUI System 212 a user can
configure X.25 switches to add, delete, or modify
addresses for restoration devices. A user can also
change X.25 packet routing and re-home devices to other
sites having additional RTR Servers 210 or switches.

With the RTR GUI system 212 a user stationed at
the RM Terminal 234 can turn X.25 links to a restoration
30 device 228 on or off. For example, a user can take one

or both X.25 links out of service for maintenance. This
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~~haG; 1~ ~~~0 (1UW177fi3 f CTIUSOI | 22U42 't he "Devi ces" optiopngﬁzqﬂ
of tlae MI111l GUT wi ndow 1100 of Figure, 11, when selected, allows a Ut /v
to access the Device nenu 1600 as shown in Figure 16. The Devi ce nenu
al l ows a upghoiB¢sel ect various mai ntenance 5 functions ) paglusedngsconf
iguration control of the DlIP'f1; processes 232 and the X 25 linJcs and

swi tches. Execution of these mai ntenance functions causes the GJ Server

process 234 ), pEda COUMBALSRER L0Ey NG 15 %@Sﬁ%gﬁ%é]?p& sented by a "GUT

to NC Cmd" data flow sl-~own in igure 9. ates nmade by a GU Server
process 234 a@EngRhtatoohfie RTNDD process 290 as represented by "GU Data

Change 'trigger to Datg; MAnggeNRAR"cGRt & 4cdiQve SO, oy Féagw@orﬁrJr Lin)c
Status option 1Gk2, when, sel ected, opens a w ndow that shows real-tine
status of alilPRetowERTALIEXCIEYHRES £28 NERRWRL Nbd@UT Hpg | Dk 999K a Whelh

sel gcted, albpySedsUses tOekNbghaglisdi FeEdhe WthrpidestQfati on device 228
usi ng device_c§nnands via a NIF'fE,grocess 32 desi ngted for the
restoration gelFce BRI CHhiQNEpEREACU RS ??a??ypgb " R 2R At er f ace
to the N FTEaptbecesse232 Thist banskkeei gter edd o6 aim oredevi Dee 228:h The

. Trace” Opticﬁ’{‘r%%‘SinngQc?%E%? h ?ﬂé%o%f%ﬁci_%ge‘{ntgn ”ﬁ’%tz@’a( %,85 traffic

for a selected I'ilnlc between a selec proocess en this
option 2° . Maedge| @t edl het PEEcPWARU®H: i s displayed in the GU interface

oniphe RM Terninal 229rndherX, ¢ Bpseagesis oprbheass! eeied 1 hoJc axe shown
on the trace wnngoM/as provi ded bg th&thFTﬁapr cess 232, The "'trace"
option 1G 163:FR17%% PfobBFe8hBEEFNEPANRRE L et c@ FE2hbtc 3P ¥ ¥i%ondi ng
properly to aselsesmsunboathdas Thewbrlce i ndew showsoadd &t affie cribei ng

Seﬂf by the yé?ﬁiﬁglt§§4'g§n receive alerts regarding any detected
outages as well as identification or impacted
15 telecommunications trunks. The RTR GUI system 212 also
enables a user to monitor restoration devices. The
monitoring can be done both on a device level, where the
device is represented as a single functional component,
and on the port level, where each port of a device is
20 monitored. By monitoring ports, a user can effectively
monitor trunks between devices.
The RTR GUI system 212 also enables a user to
monitor the X.25 links and switches between a RTR Server
210 and the restoration devices 228. A user can monitor
9 in real-time the status of each link as well as the
traffic exchanged between an RTR Server 210 and
restoration devicesg 228. A user can also perform audits
on restoration devices 228 and on X.25 links.
' With the RTR GUI system 212 a user 'can
30 efficiently and effectively manage restoration plans that
have specific designated tasks, all with a unified GUI.

This can be done for pre-planned restoration and to
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17 ~~li;i~~-—i,3 ~" ~~U UUl 177G3 PCTI US99122U42 devi ce, and bei ng &&H{" {6
the user fromthe device as captured by the selected NIF'fE process 232.
The "Audit" option 1618, when selecteci, aJ.Jows a user to initiate an

audit o gzmore restoration 5 devices 228. The R |' Bc3Aig¢§i10620
aut omat r\cgiaﬁ/yﬂperforrrs audits on a schedul ed basis. The "Auc7: |t" oration
1618, when selected, allows users to performaudits independent from any

audi t schedyl gs lrWh@“9%§t$1Q993h'§e@W§ﬂ %#%jﬁgkﬁﬁ é@terface on the RM

"term nal 224 show n nessage romthe audit. The
NI FTE pr oc@éb@élt%?gf orf\t%%@r@tt%@t mb@%é}wsﬂr% et QIR tSelrR

provi des t@@sap%@@eﬁukhﬁéxamélé\boamdlxﬂdib@r@%éns | 0g raRpgtd Is of the
audi t are wx i-t ten X the 14/ T"T1, processes 232 to the R rNDV 240. 15
The " St art PRRRptS opt PEANEBRLOL WA SEPRBREES 1N MR A sErat cat d?® oz stop

sal ect ed Nr&std&r @i owESH 2331n§be5r@§aoia§1 us@gl é orn &I Pt enange. t asjes. The
"Performance” option 1622) %2 n sel ected PFOVIdeS cyrrent and histori cal
2 i J

per f or manc®Sat 8% Bn“KFE PbResSEsMoablY THes b9 ) SRhhageiehi ot opti on

13@24, whencsel ectedcrabkonsdaluser 6o woabfe pre dpbabsé easel ected X 25 |inks

to a restora vige 2 Server 232, sends, ne es, 1o t he NCC

process ZShméigm g?tkg E%oppgﬁgﬁlFTﬁ %?% e%an2§@l¥late g%?t tUiar Iindc.
'he "DevitanDaeneraptponpiGReéyswhengseeest eay &bt owsrbailser to browse the

HTNDD 240. gAs PevhtesPrt:ai Wi pdewat-gy di spl ayed whi ¢y basnsRlibr Wipgdows. A top
w ~r adow shows overall restoration device 228 data and a 30 bottom w ndow

shows port SEpEEFf PE Hé?apﬁﬁFstﬁBdr%EPBP&Fﬁoﬂr%eH}%%sZE%aLT%%V@dB%?Hgure
Run- Tlne" opheoatdB28) when selected) allows a user to configure -2 G

The RTR GUI system 212 also enables a user Lo
efficiently and effectively monitor and manage RTR
15 processes and the overall RTR System by manipulating
various parameters, all with a unified GUI. For example,
A Dynamic Route Generator (DRG) mode of an RTR System can
be enabled or disabled. When enable, the RTR System
operates in a real-time restoration mode. When disabled,
20 the RTR System operates in a pre-plan mode. A user can
also manage RTR processes by creating, deleting, or
modifying Restoral Sets.

The RTR GUI system 212 enables a user to
perform the management and monitoring functions as
described above through a single GUI to a single GUI
system while stationed at an RM Terminal 224 in the
depicted embodiment of the invention. The resulting
consistent interface asgsists the user in controlling and
performing the many functions involved without resorting
30 to the cumbersome commands and controls of the prior art

systems. The functions themselves are performed by RTR

internal processes.
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~ ~ r~~~~; ~a~~:; WD OQID 77G3 ~~cTJUS9si zzsz paraneters of a sel ectlddli/i 2003
Nl F fE process 23? while th a | ~TFTE process 232 is running. The
"conffigure Device" option 1630 and "Configure Switch" option 1G32, when

sel ect ed, @ h@ys7gs user to configure paraneters for a DYC 5 dgvigeapd RTR
switch, respectively, to be read by selected |4l FTE processes 232 upon
start up of the selected NLP TE process 232. Wth these configure options,

the GUI Server 234 sengs upsates, diyaetdy1i0 §hessgle 06 E,process
232 via the NCC process 259. 10 ‘rhle(ﬁgll\/ai ntain N%ti fi%g%ﬂfo F?on 1634(

when sel ect die HYows2§ nél sRERYeD bt @i AeShdY heerewe @l asefer 234 is

registered t@efgopd Ve N0t i bbhigtisdSa fEOM 0L e PHOLESSHS RBntbel RIR Server
21U. The "Report's' optjon 1122 of the N?ln GJ 15 window 1100 of Figure 11
a

when sel ect &t ST 098 @ USEPCYD RIS ol RePor #2d @R PRI 38 8RbIN i n
Figoire 17. 'sdetidTRISb @t usthepbubn- dgi2, mphes selecigdiuat! pwsea user to

di spl | . t The "RIR " t] 719
el bt ed al b = oabrol o T g Sore £ oBr 1568 usBPELEheT et T obbed on
to the R |' Dsystesn 1The, "Keponis Bi22 usandpiebn 1716, whee sediested,

|1 . dipg.. j j
Tdent 11 oat | phe (oS ELbhE FLI B Plug EBKECRESORTNPLL L EUPEPES  atf ous a
user to crealieate pbtidnoReadineporiode 253a8n Furreal WodagelBB8pokinkThe

"Anpotate PMRa0R§i 014¢20ynubghovel estedpiahbonssa, upehnt Qeaddacgrments
and tune staﬁ})zfjl to the ?ost-?gr%em report. 'these coments and time stanps
i ndi cat e wheh™ah' oWR3gRIAEY tL%%ored and norrpalized. The " Mintenance

Li st" option 1722, whemh&Upsil edtved, mahbewslaoupepvideduspkaywtrln)cs that

axe currentl d LAg i nanc "Amk~e. s Fail Lty" @ ion 1724,
thn sel ect e%?gl}g\lglég%gatg?g?g?oégi grﬁ?aélhzgysgéff ?_QPQ\?IP@HL: ~5gg%

the main GUI window 1100 a us&r Tan select a "File".

15 option 1112, Selecting the "File" option 1112 allows the
user to access the File menu 1200 as shown in Figure 12.
The first option of the File menu 1200 is a "Refresh"
option 1212. The "Refresh" option 1212 forces an update
to a list displayed in the Main GUI window 1100. A

20 "Print" option 1214, when selected, causes the currently
displayed announcements in the Announcements section 1150
of the Main GUI window 1100 to be printed. An "Exit"
option 1216, when selected, causes the RM terminal 224
running the particular Main GUI window 1100 to cease

) communications with the GUI Client process 226 serving

the particular RM terminal 224 and to exit the GUI
program executing on the RM terminal 224.
A "Control” option 114 of the Main GUI window
1100, when selected, allows a user to access the Control
30 menu 1300 as shown in Figure 13. A "Change Password"
option 1312, when selected, allows a user to change a
password used to access various RTR system functions. A
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WO OU/ 177G3 PC Tl U599122U42 network capacity Lhat was unusable. '1'1%+8WMAR (03
"Sel f - Naonitor Report"” option 1726, w zen selected, allows a user to gather
tailored ea:tracts fromthe post-nortern ano initial outage reports. 5 The
"Hel p" &b hy®m7dal24 of the Main GU wi ndow 110U of Fi gur epdiyusydrens:
select~:d, allows a sues to access a Help nmenu 1800 S110W' ~ ill Figure 18.
The "Overview' option 1812, when sel ected, displays a general description

of {he RTRSYSLEr 14nnl ngyiong ey | Ry e Jdd 202 The of W ndow

option 1814, en sel ected, displays text specific a current w ndow

bei ng di spt@ay®édte Rt qydiyl vadlarnd Figile 18 "Mriadeneinee todede pull down
menus 111059f 3 sMer Med N Wil ave 110G g | he 13859 88wk 10fe Stldes buttons al | ow a

user to further control and access information. The Execution State button
1132 of t HeR VAT FN I FRI WA IO 5% - Fiq'(';llﬁ‘%3 12 THARS 1 YFe TOMTt e SB8dEut i on State
o6 the RTRid®sdeto 2dhén Lot i | dih oM idhd.he M ergqagml 324 di spl ayi ng
t he Execution State 2U. butét.on 1132. Theadgge uti on rﬁate of an RTR Server
can be "priikd G ErYce Wit 1pPs shay AP d iU ond s 853 %9 Tt i mary and
any ot her Seowmetlse aRER bayestcerupoy Tdhel e imentt Hex edEntiiton opttdtcen 112 i nt ai ned

by the Control Nanaggr.,rpéggglsgtgg%% dé%@i@llﬁeer ver t%reogga?ﬁ) 23 retrieves an

~ 'S Execution State with a conunand/Tresponse nessage ange witlr the
Control Mbgéewptbeesef Ruguire okd | i whevhi 9 86 rrfbw el LG ¢f UsRE AUT

it erface goctbe Bk’ REXF o8] o 3flenu &l HSETa NN IAS @UENIQJdZAation through

password val jdation can select the Executjon State button 1132 to change
The 30 Exchut Dore B4 ACEFoR HeoRTRRE or LA (bR on with the RM

Term nal 22@4spByysederdg nghidle dxecutswreStiafiel rutd amsiik3Bssef wiser can
initiate asprO6Essctaila_donnectd comminds Hene WP JAYLAAE ST/ US99/ 22U42
devices 228. A "Display Impacted Trunk Log" option 1414,
15 when selected, allows a user to display a log comprising
information regarding trunk lines impacted by problems
with the telecommunications network 170. A "Verify Path™"
option 1416, when selected, allows a user to verify
traffic on any specified route, not just a trunk of a
20 restoration set/path. A "Real Time Exclusions" option
1418, when selected, allows a user to input trunk start
and end points of trunks to be excluded from a
restoration task. The Dynamic Route Generator referenced
above does not generate routes using any trunks input
from the Real Time Exclusions option 1418. 2 "Repair
Events" option 1420, when selected, allows a user to
track the status of repair events. This option allows a
user to enter a time stamp and a comment detailing the
repair event. The user can enter a time stamp and a
30 comment detailing the repair event. After the repair
event is completed the user can delete the event.



over in either direction between the primary and bacl; up R fR serb&igR 1ifn
this event, the GU. I Server process 231 sends a nessage to the Control
Manager process 244. The Control Manager process 294 perforns a fail-over
and 5 changeswtives Execution State of the present R fR Servexcr/usbhmiaCont r ol
Manager process 249 al so sends nessages to the COIltrol Manager processes
oj: other RTR Servers to change Execution States and notifies each internal
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a message toJ@ﬁ@aIﬁﬁfr@PLAQMab%¢4pr@h@@sseﬁﬁtt¢ﬂltaﬁIQW$h@ Gomit rod Manager

process 244 §éeﬂ§1aycaaﬁg@am@ B at Be "BSSAGEK | Oar'icﬁ‘et_llu:@ﬁtQé@%c“l?nf@Pnt rol.
conponent 418. gﬁcontrol 9anager process 249 al so sends out

notifi cati on@fo? Eﬁlfﬁp%%?%ﬂr?ﬁ o%%"s% Loy R Fe st #B8elPE "normal " during
nonnal operabhonoandg” alertfind m@se@f@ges@a§"bgﬁmlaﬁtgsieﬂ wifleghange in
Readi ness Mg o,th Server f 0gess y the Cont ol
Manager procegé gigé élgﬁ%gr“';éspon%?alg%oasr’1e’3&)lfﬁl?alge nn%%ﬁ ?e%Eén}i’a ?/étree
Faul t anal ysbs ppecéfsc2iideniif st iaut hoki Yedkea he oUight pasBewt aral _
veri'ficationggan @BJ@HYsﬁ@a“@?eﬁh%@@@é@eséﬂ\@@@ DYusdP to aagl |~11";5~
icL:i3 v4' O U 17763 rc~ r/us~y/zzoaz se7.ecting the Readi ness Mde button
1136 oL the FBPAW hBEBWSI1BBMSF 2R ghFeMiy. Lo R WNT SRFQERL pFBkess? 21Ut hen
sends a massageltOahhelﬁh@fr@teéreanagemwdsxocm§taﬁ&1 Toet Contoobh Manager

process 299eép?0§{%%u§gg§i§ p%\gegRegdl n sOLIE\/lE)loIen mss§€ge Lo al7. internal

RTR process ode f7ont nor [ er bF v9 ce ver sa .
| 1Current Nbﬁ@PSi&t@@anPtmnliBBOw 2l user M nsneadbw po0DeenFi glre 11

SISplays thethéESMEuHEQ§L9$n£hﬁeB@érf@i@CﬁésﬁﬁclJbédCﬂ%r@n@uﬂgggg l?clﬁde
enonstrati o a | oha st at us C { at us utton (0] t he
ot maowttB e e onEE  CERkn b e Bt utid e T e e B e

regforation dedeeegnzasatwhhe o nky St densibyinonequddpinedtcat es status by

the color of s5he; bubbenoaRdo 2 Déié&@ﬁrﬁ&éﬁéé@i@ﬂ@%@@w&?ﬁ Butieps bhgany
restoration device 228is in a state in which th of its two linJdcs are

notfunctlonlﬁ@leFﬂ@mEFhFEtEf%Fu@eBﬁFFBna&ngrVP¥F thatrageandtpeiabfBer of
such restorapiien dﬁélG@éc??ﬁe@ﬁiLehsdhsplﬂyedu@édtﬂﬂ bhétQﬁstbﬁ the Lin)c
St at us buttog 1§9U2g 3 got ed) th n_the b L O @ng ¢ é LI0¥AEfS
anyrestorati Rea8yf 528 |s°FnlBS Pare’ |ﬁ %h f ?FOSW "5FFtECtRo 1indcs
i s Mot functs@armgnandrehepﬂqmbeedofLhacﬁuesomrResonldévﬁeesazzs will be
dilspl ayed on;the,Butt any! f -bAgsLiAke Skakhs Butheanlifd@ kaonekaksdnar

yet |l ow, then.the button WIﬂtJHEG green, indicating tlaat all |inks_of'the
tel ecorr unun“i‘&t FBRY RBEWeP) EléPb‘Sf BnBERBNERgCOTHePRBE EPPENPEpFaédEger26

obtains linl gpshat achi & QCLkmnkgoaaueéueaommuhm@aRINDQ feewdrapproved
Pre- Pl ans but.t on 114% OE the38|\/§ g W ndOﬁ/ é g g %u:ie 1% sths when
sel ect ed, t hERUAGEF. 6] ep?89 PERS tRaf hHT&BeER°G8AEFaCEd i nt hel at est
pr 80pl an genébaflictr gustessReshprblt Skaveopbtiogefi520, when selected,
allows a user to delete a Custom Restoral Set from the

system.
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The R J'R Server 210 does have an autoapproval nethod for pre-plans that
call within a threshold of change froma previous pre-plan. 'This threshol d
of chanid¢O 9%178@3at ed as a percentage of txunlcs 5 that haVeTOR¥GEQ.
Pre-plans that do not fall wthin this threshold of change nmust be manual ly
approved. By selecting the Unapproved Pre-plans button 1142, a user can
open a Iist of unappFlogetdpyecps anspt Tive Plah @endratMriiSt@ilus button 1149

ndi cates hihaRPretoonal igtLs oI Ayprocestomtileh i ysed ol ger ating

pl ans. The enerator status 15 e| runni ng e Alarm
St at us butqtzmesm%heswm:@ e hﬁ%smﬁ)ralllm@euma%lqje@\ Ifec| &ited

" mpact ed"pdyi@a ALk A081 Dot ofls 8l Ak 0kl SabYoL G AN dn el ysi s 15

process 246. n user of the QU Interlace o Term vi ews and
aéJcnow edgdichi @ s byckedingt ForRt  Her aF hpmn SPak iRl it t'Ye MYER hr ough t he

use of a q@mmé@f,es; npwz gedi ege ﬂ'hESAI\Il@M@C&hﬁ@néwﬁ@@ﬁé@n Eakdnidihe Main
20 wi ndow 1 11 shows the sta % s of Restoral Sets
0

ol oot ed 15 o EEs 5L ShERTPGP nEC RS hATR COPaPe: BRF 1T HE T o - For
exarrpl e, apusesssab3speci sgnfhadbmadddResdothé Bet spwvddsa B34t us of

"I npact ed spl ayed e, Announc ts, sect, 50. n user can
view all oﬁ¥¢%é Qﬁ gh ?& 4 GggtEQ g@ﬂ@e $QF% §%%§m%r‘“]¥%} one or nore
REst or al Sémuaee’lh spééaégs"iﬂﬁéacbﬁda GVheSayver Steess bid tore 114G i s

di spl ayed gspii to ‘trns ﬁ'@f\]@D' ﬁré@@s@”ﬁ@b‘“&@”?@é?eéééEe@r}% obfpd neg i rectly
fromthe RTNDD queri e ed on_ a user's specification

of a vi ew CH#RY nﬁﬁbﬂgﬁheﬁP QéE?l%ﬂniigﬁﬁﬁf"tﬂ%tﬂhf}?wciFOV@ w 1100 of
Flgure 11 Fhghuedes.a headrk Shawnagopheon31612, when selected,

opens a window that shows real-time status of all network
15 DXC links.
A "Native Mode" option 1614, when selected,
allows a user to interact directly with a restoration
device 228 using device commands via a NIFTE process 232
designated for the restoration device 228. This option
20 essentially opens a direct interface to the NIFTE process
232 for the selected restoration device 228.
The "Trace" option 1616, when selected, allows
a user to monitor X.25 traffic for a selected link
between a selected NIFTE process 232. When this option
25 is selected, a trace window is displayed in the GUI
) interface on the RM Terminal 224. The X.25 messages for
the selected link are shown on the trace window as
provided by the NIFTE process 232. The "Trace" option
1616,'is for troubleshooting when a device is not
.30 responding properly to a user's commands. The trace
window shows all traffic being sent by the user to the
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announcenents, which in the case of Figure 11, is 10. For each
announcenent, data fields are displayed in the Announcenents section 115U
of the Maiwop @776 ndow 1100 of Figure 11. An "RS Nane" dat acthsbelzfal. 52
di spl ays a nane assigned to the particular restoral set ( A"~l'ype" data
field 7.154 displays tile type of restoral set including failure span or

custom n CU§é@ﬂa£¥5aﬁélyéﬁﬁgaSQEBU@&lvhéS§§§P'@Po$'§ﬁ Y&t coE and
trun)cs, in contrast to a failure s i cl~i |nc?udes U exactly al

the systems GHALYFeM)RE WiehsalaptedoNEFEE PIAFgEe AdAbranching portion of

the networ)c. The RTR angysiggitne §1@nf§918 a@M&hagéPe@iQ@Q aneof,ai l ure
span as an out age. "State" data field 1156 displays tree state of 15 the

restoral setalH%th#ﬂglpﬁﬁéﬁF%d§nj%B%de?? PRE 0BE SHPT Bl Bt EPBAEEO  or

nor i5al . zrrpaaéeﬂcasamathathéhmnts@ﬁvé@ pap) §6dohasi 88ENy Chassbied as
havbng an out a e Jeopard¥ é f a ﬁtus asstgneg bﬁ a user.to ig S to

i ndi cate that an Fs8le®eRFREEUTRIt ARS8t ecOF FunbiHFRht | BREI MRt hBFR ' 17U ZU

t hat nmay escahahesehéotad, oal agessutansi 0a. pEﬁtoemaaﬁﬂetsalmﬂapandenaiInent
coul d damage i n o] wi.th nearb wher eb ser mould

pl ace the RsffﬁHagj o%gg % gkﬁ%gglﬁﬁrou daﬁgégswfﬂg?wth% ¥%§H?§3enarked
has.its trafﬁncarﬁﬁﬁihgt@nfaﬁeabnethatRMeTpamhnbécaa$e8b©wyn5 ahprobl em on

itsgori mary patBaglBhpheRaneerbsude st ALUR @Ral 90849LbY @nhESREFf® an RS to
indicate that repair of _rnaintenance_operations.are being perfornmed, on

equi prent or PEBEREAEE A320éPAt BRewFEheEhBIRGEVNGPFPeREQREST hAE BHIE Y t em
so mar ked haanhtﬁrbwaﬁébcthunmbaga@asOthltnakeSQhaahhSnaaHethaﬁetare no

chuages pressih Mnpligthcotoess dohee LELC RS g0l phs, febadls o o
-32 processes 232 to the RTNDD 240.
15 The "Start/Stop" option 1620, when selected,
allows a user to start or stop selected NIFTE process
232. This can be used for maintenance tasks. The
"Performmance" option 1622, when selected, provides
current and historical performance data on NIFTE
20 processes 232.
The "Link Management" option 1624, when
selected, allows a user to enable or disable selected
X.25 links to a restoration device 222. The GUI Server
232 sends messages to the NCC process 254 to start or
3 stop an NIFTE process 232 for a particular 1link.

) The "Device Data" option 1626, when selected,
allows a user to browse the RTNDD 240. A Device Data
window is displayed which has split windows. A top
window shows overall restoration device 228 data and a

30 bottom window shows port-specific data for the
restoration device 228. The "Configure Run-Time" option

1628, when selected, allows a user to configure
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? ~ laP;~s 200a 1'JO 00/ 177G3 r~cT/us99/ zzoaz particul ar station or bgtieeli
stations. 1~ Status data field 1160 indicates whether status is inactive or
active. An "I MP Sys" data field 1162 displays tl7e r:urnber of systens in

t he partwouwoaridestoral selL that are 5 effected by the stRITUMPEHIMAyed in
the "State" data field 1156. This value gets updated every five seconds.
fin "IMP Trl:" data field 1164 displays a nunber for the trunlGSin this
rest or al seiaudmaettdtaa/e:ﬂ)eaersedfe‘c-teebtmﬂ?m ;iﬂ&e:cﬁeﬁtﬁ%&lﬁil&plt&h;eed in the
"State" dat 56, Thi s, v get,s updat ever fi.ve seconds. fin
"fictive" dﬁoééeﬁs gzl $pl ay? Jﬁ]eg nur‘@er choqe[? é{&rceng trundcs in
t he rest or&pl—s?e:tn It G &rad | 'lﬂcelfg'lausrajpﬁmttedh"e\ﬁenwdn \ﬂ563§ec&/r}ncdm 1~
FCapacity” dalddde! GrhAGE Jiaplavs W dohale fo Uy 243 ablg L run) cs

inthe |5 restoral set ure gets up every five seconds. Wile
the i nvent idgYice el RIR rﬁé(ﬁa"gfé vaﬁiﬁﬁﬁﬁﬂttld’reltyel éc%damme@ak bons syst ens

i nvol ving rastasadd quqrmqiﬁdwssetéﬁezammu . LAaN i e aley be used for 20

managi ng and noq_(gdiggﬂinvo vuﬁg er telecqnnunlcat ons functions, such

as, fox er T R p&% nd' tdt Vilthi$fy,© g, and

upgr adi ng thjtemmrumlwtamssay\séxem4 I-‘sm*t&nam’pﬁa&;est Rl deeeant ivan orey be

readily app 4 |ee 40 &] pslyosé em fﬂz P i tQri q\%cand n%a%%az% resources in a
50

n

conput er netSio as primter s, hodens, shared st "€ “dppl i cations,
et@. These and ot her mng‘e@lrcmrbeﬁm*aﬂemaﬂtm“ i ovteian drb34n Wit  of t he
above- det aid e deSeS i PL1GHs {1k apsegm% Aerdihie higdd i NG &£l@jms, the

ternms shoul d not be construed to limt the Invention to specific

enbodi ment s° i 6 o5t H 19 SR i i PR ‘?%‘e”d%*rfﬁ‘)“solft’ @houl d - 33

~f ~"1i~s~ dthett processes on the RTR Server 210.
The "Reports" option 1122 of the Main GUI
15 window 1100 of Figure 11 when selected allows a user to
access a Reports menu 1700 as shown in Figure 17. The

"RTR Status" option 1712, when selected, allows a user to
display a log of status messages. The "RTR Users" option
1714, when selected, allows a user to display a list of

20 users currently logged on to the RTR system. The
"Circuit Status" option 1716, when selected, allows a
user to check the status of trunks according to circuit
identification. The "Generate PMR/IOR" option 1718, when
selected, allows a user to create a post-mortem report or

25 an initial outage report. The "Annotate PMR" option

b 1720, when selected, allows a user to add comnents and
time stamps to the post-mortem report. These comments
and time stamps indicate when an outage was restored and
normalized. The "Maintenance List" option 1722, when

30 selected, allows a user to display trunks that are
currently undergoing maintenance. The "Falled Capacity"

option 1724, when selected, allows a user to display
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interface systens that overate under the clains to provide a systemfor

nonitoring and nmanagi ng networ): devices in tel econmuni cati on networJcs.

hccor di nglww,eolifig3zi nvention 5 ~s not [imted by the di scl oxama)sstreno4i nst ead

its scope is to be determned entirely by the followng clains. |U 15 2U 30

-34 ~f3 h~l;1~ 1D03 CIJAIMS 1. In a tel ecomruni cati ons network having

t el ecommuni catd QRSDCINRIK APUIGRS waRAGR e acoMuilicaliqans yagtyark devi ce

havi ng a devi ce-specific co nication formal for communicating via the

t el ecommuni cdtems: 'heaamiordn 1 26| edemmssileattieshs addowsr ke nveeint &6 ng and

TANagement SYalGR.COMP I I ot AIASLTIn GHY LOUEELR X CH G njcial

t el econvnuni cati-ons network nmonitoring and nanagenent processes, the

processor corfiYifed eRPHcTess tlae tel ecomruni cati ons network and data

net werks for Iorgpesst Cf’fﬁ@nlﬂ‘@__tp'otrbijti%rp|lﬁg4a:dft ;tha}‘ MIEH QT ?}ie{dzogpe 4

processes incl.uding_ te] ecommuni cati ons nehwoyl c anal ysis, restoration, an

mai nt enance plrlo%(tscgﬁesﬁc‘ﬁfﬁ? g]l.}r'edﬁled" e%?e’tﬁﬁté"f{)n ROYST G ST LR EATEFEVI ce

inlt erface pr o;:_essmmnémgﬂaa((tjb t@m@mmﬂimajfemiltm OE@JGJ}C"d\ie’Zﬁriew" f

t el ecommuni cat.i ons rk .devi ces and, wi{. raphi cal server process o

the tel econmfth 'catt g‘ﬁésf\%’et“v%berq( “rfglnqciaLoerdq’ndilfrpglagﬁngggﬁé}ﬁlagT ocesses, the

devi ce i nt er féescpipessest cord iIRRR ey gteent namsiiatge cormhaniRER iSEsy/ehet ween a

comyyni cat i on?slé_or Rt o of ppt e ,,gj;ﬂa&ﬁj.c eqt?i%n"efsll% 0CRSS and & deyice-specific
the t

comuni cations format of ohe o t€l econnnuni’cations networK devi ces,
t he graphi caldk@plays phobeskexormefirfed tvo QAN cdrday the it
t el ecommuni caii gmsanedwor k devices via the device interface processes; and

J Referring back to Figure 11, in addition to the

pull down menus 1110 of the Main window 1100, the series
15 of status buttons allow a user to further control and
access information. The Executlon State button 1132 of
the Main window 1100 of Figure 11 shows the current
Fxecution State of the RTR Server 210 in communication
with the RM terminal 224 displaying the Execution State

20 button 1132. The Execution State of an RTR Server can be
"primary" or "back up." At any one time, one server is
primary and any other servers are back up. The current

Execution State is maintained by the Control Manager
process 244. The GGI Server process 234 retrieves an

) 5 Execution State with a command/response message exchange
with the Control Manager procesgs 244. TFrom Lhe Main
window 1100 of the GUI interface on the RM Terminal 224,
a user who has authorization through password validation
can select the Execution State button 1132 to change the

30 Execution State of the RTR Server 210 in communication

with the RM Terminal 224. By selecting the Execution
State button 1132, a user can initiate a process fail-
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graphical interface processes configured to connnunicate with tlae 1§ KA /M
graphi cal server process via the internal conmunications process and vmth
user tenninals via the data network wherein communi cations are exchanged
bet ween {HlagoHsRE termnals and the tel ecomuni cations netpggflsogRisb ori ng
and managenent processes and between the user ternminals and the

t el ecomuni cations networlc devices. 2. The tel econmuni cations network

noni t or i Ng e TBMAGE PRV %X%E%'E‘l% Ble@\v@e?a ‘Mﬂ%xﬁh'imfa?? saeﬂuabq‘«ahbons
exchanged between the user term nals and the tel ecommiuni cations nonitoring

or managemdthR HEFVEISes and thdEwedRNthe thige S Ule SRITYEFS PARE eEHe 234

t el ecomuNigGHAORS NGRS tionthiede cfatd 12 neEranRdsceds 2hae The
t el ecommuni cat i og network nonitorin managenent systemof claim1l

wher ei n t h& Pl MANTGEE: PERS Rt \%gkpﬁﬁﬁﬂlaﬁ Ry LG LiRH&ge @Bt processes

i ngl ude a dﬁngeﬂs +t He#xecut1ohCs taekewark uh@ntpmlsemomnn@tearvem ocess
configured 11]

ut.e o ni cations be t é h| cal _sewer process and
the device it erci‘ ace p%@gfgsprﬁ’Fefﬁe gl & (??n?ﬁ?ﬁ EaleS 8 IFEL WS | ¢

noni t ori ng tdre mageﬂerhtansaygmem@fceelsaﬂsmI otinelru iRy Sam viertse rtiwal

communi cat '%ﬁr%@%ﬁiﬁ%&qmr 310 Ll %%’E'lc‘f 115S %%9:%5 1‘?{&% r%'a%cﬁz‘r%”' ¢

mai | boxes. ecomuni cati ons network non managenent
syst em of GWRATENthetieithe [v&ad@Rmim @a‘ﬁc@héoékcﬂﬁéﬁg@d’ @@Wb@ﬂ the user

tegm nal s ardghddie delRGIMWtGRE10RTRN@MYIhehk10111t Or117g or managenent
processes and bet weeg) he user termnals and the telecomuni.cati ons devices

i ncl ude unsolicited YRR LG FCYS F§REEEN SIS (DrﬁiGt)hé?“taél edSnmuni cat i ons
networ k. 6.eriel ddlvdoonthe CRA elgordithor K nmoriet Routg Genearagenent syst em

of sclai m 1 pherain dhe ComRMIIGations Sxshanged hatueen Lhe yser, term nal s

and the teleconmuni cations network fronitoring or nmanagenent processes and
bet ween t he uset T idRIRd Yheid Pife LEPEESIRET IR R dévilde 3@ ude audit
cofinnands, T DRG r@&pxmsﬁlﬂt@nt he 3audift twmids winsehwde ot atfus

informatio te tion t ] ydi n el econmmuni cati ons
network 1|i m%%%%ﬁuls C{aln %% gl\fﬁcegﬁst a us . q'dPﬁe%th& econmuni cati ons
net wor k nmord A% iHdiror rf’an@@errr@mtlww@tﬁ ¢ IS U mPE SEeTsi n t he

communi cat l«%ksl@@wtgﬁd:abﬁte&ﬁ%et helsfic RIS @Rd i@ ent RTR

t el econmuni cati ons _networ k .monitoring or. _nmana nt pro ses and bet ween
the user teteh YRl & Bhd¥ FELE EES ORG ogr’f':?gctfe &&%Lfde %&ﬂ?ands to
cobfigure tdmletcaimnmmmmmM$u‘deia/\mtlatdmnmas;orB Lﬁ@e Gual ecomami cat i ons

net wor k m’gie CO&EP ure'%!!fd%egée s%)ésgtee@ ﬁJHt]ro"Yh‘%{aer‘l'a drhe user

term nal s graplca user interface with a main
wi ndow confRERFRIE t44 4 nt e@rdﬂ@l’a pﬂhﬁ lantyrar Nansesss RISE®sSs 4thitoring or

managi ng t hesd @ ec ANy £ BH@ N et Wi deage3&o the Restoration
Control component 418. The control Manager process 244
also sends out notifications to each impacted process.
A Readiness Mode is "normal" during nominal
operation and "alert" if an outage has been detected. A
change in Readiness Mode is provided to the GUI Server
process 210 by the Control Manager process 244 in
30 response to an outage announcement sent by the Fault
Analysis process 246. N user authorized through password
verification can manually change the Readiness Mode by
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, ,3EIl~(~EIv 1'~9. Atelecommunications nonitoring and managéfewf (i}
system for nonitoring and nmanagi ng a tel ecommuni cati ons networ k havi ng

t el econmuni cati ons network devices and resources, the systemconprising: a
pl uralityvedoi/nizes f ace processes configured to comruni cat e pgiriusod/ive42

t el econmuni cati ons network devices and resources including nonitoring the
net wor k, anal yzi ng network probl ens, configuring network devices and
connnunlcatlgeJhbmﬁﬁg TREAALAGLhERLOIBRL OBy BYSh e s s TBL DAL T8y M

t el econmuni cat i ons twork, manuall'y contro mork Eevi Cés

gener ating r#dneeat LdA0and Fé§véﬁaﬂ3set@henﬁvhtéﬁanee pandeepelati onal
plans, among gLhes eﬂegwar%eggabﬁs 588§8£@£b9nm gB2rhiGULEL FRY D! enance

and operations functions FPear Usss PacePSystam &onfi gured
to provide aqﬁﬁlFP@&raﬂaﬁﬁPéaprugéPC?ﬁﬁe?ﬂécéﬂtbuébnﬁﬁhﬂéaﬁeChﬁﬂﬁethe

t el gconmuni catbanpeRet wonk fevkegs 06 EESOYREEsnY il ariRephibakibty 1 6f
interface Processes EOF t el econununi cati ons net wor k anaF SIS, I estoratlon

and nai nt enafG&P90 thenhlops EBWnﬂHFwaglbﬁsaﬁ%thoPinﬁjéﬁ MBh&gemeft system
of claim9 wrereientt edgr aphicaal buseoni ntesf acetBysHhenni sihabwhenoo

configured tg gqgﬂqlc?&ed$ﬁgq g§|?88"QH9E8fE Bgaenﬁ_rgﬁk HRHItOFIng or

managenent proces Ffecommuni catrons honitoring or nmanagenent
syst em of cI@ﬂ@p@Sﬁﬁ@relWhﬁhéugﬁéphlmaﬂeaseﬁCﬂﬂﬁerﬁamensysaempnsaodnf|gured
to jgtegrateq ?%g%§gohg1a;%agggeconnun|catlons networ k nmonitoring or
managenent options and _status indicators under the unified graphical user

interface. 12. The tel BchARInPERENENBUREAPt oL F RgObr thanNgéReHE NEPYt em of
claim9 whereumoe@chFu@hEGOHUUﬂue@uagesLnetmbékudew[ca bas 1dnikerent

deyi ce- Speci G, CONTURLEILEORAALTR! 35607 SREMLOLEALLD0 Ui B LhE, 1140

t el econmuni cations et écon ununi cati ons “nonitori ag or
managenent sySGdmade scISARMIG %Weﬁ@ﬁncph@rt@ﬁeébﬁnﬁﬁﬁéavl@ﬁ§ AeDHEPRx

nonjg ori ng 0 1¥RY) 3G h mh@0©%$Q%nCOWEEIéﬁyareeﬁbﬁek16ﬁnageﬁcﬂrQQ@SS a
fault anal ysi,s proce a verification

di
nmanager procéss h g}&#? ﬁ%ﬁ% e pg85§g§% g ?WBragﬁgﬁtF5P &8&r di nat or

process, a tdumcﬂ4on3ﬂg, Lhfe~ Liinkn Stpt s~ buacbnoﬁldatalpﬂobessedaan@al-t|ne

net wor k deV'Q@mﬂ@ﬁﬁﬂ%ﬁeoEr%%%%5me%%%&akh6ﬁ E%%EEE@tbg@ @%ﬁ%b@éﬁ process, a
pre-plan files process, or_a %Hﬁt manager process. 14

t el econmuni c A&t sPHS YiRshioRo kg fPEnagefen es&é?&nﬁéﬁt@PaPHﬁQOWhéﬁéﬂn t he
20 is not red, then the button will be yellow if any

restoration device 228 is in a state in which just one of
its two links is not functioning and the number of such
restoration devices 228 will be displayed on the button.
If the Link Status button 1140 is not red or yellow, then

) b the button will be g¢green, indicating that all links of
the telecommunications network are functioning. The GUI
Client process 226 obtains 1link status directly from
queries to the RTNDD.

. The Unapproved Pre-Plans button 1142 of the

30 Main window 1100 of Figure 11 shows, when selected, the

number of pre-plans that have been generated in the

latest pre-plan generation process run, but have not yet
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D )
t el econmuni cati ons network nonitoring or managenent processes COITDIJI('! AR 7603
processes configured to comrunicate with external processes via a data
network. 15. The tel econ~ununi cations nonitoring or managenment system of

cl ai m 9 waegaivteat he graphi cal user interface system | eas pgeapbiopala20bj ects
i ndicating the status of the tel econmunications network. 16. The
t el ecommuni cati ons nonitoring or managenent system of claim 15 wherein the

status of tfeert %Jp%fxw&ﬂnl CateORe m%téweii %@D%@%Sh%%cw QRgtate, dynamc
route generatio readi ness node, |ink status, pre-plan status, or alarm

"17. The tela@@&rﬂm QFENOLS Logn LG IHGNS: thatadérentisPdted of claim 9
wher ei n t he hgfeaplleBlo Uselarigy enfcarc e pHehamueomRie-pasand gnapki cal user

|nterface rver al_ user terface processes and yser termnals.
18 “The ¢ el EESRIRIE Coh (RO GRS b i dEELEE Gy CmE el m 17
wh&r ei n th&lws:erha\ear m]raaiQSEdla,re raap lgursed et lde dlloﬁ:t fialudt ed tdwimng conput er
data networks.c 19, ddp & 4 &l %’L‘H‘“e”'n atLlh NS Maeluqnk %ggﬁ rded

t el ecommuni catl ons nhetwor K dev el ecomm i T SHE devitde havi ng a
devi ce- specﬁa‘hecctGGmMﬁ1a:élnacnplfwarhtPlfa)rpMamt¢@tn did i & tiser

t el ecommuniGal i s, netwark @%ﬂdbﬁ&%@ﬁm\ﬁgralﬁssyst em a

t el ecommuni cati ons network nmonitorin nagement net hod conpri si ng:

execut i ng t el ecommuniT iForfd r%ﬁtWﬁ)‘r%%rﬁLta&r‘isn Traridde it St Eesses
amgl an int efpaiamﬁumslﬁtums:ﬂora)qmﬁ:esmmmmma@ m@ebaetﬂmen the tel econ

ununi cati ons net vo n| tor| mana cesses via . .the internal
comuni cat iOHY rpa}_ sp apﬂ'so\/l Fg]c eoratrlﬁgpt& gélosmﬁ?nl &ati%ns and data
net wor ks f drsttdme" tai@ctmnmmm;a.t'! or@ume’tlmm( Stertivtsokdutg cand. Idgn aige nent
procbsses; If%f%hen a Restoral Set has been declared "impacted" by
an outage based on alarm analysis by the Fault Analysis
15 process 246. A user of the GUI interface of the RM
Terminal 224 views and acknowledges alarms by selecting
the Alarm Status button 1146 through the use of a
computer input device.
The Announcement section 1150 in the Main
20 window 1100 of the GUI of Figure 11 shows the status of
Restoral Sets selected by a user by specifying a
particular view of the window. For example, a user can
specify that all Restoral Sets with a status of
"impacted" will be displayed in the Announcements section
e 1150. A user can view all of the network or just a
subset of the network. If one or more Restoral Sets are
listed as "impacted", the Alarm Status button 1146 is
displayed as lit. The data in the Announcements list are
obtained directly from the RTNDD process 240 with queries
30 based on a user's specification of a view.
The Announcement section 1150 of the Main GUI
window 1100 of Figure 11 includes a header showing the
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~~f~~",i; 2i~ translating communications between a connunicationshg%n; b
of a graphical server process and device-specific comunications for o
each of the tel ecommuni cations network devices wherein the graphical server
process COﬂQHﬁLgﬁ@es with the tel econ nmunications network geyi§R82042
conmmuni cat 1 ng between the tel econmuni cati ons network nonitoring and
managenent processes and the graphical server process for perfornmng

t el econmuni c n a at an nanc
connnnunlcat?g%g@ﬁt ghconﬁnﬁﬁlcaﬁbancéﬁgkgg MﬁQbh ﬁgpgﬁ %gserggr process
and user tenfignaes Lki.a it & - daFarneﬁmbranmnen@emenhe dstr feedidsabsesend
and receive E%?ﬁ@ nij %atth%ninﬂ‘éhﬂ%#ﬁeﬂ‘e@' Lerkag xag‘fsﬁa%g%ﬂg‘fpﬁm

conmuni cations to { el econnnuni cati ons NECwWOrk devices an e
teIeconnunlc§PﬁoW§nﬁéWMdﬁ@0nﬁﬁlféﬁpﬁ@ adhd mBRad&fehemprodesgesield the

graphi cal sefyen Eﬁ@%@%@s %Ona%Qeabgh@ﬁ@H“HB'Qﬁh'B@%t@%h%@ikr%%QbEQ&'ng or
managenent net hod of urther includin |nte grating a plurality

of graphlcalS&lspléy"dﬁﬁﬁbw@aGﬁdéﬂeadnéﬂﬁ4gﬁé5ﬁ%@d l§pILé(VewPrﬂdowvmere|n
?11 gr aphi ca&e@msambay s\@Lnd.@l\&ﬁ.u@ﬁﬂlgdlfﬁﬁhaY@ds@@ne@ﬁhcﬁfstbhkﬁe ugxercurseagm nal ?@
or nDnltorl I ng_the ecommu t1.Qns networ - A3. AY. A

. AYR. Af R AU Ué“ 3& E’ae% A §“W@3§?Xya,ﬁ|§e Eh i A3 SASO 3SK§tE”‘SA§“EU A A
JACA Ay LA AyrunksAyLA.A@%Ara&AetAUy AaliénAeAspan RS, which includes

F/ N~
a]Lg cL]cg}ga ca¥]1 ca cg?%a%%%%%%g]gﬁ C%%F%h%abﬁgégi] %]ﬁikﬁ%ke%glg?g}gg}g

a]ca]ca]ca]capéﬁF@a ancdlieq) ear aPﬁaPéa}@GVF@éP@éFca]dﬁFcﬁF@a]ca]ca]cLa
] c: a] ca] ca] calerlanltedatls ek X sRtnélel haahealsal ¢aligakealgalhcakeal cal ¢
a]ca]ca]ca]ca C%Liagca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]calql Ie"
###$$&$$$30

(0())))) &. 000{ vql gb] X} d'Sted]ec'aliespcdliedfcd|léd] déjspdpraVitba] cajaca] od] ca] ca
| cajcal cal calhcal calcal a]sfeac] qqﬂc%hfiﬂ]gca}nga]&aelcﬁa';% 483889327 AfRgl: FSG M2
M/ NVAMVM MITT1T@ OTLVoOWAMY{ vq 1%5 ca cal] ca] caJcaJ caU ca] ca] ca] ca]ca]caU
] ca] ca] ca] ca'GdPEEPCAE] (?aF] d‘é] ><{:Lca] é{‘}’éﬂt@éaj gﬂaééa]t@é]’"ca]h@allwﬂ%ZP[ [']6]
D[ [ B\ ]] t " aaaaackesh Xazh deedh hﬂmdyh@jde adUhealicaVitapbutke®).caleayacdlca)l cal

cal eal cal ca o) sesalaalaalealaeth ool saksakealsabeal sall galaalealgdl ool oo

vbvr vvvmiyxxy calca]ca]ca
a] ca] ca] ca] c&fcalsseE cjicd] drc dpealedpeaeapdaddions] asltoar&alldd] c a] ca] ca]
Ca]ﬂﬁ'8|V@9Dﬁ®§E 1%5 escalate into an outage gsituation. For examp

" TF" 1F#3L{vq|g ‘%5?%%?5%?%%%@ ca]caL%H\ g&f%%ga]ca ca}caﬁca]ca
Si

]ca]ca]ca]caﬁc
a nearby RS, whereby a user would place the RS in a

jeopardy state. Rerouted means that the item so marked

has. its traffic running on an alternative path because of
) 5 a problem on its primary path. Maintenance is a status
assigned by a user to an RS to indicate that repair or
maintenance operations .are being performed on eguipment
or segments assocliated with the RS. Normal means that
the item so marked has its traffic running on original
30 paths and there are no outages present. A "Break Spec”
data field 1158 displays details as to where a break in a
link has occurred. A break can occur, for instance, at a
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"0l wnmhc”Y] U] ] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca %a} L!
calc(a] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! 0@=?BER*q*H&4D" ( +. {vqgl gb] X] U"c ] ‘
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
Ul ca] cay, T,]( ¢alcal . 6GOF(7. P/} M| w nhc”Y] Ul | ca] ca] ca] ealrrabeadega] cal cal c
a][\,\c\}a] ca] ca] caj ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] cal ca] ca] ca] ca! } A*

ok Z“L?ES]A%Y%?&% i it g e %Ca%%‘?lgr?“a%ﬁﬁeaaw%ca“al el cal e
iég;{%%g&f iy 1@6@&3(1913t&6&@§é ptDett OS/BEL ¢ -1SB JnacleeY or -Gk Y
3100668 ()ég%‘% %& ﬁ‘%%lﬂ%ﬁg’(?ﬁ%ﬁ? é}\%{ﬁ@ %ﬁcﬁ)ﬁ%gﬁ "Y10%
M& () - 31 1096RsYFLemynioosBe(partdeslaoBBe1b®@BRl sel that are

'@10%BB&f(éf@é%tgﬁ'bf @ﬁ@%y@a(E aiEp3dPAHBif) ene. &br SIOVEL €D - £ 1 E1 109V ()

, &F- &10%VE' (
}AF<!, &F- aié%/& %"31 Fa&?ea%?/&tf) updapedesvesk Five, DR (A2-,, & G u v
w "IMP Trkn data field 1164 displays a numbel for the

trunks in this restoral set that have been effected by
the state as displayed in the "State" data filed 1156.

10 This value gets updated every five seconds. An "Active"
data field 1166 displays the number of traffic-bearing

| trunks in the restoral set. This failure gets updated
J every five seconds. A "Capacity" data field 1168

digplays the total number of available trunks in the

15 restoral set. This failure gets updated every five
seconds.

While the invention is used to manage and
monitor telecommunications systems involving restoration
functions, the invention can similarly be used for

20 managing and monitoring involving other
telecommunications functions, such as, for example,
constructing, expanding, dividing, analyzing, and
upgrading telecommunications systems. Furthermore, the
invention may be readily applied to a GUl system for

} monitoring and managing resources in a computer networlk,
such as printers, modems, shared software applications,
etc.

These and other changes can be made to the
invention in light of the above-detailed description. In

30 general, in the following claims, the terms should not be

construed to limit the invention to specific embodiments

disclosed in the specification and the claims, but should
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systems that operate under the claims to provide a system
for monitoring and managing network devices in
telecommunication networks. Accordingly, the invention
5 is not limited by the disclosure, but instead its scope

is to be determined entirely by the following claims.

10

15

20

30
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@A0N & ()-' @A0N & ()-' @40 (& () - @40%s) s& ()-' v f#lO%&()-
10% & ( )for SOVRMDIGRENE Via) i) islegemBrnirpaonsyBetw oS )ast&le(;gnnnumcatlons network
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(10% & %&5%”(“%@?@4(1?39‘{‘?1‘60%%‘?)""“‘8\}?1{‘%0% & ()-*(10% & ()-*] sSW4
S/ (1((3;/6(*)8/4& f& ) - ( ;( ]?%%G%%bz )cb!ﬁﬁ ( %‘%8%3 gk?é)‘dté?%%c%aghmﬁé&t@w‘iﬁiwﬁk hbhidovog X
0, * 0, 0, * 0, * X <
g igojgg (ryanaeemm@&bceym( legoroceysor \qonfigused: (q iffgefgof % %e)ecemggwnons
) * 0) * X
V((10% 66” g‘i‘%@%@g%“y&%% ?of%ﬁ/‘g%s( ‘54"1‘?{%‘%@“& V[ <=>t UvpX<4
(1096 & () - * V(4 pDRAIRY (of- ddvidediingerfake pydded€d¥diel(ding (t218e0nimihichtiandr ﬂeaork
10%% & ()-*(10% & -*V 1098 ) -*(10% & () *V((10% & ()-* X
S/( ( 10%( nesy(s}s( {'Le@tggé xg(s/maﬂ;%a cg })goceﬁsg%céz %ul édf&op%ggut(e)on 'SP %;occssor
(1098 & (dach VEkRYS &atéx)face( 1%—6@& ( )canfi%& é@"@& eanunm%& \(u)th %%éuws WeA
(1098 & ()-*(109% & () -*V(( & () -*xX
V( ( 109 gelepamnuoizatons) newy(q 1hodsvape(s) am( m% &a (glaphre&m;xem process of the

(109 e AR Al TG oL i

y 3%4 0 %prd&esées- @nﬁ@ﬂ&ﬂ%(ﬁz&sl@e— (S)mmaﬁﬂﬂ%)s PRivden S yadR2Ra)iod fom& of
1 1006) F& () - LIOOE) P& ()-1.11°c" #L1:qdC. *fY FOa009 & ()- LY FU0% & ()-
*f Y Foa.0Y6 graphical sepverprigogss:apg 2 deyfitecmpyifig: copmuniestignn frmat pf gneehetssy Us
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commumcate w1th the telecommunications network devices via the device interface
processes; and

graphical interface processes configured to communicate with the graphical server

process via the internal communications process and with user terminals via the data

network wherein communications are exchanged between the user terminals and the

! telecommunications network monitoring and management processes and between the user

terminals and the telecommunications network devices.

2. The telecommunications network monitoring or management system of claim 1
wherein the communications exchanged between the user terminals and the
telecommunications monitoring or management processes and between the user terminals

and the telecommunications devices include data and commands.

3. The telecommunications network monitoring or management system of claim 1

wherein the telecommunications network monitoring or management processes include a
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17.  The telecommunications monitoring or management system of claim 9 wherein the

graphical user interface system comprises a graphical user interface server, graphical user

interface processes and user terminals.

18. The telecommunications monitoring or management system of claim 17 wherein

the user terminals are configured to be distributed among computer data networks.

1 19. In a telecommunications network having telecommunications network devices,
each telecommunications device having a device-specific communication format for
communications via the telecommunications network and in a data network system, a
telecommunications network monitoring and management method comprising:

executing telecommunications network monitoring and management processes and
an internal communications process;

communicating between the telecommunications network monitoring and
management processes via the internal communications process;

providing access to the telecommunications and data networks for the

telecommunications network monitoring and management processes;
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telecommunications network devices wherein the graphical server process communicates
with the telecommunications network devices;

communicating beiween the telecommunications network monitoring and
management processes and the graphical server process for performing
telecommunications network analysis, restoration, and maintenance communications; and

communicating between the graphical server process and user terminals via the
data network wherein the user terminals send and receive telecommunications network
monitoring and management communications to the telecommunications network devices
and the telecommunications network monitoring and management processes via the

: graphical server process.

20. The telecommunications network monitoring or management method of claim 19,
further including:

integrating a plurality of graphical display windows under a main graphical display
window wherein all graphical display windows are displayed on each of the user terminals

for monitoring or managing the telecommunications network.
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