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[ DETAI LED DESCRI PTION] [Invention Title] 5 System of
el ectroni ¢ docunent repository which guarant ees
authenticity of the electronic docunent and issues
certificates and method of registering, reading,

i ssuing, transfer a certificate issuing perforned
in the system [Oof@E A\'ﬂeEBfDESrﬁ%IﬁTI@N]] 10 [ Techni cal
Field And Prior Art] The present invention relates to
an el ectronic docunent repository systemfor storing
el ectroni c docunents in a licensed repository and

[ 1nseiitiog Tiike] el ectronic docunents when the el ectronic
docunents are needed to be used for business. Mre 15
particularly, the present invention relates to an
electronic docunent repository system capable of

gf HL&??]rﬁthla%Eﬁ Ny 09{ which a?‘algtggymteﬁticlty of the
or ed I n

(of]
rep05| y syst en1a I Ssu

°‘?°§é‘?iiff' PRt s ifpe par S agﬁdﬂ%ﬁﬁgﬁgﬁ%mg, reading,

el .ectronic docunents in the system and a nethod for
isyuiug, thapsierg g prpriificats jysying I@y@FEWF‘ ip thegy§teddr ead use
of Information Technology (I T) has led to a great
change in Dbusiness enterprise processes. Commercia
transactions, such as purchases and sales, as well as

[oseniesof piveatssks are performed in an electronic
manner. This has resulted in business flow

[TeepyiadliFeag Adlaeest] n net hods and content of 1
transactions, and changes in enterprise activities

i ncl udi ng comruni cation with custoners.

The present invention relates to an electronic document repository system for
storing electronic documents in a licensed repository and issuing the electronic
documeﬁts when the electronic documents are needed to be used for business. More
particularly, the present invention relates to an electronic .document repository
system capable of maintaining authenticity of electronic documents stored in the
repository system and issuing a certificate of original documents, methods for
registering, reading, issuing, and transferring electronic documents in the system, and

a method for issuing a certificate in the system.

Widespread use of Information Technology (IT) has led to a great change in
business enterprise processes. Commercial transactions, such as purchases and sales,
as well as business processes are performed in an electronic manner. This has

resulted in business flow innovations, changes in methods and content of
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Thi s change had been led by a shift fromuse of paper
docunents to use of electronic docunents. By

produci ng numerous docunments in an electronic form or

5 by produci ng nunmerous docunents in a paper form and
then converting the sane to electronic formfor use in
trppsectienss apfr digpges b enieryipg| ectivities cinelyding perpmppication with
systens, electronic docunent managenent systens,
cedt@uensoni ¢ docunent exchange systens, and the I|ike,
process innovations with an ai mof becom ng

' papey blesge debech dad byedshiftiOfrérusendf pipes dofuments to use of
docunents include three types: use of paper docunents,

c&BoRE doBlreGitd. OBl OreAESIE MR erod doslnSen® inlA BleBRRAE form or
and el ectroni c docunents. First, paper docunents are

bg ﬁagjlc&rt]ﬁgﬁlgl rﬁ)l%rg.{é K%)Orchglléfltt% qn ag)a?elpﬁ)?[ﬁ anti(%flgﬂ ?dmeﬁfn the same to

y use y hos e use o
ocunents all ows for, eas veri.f atlon P ger es
e,o? ec

CIGETPTHE | IO (05t P& YSIOE élbfg%h, onic payment

retrieyal 15 distribution and stora e of the
sysbaRmetrcioningfosHineyt managemesh pYStieBy Lﬁ%%atrpgl%%ﬂfgn@éb fxchange
wi dely used, distributed and stored by electronic
systepmee and dhes lilserproekss innervetionsnaidle se rimsyishesmming ipapartess’ are
i ke, of businesses. The use of the electronic
radbeedrent s can reduce retrieval and storage cost and

can realize rapid business processing, but such

el ehirfefNhises $OAYBMALEs FRMludRenZAR t9F&! Live d0pHRE documents, use of
falsified and copled In addition, the useé of the

i di
el%tgcgé‘? ok u?ne‘ﬁ%c f*ﬁ)%th %Igeif gﬁféie‘],%n?é & FEE hum

e usé unents an ectronlc

DT HaBe i H%Z%Edﬁr ficd 5 %Emgatsﬁﬁﬁ%qﬁaop%? i gge are

and _scanned to obtain an el ectronic docunent. This
ordanarnily used dygwest geepde-yelhe use of paper documents allows for easy

verification of forgeries and falsifications but is costly in terms of retrieval,
distribution and storage of the documents.

Recently, electronic documents have been widely used, distributed and stored
by electronic payment systems, document management systems, and the like, of
businesses. The use of the electronic documents can reduce retrieval and storage
cost and can realize rapid business processing, but such electronic documents can be
easily forged, falsified and copied. In addition, the use of the electronic documents is
affected by storage medium types.

The use of both paper documents and electronic documents may be found, for
example, when contracts are written at a bank, with a paper document produced and

scanned to obtain an electronic document. This use is intended to solve
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shortcom ngs of the use of paper docunents or
el ectroni c docunents solely, but increases storage
cost due to dual storage. Accordingly, there is a need
for a schene capabl e of solving the aforenenti oned
problems and allow ng for efficient use of electronic
slputeambngssol the weer of paneardocemente orelgaironin deehnients sgiely, but
el ectroni ¢ docunment repository system capabl e of
Ignasest@esacpsadtdierdualstonagaf el ectroni ¢ docunent s
stored therein through reinforced security, and
g U%@Bid@@glg,&hé@'iﬁ 2RL&1 At & sélchid dapible bf E410intRE AfoRithdntioned
docunent s between enterprises or individuals by
pfo%?éﬁilsn%dadhoﬁg FRtrdibat s€ ?f b]%bﬁ:ﬁ{i@ dodifndntE CRNY L Rtular, there
Probl e It is an object of the present Invention to
. PL QVi an_el,ectroni.c docunent . repositor st-em .
WA RS dof i R bl R PeiphE PRI SPeY St ceppntecing
and jssues certificates and t hods of regjstering,
a?tg%mwﬁa,o isletion, doshiors arre B thiouEh Ecitosead AYtL: and
docunents in the syste and a met hod of issuing .
geapntpeing seliable distrifationsgksthe glecironig slocements etayegn enterprises or
Functions of Invention] 20 According to a first aspect
indfvidirds lpy Bswng an avtbedtiotty cettifeat. i s provi ded an
el ectroni ¢ docunent repository system connected to a
user term nal over a network for guaranteeing
authenticity of an electronic docunent and issuing an
pﬂkﬁﬁ@&hﬁ%ﬁﬁmdcertificate, the system conprising: an
aut henti cation nodule for perform ng user
aut henti cation through a |l ogin process and controlling
a system access right 25 depending on a user when the
user.connects to the el ectroni c docunent repositor 3
sy 4t ifin Pbjesy & s PasFIRTRNANLOR P BRIE: #y etronic docufnent
el ectroni ¢ docunment infornmation
repository system which guarantees authenticity of electronic documents and issues

certificates and methods of registering, reading, issuing, and transferring the
electronic documents in the system, and a method of issuing certificates in the

system.
[ Constituents and Functions of Invention )

According to a first aspect of the present invention, there is provided an
electronic document repository system connected to a user terminal over a network
for guaranteeing authenticity of an electronic document and issuing an authenticity
certificate, the system comprising: an authentication module for performing user
authentication through a login process and controlling a system access right

depending on a user when the user connects to the electronic document repository
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package sent by the user, produci ng netadata,

appendi ng authentication information to the

el ectroni ¢ docunent information package, and

registering the resultant electronic docunent in a

dat abase; a reading nodule for producing a reading 5
systiigr praeishiatac kuguleatuocktickiggt an lagyenicsdomsginh gnformation

right, performng security processing on the reading
packhge sent b nhepaek ggeduchipfimetadaamapdehdigg tabthentiitibh amformation

reading information package to the user upon. receipt
to0fthed d@@dRRt dbsudhank NafdiAliok OpdcRA, AR riREIHLME resultant

document; an issuing nodul e for producing an issuing
elh&f‘tﬂi&%’g entP L iéagzﬁa@a%&oﬁdfeg&n OmBddite Cfor f‘%ﬂgﬁli%ﬁg a reading

rig rtormng security processing on

. l.ssui.ng information. package, and transm,tting the .
i E bohBE e RO ot Y i TR Rl seourity
upon. recejpt qof a request fromthe user, to jssue the
PIRPESIESH (B T‘iﬂg@@ﬂ@fﬁ’ﬂpa’éﬁﬁﬂp%ké%ﬁs 14 fransmigine e gaseltqng peading

_issuing a certificate of the electronic docunent to

informnation paeragy &¢ ithe sy upbre réosinh @ff acenudst from e user to read the
Preferably, in the authentication nodule, the user

electtdrén tdocamentn ans ésuiagl modaketbr podoeimii fn dedung amdrmation
the control of the system access right uses an Access

pdoadd abcokdifit to (AGbar's ikduet Aght! E@H‘Sﬁﬁiﬁgi RBuri dprbessinBon the
el ectroni ¢ docunent sent by the user may be first

iSfagﬁ? YEREm {?org'bgsika%%} LAY FardsBfifiing" thR" REMERT ki ihfEBHRon

rm obt al ne scanni ng a paper docunent.

PGBt B BE SRS TO i L F ctons
oS GBS SOER S TSRS RS S

screen of the user termnal, and the content of the
daspeent torihe vses et Henifingghe isswesheesdfi¢atom bei ng nodi fi ed,

copi ed, stored, and screen-captured when read so that
authrefetably, iy thef authvatiedtnt modiile, the asaranthentscation uses a licensed

guar ant eed.
certificate, and the control of the system access right uses an Access Control List

{ACL). In the registration module, the electronic document sent by the user may be
first produced in an electronic form or produced in an image form obtained by
scanning a paper document.

Preferably, in the reading module, the clectronic document is read in such a

manner that the user terminal receives the reading information package and outputs

. content of the electronic document on a screen of the user terminal, and the content

of the electronic document is prevented from being modified, copied, stored, and

screen-captured when read so that authenticity of the electronic document is

- guaranteed.
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4 Preferably, the issuing nodul e produces the issuing
i nformati on package with netadata, the electronic
docunent, a tine stanp, and an el ectronic signature.
Preferably, when issuing the certificate, the
certification nodul e generates a unique identifier of
t h&referablyt ithcatseuing thasluleprodingey the fisgpingdanfogmatiem peckagg with
integrity of 5 the electronic docunent, the

metudbtiaf the aleetromic uclimentaa timostaatp, aimd hzsslaetrdm'eqsigsatezre. (a
name of a corporation), an identification nunber of

t NPrdfeQbR, MaHeiSHiRlig (1R 6EHifisatd, thaddr@fichtion module generates a
I dentification nunber, a Social Securi ty number, etc.

t
u ?‘?gfeﬂﬁ%%%%th%?%ﬁ%ﬁ‘?e#?ﬁ PR vello fr 308 rquqmegﬂaf of
n |ss dat f, the ert|f|cat aval|d|t

thgaelgctr mc umeél 5, Pe & gfcgte Tﬁl ﬁgg a fnarinﬁ A jssye re ue%er (a
and ¥ep05|to |de&§ cation inhformation. In the

nae*é? of £ LRIy eé‘“ﬁPﬁlémc’@%‘{l'i’?f' Qloie SUF rPQesEToRch as a

i nclude verification of information for and a

Nﬁféﬁn@ht Idgntifi¢agion s Bwablere e t Padial afSecurifir nymbert | @ ¢f corporate
authenticity based on a verification route described

registrafien gemberf o€ atw@rporationf)] e aserialnnwhber afethei dertifadate, an issue
issue list of the repository system and verification

reQiiest AbRGMdtan Bfuet difte 6CtHd EdriiBdate, RRGAMI9hetidd bF the certificate,
el ectronic signature, a tine stanp val ue, and a hash

uséalfUBe AESiEChRCshd %_ghﬂﬁ)r? %éﬂnfﬁ'c&@&iemforﬁ{aﬁt)ﬁ r aﬂqltﬂe clifi€ication

systemfurther conpri ses a re rieval nodule

mb UG BYLAG ELIE v RBLELnE il LR guo%ogf%ﬁﬁo@{n 608y and o

ase whe € us SIres Searc

el ectroni.c d Preferabl the systemfurther,
OB QBdSseATAen om HOre r SHH SR Pa s Grtication

electronlc document s or storlng the same for a long 20
rogter dewgribegh dnt thg nesriéfiedteygveriicatipe cafy angestifiesée esye sligtoof the

anot her storage nediumor platformin the electronic

repostiome systemp aaidt venfigyioh eofl iRegiter abltyg cetidicatesbesed on an
further conprises a transfer nmodule for checking a

elét@®ihicSsignatisf Lfime s@hip vdlicasd @ hhdialue described in the certificate.

Preferably, the system further comprises a retrieval module for retrieving the

registered ¢lectronic document from the database when the user desires to search for

the electronic document. Preferably, the system further comprises a management

-module for discarding stored electronic documents or storing the same for a long

period, and transferring the electronic documents to another storage medium or
platform in the electronic document repository system. Preferably, the system
further comprises a transfer module for checking a user's transfer right, transferring
the registered electronic document to a receiving repository system, and discarding
the electronic document stored in the database upon receipt of a request from the user

to transfer the registered eclectronic document. Preferably, the system further
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- et JPE csleginne

the registered el ectronic docunent to a receiving
repository system and discarding the electronic
docunment stored in the database upon receipt of a

request fromthe user 25 to transfer the registered

el ectronic docunent. Preferably, the systemfurther 5
ceropipies dauingerpnodule forrpodtrbing erintiog of did ¢leggropid dndungnb fipon
the el ectroni c docunent upon receipt of a request
rdeeipin dthe tegaestt frogar ket vedredd rygiit celdanui®e "loswdenty aol adsous
certificates, wherein the printer nodul e checks a type
céitifidatsy, WHefdin ERNPE@GEE fholi@let dh@cksUs Bfpet BT hrtatbr Sitthected to the
permts printing only if the printer is secure. 5

' : . ent invention,

g SR d B e B G e Pl T REFRED o

el ectroni c.docunent in th | ectronic docunent . .

F e RebRle) & SUUTRRY 2ot O e PR PR e beppgvided &
of.. ,(a) producin by a user ternjnal, an .electronic.
mggiod A eSiriaries ﬁagl%ﬁgﬁaa%a@@e@dﬁﬁa? AlerigomRn dogiraent teppsitory
docunent, netadata, and authentication information
systcanrtbie mepthasl eorpprédies drenstepsdof {pbpipdtsing W0 apisek tegainal, an
standard; (b) transmtting, by the user term nal, the
elettamic alvicomeotc umferhatidnn fpackesei ommtpiatigadgies tebectdosic document,
el ectroni c docunent repository system and requesting

meRdata egidi@herdtetied REFbMmMYOE MBI, 2 HfeeteAfiRied iiftfdrmation
by the registration nodule, the electronic docunent

pa'ocg& h@@ﬁ&m ﬁ?%ﬁlitﬁﬁ | B HRO LN NG, Ithe eie'&&@ﬁ‘éz%d)%ﬁment

e electronic docunent i1 nfornmation package;

. ' t edi stration nodul.e 5.addj ti l ..
inflEh Bl o B SR R B e P ne v

el ectroni.c document infaqrmatjon package, .and, stori

JBEATR PrreRw s g‘%“e,regwo(le’j“"d&%’ the

notifying, by the registration nodule, the user
electrorihdecument infhematiogi packagd anfl perfermies: quagininseetdon on the

Preferably, the quality inspection in step (c)
electeinicddscuoteet lifornation packagep&l) producing, by the registration module,
additional metadata, appending authentication information to the electronic
document information package, and storing the electronic document in the database;
and (e) notifying, by the registration module, the user terminal that the registration
has been completed.

Preferably, the quality inspection in step (c¢) includes checking for viruses,
checking for errors, and verifying the metadata information of the electronic
document described by the user.

Preferably, the certification module issues the registration certificate to the user
upon receipt of a request for the registration certificate from the user.

There is provided a method of reading an electronic document in the electronic

document repository system, the
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20 checking for errors, and verifying the nmetadata
information of the electronic docunent described by

the user. Preferably, the certification nodul e issues
the registration certificate to the user upon receipt

of a request for the registration certificate fromthe
meghad comppiising $he) steps wéd ?aa TPEResEES.0PY ree BEfirnigrminal, to read the
el ectroni c docunent in the electronic 25 docunent
cleepparst tdocyments (o mhetltieg,thyme rémlih cmopulies i ngertsheading piht; (c)
of . (a) requesting, by a user termnal, to read the
pRidacinpoby thed@adingthodulf)a féﬁ&tﬁﬁhﬁﬂmnﬁﬁoxﬁpﬁ@@@é Agcording to the
nodul e, a user's reading right; (c) producing, by the

u§c@Q géAth QAM] tft’msqdﬁ Bahifng, X}B@?éaﬁﬁ‘%l Iﬁ@tﬁﬁ@%?gﬁty processing

accor di ng to th user’'s readl ng conditions
@eﬁlg Qtre | ngﬁ(l?rh p%glgel %?%)g%g%%%ee a%?ljiérn'h&)g}{ prfo &%Saeag)mc

authent|C|t of the electronlc ocu

R r{%efiﬁmﬂg TSP GRS OB TR Qﬁf’ﬁé‘atm package for
|nfornat|on package for transm ssion and reception,
LraEnIEsonh Al FSCRRAGM eande SgnraliEng dbg)irawitant dﬁmg gnformation
package to the user termnal; and (f) reading, by the
packege fefhei wat terntinale hed (f oniding,dusc thepwser bgrmiayl, Gfe electronic
content of the electronic docunent output on a screen
dafuntdne by Mayuse corttentrofitht clderreiie rdvaliyientSé@put( ) a screen of the
conprises the steps of. initializing the reading
udcPt@mil i on package; inserting netadata of the
electronic docunent to be read into the reading

ff’%f%[ﬂyo @teg E{Eﬁ: g%gi’lii%g qhec &Q]gste b [ lggaflﬂﬁ% td{i% I 1ﬁf01'mat10n

docunent fo ore roni

Pq.cg%%?gg?st Etlﬂ% % %élyois %.g tgﬁc:& accgi:olnmg ¢ o a ?ﬁffg éPTPet&e reading

| ectroni ¢ docunent into the reading i nforrratl on
mgqg;@g@@ package; and converting the electronic document to be read that is stored

in the electronic document repository system according to a user's request conditions,
and inserting the converted electronic document into the reading information
package.

- According to a fourth aspect of the present invention, there is provided a
method of issuing an electronic document in the electronic document repository
system, the method comprising the steps of' requesting, by a user terminal, to issue
the electronic document; checking, by an issuing module, a user's issue right;
producing, by the issuing module, an issuing information package; producing, by the
certification module, a certificate to certify that the issuing information package is an
original document; and performing security processing on the issuing information
package and the certificate of the original document for transmission and reception,

and transmitting the same to the user terminal.
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According to a fourth aspect of the present invention,
there is provided a nethod of issuing an electronic
docunent in the el ectronic docunent repository
systen1 the nethod conprising the steps of:

g)estlng, by a user termnal, to issue 20 the

elerhi naktednteribe elepeanis dgcument.an tipesyidrgy andcl @ectepnic

user s issue right; producing, by the issuing nodul e,
signatusesare ngented mtatkeiisningdofoageatiorppaiiagd. ng, by t he
certification nodule, a certificate to certify that

t NAdcBRliANG 4 AFRIHct 6NtHRAGERALINVEntdh, e B gilided a method
docunent ; and perform ng security processing on the

of ﬁﬁ‘r&k‘fé?ﬂng 'ﬂfl%[%ﬁ%hi@ Wocﬁ?%qg ehA bt difec S&flﬁﬂcffn f\%ﬁﬁt&{/ system,

t he orlglna cunment or transn1SS|on an eptlon

n the user._te
h% rab Y, nentga?j‘a%g PStOn ? re ron Cb}agcu.us%% mall,ta rSI%e(:lﬁc

and an el ectronic gnat ure re i nse i.nto
R AT T SYSHe? |t@ﬁ3f65§ke Qsctr%e% oG S B vy
aspect of the present invention, there is provided a
trwfﬁdaod%% a ysehs Fight; (Idnemneg,dwt the tassfgomardst off the rersiving
el ectroni ¢ docunent repository system 5 the nethod
reposipry siysigmt dseto swlegtlser dfansfen pf tleqelesttdnig dodyneat ispossible; (d)
termnal, a specific receiving repository systemto
sdndtips bethd feeeiolrpoip@iitoty SiRemiTRNespdiBy t€ tRGkiIGy tdhe Aransfer
transfer nodule, a user's right; (c) inquiring, by the
m'bfl@l@s {5 WHERAHE Gandr £MRsdBR ir%(ﬁs@él‘mng fROSeLic SV from

to whet her transfer of the el ectronl ¢ docunent 1s

th@olsf?ﬁs%r ele(:gg)mcsg&% rg osgtgﬁrl : g&?ﬁl\/ cEQh{ %Qgeﬂlhg %E)ctronic

em a response ranste

ST aﬁpﬁjﬁ%ﬁ?ﬁgteéah 3&% r(gn?sh@elﬁ‘ﬁl OB 5T eple, the transter

transfer el ectronic docunent repository systemto the
anddieaprding EMSErMEO. docunent repository system and

(f) checking, by the transfer nodule, the transfer

an@referablydlisteg (a) comprides thdstepsooty performmg, by the transfer module

‘of the transfer electronic document repository system, security processing for

transmission and reception and transmitting the electronic document; receiving, by
the receiving electronic document repository system, the electronic document and
performing quality inspection on the electronic document; and registering, by the
receiving electronic document repository system, the electronic document.

According to a sixth aspect of the present invention, there is provided a method
of issuing a certificate of an electronic document in the electronic document
repository system, the method comprising the steps of: (a) requesting, by a user
terminal, to issue a certificate; (b) verifying, by a certification module, a certificate
1ssue request; (c¢) when the certificate issue request can be accepted, producing the

certificate by the certification module; (d) performing, by the certification module,
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Preferably, step (e) conprises the steps of.
performng, by the transfer nodule 15 of the transfer
el ectroni ¢ docunment repository system security
processing for transm ssion and reception and
transmtting the el ectronic docunent; receiving,

 sqaaty Bospsvingdor raraienior arfbregasion andptasmitipe él}esqeérnﬁcate to

the el ectronic docunent and performng quality
thenspe trnomnl;cmdt(Remetldeingoby thedoeetifieation nabhle, a certificate issue
registering, by the receiving electronic docunent

listeypd sdopdidg & eitiERhte idi8e Blseyr oni ¢ document. 20
According to a sixth aspect of the present invention,

t h %@fefa%lyp HRY cleHcate TRUDGS 2 % Téhr&r@ﬁ&% e ﬂeﬁ%&e@ing an
an el éctroni c document In t e el ectroni ¢ docu
elf&f&ﬁé t(f?)rm\.f gﬁ(tSt egértlhcaﬁe i Ql‘[(l) dorl(l%(i)r{g? rdo%i.urr]l ntt rL]lSeed tfoerplsss%fng an
reques er

certlflcate (b veri f ac rt|f| atlon du

clgctrans et a ?hggﬂae cFékﬁ}g@t ’%¥@ ClEaps flpoiEagrl an
i ssue_ request can be accepted, % odu0|ng the 25

aythenticity cartidicplp reqrareddpr ﬁtpn@aﬁn §tecirprigdecument for a long period,
performng, by the certification nodule, 8 security

amim&sgﬁﬂngﬂﬁhawﬁbam&mﬁséhganahﬂumﬁcdpmhmmnand
transmtting the certificate to the user term na
an@rdfeablyp shich Yé)rifcludes pro@ucies mlefcbﬁiaicmrbymiiiah@mga certificate
certificate issue list and recording a certificate

forBat CinkirBA O brtifidaRS B0ARY VintddBti6R ihtd 'tl?@tc@rtﬂﬂéﬁﬂeuﬁﬁ'ﬁlaﬁ and

reglstratlon certificate for registering an
a certificate of an orlglnal
p%k mgﬁ&: gﬁ§¢ Qh%suing an electronic docunent, a
di sc rtificate for discardi an el ectr.onic
oo Bt SxRE, EOYTRGN | Bk orsei p e, will be
storing an electronic docunent for a |long period, and
degentpeghidr detail eHoWEY R athe mrevent invienfen is 1ey lapites) tedhe erermplary
docunent. Preferably, step (c) includes producing the
englardiingits aliseldsyd belowi b anriyy impdencritéd tavarious Gyrfesr Mherefore,
inserting certificate related information into the
the girbdehi eaédplhsr BRbodiaitgts are provided for complete disclosure of the

present invention and to fully inform the scope of the present invention to those

ordinarily skilled in the art.
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performng security processing. Hereinafter, exenplary
enbodi nents of the present invention will be
described in detail. However, the present invention is
not limted to the exenplary enbodinents discl osed
bel ow, but can be inplenented in various types.
Therefore, 15 the present exenplary enbodi nents are
provi ded for conplete disclosure of the present
invention and to fully informthe scope of the present
invention to those ordinarily skilled in the art. 9

" [Enbodi nents] 5 Hereinafter, exenplary enbodi nents of
the present invention will be described in detai
BeebsdiRais]o the attached figures. FIG 1 is a block
diagramillustrating an el ectronic docunent repository
system according to an exenpl ary enbodi nent of the
present invention. 10 Referring to FIG 1, an

el [-Qnd ocument repository.system 101 is connected

£ o GBI GRAMTED oriRRaTEH Y REREER it opn i BEE S e
.authentication nodule 102, a registration nodule 103,
1 eltaé{e?chwg?gtﬁﬁ%?téach%%g‘ém?'eadi ng nodul e 105, an

I ssuing. nodul e 106, a managenent nodul e 107, a

t r &HGH gﬁs wrblegk diappan illnsgreting a cleciromic dapunens rg@gitory system

printer nodule 110, and a database 111. 15 First, the
acotduentol anaixiemiplany embedih@At pthe prasentlisesntiant hent i cati on

through a 1ogin process when the user connects to the

el eefdring ¢ FIT: UTenelecepRieidobinedtepdiorylddten] {01 fR&onnected
login fails, the authentication nodule 102 notifies

told)scH St 180 098 Phetwbll 2l SndlOs ' AURHACARA HbdulL 162, o
aut henti cation nodule 1 approves user access wth a

registration module 103, a retrieval module 104, a reading module 105, an issuing
module 106, a management module 107, a transfer module 108, a certification
module 109, a printer module 110, and a database 111.

First, the authentication module 102 performs user authentication through a
login process when the user connects to the electronic document repository system
101. If the login fails, the authentication module 102 notifies the user of an error, If

the login is successful, the authentication module 102 approves user access with a

differentiated system access right. In other words, the authentication module 102

controls access to the registration module 103, the reading module 105, the issuing

module 106, the management module 107, the transfer module 108, and the

 certification module 109 according to the user's system access right.

The user authentication may be performed by using a licensed certificate. When
the electronic document repository system receives a request for login from the user,

the authentication module 102 requests an external certified authentication authority
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differentiated system access right. In other words,

the authentication nodule 102 20 controls access to

the registration nodule 103, the readi ng nodul e 105,

the issuing nodule 106, the managenent nodul e 107,

the transfer nodule 108, and the certification nodule
to gheckthe valigidy ©b at yrer'y seitifisatey sTharcertified guthpefination athority
user authentication nay be perforned by using a

ch¢oke threvhlidiytdffthe asar's ctfibdvatet dnd shde tu emhentthatiomeesult to the
repository systemreceives a request for login from
elebigonis documath réfisitanit dyeteid. Cc Alic@ativEduthe alfhenti®tid8 Shédule of
an external certified authentication authority 10 to
tHeh@lekirdrii® dy¥alrhéht Lép&itoRy Y5SEm Sm&P Habd 1aCRMBton BE verifying the
certified authentication authority checks the

Makkgdity of the user's certificate and sends an

aut hentication result to the electronic docunent

r epRsd_t system. Alternati t he aut henticatiqn .
roaarigtedl! R Ectiorn s d i bispS ey Spblsdhy vsing
may have a function of verifying the 5 certificate.
aipAgeess Aionirol bigk(Afphh ebh AGLiioA tabbeisat do Informhamappaating system
users access rights by using an Access Control List
of theelectrmiie da@umeéry repastipiyesystem afarsersfrights taracegse specifigsystem
system of the el.ectronic docunent repository system
olgbctaisatls as dighitwics or &bsess specific system objects,
such as directories or files. 10 The registration

MDAk erekiRatiGDindd RIS 187 RIgB%drE O @ldR6MEBMcument information
i nformati on package produced by the user in the

&%&?@ﬁfdé&tf h l.echr.0 C Lt.ar
pERLEO BRI It S TR AE T ehd ERERLER' document
roduced Jin electronic. form by the useg. .
RoRRRTPR J01. nEESIRRPEin oty BTt ppdgetey o

in an j rrag[)%sform obt ai ned by scanning a paper
clgEie o Dysthowes. oM ERRWELS BrcrloRiosicalasimeptmay be produced
~docunent to the electronic docunent ' _
in an image form obtained by scanning a paper document.

When the user sends the electronic document to the electronic document
repository system, the electronic document repository system checks the electronic
document information package, produces metadata, appends authentication
information such as an electronic signature to the electronic document information
package, and stores the resultant electronic document in a storage medium, which
guarantees authenticity of electronic documents,

FIG. 2a is a class diagram of the electronic document information package
transmitted by a user, and FIG. 2b is a class diagram of the electronic document
information package stored in an electronic document repository system., The

electronic document information package and associated metadata are stored in the

database of the electronic document repository system. In particular, the storage
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repository system the el ectronic docunent repository
system checks the electronic docunent information
package, produces netadata, appends authentication

i nformati on such as an electronic signature to the

el ectroni ¢ docunent information package, and stores
madéum esust barpompliseser evipmens cvitle at Wirite Ordy Bead Mansd(WHRM)
whi ch 20 guarantees authenticity of electronic

fumtione Al®, okde@ st@dage perdodCisasis thii sagaganmediutrhshould not allow for
el ectroni ¢ docunent information package transmtted

dbBRéticn, £oi9ksy, andifakdifreatidh off data datiag thefesigiiam of the
el ectroni ¢ docunment information package stored in an

el qvherpnh& ugac YR aﬁe@q&@o&l&f Hogyrﬁ&ﬁr@eg&@ r QBitfonic

ocunent ornatlon package an 3300|ate netag
Ay P ed%tg?;gfs?%s tﬁé‘i BHR Hodhll” aB SRR p agaonic
11 nmedium e c nce e nment th a Wi
destmenk DRl "r:%néa ?lwaﬁ ef ?F&OPlfg‘TOCEIWBt n}%é@ Bptgy 8? iaeusmg

period is set, the storage nedi um shoul d not allow for
n@éﬁdétal 1@fﬁ’ﬁnﬁféﬁrg‘éﬂ't§le elgpigortia Aeuniehtand @ dbissidigptongisiany
the period. Wen the user wants an el ectroni c docunent
r edimerceelpi of & hequese fbmothicauses tad oxad riba telacépoisi dognyent, the
system the retrieval nodule 104 retrieves the

ralipgt ot 10D euRRE dddomahhgsdrhaigsef tHdelelresitr @dtutent
docunment may be retrieved by using netadata

aéchcﬁﬁQ% h QBerQfred dif ﬁ%?t‘:t TRV GRS B8 men®™rdd in a manner of

classification sys Upon recel pt of a request from
er [ C t
O%Elgttlﬁ 01;381258% éﬁ ?ﬁ%offlgc%rggl (?r(lgaér’%lagélg 01? gda r%g dof, tﬁl? Siser’ t%ggfnglgloo
eI ect roni cunent = 10 according to a u er readin
QOHNE i co S Ao OB RO e T0Ta e, cage, it is
out putting content of the electronic docurrent on a
necersaph toprovp s eqonteat of tzg eleoigonie dapreaentniiom Peingemodified,
el ectroni ¢ docunent repository system 101. In this
capgk stored, iasd screen-captured so that authenticity of the electronic document is

guaranteed. Accordingly, the reading module 105 produces a reading information

package according to the user's reading conditions, with the reading information

package processed for reading security by Digital Rights Management (DRM),

watermarking, and the like. The reading module 105 also performs security
processing for transmission and reception when sending the reading information

package to the user. FIG. 3 illustrates a structure of the metadata of the reading

“information package.

The issving module 106 serves to control and manage issuing of the electronic

document according to a user's issue right upon receipt of a request from the user to

issue the electronic document. The issuing module 106 also serves to prevent and

verify forgeries and falsifications of the electronic document content upon issuing the
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necessary to prevent the content of the electronic
docunent from being nodified, copied, stored, and
screen-captured so that authenticity of the electronic
docunent is 15 guaranteed. Accordingly, the reading
nodul e 105 produces a reading informati on package
elxcordidngmentt Abe gherbsicdeadnay is tasded inommanmir tolf tizhgmitting
readi ng i nformati on package processed for reading

as deduingd ynfosmddionl padkagd Ghitbe Magragevre rlectrbill) document having a
wat er mar ki ng, and the |ike. The readi ng nodul e 105

pabIRati e FirBlalRuSe s biadata FRGE RSO FHRAAIIDES R ra121 (i)mage

and reception when sending the reading information
. 4 i Se: s f
R Ak oG WiBlmaon Suck ob o 0L Bl 4 MG oo
tissu'Ln duhe 106 serves to control and manage
q@§§ﬁ?ﬁ§n @M BFSB8F oni ¢ document according to a
user's. issue rjight upon receipt of a request fromthe
us ehet igsuing gpdufe, 406G prserts Gntime fbEnpead anTelectionic, siggature to
nmodul e 106 al so serves to prevent and 25 verify
progpgeithe dssaimg frdpaidtiop apickage. ofndt perferimsc seaunityc processing for
docunent content upon issuing the 12 electronic
traineniggdert and hecepli@c tor waisemidthelissnidg irfoinssivachackage to the user.
manner of transmtting an issuing information package

Pieferbbl9, e @ime ABm @Gt Eonfdeh O£ HIERUSOAROMBOA4 "time-stamping”
publication format, "'such as netadata, Portable

r , .
SRR B R brohie Yot B vl b BRIk b usfiit hash algorithm
si gna e.are i.pse dinto 5 the |ssuing inpfor I,on
SERORG SHAT g SEOF RS ot Sncrgeiqth sl pidnd ueh SO PR I
&ﬂd an_el ectronic signature to ,  produce the_ issuing
addiiQsh nike | RSOt REGESSTTH dotp Spnaision candr recgpligmy éeduepdpd to
for transm ssion and reception to transmt the
transmit pyl reveoermmesvagp actadingtto a stendasdired prceduse abd ymethod
the time stanp may conformto a KS X I SO'| EC 18014
arid byresiag dlgperiExt Transfer Protocol (HTTP), Simple Object Access Protocol

(SOAP), File Transfer Protocol (FTP), and the like. The security processing for
transmission and reception may include confidentiality and integrity processing for

transmifted and received messages, such as a Virtual Private Network (VPN), and

- fransmission security processing for a network path, such as a Secure Sockets Layer

(SSL).
The management module 107 performs processing for discarding electronic
documents stored in the electronic document repository system or storing the same

for a long period. The management module 107 also transfers the electronic

documents to another storage medium or platform in the electronic document

repository system.
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10 standard, and the el ectronic signature may be

produced by using a hash algorithm such as SHA-1 and

SHA- 256 or an encryption algorithm such as PKC#7. In

addition, the security processing for transm ssion and

reception is intended to transmt and receive a
mesegeresessorodi digcarding Searigelrenic edoqumsntsd inaduden deompletely

nmet hod and by using Hyper Text Transfer Protoco

diskakdig, thSeleptreniOdpasientcineths dRrabaseonit td be (SOARY and-tdcerding

Transfer Protocol (FTP), and the |like. The security

a RliRERShisRGy Whlen the s FeqRsBNoalistar® dRPile@dniBYoduntdntidelf a

confidentiality and integrity processing for

stbfa%@ B:bd R @ea{g %ﬁﬁﬁgﬂé%ﬂec ﬁﬁ%@&meﬁ“&l@ lﬁalagel}@ﬁt%ule 107

r|vte Net wor transm ssion securit

PRAGSH e AL AR i g o

er,f or ns roceSS| di scar di.ng, el ect.r ]
thigoelefermecs Dagtinet nttﬁs SHrags POt hE ﬁe%g?qemlwf a

systemor storing the sane for a | ong perlod The
regiesd gBAEn tharawen dor1domgoicsn steragsf ef dhe rrdeciiopicr deymaent, the
docunents to anot her storage nediumor platformin the
mghagetrenh intodibe pevents metgatai infomnatiys tneaded] Rr Tloag feroc ssage.
of discarding the el ectronic docunents includes

Themahedeehont niidaangy fandfbiethe leRetrogididecelaeitiBdhBatioh pavkage
dat abase not to be restored and recording a discard

tol SbORIrMBRgkABYiLS 8fd FRANESToRgliOmPitSRBE Histd?§, if necessary.

electronlc docunents. |If a storage pefi od has been

S B G5 R AT e o
eSrng'?d (ﬂ;ﬁ% Ih%e ?%%galiﬁg]!eﬁqgm el‘sl? Scar %é? ??Fg]?mc document

expi red. Upon receipt of a guest from_the user for
to| @ﬁgceﬂ‘énmrgmsrta@eswfem,h@deﬂlé@ar pithe clggieenie documepds from the

transfer repository system. The electronic document is transferred by standard
protocol and a messaging manner, and it is desirable to keep platform and language
independence between the repository systems.

The certification module 109 issues a certificate to the user or verifies the issued
certificate.  Examples of the certificate include a registration certificate for
registering an electronic document, a certificate of an original document used for
issuing an electronic document, a discard certificate for discarding an electronic
document, an authenticity certificate required for moving an electronic document to a

storage medium or a platform, a transfer certificate for transferring an electronic

document, etc.

When issuing the certificate, the certification module 109 generates a unique

identifier of the certificate and a security value for guaranteeing integrity of the
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managenent nodul e records netadata information needed
for long-termstorage. The managenent nodul e may
transfer the el ectronic docunent information package
10 to a secondary storage device and record a
| ong-term storage history, if necessary. Upon receipt
clgétreni¢ doerendnt,fand mppbesumesledtonia sigitene pagvieg e tissua authority
docunent, the transfer nodul e 108 checks a user's
and arsifiificatei igguk, tiche. apsdfenblyl e @ritfdatomctudds aunmiet of droissue
a receiving repository system and discards the
re@u8tdr' (@ HafmeTEUERPSraLSK)0 B IRAtifitdtAASTRiber SPAR fs8lfeYrequester,
system The el ectronic docunent is transferred by
. : I [ [ L
o A b R R on e . SR KSR e, S borprate
be en the repository.systens., The cert.fication .
rediHnen UBOPS R ooy PRt pHtbfieol thg EBpaHE, an issuc
verifies the jssued ertificate. Exanples of the .
reguFst idpiocadcn isgye e &f %F@“ﬁlﬁ%ﬁt?,o%‘f@@m Reried of tp% pertificate,
regi stering an el ectroni ¢ docunent, a certificate of
usgrpldhe ¢irtiagatel god renesiters ddentidicatdan indemiatignan el ectronic
docunent, a discard certificate for discarding an
el bt rconificatederifiogivn inalndeutdrdivhtion bf/in€entatibh dat and a format
requi red for noving an el ectronic docunent to a
oS tH! RERd R HER Nverifichdd Of RuthenfidifNsdsed omes tviefifieaiod route
for transferring an electronic docunent, etc. \Wen
| . . .
ddseitd fh HaCceLBfidakd, &ggﬁ?tﬁt&f ?ﬁ:ﬁee%tifgdfa&?ﬁk&nhﬁoﬁ“éh@ rl‘g(%ltory

generates a uni que e certificat

and a_secur.i.ty. val ue {on uar.ant eej. integrity of .
Bl PPt bl B 4T B B BB gl bifonic

.,Si gnature proving an issue auag rity a?@ . .
SIgRATYLES § HRESAL YUY, jahash paluf 8 g’l")}{keldﬁ%: e i e satificate

i ncludes a nanme of an issue requester (a nanme of a

cofdpernintesrnode lil@etontrplscpninting eflthsegleadtonichdoquaramé when a

requester, such as a National ldentification nunber, _
user Bavihgla pimt wight yequemdbear priwtthe eleatromic gocwhent while reading the
electronic document, and controls printing of the electronic document and various
certificates when the user prints the issued electronic document and the certificates.
The printer module 110 must check a type of a printer connected to the user terminal
and permits printing only when the printer is secure. The printer module 110
performs security processing such as 2D bar code processing when the electronic
document is printed by the user terminal.

Methods by which the user registers an electronic document, a method by which

the user reads the electronic document, a method for issuing the electronic document
to the user, a method for transferring the electronic document, and a method for

issuing a certificate of the electronic document will now be described with reference

to FIGS. 4 to 8.
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5 registration nunber of a corporation), a seria

nunber of the certificate, an issue request date and

an issue date of the certificate, a validity period of

the certificate, wuse of the certificate, and

repository identification information. The certificate

verfili ¢ &t 4 8awchast llistzatingra hetbad pbregoteringfapraieatioore dagpment

and a format of the issued certificate, verification
-acdorditig heat éxeiipyarh @sdddiarenaof/ke ptdsemtinwmtioput e 10

described in the certificate, verification of a

ce rl{eiféﬂiﬁ?_tt@ﬂ@.&l;' @ vsérSpro@icel BE cleBRAEE HOCUMEY $40D) fiddtd It will
verification of integrity of the certificate based on

T I S S AR 8t ol e
i_nt 10 { i ntJ .1 1. [
BB PoAE R PR B A Bl 0P SE4 80 e

&Fi nt the electronic docunent while reading the 15
defudt-oni ¢ document, and controls printing of the

el ectroni c docunent and various certificates when the
usédio prgisiers theh pradused dlestrenicr deguenad danihet elgpigonip edocument
certificates. The printer nodule 110 nust check a
repppitorpf syatepr, i the ensee ahaeqirediceo dnheleuiseric tdronimeat infendation
permts printing only when the printer is secure. The
pikh el’:oﬂfﬁﬂﬂﬂge Akl Ocle@RIEOT BBcumRSt! | faYta@4tOC el Ngutbéidation
as 2D bar code processing when the electronic 20

B QRABAL sush PAd hedidYohie sféﬁ?t'ﬁré, eﬁ&}oﬁﬁb%c{\@ tabﬁﬂé%&éﬁmined

whi ch the user registers an-electronic unment’,

. by whi.c t he er, .reads the.el.ectronic .
il ot SPngbyrastied o FRC e BT UEEIAT ensitomeptem
%@ the user, a nethod for transferring the electronic
( &hment, and a nethod for issuing a certificate of

the el ectronic docunment will now be described with

r eflée amer thepstransmiits@Be electron®, dacgnepGinfarmagion package to the
flowchart illustrating a nmethod of registering an _
elettenntic documehd aepuBitbry system over a network by using the user terminal,

and requests the registration module 103 of the electronic document repository
system_to register the electronic document (S402). Of course, the user needs to
connect to the electronic document repository system and pass a login process in
order to make a request for registration of the electronic document.

The registration module 103 then reccives the information package and

performs quality inspection on the information package (S403). The quality

inspection includes checking for viruses and errors, and verifying metadata

information of the electronic document described by the user. When the information
package does not pass the quality inspection, the registration module 103 may notify

the user of this fact and request supplementation for passing the quality inspection.
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according to an exenpl ary enbodi nent of the present
invention. Referring to FIG 4, a user produces an

el ectroni ¢ docunment (S400) first. It will be easily
appreci ated that the el ectronic docunent may be first
produced in an 5 electronic form or may be produced

i n The rogisgretipormodie al ¢ledhdsy psedueed raddiiopalpenctadata, appends
document. To register the produced el ectroni c docunent
authedtiveti@l afbmonion deadidted twithr épcdedtonic dysitrent, dnkdestores the
user then produces an el ectroni c docunent information

elREEHAE Bo SRR i HRUTatdbagd @ADL NTEe SlABHIRAfion HESAHHELA may be
and aut hentication 10 i nformati on, such as an

a ﬁ?}rﬁ@ts&éi?ﬁﬂ,caé | Wﬁg@%ﬁ%{ g:'td1 9 A Ocl%sfﬁfa‘ roltfi A€ %lectronic

ormati’'on package s define e electronic
docunment. repositary svyst.em ,{(S401). . The .user th
AT e FRaR b iake S BT hadiiRomd bt i3t Bo,ge
to the electronic docunent repository systemqver a .
nel“‘wgf'tﬁ g fythepdnadeaas toevgther the ey ABCSS Mg gitration

the registrati on nodul e 103 of the el ectroni c docunent

- cqrifiente (8405 )s 6 ttleaiises equsistst the registrationceerivhigate, dbe gprification

($402). O course, the user needs to connect to the
melieletl08 iisuestbe wepisttatioe padificateyo thestseniS4fd). pass a | ogi n
process in order to nake a request for registration

of FilyetiRClebRfrhtior] @MdIRNI03 Abtefidsedit Sisébthiad thefedistgtion has
103 then receives the information package and 20

bR hRIpI&e4Ab].Y 1 nspection on the informtion package
(S403)p. The quality inspection includes checking for

Vi es . S . verjfyi t .

P SRSk A BB e oumen

t he,.user. \Wen. the ibnif]éor rrat%{;t?ln Egacka e does not pass
g egr

AGCRETIRE 9 A Sremplsk EmPatimenh EMARY S ORodul e 103
may notify the user of this fact and request
supprlertBatuser sannasts padhe lpctpicqdegument Tapesdtery Ghstem and
requests to read an electronic document (S500). In this case, the user may designate
reading conditions for the electronic document.

The reading module 105 of the electronic document repository system then
checks a user's reading right (S501). If the user has no right to read the electronic
document, the reading module notifies the user of an error (S503).

The reading module 105 then produces a reading information package
according to the user's reading conditions (S504). The reading information i)ackage
is produced by initializing a reading information package, inserting metadata into the
reading information package, converting an original electronic document stored in

the electronic document repository system according to a user's request conditions,

and inserting the converted. electronic document into the reading information

package.
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16 The registration nodule 103 then produces

addi tional netadata, appends authentication

i nformati on associated with the el ectroni c docunent,

and stores the electronic docunment in the database
($404). The authentication information may be a tine

st arhs, reading eiuleother peifepmest ngading ecairityprsicessingd sadr asmbigital
of the electronic 5 docunent information package with
Righes hthoihgénvera |(DRM o chateamiaskiggd) eintd therlik On tbreading information
determnation is then made as to whether the user
pa&aBE$E S0P NeThA Gk Sk g tnbORsarg @b prbi G itBe CSHIER) of e d1B&ronic
user requests the registration certificate, the

[ [ [ [

A5G 524 Lo RAHGE I, BENEE s RClEHFULRL' Bl the woer
registration dul e 103 tifies. the er .that. the )
replf g PRI istmig 5 dfitcahilicisy QfBE A octRpig ddbupment is
a flowhart illustrating a nethod of reading an
EEUESDNni ¢ document according to an exenpl ary

enbodi ment of the present invention. First, the user
corecieading mpdule| Kt theni rerfisms nisaerityeprosessivgy o ke gpading
and requests to read an el ectroni c docunent (S500).
information pakege fdretrasenissiay addsiegeaion, ahd traashitaghe resultant
conditions for the electronic docunent. The reading

infoehdtion paskagt td he weéqsso®ni ¢ document repository
systemthen checks a user's reading right (S501). If

t hgp$REr thaPrdafs fﬂgﬁécu%ﬁﬁ:rcﬁ@%te{ﬁf’?f{ﬁ? BE B&ttént of the electronic

r
docunent, the readi ng nodule no I es” the user of an
ror . The r gin dul éﬂﬁn produces a
SFAR OB e T R P AOB G Dot he
user's reading . conditions (S504). The reading )
| nESnfds anﬁ«?)‘gé;@afglilustr@mmaw Bl 1SPHPE 28 §lotregicadocument
readi ng i nformation package, inserting netadata into
aqeprding W exgmipldrp emodiorenpettha geesesionventionng an
original electronic docunent stored in 7
Referring to FIG. 6, the user connects to the electronic document repository
system and requests the electronic document repository system to issue the electronic
document (S600). In this case, the user may designate an electronic document
issuing conditions.

- The issuing module 106 of the electronic document repository system then
checks a user's right (S601). If the user has no right to receive the electronic
document, the issuing module 106 notifies the user of an error (S603) and the process
stops.

The issuing module 106 then produces an issuing information package (S604).
An electronic document having a publication format, such as metadata, PDF, or an

image file, and authentication information such as an electronic signature are inserted

into the issuing information package. A time stamp and an electronic signature are
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t he *el ectroni ¢ docunent repository system according to

a user's request conditions, and inserting the
converted el ectronic docunent into the reading
informati on 25 package. 17 The readi ng nodul e t hen
ﬁs(forns_reading security processing, such as D gital

alsp givededvintathenssuing(iDRRipatiovapakage toi prgyent frdgeriand fadsifioation
the reading information package (S505). That is, it
of eontet ef farelectroniprdev@néntt he content of the el ectronic
docunent from being nodified, copied, stored, and

S CIRNcck@dadbs dn¥iAe 10Dethes §rodudes ad8ertin€at€!t6 ClefR that the
docunent, so that authenticity of the electronic

isg&lﬁ%‘ MRfmbSon ?H&fa@@tig o ogﬁﬁalr 8@19%11%1: 'fggél)%r?g 23R tigb%'ihg the

pertorns security processing on ere

I nfor.mation_pac e fo ranspi Ssi on d ception .

o O B S PR B mie. ohd PR G R B (EERR S em issue
1 he us r1%8506). 10 The user then reads the el ectronic

higoey fodthe iy Uy of content of the electronic docunent
out put on a screen of the user termnal 100 (S507).
FI Ghegertdication sywdhigr 109 thew perfaminspcarityeprieoessiol dnsthgiisrying
an el ectroni c docunent -according to an exenplary

indoromtibmpatkagé farhtmnpméesentand ree@ptiowand Refoertificaty dfahébiginal
6, the user connects to the el ectronic docunent

ddcRBRat A tyansihits SHeSdafi® ta Mgk Wisefl(BXV6R t he el ectronic
docunent repository systemto issue the electronic

dogggent id I60Q%chdrd iflﬁétfa.tiﬁgs§’métﬁgd Uéfe.%ralﬁh‘%g%gr@é&mnic
[ 'S e

~an el ectroni c docunent uing conditions.
' ' ule 106 of,the electronic document .
aqBRRLT PR © iRl EmBr Bl Bl G SESHTERenpieno 1)
If_the user has no right to receive the electronic
First, the user requests the electronic document repository system to transfer the
electronic document to a specific receiving repository system (S700). It is common

for the user to request to transfer the electronic document, however, the electronic

document repository system storing the electronic document may itself determine to

~ transfer the electronic document.

The transfer module 108 of the electronic document repository system then
checks a wser's right (8701). If the user has no right to transfer the electronic
document, the transfer module 108 notifies the user of an error (S703) and the
process ends.

The transfer module 108 then inquires of the receiving repository system as to

“whether transfer of the electronic document is possible (8704). The receiving

repository system sends a response to the inquiry to the transfer module 108 (8705).

If the transfer is not possible, the receiving repository system notifies the transfer

module 108 of an error (S707).
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20 docunent, the issuing nodule 106 notifies the user

of an error (S603) and the process stops. The issuing
nodul e 106 t hen produces an issuing information

package (S604). An electronic docunent having a
publication format, such as netadata, PDF, or an

i mdéehd ittapsfemnd passilentliecansder moflalentls wangashthaselegtronic
el ectronic signhature are inserted 25 into the issuing
dbdunesniBdifoin® thePiRais g &l eofrohicndd ctiniPreposltoan sgdteattb Al eeceiving
signature are 18 also inserted into the 1ssuing

eleBk Qi EBbbRenP ﬁﬁ%@i@@ryts?st%qg?m) fQeaBENAME transfer module 108

falsification of content of the electrodnic docunent

ofr ﬁ{% t?ﬁsf‘e'r e'l&‘: Bhﬁ”d&&ﬁﬁx‘éhﬁeégﬁ 0%2%9st8{1 Wsfms Qecurit iproor?essmg

cert cate O cert Issuing In orma

ackage i.s an,ori |naI cune Af ter uiLng ..
fo}h AR sich 3 TeePuBR o BIBD s, et biiegit it SHonflation
rtification nodule 109 may record an |ssue hlstor
Pi' age dogatligre Withs related o infarmgtione upl nasmsd getificals and nhlstory
perforns security processing on the issuing

 infortmationt | dweqrduighy ethe oreceivings eliestsinie degamentc eqpEbitoTy agydtem

the certificate of the original docunent and
pérfansn traceivingy paotesd on tthe elesgoni¢ SERGent] 0 ThhiGs, Thé secgiving
flowchart illustrating a nmethod of transferring an

cletiesifid 8bdinent RGISERGY, s9GeR dbdtesttfe BRRNEERbAIMent information
enbodi nent of the preSent invention. First, the user

pe{c?(g%@%{(ﬁthte DE1aRlS G Fdr PR Gn %%gfgﬁﬁng h?aﬁﬁg ‘i’x%‘p%&[e%ﬁ ¥ 3 ShiefBifie, and

the electroniC

b SRR q;fr@zl%gckgs%;fr e
document, however, the electronic¢c 15 do
555 itfapsfor Wétﬂérﬁféh%hﬁlhﬁert ﬂ%ct@péb@qcameet Er@eﬂﬁﬁsﬁtsyﬁﬁy then

| tself determine to transfer the el ectroni c docunent.
checks the transfer and records a transfer history (§709). If the user desires a transfer

- certificate, the certification module 109 produces the transfer certificate, issues it to

the user, and records a certificate issue history. The certification module of the
receiving electronic document repository system issues a registration certificate to
the user.

FIG. 8 is a flowchart illustrating a method of issuing a certificate of an
electronic document according to an exemplary embodiment of the present invention.

First, the user requests the certification module 109 of the electronic document

- repository system to issue a certificate (S800). Examples of the certificate include a

registration certificate for registering an electronic document, a certificate of an
original docament used for issuing an electronic document, a discard certificate for

discarding an electronic document, an authenticity certificate required for moving an
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The transfer nodule 108 of the el ectronic docunent
repository systemthen checks a user's right (S701).

If the user has no right to transfer the electronic
docunent, the transfer nodule 108 notifies the user of
an error (S703) and the 20 process ends. The transfer
eleoerie doG@nericie 4 wpuigeemediimt he ar@atéorvi, ey traegfers certifigate for
systemas to whether transfer of the electronic
trehuferfiBg tan ickecposis idbbenér/@4) . The receiving repository
system sends a response to the inquiry to the transfer

MOAR A8t of ¥R requielt fdrans I@ATEle, iR BatIfiRASH BloBule 109
the receiving repository systemnotifies the transfer

3 er ( - 19 1% r
vEiECHE Bpdiis, R5s00, P ofroine plfbmiphookrliflp 1 fiekeo, e
el.ectronic, .d ment fromthe transfer ele oni ¢ .
oo 6 204 BRGFsah FBRGob Rt pPh the Bt has @ right
el ectroni ¢ docunent repository system (S708).

tospeaisten g elpctreme dachmenter g1l rtafggte aysue Heqygsh sapgt be
el ectroni c docunent repository system perforns

acpepled; thy certibeatingi medue 09 notizgsshe wssir ohamergor (E86DX i on
to transmt the el ectronic docunent infornmation
padkihgeecttifgetchissuc veduestrie hedeptkd] the eenidicaion medale 189 paoduces
certificate and history information. Accordingly, the

a [ceRIFicHieNG 804 CTHe NHefti At ARP b SIRAGEIIOBY iSHEIANE a certificate
perfornms a receiving process on the el ectronic

FoAGH Tlrting "RktifiGate tragteﬁeﬁx?%rﬁ‘leaﬁg Bl P YeifFidARC rﬁ'f'&ﬁﬁ‘i, and

repdsitory”systemreceives ectroni ¢ docune

information 10 package ,a e selated infarpation
e el PRt BB P S sPbBrp Pnflodd s Mg on
.registers the electroni c docunment i nformtion packa}%]e,
IsfferqapeHET & nAME T er SPTRORRIAN) a3 fdstiBraiqry BRmper of the issue

docunent reposit org system then checks the transfer
reguestaresshds adNatioankKdentification npmbey @PHocial Seewrdy wymber, etc. (a

desires a transfer
corporate registration number of a corporation), a serial number of the certificate, an
1ssue request date and an issue date of the certificate, a validity period of the
certificate, use of the certificate, and repository identification information.

The certification module 109 then performs security processing for transmission

and reception and transmits a certificate to the user {S805). Finally, the certification
module 109 modifies the certificate issue list and records the certificate issue history

(S806).

[ Effects of Invention]

As described above, according to the present invention, security of the
electronic document repository system is reinforced to assure authenticity of the

electronic document stored in the system. When a user requests to issue a certificate,
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certificate, the certification nodule 109 produces the
transfer certificate, issues it to 15 the user, and
records a certificate issue history. The certification
nodul e of the receiving el ectronic docunent

repository systemissues a registration certificate to
thentysiggeissues|aB, electionicaddduoenhand a ickitiisateatfi angoragima tdoowinent,
of issuing a certificate of an el ectronic docunent
thacebyr gliarmtdeingareliekidiphmt inteprivy dif trndle@fonid@oquiesenThus, the
invention. 20 First, the user requests the

uSRchh ke cRBromE dbeurla? cohrdrhsle! ect roni ¢ document
repository systemto issue a certificate (S800).

EX QRS Ll pliorf B4 bldnCaifinl BEd HARriBog LI AIRLAROR gertain

i cate regls erlng an e ronlc docune a
certlflc

SRR SRl Phsin VA e SRR Y e 281 45 Wt

di.scardi ng.an electronlc docunent an authenticity
VAT e forguanddetailsmasnbs wgde therep wthent departise from the

docunent to a storage nmediumor a platform a transfer
spigt andscepg ef the invertiemas dafinied §y slre aripendedoddiimsdocunent ,
etc. Upon receipt of the request for the certificate,
the certification nodule 109 verifies the request
(S801). If the registration certificate is requested,

[Bief Dese@ptidd 6f08ah@isfodul 109 issues the

registration certificate only if the user has a right
to register the electronic docunent. If the
certificate i ssue request cannot be accepted, the

certificati du e otifies the user qf an.error
oty 1 5% bk &@?Wﬂ%%@ﬁn% o SR P She R R RiPh Shstem
the certlflcat | e 10 produces a certificate
mFB to apfxe $@8‘§“W39 Pﬁﬁ@@d&@ﬁ“ﬁv
initializing a certlflcate 10 format, inserting
ceFIGf Reds e elabndiagramialy amelestonint document erformationt package
format, and perform ng security processing.
trﬁrs&ﬁmchby)a, uidneawb FIGS Phds @ ¢lass| didgamaohanel@troair document

information package stored in an electronic document repository system;

FIG. 3 illustrates a metadata structure of a reading information package;

FIG. 4 is a flowchart illustrating a method of registering an electronic document
according to an exemplary embodiment of the present invention;

FIG. 5 is a flowchart illustrating a method of reading an electronic document
according to an exemplary embodiment of the present invention;

FIG. 6 is a flowchart illustrating a method of issuing an clectronic document
according to an exemplary embodiment of the present invention;

- FIG. 7 is a flowchart illustrating a method of transferring an electronic

document according to an exemplary embodiment of the present invention; and
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I Ssue requester (a nane of a corporation), an
identification nunber of the issue requester, such as
a National ldentification nunber, a Social Security
nunber, etc. (a corporate registration nunber of a
corporation), a serial nunber of the certificate, an
15 K& (fe iy aqllewchatttibustnatingre insthel déitissuofg aheertificate of an
certificate, a validity period of the certificate,
elesiporié dbhrenene btdokdiagtean aethplap @fibodinyent d€thicipk¢seat inO¢htion.
information. The certification nodule 109 then
perforns security processing for transm ssion and
reception and transmts a certificate to the user
(S805). Finally, the certification nodule 109

nodi fies the certificate issue |list and records the
certificate issue history 20 (S806). [Effects of

I nvention] As described above, according to the
present invention, security of the electronic
docunent repository systemis reinforced to assure
authenticity of the 25 electronic docunent stored in
the system Wen a user requests to issue a
certificate, 21 the systemissues an electronic
docunent and a certificate of an original docunent,

t hereby guaranteeing reliability and integrity of the
el ectroni ¢ docunent. Thus, the user can use the

el ectroni ¢ docunent confortably. Wile the invention
has been shown and described wth reference to certain
5 exenpl ary enbodi nents thereof, it wll be understood
by those skilled in the art that various changes in
formand details may be nade therein w thout departing
fromthe spirit and scope of the invention as defined
by the appended clains. [Brief Description of

Drawi ngs] 10
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FIG 1 is a block diagramillustrating an electronic
docunent repository system according to an exenplary
enbodi ment of the present invention, FIG 2ais a
cl ass diagram of an el ectroni c docunent information
ﬁgckage transmtted by a user, and FIG 2b is a class
PRl of an el ectroni ¢ docunent 15 information
package stored in an el ectronic docunent repository
system FIG 3 illustrates a nmetadata structure of a
readi ng i nformati on package; FIG 4 is a flowchart
[dhinst§ati ng a nethod of registering an el ectronic
docunment according to an exenplary enbodi nent of the
present invention; FIG 5 is a flowhart illustrating
a met hod of reading an el ectronic docunent 20

ARCE: :n?)(% F‘b%ht?&ﬁé@{g ! %Xﬁ‘ﬁnﬁgr‘%ﬁ}%ﬁ“ of i q]%elp Ee%ﬁq%{%l Hoysr a

I nven ustrating a ne
foi ing an el ectronj.c. docunment according to an .
nedyar o0, SRR GAN B AHDBHCION ST A QEHoTih RSN and fssuing an

is a flowmhart illustrating a nethod of transferring
aBhendicKy. cergificate, the SYSVER COMPESIAGI ng to an exenpl ary

enbodi nent of the present invention; and 22 FIG 8 is
arpatfthenfichtiort molilgsor perforgning nser hothenticatios thnogglaa login process

certificate of an electronic docunent according to an

argx@npbHing el saets ©fhttdeperiigsenh usév@Rdn BB userZdnnects to
[CLAIMS] [Cdaim1ll1l 5 An el ectronic docunent

the 8RRSOHiL b BN St LARIATLEMH. L0 a user term nal over a
network for guaranteeing authenticity of an electronic

a S%ﬁs&ﬁ%ﬁ@ﬁ nﬁ)rc]lgde' for léi;‘lé&ir@qan élHéttb‘?ﬁ‘é h(%.utryen? %{ffnlnflaitﬁ)ﬁtpeabk&g@esent

tem conmpri sing

by the user, producing metadata, appending authentication information to the
electronic document information package, and registering the resultant electronic
document in a database;

a reading module for producing a reading information package according to a user's
reading right, performing security processing on the reading information package,
and transmitting the resultant reading information package to the user upon receipt of
a request from the user to read the electronic document;

an issuing module for producing an issuing information package according to a user's
issue right, performing security processing on the issuing information package, and
transmitting the resultant issuing information package to the user upon receipt of a
request from the usér to issue the electronic document;

a certification module for issuing a certificate of the electronic document to the user

or verifying the issued certificate; and
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an aut hentication nodule for perform ng user

aut hentication through a | ogin process and

controlling a system access right depending on a user
when the user connects to 10 the el ectronic docunent
repository system a registration nodule for checking
a grangfep é@@%ﬂﬁ dordeleaglsimgt a uattsr wensfesnrighic kanersiagt the rggistered
t he user, produci ng netadata, appendi ng authentication

| electf@aricrdbdumrent do tihreceinvhg cépositony gsemmand dischwlingthiecglectronic

package, and registering the resultant electronic
détaetsie Blorddninahd dh@basQipod TeciftedF fguedP didne tHediiser to transfer
produci ng a readi ng inggrnation package according to a
the$ 'é@redreﬁ%ﬁbﬁg_dﬁ?ﬁﬁént. performng security processing
on the reading informati on package, and transmtting
the resultant reading information package to the user
upon receipt of a request fromthe user to read the
Qﬁgctr ni ¢ document; an issuing nodul e for producing
A di ng i nformation package according to a user's

20 issue right, performng security processing on the

i ssuing informati on package, and transmtting the

resul tant issuing information package to the user upon
Thesystem obflaim 1y eherestinfthe authéeicatien nodules theasséthmithentication
el ectroni c docunent; a certification nodule for
uses alicagsed cerificafe] @l theQlontrbeofthe eidtaniaeceld eighieidesta Access
the user or verifying the issued certificate; and 24
cénttd1anstigtrypdul e for checking a user's transfer

right, transferring the registered electronic

docunment to a receiving repository system and

di scarding the electronic docunent stored in the
ﬁﬁtab?ze upon recei pt of a request fromthe user to

AHLPer the registered electronic docunent. 5

The system of claim 1, wherein in the registration module, the electronic document
sent by the user is first produced in an electronic form or in an image form obtained

by scanning a paper document.

[Claim 4]
The system of claim 1, further comprising a retrieval module for retrieving the
registered electronic document from the database when the user desires to search for

the electronic document,

[Claim 5]

25



[Claim?2] The systemof claim1, wherein in the

aut henti cati on nodul e, the user authentication uses a
licensed certificate, and the control of the system
access right uses an Access 10 Control List (ACL).
Tl[hglaimS] The system of claim1, wherein in the i

sveemf deimrbawherein igethe reading piodulgo thenelpetronic daayment is

by the user is first produced in an electronic formor
réad impudhreamentico that distwmentedninblresanentha eadingdpfrmation package
docunent. [Claim4l 20 The systemof claim1, further
asd oWmpusicogteat 6the ieRéabniovidohBedt@n 4 &frédnedfi thg ukdt@erminal, and
regi stered el ectroni ¢ docunent fromthe database when

tHhEonSR o 4RS lelcBB ok REBMER fsWrevdnd®l BbRCHEIRR infodified, copied,
docunent. [Claimb5] 25 25 The system of claim1,

5 st%éfge%l[ Gidlsd &nl&gg{gmh&%eﬁlf g{)‘ hl'gutt alﬁtﬁ@nt{%'itg%‘f"tk?é”él&ct%%?&&%%lem

read in s a manner e user termn
.i;ec%%%%a the reading infornmation package and outputs
Ot of the el ectronic docunent on a screen of the
user termnal, and the content of the electronic
docunent is prevented from being nodified, copied, 5
stored, and screen-captured when read so that
B@hh&ﬁaicity of the electronic docunent is
guaranteed. [Claim61 10 The systemof claim1,
wherein the issuing nodul e produces the issuing
i nformati on
10 The system of claim 1, wherein the issuing module produces the issuing information
package with metadata, the electronic document, a time stamp, and an electronic

signature.

[Claim 7]
15
The system of claim 1, further comprising a management module for discarding
stored electronic documents or storing the same for a long period, and transferring
the electronic documents to another storage medium or platform in the electronic
document repository system.

20
[Claim 8]

The system of claim 1, wherein when issuing the certificate, the certification module

25  generates a unique identifier of the certificate and a security value for guaranteeing
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package wth netadata, the el ectronic docunent, a tine
stanp, and an electronic signature. [Caim7] 15 The
systemof claim1, further conprising a nmanagenment

nodul e for discarding stored electronic docunents or
~storing the sane for a long period, and transferring
integsite | od dhe @lfctrotiscdnesmest, ttge sertifinete inelydingen R@E Wh 2y issue
platformin the electronic docunment repository

repsttena natic[oChabmogitiohhensgattidrtddn wimbenof thewkmegequester (a
when issuing the certificate, the certification nodule
céfpofeNRpRtreSoranuAbGUS al deiratidf a Srial hember ¢f the ¢atificate, an
and a security value for guaranteeing 26 integrity of

iskie r@du%&t HR01 dnddRf WEREtdatd BE (ke Q:Eﬂtﬂcﬂc%t & {ARindp&hdaof the
name of an i ssue requester (a name of a cor poratl on),

C&Hﬁkﬁg g.{s fﬁ‘l% ?fényfd reﬁ%s&o?}g%deﬁﬁﬁgaﬁroﬁq %{

corporate reéeg on nu corpor
seri al nunber of the certificate, an |ssue request
date and an issue date of the certificate, a validity
eriod . of the 5 certificate, use of the certificate,
Hﬁ@ﬁository identification information. [C aim 9]
The systemof claim 1, wherein in the certification
nodul e, the certificate 10 verification includes
verification of information and a format of the issued
Therdysfehc alfeclaimel,] fwleadih oin afie asgitifvationi inpdilas alle odertéficate
verification route described in the certificate,

vetfdatibi® fcludlds Ybrificatidh b i@l fioh5ade ﬂ)hﬁét oPkhd iBfued certificate,
repository system and verification of

verification of authenticity based on a verification route described in the certificate,

verification of a certificate issue list of the repository system, and verification of

integrity of the certificate based on an electronic signature, a time stamp value, and a

hash value described in the certificate.

[Claim 10}

The system of claim 1, further comprising a printer module for controlling printing
of the electronic document upon receipt of a request from the user to print electronic
documents or various certificates, wherein the printer module checks a type of a
printer connected to the user terminal and permits printing only if the printer is

securc.

[Claim 11]
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integrity of the certificate based on an electronic
signature, a tinme stanp value, and a hash val ue
described in the certificate. 15 [Claim 10] The system
of claim1, further conprising a printer nodule for
controlllng printing of the electronic docunent upon

A cecthgst off Togistesinge st elegmminedagyment dn pihienelegtraie rfg}ﬂ-‘@ nt
20 documents or various certificates, wherein the

reposifirg systou abeprding ¢k slaan 1l yihe noftheal thprtsh*rg thertepcod to
the user termnal and permts printing only if the

(A)r proli&ding, Sby S€ Gt terrhibhiiam dikttrord® dbéudefiein¥Oshabion package
regi stering an el ectronic docunment in the electronic

ccﬁﬁﬁﬁ Nthe TefRABhIO %cﬁﬂéﬁerﬂlég&% dbR® LifnetkiBhtiBnl ’mitoﬁﬁatlon

met hod conprising the steps of: (a) producing, by a

si38fnd & (AL Al AR5k B dORU TRl Or mat i on

ai ni'ng the e ocuhent, net adat a,

d aut henti cation infor cordin
@3@&@%5&% R AL TE N WK T
transmtting, by the user termnal, the electronic
tog S, rAMFFTOPIGE GPERIRGIS nTepatiioay esystelLt Aied drgusshagite register the
document repository system and requesting to register
ele¢teoniedemimentii ¢ docunent; (c) receiving, by the
regi stration nodule, the electronic docunent

(c) nlecsiviag] &y thtOrqpitiatioe Bodulpe feokletgniguddduinént information
i nspection on the el ectronic docunent information

pRREKAYR performing quality inspection on the electronic document information

package;

(d) producing, by the registration module, additional metadata, appending

authentication information to the electronic document information package, and

storing the electronic document in the database; and

(e) notifying, by the registration module, the user terminal that the registration has

been completed.

[Claim 12]
The method of claim 11, wherein the quality inspection in step (c) includes checking
for viruses, checking for errors, and verifying the metadata information of the

electronic document described by the user.

[Claim 13]
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(d) producing, by the registration nodule, additiona
net adat a, appending authentication information to the
el ectroni ¢ docunent information package, and storing
the el ectronic docunent in the database; and 15 (e)
notifying, by the registration nodule, the user o
The ﬁmtﬁ%d of lgketmt e whegeigtthatdegification nilafe isowgs| eaggistration
[Claim 121 20 The nethod of claim 11, wherein the
ceptifitate yo thesiperatpion medeipt ©F @ pequelt fonthe weldstrativackitifgatef foom the
viruses, checking for errors, and verifying the
utget adata information of the electronic docunent
described by the user. [Claim131 25 28 The net hod of
claim1l, wherein the certification nodule issues the
registration certificate to the user upon receipt of
ngeqqgft for the registration certificate fromthe
& [Claim1l4] A nethod of reading an el ectronic
docunent in the electronic docunment repository system
according to claim1, the nmethod conprising the steps
of: (a) requesting, by a user termnal, to read the
Agngthpd o irea @nﬁ%tst;romq gogwneniHadhe algetrogyic dogwnent ygpository
nodul e, a user's reading right; (c) producing, by the
systzdacvgrdimgltol dainal rtbadictigpdi cofmprismgithnstgesokage
according to the user's reading conditions; (d)
(ap eduastifigNBy a Dyerttieninglamdiregd MR @Hctoniz@ioblihént; pr ocessi ng

on the reading
(b) checking, by a reading module, a user's reading right;
(¢) producing, by the reading module, a.reading information package according to
the user's reading conditions;
(d) performing, by the reading module, security processing on the reading
information package to guarantee authenticity of the electronic document;
(e} performing security processing on the reading information package for
transmission and reception, and transmitting the resultant reading information
package to the user terminal; and

(f) reading, by the user terminal, the electronic document by way of content of the

electronic document output on a screen of the user terminal.

- [Claim 15]

The method of claim 14, wherein step (c) comprises the steps of:

initializing the reading information package;
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i nformati on package to guarantee authenticity of the

el ectroni c docunent; 15 (e) perform ng security

processi ng on the readi ng i nformati on package for

transm ssion and reception, and transmtting the
.resultant reading information package to the user .
inssptipgfagtadaih el the Clackanic dgcument to ke mﬁgrmtpéhwqadmg ipfpamation
el ectroni ¢ docunent by way of content of the

petkage;randi ¢ docunent output on a screen of the user
termnal. 20 [ ai m15] The nethod of clai m 14,

covertiig tisd efRclronic Cduiieae $o theeraatiedat @ storediihi thki dedi@nic
the reading i nformation package; 29 inserting netadata

deéurhdi® r§lRAbIORkfens Qé‘déﬁﬁigg td @ N6y RGest RbAJitiBEs, ':8adhaSting
i nformati on “package; and converting the electronic

t%%ﬂva{btd eﬁ&u%ﬁicrc%%&n%ﬂ{no' tfie ?éaﬁ{ngqnfoﬁpaﬂ?& ﬁéeﬁ&éé. oni ¢
ocument repository system accor@ing to a user-s

request conditions, and inserting 5 the converted

el ectroni ¢ docunent into the reading information

Egcka e, [Caim1l1l6] A nethod of issuing an electronic

kimdAl in the el ectronic docunent repository 10

system according to claim1, the nethod conprising the
steps of: requesting, by a user termnal, to issue the

el ectroni ¢ docunent; checking, by an issuing nodul e,
Aamethed ' of isskingear elgbironiprdocuitémdn thy elebi®onis Slotwm@ent repository
nodul e, an issuing informati on package; producing, by
sysbedn 8&bkdihg EA¢AIRN 1, 'ARE Hehodofhisinkitk@btBpd &F: certify

that the iSsuing

requesting, by a user terminal, to issue the electronic document;

checking, by an issuing module, a user's issue right;

producing, by the issuing module, an issuing information package;

- producing, by the certification module, a certificate to certify that the issuing

information package is an original document; and
performing security processing on the issuing information package and the certificate
of the original document for transmission and reception, and transmitting the same to

the user terminal.

[Claim 17]

- The method of claim 16, wherein metadata, the electronic document, a time stamp,

and an electronic signature are inserted into the issuing information package.

[Claim 18]
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15 informati on package is an original docunent; and

perform ng security processing on the issuing

i nformati on package and the certificate of the

original docunent for transm ssion and reception, and
transmtting the sane to the user terminal. 20 [Claim

17] The nmethod of claim 16, wherein netadata, the

el ectroni c docunent, a tine stanp, and an electronic
Asimggthadurod Garsférrisgranedldctronict fecunmsnti ingthen elecmertic odpcument

package. 25 [Claim 18] 30 A nethod of transferring an
replosiciry eydtem Aocotdptto tlain hethe hetiidddtingpritigde sieps of:

repository systemaccording to-claim1, the nethod

(29 QE'@.fe’sﬁﬁg" Byt D8sc &R 4 spRlfid RILF Y RPosiYy y#sE %o transfer
ermnal, a specific receiving repository systemto

ﬂkre@&ﬁfo doguﬁlgﬁr el ectroni c docurment; (b) checking, by

a trans a user's right; (c) i nquiring, by
transfer +.0f the receiving repository
Efcé(ﬂﬁgai’yta&ra\ﬁﬁgfﬂ’é’gulot?ﬁﬁﬁgﬂﬁ Bf the el ectronic

ocunent is possible; (d) sending, by the receiving
(CS SIEIRE, Py ths qnsfr n%f"\“i% BBH@éeQ%“{l& ECRORHRTY Bystery ap Héwhether
10 transfer nodul e; (e) when the transfer is possible,
transigrof drer ¢lncgromned<u:|uemnt1@rppmdc,c unment fromthe
transfer electronic docunent repository systemto the

(d) sendivgnby ehe e¢ocoring repositer® Ndysteiig R0 sdspoiise Dytht dnuignto the
(f) checking, by the transfer nodule, the transfer and

triR@middide;a transfer history. 15

(e) when the transfer is possible, transferring the electronic document from the

transfer electronic document repository system to the receiving electronic document

repository system; and

(f) checking, by the transfer module, the transfer and recording a transfer history.

[Claim 19]

The method of claim 18, wherein step (e) comprises the steps of?

performing, by the transfer module of the transfer electronic document repository
system, security processing for transmission and reception and transmitting the
electronic document;

receiving, by the receiving electronic document repository system, the electronic
document and performing quality inspection on the electronic document; and
registering, by the receiving electronic document repository system, the electronic

document.
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[Caim19] The nmethod of claim 18, wherein step (e)
conprises the steps of: performng, by the transfer
nodul e of the transfer el ectronic docunent repository
20 system security processing for transm ssion and
reception and transmtting the electronic docunent;
recei ving, by the receiving electronic docunent
repository system the electronic docunent and
bekifmeting quality inspection on the electronic
docunent; and registering, by the receiving

el ectroni c docunent repository system the electronic
25 docunent. 31 [Claim20] A nmethod of issuing a

AC ﬁfe‘ﬂi(fd' eRliSuRg ANcRHBGHE U & LREHBRR! dbdinddA® in the electronic
el ectronic 5 docunent reposi tory system according to

A&t %epog#&g;g?gtgﬁdac%f?mlgmﬁ} a?m]i t}%trﬁgtﬁod %m&ﬁgmg the steps

requestin
certificate; (b) verifying, by a certlflcatlon nodul e,
certificate issue request; (c) when the certificate
i ssue request can be accepted, producing the
(23 E39Uestinga b awerttﬁ@nnaotocléﬁuwfqes&iq% modul e; (d)
performng, by the certification nodule, security
(bp ved B3, by afesrtifications modeieon certificate easeptqquﬁst,a nd
transmtting the certificate to the user termnal; and
(cl edhemtiet deytiificpte Byud bgueseedn He aépted) pradlicing, thacertificate by the
certificate issue list and recording a certificate
cdrfiti@ioRindddle. 15
(d) performing, by the certification module, security processing for transmission and
reception and transmitting the certificate to the user terminal; and
(e) modifying, by the certification module, a certificate issue list and recording a

certificate issue history.

[Claim 21]
The method of claim 20, wherein the certificate includes a registration certificate for
registering an electronic document, a certificate of an original document used for
issuing an electronic document, a discard certificate for discarding an electronic

document, an authenticity certificate required for storing an electronic document for

a long period, and a transfer certificate for transferring an electronic document.

[Claim 22]
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[Caim?21 ] The nethod of claim 20, wherein the
certificate includes a registration certificate for
regi stering an el ectronic docunent, a certificate of
an original docunent used for 20 issuing an
el ectroni ¢ docunent, a discard certificate for )
The geetherl 9§ chameR@cwhergine sigp dghinaludea rpradiding the perificate by
certificate required for storing an el ectronic
irdogdimmgnt deptificate [fomaptpenseothg eartificate rallasflemformation into the
certificate for transferring an el ectronic docunent.
cérifiaitenfoiiat, 2bd perfdieingeédugit plocessimgm 20, wherein step
(c) includes producing the certificate by
initializing a certificate format, inserting
certificate related information into the certificate
format, and perform ng security processing. 33
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