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TECHNICAL FIELD

15 Embodiments of the invention relate to the field of bridge network; and more
specifically, to the transitioning a bridging network from a 802.1ad bridging network to
a Virtual Private Local Area Network Service (VPLS) bridging network or a 802.lah
Provider Backbone Bridging (PBB) bridging network.

20 BACKGROUND

A provider bridging network provides bridging access for customers to network
services, such as Internet access, voice services, digital television, etc. One method of
provider bridging is performed by a provider bridging network that communicates
packets with customer end stations using a bridging protocol such as IEEE 802.1D,

25 IEEE 802.lad and/or IEEE 802.1Q Virtual Local Area Network (VLAN) tagging. A
provider bridging network is composed of provider bridging edge nodes that
communicate packets with customer edge bridging nodes and provider core bridging
nodes that communicate packets between provider edge bridging nodes. Bridging
nodes using these protocols share Media Access Control (MAC) addresses with all

30  other bridging nodes in the provider network by broadcasting address resolution

packets and unicast packets with unknown destination addresses.



However, the problemw th this approach is that because these protocols
share MAC address spaces with all other bridging nodes, each of the bridges
can have MAC address table that becone very large. As nore end stations are
added to the network, the tables for each of the bridges grow and can neet
t he maxi num MAC address table 5 size of these bridges. For exanple, a
networ k can be conposed several to tens of, thousands (or nore) end
stations, which can lead to very |l arge MA 8 address tabl es.

Al ternatively, a provider bridging network can comuni cate packets using
VPLS (Request for Comment (RFC) 4761 and 4762) and/or PBB (| EEE 802. 1ah).
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PBB) . Further nore, the method operates the upgraded bridging protocol on a
pl ur al i t 1025 Gopnestings within sheopraviger's \pidetperasiworksh Hlowsyeip do ise S RIeS and/pxs
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plurali ty of Tahpe Bulep RellchE heRRth pAUILRRLPRA AEH cBPG BlrRndle b ems, |
MAC addr esseftchpital and operktivgyexpenditures. hybri d node. The nethod limts
with the hybrid node the nunber of MAC addresses that the first node stores
inits MAC address table by broadcasting the first unicast packets out 30
the pluralityg@{ARer ports and broadcasting the second uni cast packets
out those of The plurality of other ports on which they were not received.
| n addi tilén, the netihetiodranddapmatatus et t drierafesu hve dwidgprer ketecodsutin tahbylrid st

port, where eb%ﬁih nog]c notdr(]aels Eigscr gecliJ mTﬁe operatlc?;’n of the two bridging protocols in the hybrid

node allows for an incremental transition of a provider bridging network from operating

a legacy bridging protocol that shares MAC addresses to a bridging network that

operates VPLS and/or PBB bridging protocols. Legacy nodes that operate the legacy
20  bridging protocol stored shared end station MAC address in a MAC address table.

In one embodiment, the method operates the legacy bridging protocol on a first
port of the hybrid node, where the first port is coupled to a first node operating the
legacy bridging protocol and not an upgraded bridging protocol (e.g., VPLS and/or
PBB). Furthermore, the method operates the upgraded bridging protocol on a plurality

25  of other ports of the hybrid node. The method receives first unicast packets from the
first port and second unicast packets on the plurality of other ports, where these unicast
packets contain destination MAC addresses that are unknown to the hybrid node.

The method limits with the hybrid node the number of MAC addresses that the
first node stores in its MAC address table by broadcasting the first unicast packets out

30 the plurality of other ports and broadcasting the second unicast packets out those of the
plurality of other ports on Which they were not received. In addition, the method

broadcasts the third unicast packets out the first port, where each of the third unicast



packets has the sane destination MAC address as one of the second unicast
packets. Furthernore, each of the third unicast packets was received at a
time by which its destination MAC address woul d have been | earned
responsive to said step of broadcasting the second unicast packets if the
correspondi ng destination end station 5 were coupled to one of the
plurality of other ports. I n anot her jenbodi nent, a network conprises a
| egacy bridgi ng sub-network, an upgraded indging sub-network, and a hybrid
node coupled to the two bridgi ng subnetworks. Nodes in the | egacy bridging
sub- networ k communi cate packets within the | egacy bridgi ng sub-network
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MAC addresses that are unknown to the hybrid 30 node and each of the second
uni cast dackdirlgirgsubmetwioksiccardingtto thepipgraded byidgihgaetvearkports that did not

received that secoﬂge llmj}%n%arslcgdep gﬁ:ellggtgs' thFeu e%gc%'r and gpgrgggd Mr?‘gging protocols and is

composed of a first port, a plurality of other ports, a legacy bridge instance, an

upgraded bridge instance, and a MAC relay component. The first port is coupled to a

first node in the legacy bridging sub-network and the plurality of other ports are

20  coupled to a plurality of other nodes in the upgraded bridging sub-network. The legacy

bridge instance, coupled to the first port, operates the legacy bridging protocol and the

upgraded bridge instance, coupled to the plurality of other ports, operates the upgraded
bridging protocol. ‘

The MAC relay component relays first unicast packets received on the first port

25  to the second bridge instance, which broadcasts them out the plurality of other ports.

The first unicast packets contain destination MAC addresses that are unknown to the

hybrid node. In addition, the MAC component inhibits relays to the legacy bridge

instance second unicast packets received on the plurality of other ports. The second

unicast packets contain destination MAC addresses that are unknown to the hybrid

30 node and each of the second unicast packets are broadcast out the plurality of other

ports that did not received that second unicast packet. Furthermore, the MAC

component relays to the legacy bridge instance third unicast packets received on the



conponent relays to the | egacy bridge instance third unicast packets
received on the -4- plurality of other ports. The third unicast packets
contain destination MAC addresses that are unknown to the hybrid node and
each of the third unicast packets has the sane destinati on MAC address as
one of the second unicast packets. In addition, each of the third unicast
packets was received at a time by which its destination MAC address 5 would
have been | earned responsive to the broadcast of the second uni cast packets
if the correspondi ng destination end station were coupled to one of the
plurality of other ports. -In another enbodi nent, a network el enent
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net wor k el enmebridgingherdtegdcy The deevork slamae it sadaptedper @ltosv tftwe ah eigaeynental
bridgi ng jprotocol, and to broadcast out the first port any of the third

uni cast cketfaélsfctwgtoqdar’roélei 0 sy getwork fromy Eﬁalega%hf@gf%gprp%g@awc@? upgraded
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uni cast packedtgidnaviAlteaddpasadad MACOSRIrdse sdbddice, relay the third uni cast

packets to the | egacy bridge instance, and inhibit relay to the | egacy

bri dge i st ance t hEhasaiwaek gismeakis gpamnosed of priiraidport.i o pluradiy: iof ether tports, a

legacy bridge instance, an upgraded bridge instance, and a MAC relay component. The

first port is to receive first unicast packets from the first node and the plurality of other
nodes is to receive second and third unicast packets from a plurality of other nodes.
The first, second, and third unicast packets contain destination MAC addresses that are

20  unknown to the network element. The legacy bridge instance is to operate the legacy
bridging protocol, and to broadcast out the first port any of the third unicast packets that
are relayed to the legacy bridging instance. The upgraded bridge instance is operate the
upgraded bridging protocol, to broadcast out the plurality of other ports any of the first
unicast packets that are relayed to the upgraded bridging instance, and to broadcast the

25  second unicast packets out those of the plurality of other ports on which they were not
received.

The MAC relay component is to relay the first unicast packets to the upgraded
bridge instance, relay the third unicast packets to the legacy bridge instance, and inhibit
relay to the legacy bridge instance the second unicast packets. In addition, each of the

30  third unicast packets was received at a time by which its destination MAC address

would have been learned responsive to the broadcast of the second unicast packets if



30 third unicast packets was received at a tine by which its destination
MAC address woul d have been | earned responsive to the broadcast of the
second uni cast packets if -5- the correspondi ng destination end station
were coupled to one of the plurality of other ports. It is an object
to obviate at |east sone of the above di sadvantages and provi de an inproved
bridgi ng node for networking. 5 BRI EF DESCRI PTI ON OF THE DRAW NGS

The invention may best be understood by referring to the foll ow ng
description and acconpanyi ng drawi ngs that are used to illustrate

enbodi nents of the invention., In the draw ngs: 10Figure 1 (prior_ art)

i |lustrates athgicgursrondingdegfinaiionendsiaion were couplegfocone ofj the plurality of gther
hybri d provi \(,j\g(; Hridging network that allows for the transition of the
provi der net fﬁ'fron1bridging protocols used in Figure I to VPLS and/or
PBB bri dgi ng servités amobjecdionghviaie anieastrsoni ofehé abdvet disadvamagdsi d;prévigelr e
3 is an exenplary flow dj agram for forwarding received packets 15 accordi ng
to one enbodi prgyed pideig padeifornetworking. v gure 4 is an exenplary flow
diagram fgy the forwarding process according to one enbodi nent of the

I nvention; Figure 5 illustrates tinmers that are used to control

whi ch sets of BREEF PESCRIPTION QFEHEDRAWING&Known MAC addresses are

i ' 20 .t he jnvention; . L
broadcast accor di n’?hé Slvgrr&?onelg%(f) gést gtungzzrstood tby re err\llng to tge following description

and accompanying drawings that are used to illustrate embodiments of the invention. -
In the drawings:
10 Figure 1 (prior art) illustrates a provider bridging network;

Figure 2 illustrates a hybrid provider bridging network that allows for the
transition of the provider network from bridging protocols used in Figure I to VPLS
and/or PBB bridging services according to one embodiment of the invention;

Figure 3 is an exemplary flow diagram for forwarding received packets

15  according to one embodiment of the invention;

Figure 4 is an exemplary flow diagram for the forwarding process according to
one embodiment of the invention;

Figure 5 illustrates timers that are used to control which sets of ports a unicast
packet with unknown MAC addresses are broadcast according to one embodiment of

20  the invention;

Figure 6 is an exemplary flow diagram of the timer T-restrict-unknown-bcast
expiring according to one embodiment of the invention;

Figure 7 is an exemplary flow diagram of the timer T-long-age expiring
according to one embodiment of the invention; and

25 Figure 8 is a block diagram illustrating an exemplary hybrid network element
that that allows for the transition of the provider network from bridging protocols used
in Figure 2 and VPLS and/or PBB according to one embodiment of the system.

DETAILED DESCRIPTION

30 In the following description, numerous specific details such as network element,
LAN, VPLS, PBB, sub-network, bridging, provider bridging, packet, MAC, address

resolution protocol, broadcasting, means to specify operands, resource and network



Figure 6 is an exenplary flow diagramof the tinmer T-restrict-unknown-bcast
expiring according to one enbodi nent of the invention; Figure 7 is an
exenplary flow diagram of the tiner T-long-age expiring according to one
enbodi nent of the invention; and 25Figure 8 is a block diagramillustrating
an exenplary hybrid network elenment that that allows for the transition of
the provider network from bridging protocols used in Figure 2 and VPLS

and/ or PBB according to one enbodi nent of the system DETAILED DESCRI PTI ON
30In the follow ng description, nunerous specific details such as network
el ement, LAN, VPLS, PBB, sub-network, bridging, provider bridging, packet,
MAC, addr ess paetitiinirig/sharipg otiopbimentativasic atypes g andre amterrélatigpbips f yofo p‘.a/lsmmj S,
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particular feature, structure, or characteristic is described in connection with an

15 embodiment, it is submitted that it is within the knowledge of one skilled in the art to
effect such feature, structure, or characteristic in connection with other embodiments
whether or not explicitly described.

In the following description and claims, the terms "coupled" and "connected,"
along with their derivatives, may be used. It should be understood that these terms are

20 not intended as synonyms for each other. "Coupled" is used to indicate that two or
more elements, which mayor may not be in direct physical or electrical contact with
each other, co-operate or interact with each other. "Connected" is used to indicate the
establishment of communication between two or more elements that are coupled with
each other.

25 The operations of the flow diagram will be described with reference to the
exemplary embodiment of Figures 2-8. However, it should be understood that the
operations of flow diagrams can be performed by embodiments of the invention other
than those discussed with reference to Figures 3-4 and 6-7, and the embodiments
discussed with reference to Figure 2 and 8 can perform operations different than those

30  discussed with reference to the flow diagrams.

The techniques shown in the figures can be implemented using code and data

stored and executed on one or more electronic devices (e.g., a computer end station, a



In the follow ng description and clains, the terns "coupled" and
"connected,"” along with their derivatives, nay be used. It should be
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apparatus of operating two bridging protocols in a hybrid bridging node is
descri bed. The opetdBfHad gnd; peparaies 19f; ereratiggpive deideing proterelshim e bybred

node al |l ows f i e alat L i i dai
That oper at et idefifh ARG EUERLBLd, AP Rbbath 81 o (a¥ls BB GERYRIA,
networ k 28at noderlows forfahSnerantental PBBithm afgi providecbridpihsnethorkothdi si@rdtes Dne

enbodi nent of, the invention, the rid bridging node
brltdgleng protocol tﬁat shares I\/IEXE adgresses toa b%dgmg network that operates VPLS

and/or PBB bridging protocols.
According to one embodiment of the invention, the hybrid bridging node
couples a legacy sub-network with an upgraded sub-network hybrid bridging node of
25  the provider bridging network. Nodes in the legacy sub-network operate a bridging
protocol that shares MAC addresses with all other nodes such as 802.1D, 802.1Q
VLAN tagging, and/or 802.lad provider bridging protocol and not VPLS or PBB.
Nodes in the upgraded sub-network operate VPLS and/or PBB. The hybrid bridging
node operates a legacy bridging protocol on ports coupled to nodes of a legacy sub-
30 network in order to communicates packets with those nodes with that protocol. In
addition, the hybrid bridging node operates VPLS and/or PBB protocols on ports that
are coupled with nodes of the upgraded sub-network. The hybrid bridging node



coupl es a | egacy sub-network with an upgraded sub-network hybrid bridging
node of 25 the provider bridging network. Nodes in the |egacy sub-network
operate a bridging protocol that shares MAC addresses with all other nodes
such as 802. 1D, 802.1Q VLAN tagging, and/or 802.1lad provider bridging
protocol and not VPLS or PBB. Nodes in the upgraded sub-network operate
VPLS and/or PBB. The hybrid bridging node_gperates a | egacy bridging
protocol on ports coupled to nodes of a |egacy sub- 30 network in order to
comuni cat es packets with those nodes with that protocol. In addition, the
hybri d bridgi;g node operates VPLS and/or PBB protocols on ports that are
coupl ed with ewenrds the literef nodgs indibe legaby meb-netmiork Py eclhstivel ybioad asfimgumicase

-8- extends t i f f 2no i [y t Legacy, sub-net wor k. by sel ectjvel
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sub- net wor k. tiehdwbtingethesduniasht pathend fibhethe upatades sup-asteils td trMe X%Asgb

upgraded sub-netwqrk to the | egacy subnetwork limts the nunber o
addr esses t ha‘t‘etw\éﬁ‘egmi‘tﬁ the, @umésraeg M -addtsnenskthat pedes ipdhe degepy sulbrnetwork

limts th : i d . s Jf.or
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swi t ch, bri dg@bleefar thesemodespi ece of networ ki ng equi prent, includi ng

har dwar e and soft at .communi catively interconnects other equi pnent on

t !
the network (e.g. \,Agggﬁélrmeﬁ“é{lv&)?%wer FEmens (corfyauisr, SthBn‘aF@eg@tpa i3 PEER. ) .
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support for nultiple networking functions (e.g., routing,
sw t chi ng, Lalptarcahneetsothgaequipmeninal the metvosrkr(elge rotha metyeork rdéments) domputer

b ovL S PPl ot P RERLL 58 U226 Wl B in S

tops, nobile hEOHRSIdSTEApHENORE. multiple networking functions (e.g., routing, bridging,

switching, Layer 2 aggregation, and/or subscriber management), and/or provide support

for multiple application services (e.g., data, voice, and video). Subscriber computer

end stations (e.g., workstations, laptops, palm tops, mobile phones, Smartphone,

15 multimedia phones, portable media players, GPS units, gaming systems, set-top boxes,

etc.) access content/services provided over the Internet and/or content/services provided

on virtual private networks (VPNs) overlaid on the Internet. The content and/or

services are typically provided by one or more server computer end stations belonging

to a service or content provider, and may include public webpages (free content, store

20  fronts, search services, etc.), private webpages (e.g., username/password accessed

webpages providing email services, etc.), access to content (video, audio, etc.),

corporate networks over VPNs, other services (telephone, etc.), etc. Typically,

subscriber computer end stations are coupled (e.g., through customer premise

equipment coupled to an access network (wired or wirelessly)) to edge network

25  elements, which are coupled (e.g., through one or more core network elements to other
edge network elements) to the server computer end stations.

Some network elements support the configuration of multiple contexts. As used

herein, each context includes one or more instances of a virtual network element (e.g., a

virtual router, a virtual bridge). Each context typically shares system resources (e.g.,

30 memory, processing cycles, etc.) with other contexts configured on the network

element, yet is independently administrable. For example, in the case of multiple

virtual routers, each of the virtual routers may share system resources but is separate



15 mul ti medi a phones, portable nedia players, GPS units, gam ng systens,
set-top boxes, etc.) access content/services provided over the Internet
and/ or content/services provided on virtual private networks (VPNs)
overlaid on the Internet. The content and/or services are typically

provi ded by one or nore server conputer end stations belonging to a service
or content provider, and may include publif webpages (free content, store
20 fronts, search services, etc.), privat€ webpages (e.g.

user nanme/ password accessed webpages providing email services, etc.), access
to content (video, audio, etc.), corporate networks over VPNs, other
services (t elfeCphcbhﬁaothelt v:lrt)lal nouters Mgpiding ity managesent demainoAput aame ranlace IF
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As used herein, each intérface is a logical entity, typically configured as

part of a corEb%METERI sshvepr dihled%&AmegWerpro\a@qsrsubﬁmbgtmcoaiﬁcfosslbscrdvrs that
|nformat|on( er a smde orts
and circuits ?E«‘ﬁ’éy ﬁé’g dé g‘% ifﬁuﬁt’lﬁ)gl reﬂ?lf ‘g%‘ﬁﬁ)fé“ k?g "PVC,
Q nQ cirecui tszElLGf thel \F1ﬁué1tr§utef§9 @he) corfbeﬁon%g s’:ws&ed&s gxmdme bé\uidhonlluﬁahé on,
and accounti ng) be provided for through an internal or external server,
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context (e.g.logiehli ebnstruct fieat irtiguedy 1demif&s S shbsmbef sespanaiithin aupaticulaer s
shoul d be bound within the 15 network e] enen gsed herein, .a_bindi ng

forms an assdif¥eTkarerBertibiyRicplhy srigtaiforthe; ltfympe the sgssipn), &%?ﬁkérrculéﬂ% )
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and a cont ext%o&t
interface is configured and associated with that physical entity. By way of a summary

example, subscriber computer end stations may be coupled (e.g., through an access
network) through a multiple services edge network element (supporting multiple
25  contexts (e.g., multiple virtual routers), interfaces, and AAA processing) coupled to
core network elements coupled to server computer stations of service/content providers.
Further, AAA processing is performed to identify the subscriber record for a subscriber
which identifies one or more contexts in the network element to which that subscriber's
traffic should be bound, and includes a set of attributes (e.g., subscriber name,
30 password, authentication information, access control information, rate-limiting
information, policing information, etc.) used during processing of that subscriber's

traffic.



20 network protocols (e.g., routing protocols, bridging protocols) are
configured for that context. Subscriber data flows on the physical entity
when sone hi gher-layer protocol interface is configured and associated with
that physical entity. By way of a summary exanple, subscriber conputer end
stations may be coupled (e.g., through an access network) through a

mul tiple services edge network el enent (sl Q_porti ng multiple 25 contexts
(e.g., nultiple virtual routers), interfaces, and AAA processing) coupled
to core network el enents coupled to server conputer stations of
service/content providers. Further, AAA processing is perforned to identify
t he subscri ber redtigarefldpriar at)ilustidbesra provider brikdging fétwerko e Foguredy retwork

contexts in t networ k el enent..to iC hat, sub iper's traffic should
b bonnd, | and 0 srosed o Proyiaéy pdiss (br " SemptiO 18 hf sobeles b CudRer
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rate-limting information, policing information, etc.) used during
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802. IQNLAN pﬁait‘f&?olpé?to?ﬁg%c She b d%}i?sﬂiogﬁggngw%&&a&{%?gﬁbe‘ﬁ@b‘}g PAor o
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bri dges using these protocols nmaintain C address forwardi ng tabl es. Each
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20The probl empusidt thedeiables RIRIRASY rdceividahddiegatesautibie phekietsdaniuikinotvheMING dge
tables relies on packets broadcast, each of the PB bridges 104A-C and

106A- B see al dddggssesh & usihereerscBB bridgerebuildthesetablen by esypination of squsecoMAC
net wor ks 110A; . . ions are added to each of the custoner
net wor k 110A—Aééi,%rﬁsﬁé§lgg%ﬁ%le‘§ﬁ 8§£egstéch of the PB bridges 104A-C and 106A-B
grow and 20an neet Tieprobkinwith MACapsidadsis thalbeeaud®d tiri igldofg dfiths britigd tedbles .

For exanple, each of custonmer networks 110A-E can be co d _several_ to

tens of thouskHeson prekstsrtagadeas, & tql%dh%PBvW%(gﬁs &9%1@%‘? f@ﬁep\‘/'gr Velagr‘géhﬂmc
addr ess tabl 0, (o) hese o\VINy gr of
The PB br | doem oL L A B s A B e e

provi der can statamgarSa@ddeddo padir ofihe custoBr nettwmodk k1QAZE 1 the sabgsafor eadhl @3 the

and/ or PBB. \{iﬁéés Po%khcogndtl%%Z?B grow and can meet the maximum MAC address table

25 size of these bridges. For example, each of customer networks 110A-E can be
composed several to tens of thousands (or more) end stations, which can lead to very
large MAC address tables.

To overcome these problems, a provider can upgrade each of the PB bridges
104A-C and 106A-B to have larger MAC address tables or the provider can change

30  every bridge in PB network 102 to support VPLS and/or PBB. However, both of these
potential upgrades can be expensive in terms of capital and operating expenditures. For

example, customer networks 110D-E maybe the ones that have large numbers of end



potential upgrades can be expensive in terns of capital and operating
expendi tures. For exanple, custoner networks 110D-E naybe the ones that
have | arge nunbers of end stations, which could | ead upgrades for all of
PB bridges 104A-C and 106A-B, instead just upgrading PB bridges 104B-C and
106B. In order to avoid the expensive cost of a whol esal e upgrade of
the provider bridge network, it would be g_gful to be able to transition,
in stages the PB network 5 from 801. ad, 802. 1D, and/or VLAN bri dgi ng
protocols to a PB network that supports VPLS and/or PBB. To allow this

transition, the PB network would need to su&gort_a hybrid bridging PB
network that $tAdMSgwsich cepld lgadupgradasdargll pf PBdiridgesn Coqndr Hi6AnB, insteadf

801. ad, 802. 11%5’: ‘%E%%@%@g& ﬂﬁlﬁj@ a%%gﬁol s and upgraded bridgi ng nodes
. r

runni ng VPLS and exanpl'e and in one enbodi nent, the PB

network can be upghadeidr ito aoidtthp -expensbicepst a8 i wholedale upiradesba pRVidert he
| e and cost efficient way.
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Figure 2, PB network 202 is divided into two different
| egacy bri dgi Wgniwg/Hel ansVer BBB. and 20 an upgraded sub-network 220. In one

enbodi nent, nodes in the | egacy bridgi subn rk 8 operate using a
| egacy bpllodgi ng pr%?rc?églflpil\%agl?léé?nﬁ 8’8@8&8'68€ %ﬁ%ﬁ‘ﬁ”ﬁ@%ﬁ@wﬁw in 2 dtep-
sub- net wor k  2@dstep &ishiod. @ thi®Emb&iimeRy HRAEHI ndwode Lpgadd QinAecSomplishedth a
enbodi ment, | egacy sub-network 218 is conmposed of 1egacy bridgi ng nodes

that communi cabplepand eost aficipyt war oFhet AR nesyerkyupgradiyany stertgnealbhnd graw one

har es WAC acPauSRY pRICAN Mo Ry Bra Ry okl B, PR ERErot R e
202. For exanhH itraduted steprisy-steproshgidiiig heavilgdoaded bridded avl/¢r sHdpes intérFaces

802. 1ad bridging, 802 1D bridging, 8Q02.1Q VLAN, etc. Furthernore, |egacy
bri dgi ng odeaélqgﬁ)a"h‘&ﬁthSg@shﬁ@l%h%ewpfhws@ﬂ@aﬁd@ﬁg@ﬁﬁdgi ng protocol s

d i bed bel ow. 1 - I 0
Custoner networ ks TEOR. GUEales o hRRREVBTUE 209 iy B R iRCRERRON Y be
204A, and PB movidehnethgpek FB6W. bridgitg protocvdd weedk $n Figde G ¢®@ VWHIES taad/oe PBB

-n rk 218 via custoner edge . . . -
sub-net wo according to one em od?mg)t of the invention. As illustrated in Figure 2, PB network

202 is divided into two different sub-networks, a legacy bridging sub-network 218 and

20  an upgraded sub-network 220. In one embodiment, nodes in the legacy bridging sub-
network 218 operate using a legacy bridging protocol whereas nodes operating in the
upgraded sub-network 220 operate one of the upgraded bridging protocols. In one
embodiment, legacy sub-network 218 is composed of legacy bridging nodes that
communicate packets using one of the legacy bridging protocols. In one embodiment,

25  alegacy bridging protocol is a bridging protocol that shares MAC address information
with other bridging nodes in the PB network 202. For example and in one
embodiment, a legacy bridging protocol is 802.1ad bridging, 802.ID bridging, 802.1Q
VLAN, etc. Furthermore, legacy bridging nodes do not operate one of the upgraded
bridging protocols described below. |

30 In Figure 2, legacy sub-network 218 is composed of customer networks 110A-
C, customer edge bridges 108A-C, PB edge bridge 204A, and PB core bridge 206A.

Customer networks 110A-C couple to legacy sub-network 218 via customer edge



-12- bridges 108A-C that couple to the respective custoner networks and PB
edge bridge 204A-B. For exanple, custoner edge network 110A is coupled to
cust oner edge bridge 108A which is coupled to PB edge bridge 204A. Custoner
edge network 110B is coupled to custoner edge bridge 108B which is coupled
to PB edge bridge 204A. 5 Custoner edge network 110C is coupled to custoner
edge bridge 108A which is coupled to PB e_qgga bri dge 204B. In one
enbodi ment, PB edge bridge 204A is a | egacy bridgi ng node that comrunicates
packets with ot her nodes and/or end stations using a | egacy bridging
protocol. In the enbodi ment, PB edge bridge is conposed of P-old ports
214A-C. As 1(bridges 108A€C that zomploltd thwraspéctiva cpstomet hetworkonanslcPB edge bridge

di rect| deyi ting in.the | b- network 218 F
exarpl e and. | 0ONE ohBbATHERE, SRR Fit SRR AR R ePOPIRE S AGEoReT de
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o022 0 et e Sl e o B P o o oo
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h add wth al ridgi ng

necessarily share ress informatio ot her nodes not
oper ati ng VPL®nngss RBoedger bradgen2 M &mn dustomemedgechridged dOB At resprctivgliyngAs

d ti EB h MAC PBB i dgi d d
Roar egar s culFanE shoypr PB° ik bhfles 207AL SuRleRur asket, Vith tHgolenanss
Figure 2, upgsrafies 198R-Balig’ K 1€e20y ibtid gstopf @ﬁﬂ&lﬁ'rex%g%‘l%rﬁ‘-ﬁld%rt

110D-E, custoner edge bridges 108D-E, and PB core bridges 2 ]
Fur t her mdde, HACeenymesis iP#yedgeouBigeowith 8 eerstbsidge 2064 BedadspePBogige dnidge

1081) to | egaé%ésgrgdg pREE %ﬁdé%gg@? %ré‘ B 3F3ehady Rub SLHRIK 2280PB edge bridge

respectively. e bridges
204A and PB core bridge 206A communicate packets using a legacy bridging protocol.

Upgraded sub-network 220 is composed of upgraded bridging nodes that
communicate packets using one of the upgraded bridging protocols. In one
20 embodiment, an upgraded bridging protocol is a bridging protocol that does not
necessarily share MAC address information with other nodes in the PB network. For
example and in one embodiment, an upgraded bridging protocol is VPLS, PBB, multi-
protocol label switching, generic routing encapsulation tunnels, etc. For example and
in one embodiment, VPLS is a virtual private network technology that does not
25  necessarily share MAC address information with all other bridging nodes not operating
VPLS. As another example and in another embodiment, bridging nodes operating PBB
do not share MAC address as a PBB bridging edge node aggregates customer traffic

and sends it to another PBB bridging node.
In Figure 2, upgraded sub-network 220 is composed of customer networks
30 110D-E, customer edge bridges 108D-E, and PB core bridges 206B-C. Furthermore,
PB edge bridge 204B couples customer edge bridge 108C and 108D to legacy sub-
network 218 and upgraded sub-network 220, respectively. PB edge bridges 204C-D



-13- couple custoner edge bridge 108E to | egacy sub-network 218 and

upgr aded subnetwork 220, respectively. In one enbodi nent, PB edge bridges
204B- D are exanples of a hybrid bridgi ng node that couple | egacy
sub-network 218 and upgraded subnetwork 220. Hybrid bridging nodes are
described further below. In addition, PB core 5 bridge 206B couples PB edge
bridge 204B and PB edge bridges 204C-D. _,,. As nentioned above, coupling
the two sub-networks is a hybrid bridging node. In one enbodinment, the
hybrid bridging node can operate both a | egacy and an upgraded bridgi ng
protocol. In this enbodinent, the hybrid bridging node includes P-old and
P-new ports. 9XIPiesetemerdedgsobadge 198BItd logaqy sub-retwork 21 % aind cupgrasted ssuber

10 di tl ting.in th Cy. sub- k 218. In

contr ast . & AABACHE RKEGRCRP IRk Shrcinhely PiF ARG rtags JEHER e R5nlet ne

gacy br i dgi ng  nedss. by et ri T ne tr SCogery o eancy br g e el 22 ot
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limts the nunber A$neAGomadbess apupling theadesubmetwirks BoakybrElbidpaigasde.

stores in these nodes' NMAC address.tables. In one enbodi pnent, P-new ports
can coupl e t W%HdF’PFé‘t’p&‘Sv M%gﬁ%rnqﬁss@@r@perﬁ@t bRthka legagy omd an

enbodi nent |md%d%ﬁtg[}ﬂo@e&?%%ﬁ%ﬁ%ahnéh) tggg?&?& Brif il 55ke i&fhd@??{] ess

announcenent, ‘and uni cast ‘packets w th unknown Inatio f esses.
one enbodi nemld aaddP-sew parueds descriteddibese, aPradnmetrizng poacthet somieets AGP

i - i t. packets, ively. As used
er ei nar t2r - GrP ke e deviee enéehiinen B srecysubmelik 2hke 1 eaniiash & Bavsee
and an ARP ansetiRGeidRithatt@mkiedts tosddvids %béi‘aﬁﬁ’%ﬁl RGP ERAME Sb-RAFERL 22025ﬂ(':1‘Es one

enbodi ment, the hybrid node sel ectively broadcasts Certaln unicast packets

bet ween | ega thridgingorade zxends theufg oé degdcy bhidging wodés W2@stricting distoveny ar

diybsid
t he hybrid brjdgj > br oadcast ..uni cast packets w.t nkno
dest i %at i on I\fi&gﬁg%%r@gg%gngé%eesi Q/tgglcgﬁtagoﬁ ﬁ(gﬁfsﬁolflttlﬁ&]’tpg’@fiﬁi rs{ﬁ?-’-nﬁ%o B%,
but not out Resttictimptis end Btatios a@dRes dises¥ery,! the MK haliraRdabizs @R4RARIgcPUt
the P-old ports unicast 30 packets wth unknown destinati on MAC address

recei ved lon twgmgo?‘tfleﬁdlﬁ_t@t (@ astlangsrastindigaet!. t Bhws, thebybristibridging andeast
packet). I'n appibgle SHROY JFAMAC LaGREOHA 10898 the legacy sub-network stores in

these nodes' MAC address tables. In one embodiment, P-new ports can couple to nodes
in the providers and/or customer networks.
In one embodiment, legacy bridging nodes broadcast all address request,

20  address announcement, and unicast packets with unknown destination addresses. In
one embodiment, address request and address announcement packets are ARP
gratuitous and non-gratuitous request packets, respectively. As used hereinafter, an
ARP request packet is a non-gratuitous ARP request packet and an ARP announcement
packet is a gratuitous ARP request packet.

25 In one embodiment, the hybrid node selectively broadcasts certain unicast
packets between legacy sub-network 218 and upgraded sub-network 220. In particular,
the hybrid bridging node may broadcast unicast packets with unknown destination
MAC addresses received on a P-new port out other P-new ports, but not out P-old
ports. In one embodiment, the hybrid node broadcasts out the P-old ports unicast

30  packets with unknown destination MAC address received on the P-old ports (except for
the port that received that unicast packet). In another embodiment, the hybrid node

selectively broadcasts unicast packets with unknown destination MAC address out P-



sel ectively broadcasts unicast packets wi th unknown destinati on MAC address
out P- -14- new ports and/or P-old ports. Unicast packets processing is
further described in Figures 3 and 4-6 bel ow. I n anot her enbodi nent,

t he hybrid bridgi ng node broadcasts out the P-new ports unicast packets

wi th known destinati on MAC addresses that have expired. In one enbodi nent,
t he known destinati on MAC address expires_fjue to an ageing tinmer expiring
or this MAC address was learnt on a port that had its status changed from
nonbl oci cing to bl ocking. In one enbodi nent, an expired MAC addresses is
marked with a _pendin elete flag._.in f||ter|ng dat abase 222. This

enbodi ment isng‘f’ DOtfs anyfor Rroldpartsy dinigast paukets propessieg is findlsr desaribed imignied

bridgi ng nodeg ;549 GgoB €dge bridge 204C is conposed of a MAC rel ay
conponent 208, two bridge instances (S-VLAN conponent 210 and VPLS/ PBB

conponent 212), ARR datthtraemb@dithengrite fhybtié ririigimpahedboaddidts MAGHE B -adw
conmponent 208 s | ec packets between the two bridging

ti .
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conmuni cat®s &abodatesi, Sth&\u&ahwﬂO@@sﬁnaml leg%séd%}éﬁ 'le'%glré‘s 'dﬁ@%‘y gé’e@ge&"‘m K
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dat abase a data ] track AR u r i ved P- new
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not known to LSHBI Gemppaeny 2125 ARRidetabese 224, and Aittering glatabege. 222n
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VPLS/PBB component 212 is coupled to P-new ports 216C-D and communicates

packets with nodes and end stations in upgraded sub-network 220. In one embodiment,

VPLS/PBB component 212 operates one or more of the upgraded bridging protocols.

20 To support the partitioning of a hybrid bridge node with the P-old and P-new

ports, a database is added to each hybrid bridging node, the ARP request database 224.

The ARP request database is a database that is used to track ARP requests received on

P-new ports and to determine whether to broadcast an ARP request out the P-new ports,

P-old ports, or both the P-new and P-old ports. In one embodiment, the ARP request

25  database is for IP addresses whose MAC address that are not known to a particular host

(e.g. as indicated in an ARP request).

In one embodiment, each entry in the filtering database 222 is composed of

MAC address, ageing timer, etc. as is known in the art. Furthermore, each entry in the

filtering database 222 is augmented to include additional fields for a pending-delete

30  flag and two timers: T-restrict-unknown-bcast and T-long-age. In one embodiment, T-

restrict- unknown-bcast timer is 500 milliseconds and T-long-age is 2 hours. In one

embodiment, the pending delete flag represents whether a known MAC has expired due



enbodi ment, the pending delete flag represents whether a known MAC has
expired due -15- to an ageing tinmer expiration or port blocking status
change. In one enbodi nent, these new fields are added for dynam cally

|l earnt entries in filtering database 222. I n one enbodi nent, when an
entry in the filtering database 222 is newy created, the flag

pendi ng-delete for that entry is set to fgkse. The timers T-restrict 5
unknown- beast and T-l1ong age are not starfed. In one entry, when a new
entry has to be added to the filtering database 222 but the nmaxi mum si ze of
t hat dat abase has been accessed, then an entry that was marked

pendi ng- del ette angpingdimdr expiraticacsportyblodkingisshtus ebangad In bee erabpdimenty these

added. In one e i ment ri.ng the.learnin r 0gess O he 2.1D- 2004

st andar d (secrfelwgﬁag? %r_)e,adfl?éjg)ﬁ d@ﬁ@?@%ﬁmﬁﬁeﬁlq@zmgl%@%ﬁ? at abase 222
10 with the flag panehdemboligient,awhéd WR, edthe Ttllibﬁﬁfltbﬁgg idataBBdek 220 3 nedype
and all tinmers associated with that entry i's cancell ed. The procedure

descri bed i n ete®ohe fhgmpradingdaleiader thee entrpris $¢t8§bo &adset | Bhe dimers T-feSt;iﬂ‘hen
; . . = . . 4 )
entry s oot neP et Kb Gt bt SAAQP BRAIARE GRG EHBM Ry TR,

true and the bkbaddedes the-filetingataebhse Z2ahitahe makinurh Rizetof iigdt dhtabayethas Been
expires, the corrgfipondi ng enfry is deleted, The operation of these tiners

and handl i ng &Fessek SRRfrAmREY thatcas maskedaeendingsdelele pnpe. deast racertly, isddistedir es
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forwardi ng recei ved pac s according to one enb nventi on.
| n one enbodi8RdD2MAGtAGlard (seyti@pBhnfnh HGF isffolil adthe filtarthgedaPibases 222

execut es t ho 00 .to pracess, received packets. .In Figure_ 3, at. block 302,
met hod 208+ ¥ éé“_sﬂag ﬁ&’&‘gaﬁ'%??méan}‘?’l then ithey fag 4t gwekadozs i Gifodll Hmer
embodi ment, fdsb&,l%{téd‘kgliﬂhrtﬂﬁﬁéﬁr}sﬁzcﬁéel%. 8PKe pRfdedirk [dREdbEd B WS BG2. AF- 2560V

inthe art. At block 304, nethod 300 determnes if the received packet was
a packet broataderd sgtiondR)eontipzesket or an ARP reply packet. If the

i d ket i 5 t . ket d t ARP t .or ARP. re ,
ot hod 300 or war QY AEH 4% ASEE T o GO eBaIn etk AP3apLeHhd
bl ock 314 is dnufytigaiot @RRedd B@the tofrepdnding, 1A beWing-HelbRtiBad: &PBud@hernd nes

the recei ved packet was a_packet broadcast ARP request or ARP reply, nethod
300 det erl@i neimer Tlorg-pee isettatied a Yehes thestimer AFPng-egei expires0 thet cosrespndins .

I'f the pac ketenit& i& ael’é@g. %3 %%gltatioﬁr%% nl%ge ﬁ%%rshaqﬁq{a%tcihﬁé]gf lﬁﬁo{;v%%gg unall;[:ast

packets is further described in Figures 5-7 below.

-

Figure 3 is an exemplary flow diagram of a method 300 for forwarding received

packets according to one embodiment of the invention. In one embodiment, MAC

20  relay component 208 of PB edge bridge 204C executes method 300 to process received

packets. In Figure 3, at block 302, method 300 receives a packet from a filtering

process 302. In one embodiment, filtering process 302 is an 802.1ad filtering process as

known in the art. At block 304, method 300 determines if the received packet was a

packet broadcast ARP request packet or an ARP reply packet. If the received packet is

25  not a packet broadcast ARP request or an ARP reply, method 300 forwards the packet

at block 314. The forwarding process of block 314 is further described in Figure 9,
below.

If method 300 determines the received packet was a packet broadcast ARP

request or ARP reply, method 300 determines if the packet broadcast is an ARP request

30 at block 306. If the packet is an ARP request, method 300 handles the ARP request at

block 310. In one embodiment, method 300 tracks unanswered ARP requests using the

ARP request database. In another embodiment, method 300 broadcasts ARP



bl ock 310. In one enbodi ment, nethod 300 tracks unanswered ARP requests
using the ARP request database. |In another enbodi nent, nethod 300
broadcasts ARP -16- announcenent packets out the P-new ports. |If the
packet broadcast is not an ARP request, nethod 300 determnes if the

recei ved packet broadcast is an ARP reply at block 308. If the packet
broadcast is not an ARP reply, nethod 300_forwards the packet at bl ock 314.
The forwardi ng process of block 314 is further described in Figure 5 4,

bel ow. If the received packet is an ARP reply, nethod handl es the ARP
reply at block 312. At bl ock 312, nethod 300 deletes an entry in the ARP
request dat ab&Oupseapent packaie oyhhe Rrasvipastsi of thr@askt rhseadcasids miot as ARR e

| P addr ess of n ' u 0.t |y, nbodi t, .nmethod
300 mat ches. t R aoRemolt ot it 1 v Foely 8B it b0 RBaG T AARF rep e are
reply with onblook 30Be Krthe ipasket ibrodieashRE noe Gt eSRP dapigh afethodBYOOTRIrGAtdIGhE he
characteristics,of gcﬁ‘(l}ARP éﬁgl y wth entries_in_the ARP request database
and del eting PAKFLAbNi3Y dheforvarding prasessadblecks 1dds Brthendesanbedingtigurpe

recei ved ARP pequssts have been answered and which are unanswered. In one
enbodi ment, if that entry is found, nethod 300 del etes that entry and
cancel s any 15 r unHithgrdceived paciss tcarnABR replyhnictiaid landley thef ARBirggly tahblock

menory for this, en : cutio oceeds to block 314. Figure 4 is
an exg_rrpl ary %ﬁ)\/\ﬁgi’é’ﬁkgﬁr&o@ema ﬁ%dg S8y eyt ?\ﬁé}PdYeﬂﬁeSbFlétGE%% that has
accordi ng to gRessehRUiRGh MAC Ktﬁirésg\éﬁﬂtlghg g‘%url:(f‘ prﬁﬂcirbé:'s%fgtgc nbid H{c@d%d in

represents a further description of bloc n one e Iment, Figure 4

nmodi fies 20 tthe ARKrephn Mﬂ@efdmiudiim@tbmhﬁmdéﬂb afatehes theodestimatibh MAC dudress
802. 1D brjdgi tandard..ln ong ephgdi nent.. under. an unnodi fi ed. _section
17.11 of it(ﬁe St S P sy g&@ﬁa&?ﬂ,m Y kit 8P it (the SRS W ﬂmg@sfeq“est
broadcast outdfhBas@O0BySmatcRingBe RARABIARNSs; of WHE AN r%ﬁ& Wi {RR& ROthe CARPOC
is detected that changes the status of a P-new port from nonblocking to

bl ocki ng, i nstcaBest gntabaseant iglesing corespopdingratrigsCmgthvd3H9een tdetermiz® wikick

| earnt on th - - pQr I 1 t ard {section 17.11), nethod
300 mar ks thzéfpgﬁg?%gb&ge‘{‘%?zeé‘{%% Egggg%ogg%&@d%d‘pégggge wapswerefly dnogg

ti mer T-|ong-agbodiment, af thad.enfy iblfosdd, 48&thodrB0baiblREtHAe eafi{iana Scahfelé ARy
destination address, of the received unicast packet is unknown. In_one

enbodi ment’, tRNBING ks agspcipied Wil that epity, figeingitles momess fo this ety Exegution on
had its stat Uﬁro@&ﬁﬁ‘@c?bl%&l@?lﬁon' bl ocking to bl ocking. In one
Figure 4 is an exemplary flow diagram of method 300 for the forwarding
process according to one embodiment of the invention. In particular, Figure 4
represents a further description of block 314. In one embodiment, Figure 4 modifies
20  the unknown MAC flooding behavior of section 17.11 of the 802.1D bridging standard.
In one embodiment, under an unmodified section 17.11 of the 802.1D bridging
standard, a packet with unknown MAC is broadcast out all ports. In one embodiment,
when an active topology change is detected that changes the status of a P-new port
from nonblocking to blocking, instead of deleting entries for the MAC addresses that
25  were learnt on that P-new port as in the 802.1D standard (section 17.11), method 300
marks the pending delete flag for those MAC addresses and starts the timer T-long-age
is started.
At block 402, method 300 determines if the destination address of the received
unicast packet is unknown. In one embodiment, this occurs if the port that the MAC
30  was previous learnt on had its status change from non-blocking to blocking. In one
embodiment, this change of status can occur as a result of using a protocol to detect

active topology changes in the network. For example and in one embodiment, an active



enbodi nent, this change of status can occur as a result of using a protocol
to detect active topology changes in the network. For exanple and in one
enbodi ment, an active -17- topology change is detected using the spanning
tree protocol (e.g., as defined in the 802. 1D standard) or one of the
variants known in the art. If the destination MAC address of unicast is
unknown, nethod 300 determines if this pagket was received on a P-old port
at bl ock 404. If the packet was received on a P-old port, nethod 300 5
processes this packet using 802.1D packet processing as described in
section 7.7 of that standard. I f the packet was not received on a
P-ol d port (etogology ebaigped dstectedrusingithsospaningritch quo0d @ey casndefrediif thére

timer T-restr cast runni for t.hi ck at . bl.ock

this tinmer |sé%%lgt§€(? g 83%15 88%@3%1({1%“’5”8 EGE%O ﬁt tqﬁsénag’i Hé}ﬁr% 10
not running, 4ddsedf aﬁeass ﬁﬁﬁﬁ@owlﬂl fnethodsB00 (dEtef@ies fiCthis Bﬁh&ﬂ&\wbs%éb‘i&éd droA
this packet at bl ock 408. In one enbodi ment, nethod 300 starts this tiner

in the ent ry Brld a@‘tfqtml@qlq AQA-d df dhe dackeb was Fpesivch gn taoPtoid pote areflead 300

. packet. r I

sets a flag %IJ?Q#%#S}H%}%%? ttu?lﬁg 8%'? g’fetgr(fcﬁ 1@%?&%8&?6?]1%3? nhfr?gog%

i neligible fcntartdlaahsm ssi on of th| s packet I n one enbodi nent, nethod 300
15 will broadcast h}bes Qgcket out the P-new ports and not the P-old ports.
" Execution proceeds{ R PAckekwas ot ragrayed oret Berld D00 (B0 decsived Qing Renew P¥ng -
802. 1D packet i ECliid fis tfkn e Ng .
t he avail abl emgﬂ([)lr%gé@g&gmegﬁ%% hﬁl%?T Ijr%%tﬁunl cagyﬁc}gcgﬁlﬁatl orgmgqgggcr egs ‘
of the recei vatdlgpkctoétr If thiktimenis rostihgdex2CutRBprdededs td bleek #10.t Ifehnsemdarng
delete fl is.set .for t cket at bl ock 412 one _enbodi

pendi ng d@|eﬂ5“ﬁ?%ﬂP$§nﬂ£%§3 SﬁﬁFﬂn%HPF?Zi*?%“?ﬁﬂﬁppv?éFﬁﬁbgﬁgg Eﬁggnﬁhat
coul d be del eflgek 408, LTRnk lehibBbinikht AREAORIC0 KEEOMEStihbY in-thd &tﬂn@fttﬂg 'ﬁlterlng
enbodi ment, the pending delete flag is used to nark entries

addr esses thadatabasfec%ﬂscpm@hgméh@ teceivedgadkaty Exacutioreprocedds ¢p bhoclbéb(buse an

entry corresponds ar nt tus
change to bl ocki ng’&tglf}gﬁi eg%fqé/ e@p%ﬁﬁ%g)r 3%‘3@?&?@1 écagesmf’%%%?é’tl‘g
bel ow) . If therigendindigitd (ﬁiretridsﬁfﬂssi(ﬁl Sethis PRABOAIBORE &@bsdimeht, 3geth® 306 S
packet that i nd| cates that the P-old Borts as ineligible for transm ssi on

of this packe¥ill bioadenst trppacketout thaoPrisyy Bowds wnd nop s Beold tportsi sEFEﬁ;;Fk@I
he P- h t
216, wher e e PastS f Hodi1b, EnbreoidrBRZldh plotERh AR TERESAD. Bl

as descri bed processing IaS)desZnBed)l‘n stebﬁdin 3.0 af deut dtatiddrd @ising@hewaiilablle!ports 06.5.5 P-
(e.g., P- new)

new).
If the unicast destination MAC address of the received packet is known, method
20 300 determines if the pending delete flag is set for this packet at block 412. In one
embodiment, the pending delete flag is used to mark entries in the filtering database
that could be deleted if the filtering database becomes full. In another embodiment, the
pending delete flag is used to mark entries for MAC addresses that have expired due to
an ageing timer expiring or because an entry corresponds to MAC address that was
25  learnt on a port with a status change to blocking due to an active topology change (see,
e.g., Figure 6 below). If the pending delete flag is set, method 300 sets a flag for this
packet that indicates that the P-old ports as ineligible for transmission of this packet. In
one embodiment, method 300 will broadcast this packet out the P-new ports and not the
P-old ports. Execution proceeds to block 416, where method 300 processes packets
30  using 802.1D packet processing as described in section 7.7 of that standard using the
available ports (e.g., P-new).



- 18- If the pending delete flag is not set for this packet at bl ock
412, execution proceeds to block 416, where nethod 300 processes packets
usi ng 802. 1D packet processing as described in section 7.7 of that standard
using the avail able ports (e.g. Pnew and P-old). 5Figure 5 illustrates
timers that are used to control which sets of ports a unicast packets with
unknown destination MAC addresses are brogdcast according to one embodi ment
of the invention. In Figure 5, at tinme T =0 (502), a topol ogy change occurs
t hat changes the status of a P-new port from non-bl ocking to bl ocking
(508). In one enbodi nent, the topol ogy change is detected using a protocol

t hat actively checKshe @endingdeladgiflag sowpset Sarcthisapackptaanblogk t412¢ exgcntiocol .

| mbodi pent . i the, t h he .t -1 ong-
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the P-old ports, or both. In an alternate embodiment, retransmitted unicast packets with

the corresponding destination MAC address are broadcast out the P-old ports (512). In
one embodiment and in response to timer T-long-age expiring for this destination MAC

25  address (516), the corresponding entry in filtering database is deleted (514).
Figure 6 is an exemplary flow diagram of method 600 for the actions of timer
T-long-age according to one embodiment of the invention. In Figure 6, at block 602,
method 600 detects that an ageing timer expires or an active topology change. In one
embodiment, the ageing timer that expires corresponds to a MAC address of a unicast
30  packet. In another embodiment, the active topology change is detected using a protocol
that detects such topology changes. For example, and in one embodiment, an active

topology change protocol is spanning tree protocol.



Figure 7 is an exenplary flow diagramof nmethod 700 of the tiner T-|ong-age
expiring according to one enbodi nent of the invention. In Figure 7, at

bl ock 702, 10 nethod 700 detects that tiner 1-1ong-age expires. At bl ock
704, nethod 700 deletes a corresponding entry fromthe filtering database.
Figure 8 is a block diagramillustrating an exenplary hybrid network

el enrent 800 that transitions the provider getwork from bridgi ng protocols
used in Figure 2 and VPLS and/ or PBB accorlgl ng to one enbodi ment of the
system In Figure 8, backplane 15 806 couples to |ine cards 802A-N and
controller cards 804A-B. Wile in one enbodi nent, controller cards 804A-B
control the procesat bigclo604, necthadadGa setsbtjne Ipemding-deldte B@2ahdNtarisnthaTtlengrage
enbodi nents, controller cards 04A— egerform t he .sane and/.or &I fferent
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conbi nati ons of cards e used i n other enbodi nents of the invention. 25
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the second b

802A-N, in alternate embodiments, controller cards 804A-B perform the same and/or
different functions (selective broadcasting of address resolution packets and/or unicast
packet with unknown MAC addresses, tracking address resolution request packets,

20  etc.). Line cards 802A-N process and forward traffic according to the policies received
from controller cards 804A-B. In one embodiment, line cards 802A-N switch unicast
and ARP packets as described in Figures 2-8. It should be understood that the
architecture of the network element 800 illustrated in Figure 8 is exemplary, and
different combinations of cards may be used in other embodiments of the invention.

25 While the flow diagrams in the figures show a particular order of operations
performed by certain embodiments of the invention, it should be understood that such
order is exemplary (e.g., alternative embodiments may perform the operations in a
different order, combine certain operations, overlap certain operations, etc.)

While the invention has been described in terms of several embodiments, those

30 skilled in the art will recognize that the invention is not limited to the embodiments
described, can be practiced with modification and alteration within the spirit and scope

of the appended claims. For example, and in one embodiment, packets with unknown



5 nodes are coupled to end stations, wherein the first bridging protocol
shares Medi a Access Control (MAC) addresses of end stations anongst al
nodes and end stations directly coupled to each other with the first

bri dgi ng protocol, and wherein nodes operating the first bridging protocol
store the shared end station MAC addresses in a MAC address table, the

nmet hod conprising the steps of: 100perati2ﬁ the first bridging protocol on
a first port of the hybrid node, wherein the first port is coupled to a
first node operating the first bridging protocol and not the second
bridgi ng protocol; operating the second bridging protocol on a plurality of
ot her ports VACh&Idmsbes ae Rodkestrictedad WP packiets @id danibe adier ppek of packiet ldiveh

first port and second and third unicast packets opn 15 the plurality of
other ports, WBe ait(Ethgmet, A EMs etcos ki doseapiion is thusio beatsaidedae iltativg es

that are unk ybrid node; and limting with the hybrid node the
nunber of N%E@%%ﬁpgggggn’hat the first node stores in its MAC address
table, the step of limting conprising the steps of: broadcasting the first
uni cast packets out the plurality of other ports; 20 broadcasting the
second uni cast packets out those of the plurality of other ports on which
they were not received; broadcasting the third uni cast packets out the
first port, wherein each of the third unicast packets has the sane
destinati on MAC address as one of the second unicast packets, and wherein
each of the third unicast packets was received at a tinme by which 25 its
destinati on MAC address woul d have been | earned responsive to said step of
broadcasti ng the second uni cast packets if the correspondi ng destination
end station were coupled to one of the plurality of other ports. 2. The
met hod of claim11, wherein the first bridging protocol is 802.1Q bridging,
and the second bridging protocol is one of Virtual Private Local Area

Net work Service 30 (VPLS) and Provider Bridge Backbone (PBB). 3. The

met hod of claim1l, wherein the step of limting further conprises the steps
of :



-22- receiving on the plurality of other ports fourth unicast packets
cont ai ni ng known destinati on MAC addresses; detecting which of the known
destinati on MAC addresses in the received fourth unicast packets are
expired with a filtering database, wherein the filtering database stores 5
expirations of known MAC addresses; and broadcasting those of the fourth
uni cast packets that contain expired kno destinati on MAC addresses out
those of the plurality of other ports on Which they were not received.

4. The nmethod of claim3, wherein said step of detecting conprises the step
of : 10 determ ning an expiration of one of the known MAC addresses based on
an ageing ti nBLABVIBod of the first bridging protocol. 5. The nethod of

claim 3, whergin said step of. det.ecting .go i ses the ste f: determ.ning
an expirati onle'of _ O%EmS Ogh@%ﬂs&ﬁnm@%@r% eQP?TG‘é“ﬁ ﬁ?thé“gﬁ%wb‘g ‘P‘F\‘El%om
MAC addr essecsjprewcag, HRA Y hdIN aB6Wingf for Ngh PAMERLAY 1BhsiQSBRE ROiIRs ah Laie
hybrid 15 node whose status has changed from non-bl ocking to blocking In

response to aheiwerkcirerd the firsy bridgingirsefpceltaiye séoond hadgiogwostkeol, Gherfinesaid

met hod of claim5, wherein, sai .ep of, determmning.conprises.the s .of :
det ecti ng hg}loarggf iVe °?‘?§%4q8°g§n‘g ﬁ%h&lgs’ Jehegn 3{1% ﬁﬁﬂ%@@@%‘bﬁ%ﬁ [otei &\f&ha 7.
The nethod ofAedesd Tostro(MEAE) AdédSseS o en@fstdtions tahi%lﬁ%sftlhlllt Hifles GATTRAE SBSiohs1e
steps of: 20 | earning MAC addresses contained in fifth unicast packets

recei ved on' ehtastipfeoypled tgosach; otherawith tbeifirst brideing pretaedloand gyhesein modes t he

packots it h SRR RArs Bel{fdelis olod ALARRSFaR] 3o MR FRbeh 51

addresses canM adiresatabde] thainethod @pmpaping destepzofof the each of said
25ports. 8. The r{%hod of claim1, wherein the unicast packets are

| nt er net 1By ot GEEAting|thy firsh brdging protecol gnackisghpart o s yerd gode, wherein the first
port is coupled to a first node operating the first bridging protocol and not the second

bridging protocol;
operating the second bridging protocol on a plurality of other ports of the hybrid node;
receiving first unicast packets on said first port and second and third unicast packets on
15  the plurality of other ports, wherein the unicast packets contain destination MAC
addresses that are unknown to the hybrid node; and
limiting with the hybrid node the number of MAC addresses that the first node stores in
its MAC address table, the step of limiting comprising the steps of:
broadcasting the first unicast packets out the plurality of other ports;
20  broadcasting the second unicast packets out those of the plurality of other ports on
which they were not received,
broadcasting the third unicast packets out the first port, wherein each of the third
unicast packets has the same destination MAC address as one of the second unicast
packets, and wherein each of the third unicast packets was received at a time by which
25  its destination MAC address would have been learned responsive to said step of
broadcasting the second unicast packets if the corresponding destination end station
were coupled to one of the plurality of other ports.
2. The method of claim 1, wherein the first bridging protocol is 802.1Q bridging, and
the second bridging protocol is one of Virtual Private Local Area Network Service
30 (VPLS) and Provider Bridge Backbone (PBB).

3. The method of claim 1, wherein the step of limiting further comprises the steps of:



a first bridging sub-network, wherein nodes in the first bridging

sub- networ k conmmuni cate packets within the first bridging sub-network
according to a first bridging 30 protocol and not a second bridging
protocol, wherein nodes in the first bridging sub-network are coupled to
end stations, wherein the first bridging protocol shares Media Access
Control (MAC) -23- addresses of the end“?%ations anongst all nodes and end
stations directly coupled to each other h the first bridging protocol,
and wherein each of the nodes operating the first bridging protocol stores
t he shared end station MAC addresses in a MAC address table; 5 a second

bri dgi ng sub-reefiving kan tee phirality cxfesthen potie fewtiondidasti gdagkaty eartainiagwordwn
comuni cat e packet.s §4§E%ﬁethe second bridgi ng sub-network according to the

second bri dgi9FEHmae %8 ei n nodes in the second bridging

sub- net vwor k id%?écﬂﬂ%vdmecﬁ thOkNWE BesBiRStioH MIAICOAir8dsEs HAHOTREBived Fshrth whidwebr i d
node, coupled to the first and second bridging sub-networks to comunicate
10 packets batagkes archexpirgsk withi a dilteoibg ndatabese: swherpiat thepleltesingsdatabase istares and

second bri.dgi ng. pt ot 0col s hyhrid node conprising, a first port coupled
to a firsP noeéglr?thoqsr?g?cf’?‘iygM%?i%gfeﬁsﬁs’s@g- network, a first bridge
i nstance, coupbfilaitigtthéseldflthé fau@thtunidabEpacREs ftad eonthidtexbired kndih dedtingtion
protocol, a plurality of other ports coupled to a plurality of other nodes
in the secondMAG addrespes Dytihorst Qlothe, plaralisy oh Pther pRyés paswhisk dheye Higse agt t o
t he pIuraIit;i_e évégher ports, that operates the second bridging protocol,,
and a MAC relay conponent, coupled to the first and second bridging
i nstances, t ot. Thenietliddofuldineg, wierd\caid dtp of desctingpdoniprizes thesteprodde st or es
inits MAC address table, wherein 20 %hgpwﬁc relay conpgng;f, relays first
uni cast pAckelctermyng g axpirationof pne of thg kpewn YAt addessyss datnd gn aesinedies
whi ch br oadc hﬁdwﬂf@f%‘tdbﬁ‘{éﬁ}ﬁgéﬁf&l’%y of other ports, wherein the first
esti

uni cast packets contain I on C addresses that are unknown to the
hybri d node, 3.k metlsod el caim 3,oviensn faid step oif idetgetingsinzgprises thestepdifuni cast

ackets receiyed on the 25 pluralit t her r{s,,wherein the sec
Uni cast pac k eETRgHPS AR e&@@%f%?’ﬁ! g %ﬁ%@ g adlresses duqiac metogqﬂfhe
hybri d node %fé“%%%@ﬁd&r&%essﬁ‘éiﬂé%aﬁﬁioﬁ%%_oqw 18y 8f Bﬂh@ﬁﬁ&%séf tﬁé'hyﬁﬂikﬁ

plurality of other ports that did not received that second unicast packet,
and 15 node whose status has changed from non-blocking to blocking in response to a detected

active topology change in the network.
6. The method of claim 5, wherein said step of determining comprises the step of:
detecting the active topology change using a spanning tree protocol.
7. The method of claim 3, wherein the step of limiting further comprises the steps of:
20 learning MAC addresses contained in fifth unicast packets received on each of said
ports; and
removing the expiration for each of the learnt MAC addresses in the filtering database
so that subsequent unicast packets with destination MAC addresses equal to one of the
learnt MAC addresses can be forwarded out an appropriate one of the each of said
25  ports.
8. The method of claim 1, wherein the unicast packets are Internet Protocol (IP) packet.
9. A network comprising:
a first bridging sub-network, wherein nodes in the first bridging sub-network
communicate packets within the first bridging sub-network according to a first bridging
30 protocol and not a second bridging protocol, wherein
nodes in the first bridging sub-network are coupled to end stations,

wherein the first bridging protocol shares Media Access Control (MAC)



relays to the first bridge instance third unicast packets received on the
plurality of other 30 ports, wherein the third unicast packets contain
destinati on MAC addresses that are unknown to the hybrid node, wherein each
of the third unicast packets has the sane destination MAC address as one of
t he second uni cast packets, and wherein each of the -24- third unicast
packets was received at a tinme by which iég destinati on MAC address woul d
have been | earned responsive to the broadéast of the second uni cast packets
if the corresponding destination end station were coupled to one of the
plurality of other ports. 510. The network of claim9, wherein the first

bri dgi ng pr otasidodsséssofBh2.eh@ statiodgianpngstrall hodes sandoend dsaticohgidigpetdy cowpded to s

f Virtual ' t I ] Net S i ce. (VPLS d,P i de
B dge Backbafieh PSR RS Bis i Bnbarolonh SRLVhTSn SHEPLITR TOAE MMRESHnehs
conponent  al s@rst Bigd AR Protétol WatshobhdroPuiy sd8sdd NELE BaMRes AIMERE S-dress

contained in fourth unicast 10 packets received on the plurality of other
ports are expibled with a filtering database, wherein the filtering database

stores expirations;af.known ,MAC addresses; d.indicates that thase of .the
Fourth unboadl “BanaridEig Purhrd™ naraen: na® ihdfn Bl trifling, SieterSonk
addr esses ar econinti€icdié packeaswitbintiie b&ons deidphgRubd@EVIR ?abéﬁi@i%ﬁ%l tthd §Rond
plurality of other ports that did not receive said those of the fourth

uni cast packdwridgimgsnetworkmnd wesrgismedes inctha serond brideiagshbrnetyorkiclydel nodes
conponent al St8:w}ﬂa{€1{dgt£l?o§nsﬁfbd§?ﬁ§iehaﬁd n of one of the known MAC addresses
0

based on an ageing tine perio the first bridging protocol.
a hybrid node, coupled to the first and second bridging sub-networks to communicate

10  packets between those bridging sub-networks, that operates the first and second
bridging protocols, the hybrid node comprising,
a first port coupled to a first node in the first bridging sub-network,
a first bridge instance, coupled to the first port, that operates the first bridging protocol,
a plurality of other ports coupled to a plurality of other nodes in the second bridging
15  sub-network,
a second bridge instance, coupled to the plurality of other ports, that operates the
second bridging protocol, and
a MAC relay component, coupled to the first and second bridging instances, to limit the
number of MAC addresses that the first node stores in its MAC address table, wherein
20  the MAC relay component,
relays first unicast packets received on the first port to the second bridge instance which
broadcasts them out the plurality of other ports, wherein the first unicast packets
contain destination MAC addresses that are unknown to the hybrid node,
inhibits relays to the first bridge instance second unicast packets received on the
25  plurality of other ports, wherein the second unicast packets contain destination MAC
addresses that are unknown to the hybrid node and each of the second unicast packets
are broadcast out the plurality of other ports that did not received that second unicast
packet, and
relays to the first bridge instance third unicast packets received on the plurality of other
30 ports, wherein the third unicast packets contain destination MAC addresses that are
unknown to the hybrid node, wherein each of the third unicast packets has the same

destination MAC address as one of the second unicast packets, and wherein each of the



13. The network of claim11l, wherein the MAC rel ay conponent al so:

determ nes an expiration of one of the known MAC addresses due to the one
of the 20 known MAC addresses being | earnt on one of the plurality of other
ports of the hybrid node whose status has changed from non-bl ocking to

bl ocki ng, wherein the status change is in response to a detected active

t opol ogy change in the network. 14. The nggmnrk of claim1l, wherein the
MAC rel ay conmponent al so: | ear ns MAC dddresses contained in fifth

uni cast packets received on each of said ports; 25 and renoves the
expiration for each of the | earnt MAC addresses in the filtering database
so that subsetjirdninicast packbtspaak sdesived tah adime ihyawhich iddAGestidatioas MASC eaddeeks t 0

one of the |ear MAC. addy esses can .be fqrwarded o an appropri ate_ one_of
the each of _swﬁﬁ BBYE beerslsamed Tasnamrin o e et B apcAPh et BackE gt
second bri dgiwgg c&&é&p@ﬁ&lhg dedthRtioR NP 5ttiEh VRN oAb e oT (R bRYIHPBF Bfher

I ncrenmental transition of nodes in said network fromthe first bridging
protocol to tpwetssecond bridgi ng protocol, wherein said nodes are -25-

coupled tq e ations rein the. flr ridgin roio ares Medj a
Accbss. Cot r of> CHAGFSiPbSEE %phdivin et odehetaRiest R0 Qe e B
stations dir eséls¥conduitidhg Bra?ecol i9ohelof \Wiktial PavAtt THcald ArGINBEV Ik HePHEE |
and wherein nodes operating the first bri dgl ng protocol store the shared

end station NAGLHd@néBrvider BridgmRackhimedBBBS tabl e, the network el enent
compr i Si ng: 3 | ifSheBAL o DS, SRMehSH: LGk ShAglRy alg receive Tirst

uni cast pack rom-t rein uni cast packets

cont ai n dest i debdcksd for Mkich ddriaRees désfiaatictl MAIQ kiddiddsds Oconkrnedeinviruthelgomnt ;
a plurality of other ports, to be coupled to a plurality of other nodes, to
recei ve ddcorpckess sergived; amgthgilemlity gfa)leﬂbét ports,arer @pired aths a ddiseng sgtabaser d

un oot peckClsebe AR IAL SRtk peen D et saan (o Lhe
to operate thedicatestthitr thbge naf threofmethl uniwast parkbtsoedttaisingothe eiysretli ksdwipor t
et ance: - 1618 WACAHOre Hh Lobe Pioaiasiad g1 b6 Stcons RECEE tpEnes ShigRe
other ports, f1@raABEsAIkerpdfs that did not receive said those of the fourth unicast packets.
15  12. The network of claim 11, wherein the MAC relay component also:
determines an expiration of one of the known MAC addresses based on an ageing time
period of the first bridging protocol.
13. The network of claim 11, wherein the MAC relay component also:
determines an expiration of one of the known MAC addresses due to the one of the
20  known MAC addresses being learnt on one of the plurality of other ports of the hybrid
node whose status has changed from non-blocking to blocking, wherein the status
change is in response to a detected active topology change in the network.
14. The network of claim 11, wherein the MAC relay component also:
learns MAC addresses contained in fifth unicast packets received on each of said ports;
25 and
removes the expiration for each of the learnt MAC addresses in the filtering database so
that subsequent unicast packets with destination MAC addresses equal to one of the
learnt MAC addresses can be forwarded out an appropriate one of the each of said
ports.
30 15. A network element to operate a first and second bridging protocols, the network
element adapted to allow for an incremental transition of nodes in said network from

the first bridging protocol to the second bridging protocol, wherein said nodes are



second bridging protocol, to broadcast out the plurality of other ports any
of the first unicast packets that are relayed to the second bridgi ng

i nstance, and to broadcast the second unicast packets out those of the
plurality of other ports on which they were not received; and 20 a MAC
rel ay conponent, to be coupled to the first and second bridging instances,
to relay the first unicast packets to thezsecond bridge instance, relay the
third unicast packets to the first bridge“rnstance, and inhibit relay to
the first bridge instance the second uni cast packets, wherein each of the
third unicast packets has the same destination MAC address as one of the
second uni casdoupled ket end atatlond)ewlsdreinethehfist bridginzSptodoll shares adedip akéoesss

was received at a_tine by which jts destination C address woul d have. been
| ear ned r espdrEel (Mg Qa3ddrgssesy %St@fonﬁﬁé“oé’gﬁto%n S@é‘gtenﬂaséaé’é’% eche
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is one of _Virtual Privatke 1Local Area. Network Service (VPLS) and Provider
Bri dge BackbdAdc(tBRBytWOrk elementGompnsing o ement of claim 15, wherein the

MAC rel ay CONPRREPbt 1 HeldduPRA th @: first #&te, ALEcREive RSt ubidasipakets HROM the first
destinati on MAC addresses contained in fourth unicast packets received on

t he pluralitynodf, whersin fur first anicastxpickeld cointain slestination M4 Cdaddiessese thajvaes ei n
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TR B

i ndi cate that oYR Pni cast packets containing the expired

known 5 dest idyglutality MPthadslires 5ebe aduplédoroheplaradityl 6L6thetndtes.! 1o Gecsducditdond
bridge instance oqut the plurality of other ports that did not receive said
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wherein the el i y;hg y ] . expiration of
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relay conponent is further to: determ.,ne an expiration of one of the known
MAC addr essedPraigsol gnd ﬁ‘é%&i’écﬁ ouh thee Wom&éydﬁro‘ﬁéé@é‘% ugicAH packets El}at@ﬁe one

of the pl uralljefaﬁe‘g{otgt!ﬁ%tbﬂaé%?é%{t(?‘tﬁgf net wor k el enent whose status has

changed from no ocking to wherein the status change is in
response 5o a steped bedgaatsianee,t todw! agypledhtarthe pluralityeofrethesgydets, fcboRdate The

twork el ement of claim 17, in. t C rel a t is further to:
earn VAC acdrtusbuiadng miofsei Fpiicretp dx by 67 SHE a8ty a8 8h et of
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in the filtering database so ) )
second unicast packets out those of the plurality of other ports on which they were not

received; and
20 a MAC relay component, to be coupled to the first and second bridging instances, to
relay the first unicast packets to the second bridge instance, relay the third unicast
packets to the first bridge instance, and inhibit relay to the first bridge instance the
second unicast packets, wherein each of the third unicast packets has the same
destination MAC address as one of the second unicast packets, and wherein each of the
25  third unicast packets was received at a time by which its destination MAC address
would have been learned responsive to said broadcast of the second unicast packets if
the corresponding destination end station were coupled to one of the plurality of other
ports.
16. The network element of claim 15, wherein the first bridging protocol is 802.1Q
30 bridging, and the second bridging protocol is one of Virtual Private Local Area
Network Service (VPLS) and Provider Bridge Backbone (PBB).
17. The method element of claim 15, wherein the MAC relay component is further to:



t hat subsequent uni cast packets with destinati on MAC addresses equal to one
of the 20 | earnt MAC addresses can be forwarded out an appropriate one of
the each of said ports.

-26-

detect for which of known destination MAC addresses contained in fourth unicast
packets received on the plurality of other ports are expired with a filtering database,
wherein the filtering database stores expirations of known MAC addresses; and
indicate that those of the fourth unicast packets containing the expired known
5 destination MAC addresses are to be broadcasted by the second bridge instance out the
plurality of other ports that did not receive said those of the fourth unicast packets.
18. The network element of claim 17, wherein the MAC relay component is further to:
< determine an expiration of one of the known MAC addresses based on an ageing time
period of the first bridging protocol.

10 19. The network element of claim 17, wherein the MAC relay component is further to:
determine an expiration of one of the known MAC addresses due to the one of the
known MAC addresses being learnt on one of the plurality of other ports of the network
element whose status has changed from non-blocking to blocking, wherein the status
change is in response to a detected active topology change in the network.

15  20. The network element of claim 17, wherein the MAC relay component is further to:
learn MAC addresses contained in fifth unicast packets received on each of said ports;
and
remove the expiration for each of the learnt MAC addresses in the filtering database so
that subsequent unicast packets with destination MAC addresses equal to one of the

20 learnt MAC addresses can be forwarded out an appropriate one of the each of said

ports.



