STORAGE DEVI CE AUTHENTI CATI ON BACKGROUND [0001] Anyone who w shes to
transfer data over a network to a storage location is faced with the

guesti on wb 2novit@7securely transfer the data in a tinmelPgTnsamenssisn cl oud
conmputing, for exanple, developers and other users access a service that
provi des dynam c and resizabl e conpute capacity w thout requiring the

devel opers to have know edge of, or control over, the technol ogi cal
infrastructure that provSTQRAGE BEVICEEAUKNENTIIRATIONor exanpl e, that use
cl oud conputing soneti mes have a need to upload substantial anmounts of data
to a network storage location. [OBRCKGROUNDs a network, for exanple, a
devel oper may use a fiber optic line, such as a T1 line. ATl line can
carry dat §0001p r Aingonk vap Wistiemicetransfebddta®aatn hetwasik teecstofagdJsi ng a
single T1 line to continuously transfer data, it would take approxi mately

an_entire |gRstdh kFabbd Mithehe R FioBUPHAP LS Rk trhhisfr §RYaARPAra Wi Shes  to

transfer data at a faster ratg or does not wish to burden a T1 line with a

|20 82, 92 Sukdp e, 6 SRRkt B e o B Bl e o

addi ti onal expense. Furthernore, the devel oper. - not have a need for the
et eased ATSERS AERACH NPLPI YIRS SYRRICAR (RAZAS cRaNg Caedatty rigout
additional T1 lines cost inefficient. @([IOOOS] Simlar to devel opers, others
may al so Vieawirng the sleyelnpeadate have knoudenge of s cegéol over ithe. For exanpl e,
others may wsh to sinply backup their data with a copy that resides at
anot her | decitnalogichhie$@straense that prosinlesrihe Seevict aDivetopars| forexadgila, over
a network, which can take a substantial amount of time to transfer.

Consequ_emtihé(bus%‘&]o@ﬂ_tddrb(p&thﬁ}s&\ﬁnéhﬁﬁastﬁbﬁef angbaroaiplbad 96bstanyal of data is
faced with the question of how to securely transfer the data in a

r easonabl & rASTHE tof?ifaté 'térﬁ ﬁ@t&vgﬂyéto?a u!%alagf‘.deni ng its own network

resources or w ?hout I ncurring an addi t1onal expense to obtain a greater

data tran ate capacity. [0004] To avoid data transfer del ays an

capact ty IDMDRLE ] SREeRRRAENETS. TASATDIE I TelbPEabLy e T0BLAPLS of
data to network storage devices can sinply avoid transferring their data
over a nefifigr &ueh ?é@e-?ﬁé'ﬂe- i ding camedrey fath 3 ambecfapprexisratelyhei r dat a
on portable nedia and send the nmedia by courier to a | ocation where the

dat a i s triah4 evagebitmensseendedising S singlet Tklivata costinuandy tanetérdi rect | y
fromthe nedia, transfer rates to a network storage device are dramatically

faster. Holagyaf wowlErRkeeisProgintiatbh am ehtiteSmBREN &S trahbfer 400 Qihahytesfoft he
media (e.g., the service provider) who |oads the data to a custoners

account megaRta hovABRE! HBHAAAG ARG YR raRt 6P HBBE rlof widift

custoner's authori zat| thout proper sa rds, an Inposter ol d send
medi a that inclu el i.ci oUs ¢o r code that is designed to steal

"t ormt + oHrOSH BCEP B 4 tof &4 HaosBa e v SasiSRaPEt i Bora: vor k
storage device. [0005]1n view of the__forelgoi_ng, there are data transfer
rate and S4paHPR @f whether to acquire additional T lines. Acquiring additional T1 lines

i

comes at additional expense. Furthermore, the developer may not have a
need for the increased data capacity for day-to-day operations, making
acquiring additional T1 lines cost inefficient.

[0003] Similar to developers, others may also want to transfer data to a
network storage location. For example, others may wish to simply backup their
data with a copy that resides at another Iocatiqn. These usérs may also
transfer large amounts of data over a network, which can take a substantial

amount of time to transfer. Consequently, any entity that wishes to transfer a



limtations that Iimt the anbunt of data that can be transferred over a
network during a given tinme period. As an alternative to transferring data
over a nevaanly/i3e@aeé may send data on physical nedia for pdirnseeionssnst er
but safeguards are needed to ensure that, for exanple, only data that is
actual ly authorized is transferred. Therefore, there is a need for inproved
systens and net hods that overcone the above problens. BRI EF DESCRI PTI ON OF

THE DRAW Nefge bE¥fit of datarclacpd wWittthedquydtiopsef éw ¢ seceralyntrangier dhed in
and constitute a part of this disclosure, illustrate various disclosed

enbodi Ment §ataliA #é%&h%lﬁ&éﬂéﬁmuhpepﬁh@@M@Jthd%\gbdkﬁgﬁﬁ@n@fownewl e of

a system for authenticating a storage device; O8] Figure 2 is.a flow

di ¢ ) _ . . : _ : .
St o age deioureRo RS EpurEaEolS PRl SR R B S SRR e
for prepari nlg a storage device; and [0010]Figure 4 is a flow diagram of an
exanpl e of rANFELIAIRELAGCTY-

[0004] To avoid data transfer defays and capacity limitations, individuals
who wish to transfer large amounts of data to network storage devices can
simply avoid transferring their data over a network altogether. Instead, these
individuals can store their data on portable media and send the media by
courier to a location where the data is transferred from the media. Since the
data is transferred directly from the media, transfer rates to a network storage
device are dramatically faster. However, when sending data in this manner,
the recipient of the media (e.g., the service provider) who loads the datato a
customer's account may want {o confirm that the media was sent pursuant to
the customer’s authorization,_ Without proper safeguards, an imposter could
send media that includes malicious code or code that is designed to steal
information, which could then be unsuspectingly transferred to a network
storage device.

[0005] In view of the foregoing, there are data transfer rate and capacity
limitations that limit the amount of data that can be transferred over a network
during a given time period. As an alternative to transferring data over a
network, one may send data on physical media for direct transfer, but
safeguards are needed to ensure that, for example, only data that is actually
authorized is transferred. Therefore, there is a need for improved systems and

methods that overcome the above problems.



aut henticating a storage device. DETAILED DESCRI PTION [0011] The fol | ow ng
detail ed description refers to the acconpanyi ng draw ngs. \Werever

possi bl e, wohelwaa@7r ef erence nunbers are used i n the dra@iragsoiansicrhe
followi ng description to refer to the same or simlar parts. Wiile severa
exenpl ary enbodi mrents are descri bed herein, nodifications, adaptations and
ot her inplenentations are possible. For exanple, substitutions, additions
or nodifications my bepriEE DESCRIPTOOROCOETHEIDRAWINGSd in the draw ngs,
and the exenpl ary net hods descri bed herein nay be nodified by substituting,
reorderi ngjoOYB] addrﬁwa@é@ﬁts{a‘n%ﬂgtdmwmg hasietl ar@irversorabed or ghagl y, the
follow ng detailed description s not lTimting of the disclosed '

enbodi nent j t Qr 0 ' k | g} ns.
o 2010 150 R a0 0 TR S0 B D stRLE OGS diideel SpBaRRthiE, ¥
conput er - i rﬁ*%ltirrrent ed systens and nethods for identifying and authenticating
st or age dethted ?W‘@%rage devi ces may include any nedia, such as universal
serial bus (USB) drives, CD- ROV, DVD ROMs, other optical djscs, etc., that
can store 1" Difdgvessis adirgionaf 3n SxamplR® @s%’sg@mdcﬁéaﬁm FaliRg &r age
devices to transmt, for exanple, hundreds of gigabytes or terabytes of
data vi a pitpsagmtewedj a. Furt hernore, disclosed enbodi nents provi de systens
and nmet hods whereby a recipient of a storage device can identify and

aut hent i cafopoBle. Fagdes 2 id Q03 diagean sfrdrpekample oba seuttey forpoepanite to
have his or her data uploaded to a renptely accessi bl e storage device, such

as a netwogky §hﬂ{é?‘ﬁﬁaﬁﬁ§ir?;§o@éd§é\ﬂbé' the data on a portable storage

devi ce, such as an inte drive, external USB hard drive, flash

menory devy or [ t.he P i Lt : may
create a nigpoele: FAMES InfBRLBFIRAAITRNER & alerR ol Bedftirs 2oL

| ocati on, such as an account, a unique identifier of the sender, and a
return shi$ierage a8¥Weesad Next, the sender may el ectronically transmit the
mani fest to a provider of the network storage device. The provider of the
networ k sti904§3 ddigure frig aflovudirgsamirefpreexeptecof deenting @, such as a
device or job identifier. The sender may sign, for exanple, the manifest,

t he devi ceagthentitatintpatstdrage,devick.or the sender identifier with a secret
key to create a digital signature. Creation of the digital signature may be
according to any nunber of cryptographic techniques (e.g., Public Key

Infrastructure (PKlI), etc.). THETASSEDIDESCRIPTION si gnhature may be copi ed
to a location on the portabl e storage device, such as the root directory.

The Senderrgmn;thephepﬁmtsm%détai;adtda%@ﬁ)gbﬁgefecﬂﬂéfweé@cdmpawiﬁgi der. WO
2010/ 132647PCT/ US2010/ 0346

drawings. Wherever possible, the same reference numbers are used in the

drawings and the following description to refer to the same or similar parts.
While several exemplary embodiments are described herein, modifications,
adaptations and other implementations are possible. For example,
substitutions, additions or modifications may be made to the components
illustrated in the drawings, and the exemplary methods described herein may
be modified by substituting, reordering, or adding blocks to the disclosed
methods. Accordingly, the following detailed description is not [imiting of the
disclosed embodim'ents. Instead, the p-roper scope is defined by the appended

claims.



[ 0014] Once at a data center of the provider, the provider may nount the
storage device to a port of a transfer station or |oad the storage device
via a driwe 2fo/3b&7t ransfer station. The provider may t Rrem/usdentsfeys and
aut henticate the storage device using the digital signature that was
previously saved to the storage device. For exanple, the provider may send
the digital signature to an external service to validate the signature and

confi’m { Nfjo421e SGRARSAUINbAIRRSE HhARe onhd\feRfipRMdid shStapa bnal { he

val i dati on; ernal "service nay check the digital signature with the

t k ich in th t er.nal: Lce' ' t I
ervi ce mdneteye S ddenivisg ke RERFER Rg St OE RS SOl pieeS™ FLIT
k identifier, which be st d on the st [ G€. i fied,
tho pr ovi cEIaYITaGIUBRGY TRALE, GHCRIS WANSTSH SRBHAIS( S Ly TR RO he

networ k storage device via the transfer station. Accordingly, disclosed
embodi nent EV@—R@Mshethar@pitidakdiso&aajchéhaﬁQfa’t%tomdﬁtﬁ-h@@?@%e devi ce cane
from sonmeone in control of the sender's secret key. [0015] Consistent with a
di scl osed gpiediEnts mayTBiake dsé df phevirdedrd siorage bevices d6 itregisenis for age
device. The nethod may I nclude receiving, froma sender, a manifest. The

mani f est naya@gféﬂmfnw{édfsﬁggae e or tERSOYTBS #P dattial pHyisitall méiaude
g a t he ni

val i datin riat o est and transmitting, to the sender, a
device ideptifier. Th . i e eqf] et (FeTap=Ya [
devi ce frOEJHF[]@WQQ%&ﬁ?cﬁéﬁg?@%@ghgcﬁ@g‘%ﬁw%@é‘ a d'i\Hgl tac#@lh%natﬂ?e
stored thereon. A transfer station read,the digital, signature fromthe
storage delgddRientaka §IQrRER ARNFS tAN F@‘t'if%@m(?é’%\’/%nt&@&? h?gsé'ﬁ@erdi gital
signature, retrieving the nmanifest based on the devjce identifier, and
aut hori zi nj018sednone ambegimeant isosensiertmro wagits 1 haye)his oy lker @18 ansf er
of one or WO 2010/ 132647PCT/ US2010/ 034678 nore files fromthe storage
devi ce vi aypladetansf mmetelit credsible rtorgstdenate, auchdasna inehwark stotage

mani fest. [0016] Consistent with another disclosed enbodi ment, a

conput er - i gpl,eEBALEdidrBtHE Yats oRrPEb ARSIl Qbrayd denté calohas andtteraale

devi ce. The nethod may include receiving a manifest. The mani fest may
identify a Lnat | Ay L ide Jreaeidibt dive, @
transfer spgﬁséh\?@a&gl&g}r}qgﬁ@ﬁé%gﬂ% fljéréonHtéﬁﬁeO@%ér age dcill'ev?H(I:F;e};'?b val I'dati ng
the digital signature, and.authorizin based qn the wali | e
digital sighg % eéppﬁﬁ'ﬁglit'@?' Corfd Gt THBY g@éﬁﬁ&mﬁpgﬁgﬂg ‘sr}%(rl;hrcg%s’eé@evi ce
via the transfer station to the destination identified in the nmanifest.

[ 0017] Considendifier af aieptination onstorage PRI, EHBR @SAMACCUINR UBIAYS
provided for authenticating a storage device. The system may include a
server t hatderifienof thensendsrt and anictirneshippingraddrse  Blexidhe sepdenpiayde a
processor and a data store. The system may further include a transfer

station i neRAEAARAs tHe izmifaet toa lbrovitier b thesiatwosk starage deyicee
operable to receive a manifest that identifies a destination, read a

digital si gpatupGicet BYINRRIAK G AR A os iy AR 4 Dfigicaidate si gnat ur e

and aut hori ze,‘H’Eased on on of the“digital signature, a transfer
ioL ? Rg %n%‘gi{i;&iﬁl Sonl Lo d NS5 ARG S S CriPsditferdRa) STy, 8Pek4ifpld, T 1 ed
the manifest, the device or job identifier, and/or the sender identifier with a
secret key to create a digital signature. Creation of the digital signature may be
according to any number of cryptographic techniques (e.g., Public Key
infrastructure (PKI), etc.). The résulting digital signature may be copied to a

location on the portable storage device, such as the root directory. The sender

may then pack and ship the storage device to the provider.



[ 0018] Consi stent with other disclosed enbodi nents, a conputer-readabl e
storage nedium may store programinstructions, which when executed by a
pr ocessorwoperdedarany of the above-descri bed net hods. [PO@ASPIW/0B®78 0 be
understood that both the foregoing general description and the foll ow ng
detail ed description are exenplary and explanatory only and are not
restrictive of disclosed enbodi nents, as clainmed. W

2010/ 132656, US2810L G457l Q0R0) 5 oice? 1B AR BBy Bfeom 100

for authentitcating a storage vi ce, sistent with a disclose

enbodi nment., System 100 _na rovi de functi.qnali .gr.age
provi der t SIOABIRERYICEILA é"@rograafé%”%(l?%‘é'g”&é Ié%%\%ﬁé Pﬁ’@@é@%ﬁ?&ga‘a
term nal s 102-106, storage server 110, service seryer, 118, aqﬁ tr.aaasfer
stations 1dove githe trapsienstatian. ; bhe Previder waydhen irntily apd aythenticalg o ¢
w || appreciate that although three termnals, one storage server, one
servi ce setheestorage dehiceausimgited digitat sighahgednat wappcewausly seivgdrte the any
nunber of these conponents may be provided. Furthernore, one of ordinary

skill in tBgyragé devide. rEGOSRIMAPIE fad providermapsenddhp aiigital sigrfatsiestoesn 100
may be conbi ned and/or divided into subconponents. For exanple,

functi onal E*%ﬁﬁ%@%’é e th:a"iiaﬁté f%%ﬁlétgg%%EH%fiﬁﬂ%hf‘ﬁ]éééﬁdﬁﬁNé@WeF may

be conbi ne unctionality prov y the service server and storage

b nbi . [0021] Net ' ' [ t
The var| ouBoRassRRAT e RECELhER, MRart SRR RS U R H SRR e oL BeC”
server 110, service server 118, and,})rﬁnsfer ﬁéeati ns 120-124. .1 n addition,
termnal s TRY.cherk theidigiglsigratyes withdhe seclptkeYs meybe ihtieor transf er

stations 120-124 may access |egacy systens (not shown) via network 108, or
may di r ect eyteanalesyvicegapgssessiams | he gxtersabsaryicegnayraievedhasiokrect
applications. Network 108 nmay be a shared, public, or private network, may
enconpass geWicikegtBauging) for @xaamsea, a pablicrkey mkeritifipt, ameich eday hectoiedany

sui tabl e conbination of wired and/or w reless conmuni cati on networKks.

Net wor k 108n1R¥ dhdtalgBeiei@TPONze \aliified! fislovilertigy tidretransfer the data
from the storage device to the network storage device via the transfer station.
Accordingly, disclosed embodiments allow the provider to authenticate that the
storage device came from someone in control of the sender’s secret key.
[0015] Consistent with a disclosed embodiment, a method is provided for
authenticating a storage device. The method may include receiving, from a
sender, a manifest. The manifest may identify a destination. The method may
further include validating a format of the manifest and transmitting, to the
sender, a device identifier. The fnethod may further include receiving the .
storage device from the sender. The storage device may have a digital
signature stored thereon. A transfer station may read the digital signature from
the stérage device. The method may further include validating the digital

signature, retrieving the manifest based on the device identifier, and

authorizing, based on the validation of the digital signature, a transfer of one or



[0022] Term nals 102-106 may be any type device for comunicating with
storage server 110 and/or service server 118 over network 108. For exanple,
WO 2010/ M82@4i0AGTI4WS2010/ 034678 users of term nal s 102- POG/USRYI0A8668 S

and/ or receive data from storage server 110 and/or service server 118.
Term nal s 102-106 nmay be personal computers, handheld devices (e.g., PDAs,
cel lul ar phones, etc.), or any other appropriate conputing platform or

devi ce cap .Of i A ; } iHd2a106 may
each incl ﬁg*%fl%ﬁoféﬁﬁﬁg%?ﬂ%ggﬁ%% ?géﬂrgrgﬁéﬁe’%%?@ﬁ%m??é?h%&gﬁ or nore

ports (not, sh _for nmounting storage devices (e.g., USB drives) and/or
one or mr'geaﬁmg’ &@rmﬁfi'ﬁﬁ?'hg nedia (e.g., optical discs). Furthernore,
termnals 102-106 rmay execute program nodul es that provide one or nore

gr aphi cal [9946]i niCensistest withanother disglosed @MPRAIME Y Ret work resour ces,

such as storage server 110 and/or service server 118. [0023] St orage server

110 may cosgmpeterdmpéeraentedometioxkiscunopisedrfot authentigafieg ecstarageodenicer
network conputer, server, or mainframe conputer) having one or nore

processor sThdatetABY gy FRIIGES talivinget maaifest. OThe aamifestnrayddbmtily &onput er
program Storage server 110 nmay be inplenented in a distributed network.

B | EXATD! GestHORICTIRE Ko Ay RO AN i oy BithicFerl tBivh 4

addi ti onal “storage servers (not may~ enabl e storage server 110
to distribuyt rocesses fo arallel, executi on. - rage
servers. Cﬁg'gﬁ@&'p()@ /e %?%%3{0239??8‘?"?%0%%‘25}{ et?% dééfgéltaél[ 'ﬁ\%tlupés’tag{rogge
servers nmay conprise a storage area ne rk. ( SAN) . ternatively, storage
server 110a4RpriBERgs pased onthesrdigatien ng)%é'gi@ﬁ?@l‘ﬁ@rﬁu? i }%oaéc WnY st ent
wi th disclosed enbodi nents. [0024] Storage server 110 may include a
processor rb2e filesnfieomr—tpe staragendevicel visethsttoansfan statinn de the deatinglioiconpri se

one or nore nenory or storage devices that store data as well as software.

Menory 1léideatified sotheon@nifest. f or exanpl e, one or nore of RAM ROM
magneti c storage, or optical WD 2010/132647PCT/ US2010/ 034678 st or age.

Menory 114@!?;137] st Qf SndISRME VI RAURIhdMfibclovbe BnibRiiepd d¥ystearessor 112,

perform on nore processes for enabling access to data residing on data

store 116. %q%r?cﬁeg’c] LR N GtihdG SRYaGO RIS ThePsydtal My Shciabie’Psver

devi ces, sB

that is in communication with a network. The server may include a processor
and a data store. The system may further include a transfer station in
communication with the network. The transfer station may be operable to
receive a manifest that identifies a destination, read a digital signature from the
storage device, validate the digital signature, and authorize, based on the
validation of the digital signature, a transfer of one or more files from the
storage device to the destination identified in the manifest.

[0018] Consistent with other disclosed embodiments, a computer-readable
storage medium may store program instructions, which when executed by a
processor, perform any of the above-described methods.

[0019] Itis to be understood that both the foregoing general description and
the following detailed description are exemplary and explanatory only and are

not restrictive of disclosed embodiments, as claimed.



di sk storage devices, optical storage devices, etc. For exanple, data store
116 may conprise nmultiple disk drives that conbine to forma disk array.
The di sk woraw/13ees7i ncl ude, for exanple, a disk array ceatrruskéien3i46as cache,
di sk encl osures, and a power supply. The disk array controller nmay connect
to network 108 via a port (not shown), which nmay serve as an interface
between the disk array controller and network 108. [0026] St orage server 110

may host Vﬁfdz@ S qﬂ%@veil@bH@xﬁ%ﬂéb@a@y@l’érﬁimﬂdﬂfa@itﬁ@iticﬁ'tihg% stegage! | as
provi de funhctionalitly for authenticating users and providing access to the

data. For ex | e re. : g t i awabl e by a
corputor - clentt sy idpt i L useh-TR e RIS Aef avRec] Uy
110 may al | ow users at, for ex le, termnals 102- 106 to acc nt er net
sites bei niyneHeRAY for %P&FO‘%@( %g%g@r prﬂ’ffjgrgﬁrﬁ‘[%%? € aq'3 egé\éfzéfer 110
may al | ow providers of Internet sites (e.qg., developers, site .

adni ni st r ahesbowe io. gystem [P0 teteipalsyt Qﬁwagﬁg%tow%ewﬂd 10pSEREHEEVEDd f y,
and | oad data onto storage server 110. These users namy access storage
server 110108 eindabnsick sidtbrisht20:d24 ame coheedied toransbyorkr1 (o Onaral
application running on any one of termnals 102-106. In sone enbodi nents,

the data ngyjReURCER I Eb?g%ﬁi%gﬁat akiSighBirse rérmimalaonentosigesaset, hr ough

an application programin (API') of a Web Service. [0027] Storage

server 110 . ] : i j ion
(3508 doceeneidh SthierrafiB iR larsiothtanns BHEOEbIMQ PFécre AobAY

2010/ 132647PCJ/ US2010/ 034678 docunent, or e) that | i bl e by
an Inter ne't‘u'%ﬁ\y\/? &eé?e%qmpﬂﬁe%tﬁ 'Bﬂ\éBSfprpgﬁﬁgf @ﬂ%élofgfsz.m%%ggg%@%ﬁ}ent may
include options for a user to | og onto a secure site provided ﬂﬁ%storage
server 110skitFgy thecarpib recaanice i) aNegRigOR SoRBEnestS et sysirmy IR MaK,
storage server 110 by supplying credentials, such as a usernane and a

passwor d. Becaussnéd entfdrefivided Shtosutmpmpanents.e Eor exaowmiefLoeiorality
envi ronnment, such as an HTTPS (hypertext transfer protocol secure)

envi r onmengréviddd By $hé frafigfer statiins@idhekstbodge daher maynbée@omisinedsuned to
be secure. [0028] Service server 118 may conprise a general purpose conputer

(€.9., a PSLIRPRInGRMRHREErovRRIEY ﬁ]&c%ﬂiﬁeeéerv%?éﬁérstior@ BT 3R be

conput er) having one or re processors (not shown) that nay be sélectively

activated or reconfigured by a conmputer programstored in nenory (not

shown) . Se?Q/rini)g‘ rver 118 may be inplenented in a distributed network,

such that service server 118 may, conmuni cataz. Vi aqqr;@tworé 108 with
loRgihefwegn tag

addi t i onal [0A2W c Nawyark 108 providgsmmMURG MA'8HSserver 118
may be specially constructed for carrying-out nethods consistent with
di scl osed eatmponestst is. syseoR00 sopk@stteoninalef 0206 sivrage segveral 10,
coordi nate operations of a _
service server 118, and transfer stations 120-124. In addition, terminals 102-
106, storage server 110, service server 118, and/or transfer stations 120-124
may access legacy systems (not shown) via network 108, or may directly
access legacy systems, data stores, or other network applications. Network
108 may be a shared, public, or private network, may encompass a wide area
or local area, and may be implemented through any suitable combination of
wired and/or wireless communication networks. Network 108 may further
comprise an intranet or the Internet.

[0022] Terminals 102-106 may be any type device for communicating with

storage server 110 and/or service server 118 over network 108.  For example,



service for authenticating storage devices. For exanple, service server 118
may all ow users at termnals 102-106 to access the service to submt and/or
noni t or rwQuenks2d40 shi p physical nedia to a provider tiratr/useéto/osqsroad dat a
fromthe physical nmedia to storage server 110. For exanple, a user who
wants to have his or her data uploaded to storage server 110 may submt a
request fromone of termnals 102-106. The request nmay include a manifest

pertai ni n%éﬁstokf?eﬁﬁﬁél%s‘m}wos?ﬁaﬁkﬁc@@s hRd/ioReedavadeta fromasiotgé séhlee t hat
identifies the user and specifies a storage |ocation for the data. Manifest

f
files are gj | 2 1326475 /é}e}g further
detail . Seﬂﬁgﬁa@gg\?g\rﬁk \%Igwnéﬁf Ur?%‘gél%g oﬁfﬁéﬁgﬁg st gﬁ% return data
and/or instructjons to the user gt on f terminals 102-10Q06 r npl e,
the instrue@MBY r%rd@an%'@?glcsﬁ?scﬁj@??% BGWPER*‘?H%S’LP&Q' rh%@f aﬁﬁi p a
storage device, such as an external USB hard drive. Service serv_?r 118 may
further prarpropristeacersputing piaifarenor devise carable @ranchanginggateolith o5
di scussed below in further detail. [0030] Transfer stations 120-124 may

conpri se gestework 1080 pPlerminalspiiZel 86 eayeacipinchudmh proogasas (8ot shawwoy, i@
conputers, servers, or mainfrane conputers) having one or nbre processors

(not  shownhehhi, (HBYsHEVEE el dree by nivté ipoatsqd obshownapfurirgoumstihdostoragenput er
program Transfer stations 120-124 may comuni cate via network 108 with

storage se | b , i iaead | ons
120- 194 eyt T (hgn(DS R TR Andldl R R e T oA AT e e b

| oaded fromtransfe tations 120-124 t a r r

stati ons 1RCEBARGR) | HAMGHBoBABP Al L05doeatas SRt le BElRalss, o
drives (not shown) for nounting or |oadin stora&S ?I%vi cer& such as USB
drives, COhROREOVIGR/ONROWNOR a@phigaliuser itfedaces HpbIs)dgr INGAHNE Withh anst er
technicians may nount or | oad storage devices to the access ports and/or

drives of nhetmuskeesairaesosuchla®sttzage Gacverd 16 andige saeiesever dilBached or
| oaded to one of transfer stations 120-124, the storage device may be

aut hentic 3Py rathdwsener dridtriay chpriseay gdneral paepadecamputir(e e,
Further details concerning the authentication of storage devices are

di Scussedog‘a%g%nél‘&eﬁiﬂﬁéﬂw 8rl ﬁ%rﬁpmé?v“s&ivég,r&*ﬁmnfﬁﬂn@&éﬁ‘rm@em a

routine 2 r preparing and authenticating a storage device, consistent
with a disgclased enmbodi pent. Routl i i of a process
in which d'aft“élng\Rﬁez?flfBPi%Eé%ﬁﬁ%kﬁH@%&ﬁb@é%W ?F&rs‘hég;\r@{és/c{ g?rNed on a
storage device, which is then tran%portggq aut hent i ﬂi:ed, and ulgl oargg to a
network st GCRGEOVERY arPareper PERgRRY e SKrROE SeTve) TGRS MRELS

regardi ng the process are discussed in connection with Figures 3 and 4.
[0032] I n bincz Kiskitated networkat Fonexample steragesercer 116 May, CYPBIBIGHEa on a

via network 108 with additional storage servers (not shown), which may enable
storage server 110 to distribute processes for parallel execution by a plurality of
storage servers. Collectively, storage server 110 and these additional storage
servers may comprise a storage area network (SAN). Alternatively, storage
server 110 may be specially constructed for carrying-out methods consistent
with disclosed embodiments.

[0024] Storage server 110 may include a processor 112, a memory 114,
and a data store 116. Memory 114 may comprise one or more memory or
storage devices that store data as well as software. Memory 114 may also

comprise, for example, one or more of RAM, ROM, magnetic storage, or optical



storage device. The data may include, for exanple, data files intended for
upload to a network storage device, such as storage server 110. The user
may transwenotoe2addata fromtermnal 102 to a portabl e storaeoidesicce, such
as a USB drive, CD-ROM DVD-ROM other optical disc, etc., which my be
nmounted or inserted into a port or drive that is in comunication with
termnal 102. [0033]In block 204, the user may store a digital signature on

t he storag i C | Ok 8|15 edtgy t he

Stor age degra: eridfy bAFpPols BRI A dBuRsbE R R et

digital signature the root director f e. stor - i (N a

parti cul arPFOGEFEPT 9?%&%1'9%‘ BB &k "YE, ﬁ'rpﬁgs%cgseﬁosrrﬁf%gﬁg%%?ﬁgggc?ggg&ge devi ce
to a provider that will host the data on a network storage device, such as
st or age sefegiding oo data sigre 1H- t he process, the user may pack the storage
device, print a shipping |abel, and transfer the ?ackage to a shipping
servi ce. T0926)i piDaty storesll t6& maycomeniseiayplucality pf siaiage devicesespelt Rege t o
t he provider using one or nore nodes of transportation (vehicles,

ai r pl anes, dick tdvagesdiiSes, @ptical stbRAEbiévicks astl. FaB exaheplpr dataddorenhy6
receive the storage device fromthe shipping service. Next, in decision

bl ock 210, e dhee RIuMiRY i @i hatl8hilfife 1 forkt Aickiiearay! Thd disk udes a

valid digi Sl gha determ ne whether the storage device includes a

valid signature, the oyl der I ’ .device to one
of tr ans? efTayY ﬁg%%l%ﬁlg%a@%eg%%?gg Yot ?ﬁrg‘gggdas E%(Kﬁl‘gqujf'gfr ansfer
stations 120-124 may read the di itarl si.%gatur_e ar}d | (';Ietern‘i nrt]ae\elget her the
digital si@hEPEHEES andaA pawensu : _?“ ULy SRR Bracen transf er
stations 120-124 may access data residing on, for exanple, service server
118. If t heetnarkiif8 dagnperd (roti shoy)i W,hicg'hmyt%wélséc%b@t@?f@%%@ﬁg”@%’ bl ock
208. If the digital signature is not valid, then the process ends. Further
detail s regrrdiskarayt detdllentndmetivgrk #08si gnat ures are di scussed bel ow.

[0036] I n bl ock 212, the provider may upload the data files to a

destinatiofpp26] Storage server 110 may host various data, including data providing
Internet sites, as well as provide functionality for authenticating users and
providing access to the data. For example, data store 116 may store pages
that are displayable by a computer executing software, such as an internet -
browser. Storage server 110 may allow users at, for example, terminals 102-
106 to access Internet sites being hosted by storage server 110. Furthermore,
storage server 110 may allow providers of Internet sites (e.g., developers, site
administrators, etc.) being hosted by storage server 110 to access, modify, and
load data onto storage server 110. These users may access storage server
110 over network 108 through an internet browser or software application
running on any one of terminals 102-106. In some embodiments, the data may
be accessible through other network mechanism, such as through an
application program interface (API) of a Web Service.

[0027] Storage server 110 may transmit a document (e.g., a JavaScript

Object Notation (JSON) document, an Extensible Markup Language (XML)



such as an account associated with the user. For exanple, the provider may
use one of transfer stations 120-124 to transfer the data files over

net wor k W6 2wm/sea@rage server 110. [0037] Al t hough t he alporarsdiismsss3s on and
the follow ng discussion refers to the provider of storage server 110 as
being the party that operates transfer stations 120-124, one of ordinary
skill in the art will recognize that a third party could performsimlar

functions as §ntp59¥ai\9n%§ ggg?j)fhétﬁ?a@é&@iﬂ%rﬁysaﬁ%émet_ﬂrg%gi Ek8ilithg? 1S a

fl ow di agram of “ah exa a routine 300 for preparing a storage device,
consistent_with di scl ps odi ne I . rQyi I

details re%Pa?r?gf%f%PB@eﬁ@'ﬁﬁgmﬂ?%%C'ﬂgéw @%&dgggggé)%\sﬁto grgzalfagéé\gﬂ% for
shi pment. [0039]Prior to the start of routine ng a:user é be

aut hent i cdPEPHY a sesure siipravided by sterags sever 140. d?reé@gﬁ eYSYFi B t o
the start of routine 300, service server 118 may transmt a docunent (e.g.,
a web pagdpgtdmo a secace siieipsbwdegd tyrstprags sevepr dAdur supdyvingigigdentialne of

term nals 102-106. The document nay include options for a user to log onto

a secure sdich # aVisdename el sipaeswerd.eBetabse e Intearet ity rhayg usateo t he
secure site by supplying credentials, such as a usernane and a password.

Once aut hedddifalcefhm{fightios eAdRofREntotlich as ¥R HPTREIRIEERERTANEISA0/ 034678

[ 0040] I n bl oc e user nmay copy data to a portable storage device. As

et ude. 1B sBel prflrofffeat e WELRIADa BUCr PSR B Wl SBRENISL (0

devi ce, such as storage server 110. The user may transfer the data from
for exanpl%?SW‘é?q’ﬁ%éPgS?GEf?-o a portabl e storage device, such as an internal
hard drive, an external USB hard drive, flash nenory device, CD

DVD- ROM  ofi0928] optSersicedieseer £18 mayeeroprisap grnefplibve@sesompde! (881 oaded
into a drive that is in communication with termnal 102. In sone

i npl enent a4 persond kengiutergetwenki cempater needet, orsvgipdama cpaputen| ar file
system format (e.g., FAT32, ext3, NIFS, HFS) and each file that is stored

on the stopagRy $AY GrEnBRY pRREsHR Q%t lsRewn) fivat rasy Gelsdlettively petivatedlonr
file size (e.g., five gigabytes). In still other Inplenentations, the user

may  encryple HAfqd¥Poy Bomisutst BFSflaflstohéd fif RIASYIRYt ERown). Service

server 118 may be implemented in a distributed network, such that service
server 118 may communicate via network 108 with additional service servers
(not shown). Alternatively, service server 118 may be specially constructed for
carrying-out methods consistent with disclosed embodiments.

[0029] In operation, service server 118 may coordinate operations of a
service for authenticating storage devices. For exémple, service server 118
may allow users at terminals 102-106 to access the service.to submit and/or
monitor requests to ship physical media to a provider that will upload data from
the physical media to storage server 110. For example, a user who wants to
have his or her data uploaded to storage server 110 may submit a request from
one of terminals 102-106. The request may include a manifest pertaining to the
request, which may be in the form of a manifest file that identifies the user and

specifies a storage location for the data. Manifest files are discussed below in

10



[0041] I n bl ock 304, the user may create a manifest, which may identify the
contents of the storage device. The user nmay create the manifest at, for
exanpl e, wermoak64102, using a text editor. In one inpl ecentsati0oB4678 he
mani fest may conprise a text file. In other inplenentations, the user may
use a web user interface (U) to create the manifest. [0042] The mani f est
may be of a particular file format (e.g., YAM.,, XM, JSON, etc.) and nay

i nclude seygpal d%%ﬁﬁre.é‘;(eﬁ;i%é gé%p% B ay FHEh&QOR] fhe MBRIFEBMAASREtuFRY

include anidentiftie estination’ or storage |ocation, such as an

account. The manjfest may further incl.ude L i L engLf of
the user ofd® ?’Ey?blnéHPCﬁ?W f‘ﬂenﬁ St %6%%%2‘*‘#35 g@éﬂ@ekgy {a%rpré{/é:))
constitute a string that uniquely identifies the user of recipient. In sone
i npl enent athednstruetignsumayuedicatanan Adgress ta Wi stEP,“S?éﬁb@P%C?"ﬁEiapi ent, or
the storage device may WO 2010/132647PCT/ US2010/ 034678 be used.

Fur t her nor storageedpuick] sudteas laD exgria WS B hasd devgondemnviceseever T8yNAY. The
secret key may be used to generate a digital signature, which is discussed

bel ow i n fgiriHee brédlidistatul infenhBeoh ite asers detesininaigd 02el08; as didtdsiethe
following is an exanple of a manifest (e.g., a manifest file naned

"mani f est | Xt L nation: ny-account accessKeyl d:
owseqsvoﬁ%émﬁgepaé{d“' y

[0030] Transfer stations 120-124 may comprise general purpose computers
(e.g., personal computers, network computers, servers, or mainframe
computers) having one or more processors (not shown) that may be selectively
activated or reconfigured by a computer program. Transfer stations 120-124
may communicate via network 108 with storage server 110. Furthermore, in
some embodiments, transfer stations 120-124 may implement restrictive
safeguards such that data may only be loaded from transfer stations 120-124 to
storage server 110. Transfer stations 120-124 may include one or more
access ports (not shown) and/or drives (not shown) for mounting or loading
storage devices, such as USB drives, CD-ROMs, DVD-ROMs, other optical
discs, etc. For example, transfer technicians may mount or load storage
devices to the access ports and/or drives of transfer stations 120-124. Once a
storage device is attached or loaded to one of transfer stations 120-124, the
storage device may be authenticated by reading a signature file saved to the
storage device. Further details concerning the authentication 6f storage
devices are discussed below.

[0031] Figure 2 is a flow diagram of an example of a routine 200 for
preparing and authenticating a storage device, consistent with a disclosed

embodiment. Routine 200 provides an overview of a process in which data

11



mani fest Version: 1.0 returnAddress: nanme: M. Smith streetl: 123 Main
Street city: Seattle stateOr Province: WA postal Code: 98104 phoneNunber:
206- 555- WOQomowseddry: USA [0044] I n the above exanpl e, treTresaéiasicrdi| e
specifies an identifier of a destination, e.g., a single storage |ocation
for uploading files (e. g., "ny-account"). The manifest further includes an
access key ID (e.g., "OFF36(BVONFFSRWEX®X"), a manifest version (e.qg.

"1.0), ar%ﬁa?@%t&r@d%ﬁpé%ﬁﬁa g RRVRIEOWHIEH ighénUfgnddittade butieratiddited s S0
that, once the storage deV| ce has been processed it may be returned to the

user. [0045] T L3y :

?ﬂdl ti on?IaS'l%pﬁ %@ l d éf%ogls(%lt#ﬁbg% [ on ”@tcﬂfﬁ% above olr%&ﬁrgl e,
e manife t I f

cont ent 1 yiRaIR BrOAAINGLeTOHSE Are fﬂ'w%y%rF?r'bﬁé‘me%c“qoan\aﬁ@%”a@r%é-#345‘?ﬂes

(e.g., ignore files W|th a particul ar extensiaon), eci fy storage

| ocat i ons (0882 er tlaiblogk 2@, qusg e at epe of {arednalp 1%1306 "}%@S stogg ggfaiop&

upl oaded to a folder naned "/i mages/ ). For additional security, the
mani f est i gtotagkedavide s K hendatatroay irjctude,, forekamplefdafta files atehdgekioksuns) . 1n
sonme enbodi nents, a manifest may not necessarily include all
upload to a network storage device, such as storage server 110. The user may
transfer the data from terminal 102 to a portable storage device, such as a USB
drive, CD-ROM, DVD-ROM, other optical disc, etc., which may be mounted or
inserted into a port or drive that is in communication with terminal 102.
[0033] In block 204, the user may store a digital signature on the storage
device. The user may transfer the digital signature to the storage device via
terminal 102. For example, the user may store the digital signature on the root
directory of the storage device or in a particular folder.
[0034] In block 206, the user may ship the storage device to a provider that
will host the data on a network storage device, such as storage server 110. As
part of the process, the user may pack the storage device, print a shipping
label, and transfer the package to a shipping service. The shipping service
may then physically transport the package to the provider using one or more
modes of transportation (vehicles, airplanes, trains, ships, etc.).
[0035] In block 208, the provider may receive the storage device from the
shipping service.r Next, in decision block 210, the provider may determine
whether the storage device includes a valid digital signature. To determine
whether the storage device includes e valid signature, the provider may mount

or load the storage device to one of transfer stations 120-124. Once mounted

or loaded, one of transfer stations 120-124 may read the digital signature and

12



WO 2010/ 132647PCT/ US2010/ 034678 of the information shown in the exenplary
mani fest file. For exanple, in sone inplenentations, after processing, the
st orage dweovi2em/13B6A7NOt been returned and may i nstead bePpdedtscapmsic’s n such
an inplenentation, the return address nay be omtted fromthe manifest.
[0046] I n bl ock 306, the provider of a data hosting service (e.g., a

provi der of storage server 110) may receive the manifest fromthe user via

a secure chaefitine WhbtiRtaneldigitdl BRyrizaere isBjliderik pae ofting Yakdatiorer net wor k
108 fromtermnal 102 to service server 118. In one inplenentation, the

mani f est c@@s?l'r'%ﬁ%? @Qtti\:‘)hé 12184 %4(13 ﬁ?aféctﬁéés%ﬁﬁ@&idiﬂgsoﬁtf&f?léxamp!e,

| npl enment ations,” the mani fest nmay submtted via a web U or a web AP

.g., inpl dth ! .
ol erent S8, b S% T4Be i SongHA s Valp! P i PHOEESR ploGRos
302, Ehe. LiedonkgORe e oyal sanatice SoRPLAIE, 01 His BRiSeR 8 oy et

Accordingly, the provider (e.g., a provider of storage server 110) may
| ater use détailenegapingpauthenticating:digjtel signetweatasa disasseddedewr age devi ce.
[0048] I n bl ock 308, service server 118 may validate the format of the

nmeni f est ajo@38] cdnteedk 212 tthe provideestay Eploadxbeplata fiksrtol a destavaton, 118
may i nvoke a service to determ ne whether the nmani fest includes a nm ninum

amount of é&ﬂﬂéﬁ%ﬁ doAhIBEsSHaadvith Bid B5el. NEoNBRIrBRY, the pROVEST gy
formatted. Furthernore, as part of the validation process, service server

ocat s on. ge® be o Fanble atafn P20 2ANel ek THan Mg PR 88,

server 118 magé Ccreate a qgvi ce or job ID. For exanple, one of transfer
stations 18RPEEGIEVEEdPhe job ID to retrieve the

[0037] Although the above discussion and the following discussion refers to
the provider of storage server 110 as being the party that operates transfer
stations 120-124, one of ordinary skill in the art will recognize that a third party
could perform similar functions as the provider or on the provider’s behalf.
[0038] Figure 3 is a flow diagram of an example of a routine 300 for
preparing a storage device, consistent with a disclosed embodiment. Routine
300 provides further details regarding a process in which a user prepares a
storage device for shipment.

[0039] Prior to the start of routine 300, a user may be authenticated by, for
example, service server 118. For example, prior to the start of routine 300,
service server 118 may transmit a document (e.g., a web page) that is
accessible by an Internet browser executing on one of terminals 102-106. The
document may include options for a user to log onto a secure site provided by
service server 118. The user may log onto the secure site by supp[ying
credentials, such as a username and a password. Once authenticated, routine

300 may begin.
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WO 2010/ 132647PCT/ US2010/ 034678 nmani fest and/or to identify the transfer
job at a later tine. In other inplenentations, service server 118 nay not
need to aweign/@2¢40b | D, because the user nay have provipdedseée/opsis | D in
bl ock 306. For exanple, service server 118 may have previously assigned the
user a globally unique identifier (GUJ D), which service server 118 nmay
subsequently use to retrieve the manifest and the job ID. [0050]1n bl ock

312, servi rver 11 tore the i f r Vi

opt | onal | yﬁi@filgnﬁ%ﬁ%%tﬁswa?ﬁmﬁ% 0854 tq 7 PoNghl BERIGE dsvEel
service server ma ransmt the Dt 0., [,0051] I
b1 ook 314 AS eissLseed BbpuP 3 L5eka) OPARdATRNER TS oH OPBTeY Slare Getnd
termnal 102 via network 108. For exanple, service server 118 may send a
success nemsgdecl(degfor examplepdatarfies injended farmepload to @inaiweresiasagde D,

[0052] I n bl ock 316, the user may create a digital signature. The digital

si gnat ure g&vicenéubkehy siotegé iskyvarhel 0. rans User ady tranasforthesaatatfoom, for
authenticate the request at a later tine. To create the digital signature,

the user ﬁarﬂﬁ%‘,’i&rﬂliﬂgl 162 +d B?d?%izé 8fdrag8 deRld, SukRs!dd imédadharer et key

| D. [0053 ohe inplenmentatio as part Of the process of creating the

s e oot SO iy
Fob' 1D (e. Gl 98GR isActEn ISR B BIe U ke rLpqL og oaded ints vk e
OFF36(BVOWFSRWOEXR2) or the recipient's public key ID. The service nay
pronpt t hethad é infeomimaication witls tonnakife.| [ semediplementignFetss, the
service may pronpt the user for a secret key ID of a recipient of the
storage destotfge devideanapnped\to dappoft apadicutarkiile systegefamatde.g.,

FAT32, ext3, NTFS, HFS) and each file that ié stored on the storage device

may need to be less than or equal to a particular file size (-e.g., five gigabytes).

In still other implementations, the user may encrypt the data that is stored on

the storage device.

[0041] in block 304, the user may create a manifest, which may identify the

contents of the storage device. The user may create the manifest at, for

example, terminal 102, using a text editor. In one imp[erhentation, the manifest

may comprise a text file. In other implementations, the user may use a web

user interface (Ul) to create the manifest.

[0042] | The manifest may be of a particular file format (e.g., YAML, XML,

~ JSON, etc.) and may include several pieces of Enformatioh. For example, the

‘manifest may include an identifier of a destination or storage location, such as

an account. The manifest may further include a public key identifier (ID) of the

user or a recipient of the storage device. The public key ID may constitute a

string that uniquely identifies the user or recipient. In some implementations,

any unique identifier of the user, sender, recipient, or the storage device may
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WO 2010/ 132647PCT/ US2010/ 034678 [ 0054] After entering the secret key ID, the
service may create a digital signature, using the secret key IDto sign the
passed pawvearmtoersgedfe. g., the manifest, the job I D, and/ ecTiuseoipobiesre key
ID). Accordingly, as the digital signature is based on the manifest, the
digital signature can be later used to validate that the manifest on the
storage device is the sane as the nmanifest that was received by service

server 118 in bl.o 06 (e.g.., the dg j tur W t he
mani fest  ap® H§Ed: f'é(&l{étﬁf nlgﬁ%’g@feﬁﬁ'&qge%tfﬁg o%ﬁes%r?? ”tggﬁ?ﬁ@hg%?%ge@ar e
byte-for-byte_identical). [0055]1In block 318, the user may copy.the digital
si gnat ure @fb The seceptdisy Mayitsusehio 8?%%%%? 4‘9@3'1%%‘?&%% gxt'%rn‘i nal 102
to store the digital signature on the root directory of the storage device
or in a padiscussed bélomdierfurther dethit te authenticate ther steragacdedige. t he user may
store the job ID and/or the public key ID to the storage device, along with
the di gi t ajooaisgnatTHefolloWMa®]d an exenipip bt aenanifésin(e.g. he marifdsbfile hamedbl i ¢
key, and the digital signature nay be stored separately on the storage
device. | nsaRQkdigHos paenentation, the user may create a signature file

t hat corrprir@gs ét\ﬁe ?ob )I D, the public key ID, and the digital signature.

The nane 011: ]the g W‘Eg{éﬁ Ry have a required format (e.g., the
signature file S| ture"). [0057] As part of
bl ock 318, the fS i‘%? | S'c %gvpﬁ\éﬂﬂgﬁqul%@?at hat the user wishes to
transfer from t BIAAIESIVaE®PY J-Qhe storage device. Copying the data files
may occur bef or EetYfNAGArEBSt his step, as deened appropriate by the user. As
the storage device i hRemaiedrthaifhob I D, the provider may use the job ID to
retrieve the manifesstreetimi@S&rMaoeSteet/er 118. In a preferred enbodi nent,
the actual manifest ciyn®eatieored on the storage device. WO

2010/ 13264 7PCT/ US201et08d6Povince: WA

postalCode: 98104

phoneNumber: 206-555-1000

country: USA
[0044] In the above example, the manifest file specifies an identifier of a
destination, e.g., a single storage location for uploading files (e.g., "my-
account”). The manifest further includes an access key ID (e.g.,
“0FF36Q3VOWFFSRWOEXG2”), a manifeét version {(e.g., “1.0”), and a return
address. The provider may use the return address so that, once the storage
device has been processed, it may be returned to the user.
[0045] The above is merely illustrative and manifests may include additional
information or less information than shown above. For example, the manifest
may include additional information, such as one or more content types for files,
metadata, instructions to ignore certain files (e.g., ignore files with a particular
extension), and may specify storage locations for certain files (e.g., all files of
type “.jpg” should be uploaded to a folder named “/images/”). For additional

security, the manifest include a disk inventory (e.g., a list of files and

checksums). In some embodiments, a manifest may not necessarily include all
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[0058] I n bl ock 320, the user may pack the storage device and ship the
storage device to the provider, which will host the data on network

st orage, wochiws2@&or age server 110. For exanpl e, the ugem/usayiopamis t he
storage device, print a shipping |label, and transfer the package to a

shi ppi ng service provider. The shipping service provider may then

physical |y transport t he package using one or nore nodes of transportation

Servi ce serbbe R Rph SV b PREsgpE meresl (E. Rk, kLR, cn

that a packagie or physr cal - obj ect |tself coul d be aut henticated accqrding
to di scl osigtplemsodatinng aftef ooBwssingl tee 1argog davisg MaXJI4 RSN EHBRANDI e of

a routine 400 for authenticating a storage device, consistent with a
di scl osed amdethyiesteadbedestroyed. v suchies rmmiementa]@nathesretegaaddﬁegsa
process in which a provider receives a storage device, authenticates the

st or age der’hia?%e anfitidd ABAT BieSsmbifedgiat a from t he storage devi ce.
Accor di ngl y, routi ne 400 rray occur after routine 300, for exanple. [0060]In

bl ock 402 g¥ tﬁﬁ GbVRiet e as&é%ﬁ%%trﬁ \ébﬁﬁcélg ?ef@FrdJi&é/r- For

exanpl e, e process of the sto age de he provi der

heck k : f h h d
package | ié{"%oP%%e%%wrfrar@) m%er?;'ge sgbegppyedtan e et e S sBERRE, o
security check before forwardi ng the package to a data center ﬁ%fch may
house t r angi@inels ﬁqr&a@mtb@@sqrm@iﬁeﬂ R BIaNESt oveneMRIk d

create a ticket for the storage device (i.e., assign the package a trackr ng
number) . FerminamiiZeto servieeserotr 1He buoka deplementationpiine maniest may mi nal
(not shown) in comunication service WD 2010/132647PCT/ US2010/ 034678

server 118pe AGbaiitedglayemafias areattaciveent 1k other inpleneerstationkehenunber t hat
I's associated wth the ticket and the package.
manifest may be submitted via a web Ul or a web API {e.g., implemented
through a protocol such as SOAP).
[0047] In some implementations, in block 306, the provider may further
receive an encryption key from the user via the secure channel. For example,
in block 302, the user may have encrypted the contents of the storage device.
Accordingiy, the provider (e.g., a provider of storage server 110) may later use
the encryption key to decrypt the contents of the storage device.
[0048] In block 308, service server 118 may validate the format of the
manifest and/or content of the manifest. For example, service server 118 may
invoke a service to determine whether the manifest includes a minimum
amount of required information and whether the manifest is properly formatted.
Furthermore, as part of the validation process, service server 118 may confirm
that the user has identifier a valid storage location or locations (e.g., an
account) in the manifest.

[0049] In block 310, service server 118 may create a device or job ID. For

example, one of transfer stations 120-124 may use the job ID {o retrieve the
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[0062] I n bl ock 406, the provider may nount the storage device to one of
transfer stations 120-124, such as transfer station 120. As di scussed
above, trapehavi3sddati ons 120- 124 may i ncl ude one or nor @eCaasess/opsrs s ( not
shown) or drives for nounting or |oading storage devices, such as internal
hard drives, USB drives, CD ROMs, DVD-ROVs, other optical discs, etc.

[ 0063] I n deci sion block 408, transfer station 120 may read the signature

file from . [ Ce i t he public key
1D may be. EOTERCRAYRY HElHerlny Iy wEioRPidh of fatePhimey AAREE L IP 81 o

di scussed abave, in. other enbodi nen trangfer station 120 may, read the
fob 1Dyt HEMFIEBISTLANE}S. FEIVIGR GFBYeT HE Wy HalincechAsnan AAchionee &5 ge
devi ce, which may each be stored as separate files. [0064] As part of bl ock
408, tr anstherusgranpyhaveeravigeddhe }@fhélgdﬁ! Blacky 3Q§.ghat gxampls, SREfiC8 epar at el y
or as part of a signature file) via network 108 to an external service to
val i dat e t servér dflBahay hanatueeiouslyi assigred ther user a plballpengpredidentifier i n
possessi on of the secret key. For exanple, the external service nay be

provi ded byzUfDYy, viiaBERsics SEMct @ 18anugsubs8quéntipass tofettibes wiad i dat i on,
the external service may check the digital signature with the secret key

(e.g., the ' or a secret key of the recipient), which may
be in the g%%geﬁg?ﬁggﬁﬁoce@s{ possession (e.g., stored by service server

118). The gxternal [ Vi may retrieve .the correct, s e si ng,
for exanpl Ed,(oﬁe p'f]aﬁ??:k %i@? ,l%§%rﬁe'fﬂi§§?%¥ s@rgﬁ?%ﬁférﬁ%sﬁa%}e&g to the
external service. Accordingly, the external service nay_authenticate that
the storageeyevild8 rmaneprtipaalssiere te PACYBHPPIEYAS PAY Oﬁgéﬁ'bio%cr et key

I D. WD 2010/ 132647PCT/ US2010/ 034678 [0065].1f the digital signature is
val i d, theOptibaalylsereceiseeveral18 maysinansnait the iafel3 to slosage seover 1ldfsf er
station 120 and the process proceeds to block 410. If the digital signature
i's not val [gb51hennttieckBosessrvivedserveP D68 nhay transitdhe jols IDtadee ssever 110

may performa process to authorize
at terminal 102 via network 108. For example, service server 118 may send a
success message (e.g., an e-mail message) to the user with the job ID.
[0052] In block 316, the user may create a digital signature. The digital
signature may uniquely identify the fransfer job and be used to authenticate the
request at a later time. To create the digital signature, the user may need a job
ID, the manifest, a public key ID, and a secret key ID.
[0053] In one implementation, as part of the process of creating the digital
signature, an encryption service being executed at terminal 102 or being
provided over network 108 via, for example, service server 118, may be passed
parameters, such as the manifest (e.g., “manifest123.txt"), the job ID (e.g.,
3343), and the user’s public key ID (e.g., OFF36Q3VOWFFSRWOEXG2) or the
recipient’s public key ID. The service may prompt the user for the user's secret
key ID. In other embodiments, the servicé may prompt the user for a secret

key ID of a recipient of the storage device, such as a provider of a network

storage device.
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the transfer of the files to the user's account fromtransfer station 120.
For exanple, the user's account may only authorize the user to upl oad
files. Howewero/13gséance transfer station 120 is going to pemrfuseomtobus7sipl oad,
transfer station 120 nay need aut horization, because the user is not in
control transfer station 120. Accordingly, in block 410, a security token
service may submt a request to, for exanple, storage server 110 or anot her

service, ipygdafer Aﬁe@éﬁtewnprtﬁé'%eafetmtuborhelg@y& HithyQR€ait2h Aidifal t he

user's account. In sonme | npFfenentati bl oc 10 may be optional as such
aut hori zati.on nat I i.nhe . ' iplicitly
have aut ho?‘993@§n”%’893§?&%gpe&aﬁegf. I@%O%é??ﬁé §%8§é<@h?g&nérég%z$ ér tg? ation 120
may transfer or upload the data files to an . account or storage .| qcation
associ at edmaniEst flae jphelD. angopihapyklic 'f%n-ﬁr o@?%ﬁj'”ﬂh& 3t§stéegﬁ@¥ f transfer
stations 120-124 to transfer the data files over network 108 to storage
server 110sigaptirerabeged an tharmanifess| thekdigital signalvee eandealaieyrisezionay

retrieve an encryption key sent by the user fromservice server 118 to

decrypt t heairizié eindtthefmahifesttoor theestdeagecdevicd GOHR) Fdmetasathefraanibéstt he
files may occur according to the manifest. For exanple, transfer station

120 may 1 efioh Q4 ﬁefaﬁim%ﬁ géntviéer SHVEPHYBGE bRAIKVE6 AcL§., 3RS Aidliangigratiree j ob

ID. At a mninum the manifest may indicate a destination, such as a single

storage lo [,QF . i 0, fis er: s:

erver - 11000 Rlq et (B PehBEr A8 e BrlE iaRIRLaR e ofc sehe(fe
2010/ 132647PCT/ US2010/ 034678 f_art?er i ncl ude additional rules or

par anet er sPrOVIAT eriQi-BRIEeN¥GH)- exanpl e, certain storage | ocations for
certain files (e.g., all inmage files are to be upl oaded to an existing
directory " IInrhleels B18 oihet ureruvay cepr i digital sionebupita the séxages,
transfer station 120 may create one or nore |log files. For exanple,
transfer sdadicen Fu2@xamples thet esaamaypleademeipalt 102 Whsttireribg diggtalipl oaded to
the user's account on storage server 110. The upload report may include

checksuns ggfatirk®rstheiest dRebtory 8RR é‘t@@laéé geviek onh easirticklar feldenplre, the
report may provide, on a line itembasis, Tor every file, an upload tine,

e o B41Eh s RO T i S s hELD | s e gat o

hi story | Oﬁef; ‘ﬂ) %o Ehheatstorrrg&/e lgl%\fice, along with the digital signature.
[0056] In one implementation, the job ID, the public key, and the digital
signature may be stored separately on the storage device. In another
implementation, the user may create a signature file that comprises the job ID,
the public key ID, and the digital signature. The name of the signature file may
have a required format (e.g., the signature file may be required to be named
“Signature”).
[0057] As part of block 318, the user may also copy the data files that the
user wishes to transfer from terminal 102 to the storage device. Copying the
data files may occur before or after this step, as deemed appropriate by the
user. As the storage device includes the job ID, the provider may use the job |
ID to retrieve the manifest from service server 118. In a preferred embodiment,

the actual manifest is not stored on the storage device.
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retained by the provider for billing purposes. The provider may use the
history log file to determ ne a nonetary charge for uploading the data
(e.g., awonetiwsyeicharge per unit of uploaded data). FurCharspewm34crhe
provider may retain the history log for purposes of dispute resolution.
Transfer station 120 may transmt the history log file to, for exanple,
service server 118 for storage. Transfer station 120 may further create an

error log file that J ify error h ri : pl oad
and/or a pﬂgﬁlggl mﬂ@é’q&%égﬁﬁbet%ﬂ Mx ﬁg‘élf ﬂ}epgt%?%éég%‘é@géaﬁsélgﬁga, how

| ong each file took to upload, how many retries, etc.) for efficiency

noni t or i ngS’(Q[ﬁQﬁ)gé‘éfﬁeFQG’T@PFW'%@'@W'%H’,’”F?%Q“@Teé*a?@ '?%Woilﬁﬁzor?ﬁ?et ransmt
an update request to service server 118 in order to update the ticket

cor r espondsuh & stdrage serveiot1Gexaapexample, ihe aseemayrpackehgeiolgdfat e t he
ticket to indicate that the job has been successfully conpleted. WO

2010/ 1326438@é,%%&@él@i§ﬁﬁ1@|ab@9é21hltra:ﬁ:dfepk\eéki@ckmrm ashpeingesevik® my
send a notification to the user that the process has been successfully

conpl et ed. plﬁ@dégmﬂé §rﬁ§’g% SEYicRSHrofRer M tr@@m}s@calwitmm@tm | nmessage

to an e-nml ress asSocrrated with the user. Furthernore, the

an e m ess : . Furt .
(o 0., pr oonctrde (a0 EcCon ke ML Ft#tRpolteonTUplickfi* aRbRIBRTHERK, 12
that the job has b | eted and the st device Will b troyed.
[ 0073] Dur | HHPBHECan gD P UIRIEMEFAATSS SEDIA RONES ey AY GOPHE TRt us

information to the user at termnal 102. Status information nmay.indicate
where a st digitgbsignaiure into phgriossl such thahaaackaga osiphygicabpbie Bﬁel%ie. g.,
mai | room data room job processed, in progress, conplete, |og access) or
may provi deouldfher authicaticatedaaationdging to adisclosed ambadirophtsad process (e. g.,
certain files were corrupted, so the user can upload those specific files

over net WO[dbsng) - Fi%@@&]ié& TR dRigramdfra ¥xakbld of 8 réditthead 00 Férl |
appreci ate, oné or re of blocks 202-212, 302-320, and 402-418 may be

o e o B chag B e R TSR L Ases Rl ggt] et =
302-320, and 402 AN, T TufthB LlaitS Feb Aiding s irbBLEs I Bhilth £prénad ned:
receives a storage device, authenticates the storage device, and transfers the
data from the storage device. Accordingly, routine 400 may occur after routine
300, for example.
[0060] In block 402, the provider may receive the storage device ata facility.
For example, as part of the intake process of the storage device, the provider
may check the package (i.e., verify that the package is on an expected
package list), check where the package originated from, and perform a security
check before forwarding the package to a data center, which may house
transfer stations 120-124.
[0061] In block 404, the provider may create a ticket for the storage device

(i.e., assign the package a tracking number). For example, receipt of the

package may be input into a terminal (not shown) in communication service
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[ 0075] The foregoing description has been presented for purposes of
illustration. It is not exhaustive and is not limted to the precise forns
or enbodiwenvr/deecl osed. Modifications and adapt at i ons Parius2de/aspar ent to
those skilled in the art from consideration of the specification and
practice of the disclosed enbodi nents. For exanple, the described

i npl enentations include software, but systens and nmet hods consistent with

t he di sclosed e dinent ' . ' i: and
sof tuar o croVR 10D S0E0Ia338, SHRIGRDYED 138 o R SRR bt ttBt &, 20
har dwar e i ncl ude conputing or processi systens, including personal
conputers,a%ﬁQQﬁgﬁgNaﬁhﬁ¥%éh§etﬁﬂﬂﬁﬁ?éﬁ@%ggﬁicroprocessors and the |ike.

Addi tional ly, al though aspects of the disclosed enbodi ments are descri bed
as bei ng si0®62) i rinrdocls 406.dhe prevides maymonet tha starage depicedr ane ehat

t hese aspects can al so be stored on other types of conputer-readable nedia,

such as seggnstar gtgiopsaipd- 24 e ad tansfeagation h20.d Adi disksyssedopipyvedi sks,
or CO-ROM or other forns of RAM or ROM USB nedia, DVD, or other optical

drive nedi ﬁani@%fﬂtﬁﬂwmt@w HERIRAE 66! 0P Pndriaacdtieiss ippitsd@st shoivhpor and

di scl osed nmethods are wthin the skill of an experienced devel oper. The

vari ous progqr e, ;

t echni quesgﬁﬁ%@f%"@ﬁ@%éﬂ"%@w %{%{%}gr@ﬁcgé %jaﬁpﬁgﬂégg}%%a@gjﬂ@%nnecti on
W th existj of t . prggram,se¢ctions_or program nodul es
can be despékaw#?gs&ﬁ%awcsm O%W?Eg'spﬁb?w@npact Fr amewor k
(and rel ated | anguages, such as Visual Basic, C_etc.), Java, Ctt, I—f]i[NL,
HTMUAJAX c@®i3dat ilorsiecision blagk 498vtransfer statipnded may seaphesionatiie ¢ nore
of such software sections or nodul es can be integrated into a conputer
system or fsirsthergjomgeilévioe. Fooesampdafthagole D 200701 thequddickey IRmeyd f or
aut henticating a storage device, conprising: receiving, froma sender, a
mani f est, phatdrenithgether @asdri vi 8aighdesd filaatAlminatially ded tisguasdédr mat  of

the manifest; transmtting, to the sender, a device identifier;
above, in other embodiments, transfer station 120 may read the job ID, the
public key ID, and/or the digital signature from the storage device, which may
each be stored as separate files.
[0064] As part of block 408, transfer station 120 may send the digital
signature (either separately or as part of a signature file) via network 108 to an
external service to validate the digital signature, which may verify that the
sender was in possession of the secret key. For example, the external service
may be provided by, for example, service server 118. As part of the validation,
the external service may check the digital signature with the secret key (e.g.,
the user's secret key or a secret key of the recipient), which may be in the
external service’s possession (e.g., stored by service server 118). The external
service may retrieve the correct secret key by using, for example, the public
key ID, which transfer station 120 may pass to the external service.

Accordingly, the external service may authenticate that the storage device

came from someone in control of the user’s secret key ID.
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receiving the storage device fromthe sender, the storage device having a
digital signature stored thereon; reading, by a transfer station, the

di gi tal swgratwmessfirom the storage device; validating tireTdisgiabdc7s
signature; retrieving the manifest based on the device identifier; and
aut hori zing, based on the validation of the digital signature, a transfer
of one or nore files fromthe storage device via the transfer station to

clause s, B, IR Gl il FPPALE ho ek oripdy FARSTRE A2 o

n account SHECERE resHAE Taelss o IHLL20 andas pibhes Brocerasad Bk R e

the transfer station conprises a computer that includes the storage

| ocati on. If the digital signature is not valid, then the process ends.
[0066] In block 410, storage server 110 may perform a process to authorize
the transfer of the files to the user’s account from transfer station 120. For
example, the user’s account may only authbrize the user to upload files.
However, since. transfer station' 120 is going fo perform the upload, transfer
station 120 may need authorization, because the user is not in control transfer
station 120. Accordingly, in block 410, a security token service may submit a
request to, for example, storage server 110 or another service, in order to allow
transfer station 120 to upload data to the user's account. In some
implementations, block 410 may be optional as such authorization may not be
required and transfer station 120 may implicitly have aﬁthorization to upload
data.
[0067] In block 412, transfer station 120 may transfer or upload the data
files to an account or storage location associated with the user. For example,
the provider may use one of transfer stations 120-124 to transfer the data files
over network 108 to storage server 110. Optionally, as part of block 412,
transfer station 120 may retrieve an encryption key sent by the user from
service server 118 to decrypt the contents of the storage device. |
[0068] The transfer of the files may occur according to the manifest. For
example, transfer station 120 may retrieve the manifest from service server 118
according to the job ID. At a minimum, the manifest may indicate a destination,

such as a single storage location (e.g., a directory of the user’s account) of

storage server 110 where the files should be uploaded. The manifest may
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[0081] O ause 5. The nmethod of clause 3, wherein the transfer station
conprises a conputer that does not include the storage |ocation.

[ 0082] Cl aweeoBy/iBb&7met hod of clause 1, wherein the destiPoatUSMOOBMEPS | SES a
storage location of a storage server that is external to the transfer
station. [0083]C ause 7. The nethod of clause 1, wherein the destination is
a storage |l ocation avail able over a network. WD

o PSRRI el R b ooy . joere

g of “STameR. salali ARG licBfipbs fu Bsialh AY (6 &' B TmabB1fRd H&tEe The
uploaded to an existing directory named “/images/” on the user’s account).
[0069] In block 414, trénsfer station 120 may create one or more log files.
For example, transfer station 120 may create an upload report, which may be
uploaded to the user’s account on storage server 110. The upload report may
include checksums and file stamps (e.g., date and time of upload). For
example, the report may provide, on a line item basis, for every file, an upload
time, name on disk, disk in storage server 110, a checksum, a status code, a
number of bytes, etc.
[0070] Transfer station 120 may further create a history log file that may be
retained by the provider for billing purposes. The provider may use the history
log file to determine a monetary charge for uploading the data (e.g., a monetary
charge per unit of uploaded data). Furthermore, the provider may retain the
history log for purposes of dispute resolution. Transfer station 120 may
transmit the history log file to, for example, service server 118 for storage.
Transfer station 120 may further create an error log file that may identify errors
that occurred during the upload and/or a performance log file that reflects
performance data (e.g., how long each file took to upload, how many retries,
etc.) for efficiency monitoring purposes.
[0071] In block 4186, transfer station 120 may transmit an update request to
service server 118 in order to update the ticket corresponding to the job. For

example, service server 118 may update the ticket to indicate that the job has

been successfully completed.
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transferring, when the digital signature is valid, the one or nore files
fromthe storage device via the transfer station to the destination

[ 0086] Cl aweeod326iie met hod of clause 1, wherein the stecags2ademssaeas f urt her
has the device identifier stored thereon. [0087] Cl ause 11. The met hod of

cl ause 10, further conprising: reading the device identifier fromthe
storage device. [0088] Cl ause 12. The nethod of clause 10, wherein the

st orage dﬁ@ig?ﬂf uqﬁ Bfdciass %{biggrgér@éreﬂ ey eeriPARRAINIBARSIP D fHeLigm.

[0089] C a e nethod o ause 10, wherein the device identifier and

[5eoc) 4 et B ekt Unhe S fERUR Tl R TR )
J s?é)nr{Pfrc;rse?(%mSpeig, \Irig%nt Q—emgli %Iets%!aggltg %%téj-%eaif addt rrc]asg)gs%gl%keds With' €€

the user. Furthermore, the notification may indicate that the provider will ship
the storage device (e.g., provide‘a tracking number for the return package) or
may indicate that the job has been completed and the storage device wili be
destroyed.
[0073] During the above process, service server 118 may provide status
information to the user\ at terminal 102. Status information may indicate where
a storage device is physically located or a status of a job (e.g., mailroom, data
room, job processed, in progress, complete, log access) or may provide
information regarding errors during an upload process (e.g., certain files were
corrupted, so the user can upload those specific files over network 108).
[0074] As one of ordinary skill in the art will appreciate, one or more of
blocks 202-212, 302-320, and 402-418 may be optional and may be omitted
from implementations in certain embodiments. Furthermore, functionality
provided by one or more of blocks 202-212, 302-320, and 402-418 may be
subdivided into multiple blocks or combined.
[0075] The foregoing description has been presented for purposes of
illustration. It is not exhaustive and is not limited to the precise forms or
embodiments disclosed. Modifications and adaptations will be apparent to
those skilled in the art from consideration of the specification and practice of
the disclosed embodiments. For examprle, the described implementations

include software, but systems and methods consistent with the disclosed

embodiments be implemented as a combination of hardware and software or in
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[ 0091] A ause 15. The nethod of clause 14, wherein the external service uses
a secret key of the sender. [0092] C ause 16. The nethod of clause 14,
wher ei n tWe 2eniBedIdl service uses a secret key of a recippiramstolof34che
storage device. WD 2010/ 132647PCT/ US2010/ 034678 [ 0093] Cl ause 17. A

conmput er-inpl enented nethod for authenticating a storage device,

conprising: receiving a mani fest, the manifest identifying a destination;

(200 | B gt orvlairainglgssompuigonfocossingase
systems, including personal computers, servers, laptops, mainframes, micro-
processors and the like. Additionally, although aspects of the disclosed
embodiments are described as being stored in memory, one skilled in the art
will appreciate that these aspects can also be stored on other types of
computer-readable media, such as secondary storage devices, for example,
hard disks, floppy disks, or CD-ROM, or other forms of RAM or ROM, USB
media, DVD, or other optical drive media.

[0076] Computer programs based on the written description and disclosed
methods are within the skill of an experienced developer. The various programs
or program modules can be created using any of the techniques known to one
skifled in the art or can be designed in connection with existing software. For
example, program sections or program modules can be designed in or by
means of .Net Framework, .Net Compact Framework (and related languages,
such as Visual Basic, C, etc.), Java, C++, HTML, HTML/AJAX combinations,
XML, or HTML with included Java applets. One or more of such software
sections or modules can be integrated into a computer system or existing
e-mail or browser software.

[0077] Clause 1. A method for authenticating a storage device,

comprising:

receiving, from a sender, a manifest, the manifest identifying a

destination;
validating a format of the manifest;

transmitting, to the sender, a device identifier;
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aut hori zing, based on the validation of the digital signature, a transfer
of one or nore files fromthe storage device via the transfer station to

t he destiwetznmm3gaentified in the mani fest. [0094] O aus@CIAIS20i0m34678

conmput er -i npl ement ed nmet hod of clause 17, further conprising: validating a
format of the manifest. [0095] Cl ause 19. The conputer-inpl enented net hod of
clause 17, further conprising: transmtting, to a sender of the manifest, a

device identifier. [@8a6Vichahsst@Rgedmicoimnt te semlerntivet sidrags Hedcef
clause 19, further conprising: retrieving the manifest based on the device

i denti fi erpaliRgY/digitarsignatire BisreBRRBIEGH; - | NPl enent ed method of clause 17,

reading, by a transfer station, the digital signature from the

storage device;
validating the digital signature;
retrieving the manifest based on the device identifier; and

authorizing, based on the validation of the digital signature, a
transfer of one or more files from the storage device via the transfer station to

the destination identified in the manifest.

[0078] Clause 2. The method of clause 1, wherein the manifest

comprises a text file.

[0079] Clause 3. The method of clause 1, wherein the destination

comprises a storage location of an account of the sender.

[0080] Clause4. The method of clause 3, wherein the transfer station

comprises a computer that includes the storage location.

[0081] Clause 5. The method of clause 3, wherein the transfer station

comprises a computer that does not include the storage location.

[0082] Clause 6. The method of clause 1, wherein the destination
comprises a storage location of a storage server that is external to the transfer

station.

[0083] Clause 7. The method of clause 1, wherein the destination is a

storage location available over a network.

25



wherein the storage device further has the device identifier stored

t hereon. WD 2010/ 132647PCT/ US2010/ 034678 [ 0098] Cl ause 22. The
conput er -wopbsmseddied net hod of clause 17, wherein the storageoidesicce
further has an identifier of the sender stored thereon [0099] C ause 23. The
conmput er -i npl ement ed nmet hod of clause 17, further conprising:

transferring, when the digital signature is valid, the one or nore files

fromthe e devj v' th ' iton.

[0100] O'a D838 1o OIS $‘er-?ﬁ¢p @%ﬁ%ﬁa%’%gé’ W?@Jﬁ%“fﬁ%ﬁ?‘%é&??her |

ochss: bl Juser femprisRs RS AN APEG 0 Aesiony Of e Stofag fldBh bPat 1S
transferring the one or more files.

[0085] Clause 9. The method of clause 1, further comprising:

transferring, when the digital signature is valid, the one or more

files from the storage device via the transfer station to the destination.

[0086] Clause 10. The method of clause 1, wherein the storage device

further has the device identifier stored thereon.
[0087] Clause 11. The method of clause 10, further comprising:
reading the device identifier from the storage device.

[0088] Clause 12. The method of clause 10, wherein the storage

device further has an identifier of the sender stored thereon.

[0089] Clause 13. The method of clause 10, wherein the device
identifier and the digital signature are stored on the stofage device as a

signature file.

[0090] Clause 14. The method of clause 1, wherein validating the

digital signature comprises sending the digital signature to an external service.

[0091] Clause 15. The method of clause 14, wherein the external

service uses a secret key of the sender.

[0092] Clause 16. The method of clause 14, wherein the external

service uses a secret key of a recipient of the storage device.
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[0101] A ause 25. The conputer-inplenented nethod of clause 17, wherein
reading the digital signature by the transfer station further conprises
readi ng twe 28tooBagye device via a port of the transfer strariuseo10/o8602] Cl ause
26. The conputer-inplenmented nethod of clause 17, wherein reading the
digital signature by the transfer station further conprises reading the
storage device via a drive of the transfer station. [0103] Cl ause 27. The

computer - | plesent ed ELhod of 6l aas i MDREPISY HEnETS! ARHERIARED! | Ses

a storage on o ragé server t iIs external to the transfer
station. [0104] Cl ause 28. The.conputer-inpl enented nmethod of clause 17,
wher ei n t hd SEISPPHVIGHh PR SDr age | ocation avail able over a network. WO
2010/ 132647PCT/ US2010/ 034678 [ 0105] O ause 29. The conputer-i npl enent ed

method of clause 28, rgceiving a manifest, the manifest identifying a destination;

reading, by a transfer station, a digital signature from the storage

device;
validating the digital signature; and

authorizing, based on the validation of the digital signature, a
transfer of one or more files from the storage device via the transfer station to

the destination identified in the manifest.

[0094] Clause 18. The computer-implemented method of clause 17,

further comprising:
validating a format of the manifest.

[0095] Clause 18. The computer-implemented method of clause 17,

further comprising:

transmitting, to a sender of the manifest, a device identifier.

[0096] Clause 20. The computer-implemented method of clause 19,

further comprising:
retrieving the manifest based on the device identifier.

[0097] Clause 21. The computer-implemented method of clause 17,

wherein the storage device further has the device identifier stored thereon.
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wherein the manifest further conprises instructions specifying a directory
of the storage location for transferring the one or nore files.
[0106] O aweeoBMi32¢ine conput er -i npl enent ed net hod of cl ags@/UBZo10mbusrei n
validating the digital signature conprises sending the digital signature to
an external service. [0107] A ause 31. The conputer-inpl enented net hod of

cl ause 30, wherein the external service uses a secret key of the sender.

[0108] O a;@%Q% Theg, %B%%fﬁ key@dFﬁBE%‘i'] BidEn Rl lﬁbﬁd&goﬁ&aug@qve' n the

ext er nal rvice USES secre a reciplient of t or age devi ce.

compr 1 i nguheren the 157568 gelioeUhNED hiaf At Al AR sP B el o Y or e

the server being in comrunication with a network; and a
transfer sth&®€®h in conmmunication with the netvvork the transfer station
operabl e to:

[0099] Clause 23. The computer-implemented method of clause 17,

further comprising:

transferring, when the digital signature is valid, the one or more

files from the storage device via the transfer station to the destination.

[0100] Clause 24. The computer-implemented method of clause 17,

further comprising:

storing the manifest to a memory location that is accessible by the

transfer station over a network.

[0101] Clause 25. The computer-implemented method of clause 17,
wherein reading the digital signature by the transfer station further comprises

reading the storage device via a port of the transfer station.

[0102] Clause 26. The computer-implemented method of clause 17,
wherein reading the digital signature by the transfer station further comprises

reading the storage device via a drive of the transfer station.

[0103] Clause 27. The computer-implemented method of clause 17,
wherein the destination comprises a storage location of a storage server that is

external to the transfer station.

[0104] Clause 28. The computer-implemented method of clause 17,

wherein the destination is a storage location available over a network.
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receive a manifest, the manifest identifying a destination; read a digital
signature fromthe storage device; validate the digital signature; and

aut hori zeyohameid2@n t he validation of the digital signararas2aonssnsfer of
one or nore files fromthe storage device to the destination identified in
the manifest. [0110] C ause 34. The system of clause 33, wherein the
transfer station is further operable to retrieve the manifest. [0111

] G ause 35pqfR§ Syst gaide Qbau%éﬁemmf‘érﬁmbfém@nfé@ﬁﬁ%d ot alaugs 28ses the
destination toidentify a storage location of the data store to which the

one or nore, fil. r I : : 35,
wher ei n th‘é’hﬁﬁ‘?{ﬁ?ggﬁ?'ﬁfetsﬁg?'%g%rn%o%é@ée% ﬁgﬁ raﬁc ?Sonégcs“%@é ? ;Blifr:]gé)tg | r%ggt ory
of the storage location for transferring the one or nore files.
[0113] O austeTage |0ﬁ@éi°§3§f€ﬁﬂ NG {&.on ,OFWPB‘ﬁﬂSval i dating the

[0106] Clause 30. The computer-implemented method of clause 17,

wherein validating the digital signature comprises sending the digital signature

to an external service.

[0107] Clause 31. The computer-implemented method of clause 30,

wherein the external service uses a secret key of the sender.

[0108] Clause 32. The computer-implemented method of clause 30,
wherein the external service uses a secret key of a recipient of the storage

device.

[0109] Clause 33. A system for authenticating a storage device, the

system comprising:

a server comprising a processor and a data store, the server

being in communication with a network; and

a transfer station in communication with the network, the transfer

station operable to:
receive a manifest, the manifest identifying a destination;
read a digital signature from the storage device,

validate the digital signature; and
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digital signature conprises sending the digital signature fromthe transfer
station to an external service over the network. [0114] Moreover, while

i 1l ustratwoeosmsodi7yment s have been descri bed herein, theczasp@oondscany and
al |l enbodi nents having equival ent el ements, nodifications, om ssions,

conbi nations (e.g., of aspects across various enbodi nents), adaptations
and/or alterations as would be appreciated by those skilled in the art

based on the present adthiﬁiz@es%é@ed'Bhethblmilﬁétibﬁwthéldtdt@l sigabtftrepae to be
interpreted broadly based on the |anguage enployed in the clainms and not

limted thngyg?iﬁ?hgﬁgggﬁ%bl%emeé ?ro@#‘ﬂwé’%ﬁ?ﬁg% deRRE tE'tﬁ@tde%ﬂnBﬁoﬂliH éﬂﬁeﬁhe

prosecuti i catlon, which exanples are construe

non- exclu3|%§ Fur& rnore, the bl ocks of the dlsclosed routi nes nmay be
nodi fied i'R QM i ncl udi ng by reordering bl ocks and/or inserting or
del eting blocks It |s i ntended, therefore, that the specification and

exanpl es @gSI der efa@se QAGWWiﬁiéyéiéﬂm’of Mhtide 83! WHErSiA NS trameferpi rit
bei ng |nd| cated by the follow ng clains and their full scope of

equi val ent&atuo%ﬂl%r%r%@ tb%etnejv% pethgfidgr authenticating a storage

devi ce, conprrsi froma sender, a manifest, the
mani f est !dentlfyl ng a destl natlon vaI I dating a format of the manifest;
transmttijg11jo theCigunstess. a'ltmalstymerincwfrtﬂa'athsiees, wherein ithe éiavisfeg t he
storage device fromthe sender, the storage device having a digital

si gnat ur e gharRGsERYREYRstination to identify a storage location of the data store to

which the one or more files are uploaded.

[0112] Clause 36. The system of clause 35, wherein the manifest
further comprises instructions specifying a directory of the storage location for

transferring the one or more files.

[0113] Clause 37. The system of clause 33, wherein validating the
digital signature comprises sending the digital signature from the transfer

station to an external service over the network.

[0114] Moreover, while illustrative embodiments have been described
herein, the scope of any and all embodiments having equivalent elements,
modifications, omissions, combinations (e.g., of aspects across various
embodiments), adaptations and/or alterations as would be appreciated by
those skilled in the art based on the present disclosure. The limitations in the
claims are to be interpreted broadly based on the language employed in the
claims and not limited to examples described in the present specification or
during the prosecution of the application, which examples are to be construed
as non-exclusive. Furthermore, the blocks of the disclosed routines may be

modified in any manner, including by reordering blocks and/or inserting or
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reading, by a transfer station, the digital signature fromthe storage
device; validating the digital signature; retrieving the mani fest based on
t he devi cwoizdentsgdsver ; and aut hori zi ng, based onprChaSe@biosssts on of
the digital signature, a transfer of one or nore files fromthe storage
device via the transfer station to the destination identified in the

mani fest. 2. The nmethod of claim1l, wherein the destination conprises a

st orage | ogalktiog bidckan lacatarded tidrefarenttait ths spébificatidrnadd ekantmesn 1,
wherein the destination conprises a storage |ocation of a storage server

that is exﬁ@bﬂﬁéldb%d ag e&bﬁfbﬂé@' oriy AR B trud'\Cosfd Shd St g 1RREHRH0346 78

4. The nmethod of claim 1, further CTonprising: transfertring, when the

W8 the trangkbiofehind Bty ArdarBISe hePPE e SBURRIIER L or - gl cent o

met hod for authenticating a storage device, conprising:
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receiving a manifest, the manifest identifying a destination; reading, by a
transfer station, a digital signature fromthe storage device; validating

t he di gi twb 28iogi3ad4ar e; and aut hori zi ng, ba®eu/usp01/084678
validation of the digital signature, a transfer of one or nore files from
the storage device via the transfer station to the destination identified
in the manifest. 6. The conputer-inplenmented nethod of claimb5, further
conpri si ng: transferring, when the digital signature is valid,
t he one oMWHATAS CLABMEDOIB:t he st orage device via the transfer station to
the destination. 7. The conputer-inplemented nethod of claimb5, wherein
reading the digital -signature by the transfer station further conprises
readi ng the sty agehetdiireitheaticatipg 4 stiragbelevice)sbenprisird:i on. WO

2010/ 132647PCT/ US2010/ 034678 8. The conputer-inpl enented met hod of claimb5,
wherein reading the digital signature by the transfer station further
conprises reading t KECE&YVHGafonyasenser; a manifasidhgmaniiest identifgnd? at i on.
9. The conputer-inplenmented nmethod of claimb5, wherein the destination
conpri ses a stodegidiwoati on of a storage server that is external to the
transfer station.

validating a format of the manifest;
transmitting, to the sender, a device identifier;

receiving the storage device from the sender, the storage device

having a digital signature stored thereon;

reading, by a transfer station, the digital signature from the

storage device;
validating the digital signature;
retrieving the manifest based on the device identifier; and

authorizing, based on the validation of the digital signature, a
transfer of one or more files from the storage device via the transfer

station to the destination identified in the manifest.

2. The method of claim 1, wherein the destination comprises a storage

location of an account of the sender.

3. The method of claim 1, wherein the destination comprises a storage

location of a storage server that is external to the transfer station.
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10. The conputer-inpl emented nmethod of claimb5, wherein validating the
digital signature conprises sending the digital signature to an external
servi ce. Wh.20/BY&IWem for authenticating a storage devi eel/ush@opysrem
conpri si ng: a server conprising a processor and a data store, the
server being in comunication with a network; and a transfer station
in comrunication with the network, the transfer station operable to:
receive a manifest, the nmanifest identifying a destination; read a digital
signature fromthe storage device; validate the digital signature; and

aut hori ze, based on the validation of the digital signature, a transfer of
one or noré fil dgefmeifodef dais ég@"ﬁ@\?i%’g‘ﬁréﬁ%t‘gie des'?i nation identified in
the mani fest. 12. The systemof claim1l, wherein the transfer station is

further operable to E%bétéﬁﬁgt@ﬁemﬁée@g] is#g]tatl]}léeisﬁ,)éﬁg,e{ﬁep n€ baiiBrel,

wherein the transfer I on est ron to 1dentify a storage
| ocat i f th [ ck ! i
'on o efi%%tf?ons”nttﬁé (astcgr%g\émde%rl]cé \r}a% B8 Sranster srtgt:éﬁ Itc()a thé trjgstlilrg)alt?o%qed'

5. A computer-implemented method for authenticating a storage device,
comprising:
receiving a manifest, the manifest identifying a destination;

reading, by a transfer station, a digital signature from the storage

device;
validating the digital signature; and

authorizing, based on the validation of the digital signature, a
transfer of one or more files from the storage device via the transfer station to

the destination identified in the manifest.

6. The computer-implemented method of claim 5, further comprising:

transferring, when the digital signature is valid, the one or more

files from the storage device via the transfer station to the destination.

7. The computer-implemented method of claim 5, wherein reading the
digital signature by the transfer station further comprises reading the

storage device via a port of the transfer station.
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14. The system of claim 13, wherein the manifest further conprises

I nstructions specifying a directory of the storage |ocation for

t ransf er rwogotohig2@ne or nore files. 15. The system of clrairmsidip/ osiees ei n
validating the digital signature conprises sending the digital signature
fromthe transfer station to an external service over the network.

8. The Computef-impiemented method of claim 5, wherein reading the
digital signature by the transfer station further comprises reading the

storage device via a drive of the transfer station.

9. The computer-implemented method of claim 5, wherein the destination
comprises a storage location of a storage server that is external to the

fransfer station.

10.  The computer-implemented method of claim 5, wherein validating the
digital signature comprises sending the digital signature to an external

service.

11. A system for authenticating a storége device, the system comprising:

a server comprising a processor and a data store, the server

being in communication with a network; and

a transfer station in communication with the network, the transfer

station operable to:

receive a manifest, the manifest identifying a

destination;
read a digital signature from the storage device;

validate the digital signature; and
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authorize, based on the validation of the d igita!
signature, a transfer of one or more files from the storage device to the

destination identified in the manifest.

12.  The system of claim 11, wherein the transfer station is further operable

to retrieve the manifest.

13.  The system of claim 11, wherein the transfer station uses the destination
to identify a storage location of the data store to which the one or more

files are uploaded.

14.  The system of claim 13, wherein the manifest further comprises
instructions specifying a directory of the storage location for transferring

the one or more files.

15.  The system of claim 11, wherein validating the digital signature
comprises sending the digital signature from the transfer station to an

external service over the network.
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