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(st )
RECEIVE AN INCOMING CALL DATA STREAM FROM A FIRST jﬁ}@

MOBILE PHONE DEVICE, THE INCOMING CALL DATA STREAM
(OMPRISING AN INCOMING CALL NUMBER ASSOCIATED WITH A
SECOND MOBILE PHONE DEVICE AND AN ENCRYPTED PAYLOAD
(OMPRISING PAYLOAD DATA ENCRYPTED USING A PRIVATE KEY

ASSOCIATED WATH THE HIRST MOBILE PHONE DEVICE

.

AUTHENTICATE THE INCOMING CALL DATA STREAM IN RESPONSE
T0 A MATCH BETWEEN INFORMATION OF THE ENCRYPTED
PAYLOAD AND STORED INFORMATION RELATED TO THE FIRST
MOBILE PHONE DEVICE

:

SELECTIVELY ESTABLISHING A CALE CONNECTION BETWEEN THE |

FIRST MOBILE PHONE DEVICE AND THE SECOND MOBILE PHORE
DEVICE IN RESPONSE TO THE STEP OF AUTHENTICATING
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100

( STRT )

RETRIEVE A PUBLIC KEY OF THE INCOMING CALL NUMBER FROM gl
A DATA STORAGE DEVICE -/

!

DECRYPT THE ENCRYPTED PAYLOAD USING THE PUBLIC KEY OF j}@
THE INCOMING CALL NUMBER TO PRODUCE A DECRYPTED
PAYLOAD COMPRISING AN IDENTIFIER

;

(OMPARE THE IDENTIFIER OF THE DECRYPTED PAYLOAD 10 AN j}@
EXPECTED IDENTIFIER ASSOUIATED WITH THE INCOMING (AL
NUMBER T0 DETERMINE A HIRST FACTOR AUTHENTICATION MATCH

]

COMPARE THE ATTRIBUTE OF THE VOICE MESSAGE T0 AN jm
EXPECTED VOICE MESSAGE ATTRIBUTE T0 IDENTIFY A SECOND
FACTOR AUTHENTICATION MATCH

.

SELECTIVELY ESTABLISHING A CONNECTION BETWEEN THE HRST 750
MOBILE PHONE DEVICE AND THE SECOND MOBILE PHONE -/
DEVICE IN RESPONSE T0 THE HIRST FACTOR AUTHENTICATION
MATCH AND THE SECOND FACTOR AUTHENTICATION MATCH
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