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System Technical Field This invention relates to an infor ma?zgn en%@ i di ng
system for providing encrypted information, an information p st é

devi ce and net hod, a nanagenent device and nethod, an information
utilization system a program providi Bng medi um an information storage

medi um and an external storage nediu Background Art The i
i nformation providing systemfor_encrypting_information su@@mﬂﬂ“\mmm“and
transmtting the information to RKES &N on processing device of a user
who has made a contract so that the user decodes and repr oduce¥¥%e

i nf or mat i onyfeimatibhProvidihf@yistgimpr ocessi ng device. In such an information
provi ding system a key necessary for decoding encrypted infornmation is

changed at predetermned tithing in order to protect the information froth

attacks such as tapping. Also, in the information providin a
signature is proyided on information to be transmtted, anmmmmwmmjmlmmthe
i nf or rhe¢lsHcalField) transni ssion can be detected. In addition, Lo, the
information providing system the user can receive and use information
using a pl uThis tigveftiomirelates itonapriafessation derovidiag dystemf dormroeiding
provider can transmt information and 27 June 2003 2 thus provide

servi ¢, ] i in ' I |
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However, .in the systemwhere a key is periodically distributed, since the -
t uni ngan information’storage medium, an external storage medium.

Background Art

There exists an information providing system for encrypting information such
as music and transmitting the information to an information processing device of a
user who has made a contract so that the user decodes and reproduces the information
using the information processing device.

In such an information providing system, a key necessary for decoding
encrypted information is changed at predetermined timing in order to protect the
information from attacks such as tapping. Also, in the information providing system,
as a signature is provided on information to be transmitted, any tapping of the
information during transmission can be detected. In addition, in the information
providing system, the user can receive and use information using a plurality of

information processing devices. Aninformation provider can transmit information and



for changing the key and the timng for distributing the key may not be

mat ched, the user nay not be able to decode the data. Even t fq
signature is provided on the infornmation to be transmtted, an una (%orlzed
action by a person who has a valid key cannot be detected on the basis of
the signature. Also, the user nust take predeternined procedures for the
contract, and the information provid must i nvestigate whether the contact
requested by the user is pos |bie or Uﬂ% Therefore, the whole procedures
are tHmsbpeddde seavices taudepluralibnofi fermatioanpreeessing deypeosactIn the
Moreover, if the user who has made a contract took an unauthorized action,

it Snﬁbﬁhbﬁuhtprbvfdmg evide predétenminied irdfermacion inchiding afeeyhacédsary zed

action. In addition, a user who has a plurality of infornmation processing
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details of use ere tIe the details f use can be changed, for
exanpthat 0?85(75& u’c‘?iét rizedaceess Gom ﬁBtSd fber of tunes of 27 June 2003
3 playback or to enable copy from playback al one, w thout paying the
predet enni bivéver, invihreasystam witere iarh‘egrispbﬁodiqailg\disteibmu&tsmwmwthmrg ract
and cl ear accounts for each of the plural users, and nust cant' out
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In addition, | nﬁ?éﬁlééggggqv\ggre g ngﬁmgne%n@%?\gﬁﬁ?gy 05“3&%??%%#%& be
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access fr Omvggttfllo%eghl as s&;l%uerg is tprxlgwded on the information to be transmitted, an
unauthorized action by a person who has a valid key cannot be detected on the basis
of the signature.

Also, the user must take predetermined procedures for the contract, and the
information provider must investigate whether the contact requested by the user is
possible or not. Therefore, the whole procedures areﬂ_'trgublesome and it takes a long
time to complete the contract. Moreover, if the user who has made a contract took an
unauthorized action, it is difficult for the information provider to discover the
unauthorized action. )

In addition, a user who has a plurality of information processing devices must
make a contract and pay the fee for each information processing device. This is
tfoublesome. ’

Also, if information indicating the details of use are rewritten, the details of use

can be changed, for example, to cancel the limitation of the number of times of



user cannot use the information despite the contract which he/she nmade, and
the information provider cannot settle accounts as accountin iJnf 0 tion
cannot be used with respect to the information that is al reagv ® Al so,
if the‘information stored in the storage section that can excl ude

unaut hori zed access fromoutside is e,3<ternally stored as it is, the
security agai nst unauthorized access 1s |owered. Disclosure of the

I nvention Thus in view of the foregpi status of the art, it is obj ect
of 't el PRaShar 1o FEHECORY EoTa RIIELE Al WOHICUS Ray ik ths PRAEteaB e s e ode
encrypted information even in the case where a key is changed at arbitrary
t uni ng-on tMeretates, theomifdrmatonl provider snustahake aaopéiact and chearpaoesants

i nvention to prevent reading of a key for encrypting information when
decodi ' r | t Ik | I ' r

[ nventT %SB?E dena(él gﬁltdrglfgg%ljisbr?hgf ﬁltéir?lt Sﬁ?{}fh@ﬁ%@%mﬁﬁti %‘%Cﬁﬁgpﬁéﬁg?\oﬁgvi ng
a valid key. 27 June 3.4 1t is,still another object of the present
invenPP@H?%/%O%R’é%BéS@%?E&SHB“@é&?@- nmake a contract for the offer of
information, and to enable a provider to quickly determ ne whether the
contract oflntadditieny in thepesss wherem now equipaiens is asedsa (opntraat imustde

unaut hori zed action by the contracting user and the validity of information

to benktwdpsmadd with the inforitation proeidee! 18bescenbintregsdi, éaftnadtivresibied to
enabl e detection of rewiting of information indicating the details of use
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of the present- I nvention to ena Iclent se enent processi ng and

rofit cal cul ati on pracessing. . .
P usér cannét use the Informatibn despite the contract which he/she made, and the

inforiation provider cannot settle accounts as accounting information cannot be used
with respect to the information that is already used. Also, if the information stored in
the storage section that can exclude unauthorized access from outside is externally

stored as it is, the security against unauthorized access is lowered.

Disclosure of the Invention

Thus, in view of the foregoing status of the art, it is an object of the present
invention to enable a user to constantly and securely decode encrypted information
even in the case where a key is changed at arbitrary timing on the data provider side.

It is another object of the present invention to prevent reading of a key for
encrypiing information when 3ecoding the information.

It is still another object of the présent invention to enable detection of an

unauthorized action by a person having a valid key.



It is a further object of the present invention to enable storage of
necessary information to outside while naintaining the securR7yurggai0dst

unaut hori zed acti ons. 27 June 2003 According to the present invention, in
an information processing device having first storage means and first
decodi ng neans for using encrypted infprmtion, 27 June 2003 6 an

encrypted first key for decoding the informati on and a second key for
decoding the_fir so,as tq _decode the informat mut ual

st ke Len, .
aut hent cat | Brissallaspthe dbict AR hcpresent inyensiosgig:soabledhtat dp gasly make
generated. The second key is stored and the first key is decoded with the
second &epntrattdof thesoffkegf idomnatigmtand twianiablene pravigern tarquikldy determine fir st
key is 27 June 2003 8 decoded with the tenporary key. The information is
decodedwfyettlertthe dont@kt 6EMhe user is possible or not and also to easily confirm an
unauthorized action by the contracting user and the validity of information to be
transmitted.
It is still another object of the present invention to enable detection of rewriting
of information indicating the details of use and enable measures to deal with the
rewriting.
It is still another object of the present invention to enable efficient settlement
processing and profit calculation processing.

It is a further object of the present invention to enable storage of necessary

information to outside while maintaining the security against unauthorized actions.



Specifically, according to the present invention, there is provided an

i nformation 27 June 2003 9 processing device having first 37 dim@d0Beans
and first decoding neans for using encrypted information, an encrypted
first key for decoding the information and a 27 June 2003 10 second key
for decoding the first key so as to dacode the information, the first
storage neans conprising first nutual "aut hentication neans for carrying out
mut ual 27 June 2003 11 authentication with the first decodi ng nmeans and

for generati Agc&dimérmGYpﬂ‘e@,h@m FPREHONS AT A9 SnFRAHTiOnO ?r&de@ﬁihggdéﬂ@e second
key, second decodi ng neans for decodi ng 27 June 2003 12 the Tirst key
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with the tenporary key, and the first decodi ng neans conprising second

nmut ual 27 June 2003 13 authentication neans for carrying oQV Joad 2083
authentication with the first storage neans and for generating a tenporary
key, third decoding neans for decoding the first 27 June 2003 14 key with
the tenmporary key, and fourth decodi ng means for decoding the information
with the first key, wherein at |least a part of the information processing
device is tanper resistant. 27 June 2003 15 According to the present

i nventi glendr)pted firSt Réys PorRicevild@dhéinforhefioRbhh®a seEQMERSY Re dRbaREG ther an
i nformati on processing device having storage nmeans and 27 June 2003 16

first key so as to decode the information, mutual authentication is earned out and a



decodi ng nmeans for using encrypted information, an encrypted first key for
decodi ng the informati on and a second key for decodi ng the 27 hinekeg3 so as
to decode the 27 June 2003 17 information, the storage nmeans including a
first nutual authentication step of carrying out mutual authentication with
t he decodi ng neans and for generating-a tenporary 27 June 2003 18 key, a
storage step of storing the second key, a first decodi ng step of decoding
the first key with the second key, and an encryption step of encrypting the

first %@bﬁpw'késrg éég % ﬁﬁ@&al HNEhe Ntk dySFRRIrad ¥nd & firlfiey e dslariedivigh means

[ tual authentication step of carrying out nutual
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a tenporary key, a second decoding step of decoding the first key with the
tenporary key, and a third decodi ng step of decoding the inf?aﬁﬁwz@63with
the first key, wherein 27 June 2003 21 at least a part of e steps are
processed in tanper resistant environnent. According to the present
invention, there is also provided a program providi ng 27 June 2003 22
medi um for providing a conputer-reada§|e programwi th respect to an

i nformation processing devi ce having storage neans and decodi ng neans for

ocosi raFtoliBa St el ientiiatoRs). The MO DR 3 0gBT P oy s s
to decode the information, the program.causjng.the, storag ,Zg June 2003
24 Specifically, according to tﬁe present invention, there is provf?ieg an intormation



means to execute processing including a first nutual authentication step of
carrying out mutual authentication with the decoding neans andg {1003
generating a tenporary 27 June 2003 25 key, a storage step og storing the
second key, a first decoding step of decoding the first 27 June 2003 26
key with the second key, and an encryption step of encrypting the first key
with the 27 June 2003 27 tenporary kKey, and the program causing the
decodi ng neans to execute processing 27 June 2003 28 including a second
nut ual processing devicsnhaxiag first storage maeans: anditfiral decadingtmeans &or using

encrypted information, an encrypted first key for decoding the information and a




27 June 2003 29 with the first storage neans and for generating a tenporary
key, a second decodi ng 27 June 2003 30 step of decoding th%7§}jé§§ dzgey
with the tenporary key and a third decoding step of 27 Juné %
decoding the information with the first key, wherein at |east a part of the
steps are processed in tanper resistant environnent. 27 June 2003 32
Brief Description of the Draw ngs Fi g.lp illustrates an HVD (el ectronic

musi ¢ distribution) system Fig.2 is a block diagram showi ng the functional
st r uct useeond kay femMbecoeling the Gesbkey soasthdeedds theshformakiog, thei fitststoragees
transm ssion of a distribution key of the HVD service center. Fig.4

11 ust raegss tompeiRims it rahtual dithehtibtib® mdady fof cafigind\busmutide center.



Fig. Sillustrates transm ssion of a distribution key of the EMD service
center. Fig.6 illustrates transm ssion of a distribution key)ofitd@ogVD
service center. Fig.7 illustrates a user registration database. Fig. 8 is a
bl ock di agram showi ng the functional structure of a contents provider.
Fig.9 is a block diagram show ng the Lﬁnctional structure of a service
provider. Fig. 10 is a bl ock diagram Show ng the structure of a user hone
network. Fig. 11 is a block diagram showi ng the structure of a user hone
net wor lautiingication withthe Sfiust deopdiagt meansi andffor generating: 8 JRPRAYINGKEhe
contents. Fig. 13 illustrates a contents provider secure container. Fig. 14
i 11 ust rsat@fd Stofetrhédnsafoe sbinghthe secuneitey, peanridddecoditiggmedns fdrldesodiages a
service provi der secure container. 27 June 2003 33 Fig.l6 illustrates a
certificate of the service provider. Figs.17(A), 17(B) and 17(C show

handl ing policy, price information, and use perm ssion information.
Figs.18(A) and 18(B) illustrate single copy and nultiple copy. Figs.19(A),
19(B) and 19(C) illustrate handling policy and price informtion.
Figs.20(A), 20(B) and 20(C) illustrate handling policy, price information,
and use pennission information'. Fig.21 shows an exanple of the operation
of the EMD service center to collect data necessary for settlenent
processi ng.



Fi g.22 shows an exanple of a profit distribution database. Fig.23 shows an
exanpl e of a discount table. Fig.24 shows an exanple of a usek jfgeerdm@bl e.

Fig.25 illustrates the operation ofthe ENMD service center to recelive
accounting information fi omthe user home network. w Fig.26 illustrates

t he operation of the EVD service cent for proft distribution processing.
Fig.27 illustrates the operation of t EMD service center to transmt

information on contents use results to the JASRAC. Fig.28 shows the

st r uct the fust key withathet seepnéd ksydand gncryptionemeany fargnsrypting the Brstikiey. 29
illustrates a storage node of an external storage section. 27 June 2003
34 Fi g.véigh ithe usinpetray keytaidide finsidée@idiag shedrageompeiging sddomd3hutual
illustrates another storage node of the external storage section. Fig.32
illustrates another storage node of the storage nodule. Fig.33 illustrates
a storage node of key data. Fig.34 illustrates a storage anode of a storage
section. Fig.35 illustrates another storage node of the key data. Fig.36
illustrates another storage node of the storage section. Fig.37 is a
flowchart illustrating the processing for distribution of contents. Fig.38
is aflowhart illustrating the processing for distribution of contents.
Fig.39 is a flowhart illustrating the processing for transm ssion of a
distribution key fromthe EVMD service center 1 to the contents provider 2.



Fig.40 is a flowhart illustrating the operation of nutual authentication
between the contents provider and the EMD service center. Fi @74Lnd S0
flowchart illustrating the operation of nutual authentication between the
contents provider 2 and the EMD service center 1. Fig.42 is a flowhart

il lustratingthe operation of nutual au&?enti cation between the contents

provi der and the EMD service center. Firg.43 is a flowhart illustrating the
processing for registratjon of  a receiver to the EMD service center. Fig.44
i |l ust reattggmacaém meapgtfer eprryimgppt myuakbanthepyeation avith theyfiest storage | i st .
27 June 2003 35 Fig.46 is a flowhart illustrating the processing for
backup mbtamdadml fofr geherafiAlat tenmgporar§ kegr third-decoding mean$ favddrading the fast at i ng
the processing for backup of data of the SAMto an IC card. Fig.48 is a
flowchart illustrating the processing for reading backup data of the IC
card to a newreceiver. Fig.49 is a flowhart illustrating the processing
for readi ng backup data of the IC card to a new receiver. Fig.50 is a
flowchart illustrating the processing for reading backup data of the IC
card to a new receiver.




Fig.S1is aflowhart illustrating the processing in which the receiver

regi sters a subordinate recorder to the EMD service center. bhgu@2ds a ,
flowchart illustrating the processing in which the receiver receives a !
di stribution key fiomthe EVD service center. Fig.S 3 is a flowhart
illustrating the distribution key recigtion processi ng of the recorder.
Fig.54 is a flowhart illustrating the”processing in which the contents ]
provider transmts a contents provider secure container to the servjce

provi déey with the temaperary kewsrand foqurih decodinghmeent forrdreedbignthe infasmagiont he
service provider transmts a service pro~~ider secure container to the !
r ecei vewith Rheg.fi6t ksy awheesinharleastl & pattr ef ithg infoemationynocesying deessi i3g of

t he receiver. 27 June 2003 36 Fig.57 is a flowchart illustrating the

det ai | gampel RiftaRCessi ng in which the receiver receives an appropriate
sen~i ce provider secure container and carries out accounting. Fig.58 is a
flowchart illustrating the details of the processing in which the receiver
receives an appropriate service provider secure container and carries out
accounting. Fig.59 is a flowhart illustrating the processing in which the
recei ver reproduces contents. Fig.60 is a flowhart illustrating the
processing in which the r eceiver causes a




decoder to reproduce contents. Fig.61 is a flowhart illustrating the
processing for preparing a settlement obj ect of the EMD servwhrggncamizer .
Figs.62(A), 62(B), 62(C) and 62(D) illustrate exanples of credit settlenent
objects. Figs.63(A), 63(B), 63(C) and 63(D) illustrate exanples of bank
settl enment objects. Figs.64(A), 64( B),l 64(C) and 64(D) illustrate exanples
of credit settlenment objects and bank gettlerrent objects. Fig.65 is a
flowchart illustrating the credit settlenment processing. Fig.66 is a
flowchart ilAgsevding 1§ theeprssek gwtemleﬁemersrlécfégg.mgwdcrigars?nfqrm%mat es
anot her EMD system 27 June 2003 37 Fig.68 is another view illustrating a
r egi st r@bicessihg siethéd doHan iisfoamatioarprocessing desicediaving atorege ateamsiamd | i St .
Fig.70 is another view illustrating a registration list. Fig.71 is a
flo~chart illustrating the processing for holding a registration |ist.
Fig.72 is a flowhart illustrating the registration processing of the
receiver. Fig.73 is another viewillustrating a registration list. Fig.74
is aflowhart illustrating the registration processing of the receiver.
Fig.75 is another viewillustrating a registration list. Fig.76 is a
flov~~chart illustrating the distribution key reception processing. Fig.77
is a flowhart illustrating the details of the processing for encrypting
non encrypted contents supplied froman MD driver and then recording the
encrypt ed



contents. Fig.78 is a flowhart illustrating the processing in which the
recei ver reproduces contents. Fig.79 is a flowhart illustrabyngnd H3
processing in wvch the receiver causes the decoder to reproduce contents.
Fig.80 is a flowhart illustrating the processing for shifting contents
fromthe receiver to the nmenory stick, . Fig.81 is a flowhart illustrating
the processing for shifting contents ﬂ?onlthe receiver to the nenory stick.
Fig.82 is g flowhart illustrating the processing for shifting contents
from t Hecoding mgaers Sqroising cngypledenternation, apsucypied diest kgyglargleceding
flowchart illustrating the processing for slufting contents fromthe

r ecei vehetiofermeatoemany sse¢aind key.f84 desodinfy thectissttkdy boistsriat dempdehthe
processing for shifting contents fromthe nenory stick to the receiver
Fig.85 is a flowhart illustrating the processing for shifting contents
fromthe nmenory stick to the receiver Fig.86 is a flowhart illustrating
the processing for shifting contents fromthe nenory stick to the receiver
Fig.87 is a flowhart illustrating the processing for shifting contents
fromthe



menory stick to the receiver Fig.8 8 is a flowhart illustrating the
processing in which the receiver reproduces contents stored afjﬁﬂg?ggnnry
stick. Fig.89 is a flowhart illustrating the processing in uc e

recei ver 51 reproduces contents stored in the nmenory stick. Best Mde for
Carrying Qut the Invention Preferred enbodi nents of the present invention
will now be described in detail with Féference to the drawi ngs. Fig.l
illustrates an EVMD (el ectronic nusic distribution) systemto which the

pr esentinformationothei goragp imehs intladingw Enstandiugt autbenttehtion e pf camyingi s
systemrefer to 27 June 2003 39 digital data in wvch information itself
has a csittrutual ahtenticktien Mth tie dédialing M eitsSandl foreaplepdtigta weiporaier ence
to music data as an exanple. An EMD service center 1 transmts a
distribution key Kd to a contents provider 2, a user home network 5 and the
| i ke. The ENMD service center 1 receives accounting information
correspondilig to the use of the contents fiomthe user hone network 5,
settles accounts for the use fee, and carries out processing for profit
distribution to the contents provider 2 and a service provider 3. The
contents provider 2 has digitized contents. The contents provider 2 inserts
a watermark into the contents so as to prove that the it owns the contents,
t hen conpresses and encrypts the contents, then appends predetennined

i nformation



thereto, and transmts the resultant information to the service provider 3.
The service provider 3 sets a price to the contents supplied2f juri2008he
contents provider 2 and transmts the contents to the user hone network 5

t hrough a network 4 made up of a dedicated cable net<vork, the Internet or
a satellite. The user honme network S pptains the contents which are priced
and sent fi oin the service provider 3. The user honme network 5 decodes and

reprodyces the contents sp as to usge the contents, and rries out
accountieNg? SIRERERLIED A SIORNG: Ha sPeANCbtvarfiat éﬁﬁqdﬁeg sich of derodjng dhe first
transmtted to the EMD service center 1 when the user honme network S

obt ai nkeyhwithithe setnnd key, laad aceneryption stapvpl ererypting dee fiest Key with.thei s a
bl ock di agram showi ng the functional structure of the EMD service center 1.
A service provider nmanagenent section 11 supplies information on profit

27 June 2003 40 distribution to the ser~7ce provider 3, and transmts the
distribution key Kd to the service provider 3 in the case where the

i nformation (handling policy) appended to the contents supplied fromthe
contents provider 2 is encrypted. A contents provider managenent section 12
transmts the distribution key Kd to the contents provider 2 and supplies
the information on profit distribution. A copy~7ght managenent section 13
transmts information on the result of use of the contents by the user hone
network 5 to an organi zati on nmanagi ng the copyri ght such as JASRAC
(Japanese Society for R ghts of Authors, Conposers and Publishers). A key
server 14 stores the distribution key Kd therein and supplies the
distribution key Kd to the contents provider 2 or the user hone network 5

t hrough the contents provi der nmanagenment section 12 or a user nanagenent
section 18. The user nmanagenent section 18 inputs the accounting
information, which is the information indicating the result of use of the
contents by the user hone network 5, the price information corresponding to
the contents and the handling policy corresponding to the contents, and
causes a historical data managenment section 15 to store such information
An exanpl e of periodical transm ssion of the distribution key Kd fromthe
EMD service center 1 to the contents provider 2 and a receiver 51
constituting the user honme network S (later descn'bed in detail with
reference to Fig.10) will be described with reference Figs.3 to 6. Fig.3
shows the distribution key Kd held by the EVMD service center |, the
distribution key held by the contents provider 2 and the distribution key
Kd held by the receiver 5, of January 1998, for the contents provider 2 to
start 27 June 2003 41 providing the contents and for the receiver 51
constituting the user hone netrork 5 to start using the contents. In the
exanple of Fig.3, the distribution key Kd is available fromthe first day
to the last day of the cal endar nonth. For exanple, a distribution key Kd
of ~~ersion 1 having a value of "aaaaaaaa", which is a random nunber
consisting of a



predet erm ned nunber of bits, is available fromJanuary 1, 1998 to January
31, 1998. (That is, a contents key Kco for encrypting the copl fie2003
distributed fromthe service provider 3 to the user hone network 5 during
the period fromJanuary 1, 1998 to January 31, 1998 is encrypted with the
distribution key Kd of version 1.) Algp, a distribution key Kd of version 2
havi ng a val ue of "bbbbbbbb", which is a random nunber consisting of a

predet erm ned nunber, of hits, is availabl.e fromFebruary 1, 1998 to

Dby uampBary A%, acribsdeoding e one LR REPIRCBRL SyienHEaioSeBnt ent s
distributed fromthe service provider 3 to the user hone network 5 during

t hat peficartying encmymal dughanticatien avish theblirst storagsy meansand dps generating
Simlarly, a distribution key Kd of version 3 is available in March 1998. A
di stribution key Kd of version 4 is available in April 1998. A distribution
key Kd of version 5 is available in May 1998. A distribution key Kd of
version 6 is available in June 1998. Before the contents provider 2 starts
provi ding the contents, the EVD service center 1 transmts six distribution
keys Kd of versions 1 to 6, which are avail able from January 1998 to June
1998, to the contents provider 2. The contents pro~-ider 2 receives and
stores the six distribution keys Kd. The reason for storing the

di stn' bution 27 June 2003 42 keys Kd for six nonths is that the contents
provi der 2 needs a predetermi ned period iii preparation for encryption of
the contents and contents key before providing the contents. Before the
receiver 51 starts using the contents, the EMD service center 1 transmts
three distribution keys Kd of versions 1 to 3, wvch are available fi-oin
January 1998 to March 1998, to the receiver 51. The receiver 51 receives
and stores the three distribution keys Kd. The purpose of storing the
distribution keys Kd for three nonths is for the receiver 51 to avoid such
a situation that the contents cannot be used even during a contract period
in which the contents are usable, because of a trouble such as failure to
connect to the EMD service center 1. Also, the purpose of storing the
distribution keys Kd for three nonths is to | ower the frequency of
connection to the EMD service center 1 and to reduce the |oad on the user
hone network 5. During the period fromJanuary 1, 1998 to January 31, |998,
the distribution key Kd of version 1 is used by the EMD sen-ice center |,
the contents provider 2, and the receiver 51 constituting the user hone
network 5. Transm ssion of the distribution key Kd fromthe EMD service
center 1 to the contents provider 2 and the recei~er 51 on February 1, 1998
wi |l now be descri bed



with reference to Fig.4. The EMD sen~ice center 1 transmts siXx
distribution keys Kd of versions 2 to 7, which are avail abl e)fygqe Fgpar uary
1998 to July 1998, to the contents provider 2. The contents provider 2
receives the six distribution keys Kd, 27 June 2003 43 then overwites
the distribution keys Kd stored beforg tlvs reception, and thus stores the
new di stri bution keys Kd. The EMD ser ch center 1 transmts three

di stribution keys Kd of versions 2 to 4, which are avail able from February
1998 t c tapmararydoRy, arsscomd deeading stepsaf depedingsthei fiist key Wit tietBmpoRtyt hr ee
di stribution keys Kd, then overwites the distribution keys Kd stored

bef or e Kelyi and nehiegtdecodingrstept diidecatdimgthet inéomneaticghi withithe firstrkdye yehekein The
EMD service center 1 stores the distribution key Kd of version 1 as it is.
This is because the distribution key that was used in the past is to be
made avail abl e when any unexpected trouble occurs or when an unaut hori zed
action is generated or discovered. During the period from February 1, 1998
to February 28, 1998, the distribution key Kd of version 2 is used by the
EMD service center 1, the contents provider 2, and the receiver 51
constituting the user home network 5. Transm ssion of the distribution key
Kd fromthe EMD service center 1 to the contents provider 2 and the
receiver 51 on March 1, 1998 will now be described with reference to Fig.S.
The EMD service center 1 transmits six distribution keys Kd of versions 3
to 8, which are available from March 1998 to August 1998, to the contents
provider 2. The contents provider 2 receives the six distribution keys Kd,
then overwites the distribution keys Kd stored before this reception, and
thus stores the new distribution keys Kd. The EMD service center 1
transmts three distribution keys Kd of versions 3 to 5, which are
available fi om March 1998 to May 1998, to the receiver S 1. The receiver
51 receives the three distribution keys Kd, then overwites 27 June 2003
44 the distribution keys Kd stored before this reception, and thus stores
the new distribution keys Kd. The EMD service center 1 directly stores the
distribution key Kd of version 1 and the distribution key Kd of version 2.
During the period fromMarch 1, 1998 to March 31, 1998, die distribution
key Kd of version 3 is used by the EMD service center 1, the contents
provider 2, and the receiver 51 constituting the user honme network 5.
Transm ssion of the distribution key Kd fromthe EVD service center 1 to
the contents provider 2 and the receiver 51 on April 1, 1998 will now be
described with reference to Fig.6. The EMD service center 1 transmts siXx
di stribution keys Kd of versions 4 to 9, which are available from Apri
1998 to Septenber 1998, to the contents provider 2. The contents provider 2
receives the six distribution keys Kd, then overwites the distribution,
keys Kd stored before this reception, and thus stores the new distribution
keys Kd. The EMD service center 1 transmts three distribution keys Kd of
versions 4 to 6, which are available fi oin April 1998 to June 1998, to the
receiver.5l. The receiver 51 receives the three distribution keys Kd, then
overwites the distribution keys Kd stored before this reception, and thus
stores the new distribution keys Kd. The EMD service center 1 directly
stores the distribution key Kd of version 1, the distribution key Kd of
version 2 and the distribution key Kd of version 3. During the period fi
o~n April 1, 1998 to April 30, 1998, the distribution key Kd of version 4
is used by the EVD service center 1, the contents provider 2, and the 27
June 2003



45 receiver 51 constituting the user hone network 5. Thus, as the
distribution keys Kd for the subsequent nonths are distributed June 26b3ance,
the user can access the center to receive the key at user's conveni ence
even though the user has never accessed the center for the past one or two
nmonths. A profit distribution section,]16 calculates the profit of the EMD
service center 1, the contents provider 2 and the ser~rice provider 3 on

t he basi g of the ounting informat.iaon, price inforpation and handling

pol i cy 3&3%‘4 PEATEIJAP SHPS RIS PERGCESAd INJRMPREFESGUALANVEQRMESh 1 S. A nut ual
aut hentication section 17 carries out nutual authentication with the
contents prodicdending ta the presentiineentiony thise i3alan grevided dquregranm proddingpment
of the user hone network 5 as will be described |later. The user managenent
section 18 has a user registration database. Wen registration of the

equi pnent of the user honme network 5 is requested, the user nmanagenent
section 18 retrieves the user registration database and carries out
processing to register that equipnent in accordance with the recorded
contents or to reject tb~ registration. In the case where the user hone
network 5 is constituted by a plurality of equi pnents having functions to
enabl e connection with the EVMD service center 1, the user nanagenent
section 18 designates an equi pnent for settlenent in accordance with the
result of processing to discrimnate whether registration is possible or
not, and transmts a registration list prescribing the condition for the
use of the contents to the predeterm ned equi pnent of the user honme network
5. In an exanple of the user registration database shown in Fig.7, ID 27
June 2003 46 (identification data) consisting of 64 bits proper to the

equi pnent of the user honme network 5 is recorded, and in accordance with
the ID (that is, for each equi pnment having that I1D), infonnation is
recorded such as whet her settlenent processing is possible or not, whether
registration is possible or not, and whet her connection with the EVD
service center 1 is possible or not. The information as to whet her
registration is possible or not, which is recorded on the user registration
dat abase, is updated at a predetermined tinme interval on the basis of
information on arrears and unaut hori zed processing supplied fromthe
settlenment institution (e.g., bank) or the service provider 3. Wth respect
to the request for registration of an equi pnent having the ID recorded as
bei ng non-regi strable, the user managenent section 18 rejects the

regi stration and the equi pnment of the rejected registration no |onger can
use the contents of this system The infonnation as to whether settlenent
processing is possible or not, which is recorded on the user registration
dat abase, indicates whether the equi pnment can carry out settlenent. In the
case where the user hone network 5 is constituted by a plurality of

equi pnents that can reproduce or copy the contents, one of these equipnents
whi ch can carry out settlenment processing outputs the accounting
information, price information and handling policy of all the equi pnents of
the user honme network 5 that are registered to the EMD service center 1.
The information as to whether connection with the EMD service center 1 is
possi ble or not, which is recorded on the user registration database,

i ndi cat es whet her the equi pnent can be 27 3une 2003 47 connected with the
EMD service center 1 or not. An equi pnent recorded as bei ng non-connect abl e
out puts the accounting information and the like to the EVMD service center 1
vi a anot her equi pnent of the user honme network 5. Al so, the user nanagenent
section 18 is supplied with the accounting



information, price iilfonnation and handling policy fi omthe equi pnent of
the user hone network S, and outputs the information to the Qb?&ﬁffﬁ§l dat a
managenent section 15. The user managenent section 18 further supplies the
distribution key Kd to the equi pnent of the user home network 5 through

pr edet enni ned processing (at predetenpjned tuning). An accounting and
charging section 19 cal cul ates the ch%%ge to the user on the basis of the
accounting information, price infonnation and handling policy supplied from
t he hi shediboefordatoridingageomputesgeadable Psogram vatlppdspest tchan nefonmation
calculation to a receipt and di sbursenent section 20. The receipt and

di sbur sppEskinpeatvied KN isORTBHALE 3h&msand) deBodinganbahs Panlisiak ddteypteie, not
shot ~. ~n, and ‘executes settlenent processing on the basis of the

di sbursenent to the contents provider 2 and the service provider 3 and the
use fee to be collected fi omthe user. An audit section 21 audits the
validity (that is, absence of unauthorized actions) of the accounting
information, price information and handling policy supplied fromthe

equi pnent of the user hone network 5. Fig.8 is a block di agram show ng the
functional structure of the contents provider 2. A contents sen~er 31
stores the contents to be supplied to the user and 27 June 2003 48
supplies the contents to a watermark appendi ng section 32. The wat er mark
appendi ng section 32 appends a waternmark to the contents supplied fxomthe
contents sen~er 31 and supplies the contents to a conpression section 33.
The conpression section 33 conpresses the contents supplied fromthe
wat er mar k appendi ng section 32 in accordance with a system such as ATR AC
(Adaptive Transform Acoustic Coding 2: trademark) and supplies the
resultant contents to an encryption section 34. The encryption section 34
encrypts the contents conpressed by the conpression section 33, using a
random nunber generated by a random nunber generation section 35 as a key
(this random nunber is hereinafter referred to as a contents key Kco), and
outputs the result to a secure container preparation section 38. Although
in this enbodi nent, the contents are conpressed in accordance with the
ATR. AC system the conpression systemis not limted to the ATRAC system
If the contents are nmusic or the |like, a conpression system such as ACC
(Advanced Audi o Coding) or MP3 (MPEG 1 Audio Layer 3) is used. If the
contents are inmages or the like, a conpression system such as MPEG ( Mo~i ng
Picture Experts G oup) or JPEG (Joint Photographic Coding Experts Goup) is
used. The random nunber generation section 35 supplies a random nunber
consisting of a predeterm ned nunber of bits as a contents key to the
encryption section 34 and an encryption section 36. The encryption section
36 encrypts the contents key Kco with the distribution key Kd supplied fi
om the EMD sen~ice center 1 in accordance ~~~ith a coirunon key encryption
system such as DES, and outputs the result to the



27 June 2003 49 secwe container preparation section 38. DES is an
encryption systemfor processing 64 bits of a plaintext as openRle29l3usi ng
a 56-bit coirunon key. The DES processing includes a part (data stirril~g
part) for stirring a plaintext to transformit to a cryptogram and a part
(key processing part) for generatingﬁﬂkkey (enl argenent key) used by the
data stirril~g part fi~oin the commp ey. Since all the algorithns of DES
are made public, the basic_ processing of the data stirring part is briefly
descri eformatien, am erarypwd fisist keyforadgsioding theinfarmagignjand; ssesopd ke fgpper 32
bits and LO of |lower 32 bits. A 48-bit enlargenent key Kl supplied fiomthe
key prdeesdingghefirst kendola® tofdetodethe3afdrntations theysegraas causing the siodgen

out put of an F-function obtav~ed by stirring LO of Iower 32 bits is
cal cul ated. The F-function includes hwo types of basic transform that is,
"substitution” for substituting the nunmeric value in accordance with

predet enni ned rul es, and "transposition"” for transposing the bit position
in accordance with predeterm ned rul es. Subsequently, an exclusive OR of HO
of upper 32 bits and the output of the F-fiu~ction is cal culated, and the
xesult thereof is set as L1. LOis changed to H 1. The foregoi ng processing
is repeated 16 tinmes on the basis of HO of upper 32 bits and LO of | ower 32
bits, and the resultant H 16 of upper 32 bits and L 16 of lower 32 bits are
outputted as a ciyptogra~n. Decoding is realized by inversely follow ng the
f oregoi ng procedure using the co~runon key used for encryption. A policy
storage section 37 stores the handling policy for the contents and 27
June 2003 50 outputs the handling policy to the secure contai ner
preparation section 38 in accordance with the contents to be encrypted. The
secure container preparation section 38 prepares a contents provider secure
contai ner which includes the encrypted contents, the encrypted contents key
Kco, the handling policy, a signature prepared by cal cul ating a hash val ue
of these data, and a certificate of a public key Kpcp of the contents
provider 2, and supplies the contents provider secure container to the
service provider 3. A nutual authentication section 39 carnes out nutual

aut hentication with the Eh~ID service center 1 before receiving the

di stribution key Kd supplied fromthe EVD service center 1, and carries out
mut ual authentication with the service provider 3 before transmtting the
contents provider secure container to the service provider 3. The signature
is appended to the data or a certificate, which will be described | ater,
and is intended to carry out check of any tampering and authentication of a
producer. The signature is prepared by calculating a hash value using a
hash function based on the data to be transmtted and then encrypting the
hash value with a secret key for public key encryption. The coll ation of

t he hash function and the signature will now be described. The hash
function is a function for using predeterm ned data to be transmtted as an
i nput, then conpressing the data to data of a predeterm ned bit |ength, and
outputting the resultant data as a hash value. In the hash function, it is
difficult to predict the input fromthe hash value (output). Wen one bit
of the data inputted to the hash function is changed, a nunber of bits of

t he hash val ue change and it is difficult to find out 27 June 2003 51

i nput data having the same hash value. A receiver who has received the
signature and data decodes the signature with the public key for public key
encryption, and thus obtains the result (hash value). Mreover, the hash
value of the received data is calculated and it is determ ned whet her or
not the cal cul ated hash value is equal to the hash val ue obtai ned by
decoding the signature. If it is determ ned that the hash ~~alue of the
transmtted data and the decoded hash value are equal to each other, it is
understood that the received data has not been tanpered and is the data
transmtted fi oma transmtter who holds the secret key cor-esponding to
the public key. As the hash function of the signature, MD4, MDS, SHA-1 and
the like are used. Public key encryption will now be described. The public
key encryption system



uses different keys for encryption and for decoding, while the common key
encryption system uses the same key (common key} for encrypt bopufuho3
decoding. In the case where public key encryption is enployed, one of the
keys can be kept secret though the other one is nade public. The key which
may be made public is referred to as ¥blic key, and the key which should
be kept secret is referred to as secr key. RSA (Rivest- Shai nir-Adl eman)
encryption, which is typical public key encryption, will be briefly

descr i haeansHorexecuteprosessing irgluding & figd mrivad apthepdeationstegnel carryinge
found, and the product "n" of "p" and "q" is found. The | east common

mul ti ploutmwiual puthentioakidrg widh the dedodihgheghnsand forrgembeatidged tevapotarys not
|l ess than 3 and less than L and which is a prine with respect to L is
found. (That is, the only 27 June 2003 52 nunber that can divide both "e"
and "L" is 1.) Next, a multiplication inverse elenment "d" of "e" related to
multiplication using L is found. Specifically, "ed = 1 rood L" holds with

respect to "d", "e" and "L". "d" can be cal cul ated by the Euclidean
algoritlvn. In this case, "n" and "e" are nmade public keys, and "p", "Qq"
and "d" are nmade secret keys. A cryptogram C is cal cul ated by processing an
equation (1) froma plaintext M C=Menodn ... (1) The cryptogramC is

decoded to the plaintext Mby processing an equation (2). M= C'd nod n ..
(2) Although proof is not given, the transformof a plaintext to a
cryptogram by RSA encryption and decodi ng thereof are based on the Fennat's
theorem which leads to the followi ng equation (3). M= C'd = (Me)™d =
M(ed) rood n ... (3) If the secret keys "p" and "q" are known, the secret
key "d" can be calculated fi oin the public key "e". However, if the nunber
of digits of the public key "n" is increased to such an extent that
resolution into prune factors of the public key "n" is difficult in terns
of conputational conplexity, knowi ng the public key "n" alone is not enough
to calculate the secret key "d" :firomthe public key "e" and therefore
decodi ng cannot be carried out. As described above, in RSA encryption, the
key used for encryption and the key for decodi ng can be nade different.
Anot her exanpl e of public key encryption, that is, elliptic curve
encryption, wll



27 June 2003 53 be briefly described. A point on an elliptic curve "y*"2 =
Xx"3 + ax + b" is refen~ed to as B. Addition of the point on thgusd 2003tic
curve is defined, and nB expresses the result of addition of B for n tunes.
Subtraction is sunilarly defined. It is proven to be difficult to calcul ate
“n" fiomB and nB. B and nB are nade public keys and "n" is made a secret
key. Using a random nunber "r", c~yptograins C1 and C2 are calculated from

the plaintext Mb rocessi ng equatjons ( nd (5) wit he ,publi ¢, keys.
1 —he e & Storpige Yieb o Siaing the(3asond, E% 4 o Pcading stehief desSaing the Fissen o
t he plaintext M by processing an equation (6). M=ClL - nC2 ... (6) Only
the cryptogram having the secret key "n" can be decoded. As descri bed
above, in elliptic curve encryption, simlar to RSA encryption, the key
used for encryption and the key for decoding can be nmade different. Fig.9
is a block diagram showi ng the functional structure of the service provider
3. A contents server 41 stores the encrypted contents supplied fromthe
contents provider 2, and supplies the contents to a secure contai ner
preparation section 44. A pricing section 42 prepares price information
based on the handling policy corresponding to the contents and supplies the
price information to the secure contai ner preparation section 44. A policy
storage section 43 stores the handling policy for the contents supplied
fromthe contents provider 2, and supplies the




27 June 2003 54 handling policy to the secure container preparation section
44. A mutual authentication section 45 carries out nutual auRhémtei2088i on
with the contents provider 2 before receiving the contents provider secure
contai ner supplied fromthe contents provider 2, and can-ies out nutual
authentication with the user home netyprk 5 before transmtting the service
provi der secure container to the user hone network 5. In the case where the

ki ‘and \EH ORI HEFe <t R i S tRR0R JReP R LR RE Ahe il RV RS T

45 carries out nutual authentication wth the EMD service center 1 before
receiving the distribution key Kd supplied fromthe EMD service center 1.
Fig.l1Ois a block diagram showi ng the structure of the user honme nehwork S.
The receiver 51 receives the service pro~rider secure container including
the contents fromthe service provider 3 via the network 4, and decodes and
expands the contents so as to reproduce the contents. A coi nmunication
section 61 comunicates with the service provider 3 or the EMD service
center 1 via the network 4, and receives or transmts predeternined
information. A SAM (secure application nodule) 62 carries out nutua

aut hentication with the service provider 3 or the EMD sen~ice center 1,
decodes encrypted contents or encrypts contents, and stores the
distribution key Kd and the |ike. An expansion section 63 decodes encrypted
contents, expands the contents in accordance with the ATR AC system and
inserts a predetermned watermark into the contents. An I C (integrated
circuit) card interface 64 changes a signal fromthe SAM 62 to a 27 June
2003



55 predetenni ned format and outputs the resultant signal to an IC card 55

| oaded in the receiver 51. The IC card interface 64 al so chanﬁﬁw d@bgna
fromthe I1C card 55 to a predeterm ned format and out puts the resultant
signal to the SAM 62. The SAM 62, which carries out nutual authentication
with the service provider 3 or the EMD service center 1, which carries out
accounting, which decodes and encrypt%?the contents key Kco, and which
stores predetennined data such as use pennission information, includes a
mut ual tempbearyikeat iaod theguograni causing dbedecodiggmdanseto7@xecats poycggsingodul e
73, and a decodi ng/encryption nodule 74. This SAM 62 is constituted by a
single-chip dedicated I C for encryption processing, having a multilayer
structure in which an internal nmenory cell is held between dumy | ayers
such as ahuni nwn | ayers. Also, the SAM 62 has a characteristic (tanper

resi stance} such as a narrow w dth of operating voltage or frequency, which
prevents unaut hori zed data readi ng fromoutside. The nutual authentication
nodul e 71 carnes out mnutual authentication ~ith the service provider 3 or
the EMD service center 1, and if necessary, supplies a tenporary key Ktenp
(session key) to the decodi ng/encryption nodule 74. The accounting nodul e
72 generates the use perm ssion information and accounting information from
the handling policy and price infonnation included in the service provider
secure container received fromthe service provider 3, and outputs the use
perm ssion information and accounting infonnation to the storage nodule 73
or an HDD (hard disk drive) 52. The storage nodule 73 stores the data such
as the accounting 27 June 2003 56 information and the distribution key Kd
supplied fromthe accounting nodule 72 or the decodi ng/ encryption nodul e
74, and supplies the data such as the distribution key Kd when anot her
functional bl ock executes predeterm ned processi ng. The decodi ng/ encryption
nodul e 74 includes a decoding unit 91, a random nwnber generation unit 92,
and an encryption unit 93. The decoding unit 91 decodes the encrypted
contents key Kco with the distribution key Kd and outputs the decoded
contents key Kco to the encryption unit 93. The random nunber generation
unit 92 generates a random nwnber of a predeterm ned nunber of digits and
outputs it as a save key Ksave to the encryption unit 93 and the storage
nodul e 73. However, if the random nwnber is once generated and hel d,
generation of the random nunber is no | onger necessary. The encryption unit
93 re-encrypts the decoded contents key Kco with the save key Ksave and
outputs the re-encrypted contents key Kco to the HDD 52. When transmitting
the contents key Kco to the expansion section 63, the encryption unit 93
encrypts the contents key Kco with the tenporary key Ktenp. The expansion
section 63, which decodes and expands the contents and whi ch appends a
predeterm ned watermark to the contents, includes a nutual authentication
nodul e 75, a decodi ng nodul e 76, an expansi on nodule 78, and a wat ennark
appendi ng nodul e 79. The nutual authentication nodule 75 carries out nutual
aut hentication with the SAM 62 and outputs the tenporary key Ktenp to the
decodi ng nodul e 76. The decodi ng nodul e 76 decodes the contents key Kco
which is outputted fromthe SAM 62 and encrypted with the tenporary key
Ktenp, with the tenporary 27 June 2003 57 key Ktenp, Moreover, the
decodi ng nodul e 76 decodes the contents recorded on the HDD 52 with the
contents key Kco and out puts the decoded contents to the expansi on nodul e
78. The expansion nodul e 78 expands the decoded contents in accordance with
the ATRAC systemor the |ike and outputs the expanded contents to the
wat er mar k appendi ng nodul e 79. The wat ermark appendi ng nodul e 79 inserts
into



the contents a predeterm ned watermark specifying the receiver 51, and
outputs the resultant contents to a recorder 53 or a speakerzggh éfuﬁym SO
as to reproduce nusic. The HDD 52 records the contents supplie $5omt he
service provider 3. Although the HDD 52 is described as being i ndependent
in Fig.10, it may be integrally fonneg as a matter of course. The recorder
53, which records and reproduces the ntents supplied fromthe service
provider 3 to and froman optical disc (not shown) |oaded therein, includes
a recorigchglingprssdond mptualcautbentisition Sepiof@arrymg ant mutealsiushentécatioon 67.
The recording/ reproduci ng section 65 has an optical disc | oaded thereon,
and records contents to and reproduces contents fiomthe optical disc. The
SAM 66 has the same fianction as the SAM 62 and therefore will not be
described further in detail. The expansion section 67 has the sane
fi~nction as the expansion section 63 and therefore will not be described
fizrther in detail. An MD (Mni D sk: trademark) driver 54 records and
reproduces the contents supplied fi omthe service provider 3 to and fi-om
an MD | oaded thereon, not shown. The IC card 55 is | oaded on the receiver
51 and stores predeterm ned data such as the distribution key Kd stored in
the storage nodule 73 and the equi pnent |ID. For 27 June 2003 58 exanpl e,
in the case where the user wants to purchase a new receiver 51 to
substitute for the receiver 51 that has been used, the user first stores
onto the 1 C card 55 the predetennined data such as the distribution key Kd
stored in the storage nodule 73 of the receiver 51 that has been used.
Then, the user loads the I1C card 55 onto the new receiver 51 and operates
the receiver 51 to register the new receiver 51 to the user managenent
section 18 of the EMD service center 1. The user managenent section 18 of
the EMD service center 1 retrieves data such as the user's naive and the
credit card nunber used for paynment of the fee fi oin the database held in
t he user managenent section 18 on the basis of the data (such as ID of the
receiver 51 that has been used) stored on the IC card 55, and executes
regi stration processing on the basis of the retrieved data. Therefore, the
user need not carry out troubl esonme input of data. The I C card 55 i ncl udes
a nutual authentication nodule 80 and a storage nodul e 81. The nut ual

aut henti cation nodul e 80 carries out nutual authentication wth the SAM



62. The storage nodule 81 stores the data supplied fi omthe SAM 62 via the
| C card interface 64 and outputs the stored data to the SAM 6z.jufd sgo3l | is
a bl ock di agram showi ng anot her exenplary structure of the user hone
network 5. In a receiver 51 and a recorder 53 of this structure, the
expansi on section 63 of the receiver ?& and the expansion section 67 of the
recorder 53 shown in Fig.10 are not pfovided. Instead, a decoder 56
connected to the recorder 53 h ? the sane function as the expansion section
63 or tWihdhe s Yaragemeans od Tomgenariang Bdempomary ey, & segend decadiag: he
sane as those shown in Fig. 10. 27 June 2003 59 The decoder 56, which
decodes and expands the contents and Wl vch appends a predet enni ned
watermark to the contents, includes a nutual authentication nodule 101, a
decodi ng nodul e 102, a decodi ng nodul e 103, an expansi on nodul e 104, and a
wat er mar k appendi ng nodul e 105. The nutual authentication nodul e 101
carries out nutual authentication with the SAM 62 or the SAM 66 and out puts
the tenporary key Ktenp to the decodi ng nodul e 102. The decodi ng nodul e 102
decodes the contents key Kco which is outputted fromthe SAM 62 and
encrypted with the tenporary key Ktenp, with the tenporary key Ktenp, and
out puts the decoded contents key Kco to the decodi ng nodul e 103. The
decodi ng nodul e 103 decodes the contents recorded on the HDD 52 with the
contents key Kco and out puts the decoded contents to the expansi on nodul e
104. The expansi on nodul e 104 expands the decoded contents in accordance
with the ATR AC systemor the |ike and outputs the expanded contents to the
wat ennar k appendi ng nodul e 105. The wat enmar k appendi ng nodul e 105 inserts
into the contents a predeterm ned watermark specifying the decoder 56, and
outputs the resultant contents to the recorder 53 or a speaker not shown,
so as to reproduce nusic. Fig. 2 illustrates information transmtted and
recei ved anong the EMD service center 1, the contents provider 2, the
service provider 3 and the user hone network 5. The contents provider 2
stores the encrypted contents, encrypted contents key Kco, handling policy
and signature into the contents provider secure container (which will be

| ater described in detail with reference to Fig.13). Also, the contents
provi der 2 27 June 2003 60 appends a certificate of the contents provider
2 (which will be later described in detail with reference to Fig.14) to the
contents provider secure container, and transmts the resultant contents
provi der secure container to the service provider 3. The contents provider
2 al so appends a certificate of the contents provider 2 to the handling
policy and signature, if necessary, and transmts the resultant information
to the EVMD service center 1. The service provider 3 verifies the received
certificate of the contents provider 2, obtains the public key Kpcp of the
contents provider 2, and verifies the signature of the received contents
provi der secure container. After succeeding in verification of the
signature, the service provider 3 takes out the handling policy fromthe
contents provider secure container and generates price information based on
the handling policy. Further, the service provider 3 stores the encrypted
contents, encrypted contents key Kco, handling policy, price information
and signature into the service provider secure container (which wll be

| at er described in detail with reference to Fig.15). Also, the service
provi der 3 appends a certificate of the service provider 3 (which will be

| ater described in detail with reference to Fig.16) to the service provider
secure container, and transmts the resultant service provider secure
container to the user honme network 5. In addition, the service provider 3
appends a certificate of the service provider 3 to the price information
and signature and transmts the resultant information the EMD sen~ice
center 1. After verifying the received service provider secure container,

t he user home



27 June 2003 61 network 5 can-ies out purchase processing based on the
handl i ng policy and price information included in the secureyggieaigagr. The
user hone network 5 selects a purchase node fromthe handling policy, then
generates portable use perm ssion information, and generates and saves
accounting information correspondi ng %yereto into the storage nodule in the
SAM The use permi ssion information IS saved into an external nenory of the
receiver together, with the encrypted contents and the contents key which is
decodedteeal deceding yhe dustiken wév&he@ynp@a% key andea flaigd dgepdingnstep of
accounting information is encrypted and signed at predetermi ned timng, and
is transmtted to the EMD service center 1 together with the handling
policy and price infonnation, if necessary. The EMD service center 1

cal cul ates the use fee based on the accounting infonnation and price
information, and also calculates the profits of the EVMD service center 1,
the contents provider 2 and the service provider 3. The EMD service center
1 conpares the handling policy received fi omthe contents provider 2, the
price information received fromthe service provider 3 and the accounting

i nformation and handling policy received fi omthe user hone net<vork 5,
and audits whether there is no unauthorized action in the service provider
3 or the user hone netivork 5 such as tanpering of the handling policy and
appendage of an unfair price. Al though the nonencrypted handling policy and
price infonnation are transmtted in Fig.l2, such infonnation nmay be
encrypted before transmssion. If the information is encrypted, the safety
agai nst attacks from outside of the systemis inproved. 27 June 2003 62
Fig.13 illustrates the contents provider secure container. The contents
provi der secLUe container contains the contents encrypted with the contents
key Kco, the contents key Kco encrypted with the distribution key Kd, and
the handl uig policy and signature. The signature is data obtained by
encrypting, with the secret key Kscp of the contents provi der 2, a hash
val ue generated by applying a hash function to the contents encrypted with
the contents key Kco, the contents key Kco encrypted with the distribution
key Kd and the handling policy. Fig.14 illustrates the certificate of the
contents provider 2. The certificate of the contents provider 2 contains

t he version nunber of the certificate, the serial nunber of the certificate
allocated to the contents provider 2 fi oin an authentication station, the
al gorithm and paraneter used for the signature, the nane of the

aut hentication station, the expiration date of the certificate, the nane of
the contents provider 2, the public key Kpcp of the contents provider and
the signature. The signature is data obtained by encrypting, wth the
secret key Ksca of the authentication station, a hash val ue generated by
applying a hash function to the version nunber of the certificate, the
serial nunber of the certificate allocated to the contents provider 2 fi om
the authentication station, the algoritlun and paraneter used for the
signature, the nanme of the authentication station, the expiration date of
the certificate, the name of the contents provider 2, and the public key
Kpcp of the contents provider. Fig.|S illustrates the service provider
secure container. The service provider secure container contains the
contents encrypted with the contents key Kco, contents 27 June 2003 63
key Kco encrypted with the distribution key Kd, handling policy, price
information and signature. The signature is data obtained by encrypting,
with the secret key Kssp of the service provider 3, a hash val ue generated
by applying a hash function to the contents encrypted with the contents key
Kco, contents key Kco encrypted ~ith the distribution key Kd, handling
policy and price information. Fig.16 illustrates the certificate of the
service provider 3. The certificate of the service provider 3 contains the
versi on nunber of the certificate, the serial nunber of the certificate
allocated to the service provider 3 fi oman authentication station, the

al gorithm and paraneter used for the signature, the naive of the

aut hentication station, the expiration date of the certificate, the nane of
the service provider 3, the public key Kpsp of the sen~ice provider and the
signature. The signature is data obtained by encrypting, with the secret
key Ksca of the authentication station, a hash val ue generated by applying
a hash function to the version nwnber of the certificate, the serial nunber
of the certif Gate allocated to the service provider 3 fi o~n the

aut hentication station, the algorithmand paraneter used for the signature,
the nane of the authentication station, the expiration date of the
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Figs.l7(A), 17(B) and 17(C) illustrate the handling policy, price

i nformati on and use pennission information. The handling pol ReVufd2@317(A))
hel d by the contents provider 2 is prepared for each contents and indicates
avail abl e use itens to the user hone network 5. For exanple, the handling
policy of Fig.17(A) pennits the user Rheone 27 June 2003 64 network 5 to
carry out reproduction and nultiple copy of the contents, but does not

permt single gopy.. Figs. 18(. an B) illustrate single py .and

ol 11 pi ety bt R wRO Rt e stiere & bhenaprt ol PRtseare r om
the contents in the case where the use pennission condition is purchased

wi th r epeessed an taraperoresistant engironmieah copy permission is provided in the
use perm ssion information. However, as shown in Fig.l8(A), further copying
of the copy cannot be carried out (or is not pennitted). Single copy is
preparation of one copy fromthe contents in the case where the use

perm ssion condition is purchased with respect to the contents for which
copy pennission is provided in the use perm ssion information. In the case
of the single copy, too, further copying of the copy cannot be can-ied out
(or is not pennitted), as shown in Fig.l8(B). The service provider 3 adds
the price infonnation to the handling policy (Fig.l7(A)) fromthe contents
provider 2, as shown in Fig.l7{B). For exanple, the price in~onnation of
Fig.17(B) indicates that the fee for reproduction of the contents is 150
yen and that the fee for nmultiple copy of the contents is 80 yen. Although
not shown in Figs.1l7(A) to 17(C, the price information of single copy
represents the fee for each copying. For exanple, for copying three tunes,
the fee three tunes that for single copy is to be paid. The contents for

whi ch. mul tiple copy or single copy is permtted are [imted to the contents
in the case where the use pennission condition is purchased wth respect to
the contents for which copy pennission is provided in the 27 June 2003 65
use pennission iiifonnation. The user hone nefi~~ork 5 stores the use

perm ssion information (Fig.l17(C)) indicating the use itemselected by the
user fromthe available use itens (Fig.17(B)) of the contents indicated by
the handling policy supplied fromthe service provider 3. For exanple, the
use pennission information of Fig.l17(C) indicates that the contents can be
reproduced for use and that single copy and nultiple copy cannot be carned
out. Figs.19(A), 19(B) and 19(C) illustrate the handling policy and price
infonnati on in the case where the contents provider 2 adds the profit
distribution infonnation to the handling policy and where the service
provider 3 adds the profit distribution information to the price

i nformation, conpared with the exanples of Figs.17(A),17(B) and 17(C) . In

t he exanples of Figs.19(A), 19(B) and 19(C), in conparison with the
exanples of Figs.17(A), 17(B) and 17{C), information is added which
indicates that the profit of the contents provider 2 is 70 yen for
reproduction of the contents and 40 yen for nultiple copy of the contents
(Fig.19(A)). Moreover, as the profit distribution infonnation, information
i s added which indicates that the profit of the sen~ice provider 3 is 60
yen for reproduction of the contents and 30 yen for nultiple copy
(Fig.19(B)). The price is 50 yen for reproduction and 80 yen for nmultiple
copy, simlarly to the case of Fig.l7(A). The anount (for exanple, 20 yen)
obtai ned by subtracting the profit (for exanple, 70 yen) of the contents
provider 2 and the profit (for exanple, 60 yen) of the service provider 3
fromthe price (for exanple, 150 yen) 27 June 2003 66 is the profit of
the EMD service center 1. The EMD service center 1 can calculate the
profits of the contents provider 2, the service provider 3 and the EMD
service center 1 by obtaining the handling policy, profit distribution rate
and price information via the user honme network 5 as well as the accounting
information (Fig.19(C)) indicatv~g the result of use of the contents by the
user hone network 5. Figs.20(A), 20(B) and 20(C) illustrate the handling
policy, price information



and use permssion information in the case where a plurality of nodes are
set for the use of contents reproduction. In the exanple of kg, , In
the service provider 3, unlimted reproduction, reproduction |lunited by the
nunber of tinmes (in this exanple, 5 t%ges) and reproduction lunited by date
(in this exanple, until Decenber 31, 98) are set for the use of contents
reproduction, as the handling policy and price information. In the case
where the user selects the reproduction limted by the nunber of tinmes of 5
SO as to use the contents, when the user has received but has never
reproduced the contents, a value of "5" is recorded as the val ue

cor r es pRAES PesdriptionfithéDraki@d by the nunmber of tunes of the use

perm ssion infonnation for the user hone network 5, as shown in Fig.20(B)
The val ue COR{.

es; [ i . [ ny;: tunes is
decr enent ed eé%f@ﬁgﬁﬁggﬁﬁﬁﬁ§@§#éﬁ?g%gﬁﬁﬁgggfgégﬁgﬁgggg@%?ﬁ%n t he user hone
network S. Faor exa e, after the contents are reproduced t tunes, the
value i s dechidate '1906( digeram sEawipe ttfw Ifﬂp@t.@mlé)t&cwretqf@mﬁfvﬁﬁ service

corresponding to the Ivnitation by the nunber of tunes becones "0", the
user hoeantercintbe HIMDhsystemger can reproduce and use the contents. 27 June
2003 67 Fig.21 illustrates another operation of the EMD sen~ice center 1 to

col I ect neceERea3 ylluhttates wansheission it diptribueivni ey dfitanHM® savicndehtdi ovi der
2, the service provider 3 and the user hone netvork 5. The contents

provider 2 tF%gtﬁ mﬁﬁra?&%ﬁr&ggrsﬁgﬁ‘quedistrrﬂ’ﬁiti%hrl&&iﬁﬁrt%lﬁ?@W?i&%eﬂ{eﬁ he

nai ve of the tents provi the contents of an

entitled organi zat,i on correspondi ng. t e contents. | d t he bank account
murber Cof 1 PEt ol braeSfrhGTRBRE  RalstinEPdiesite EMPGe e #8Eane ont s
provi der managenent section 12 of the EMD service center 1 receives the
contents pr obig@illusesites transnpissigntod a distyibugiondeyi afdhe BMDcssivisgtoenierovi der
regi stration data, the contents provider managenent section 12 of the EMD
servi ce centPBig.liljwsirated & asarargesttasioprdavalehse. | D, then registers the
contents provider registration data together with the contents provider ID

to a profit PigSBA RYIdcRMi hﬁ%@ﬁﬁin%aﬂﬂ fuh&inal §Pudaite FTAoRRings frofideder | D

to the content's provider Z. The contents provider 2 receives and stores the
contents proyj Vi . ~=} . t ] ~] - Vi der
regi strati o(rjligq&ac'jﬁatS Arré}ggﬁt%a%ﬁ fn[ ér%lcebgvr%g eOM%Hgéglég@p@ge tﬁ)?gigfbd!é‘fg?%?%e
contents I D gnd _the n ccount nunber, of the service provider to the
EVD servi ce ElEndBrs fﬁﬁ%%&%é@m%ﬂ&eﬁtr%ﬁw& rfeWier MG BYTWPTKof the EMD
service center 1 receives the service provider registration data. Having
recei ved t heFigeddiise hledk dingrameshpwingtheosirusturg, oftahases dvomecretprooki der
managenent section 11 of the EMD service center 1 generates service

provi der | D Bigd 12ritlostrates comentednd inompationdacohipangiigthessnvéms. provi der

3. The service provider 3 receives and stores the service provider |ID. 27

June 2003 68Fiy.“?3 ?ﬁ@ﬁra@@c&ﬁérﬁ@?&v@d&rs@&&@cbﬁtaﬂﬁf regi stration data nade
e an

up of the nai of the user he bank account nunber of the user to the
EMD ser, ~i cepcenj, en The ~Nn el ner ection 18 of the EMD service
center 1 rec ]icg\'/iém'#ifaﬁeégrceﬁg%?Pgﬁ%&?" at” Prsolylé(iﬁrhg received the user

regi stration_data, the user managenent section 18 of the ENMD service center
1 gener at es Figel5 flystuatesp spryee provider seepreceptangrat i on data together ~ith
the user ID, and transmits the user IDto the user home network 5. The user
home network S receives and stores the user ID. Fig.22 shows an exanpl e of
the profit distribution database held by the profit distribution section 16
ofthe EMD service center 1. In the profit distribution database, data
indicating the profit distribution to the entitled organi zation
corresponding to the contents ID are stored. The data indicating the profit
distribution to the entitled organi zation corresponding to the contents ID
shows the rate of profit distribution to the entitled organization which is
generated when the contents corresponding to the contents ID are used by
the user. In_the exanple of the profit distribution database of Fig.22, if
the contents having the contents ID of 1 are provided to the user fromthe
service provider 3, 10%

=




of the profit generated fromthe use of the contents by the user is
distributed to the entitled organization. Simlarly, with re%)?&ﬁ %(ﬂ)ft he
contents having the contents ID of 2, 20% of the profit genera e Yyt he
use of 'the contents by the user is distributed to the entitled

organi zation. Fig.23 shows an exanpl e,.of a contents use fee discount table
stored in the profit 27 June 2003 distribution section 16 of the EMD
sen~ice center, 1. In the contents Sﬁ fee.di scoynt table, the contents |ID
and the di @Ed&llhﬁtf@t%aﬁﬁﬁlﬁ%eéé ¢ SeTVi¢RPIREEC or r espondi ng to the
contents provider ID are stored. In the discount table, information on the
period-dur iFi%s.\W(ADI, IT((B)obimbng) sheove handhng ipotiad) priceinfetinatibe, sidousel. The
use fee of the contents which has the contents ID of 1 and W uch is

suppl i . Em% ts provider 2 having the contents provider ID of I
is di ?ggla{rl\%sggh y 2% tdr?png the period fi oin Septenber 1998 to Decenber

1998. The e f ft nf.ents which has the cqontents I D of 2 and which
is suppli eﬁgﬁ-dgféa@négfﬁ(@tlyuﬁramlﬂ @Wa%‘?‘ﬁﬁ“ﬁﬂl?ﬁc%?ﬁ)ént s provider ID
of 1 is discounted by 3% The use fee of the contents which has the

contents | Figs HO(ADhEN(R) awdi 1 2(G@hdlustiattrhasdsog poliey aidgpnicémfoonatons
provider 2 having the contents provider ID of 1 is discounted by 1% The
use fee of pibe200AY20@B WNEROMCPilhlierat@RARATISg hBlieY, PriédthfdRngHohSand

supplied fromthe Contents provider 2 having the contents provider ID of 2

is di 0 .yse fee of the contents which has the contents ID
158 W iilseidn teborhiof?

of 1 I's “supp fromthe sen~ice provider 3 having the service

provider IDQ.0f 1 is discounted 3% The usge. f t he contents i ch has
Phe. cont entSEI4) Siows an@xamle o-tfih%ea?ﬂaﬁl@a GHihe FMBbsccs eatg galisct 3
havi ng the service provider ID of 2 is discounted by 1 % Fig.24 shows an
exanpldatoheeaessary for settefrent pabéesswigich is stored in the accounting al gid
chargi ng section 19 of the EMD service center 1 and in which the use fee of

the EMD serpigcx slesweanextiniplercfpprdfitdistritutititdatabasd.or ed. The nont hly
fixed rate in the user's use fee table represents the anmount of fixed use

fee which tﬂgfﬁgﬁowsge&%g%}%agfﬁgmstabpe.t he EMD service center 1 every

nonth. The v e rate represents e discount rate of the nonthly fixed
rate during..a det ermi ned period which.is especially determ ned by the
END ser vi c%&&?“{g‘?"%@%ﬁ? Ty Féa@i‘:’the nmonthly fixed rate in the
case where the use fee including the contents use fee is not less than a
pr edet er mi r%g-?aﬁq@hmr.atfr&fh@meéaaw heE Mk seryige eenfert ofreeeivaIHICEOBRBIE | n
Fig.24, the nonthly fixed rate is 1,000 yen and the nonthly fixed rate is
di scoumforthdtjort Gl thé ngert hemparetedrk.

ﬁig.26 illustrates the operation of the EMD service center for profit distribution
processing. )

Fig.27 illustrates the operation of the EMD service center to transmit
information on contents use results to the JASRAC,

Fig.28 shows the structure of still another embodiment of the user home

network 5.

Fig.29 illustrates a storage mode of an external storage section.



from August 1998 to Septenber 1998. In the case where the use fee including
the contents use fee is not |ess than 3,000 yen, the nonthlysfipggtbhg@ate is
di scounted by 5% The contents use fee is calculated fromthe profit

di stribution database or the accounting information, and the discount
amount based on the discount table is subtracted fromthe contents use fee.
The use fee of the EMD service center3¥ stored in the user's use fee table
is added to _the resultant amount, thus calculating the user's use fee.

Fi g.25 il uSig3 dlustradenpeteragomade ofia svege mmadwle. center 1 to receive the
accounting information fi oin the user hone network 5. The nutual

aut hent i catFim B fRistites dn6thel BROrEdOnfRIcVo theCBRbMial Stdrage secisnit mut ual
aut hentication with the user honme hetwork 5 and then shares the tenporary

key Ktenp. [ n I encryp t h ccounty i nformation and,
i f necessar%%%#gﬁﬂ%g??ﬁﬁg%’\gfis@gﬂf {W%héfstgﬁﬁ?%%gt%éﬁﬁgi’l%?y key Ktenp, then
appends the_signature data there to and transmts the resultant information
to the EVD B33 dlusteatesp storagpanedeef kemdat@ent section 27 June 2003 71
18 of the EMD service center 1 verifies the received signature data. If

there is noFigadddtusihtes hstm&ge medegfastiragestetion. 18 decodes the recei ved
accounting information with the shared tenporary key Ktenp and transmts

the decodedracsounidiifiel hOMIRLIRTas hddieofiRIy agh, data managenent

section 15. e user managenent s ron 1 cerves the distribution key Kd
fi omthe ke tver 14 encrypis the djstgibution key .Kd with the shared
temporary k %é‘ ,tr‘%ﬁi‘)@'ﬁﬁtg‘%ﬁ Tagy i %{@z?tséofarg@r HONand prepares
registration information fromthe user registration database, The user
managenent Ee37 sha fowehant llustratingghe proekssing fan dismithgiorncaf eprtepgt.ed wit h
the tenporary key Ktenp, the signature data and the registration

i nf onnat i onFigo3 &iis & dlovpcterrt ilhapabing the psetdssaipfir distritigiosef chaeatnet wor k
5. The preparation of the registration information is as described with

reference tpig'r:'é%s% Mchéﬁ'ilﬁs(?fa?in‘#tth!s g%ﬂes@ﬁxg%?ﬁ‘ah%ﬁﬁ’ssﬁ%ﬁéf%is{ﬂbﬁ%@i .

If it is determned that settlene to be~execu e historical data
manag n i 5 transnits eqreceived accounty ng information to the
profit | épﬁfﬁfﬁ Emﬁssghﬁgr?@ﬁ“atgo ﬁﬁ%%’ﬁn‘grpéﬁé’ﬁj?gt he received
accounting Lnformatjon and.handling policy.to the accoynting.and charging
section 19)#*&-1‘8(5 ’ér%é?\"c P’é‘tﬂll‘i”d{ﬁt%@@@ﬁ%’r?nl‘#t IEHF"&E PH&@S“‘P%BOB tween
charged and the ampunt to be paid to the contents provider 2, the service
provi die @nsentstivovideD andrthe servicelcante| f . The accounting and charging
section 19 calculates the anount to be paid by the user and transmts the
i nf onnat i onFig4 1 fvea flewehatt iduetratirgthe dpeptiorsefahiiarl 8Gthehtieatien depieamnd

di sbursenent section 20 communi cates wth an external bank, not shom and
eXeculips otéhtdPibBlider 2 and the EMD service center 1.

Fig.42 is a flowchart illustrating the operation of mutual authentication between
the contents provider and the EMD service center.

Fig.43 is a flowchart illustrating the processing for registration of a receiver to
the EMD service center.

Fig.44 illustrates a certificate of a SAM.

Fig.45 illustrates a registration list.



27 June 2003 72 processing. In tlus case, if information on unpaid fee of
the user is provided, such information is transmtted in the27 oune2003
settlenment report to the accounting and chargi ng section 19 and the user
managenent section 18. The information on the unpaid fee is reflected on
the user registration database and w,]| be refen -ed to at the tune of
subsequent user registration processﬁﬁg and settl enent processing. The
equi pment capabl e of settlenment in the user home network 5, w vch has
recei ved t HagdiGsisrai flowichartulystxatieg the prasgssingor hackupnebdatayofithe SdMmp and
havi ng the signature data appended thereto and the registration

i nf or pEAC camdat es the registration information which has been stored,
and verifies the signature data. After that, the equi pnent decodes the

di stributi . ' ] t e Ay stg Abption
key Kd st Oﬂg%st&ﬂ%&{c@g@@@u%ﬁgﬁﬁ?éﬁﬁ%gﬁ%sﬁhgr}gﬁggyp I ‘gfld%t?oocfg@ign‘%m
section, and deletes the accounting information in the storage nodul e.
Fig.260ﬁnﬂﬂéﬁa@ies the operation of profit distribution processing of the
EMD service center 1. The historical data nanagenent section 15 transn vts
t he accountHiggt8 Bfofloaichart iilosirating tge plozessing for oéadingthackap Wata by thée
user, the handling policy and the price infonnation to the profit

distri ird LbGBce On the basis of this infonnation, the profit
distrggﬁ%yoﬁoéggé$bncf' 5a|cu|ates the profits of the contents provider 2,

t he service..prvi degy 3 and .t.he ervice provg der nespectjvel and
tranem ¢ s dHE-AOsafareBAtBSrate 3% Fiostildor shadingRRER datfofiné
sectign 11, the contents provi der nmanagenent section 12, the receipt and
di sbud€eeasdttosereWaaCEYERNd t he copyright managenent section 13. The
recei pt and di sbursenent section 20 27 June 2003 73 conmunicates with an
ext ernal bdijg,50eta Abowhartatldseatag tkes psadeisbmpeior rpadiagdsickgp dbe ofehei ce
provi der nmanagenent section 11 transmts the information on the profit of

the sgrVvifd B PHEWGEcSiVep the service provides- 3. The contents provider
managenent section 12 transmts the information on the profit of the

contents prRyide . i . 2. - . I j . udits
the val i d dytort PHEIRsbaf RSk FHbE e BIRS s indWicR P ke PEReLAERISEAE T g
policy sypplied from.the ﬁ§¥ﬁ nt ofthe user home network 5. Fig.27

i | | us@rsybosdinate gerqrder it &?ﬁé@&lﬁﬁgenwrm ch the EMD service center 1
transmts the information on the result of contents use to the JASR AC. The
hi stori cal Kigt® semflgwebart dlastrating 1he pregassingsin whichcthsuiscehvgrira¢eivast i on
indicating the result of contents use by the user to the copyright
managardisfritagtién Rey HbrantHe BMIpsavide chigér.i buti on section 16. The profit
distribution section 16 cal cul ates the anobunt charged and the anount to be
pai d to tneidASRAGo@EKart IRREANE th@ﬁiétﬁf)ﬁfiﬂﬁkb9E‘eéeﬁatﬁd?ﬁgfo%%@éiﬂg oFHe

di sbur senent “section 20. The receipt and di sbursenent section 20
coiruggéﬁg%gtes wi th an external bank, not shown, and executes settlenent
proce . The copyright managenent section 13 transmts the result of
contents u by the_ user tao.the JASR AC. Fig.28 sho he structure of an
embodi ment 98- Y46 A SeWhara e et E’%chﬁéﬁngﬁ%’fqé\é\ﬁéi‘%%@@%$ PEQIFFET ed
and encrypted contents to a nenory stick, prevention of an unauthorized
act i oteansants asentents providar ectwye mpniaiochty theesaryheginayidisvi ce. Porti ons
simlar to those of Fig.10 are denoted by the same nunmerals and will not be

27 June 20Q8g 45 1apflowWdarf m&h@tingﬁhéﬁraﬁéssiﬂghi:w-ié’@ thé Berviée ?%ﬁder

interface 64 and the I1C card 55 are not shown.” A nenory stick 111 | oaded in
the r i ] i {cl control block 121 for
cont rgllgaﬁsﬁg{ssgéFégéee §*c9{1ﬁ§98%{]1}?8%§§}a§{r]éf%de{h% %ggﬁgg'd an ui fornation storage
bl ock 122 fqr actually storing the contents. The control ock 121 is
consti t ut ed'18y %lSH HEWE buat«,ratleatfba aPeOUIY MG REQGES NG dE&SsIVEE, having
a nultilayer structure in which an internal menory cell is held between
dummy | ayers such as alum num |l ayers. The control block 121 al so has tanper
resi stance such as a nan~ow wi dth of operating voltage or frequency, which
prevents unaut horized data reading fi om outside. The control block 121

i ncl udes a conmuni cation section 131, a nenory




controller 132, a mutual authentication section 133, an encryption section
134, a storage section 135, a decoding section 136, a randomnuHeeinos
generation section 137, and a data check section 138. The conmuni cati on
section 131 receivers the encrypted contents, or encrypted contents key Kco
fromthe receiver 51. The connunicatbﬁn section 131 also transmts the
encrypted contents or encrypted contéents key Kco to the receiver 51. The
menory coniroller 132 writes,. the encrypted.contents or encrypted. contents
oy Keo' 1 oEie, §2a5 5, TOMEah MRS G DE T30k S0 FEOPF It b RO e
storage bl ock |22. The nmenory controller 132 also reads out the contents
wr i t trereivier trieeeivies canmapproprsatersegech| proiided?seomte aampaines dndecawrgseats t o
t he conmuni cation section 131 or the like. The nutual authentication

secti Oﬁﬁﬁn arries out mutual 27 June 2003 75 authentication with the
mut ual authertication nodule 71 of the receiver 51 by nmutual authentication
processi ng,.. apgd .aft er t ual.., aut hent i,cat,i on rates the t.e rary key
o Lo BEifadS o ftowaiat diditiating: S ety AP RS TuBRstsing 4R URc fhe the
receiver 51. The encryption section 134 once encrypts the contents key Kco
decodredehiert e etieasoai rappseptiatensersgenpravidere seave cantaiceaend aamriesuppt i es
the encrypted contents key Kco to the nenory controller 132. The decodi ng
sect i gotohdgingecodes the contents key Kco encrypted with the tenporary key
Ktenp or the contents key Kco encrypted with the save key Ksave, and

supplies t i I

communi cat | B 2B oneha MR 1R e SRR KPR Bl Al Rr b2
Ksave and the check key Kch which have a val ue proper to the nmenory stick
111 (994e0YSs, a different value for each nemory stick 111), and supplies
the keys to the encryption section 134 or the decoding section 136. The
st orage anBip60fs aHtowcharadgdusteattngtheip®ogissingin whichrthbedceiverieausds ani t h
reference to Figs.34 and 36. The random nunber generation section 137
generdémried to appryduvendmaitennsi sting of a predeternm ned nunber of digits,
which is a necessary key for encrypting inside the nenory stick 111 the

contents o izﬁ?g ?ﬁsgée ggﬁ&gaammﬁgaggg & gééﬂgﬁﬂﬁegﬁﬁn' Alsetidhe A oBeef 29€

bl ock 122 ed. T a che 8 cOnpares a
pr edet ex i check value (data for check) stored in the storage section
135 a‘#ﬁthgﬁg@s\?'gﬁﬁg ‘%P!tj?fr edet enni ned data stored as key data 143, thereby

checki ng eth t.he cant ke co.and use perm ssion i nformati on stored
Cnihe | SHEsbUAoGa R, bAIS) ﬁﬁéié(ﬁ)t@wég@t%%aw 99 Oh £F %é@ﬁiqlaﬁﬁbred
or not. Also, when shifting the contents stored in the information storage
bl ockolfig@tsor when witing the contents into the information storage bl ock
122, the data check section |38 generates a predeterm ned check val ue and
stores it FigstéBA) 6B, $3¢C) and 8H(DY idustrdter sxdmhplesséObagke settbakedl?2 is
made up of a general - purpose non-volatile nenory which enables electric

rew igtyiagisOf storage contents such as an EEPROM (el ectrically erasable
progra&na%[e read-only nenory), a flash nenory, or a ferroelectric nenory.

In the infannatj g K a.data.retrieval table.l4

dent 11 cat 1,040 BABIS R4 R St SHDI RS Eabipifs ot dedie shmtemgnt
non- encrypt ed gata 145 are stored. In the data retrieval table 141, data

i ndi Pﬁ%ql}fb apksettleanent obieetsimt i on stored as the key data 143,
encrypted data 144 and non-encrypted data 145 and the recor ding positions
t her eof arBigsébied flodschart illuistratirfg theet ¢rediti settiement prodetRingdat a i ndi cating
whet her the contents of stored information have been encrypted or not is

stor ed. - ASF{gige key M ehdd HusthRifpHeTir kaelifdh BBk | D and use

perm ssi on ormation are store or each content tored”as the encrypted
data 144. JThe,.st.orage node..of key data 143 will be described in detai
with ref eré&@?ﬂ@ug?ﬂgsﬁog?ﬁf%ﬁﬁ)%#ﬁ% encrypted data 144, the encrypted
contents are stored. As the non-encrypted data 145, the non-encrypted
contents and the use pennission information thereof are stored. The
receiver 51 of Fig.28 has such a structure that a nmenory stick interface
112 and an external storage section 113 are added to the receiver 51 of
Fig.1O The 27 June 2003 77 nmenory stick interface 1l 2 changes a signal
fromthe SAM 62 to a predeterm ned format and outputs the resultant signa
to the nmenory stick 111 | oaded in the receiver 51. Also, the nenory stick
interface 112 changes a signal fromthe nmenory stick 111 to a predeterm ned
format and outputs the resultant signal to the SAM 62. The external storage
section 113 is made up of a general - purpose non-vol atile menory for storing
the contents key Kco supplied fromthe S AM 62 and for outputting the
stored contents key Kco to the SAM 62. The storage node of the externa
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The SAM 62 of Fig.28 has such as structure that a data check nodule | 14 is
provided in the SAM 62 of Fig.l O The data check nodule 114 20wa 293

pr edet enni ned check data stored in the storage nodule 73 and a hash val ue
of predetennined data stored in the external storage section 113, thereby
checki ng whet her the contents key Kc% and use penni ssion information stored
in the external storage section 113 dve been tanpered or not. Wen
shifting the contents stored_on the HDD 52 or witing the contents to the
HDD 52, t h&igi&Bds enethernvaw Wlustratiggpiegisseationpligidet enni ned check val ue and
stores it to the storage nodule 73. The storage node of the external

st orage seFig 69 i hdother vieavilhetrdeiagra legistidtidn lisf erence to Fig.29. The
storage area of the external storage section 113 is divided into a

pr edet enni r d ot - Fi 9, it is divided into
five key dg?gﬂgﬁgtéﬁgdférlﬁ%ﬁﬂﬁﬁ%&@hﬁ%gﬁ%ﬂ&@ E%tl’z exanpl e, two sets of
contents k o, contents | D and usge pennission informtion c~,6 be stored.
One set of Hﬁ)ﬁﬁéﬁtﬁsﬁ%’? aﬂzhugtsaana@@espm%@g m&ﬁngamgaﬁaatwehst-
penni ssion infonnation stored in the key data bl ock coi Tespond to the
contents stig.da iem flonerchibR iHAstping thededistration posdessing dfxhe\éoeiver he
contents corresponding to the contents key Kco, contents |ID and use

perm ssi ongg rQBka| MGy ; - i he former half of the key
dat a bl OckPH@.Z?;@?EP?&I“&%F%]ﬁ%ﬁ?ﬁ@?ﬁa&ﬁﬁﬁtfb&ﬁﬁ1 fromthe HDD 52, the
contents k o, contents .I.D and u er.m ssion i nformatign which have
been st or e B ke FEMRERT URsRRRnY The R MR BroBS o LBE HeeiRe0  hat
no contents_ key Kco and the Ji' ke are stored in the forner half of the key
dat a bl ock Fag.7ads enether view Ylustrating asfegisteatianplistat i on, the contents key
Kco and the like are not stored in the latter half of the key data bl ock 3
of Fi g.29. Fig.§636 a flowshastilastrhtng the dixribotien dkkytrbeestion Eg@cemmgl e 73 in
the case where the user hone network 5 has the structure shown in Fig.28.

The storag@igr il K i | I he
FiggJus Eﬂ?ﬁréﬁarl:ﬂllﬁhsﬁ@tl?F‘Pl&@éet‘éﬂ’éb eftl ?%%S%Eﬁ%g#% IP] 6n

key data bl oCks of the external orage sectio

refer Fi J I EJ ret f er..the
ccoudtopted s b oBt HAVIXEINRE AR (b R Fne R AT ror
exanpl e, the check value 1 of the storage nodule 73 is obtained as the data
checkSPREMS 114 applied a hash function to the data of the key data bl ock
1 of the external storage section 113 (that is, contents key Kcol, contents
| DI, use p&ig/84s aflowgharhdlustrating the pregessingdn whuelrthegepcirnr reproducesse
perm ssion information 2). S>jnilarly, the check ~~alue 2 is obtained as
t he dedmtemibeck nodul e 114 applied a hash function to the data of the key
data block 2. Simlarly, the check value 3, check val ue 27 June 2003 79 4
and check Ve 79 i§ aGRIWESAP MudtPatimietheProdddst Hcﬁ,thg?é/cé?g%@cﬂs%ﬂbé and
y

key data bl ock 5, respectively. That i's, if the hash val ue tal ned

appl yhéé’(ﬂiérr}g &gf&%%dgg&ﬁt%ﬂtio the key data block 3 is coincident with the

check val ue e seen that the contents key KcoS, contents IDS and
use penni ssi g i.nformation 5 stor.ed L\n t he kgé gg_t%igl ock 3 have not, been
tanpered. OH-PRdS & HeWchardlusirating the PROcRsS tSRmE e9ntapt fForythene
hash function to the key data block 3 is not coincident with the check

val ueregeiver tosdhehpemorgsticked t hat any of the contents key KcoS, contents
| DS and use pernmission information 5 stored in the key data bl ock 3 has

been t aﬁpeFl?.SlSis acRotihantitlokiratihp ebe piGceabitigeforishiftiify EnBAts f6fl fHeANnt
storage nodul e 73 of .

receiver to the memory stick.

Fig.82 is a flowchart illustrating the processing for shifting contents from the



the SAM 62 and are difficult to read out by an unauthorized access from
outside, tanpering is prevented. Therefore, the contents key2Kgghefopsed in
the receiver 51 of Fig.28 and the contents stored on the HDD 52 have
extrenely high resistance agai nst unauthorized actions. "Fig.31 illustrates
anot her storage anode of the externa% storage section 113. In the case of
Fig.31, the external storage section P 13 stores check val ues correspondi ng
to the key data blocks in addition to the sets of contents key Kco,

cont e REECIVEY %@W@élwwﬁt@gi on information. For exanple, the check value 1
of the external storage section 113, shown in Fig.31, is a value which is
obt ai ned byFigi88rignt flogvchant illustratibg she procssingefatahifttipecdntentiufren fife
applied a hash function to the data of the key data block 1 of the external

storagg%cjg@t{oo&ejlh%n{&l&a&ic?(s, contents key Kcol, contents |ID1l, use 27
I'n

June 0 pérm ssio ormation 1, contents key Kco2, contents ID2 and

use perm ssj.on information 2) wth the check. key Kch,stored in fhe storage
modul e 73 ﬁa-%ﬁﬁi%éowawﬁﬁétrﬁ%&@ee PEPG&sBingctos; Shifting comtents ﬁpw,tshq he

check value 2, check value 3, check value 4, and check value 5 con-espond
to t hendmprydstick bd dokrexeikary data bl ock 3, key data block 4, and key data
bl ock 5, respectively. Fig.32 illustrates the storage node of the storage

modul e 73 iR ﬁSBeisC@ﬂév&Mh@.ﬁeilllhbﬁaﬂﬁg&hé‘ﬁi‘@cd@@ﬁa\gofd? sﬁiﬁﬁfgné&ﬁeﬁ&fﬁﬁm%% of

Fig.28 and ere the external storage section 113 has e storage no of
Fig.3 . .e 73 of Fig.32 stores the check key Kch in

addi thﬂgpg ?ﬁ@gg@?égf’&%é ksu of the receiver 51 (user), the accounting

i nformation, the saye key Ksave and fhe distribuytion key Kd. That is, if
the hash v%‘%@r%dﬁtaaﬁﬁ@@%@i]t lilplﬁtrytmgt wrmﬁmaﬁ%ts%bﬁmgocqmnt@e@oaatbp bl ock
3 of the external storage section 113 is coincident with the val ue obtained
by dewweinoyy shek thdlukreceliver 3 of the ea-ternal storage section 113 with the
check key Kch, it can be seen that the contents key KcoS, contents |IDS and
use per ni sgig!87 Rfofloaichan iHustrang thé Ercsd&sif@f&%haftMgO@dfnténﬁsf fioiethe
external storage section 113 have not been tanpered. On the other hand, if

t he hﬁﬁ&néQ Eﬁcl?Fé?%é‘?éjceWerapp! ying the hash function to the key data bl ock

3 of the erna orage section 113 is not coincident with the val ue
obt ai ned by..degodi t he ck valye 3 of t.he.external storage segtion 113
W th the cliePoees e MEsttatie HisotesRing i i resReANET EaOOHESS Koy
KcoS, contents IDS and use pennission information 5 stored in the key data
bl ock contsmts gloreddn thameyneragiiclsect i on 113 has been t anper ed. 27 June
2003 81 In the external storage section 113 shomin Fig.31 and the storage
nmodul e 73 JhgR9 im aFflpvahart elimstratthghithd proeessase in heluch théirgeeiz@r and 30,
since the check values are stored in the general - purpose nenory which is

| ess expodices cbhifthts Beored i ehe iphéiyadtickrenory, the receiver 51 capable of
storing the check val ues corresponding to a | arge volune of contents can be
reali zed i nexpensively. The storage node of the key data 143 will now be
described with reference to Fig.33. The storage area of the key data 143 is
divid i Nt o,a.predet erm ntunber of key data blocks. (In Fig.33, it is
di vi d@%si E}t‘%d? ﬁ&@%?gh%@%ﬁlﬁl%ch key data bl ock is capabl e of
storing, for exanple, two sets of contents key Kco, contents |ID and use

per m ssi on Prefasresiembedimaatssafithe present inventionwiltaow berdesaribed in dethilis e
perm ssion infonnation stored in the key data bl ock correspond to the

cont entith sdfereateas theelrandngpt ed data specified by the contents ID. Wen
the contents corresponding to the contents key Kco, contents ID and use

erm ssi on gk hf I [ r i I . e ke
fat o bl ook e LEEfrafe AREMDNIECRARE b ottt Gl oh @Pwbid giee 1Y
contents k Kc contents I and use perm ssi,on i nfornmati on which have
been: BT eBEImYFrtion Panrticd, A GmteRE GayTited T msere 1h TS SYRPB B4 ¢ hat
no contents key Kco and the like are stored in the latter half of the key
data bl ock 4 as shown in Fig.33. -



Fig.34 illustrates the storage node of the storage section 135 in the case
where the user home network 5 has the structure shown in Fi g228und 603
storage section |35 stores the secret key Ksu of the user, the save key
Ksave, the check val ue 27 June 2003 82 con-esponding to the key data

bl ock of the key data 143 descri bed v§§I1 reference to Fig.33, and if
necessary, the accounting information.” For exanple, the check value 1 of
the storage section 135.is a,value ich is obtained as the data check
secti dhgligltad%tﬁﬂni%‘ac mﬁywatmmtﬁ%lﬁ\f{]aé aopstainpalus. Heeeipafierdhe coPsuNS 1 of
the key data 143 (that is, contents key Kcol, contents |IDl, use permni ssion
i nf or mn¢ egplained ovitlerdferdery tsandsicadats astan dxagnpled A ENIEY sérsfdecsenter 1
information 2). Simlarly, the check value 2 is a value which is obtained

as th ; Sect] ' CL 1 tQﬁﬁﬁ he
key d 3{%*1%’?'5% E %g‘&l %?%tollngﬁ%ﬁ%t ﬁ’gﬁ) (lg hg%kn?% Eﬁg dgf" g’n% hgﬁléfégn‘%/cr;ﬁ% e csc))%]r]%s pond
to the kﬁg dgﬁaﬁggﬁgk 3.and key.data block 4,.respectively. ThaH&YS’ if the
hash JhE liEeodhs B?Wdﬁ?)f’??tﬁél TRRPINES RCGAREINEIRLQENAtRN kRIFCSRANOIBBARK 3

of the key data 143 is coincident with the check value 3 of the storage
sect i dhe 185 pfithe camtebts Femthehser homecwetivank S, ketylek@oSounisnoe thes usOfeegnd
use permssion information S stored in the key data block 3 of the key data

143 hang ofricReqit proveesia _-f@Pfcrf& @ishsbutién do 6%15 ddMtemNasSprovidere2 i ned

by applying the hash function to the key data block 3 is not coincident
W th . y/ e 3, it can be detennined that any of the contents key
KcoS,%ggﬁ?gﬁgévvgé%énd use permssion information 5 stored in the key data

bl ock 3 ha een tainpereq. Simlar..to the case of the receiver 51, since
the check v %@nf@ptst"ﬁf@\ﬂ&%rr%hys digitized ganignis. The eontents preyIdero) Hiperts

section 135 of the tanper-resistant control block 121 and are difficult to
read euwabgrmaarkundatther cotdntcsesas 1o provetthatithe itaopesithg cententsyghend.
Therefore, the contents key Kco and contents stored in the nmenory stick

27 Junensedsés3 ahdlefirypty tBE dunten®)ithefedppdhiddpredieteriined mdahfation
unaut hori'zed actions. Fig.35 illustrates another storage node of the key

o b Bt e T it et o

corresponding to t _ on to the sets 'of contents

value 1 of TREoRB)CRRINEHES BROR RS (0 ot Fppligh FATRe Conktiai noa

by encryptjn a(ﬁalue th&%ned as the data check sectjon_ 138 applied a hash
f unct PRV réh@n Heaswntscthe qangentsita the asrr hoare networky thaough angtmesk | s,

contents key Kco 1, contents ID 1, use permission information 1, contents
key Kdobadean efiasletivhted dableengtmrorksticomtentedonat savellitd. wit h t he check key
Kch stored in the storage section 135 and having the value proper to the

nmermory sti CRhédder Hahereiwoek Stdlitainzhbeleoeontd Ihiah waé pricefahdrsent fforam
that of the check key stored in the storage nodule 73 of the receiver 51.)

1 5 S e OO s

respectively. =Fig.36 jllugstrates the storage,node of t st arage,section
557 §baRdo Lise e dhinten{s, a0 ot iioms MeSupliRd caREatine btbribtipa SBidineg. o5
and ~here the key, data 143 of the nenpry stick 111 has the storage node of
Fi g. 3Dy thecacaawniing setrangnitigh to theiEVEk senvaee sentes londher theyuserthame
addition to the secret key Ksu2 of the nmenory stick 111 and the save key
KsavenefWwatk Ssobtainstthe distsibutivinileeyoKidafroadthy EMID! servige teatérakh function to
the key data block 3 of the key data 143 is coincident with the val ue

obt ai ned byg; | ctkhﬁ tﬁﬂ:’tﬁ'{% dat a
143 with t?lpég%feggiﬁg)ey gﬁﬁﬁtﬁggﬁnggﬂggﬁcqﬁ% e con(?feﬁ{esEﬁ@%%\gg?
contents, 10S ggd use en.aission i nf or mat j.on ﬁ st ored .i the.ke% dat a, bl ock
3 of Pﬁ@tqzﬁy ServicePERNIder Bianggement sserien. | 1 smnlies dnfermition onirofite
hash val ue obtai ned by applying the hash function to the key data bl ock 3
of the key data 143 is not coincident with the val ue obtai ned by decodi ng
the check value 3 of the key data 143 with the check key Kch, it can be
determ ned that any of the contents key KcoS, contents |IDS and use

perm ssion information 5 stored in the key data block 3 of the key data 143
has been tanpered. In the key data 143 shown in Fig.35 and the storage
section 135 shown in



Fig. 36, since the check values are stored in the general - purpose nenory
which is | ess expensive than the tanper-resistant nenory, th27 ere@003stick
111 capabl e of storing the check val ues corresponding to a | arge vol une of
contents can be realized inexpensively. The processing in the EMD system
wi |l now be described. Fig.37 is a flgwhart illustrating the processing
for contents distribution and reproduction in this system At step S 11,
the cqontents provider managenent sectjon 12 .,of the, END seryic enter 1

t r ansStE bR dPcthe; SpTvICs PIaYyase3 #nd ﬁ@l@@ﬁf%ﬂ&%ﬁ%m ksy Td o e
contents provider 2 receives the distribution key Kd. The details of this
pr oc esaivige prioviiddre3 tetherdase wheae dre infomatede (leadingpdlfoy ) hppended to thie
Fig.39. At step S 12, the user operates the equi pment (for exanple, the

recei ¥ghtedds Qﬁllggicgd %xﬁoﬂlet élﬁ]t@ﬁf%rkpm%eﬂ‘?tiﬁ%'élﬁ)téﬂq A%xﬁé@%?ﬁg@%er

equi pnent of t user hone network 5 to the user 27 June

managenent section.18 .of the sen~i.ce,.center. 1. e details of. th

o0 SEPIRESEDt SEEGR g AR e arser BRHOR Ked K itoAbE cpBldie BrdvideRe

f1 owchart of.Fi%ﬁfS. At step S 13, the user managenent section 18 of the
EVMD sandisuppkesiths informiatienjoasprofit distribationuthenpyught managamentsectionr hone
network 5 as shown ili Figs.40 to 42, and then transmts the distribution

key Kdi3 tenishftse fifopiiaitionadn thegessleof HS1ef the carttits By tHéesethindpsBvaigkt wor k
5 receives this key. The details of this processing will be described |ater

W th e i \ >

cont ar RS EEnk Al QWA Royiche 38ch 8 JASIRAT, (Tpaddi® SEGURPfor, |,
cont eqt. rqvi der secure contai,ner..to the service vider 3.,.The details
of "t nRaZR o8 Aathiog Fompes R eaatiblishet) o AN STy ot 1 SRS thE distB o har
of Fig.54. At step S 15, the secure container preparation section 44 of the
servi gé}’ iebtheden and sapphies thetdistridmtionckeypKel/fiote acontente providerr 2eer the t he
user hone network 5 via the network 4 in response to the request fromthe

user theerchoratwetwobk STheowd tid coméntsiprovider meai Aintsnt peoden I2ng abdr be
described later with reference to the flowhart of Fig.55. At step S 16,

the aaeeiBb(REHLA T8 Ofhé RSet AEARARANUON B8 SAPIECheOMoRRAINT T NO.

The detal s the accounting w ater th reference to the

fl owc . Fl Q158. : A7, t.he,. [ r 0 he contents..by the
equi pHERtmghiop, 8 s the HBhuadhinditauhE e (SR GHRE BN o o

pr ocessi w il be ge cribed later wwith referencg to the fl owhart 8%%

Fi g. 78SCIMBGIRGHAFIROTK R, theqRrdss iRtprmation egrresRonding dathe soptentsand @ikcr ypt s
and then transm ts the handling policy will now be descn'bed with reference
t o t hbandlang hpelicyf corresponding 2003he6 contene]. and seegesSal histericadndeatat s
provi der managenent section 12 of the EMD sen~ice center 1 transmts the

di st rianagemekegetidon d St foestomnsisol mformuiioer 2. At step S22, the service
provi der managenent section 11 of the EMD service center 1 transmts the

di stributi &E¥n IS SR L The: ]&ﬁqg I

subsequent%glteps lgg??tf?gh%gé&?s s.%ﬁ‘?ﬂ?gﬂ{%‘gsgﬁ}gbﬁ| g § s?glfp‘)%E 2to S
17 of _Fig. 37 and,thgrefore wll t sbe described. further.in,detail. Fig.39

o o stk hnter s Bt nrev Bt 2Ang HRSEIET B cobtiRRipEbE B hameng 1o

step S 11 of _Fjg.37 ang step,S21 of Fig.38, vl _wyvch the END servjce_ center
1 traRekWar -‘td@?%n 5@ I@rﬁl%@f}m@lf ererceckhFigl Q) Wﬁﬁ\hedémzutmddwnth whi ch
the contents provider 2 receives the distribution key Kd. At step S31, the

nut uatefarariverifigs & foob. dagii shrows thef distrébiElan key W d hekkby ¢hie ENdBr sérerceout

mut ual authentication with the nutual authentication section 39 of the

cont egdritep!l PQHéj&fstrﬁbutTBﬁ ké??lﬁ!de ?g ‘r?fle EBh&n@?g@\ﬁd&UQ hgathe AidtABul F)ﬂr I ng

will be described later w r ence to F 0. When 1t 1s confi d by

t he t.ual t henticationcpr ssin t the contents providetr 2 is_a 1
val 1 ok B R oF o TRty Ji9%B, o7 ShE RO MOV B ¥ir3s of
the contents provider 2, at step S32, receives the distribution key Kd I
transmtted fromthe contents provider nmanagenent section 12 of the EMD

service center 1. At step S33, the encryption section 34 of the contents
provider 2 stores the received distribution key Kd. The contents provider 2
thus receives the distribution key Kd fromthe EMD service center 1.

Simlarly, in the case of the processing of the flowhart shown in 27

June 2003




87 Fig.38, the service provider 3 as well as the contents provider 2
receives the distribution key Kd fromthe ENMD service center 2% Jhhd20030h t he
processing simlar to that of Fig.39. The nutual authentication processing
at step S31 of Fig.39 for confirmng the absence of so-called disguise wll
now be described with reference to eéﬂnples in wvch one coomon key is used
(Fig.40), two conmon keys are used (Fi'g.41 ), and public key encryption is
used (Fig,42). Fig.40 is a flowhart illustrating_the operation of mutual
aut heproviding theanterts anddortheraceiaridrranstituting hecisesmonge BetwWark Tiht ent s
provider 2 and the nutual authentication section 17 of the ENMD service

cent efstakt udhigtiedpmtemenon key and DES as comnmon key encryption. At step
S41, the nutual authentication section 39 of the contents provider 2

gener at es - hi, : . g i tion
35 my bo daifeaxpaiESEripe R St LETRAPY (Y4Bl BERSER, HOR ORF

aut henti cation sectjon 39 of the cqntents provider,. 2 engryp t he random
b 0 6 Jast Ny 1t the SalandPE meghn Lor s aRlers distribytippgcey( fﬁ%eofgﬁ%rrswﬁ i on
section 36 may be caused to carry out encryption.) At step S43, the nutual
aut herlt ihagingra satné oof 3aasdadea"covlieht 5 @r oadtan Autbzersoonsistihg efica ypt ed
random nunber Rl to the nutual authentication section 17 of the EMD service

cent e ddetimdePnintber b BitELis ahil bl Poh J%ﬁhh%l SEPIE &3] :Hua‘?% 31hq 9BRD
servi ce center 1 decodes the received random ninber RL wth the pre-stored

como ey.Ke. At st h al t hent i i eckion 1? of .t he EMD
cor v abELix &contgh KBy eo 58t bRy AE ORRAEAeRBuRSE Hof M pBiviley

step $46, ., the nutual au henticatiﬁn section 17 of the EMD service center 1
repl a®EQVIASE 3 tp-the ysephemeonetyak b dymag he- perod Araiprdanuwerel, R9P%0 t he
randon1n:;2;§ R2, and thus g;neh;hfsﬂcongaten?iegHE%;5~R2. It %;Aiggbe

not ed Jah H 1298 ésentiyptéd wi e distsbofioRikeynd dt dfaverkiom Ir s
concatenation of A and B (i.e., mbit Bis connected to the | o~er side of

n- bi t distibusidReteit Kd( 6f Fhrshdri 2)havihg H €duSbf "bbbbbBBbUalvhash IeAtriagdbihPn

section 17 of thé EMD ser~~ice centér 1 encrypts RIH-~R2 with the common
key K I . -hent | ; ti f the
b s SrTed ettt of s FRedtiBomih Miser 0PI LEBIHE FER Ehuafy 0

provi 2. ste 4 h tual autheniication section 39 of the

cont eﬂ?? 8&0@%?@2&@%5 Pl 899&8‘?%91% f;af tei‘lmﬂ’i%“%%%i"?]ﬁ%t%% Kc.
At step S50, the nutual authentication section 39 of the contents provider
2 chedigtributed fipar thspsasvics prryMerct tq the urse bome ratwvorks dumng shatipariodat es
the EMD ser~~ice center 1 as a valid center if R1 His coincident with the
upper iSénbiypsed Rith the ditrithetiomkelpKdofrbensidh 2.)g8nmailatlyga atistsibayiomditey | f
the generated random nunber R 1 His not coincident wwth the received R 1

H th&PogeReGbAB fNsaildble RONIaiRhl1 958 ar/e digtribitiitnke WK & ofdehsionls the
mut ual aut hentication section 39 of the contents provider 2 at step S51

gener -Al & 0 skt 3 . hgahikcat i on
secti %ﬁgﬁﬁ%ﬁﬁ t llllc%?ﬁ%n? (glgprovtll e?e@ﬁ%cﬁ%fé@gﬁﬁ)ﬁ%g?\\;%&g%&n %@@032?832- bi t
rando urmber .R2.0on e upper sjide and. sets the erated random nunber R3
on thex ﬁbsmﬁugwaépya%@@fgféﬁgpatée@ NG R3. At step S53, the

mut ual authentication section 39 ofthe contents 27 June 2003 89 provider
2 encrypt s Baferethecenndentsqeroriderr3startsiprotisling the aokepticha EMP sagicet
step S54, the nutual authentication section 39 of the contents provider 2

t r ans geter 1 ieargneity sikelisteibitRincksisddd BZ vefsoni ol td6, whidloareaitailablé fafri on
section 17 of the EMD ser~~ice center 1. At step S55, the nutual

Concat Sty PR TR, 1998, 1d B EUMCIN KrG0igder 2 ST FBRERES phifier s v
D11 o BRCaiTeS AELBERs BOALARIPBIORACYTRA. e JBEHLIAT LGFIES R G GO 5

provider 2 as a valid provider if the upper 32 bits are coincident with the
random nunber R2. |f the upper 32 bits are not coincident with the random
nunber R2, the contents provider 2 is regarded as an unaut horized provider
and the processing ends. Fig.41 is a flowhart illustrating the operation
of nutual aut hentication between the nutual authentication section 39 of the
contents provider 2 and the nmutual authentication section 17 of the EMD
ser<~ice center 1, using two common keys Kc 1, Kc2 arid.DES as conmon key
encryption. At step S61, the nutual authentication section 39 of the
contents provider 2 generates a 64-bit random nunber Rl. At step S62, the
mut ual aut hentication section 39 of the contents provider 2 encrypts the
random nunber R1L with the pre-stored common key Kc 1 using DES. At step
S63, the nutual authentication section 39 of the contents provider 2

e " e - R —a M . A~ e a A2



27 .June 2003 90 decodes the received random nunber R1 with the pre-stored
common key Kc 1. At step S65, the nutual authentication sect2Ppmnk2008 t he
EMD service center 1 encrypts the random nunber RL with the pre-stored
common key Kc2. At step S66, the mutual authentication section 17 of the
EMD sen~ice center 1 generates a 64-Dbi.t random nunber R2. At step S67, the
mut ual aut hentication section 17 of ﬁﬁe EMD sen~ice center 1 encrypts the
random nwnber R2 with_the conmon key Kc2. At step S68, the nutual .

aut hekeys Kid for sheanonths 1y that thacontents groviderceneeds a predgtermined period
encrypted random nunber Rl and random nunber R2 to the nutual

aut hepyi peeidrafion foF ieBBryfticH of fiee confennd androvtitdafs ey Béfort pRoPRlng tthe

mut ual aut'hentication section 39 of the contents provider 2 decodes the
receivggu%ﬁpdonlnunber R1 and random nunber R2 with the pre-stored conmon
key KES! ‘step S70, the nutual authentication section 39 of the contents
provi der 2_checks, the decoded random nupber R1l, and aythenticates the EMD
sen~i ce cemedpre the raceixer @ lceattsrusing phejcondeniseithe MR sarvisR ceatfioh
nunber Rl generated at step S61. (i.e., random nunber Rl before

encr yptanemits flfre&distsibudion keye Kk, versiorisVD toe v indecle ant ewvailabke fiegar ded
as an unaut hori zed center and the processing ends. At step S71, the nutual

aut heﬁaﬁ&aggi EDSSﬁPMaﬁBh 3998f td N FRBIRAISL . PTRY Ir8ELiver sm%?;awés Lhg sfigegded
m numnber 2, t I

rando R2 wth the compn key Kc 1. At step S7 e nutua

aut henti gatiopn section 39 pf, t contentsqprovid transmts t

encry e doRtdEker RA, The PSS RERLGhE The AisFBRCH Ky s forne
mut ual . aut henti catjon section 17 of the END service center 1 27 June 2003
91 dedlrgesmenthsrisdor theirecpirim hiereeideuch asituptiondhanhthe cantents canmotst ep
S74, the mutual authentication section 17 of the EMD service center 1

aut hebeiuseteyenhdurtiog aenintrapt periddrinAvhrhatheadomentsare dsable, bebaustecbded
random nwnber R2 is coincident with the random nunber R2 generated at step

S66 ( irctible 5@6K Q8 ARSO FhiRet 5 ShEEMBDEroite: cdritest 1€ 186 08RIirpRISBE

nunber R2 is not coincident with the random nunber R2 generated at step
S66, . . ' ' d -unau ' ' d
the pPREUEEThE Wbl Yey, K3 R BERC Y JHTRLIME FHE BEAVGANS] o7

of mut ual aut henti cati.on, between the tual authentj catipn section 39 of the
cont e ROuNESRT deuthe EIND SRV ine Centeral e 5ivcn tae lead nheciset horeRp
service center 1, using elliptic curve encryption of 160-bit |ength as

publ i oekegrkedcryption. At step S81, the nmutual authentication section 39 of
the contents provider 2 generates a 64-bit random nwnber Rl. At step S82,

t he nut ual Dattimgthe patiodrremclanwardd, dO%8he Fontaentd, 1968| des dRdttibatisni ts a
certificate (obtained in advance fi omthe authentication station)

i ncl uglep® d b vemito U5 e d B¥ KO EMDAsh Ideec e PR WHRREnt R brotidelr gg a{fﬁte ual

aut hent1cation section 17 of the EMD service center 1. At Step S83,

nmut uakhépé&qu‘{’jhfﬁ%ﬁﬁﬁ?@?égrgt“fsgf%{ﬁeé?e%‘éfr vice center 1 decodes the

signature o e receive I ca encrypted wwth the secret key Ksca

of the authentication station), wi.th th lic, k ca of the

Ut hent | oot AR oD AL The oAb Bon ey <8 Aromh MY evags taiter 1 to the

aut hentication section 17 of the EMD service center 1 thus takes out the
publ i cortentKprevider 2rand the wenesver dYiomeFebruary k,hk®%38awill nop7 bg descabed 92
val ue of the nane of the contents provider 2, and al so takes out the public

key Kpdth RifefdireadRiglt SThé BWIDederdicersenitee] priintits dikdigeibutivhkayisqdder 2
W uch are stored as a plaintext in the certificate. If the certificate is

t he vali t § S, A a i i | t Si ure
of t nGf O5rARR A8 Towhidk e el Bl i iRy 1 oRE% Jy, 1981 OEE |
val ue of the nang of t contents provi der 2.obt ined(gy ecodi pg w be
coi nc PABIRNIHPERVIORE 2py ?&Oﬂwltkyi’ég"’@lert Ee%\ﬁ?%ﬁ'{esmﬁr SirHupion EF&S’? as a
plaintext in the certificate and the hash val ue obtai ned by applying the
hash function to the nane of the contents provider 2. Thus, the public key
Kpcp is authenticated as a valid key that has not been tanmpered. If the

si gnature cannot be decoded or if the signature can be decoded but the hash
value is not coincident, the public key or the contents provider is not
valid. In this case, the processing ends. |If the authentication result as
being valid is obtained, the nutual authentication section 17 of the EMD
service center 1 at step S84 generates a 64-bit random nunber R2. At step
S85, the nmutual authentication section 17 of the EMD service center 1
generates concatenated Rl ~~R2 of the random nunber R and the random
nunber R2. At step S86, the nmutual authentication section 17 of the EMD
service center 1 encrypts the concatenated RL ~~R2 with its own secret key

Ny - e oa . - P e— o o T L - - . o o — Y o T .



27 June 2003 93 encrypted with the public key Kpcp, and the certificate
including its own public key Kpesc (obtained in advance fromtyhgne 2003

aut hentication station) to the nmutual authentication section 39 of the
contents provider 2. At step S89, the nutual authentication section 39 of
the contents provider 2 decodes the sjgnatwe of the received certificate
with the public key Kpca of the authentication station that is obtained in

advange, and_takes,ouf. the public y,Kpesc Srom.t he certifcate if, the
cor ¢ | e e RenuTEs the dist Rk K RS Hefpte s BReBBOhpRd Tt ot soa
and therefore will not be described further in detail. At step S90, the
mut uatheane wehsirdatiamkeysKidonI'l3o EdDr sesvicogentard tranunitethizedbistothesiare
concat enat ed R1~~R2 encrypted with the secret key Ksesc of the EMD service

cent ekeys KW bfvédsforiPlo 4, diclKass avalbitle fafin Febsbsy SBB tcﬁ\gﬁ‘l §p98%b the

mut ual "aut hentication section 39 of the contents provider 2 decodes’ the
concapenated Rl ~~R2-encrypted wath its o ublig k Kpc Wi 3t S own
secr ol 2peRYED STy TREFGRHeT, AL hapiye Wi, ke st RhBERey K S ltigh The
contents provider 2 conpares the concatenated Rl ~~R2 decoded at step S90
wi t h everwoirsatherdistabution keys Kat stosed heforeapi Soeceptinn, and tews slosesthe he
EMD service center 1 as a valid center if both are coincident with each

ot her neW disatibuion dkegs Kd. (The EMDservice eenrntlestoies ther digailagibrakeaKd

i nappropriate center and the processing ends. If the authentication result
as bei o LSt o ) . . , o
cont ogr SeEAon a8 IGJ8; FTHIEds bE <k SheisGithiteRl R riie? i B8 st Iy
step FS}Q% thg rmtgab authenti cation zfg&%i?o% 39 of the éontents rovi der 2
27 Jul:P5dHade 4 vaLARl eI n B WReXRSS Ubesoggursax Wieh athutiarier

obtai ned at, step S90 and t he generated random nunber R3. At step S95, the
nut uaRcoR e genewated or sbsaqvsredo of the contents provi der 2 encrypts the
concat enated R2~~R3 with the public key Kpesc obtained at step S89. At step
S96, the mbDuahg the penod fedimdiebsaatyi il 998 tofFebmeary @&, 4908, threddisttdbutibn
transmts the encrypted concatenated R2~~R3 to the nutual authentication

secti RBy K/d 8 veRGoR s SREVHAhe ENATS sérvicdd ceifteP] I8E conféhtEpiéder 2, and

aut hentication section 17 of the EMD service center 1 decodes the encrypted

it R ] . At st S98, th t |
concal RN ST ES M Be IR RpISSe, A Step 08, the mia
o e Pt o o AR e R B g T e

random nunber R2 before encryption). If not coincident, the contents

provi gentents prougsr danddeaigceivep oo Marehds d9P8avillpew bielesenbed witly
ends. As described above, the nutual authentication section 17 of the EMD
servi ceferamteeto Figafid The EMilhatrvace bemter daramsmsesix distrdoutidn kepgs Kahofnt s
provider 2 carry out nutual authentication. The random nwnbers used for

Mut uakeAibAEBith GA4IIHBh A& aVigiPsbla Frd MR PIFE Yo Keult PIIB WO IR chitents |
effective only for the processing subsequent to the nmutual authentication.

B A R4 07 R AR S °

registratian tqQ the user na nt secti.on 18 of the EVMD service center 1.
At st EYCRVEL]S t%,e ‘%ﬁ%ﬂ AP e}g?T{Eﬁgtormg%egqméﬁmeggmeegfl\;ﬁps gfores the
determ nes, whet her a backup IC card SSis |loaded in the receiver S 1 or
not. hewidistrihwtimekeysied. {IhetEMVHQ seraueaipenter ¢ aransssts thréodstrbteomkeys f t he
receiver S1is changed to a newrecei~~er S 1, and the data of the

ori gi Kal of aeetivak Htd 5, whichr £1@ 4 @ilabae i QVakéle 1998kPM 4y §998, & theo as

to hand over the data of the original receiver
receiver 51, The receiver 51 receives the three distribution keys Kd, then overwrites



S 1to the newreceiver 51), the processing goes to step S 102 and
processing for reading the backup data stored on the | C card233uh&2003
executed. The details of this processing will be described later with
reference to the flowhart of Fig.48. O course, to execute the read
processing, it is necessary to store4t4he backup data onto the IC card SS in
advance. This processing will be described later with reference to Fig. 46.

If it |s detennined at step, S 1Q1 that.the backup 1 G card SS is _not | oaded,
the prtbee&ﬂrﬁa%%i% gtdegtogfig@floxq thiscpeasption, A T apTes, difomeMont | on
nodul e 71 of the SAM 62 carries out nutual authentication with the nutual
aut herdibirasution keys K riTHFEMDtsbeviEd/Berster tidire otlyrsteres the distribuneorskey Bal
transmts the certificate to the user managenent section 18 of the EMD

Ser Vi G5F ASIH 1 dnd THe BiAHbOAB KEAKADIRPGBAZ,NO TS similar to e

processi ng descri eference to Figs.40 to 42 and therefore will not

be describ further in t ai Th i ficat i ,ited fi. omthe SAM
85 to the uoBFGIRE pered radMesth 1o 1895 ta e 1L ABE echipuib R Ky op s
103 includes the data shown in Fig.44. The certificate transmtted fromthe
SAM 6 Kt adf versionicisurseddiyhihedEMIh aervade center ér thefdonsands pfovider 2pmeéths
provider 2 shown in Fig.l4, but further includes data indicating whether it

i s depegéier SURUhsangine theSiddrdiomenetwdbrissep S 104, the SAM 62 transmits
the informati on of the settlene~it institution such as the 27 June 2003

96 user's . i
managonent - CoSEPERcIpY Rt MSiphABn kTR Fotn 45 ERMEBerul et dedfer R the ot on
section 61. At step.S 105 the,usesr. nanagenen ctjon 18 of t MD
Sorvi TSIV 2 pal Bhe FeReIVR oI PRgrmel be 1998 Sull Aot Be destmbs & ety 7 on
the basis of the received ID of the SAM 62. At step S 106, the user
manageawerense ¢o Fog 618The EMD savpicsecenter] drasanits stkedistmbutean ks Kat of he
SAM 62 having the received IDis registrable or not. If it is detennined
that tveesioAM $2ovivhic bee aeadabledfrob i Apiikdio98r ﬁ)bSe?tefnﬁl&rpI@E&Sﬁi tlge goes
to step S 107 to determ ne whether the registration of the SAM 62 havi ng
the r i g w } i Jod thal ki ep S
%tc}(éﬁt‘g provider® Th%géo]fﬁttéﬁ% ﬁ@vﬂfer%’}cce‘wed hel six Qﬁétﬁmghpgogeys RS

107 t hat registration o SAM 62 having the recelve not " new
regi stratioQn, the proe. i oe tep .S 08, At st S 1 t he user
mnagehenovsu e MR bERE KA SOFR DR T mis e flho i thud, e
registration,, retri.eves t er istration daf abase. on, the_ basis, of the
r ecei iiE e dléﬁabw%gpx% P<§1 ?ﬁ@? EMEXseawicei cspterr) ranpifs shresr GisHipytion has a
structure, for exanple, as shown in Fig.45, including a registration

r ej ectheys Kd af viensionadi tagh Wikichare tavail abler froomAgeird 98 seduned 998, 6 thére END
service center 1 has rejected the registration or not, a status flag

i ndi catetceiyer5¢. UBlee raprivdri dnrelceiveishbe clariealistibirionesy siKid | thencazewsites
subordi nate equipment, a condition flag indicating whether the equipnent is
a subqhedinaiBufay! anorsp}ea,baage% PLURIAD! BhPGHUEYstSRL YR Iy @
hash val ue generated”by applying a hash function to the registration

rej ect .i%@gﬁvf%@%ﬁ@%W&e&?c%déetnitgrnl Ihlrg&ly ggo}eg tltng 8istSbufon i%%% Kgese

of the

of version 1, the distribution key Kd of version 2 and the distribution key Kd of
version 3,

During the period from April 1, 1998 to April 30, 1998, the distribution key Kd

of version 4 is used by the EMD service center 1, the contents provider 2, and the



27 June 2003 97 in accordance with the ID of the SAM of the equipnent. The
| D of the SAM of the equipnent indicates |ID consisting of b42bids 3008per to
the equiprment. (In Fig.45, the IDis expressed by hexadecunal .) The
registration rejection flag "1" indicates that the user managenent section
18 of the EMD service center 1 has rggistered the equi pment having the
corresponding ID. The registration rejection flag "0" indicates that the
user managenent secti.on 18 of the EVD seryice center 1 has rejected the

r egi srPPﬁlt‘iengoqonfSﬁ‘é“%&ﬂEﬁTB?Rr IF%WPN&WVHQ‘ gorrespondi ng | D. The MSB (nost
significant bit) "I" of the status flag indicates that the contents key Kco
can be proVhdgasftherdistribuicmieeys Kddop tensuliseqgent meorshs are distiibutedwni ch

t he secondary equi pnent (e.g., recorder 53) of the corresponding IDis

subor gi\aake. tl%éﬁn;&}bfé’% trﬁt rﬁ&ﬁfd‘x%c@i\@tﬂerl\‘rgépﬁttl?s%r‘s veRfencehRAt s key

Kco cannot beée provi de e primary equl pnmént to which the secondary

equi pnent, of the correspondin is subgrdinate. The second st

o onithpughihe e §85 BEvETArcershd e Corler i LAt OO D ORIt s key Koo
encrypted with the save key Ksave of the prinmary equi pnent can be provided
from the pAiprafiy dequibptmntsecbowdiéocralctﬂetﬁetb@rma%y ogdm Bhbtsesyiceiggnter
corresponding ID is subordinate. The third nost significant bit "1"

i ndi chtthe ddménfsherovidérenbadkhy sépdcepeovideed vh ithe baeisddBihel dudoumningey Kd
can be provided fromthe primary equi pnent to which the secondary equi pnent

of t : o . . Aty L) "1t
of + noreRBeEaRLS fatoitniafioR ¥l KBt poliEy siipplib G ERm She HiztbERal g
secondary equi pnent. i s subordi nate rchases the.conjents key Kco encrypted
i b DABAGTRER] BECHOR Koy AUl A ERERGEALOR ECHOR( btcarries o muTago3 98
key Kco with the tenporary key Ktenp, and provides the resultant contents
key Kughenticatéonwi contapis praviden?, thheenves prapodett hand opredetemnntidt i on
flag "0" indicates that the equi pment having the corresponding ID can

di r eciduipamemnofithatugerhdmetiewoskS aewily bertuscabedilarer18 of the EMD sen-ice
center 1 (i. e., the equipnent is the primry equipnment such as the

recei ver Sthd.ysHremanRgimend gé&ﬁ’&l 18" hh§d ﬁ%@?cﬁ@ﬁt’éﬁbﬁedﬁ%h?émmw ng

the corresponding I D cannot directly conmunicate w t he user managenent

sectign.18 of t EMD servi ce nter 1.(i.e..  theg i nt .l e
secordBiyratn shahe CuBpmat ol B Sapribbmspentigfh S0 PR R R | og
is "0", the status ,flag is set to "0000". At step 09, the user
nmanadBABAgeREnt iS6R1198 $ retEeyaiDthe (useE Jegstration i fgd tgagTIes out
distribution key Kd which is encrypted with the terrporar&/ddkey Kt enp
supplpredessingrtoiregister that equipmeenti insacicondarmst with the racorded edantestssaptel i ed
fi oin the key server 14, to the SAM 62 of the receiver 51. At step S 110,
t he SRjédizhefregistrationcilnahe taseladrede she hiserlenak vriwdils Srik kohstitmtédPyled with
the tenporary key Ktenp and causes the storage nodule 73 store the decoded
di StrABHigLKai h i EndBIR! cIRRUSHRNIth IR EMD d&vRle t he
ENMD S%P\%c%en é?ﬂjlenfgr a??s' tfsﬁn%ﬁén?ggils]trat% on Iiﬁgt encrypted vmg‘%ﬁ tehe
t enpor ar, ey. Ktenp.to the M 62 of,t,he receiver 51. At ste 112, . t he
san et fthe b iphlaadiiant ielion |8 uPGEBRE AT baipmét o) SBrfemidst in

accordance with the result of processing to discriminate whether registration is

possible or not, and transmits a registration list prescribing the condition for the use

of the contents to the predetermined equipment of the user home network 5.

In an example of the user registration database shown in Fig.7, ID



registration list with the tenporary key Ktenp and causes the storage
nodul e 73 to store the decoded registration list. The proces97gné D@y ends.
If it is determned at step S 107 that the registration of the SAM 62
havi ng the 27 June 2003 99 received IDis newregistration, the
processing goes to step S 114. The us managenment section 118 of the EMD
sen~i ce center 1 executes new registration, then prepares a registration

list, d dg t t S 10 f it i t.enni ned at s S 106 that
the. SkdeesTlicRion ehg OBBREPY 6 bitsePRRE L Spppme T B aisel Toghg oes
to step S 113. The user managenent section 18 of the ENMD service center 1

pr epameswark Sgisstecarded) dridsin aécordgnee vath ohe 1B @bat ) fandagh ecpepment st ep
S 111. The receiver 51 is thus registered to the EMD sen~ice center 1. The

det ai hﬁvﬁi%&m m)éﬁﬁf&hﬂ&iéﬁ'is %besfd(}qé?grﬁe 8 tiifethér S@knRnt r@g@éﬁiﬁ%%ned

data suc S the distribution key K In the storage ule 73 of the
receiver t hat . ha een used.. will now,be descripe 1 th reference. 0 the
| owc RGEILYs OF gt etier detigtioNis notSitls, b 30t And BhieterdonReRiga Eith o
the SAM 62 carries out nutual] authentication with the nutual authentication
nodul $heEMD1 sarviee eantersh. isThossiblet bermotcat The ipfomasisompsi to swhether t o
the processing described with reference to Figs.40 10 42 and therefore w |

not beegiegationed gotssi‘ljhe or indt dwhidt is rétorderboibtie dsert legistanibandatabhss, is
generation unit 92 of the SAM 62 generates a random nunber used a.s a

encry PEEled el pitAERRiRed fthe Jfrnal CRMRE AL O nfBirimBlioh ) R¥efeed
oS 195 S T o B B Gl bR 7 e
public key Kpesc of the EMD service center 1. (The SAM 62 obtai ned the
publ i serage Rpevidend. WuhErspesstatharequestdor tegistratien of an equipment having
the ID recorded as being non-registrable, the user management section 18 rejects the
registration and the equipment of the rejected registration no longer can use the
contents of this system.
The information as to whether settlement processing is possible or not, which
is recorded on the user registration database, indicates whether the equipment can
carry out settlement. In the case where the user home network 5 is constituted by a
plurality of equipments that can reproduce or copy the contents, one of these
equipments which can carry out settlement processing outputs the accounting
information, price information and handling policy of all the equipments of the user
home network 5 that are registered to the EMD service center 1. The information as

to whether connection with the EMD service center 1 is possible or not, which is

recorded on the user registration database, indicates whether the equipment can be



27 June 2003 100 aut hentication processing (step S89 of Fig.42) with the
EMD sen~ice center 1.) At step S 125, the SAM 62 of the recel¥hme2003
transmts the encrypted |ID nunber of the SAM save key Ksave and ID of the
HDD 52, and the encrypted backup key Kic, to the IC card 55 via the IC card
I nterface 64, and causes the storage ﬁ)dul e 8l to store these data. As
descri bed above, the |ID nunber of the 'SAM save key Ksave and ID of the HDD

52 stored in the s@ormmdul e 73 of  the SAM 62 are encr%/ptgd with.the
backuFORaeCkgE Wi Cs $CTViE® CenteTsk oF Bgk gABimnent reqprdedas being s
together ~ith the backup key Kic enC(yEt ed with the public key Kpesc of the

EMD satori-cennectable dutpiitsthdetcablinting aonpmatdredikegtoctherfVD tervice
storing, onto the I C card 55, predetennined data such as the distribution

key K : tr‘@]ﬁﬂll 68 heind eg ver 51 that has been
used, Ci:vﬁ%]&?f ?\gl\}\é Eré&zlgg?hp[ﬁg&Wt lreg*serenge 1{)‘%\1{ e Tlowhart of Fig.47. At
step S 131, ,the tual authentication.no e 71 of..the 62 carries out
it al aut bl ol SRennpnaaRei: sErticlh: Hbr | Sutiisd Sullh thesacorunie | C
card (55. At step S 132, the encrﬁption unit 93 of the SAM 62 encrypts the

| D nu-rfdmmatodn, precssaforsmiionkand kerdlingipalicy fodm: the ¢epipsng odrthd usar t he
storage nodule 73, with the public key Kpesc of the EMD service center 1.

At st diorive lifshworkes SAMd Ghtpihtst the infefh¥E6n b tHeahistblisalt A8tachnypt@nt D
nunber of the SAM save key Ksave and ID of the HDD 52 to the IC card 55

L5 TN SH AR A B P o R
nunbertootfhet Qqeuigﬁq'\élnt of %lZe %lsjgrehgl%(gsne%\%%rk 5 through predetermined processing (at
predetermined timing).

An accounting and charging section 19 calculates the charge to the user on the
basis of the accounting information, price information and handling policy supplied
from the historical data management section 15, and supplies the result of calculation
to a receipt and disbursement section 20. The receipt and disbursement section 20
communicates with an external bank or the like, not shown, and executes settlement
processing on the basis of the disbursement to the contents provider 2 and the service
provider 3 and the use fee to be collected from the user. An audit section 21 audits the
validity (that is, absence of unauthorized actions) of the accounting information, price
information and handling policy supplied from the equipment of the user home
network 5.

Fig.8 is a block diagram showing the functional structure of the contents

provider 2. A contents server 31 stores the contents to be supplied to the user and



save key Ksave and I D of the HDD 52 encrypted with the public key Kpesc of
the EMD service center 1 are stored into the storage nodul e 8% jpde d3dt8 | C
card 55 by nore sinple processing than that of Fig.46. The backup data thus
stored on the IC card 5 5 are read into the new receiver 51 in the
processing of step S 102 of Fig.43. ¥ g.48 is a flowhart illustrating the
processing for readilig out the backup data stored in the processing of

Fig. 4 i i 62 of
the raiplssiheBomedtt to d WaGHHaR hpBUIQIRE pER0N 30, T Btefhalk appéndill ©2 ©
aut henticatjon nmodule 80 of the |C card 55. This_.authentication progessin
" o TeRotion 14 APREIGH & AT KIOLbF COBENIS HPPILPE A A GORERS SRIVER 305 and
therefore will not be described further in detail. At step S 142, the SAM

62 r et soppliesthieacdritentsGocacompnessidiasectieh 38hellatampfession s¢atiay83nodul e
73 of the old receiver 51 (i.e., backup data indicating the ID nunber of

th f i i k
i T R R R i R e R T

service center 1, which are,stor J t or.age dul, a 81. At ,step S
Ta5 SroHERCEIT § RuStErEaTCIE R ARAL ARt B Dl A ilie Coaig

aut hentication with the nutual authentication section 17 of, the EMD_ service
cent etrademiagk )} Ard copplies dhei isauliant cortepts toriansenerypEan; sastiosn3dr oddssi ng

is simlar to the processing described with reference to Figs.40 to 42 and

t her e¢drgptiohl seatibntsst éﬂﬁgﬂﬁié)ﬂﬁ dotitehgrcomprigted by tht congreSsibAdkection SAM
62 transmts the data of the storage nodule 73 encrypted wth the backup

key Kig %ggtal}%ﬁlh%ﬂ&m geéhera%'&wpi %a\ﬁhﬁ%&ﬁ&f&%ﬁ&n KeMidpssaof the

27 Jun€e servi center1 to the user nagenent section 18 of

e SN St bSO BB, BESLLRn L 6L

recei ved backup key Kic with its own secret key Ksesc. At step S 146, the
user PRaPAGS tharesslidto; »peciBe SONEHBEEMISPIEINGR 8e¢ioN 8B. 1 decodes the recei ved
backup data with the backup key Kic. At step S 147, the user nmanagenent
secti on 18Aidthaugh iEVBIseinbodiemersy ther cdntertseare cpmpresseal crnedediateewith dat a
with the tenporary key Ktenp supplied fromthe nmutual authentication

sectigp ATRAC s’}:@w@n,sthk%my&smysfaﬁ 29a0elimitrtd e ABRAC shstem/DIf

service center transmts the backup data encrypted with the tenporary key

Kt e t 0 i i I Qn r i . 9,

1 eTROcbRE LT BRI, e Rl PR GER ¥R B ACK GABRRALS
data recei iy o agenent section f the EMD service

cont ehug10 Loding) b VI GTE AR ket S s Sbce b PESteRIR AR Ag® ¢ he
storage nodule 73. At step S 150, the user pmanagenent section 18 of the EMD
ser vi eethechik@ra qompressiomesyien sychasdVbESy (Maynag Pietuse Expesis{deoymi ¢, 7)
corresponding to the ID of the SAM 62 of the old equi pnment the data of

whi c hTPEGs{JotmetcPlostoginephi€ Cadidg Bxpeats Geoup) isarsedegi strabl e, and the
processi ng ends.

The random number generation section 35 supplies a random number consisting
of a predetermined number of bits as a contents key to the encryption section 34 and
an encryption section 36. The encryption section 36 encrypts the contents key Kco

with the distribution key Kd supplied from the EMD service center 1 in accordance

with a common key encryption system such as DES, and outputs the result to the



The new receiver 51 thus reads the backup data of the I1C card 55. The
processing of step S 102 of Fig.43 may al so be the processi nQ7dandB33r i bed
with reference to the flowhart of Fig.49. Steps S 151 to S 153 are sinlar
to steps S 141 27 June 2003 103 to S 143 of Fig.48 and therefore will not
be described further in detail. At stgp S 154, the SAM 62 transmts the
backup key Kic encrypted with the public key Kpesc of the EMD service

cente eéulleocal{igln%gﬁ%é@aﬁggrgéeﬁ?ﬁ%l on 18 of the EMD service center 1 via

t he c Amuni ron stép S155, the user rranagerrent section 18
of the EMD vVice center 1 decodes the receiyed u K| C h its
own secr et Ii% IxapSACTyRUIQN gystey; PrPﬁ%gsﬁﬁﬁxﬁﬁﬁa‘gﬁf}@fﬂl £ 8RC ‘3? t he
EMD service center 1 re-encrypts the decoded backup key Kic with the

t enpouging & &%-Iit eommopKeyedlhié DXES phecessingainchudésen parta(datmstiriig part)L? At
step S 157, the user nmanagenent section 18 of the EMD service center

comm ?;%if%f%*fﬁ i@%ﬁ%ﬁ*&%@ﬁ@ﬁﬁf{téﬁéﬁﬁeﬂ%zﬁgﬁaa ??a?;‘f@"eya*:?%‘%@%’?ﬁgt for
Ki

et e TS abid BB S S SR B P R R 2

transmts to the SAM 62 the backup key Kic encrypted with the terrporary key

Kt enpkexc Sinegiall thealgonithims of DES asgymradsipubdis, thmbagc procgssimp\ed thedata e
center 1, and the SAM 62 decodes the encrypted backup key Kic with the

tenposamﬂg@yirﬁsdmﬂyxﬂegérdﬁed&;w the SAM 62 decodes the data of the
storage nodule 73 of the old receiver 51 (i. e., backup data indicating the

| D nunb hey

the IC oar d Bt 64 ste@%&i‘%*tﬁs RAERGEOD iR B, sk FEBRIR 4100
th | t ta,to th ul 73. AL st Sl60

manag® i%ntﬁ%écgﬁcﬁ%leﬁéemeﬁt R Pl Sl etk Bhedstng nsband 10 of

regi stration_database_(Fig. 7) 27 June 2003 104 correspondjng to the ID of
the Shwep3abiisiase gsed aginprsand apoutpus ofanfirferction @bémwi bhstrragld car d

55, as being non-registrable, and the processing ends. The read processing
shown off lowieg 32%itsaidadsulatedl cThe F-functioa inohrdeisttyoofypéatod basmnisansforad,
bet ween the receiver 51 and the EMD service center 1 and thus enabl es

r educkh#n ig,n "Eﬁl@stﬁﬁﬁmﬂl"' faxt isRBstitiithhg Qﬁgpﬁﬁﬁﬁn‘c“\’dlﬂe tie AReOfdaRleN Vi
Fig.43. At step | 48 of Fig. 48, 5|mlar to step S 157 of Fig.49, the EMD

Sl T T R M R
with predetermined rules. Subsequently, an exclusive OR of HO of upper 32 bits and
the output of the F-function is calculated, and the result thereof is set as L1. LO is
changed to H1.

The foregoing processing is repeated 16 times on the basis of HO of upper 32
bits and LO of lower 32 bits, and the resultant H16 of upper 32 bits and L16 of lower
32 bits are outputted as a cryptogram. Decoding is realized by inversely following the

foregoing procedure using the common key used for encryption.

A policy storage section 37 stores the handling policy for the contents and



Fig.47 will now be described with reference to the flowhart of Fig.50. At
step S 161, the nmutual authentication nodule 71 of the SAM 627@{ind 2@03new
receiver 51 carries out nmutual authentication with the nutual

aut henti cation nodule 80 of the I C card 55. This authentication processing
is simlar to the processing describegg with reference to Figs.40 to 42 and
therefore will not be described further in detail. At step S 162, the SAM
62 read ut 4t h .a of {. t dyl .3 _Of l.d r :yerapl: (i.e.,
backupuiaty Mirmedd]ifgpaliy oo Sh@apeBR obrdilef irafaiuty! REHERLAR b of
the HDD 52 encrygt ?d with the public key Kpesc of the Eh~ID service center
1, vi aceorglancecwi e epnigats &, eA@n@]YBKdS 1de, seqigegAniaines NSRAAtIL i on
nodul e 71 of the SAM 62 carries out mnutual authentication with the nutual

aut hegécdtiei B8 ?répm*eis arcohternts prévadeEMRcnee vonrinawhichingludes tiee emypredat i on
section 61. This authentication processing is simlar to the processing

descri i I i t f A 27
June. sBaEaRaEabRIAE ok Refu ey Koq, Pelorite fellcS A5 fpthine g RE Py
transm s _the data, of .the sforage nodyle 73, encrypted with t publi.c key
Kpesc CalHanEADAsh\AlLE of dhess data; and peceriifioatibgamblic Gex Kb ohtlin ¢ he
EMD service center 1 via the communication section 61. At step S 165, the
user centgdspnovidec? amd $@ppliestthe cEVBndeprovidercsestieg cdntdovwde she berviezei ved
data of the storage nodule 73 with its own secret key Ksesc. At step S 166,

the Uﬁ%vi@%ég@(‘ﬁﬂituﬁl_e&ith@ﬂtiéﬁitﬁf sdddnEV: &refesione neeibPauthehBc &6h Wails t he
decoded backup data with the tenporary key supplied fromthe nutual

aut hent | ' t] : . ' 18 of
the Nt BN RIPRE ocften [ heflreicBBiving e aiibuioh kRIS AR R
tenporary key.Ktenp to the communicati qn section.61 o he receiver, 51. At
step ﬁ\ﬂﬁée VI ‘@é}%& %%f GasHes vt 1%%%&@%@%\&@56 8ErVICGREONIAET ¢ he
data received fromthe user managenent section 18 of the END service center
1 to Brheforararsmittingtthe cenmrde pradderesecuine cantasnerio thasardce peevidee 3dat a
to the storage nodule 73. At step S 169, the user nanagenent section 18 of
the EMD serMhesignanireris hppeaded tetltedstaor d batifivate, velgichtwil bodeslatilbddise
(Fig.7) corresponding the ID of the SAM 62 of the old equipnent the data of
whi chidesr sS4 §¢ iPRnliRe o aﬁ«?%%u%%heﬁ dTehR0 1 AIRPeiAgI i ARhEntidiign dffa L he

e processing of "Fig.47,

backup priocessing using t he new recelver 51 reads
t he back dat-g on the | C car t hrough: t he ocessing. of +Fi\g.50...\When
Fogi s PRt e Repature §s BRrare® bl YRS EuBIR SRR P MR it ep
12 7 June 2003 106, 0of Fig.37), t recei ver, 51 executes the processing
shown 04 A teclathdp tedransrgitted amﬂﬁléve‘?chw %laaflg% VAR WHE & 8efbier 53
dependent upon the receiver 51 to the EMD service center 1, the receiver 51

execukey fonpublicdeysénagyptionn in the flowchart of Fig.S 1. At step S 181,
the_ SAM 6_2 of _the recei ver 51 wites the ID of the recorder 53 to the

regi strati orhd ¢sllatidioo£the Hashifanstion age tivesigheture willinost Bdésckibed. tTiee

nmut ual aut hentication nodule 71 of the recerver 51 carries out nutual

aut hent,i j i ﬁﬁﬁﬁ' . %& .Iﬁ\‘l"i’ﬁ‘l. §§‘fbt ervi ce
cent e? %ﬁﬁ%‘lﬂgo%%fentl %:%%degﬁlsg?%%ess?éng ||scagam al?é)?gﬁ%ﬁg{ec&a%gmge cL?tf bed

With peference fonEiis difa 9 adh 8PS LA i 1603k, B SRELIESY dhar ther

resultant data as a hash value. In the hash function, it is difficult to predict the input
from the hash value (output). When one bit of the data inputted to the hash function

is changed, a number of bits of the hash value change and it is difficult to find out




At step S 183, the user managenent section 18 of the EMD service center 1
retrieves the user registration database on the basis of thehDuaE28d%
receiver 51 (i.e., IDof the SAM62 included in the certificate of the SAM
62 shown in Fig.44), and detenni ned whether the receiver 51 is

non-regi strable or not. If it is detennined that the receiver 51 is not
non-regi strable. The processing goes to step S 1 84 and the SAM 62 of the
recei d i of the distribution key Kd stored in the
stor aé‘gﬁlﬁg‘%%ﬁgw&%egéﬁ%gﬁgé :Vﬁgml nfonnation (stored in the processing of
step S337 of the flo art of, Fi.g, 56), the regjstration |list, and if.
necessary, ARECTAFIDR 45aeeeiyedithn SiEnaniTe apdiaty desgdes diersinatite Miffurm « s
the resultant data to the user managenent section 18 of the EMD service
cent erthé puldid key dompublic dteiyoenayptionpasd thus obtaips She rasyltt(heshisalue).
managenent section 18 of the EMD service center 1 decodes the received data

and t AR, E5RGCTRE hakh Sy AGE VMihleNEcefVed BB RNealtlifiied ta'?lgipg #&/detenRigdP3 107

user nmanagenent section 18 of the EMD service center 1 ates the data

portio uch as the registration rejection flag,an tatus f related to
Phe r usetigr Ssaion HonbPhbhed adh ofaithe 3t 'PleL G 35 hach Manle obBnb B 7'
described |wth reference to Fig.45, and appends the signature for the data
cor r eslssadingthessignaturec K it ¢y dgtenmingd; thetithe hash value Matge,tramrs@nﬁadalaaa e
encrypted with the tenporary key Ktenp and then transmtted, encryption

need reid the derodeéd achivahe @erdgiuatto edclrothiessit 1 indépdd 3 thé hecaised
managenent section 18 of the ENVD service center 1 determ nes whether the

di str ic;wels 'thalen gxesféeﬁg;n&gggrt atd'R fh%gfégﬁag%i&éd%lthagrrhg%@f&erv\@haimler

not. | S at the ution key by the receiver

51 is pf the lLatest version, the cessin 0 0pSt Sd.87.. The updat ed
Ceqi sthasPORt Iy EolmaiaR Dk oS FRBRER: % CHckapt il e e i, od
with the tenporary key Kternp, are transmtted to the receiver 51, and the
recei \MD‘B]I%%@ As1apd th?)é& @geusgdst ration 1ist and accounting
information reception nessage and then decodes and stores these data. At
step S 188, Pulilec keyesicvyptidri well asesbe descabedu hienpublid leynendrgptishaystetm n~t he
storage nodul e 73, then updates the registration l[ist to the registration

li st neeslifferent koys fof dnceyptiditan® fir dRRbAGGTMHileBedoriind8 kel enleey5ibh

sen~ice center 1, and then ‘proceeds to step 'S191. If it is determined at
step i i i r I i of
he | SYAEn YRS theSaile el AbinBn 184 10r BELSriiort A4 (RECHNFL M chE S8 D1
section 18 of, .the ENMD service center 1 transmis the distribution key Kd of
The | e Wibia Koy Ehersomonds sByPeorid PERIGKEYs 6Fn b en: Stered tagSeh
iiifonpation reception 27 June 2003108 nessage, W uch are encrypted with
the t dhpsrthey opeys rradgopublic.t Hdiekeyehesh may be ingdepuble 1516&5@4‘ a5t he
distribution key Kd of the |atest version and the updated registration |ist
and aqublict keyy andfthe ketiwhicheshepdd ba keps secret isrefetredriodesedest keyd st or es
these data. At step S 190, the receiver 51 erases the accounting :

i nf or mat i orRSAON(REvéN-SHniF: AdRASarOSHLAPtfon, t RAHICHPHAt9BidaNephiBlE Skept | On

list to the registration |ist recei'ved at S 189 from the user managenent

ka1 o DRDRIFe VL BrRRHRGrER, Riref ol FEFARI Rark B S bt 581 SY

191. At s 5191, the SAM 62 of e Leceiver, pl determ nes whet her the

- ocor 4B E 1 fovind) é@%ﬁ@ mpéufe}r'tmh'o@f Sorand el ds daweds 7 heleasteaimanon
registration list. If it is determned that the recorder 53 is not

non- r egukiplal ef (p-h apddqeb)sisngladated; and mapumBsbénle" Which isamitless Banahd t he
recorder 53 carry out nutual authentication and share the tenporary key |
Kt enp andegs Avdr B d Mhi D isPs P RHEIWHKI R speel 1AL i§ Tl PTREESS the only
described wth reference to Figs.40 to 42 and therefore will not be

described further in detail: At step S 193, the registration conpletion

nmessage and distribution key Kd encrypted with the tenporary key Ktenp, are
transmtted to the recorder 53. The recorder 53 receives and decodes the

regi stration conpletion nmessage and distribution key Kd. At step S 194, the
recorder 53 updates the distribution key Kd and the processing ends. If it |
is determned at step S 183 that the receiver 51 is non-registrable, or if

it is detennined at step S 191 that the recorder 53 is non-registrable, the
processi ng ends. 27 June 2003 109



The recorder 53 dependent on the receiver 51 is thus registered to the EMD
service center 1 via the receiver 51. Fig.52 is a flowhart 7ljuas 2603 ng
the details of the processing in which the receiver 51 receives the
distribution key Kd transmtted fromthe EMD service center 1 at step S 13
of Fig.37. At step S201, the nutual agthentication nodule 71 of the
receiver 51 can-ies out nutual authentication with the nutual _

aut hent i ' Ch:l o it .Senvice center 1. This authentication
pr oce%‘élllnﬁg%lhg&s ({lfg?@? %ZE eep o%gg’/gllsﬁg')descri bed with reference to Figs. 40
to 42 and theref or“? ,\Aﬁll ,hot be e(oilrﬁscri bg8|f¥|;|t'her i n det aisl .. At, step S202,
the SAM 62Nextiammulidplication myversesismans "aheicer relafeddpanuliiplicatignasing
managenent section 18 of the EMD service center 1 via the comrunication
sect i s 6dundnSpebificby, "sdrapened " dasits evith Bespiect he" ENDelamd 'de. cdit er 1
receives the certificate. The processing of steps S203 to S210 is simlar
toth [ : : i . By B i not
e degir PEACRIRPASY REEidert dlgchichint 14 M ch; | AP Bt pubilc

di strjbution key, Kd frqg;‘t he us rmanalgﬁrrent section 18 of the EMD service
cent keys, 378 ' andnend ‘dharg $9AE K9 %r nati on of the receiver 51 to the
user nmanagenent section 18 of the EMD service center 1. The processing for
recei vi ng Aherypitegnainb (i is salcdgteRbytprocessingan equatiss (Hefiondea plaintext M.
receiver 51 {i.e., the status flag of Fig.45 has a value permtting the
reception of the éipteimodiron key Kd bi1)the recorder 53) in the case where

the user network 5 has the structure shown in Fig.10 or Fig.l | wll now be
descri bed w 7 . :11% f t 053, At
step S221, %Ieb IXB%L%#H{;Gt]%gg??ca tlc{)ﬁle 1§gﬁ§x€7ﬂ%1 (‘3??’{ He%ﬁ‘frh cel‘?/(gjrat@fpgﬁd a
mut ual aut henticati drmd | e, not sho of the recorder 53 cal ~y out

mut ual aut hent i €atT 5n 3 PG aut hent i cat4)on processing is simlar to the
processing described with reference to Figs.40 to 42 and therefore will not

be descri bédtlfanghhproohisdeetagiven Athestrapsfornrof alpdamsext tpea cryptogrammiynes
whet her or not the data of the recorder 53 is on the registration list to
be stRBéden ienwinel dgedding theredBaefbdsed orethel Rerimdi'’s thédrent, which leads
detennined' that the data of the recorder 53 is on the registration list to

be stey@@ fdlldwiRgdfifam (Mdul e 73 of the receiver 51, the processing goes
to step 5223 and~it 1s deténnilled whether the recorder 53 is

non-regi strabl eyqr_ 9 AR asy eilegi stsqtion list to be stored
in the storage Mdu@%ﬂ%’#*@hg rte/g&g@%%&?lh If"k? i s detennined at step
S223 that recorder 53 s cPg)t" no -r(g‘gi st.rabl e, heng‘r,oce Si nq oes to
step S224. SSALPIGECYY R Han¢ edof nefs sRArst ke "Jerandie cHlcipeed
distribution key Kd (received fi oin the receiver 51 at step S235 of

Fi . Srom the publisdsaybid). Hawexer if tieenwimbier <ifidigitrodgbe muublicakemntint fie
accounting information (stored in the processing corresponding to step S337

of t hmcpearedstd ighcari ertmo thiatngsdlutiongin®d privat €4ctdesof tHeepibive kby 'he is
tenporary key Ktenp, and transmts the resultant data. The SAM 62 of the

recei ; j j n iy It | d and

tho aéglgf(;lﬁﬁlt]tilfnxSﬁﬁﬁ’gf%g@?gﬁé_t?&%%oﬁiﬁem,mﬁfgthQBughékéﬂlbH hPMekiSHo
enough to calculate the secret key "d" from the public key "e" and therefore decoding
cannot be carried out. As described above, in RSA encryption, the key used for

encryption and the key for decoding can be made different.

Another example of public key encryption, that is, elliptic curve encryption, will



At step S225, the nmutual authentication nodule 71 ofthe receiver 51 carries
out nutual authentication with the nmutual authentication secdyggeldpoaf the
EMD service 27 June 2003 111 center 1 via the comunication section 61.
This authentication processing is simlar to the processing described with
reference to Figs.40 to 42 and therefsgre will not be described further in
detail. At step S226, the user nanagenent section 18 of the EMD service

cent j1eV. the LShif:ad:l & AQN ASd . | D of
Tho. rBe brisdly BETEbe CantRiht BEERIBRE POrTE Y 2o 8T B B R ResBlrhdB, Lo ¢
or not. If it,is determ.,ned that the recejver, 51 is nqt non-reqistraple,
the pas)Beg%dqﬁu@ etnplgt@tbt@z@lhpaﬁ&uwrelssﬁﬁmé, and nReexpEesses the Tosult
transmts the version of the distribution key Kd stored in the storage
modul ef additidve ofclB diontri manésf Smbataiction 16 semiladiysdefinedon It issprovwendto be
necessary, the handling policy and the accounting information of the

r.ecorﬁﬁ'ﬁcﬁl@to &ﬁc{:ﬁ?e “ﬁ@‘frdlﬁ@gﬁﬁ‘%%. $ahd g%éz% @%g& RbEVR R MG cgnt er 1

via the comunication section step ser nmanagenent section
18 of the ENMD sen-i center .1 decodes, t,he recei ved.dat g,.4 hen processes
e oASE A 149501 FAvb SR nCRBHT GRUEE e, SROOSANS fof ANGI Fe0RaLsieRe
registration rejection flag and status flag related to the recorder 5 3 of
t he r g thaplantdxtd byepricessing eqiations é4 ) and(Hewithithe qurbdici Kkays. wi t h
reference to Fig.45, and then appends the signature for to the data
con-espondi ng t Ct BeNM e@gaBrer 51. The, @\ocessi ng of steps 229 to S234 is
simlar to the processing of steps S 1 to S 191 of Fig.51 and therefore
wi Il not be desgkjhbegsfurther in detaiga At step S234, the SAM 62 of the
recei ver 51 detenni nes whether the récorder 53 is non-registrable or not,
with refereqce to,the u t ed gi styation li,st.. Lf it . is determ.ned that
the ' coor daEa RO BRME b itk Co g leBouthed hplaitiext MbsProceigg an' 57
June 2003 112 S235. The accounting information recepti on nessage and

di strequation (Rby Kd , encrypted with the tenporary key Ktenp, are
transmtted to the recorder 53. The recorder 53 receives and decodes the
account i ng i nf orviest iGIn- n€ept i on nessa@) and distribution key Kd. At step
S236, the SAM 66 of the recorder 53 erases the accounting information

stored i (iyelcky bibgk el REMnIYRY becraneliPiat 88 el oISl iANaRaiHcRy I

to the | atest “version. It 1s determ ned at step S222 that the data of

the r e I -regi.slaat | A S S i t
st or aggg{r}r%d{ﬂ gll%t']c;fc ﬁ?ﬁ%%ﬁﬁg&ﬁt\}éﬁ, Eﬁlﬁllﬁlte&ﬁ%%eésns%&g%eg%{ gg&de%’ dSQ%? to
execute the. registrajio rocessing of the recorder 53 shown in Fig.S 1.
The pPBE‘é’QQ%g‘?(iQ?Fa{j@égo{)ée%Q‘Eﬁgé’Z © IPPS?@&%’% ennined at step S223
that the recorder 53 is non-registrable, or if it is i )
Fig.9 is ablock diagram showing the functional structure of the service provider
3. A contents server 41 stores the encrypted contents supplied from the contents
provider 2, and supplies the contents to a secure container preparation section 44. A
pricing section 42 prepares price information based on the handling policy
corresponding to the contents and supplies the price information to the secure

container preparation section 44. A policy storage section 43 stores the handling

policy for the contents supplied from the contents provider 2, and supplies the



determ ned at step S226 that the receiver 51 is non-registrable, or if it
is detennined at step S234 that the recorder 53 is non-regi sty7ahepobthe
processi ng ends. The recorder 53 dependent on the receiver ~ 1 thus
receives the distribution key Kd via the receiver 51. The processing
corresponding to step S 14 of Fig.37 4y which the contents provider 2
transmts the contents provider secure container to the service provider 3
will now he desgribed wth reference.to the wchart..of Fikg.54. At,skep
Sost, Wil @afion 1, b ardre EOnGine, mFpiwBtBo ety Bho. Ao mundHlolns
predetenm ned data indicating the contents provider ,2 (such as the contents
pr ovi dauthenficatiomseetian hdcarries auianutual asthentisation with themontents provides
server 31, and supplies the 27 June 2003 113 resultant data to the

conpr ez Hefiresest % coritentsoproSider. sebhire @@ﬂah_fesﬁu?gliaécﬁémrtha%omeﬁtbe
contents provider conpresses the contents having e watermark inserted

t her ei J: r ] I i :
suppl 1 B Fl S SRISRAREE Sy B AR O S SRS SRl b2
S253, the random nunber generation sectipn 35 generates a randf? r}unger to
be usc@ansmithagdhaserise PEQVIRELSeENEr suppImes o the paer hame metyerk 8n 1adbei on
34. At step S254, the encryption section 34 of the contents provider 2

encr y ptasetwhereotieroemsents provider 2 dnavyptg thé bandling pelicy iwitle thedisthbugon,

using the contents key Kco in accordance with a predeterm ned system such

as DESeK #4gl 1R Bupblies ﬁﬁ@hmaﬁ@glaﬁ@im@ RGP Rt QR 35key

Kco witH the distributfon key Kd supplied fromthe ENMD service center

t hrough_ t I S S| . . f g . ] r i &0

br cdet erHieR i 2R3l R ZhORp Bit BT sBhyicl Bee T GRBRE rielind the
preparation section 38 of .t cont e provi der 2 cal cul ates a hash val ue
by appq?&sfrh‘@u%mh &H iﬁﬁppwg@mﬂ&ﬂmmewm% s, the encrypted
contents key Kco and the handling policy supplied fromthe policy storage
section 37, Fmii0tisarbleak dyagram slowimghtheastmactwire bf ithe usemhemernstwiosk Xscp,
thus preparing the signature as shown in Fig.l3. At step S257, the secure
cont ai The re¢eipar 81 roteivesiliecserveProviciee a8t @R CorRaidér dfdluding tleasciferitde
contents provider secure container, as shown in Fig.13, including the

encr foggij? H@é&@f&gﬂo@?dé’r@@%%@%eﬁ@?ﬂ?@} %}& BYc S ard'Ex | thB G Rk AtsY

suppl i romthe policy storage section and the sigmature generated at
step S256. t 27 éune %003 t114 At step S258, the nutual authentication
sect i of° 3Y1QFCRINGUEE the 4P]

e&tsbvi der 2 carries out nutual authentication

wi th the nmutual authentication ction 45 of th en~i gce provider 3. This
aut hent i cat AofPIPRBEYSAIoR seat1a)) &t Paknmméespwggéggi%@/l@@pmlé@amrﬂhe
reference to Figs.40 to 42 arid therefore will not be described further in
det ai | EMPD ssrvjzesagger tlheastheuratwook aiandr raseiyear et iransgetst prede8gminedhe
contents provider 2 appends the certificate issued in advance fromthe

aut henirifeahh86n S A AM(deeuidwpplivationnsodiiley 62 earrseratiteneial authehtication
transmts the resultant contents provider secure container to the service

Provi dgfththe SafVice pR6vidle? 8%t the 'EMB Skivice center 1, decodes encrypted contents
or encrypts contents, and stores the distribution key Kd and the like. An expansion
section 63 decodes encrypted contents, expands the contents in accordance with the

ATRAC system, and inserts a predetermined watermark into the contents. An IC

(integrated circuit) card interface 64 changes a signal from the SAM 62 to a



The contents provider 2 thus transmts the contents provider secure
contaiiler to the service provider 3. The details of the pro@g9ah€9003
corresponding to step S 15 of Fig.37 in which the service provider 3
transmts the service provider secure container to the receiver 51 will now
be described with reference to the flsgamchart of Fig.55. At step 291, the
pricing section 42 of the service provider 3 confirnms the signature
inclu ' it Lcat e [ :

cont ap et Aed1Bhngt o BIRABETE il el ol IR s3T0aBEd M b,
t he contents_proyi 2,,.and tak ut the public Kpc f the _contents
or ovi ERGerver § 1t fbedt! cATdiniHiack bh s changdset vignal o 0IC card P 8 on of
the certificate is simlar to the processing of step S83 of Fig.42 and

t her epredetevmhineddorimat dadanitpats thewresiiléanti signat tai the MM 68p S292, the
pricing section 42 of the service provider 3 decodes the signature of the

content s PgKITIER1 SEWRRHOIH iRk BRE ntBRSHIhERA A AIWIIRRESERTiBe proVighine

2003 115 contal ner preparation section 38 e contents provi

the pyblig k cp_of the content rovider, 2, and.confjrm t hat the
Fosul $aon e BN dhide, befief o ihich, Pimies vt atortins ehich ASkods 1 yi no
t he hash function to encrypted contents, encrypted contents key Kco and
hand| enerypss ithg contangs dedf Kioei, rapd mdrich istorssi predotarmmped idaga issgh anuseie
contents provider secure container. If tanpering is found, the processing

ends. ptfmisefireinformation) dudegamdmal authentiwatioaninddpleo¥1 dgh asecuritn
contalner, the pricing section 42 of the service provider 3 at step S293

t akes i L j : DAV der S i ner.
a - or b2, AR L h RIS, b i B o e R SRS e
price.informati described, with ;refe to Fig.l7, on the basis of the
hanal isngopsinss b sotibpiestl dedicated 1RE Toh Snsrvhitict refes sHng HaBDE Bn 44
of the service provider 3 encrypts the encrypted contents, encrypted

cont efmutilaxer gEwctyrgin Whishoan intgmal meimpee celas held betweamdummmay faygisval ue
obtained by applyil~g the hash finiction to these data, with its own secret
key Kss¢h asahunsesn ldyeers e Albo ahe SAMié62akag Aeharapertistic(tampes resistanegdr e
the service provider secure container as shown in Fig.15. At step S296, the
nut uakyvhdeRkired WRith Pd’th@vdlfag]@lﬁ‘ Fjuenee, Whioh ﬁ&&eﬁtsﬁﬁ’fdﬂtﬁéﬁ%’@

mut ual authentication with the nutual authenticCation = nodule 71 of the

recei . Thi ication processing is simlar to the processing
descr?ggﬁééﬂ ?@nggﬁggéto Figs.40 to 42 and therefore will not be

described tiu-ther . in.detail. At gt S297., the secure container .

or opar at i orl heaBpfi) aueticationguadulel Tavieaont e Riianiication withdbe oos
116 the service _provider_secure container with the certificate appended

t her eserviep pravidemhonthediMI seides eenten 1 oand Hanacgssaryesuppliesenigmprrary
processi ng ends. The service provider 32 thus transmts the service

provi Rey Ktnnpgsessionikeyr) tootltehdecadinglesicriitiod hrodelea?4.s Tlie tabeoantdngnt i ng
of the receiver 51 after receiving the appropriate service provider secure

cont ajpffule ‘72r%eﬁé?&@@iﬁ@u%béiﬁ@_signjiﬁfd?ﬁmﬁcﬁx 2/d addbuntgGARSIIMESIE filohg user
network 5 has the structure of Fig.10 or Fig. | I, wll “now be descri bed

wth e a i 0. b6, . .

decoal PRl rRbcy a ERHS Mfotnabicp ittudla 3 fe Siien adyidsrrssorsie
contents key Kco.ca ng decoded with the distribution key Kd or not. If it
is def’@?‘iﬁ‘?fé’df?%’(e‘g 0 E‘P%rﬁFEV‘EQyPWé’ adncndyeutIs 168 Yse Permussion

di stribution key Kd, the receiver 51 at step S332 carries out the

pr oceasfonmation aretadcourgingenfiirstationuto the steyagédmdelnde 7Bext ari HDDetharénce
to Fig.52 and proceeds to step S333. If it is detennined at step S331 that
the c : K deRe 1 i i !

proc egg?(ﬁghgg)é?afocggéé%‘?%%gg A s?e‘}g tg?rgﬁ??,gett]%ea%%c gﬂ‘:&]?l;ﬁ}uﬁﬁ/ aggo%éﬁ}t?%e
recei ver 51 decodes the contents key Kco with the distribution key Kd
stored in the storage nodule 73 in accordance with the processing of step S
13 of Fig.37. At step S334, the accounting nodule 72 of the receiver 51
takes out the handling policy and price information included in the service
provi der secure container, and generates the accounting infonnation and use
penni ssion information described with reference to Figs.19 and 20. At step
S335, the accounting nodule 72 27 June 2003



117 of the receiver 51 determ nes whether or not the cun-ent accounting is

equal to or snore than the upper limt of accounting, fi-om 2héurmec@088nti ng

information stored in the storage nodule 73 and the accounting information

calculated at step S334. If it is determ ned that the current accounting is
equal to or nore than the upper |imtsgof accounting, the processing goes to
step 5336. The receiver 51 carries out the processing for receiving the

new 8P&ﬁﬁ%?ﬁﬁﬁiﬂyéjﬂﬁq?ﬁéﬁﬁ%yﬂﬁéigﬁﬁéﬁ? Zﬁ)&‘%ﬁ,@% .QCf?%".‘tP‘?@“*&‘??%V?neffeéhSt
3 . cesth et
accouhte degoding csratien Aodaedh sl unpissane dafs SRR trhaRan i i ng

nmodul e 72 of the receiver 51 stores the accounti % information to the
st or aifal whenl anciBer Aincticaml 333k exdvatescpmmdetemyned guoeestiof t he recei ver
51 records the use pennission generation information generated at step S334

he HDD ; i IdY
to the o dééo@@gp%ﬁﬁ?gﬁ] hﬁgéﬁﬁw PR idlubes al GRRITHH udit 9eCRdadblif

handling policy ta € service provi ure container to the
HDD 52. At ste 340, t degodi ng/ engr ypt i ule 74. of t. recei;ver 51
app! + Bintlics BEREFAAM BRIt B O aRTeab e AL T PR B Aingortil §1 (Y

cal cul ate the hash val ue. At steg S341, the storage nopdule 73 of the

recei the esarypted eentemis ke Kopawith the distabutien ey d and putputs theideeeded f t he
save key Ksave is not stored in the storage nodule 73, the random nunber

gener abhenty Rey 190 of thdrencspeionaunib?3 atTlsd eandodd Augtbeergenesation andtdd
nunber, which Is the save key Ksave, and the processing goes to step S343.

If th j ' : e i n
I i L B U T S i
of the receiyer 5 crypts the coptent,s, key Kco w e save key..Ksave.
A ot Spvekay Keas te e ebBivpoibuiE 93 At ng Hoshge aibdule N RONRER S Hene
key Kco to the HDD,52. If the save _key Ksave iis ngt. stored in the storage
modul sarrdomuHEnhet é4PREE &sbesated and mﬁlnaﬂmamn oh¢he randara mumbert 1@ p
S345 stores the save key Ksave to the storage nodule 73 and the processing

ends. lédgdrheceasaryk eEVh&eaveyptonsnmt 83 rerertdngpistthe aigeoded cbaterds ke co
processi ng ends. As described above, the receives- 51 stores the accounting

i nf or GEtH Bk §4vd Rey Kot s ﬂﬁ,redﬁﬁﬁ??ﬁedt dehtepitiani Kcay the HBD h the
distribution key Kd, re encrypts the contents key Kco with the save key
Ksavegsan o) e o] B2, «4h ave
oy K300 WhEHLhAgniERR PRy REBlAE N K d 4 REDel hrlsilh eokliog 61T
simlar _processi the recgrder .S 3,stares the . accounting,informtion to
Uhe sEBFRRIGRRRIS] sPemeTelin cmens keydSco mtls ik EmRomLy key SR, ¢ he
distribution key Kd,, re-encrygts the_contents key Kco with the save key
Ksave, and Thece¥prnsior seeidey psewhidndesndesiand qxnpnds the sopfoptssan chave

key Ksave is stored _ o
appends a predetermined watermark to the contents, includes a mutual authentication

module 75, a decoding module 76, an expansion module 78, and a watermark
appending module 79. The mutual authentication module 75 carries out mutual
authentication with the SAM 62 and outputs the temporary key Ktemp to the decoding
module 76. The decoding module 76 decodes the contents key Kco which is outputted

from the SAM 62 and encrypted with the temporary key Ktemp, with the temporary



int'o the storage nodule in the SAM 66. The save keys Ksave held by the
receiver 51 and the recorder 53 are usually different key daRaJund@00detail s
of the processing corresponding to steps S 15 and S 16 of Fig.37 in which
the receiver 51 receives the appropriate service provider secure container
and carries out accounting, ul the c where the user netlwork 5 has the
structure of Fig.28 27 June 2003 1 and stores the check value to the

st or age dul e wi |l now be,descri he ith,reference to the, fl owshart of
i o o ey Rlesg Nisredver, Be Heroitip Hiodde o decPdhe i caients Tsporied LB e,
51 can-ies out nmutual authentication with the nmutual authentication section
44 of HB® §2mitlctheprantents keg Kemandoutpnsthendecadiedreontants tnthglexpandiothen

t he mutual authentication is done, the conmmunication section 61 receives

the sepsisR ’IB.OWh@%fxp%%i&ﬁn%Gﬂl@V@%&Rfah@mﬂé1_@eéﬂﬂédaédﬁteﬁt§ inesddosahnek
service provider 3. I'f the nutual authentication cannot be carried out, the

processi en stepn S362, t co catign sectli eceiveg the
publ i M %ﬂ&h egtsqg‘@?atsgsﬁéfn h g}?ei}’ggr%‘?cg}%@\?i re§p9%(?égq1%§{etﬂ3§J§l ﬁiF

aut henticated at step S361. At step S363, the decqdi ng/enc(rilgp,ti on nodul e 62
ver i f ivatermark pppending medule; 1| The vatennpk appending pnedulgerd wsertsanto
contai ner received at step S361, thus checking whether there is no

t anperthegontdnts anpredetegmised owvehmarkespecofydsg it resedeer N, Bideputpdbstthd he
receiver S 1 displays the handling information and price infornmation

ot > . . . . !
| ncl ugeghjidht i@éﬁ???ﬁ%{:ﬁﬁdéﬁ?ﬁmﬁé t@géﬁf‘e’r &?%ﬁ&@mc98%§'t8?é]gﬁoﬂu€e4hﬁ§g?‘y

section, not rmnes the pdrchase I'temsuc

contents repro { or capy.,and indicates,.t itemto t.he receiver 51.
st o’ 36a he DD 7 Ree e R Fab oS BupRed Froin, Be 53ryER AhEFELeT R
accountjng information and use pennissjon information based on the handling

i nf onrdthewgh e BPD A2 és describad as beps mdspendensin Fag. 18; dpnagbe integralbam 62

records the contents encrypted with the contents key Kco included in the
ser vi dermedvasie matéeruofcourseai Hee recardeh 83 HRhiEAR rediirds tand 18p6Fducdethe
decoding unit 91 of the decodi ng/encryption unit 74 decodes the contents

key Ke@nterts 3appHe@ frfi thd SEhERChvi@st 3ud dhd Hontl bf loptiek! 428 éh@t’sl‘l@vm)

i ncluded in the sen~ice provider secure container, with the distributlon

s210 apaed Hetei, BRI BRIMbReprodcinh Reffohofs.cn ShM B o af 10
e S Y ORI TR
block t]qgrvelog? and records contents to and reproduces contents from the optical disc. The

SAM 66 has the same function as the SAM 62 and therefore will not be described
further in detail. The expansion section 67 has the same function as the expansion
section 63 and therefore will not be described further in detail. An MD (Mini Disk:
trademark) driver 54 records and reproduces the contents supplied from the service
provider 3 to and from an MD loaded thereon, not shown.

The IC card 55 is loaded on the receiver 51 and stores predetermined data such

as the distribution key Kd stored in the storage module 73 and the equipment ID. For



vacancy of the external storage section 113. At step S370, the data check
nodul e 114 applies a hash function to the data (such as cont ?'?tJﬁ%éé 3Kco
and contents ID) stored in the key data block retrieved at step , thus
obtaining a hash value. At step S371, the data check nodul e 114 conpares
t he hash val ue obtained at step S37058i th the check val ue corresponding to
the key data block retrieved at step S369 and stored in the storage nodul e

i7 t3 i gegaelgtglee e Ea W hBRS tH B walts 8§ gﬁféhafs@i A6éWeBteives H1 eactibstifes - | f

rimned that these values are Coincident, the data of the key data
bl ock .hag not been red, Therefope, th rocessin eg~ 0 st 372
and t £ s TEor b R BAR peedic vast TRt Sfes oo BRI GlST e he
key data_ bl ock havi ng vacancy of the external stor_agle section 113. At step
S373, préedetemniiddgtasuchpsitbe dstiibntonkeydod stared inflahstoragenmoduleo’3 p€ dat a
stored in the key data block in which the contents key Kco is stored, of

the exierdmRlivatdr fug IRBdeprustd3 THdi)sheht& Ivads the M@tard 35usntoAhe iedp
S374, the decodi ng/ encryption nodul e 74 olenvrites the check val ue

Cor ot b Bl e i ROLREE 1 o St she RTRETRen 5] Rl der

cal cul ated at step .837?% é séﬁﬁa%?& t he acco,ﬂjlti ng nodul e 72 stores the
accoumanAgeIY SeaHPB A &P é’&r {SCEYIEP CeRSE k. o1 1R A1SSK Blangecmsat Sectran and
the processing ends. If it is determned at step S371 that the hash val ue
obt ai A8 fahedtMD S8dicanentdrel céteekey datresuadr ae thpouskrisqame ahd thegredit a

bl ock retrieved at step S369, stored in the storage nodule 73, are not

coi ncicdeNtnuthbér eRel fﬁrhﬁhyﬁﬁ:n@ sfeshe tfeef fropIMALI dfabaid i@ Yinddie depck
has been tanpered and therefore the processing goes to step S376. The data

check I i : t er nal
st or ablg%gggﬁ%l %é?[gtg&ﬁ g\? e&ﬁgjee\r,?ag %@f(te}%lciartﬁ :q%%(lj.ﬁ%{? ﬁ?toq‘ids?é g%"t‘%%%{ Snfeg-ﬁ\t E’)é% al |

t he key data,bl ocks of, t ex nal , storage section 113 have not en

heck Blen PRCTLHOEEL o e d6eed S5 i SxEHEs redcliatan prorsboiamn thegadts
retrieves another key data bl ock having vacancy of the exterpal storage
sect i ofthatrievied data. iFimerefores thensss necd not eapy pus tnowblesoneeinputgfdata.it s
detennined at step S376 that all the key data bl ocks of the external

st or a@the. I€2caid5S idlulieya niwtanl suthektidatiéharehile 80andka gtotaganiddudl §1n
whi ch the contents key Kco can be stored. Therefore, the processing ends.

In th "P’hcriﬁﬂfl% authéhti &tRIn@bdale 80 cﬁ%&%é’bﬁﬁf&? ahMERAELEN gsfit}]Ic ﬂ%hse(m data

bl ock in the contents key Kco an i ke are stored, o

orLL 83! EHCOARE SRR S ee il Fiphle R LSS S FPTAY (0,
Proceserfic 84 SaR 0iputd the storehata o ol AR 62, 0" F19-37 1n 27 June 2003
Fig.11is a block diagram showing another exemplary structure of the user home
network 5. In areceiver 51 and a recorder 53 of this structure, the expansion section
63 of the receiver 51 and the expansion section 67 of the recorder 53 shown in Fig.10
are not provided. Instead, a decoder 56 connected to the recorder 53 has the same

function as the expansion section 63 or the expansion section 67. The other parts of

the structure are the same as those shown in Fig.10.



122 which the receiver S 1 receives the appropriate service provider secure
container and can-ies out accounting, in the case where the ygg,080y3rork S
has the structure of Fig.28 and stores the check value to the external
storage section 113, will now be described with reference to the flowhart
of Fig.58. The processing of steps S38l to S400 is simlar to the
processi ng of steps S361 to S370 of Fig.57 and therefore wll not be

descri bed f ' t\a1 W@ ' Wi s the
check val ueﬂg%ggé%%éo}nsﬁn\gh{cg tﬁ]cgﬂ%g;&n at agpg?ﬁgggﬁﬁle@%‘%ﬂgmﬁé‘gﬁg@gﬁ
stored in the external stqrage section 113, .with the check.key Kch to be

St or o8 RIeACRBIAE P ETRB AP HONETIS: KT IRSA Muieal AN BRI RUNE © 14
conpares the hash val ue obtained at step S400 with the check val ue decoded

at st dp1s4a@ecotding mdduleld2paideeddinganodhlesH)3,anuegpansmromodnlc €64, and h
each other, the data of the key data bl ock has not been tanpered and

t her ehag gt g?ﬁ?ﬁﬁ}&{:@@;ﬁﬂﬁwi %éﬁﬁx@uﬁgagﬁhe&k&twrpﬁ%gwgowcafﬁeé)s

5403 and e processing step S372 and S373 of Fig.57
and therefore, wi Ll not .be descri rther i tai]l. At shLep S405, the
ancr y ook Gl FodenBerighvatt be SAU 6 ar o5 sl bRAd puhu iiemRtaR (e
check value Kch tg be stored in the storage nodule 73. At step S406, the

decodkey/ Btemppo the deeediagrmogute Ui02: e Therdecsiding medule EF despdesithey t o

the key data block in which the contents key Kco is stored, of the storage
nodul eofitentwikdy K hdsbh visl swtpanedy fioad the SARD 6348hd € edcesth nige of

steps $S407 to S409 is simlar to the processing of steps S375

temporary key Ktemp, with the temporary key Ktemp, and outputs the decoded
contents key Kco to the decoding module 103. The decoding module 103 decodes the
contents recorded on the HDD 52 with the contents key Kco and outputs the decoded
contents to the expansion module 104, The expansion module 104 expands the
decoded contents in accordance with the ATRAC system or the like and outputs the
expanded contents to the watermark appending module 105. The watermark
appending module 105 inserts into the contents a predetermined watermark specifying
the decoder 56, and outputs the resultant contents to the recorder 53 or a speaker not
shown, so as to reproduce music.

Fig.12 illustrates information transmitted and received among the EMD service
center 1, the contents provider 2, the service provider 3 and the user home network 5.
The contents provider 2 stores the encrypted contents, encrypted contents key Kco,

handling policy and signature into the contents provider secure container (which will

be later described in detail with reference to Fig.13). Also, the contents provider 2



27 June 2003 123 to 377 of Fig.57 and therefore will not be described
further in detail. Thus, in the processing of Fig.58, too, thegjgeeooer 51
of Fig.28 checks tanpering of the key data block in which the contents key
Kco and the |like are stored, of the external storage section 113, and
stores the new contents key Kco onlyeédo the key data bl ock in which no
tanpering has been nmade. The details of the processing corresponding to
step LG: i oy O : i |
o bEPRSad 2 BEAintaty B MELChiEhR drBFRIckD (which SANTMRARRS ROl PaLe )
t he decqdi ngl encrypt.i an le 74 of the,receiver 51.reads,out the yse

bor m SSHbFPIRT R 8] B e cantenfupo¥id oufs Gonteingiyand dnsim iyt
contents key Kco stored at step 5344, fromthe HDD 52. At step S412, the
decodresy]tmt cppténis provider sgeuirofcontmner tetheserviceaprivider 3 Adehcdntants on to
the use perm ssion information so as to cal culate a hash value. At step

$413, I“Bﬁd‘é?Q%éﬂ%gé}ﬁsV@Eéﬁﬂic@@Hfﬁw%br%nfs']ﬁo"v?&éﬂZ/thh'_ejhﬁﬁﬂﬁ HAIRS
g € nas

whet her or not t h value cal culated at step S412 is coincident wWith

t he hash val ye stored in the storage.nmodule 73 at step S340.Qf+Flg.56. If
1 o andelaTea sty R e U R G S VD R den
with the hash value stored in the storage nodule 73, the processing goes to
step sentergnd predeterm ned i nformati on such as the val ue of the nunber of
tunes of use included in the use perm ssion information is updated. At step
S415, the dHnosEro@egrovider Borrifieduhe réceivéd thrificateiof ehe Sdnteptd presvidehash
function to the updated use perm ssion infonnation so as to calculate a

hash QabBF‘ai{nﬁheg@ﬁﬂi%éyglﬁ"cb%f?ﬁ@é@x%nﬁ%ﬂ‘gk@d&@ %dt\fe?iﬂéing\g ta%esépr es

t he hadh val ue e 2003 124t se penini ssion I nformmation

cal cul at ste 15. A e 17, .t he odi ng/ encrypt i ol dul e. 74 of
Che 1 SR Féased bhRepfsiBroieCilre dohumihgs  ARGE SuRer e e B &t oo
52. At, step S418,, the nutual ,authentication _nodul e 71. of the SAM 62 and the
ut uafhe StEmaRtTce the SHTViRRIBIQYider Qf eowgar!@mg gaaliynfrem the eonignis
mutual aut hentication, and the SAM 62 and the expansion section 63 store

t he t pnpeidar sekuxe sortanerTand genetates ipruei mrfopmetiensbasgdi en sheihandling t he
processi ng described with reference to Figs.40 to 42 and therefore will not

be de?@)libp.edFﬁﬁhbﬂemei BerfdedplovidBe 3 stddtesnthe ndifdiryed E@mmﬁ%ﬂt&ygaéd)r

mut ual authentication is used as the tenporary key Ktenp. At step 19, the
oy KERPIAte ket K, MNP SR HR R it I I SR &
of 1 hEXOEBLSROPErapRIeDt abab A ateh dRbE%oRd el En IR ko
0 TR v e s e 5T o
section 63. At step S422, the decoding nodule 76 of the expansion section

63 dewbach wiltbe tateedescribed ikdetan withireferencetar Bigyl Ky the senyicepratider S423,
the SAM 62 reads out the contents recorded on the HDD 52 and transmts the

cont eg¢Gure dntgineX RATBransiAfs thofesabantseficd prdvader sérdeentiifier thy e 76
of the expansion section 63 decodes the contents with the contents key Kco.

At st i : . . i s 3 d
the " dS8g e ct Pk BT L QIR e LRk prOvi Y SN S MR oI 0
system such as.@TRéC. t step. 9426, .t he termark a& endi ng nodul e, 79 of
Uhe oSPRCS BROWAET PdR e Drieeanfamation det Sienatute and SranamitsDEeRyItaRt ¢ ne

receiver 51 into the expanded contents. At step S427, the receiver 51
out puinformation the EMD service center 1.

After verifying the received service provider secure container, the user home



reproduced contents to a speaker, not shown, and the processing ends. If it
is detennined at step S413 that the hash val ue cal cul ated at 23tjgRe £4d32 and
t he hash value stored in the storage nodule 73 are not coincident with each
other, the SAM 62 at step S428 carnes out predetennined error processing
such as displaying an en-or nessage @j a display unit, not shown, and the
processi ng ends. The receiver 51 thus reproduces the contents. Fig.60 is a

dccoabprugth 5 CHHED 8 SURLRACRREASERe Qo dio SR b8 T REPRRL 68 o e

structure of Fig. | | . The processing of steps S431 to S437 is simlar to
t he pimkoasaation sicludeddnghe secureseantapierri §heaisgndonpe netweek vi salecista pe
described further in detail. At step S438, the nutual authentication nodul e

71 of puhchdzdMipdeafioni e Mndlingapdlient theat garerated Yertdlllé wie pbanitetmder 56

carry out nutual authentication and share the tenporary key Kienp. This
aut hent 4 i C ( .S, 454 :he. S i i

"ot or Deutdsft, BoOGRTRIAYS Ahd3iaPes Abeorhiilf oRRRRL Wt ltrkll | |
detail.. The randomn niger E éﬁﬁzﬂ R3 used. for .mijt ual , aut henti cation is
used &Btort SE@@SS#%?@“ ap the oM. Atheusgpepmigsionpiraainmis saNed 100 A ¢ he
decodi ngl encryption nodul e 74 decodes the contents key Kco recorded on the

HDD 52xterhal memoesywd the yedédverctogeties avitntlterem csyptedgontents land e canteitep
$440, 27 June 2003 126 the encryption unit 93 of the decodi ng/ encryption

modul geyAvBRH WPdScdded 888 8 cPAtedWith ke Hey Wishie OFRhbagBONREY Ty
Ktenp. At step S441, the SAM 62 transmts the Contents key Kco encrypted

L SR A TRk A E S8R B e i 00 0
" ecor dEmSTRILEAdo b B S e Remiee I toReSB AN (S pandibes BebisHendaRion,
information, if necessary. ‘

The EMD service center 1 calculates the use fee based on the accounting
information and price information, and also calculates the profits of the EMD service
center 1, the contents provider 2 and the service provider 3. The EMD service center
1 compares the handling policy received from the contents provider 2, the price
information received from the service provider 3 and the accounting information and
handling policy received from the user home network 5, and audits whether there is
no unauthorized action in the service provider 3 or the user home network 5 such as
tampering of the handling policy and appendage of an unfair price. Although the non-
encrypted handling policy and price information are transmitted in Fig.12, such

information may be encrypted before transmission. If the information is encrypted,

the safety against attacks from outside of the system is improved.



step $S444, the decodi ng nodul e 103 of the decoder 56 decodes the contents
with the contents key Kco. At step S445, the expansi on nodul @774de 2603t he
decoder S 6 expands the decoded contents in accordance with a predetennined
system such as ATR AC. At step $S446, the watermark appendi ng nodul e 105 of
the decoder 56 inserts a predeterm ngg watermark specifying the decoder 56
into the expanded contents. At step S447, the decoder 56 outputs the

[epr o0 ed Ry TaS SR The BEERfs a;r,fa%de%@eme Ahtatle Th g@ggé@gggd\ﬂgeghe

processi ng to the processing o ig.59
and therefore mrll not be ﬂﬁfcrlbed further .in. eaﬁh rJzannel in
t he cSERUEHEPRIANET cRRIAIHOME REPlEM% eRSEYRIGd Withy P%n epgthe |

the contents received by the receiver 51 are reproduced by the decoder 56.

Fi g. 6Contes kepdidreenayprad with the distribue onfkeyié dEaRY theshamdling polighande
present invention is applied. In Fig.67, the portions corresponding to

i o Sl Thd Blniaie 8 REE0UERRE By Phrbdd i IR Re S K ool "
SR U LT RN TR 0 T

(connected) to the receiver 51. The receiver 201 has a structure si m I ar to
t hat ebntends ereryipied with thagontenss keysKio2the condentsdey kegpemasyptes with th
con-esponding to the SAM 62 and the storage nodule 73 of the receiver S I,

r espedistvibutiondtey Kd ahnirciadling polidypD 203. The receiver 202, too, has a
structure simlar to that of the receiver 51, having a SAM 220 and a

storage ”Dg’féqlﬂoﬁﬁstrl&%tﬁ@ﬁé‘r‘t:‘f%at@ﬁ??%cqﬂsté&s PavRek AThRWRAL AEARInL O the

receiver 2 e recelver no connected to any recordlng

medi wn s ch as a The receiver 51 s S hown Fi
Fowev SPRtGTS PRPGAEE arBaing (hEgeLoPRAvBROR of TecahBiAle, dhererebmRbEsad o
the registratigon list shown in Fig.45 is stored in the storage nodul e 73 of
the SR tbq certhiieate adloseted tooel ¢astentsrewedera Fiom apeauthemticatigrnstation,
infonnation is stored as a table, and a target SAMinfonnation part in

whi ch the abggréthm aad partoretet osed Shrothie gippatme, theemamb afdihegauthentication
registration list is stored. In the target SAMinformation part, the SAMID

of thetR{vH, PREBkpliatith Matd Bf the &dtiFichdd, itR8 nhhid of ﬂféaéodténts'd}obiﬂe‘i X 3B, the
I D of the SAM 62 of the recel ver S'1, i's stored (in the section of "target

SAM | Bui)hcﬁl et 85 ﬁ%\ha&? hﬂ&tthg %J@?Jth%‘et Icﬁ'reei‘ﬁ%rlﬁﬂtrh at e?'%e of

this glstr |IS IS S ore sectl explrr 1 on

obtained by encrypting, with the secret key Ksca of the authentication station, a hash
value generated by applying a hash function to the version number of the certificate,
the serial number of the certificate allocated to the contents provider 2 from the
authentication station, the algorithm and parameter used for the signature, the name
of the authentication station, the expiration date of the certificate, the name of the
contents provider 2, and the public key Kpcp of the contents provider.

Fig.15 illustrates the service provider secure container. The service provider

secure container contains the contents encrypted with the contents key Kco, contents



and the version nunber of the registration list is stored (in the section
of "version 27 June 2003 128 nwnber"). Al so, the nwnber of ne&é&?

equi pnents (including itself) is stored (ui the section of f

equi pnments connected”). That is, in this case, since the two equi pnents of
t he receiver 201 and the receiver 20%3are comected to the receiver 51, the
total value of 3 including itself is stored. The list part includes 9

itens i . the o D AT [ VR 00 ing",
sccolst e imypRA b the diFALNISh key RY. 5aRA8nBRBAES Yk infoRfERINHT'S .
"registration ndi.tion sigpature”,, d "registration list signature". In
this SENAEE. LBe signatis is e oblpibed by snsiyBingwitdbe sceret k8 K4 of

regi stration condition of the receiver 201 and the registration condition

of t hehe seevicerpra®itierps,ealdiash niabeel genératedithyoapplyirgg arleathi furtdiimnr estect i ve
sections. In the section of "SAMID', the ID of the SAM of the equipnent is

store ' b ' : | D of
The SKRPITHS SPEDRIBTRUEh heobfpnlt KEP R ohferth KO FSSRAPd il o,
202 arg stored., In section..of "user ID', the user ID of the user of the
cor r e SHSRAHENRY, ’éfd;ﬁ?ngﬁ‘é%aﬁ\l}&/a@ ,prrlcéecg}f\t;gpage@., recei ver 202) is
stored. In _the section of "purchase processing", .information ("avail able"
or "unavai IEigl1&)lustratesthe sgrirficatesf the seyaes pryyadeti hgTheoepiicate ofthearry

out the processing for purchasing the contents (specifically, for

pur chagivige phevidee 3pnmaias ithe verich humibenod thé cetifiiate)ithe kepalka@hbesof
stored. In this exanple, since the receiver 51 and the receiver 201 can

Cor 1Y RYSCHIAE RSSO e BARIOAITS OB QN on m 1
algorithim and parameter used for the signature, the name of the authentication station,
the expiration date of the certificate, the name of the service provider 3, the public key
Kpsp of the service provider and the signature. The signature is data obtained by
encrypting, with the secret key Ksca of the authentication station, a hash value
generated by applying a hash function to the version number of the certificate, the
serial number of the certificate allocated to the service provider 3 from the
authentication station, the algorithm and parameter used for the signature, the name
of the authentication station, the expiration date of the certificate, the name of the
service provider 3, and the public key Kpsp of the service provider.

Figs.17(A), 17(B) and 17(C) illustrate the handling policy, price information
and use permission information. The handling policy (Fig.17(A)) held by the contents

provider 2 is prepared for each contents and indicates available use items to the user

home network 5. For example, the handling policy of Fig. 17(A) permits the user home



27 June 2003 129 receiver 202 is not connected to any recordi ng nmedi um such
as HDD for recording the purchased contents and therefore cappgh,Eadg3y out
the processing for purchasing the contents, "unavailable" is stored I'n the
section of "purchase processing” corresponding to the receiver 202. In the
section of "accounting”, iilfonnatiorgg("avail able"” or "unavail abl e")

i ndi cati ng whether the correspondi ng equi pnment can carry out accounting

out om P S By oEF Byoduetin S BRIt o RN, PROBRRRRY . o

in the EM) seryice center 1. In this exanple, since the receiver 51 is
regi stREIBAL YHZENCARN pnent that can carry out accounting, "available" is
stored in the correspondi ng section of "accounting”". On the other hand,
since the rEigeil8¢A)20d E8(B)tilestratesingle i amd irhiliplexcomt. eMulapiegopy er ed
as equi pnent that cannot carry out accounting, "unavailable" is stored in
the s j ‘o LG i t (oF- YAV,

Focer Jor SRy g 8 Sty o UdpiEr Bith Mhe! SRRt A el Hseribefthe e
contents i.s .not carried.out, .no ghatge is swjined up and accounting itself
s notPARBLSHORy §Onditiothis DUEHASRIOWIaERSRERT (thgthECBORFBER 107 PRRICNDFGRY { he
SAM of the equi pment which carries out accounting with respect to the

char ggersissien ispriovidétd ix the wsp edimssiequnforsmations $lowevkr, las shoven in
exanpl e, since the receiver 51 (SAM 62) can carry out accounting with

r espeqigti@ (e fighEnespyiag df5thef copyh eanmdobe chfri&hWubLopis hbe peaesitady. 51

is stored in'the correspondi ng section of "accounting equipnment”. The

recei . ' j i, t

an-ningfy Gy REpfeEAGe B bpBIqpkcH it eBni RO ST ihe Pl GaRREIRERSe |,
201 w vch.cannot carry out a cougtin . Therefore, the ID qf the. SAM 62 of
the r REEMISHOR jcondipl, iy PRFFHAREds B BrsReet 0 cHisuRPRITE T BT pHBiRh: OBy
con-esponding to the receiver 201. Wth respect to the receiver, 202, since
t he cqfrenssionis previdgdrinithe age peamissiendnfprmationar Imthe apseof dee singled
above, accounting for the receiver 202 is not necessary. Therefore, in the
sect i wopyf téacwthericopyatgiofthentSpy ommestion damied outt (oe is aoepennittéd), as
information ("none") indicating that there is no equi pnent for carrying out

accougmbgglh§pﬁ%pg§?b_l n the section of "contents supply equiprment”, there
i s stored the 1D of" the SAM of the equi pnent which can supply the contents

ot 1 rom ¢ RS GFLYE8 RERIAGER S thd B RorkBtEh 2 L bSRIHRRRISITT ¥

this e si,nce the receiver .51 and the recejve 1 receive {he

cont et B S UEM), BB H0e RenEo PRavidend: 88 Shawn ot KinAEon Komgrample, the

i ndi cating that there_is no equipnment suppl iqg the contents is stored in
the caricesindaamaoseftigd 708) mgbnat@ﬁttbats&y@ eg forieprednction Sifithe contents
receiver 202 is not connected to the network 4 and therefore cannot receive
t he canstléftyersamptlyatithefed for maltiple copgrafthéaonents is 86 g@eny eAlthbagh aotent s
supply fromthe receiver 51 or the receiver 201. Therefore, in the section

of " CQlloBt i PRI A948! 1Y the TRIRRGRAAAON b sifile BBRG rSlesdis hblree! D of

t he SAM 62 of e recei ver t he e recei ver 201

are stored., In the s Lon "status. inkornmation’ he ,operati o

i ¢ 40T SHeR SRRV Bl of b enBle, 5P BofSing VEeEHindibe HEuEBE B Thatfore i o
no limtation, jnformation _("unlimted") ,2& June 2003 131 jnﬂicating t hat
t her e SiRglaFapynist t& bepaid diher eentents fopvéuehanmitinde copyi emasingle cepx s,
information ("limted") indicating that a predetennined Iimtation is set

i s st qesnhitted ardéinaped & tlencomtents inethetcgzpenherentherusetpermigsisn apndition
indicating that the operation is to be stopped is stored. For exanple, if
accoun piecllisddeih PHGREPH thel dott A Tot WIS odgl BERERH i@BroYidedinthe
i nformation” corresponding to that equi pnent. "(CThis w | ater descri bed
in detail.) In this case, with respect to the equi pnent for which "limted"
is set in the section of "status information", the processing for
reproduci ng {decodi ng) the contents which have al ready been purchased is
carned out, but the processing for purchasing new contents will not be
executed. That is, a predetennil~ed limtation is put on the equipnment. On
the other hand, if a violation such as unauthorized duplication of the
contents is discovered, "stop"” is set in the section of "status
information" and the operation of the equipnent is stopped. Thus, the

equi pnent will be able to receive no service at all fromthe EMD system 1In
this exanple, as it is assunmed that no limtation is put on the receiver

51, the receiver 20l and the receiver 202, "unlimted" is set in the
correspondi ng section of "status information”. In the section of

o . = o, . o Y M



27 June 2003 132 In the section of "registration |ist signature", the
signature of the EMD service center 1 with respect to all the7ggde20®at in
the registration list is stored. Fig.69 shows the registration |ist of the
receiver 201, stored in the storage nodule 211 of the SAM 210 of the
receiver 201. In the target SAM i nfoggation part of this registration |ist,
the 1D of the SAM 210 of the receiver 201, the expiration date of the

regi st Lon.lijst. i: nunber, and the nunber of equi pnents connected
(in t“%gﬁéﬁgﬁfkéfn%¥ﬁ§§h§ﬂé two equi pnments of the receiver 51 and the

recei ver 202 are connected to _the receiver 201, the, total .nunber of

i ncl udi ng iIheansey hgmeeniedwerk 5 storefcthe uge B@mmSSt%lrsfaﬁ@atlﬁng%a&tl96@5335 in
the list part of the registration |ist of the receiver 51 shown in Fig.68

i s stfifdicating the/Qse itens sélbeteddsy e wder droinithe avhilabke necrensr(F2927(Bdpr ed
in the storage nodul e 221 of the SAM 220 of the receiver 202. In the target

SAM i ' i j is | Sf: I : of
the. r Bedie it AkicaRd b7 i hERAE Bolieh shbphied Fin (ke SEriifEpriltes,
nunber, and the nunber of .equi nts..con t \n this exanpl e, since the
o CEOF BRERPLC, SR URE peduision Tomaton s gau Camndtates Bat B Cottelts o ( ne
recei ver 202, the total nunmber of 3 including itself) are stored. In the

| i st pan beimeproducedxkonmise, anshibat single egpytanat myitipleneiopy oanmdt heheamedki ver
202 is stored, of the registration conditions of the receiver 51, the

recei ygf, 201 and the receiver 202 registered to the |list part of the
registration lists of Figs.68 and 69. The processing procedure for storing

t he regi st i i h 8&- . 73 of
the 1 ecer v oA 58S d 1FS AR NS nilaliRe pORP AU GEE TR Erioh 0
133 and.the stqra nodul e 221 o he, recei ve 02.wi Ll nqw be .descr.i bed
whn Ruhsrease eI dheoomtsyistapyidsr 2dgs ke pretfistitision ItAumagh & PR ; on
processing of the receiver 51 is carried out. The details of the_

regi shandling polizye sgidngvharesthep sepdce providrind adds hber psoabhalistrdutiony. 72
The processing of steps SS 11 to SS 18 is svnilar to the processing of

st epsinfoiation t&tHO 108 inffopgndfionwbrhparedivaitie thvd dxtamplesoE FigstT(ADpd7(B) t her
in detail. At step SS 18, the user nmanagenent section 18 of the EMD service

cent egnd lﬂ(ep.a'lﬁh@ekﬁﬂi &4 BFFRSY. 19(), 29(Bhana 10CH! th gé’mgﬁri&&?_“ﬁﬁ? tige Of

the user registration database.” The registration’list prepared in this case

corSBRgBR S A TALR L AR T D BRPRI I,

st epsthSeSI%r%f{toofStE%Aéoin%enstis npjrgelrdetr its h/% }pgno ot Srg}i)r%%u%{io%toeﬁ%e %o}m?egnts and 40
yen for multiple copy of the contents (Fig.19(A)). Moreover, as the profit distribution
information, information is added which indicates that the profit of the service
provider 3 is 60 yen for reproduction of the contents and 30 yen for multiple copy
(Fig.19(B)). The price is 50 yen for reproduction and 80 yen for multiple copy,
similarly to the case of Fig.17(A). The amount (for example, 20 yen) obtained by
subtracting the profit (for example, 70 yen) of the contents provider 2 and the profit

(for example, 60 yen) of the service provider 3 from the price (for example, 150 yen)



to S 114 of Fig.43 and therefore will not be described further in detail.
At step S522, the SAM 62 of the receiver 51 decodes the regi 3fJadd 703! | st
transmtted fromthe EMD service center 1 at step S521, with the tenporary
key Ktenp, and stores the decoded registration list to the storage nodul e
73. Thus, when the registration list ghown in Fig.73 is stored in the
storage nodule 73 of the receiver 51, the processing ends and the

pr Oceﬁﬂﬂrﬁsgpx%ffﬁtﬁ]fgﬂe 29D %wgdbﬁceéﬁ%lsl arhs-ENID §ér‘%§cesc%}§er { RR&n gﬁﬁhﬁt& ﬁ]ée on

pr ocessi receiver the receiver 202 1s carned out.

details qf t registration,prpcessing at st 50 r wn in the

£} ovciiPRtypt e ceni bR IaREI6e SehloSpmmdlys adahe BN Mtvige Cetter
additionally wites the | D of the 27 June 2003 134 SAM 210 of the

r ecei eby 2btaiamyg theehamiliig phbcgAptoftalistiibution mte aud przg2nfomation vsect i on
of "SAMID" in the registration list (Fig.73) stored on the HDD 52, as
shown 18 uSEShdie iUt ofk 5! 5wl 8/ Ae4 oMM TRITRIAGI(TIR, 191€)) BRREAbAY ©

sections o pw chase processing”, "accounfing”, "acc I ng“equl pnent" and
"contepts s equi poent » i ngacgordance with t added IDs. In this
excanpithe FeHEBE Hsf S BE EPbien SR B B R GRe aletvhEE 55 of the. 5aM 210 of ¢ he
receiver 20l is witten, 'available" is witten in the sectiaon_of "purchase
processi ng"Figs20443i e rand 204¢) ikhesirate thebasdlingqielisy, PacednfmPRLIoN t he

I D of the SAM 62 of the receiver 51 is witten in the section of

" accoumnid usp perumission thfoanatidmandie ¢casewhereenphmalitysofieodesarefet foothent s
supply equi pnent". Also, in accordance with "SAMID' in which the ID of the

b . . : | AR 00
%ﬁe%‘ff é&ﬁeﬁ@%gy&u&% I ﬂ’{"e'eﬁxha.ﬁg)\}g iollfggg.gptgz, 1% theSelikbé bﬁgvﬂd@r‘s e

section of "purchase processing”, written rnthe section
of "accountimg'. "nope' is itten.in the section of.'accouniing

cqui pi 111:#3%ﬁ@rpﬁgéﬁ%%ﬁ;gg%%mr‘e?”fsﬁyh?; PR tg?f%?m?h? ﬁq?nawef ne
oqui privies) FRdApEodticsion Hinised FcAara it s xampi Nt Doseriss dde 1900
sections of "purchase processing”, "accounting", "accounting equi pnent" and
" cont aressetuppt the qusepoénedntestsdetprodiogan, asrthexhapdling ipolizycand spwdee wi t h

the conditions set when the receiver 201 and the receiver 202 are connected

to t hénfaeeitic. BilthehRxé whke tHealsebsSlectsthe veprodvichion thgidéd By tHehwager t he
receiver 51 and the ENMD service center 1 is can-ied out. This nutual

cei ver 5L and the EVD servic . o
N R Oy R L R e R S S b e S

an escri

in detail ., At step S53 t he, SAM 62 of the, rreceiver,51 encrypts_the

nand! FRarasbided hERenels ot VaMEOF e Beetteiis thinaM e SRR idneds the « ne
HDD 5 it.th the, t K , d.tr, 1ts th t ed handl

pol i Cjﬁp@@@@ngy%hpwg@gféggés pé{ regfpe p%rllimssrlgl? 1Sn on%atlog fgp f]{eyxi)se(la' hon?g ‘9

network 5, as shown in Fig.20(B). The value corresponding to the limitation by the
number of times i1s decremented every time the contents are reproduced (used) in the
user home network 5. For example, after the contents are reproduced three times, the
value is decremented to "2" as shown in Fig.20(C). If the value corresponding to the
limitation by the number of times becomes "0", the user home network 5 no longer can

reproduce and use the contents.



i st having the new information added thereto at step 5531 and the version
of the distribution key Kd and the accounting information stoyggahd Fngzhe
storage nodule 73, to the EMD service center 1. At step S534, the user
managenent section 18 of the EMD service center 1 receives and decodes the
information transmtted fioin the reggi ver 51 at step S533. After that, the
user nanagenent section 18 of the END service center 1 confirms whether or

not there iggan HH&?{}?KQ{ aﬁgﬁefi‘%ﬂ&ﬂhbﬁ dthithe! Eﬁﬁbvf‘énr%‘élcé}ﬁér 4hgy CBABEY e

202 so that ®stop” e set 1n the section o status information” in

of 1 naeenisadidhte 408 spitbepit sFoctisile SRR oN RS ONAV G (he CHAICE

recei ver 201 and the receiver 202 into the list part of the registration
Li st qmovider Baaridthefusenhomsenetveaykst.r The contentapageidend transmitscontepts
confirmation by the user managenent section 18 at step S534. Then, the user

manag k@atidR data thBde BYBkE HagR oTThe BbntenddPRRdGeri I ehecan@hyg e to
t he r?fg?{daeﬁ'?e%latalso asalto grggare t he regi strgt |non | i st (Iflglg 68) of the

136wt et o RhBTel B et A SERUAsRndip 0 W affbhys IB@(LQW?@? X

center 1 encrypts the registration |ist pre ared at step S535 t he

r egi stacapnBhnmber of therrontentsipreyidsy ity ERAD SEEHHSS CaP rléeyTln@ eﬂnqegts and
transmts the enci~~pted registration list to the receiver 51. At step
S537, prbeidsAvh&itageindrtesectoni Meof thelEMDPeservee eemedErockises the cenfesits at i on
list transmtted fi~omthe EMD service center 1 at step S536, and then

st or eyrbyidePr gar%aﬁagﬁa "P&khg rdceivdditio cdrlténts b%idea&egatrhhéﬁ dafd, h$8) of

the recei ver transmtted at step S536 is sto in the storage nodul e

(Fo %@rﬁtﬁgrsw%déés@%ﬁa%ﬁ%@ Heriat 42 é&@ggﬁﬁé‘gﬁg & Bt P gPREupS scos,

the receiver 51 %n bhe receiver 201 carry out laru
contents provider ID, then registers the contents provider reglstratlon data together

with the contents provider ID to a profit distribution database, and transmits the
contents provider ID to the contents provider 2. The contents provider 2 receives and
stores the contents provider ID.
The service provider 3 transmits service provider registration data made up of
the name of the service provider 3, the contents ID and the bank account number of
the service provider 3 to the EMD service center 1. The service provider management
section 11 of the EMD service center 1 receives the service provider registration data. i
Having received the service provider registration data, the service provider
management section 11 of the EMD service center 1 generates service provider ID and
transmits the service provider ID to the service provider 3. The service provider 3

receives and stores the service provider ID.



aut hentication. This nutual authentication processing is simlar to the
processi ng described with reference to Figs.40 to 42 and the flor Ll | not
be described further in detail. Next, at step S504, the SAM 22 ee%q%
receiver 51 generates the registration list (Fig.69) of the receiver 20l
fromthe registration |ist stored ingghe storage nodule 73 at step S537,
and transmts the resultant registration list to the receiver 201. At step

f’i?f’ {1 - anEOREreRR %‘*ﬁ??3%?5&%?935&2‘?%@6@?6%@:2%%5 PR AR 7' g
T in Fig.69.
St or cef 148 K 200 dhes AT apep it stber Gths iRer tofe B ASGee femisnd. T

receiver 51 and the receiver 202 carry out nutual authentication. This
nut uahsexwhdreagameritiseotipnd@esftha GEMP sarvidearenter 1 hecepyexthe sisexyegestratidied
with reference to Figs.40 to 42 and therefore ~ill not be described further

in dejghl AN RReveA thelli8r I%%{bﬁzueﬁ dabg th@‘iﬁ'ei‘%ar%eﬁﬁéiﬁ%@bﬁénﬂ@of

registration [I'st of the rece .€., the registration Iist (Flg 70)

inw yt ere tration ond f ere elver (€

the " ERFLYsesTed SPaetiCbReaiet Weerofld, thye' ABatH B% o&s Al AuGa 180
recei ver 202. Next, at_step, S508, the SAM 220 of the receiver 202 recel vVes
and degethss w:hbth@gﬁ@t%tanﬂntransmtsrthﬁslﬁwt Hadoithe yper hermemstwiogkS. SThe at
step S507, and then stores it to the

user home network 5 receives and stores the user ID.

Fig.22 shows an example of the profit distribution database held by the profit
distribution section 16 ofthe EMD service center 1. In the profit distribution database,
data indicating the profit distribution to the entitled organization corresponding to the
contents ID are stored. The data indicating the profit distribution to the entitled
organization corresponding to the contents ID shows the rate of profit distribution to
the entitled organization which is generated when the contents corresponding to the
contents ID are used by the user.

In the example of the profit distribution database of Fig.22, if the contents
having the contents ID of 1 are provided to the user from the service provider 3, 10%
of the profit generated from the use of the contents by the user is distributed to the
entitled organization. Similarly, with respect to the contents having the contents ID
of 2, 20% of the profit generated by the use of the contents by the user is distributed
to the entitled organization.

Fig.23 shows an example of a contents use fee discount table stored in the profit



storage nodul e 221. Thus, the registration list shown in Fig.70 is stored

I n the storage nodul e 221. Then, the processing ends. In the27J e 2003
above-descri bed manner, the receiver S|, the receiver 201 and PRe“Fecei ver
202 obtain and hold their respective registration lists. The method for
using the registration lists, which a% prepared as described above and

hel d by the respective receivers, will now be described in association with

t he pr&&?ﬁﬁi;gﬂﬂl §é&"tio§’1¢F6)H{‘H’aé‘El\?Bss%Hri9€ ‘éﬁmérhl " B SleSdbiftents df%r:g'a%' Eiscbﬁn? he

processing for accounting described wth reference to the art o
Fig.5 1 f Jt is determ at. step 5335.that the current total chafrge is
cquar tble e gpitenls D ang hedlisshifaate o Nse 426 101 6 Brer i IueE 1o
step 5336 and the processing for receiving the distribution key Kd is

carri ¢d theicontemts providesiip beg stores. dndbe dsscoynt table Afarumasi roosthe3sesed- i ed
out in accordance with the procedure shown in the flowhart of Fig.76,

| nst eathralo WHRCIP RS BN neRRNS hFpRERIE LaKHaY be Slorkllg, 52. Speci fical Iy, at

step S541,” mutual authentication between the receiver S 1 and the EMD
service ce r.1 ks can-ied, out. Thi t ual . aut hentd.caty on. pr-ocessi:ng i s
s lar o heue i O0Re so0La} rapldh fadUietBpudith D Bey i SRigB S SRR
therefore will not be described further in detail. At step S542, the SAM 62

of t hdremagbeventents preyidar 2 havmg thecontentapeoyider Ha afdds diseongtedbhy 28ect i on
18 of the EMD service center 1, if necessary. At step S543, the SAM 62 of

t he rehringeth® peeinad fiois Sdpteinbed| 1998 woDevendsesot 908 edThe tuset fee of the
accounting, stored on the HDD 52, with the tenporary key Ktenp, and

t ransrddntel fa®whARH 1B $He RAMYEAR AP VI L ¥nd GURICACT é’iﬁaﬁﬂliédhﬁoi’r?’tﬁé RBnfdntshe
di stribution key Kd, accounting information and redistration list stored in

the Stpcl){)%gfer@ﬂg\l/i%gztﬁetc%nttglﬁs %l}/gvisd%{' bt £ 4R odinted by 3%. The use fee of
the contents which has the contents ID other than 1 and 2 and which is supplied from
the contents provider 2 having the contents provider ID of 1 is discounted by 1%. The
use fee of the contents which has the contents ID of 3 and which is supplied from the
contents provider 2 having the contents provider ID of 2 is discounted by 5%. The use
fee of the contents which has the contents ID of 1 and which is supplied from the
service provider 3 having the service provider ID of 1 is discounted by 3%. The use
fee of the contents which has the contents ID of 4 and which is supplied from the
service provider 3 having the service provider ID of 2 is discounted by 1%.
Fig.24 shows an example of a user's use fee table which is stored in the
accounting and charging section 19 of the EMD service center 1 and in which the use

fee of the EMD service center 1 with respect to the user is stored. The monthly fixed

rate in the user's use fee table represents the amount of fixed use fee which the user



At step S544, the user managenent section 18 of the EMD service center 1
recei ves and decodes the information transmtted fromthe rec29i1¥1§é2®31 at
step S543, and then the audit section 21 of the EMD service cCenter

confirms whether or not there is an unauthorized action nade in the
receiver 51, the receiver 201 and thejyeceiver 202 so that "stop" should be
set in the section of "status information" of the registration |list. Neat,
at st ﬁ%ﬁ}}hé MW%I‘VW@%&@FT@ UheRth'8 e VAR abD ate éprétetiR 1
det er es ether or not there’'is an unauthorized action in"the recelver
51 on j{.he 27 Ju 2003 basis of the result,of confijrnmation, of step
5544, difCqunt tatd o Aacnthlw e rdle QUHRE ih RIEdFr B pEnod WhiGh, 3
receiver 51, the processing goes to step S546. At step S546, the accounting
and clespgcradlysdatemometddyothe esedanderckor e diseountyateofithe mansblint i ng
infornation received at step 5543 and carries out the processing for

cal culfptdd t4teif th@BRdWhettRuRANed ifdluliiy tie&iontéits HseFeSHiot IeBe thsPT
managenent section 18 of the EMD service center 1 confirms whether the
settl enent, has suaceede or not by the processing of step Sb546, and
preparaegr‘%ijert PR R8N Ye based on the result of confirmation. In this
case, when the settlement with respect tQ the charges_to both thug ecei ver
51 and t he kethe examplepiohthe uses's asadae talgshpwn %gl&%‘ﬂﬂh@rﬁ?ﬁm thxedspect
to all the equipnments has succeeded), a success return nessage i s prepared.
Wien triate fsel j00Oyemt anvd tie mesyklyt fixed rdte is discpentaa by 11086 dunmg thegrerssd 51 or
the receiver 201 has failed or when the settlenent with respect to the

char ggrbm Elﬁfr%ibsﬁ h99g QBGSeXﬁémﬁér 3998t R the¢aky Whetf %hé‘ﬁ?g :‘fléee g)?é?lu(ﬁﬂ?ihé s,

the settlenent wth respect to all the equi pnents has a failure

of 1 he PaG e e BLRRARS a2 07 e 3f morlfy SRR AR SRy Pheei ver

51, the recgjver 201 and_the recejver_.202 on t asi,s of the user
eyi strat | ohha&oRtsags Nse fee recAlpulaind Gom fiehatalt st o A4 RbASE REARE | s an
unaut hori zed action at step S544 and the result of confirmation as to
whet heaccomarting mfanmatians laodi theddmcounh antount dyaseddon thé eliscoemt tabla esrent
section 18 of the EMD service center 1 appends the signature to the
regi stgubtiadted fioth thoosnteAtsasel feepMiRaise feboftigEMDakbe lcefited-1 stored

in the user's use fee table is added to the resultant amount, thus calculating the user's

use fee.

Fig.25 illustrates the operation of the EMD service center 1 to receive the
accounting information from the user home network 5. The mutual authentication
section 17 of the EMD service center 1 carries out imutual authentication with the user
home network 5 and then shares the temporary key Ktemp. The user home network
5 encrypts the accounting information and, if necessary, the handling policy with the

shared temporary key Ktemp, then appends the signature data there to and transmits

the resultant information to the EMD service center 1. The user management section



27 June 2003 140 For exanple, if an unauthorized action is confirned in the
receiver 201 or the receiver 202 at step Sb44, "stop" is set27 JuntR603
correspondi ng section of "status information" and the entu~eprocessing is
stopped in this case. That is, no sen~ice fromthe EVMD system can be
received at all. If the failure in tHe settlenent is confirmed at step
S547, "limted" is set in the section of "status information". In this

case,1 g BE tRE TS sBE/iEQ LehRR PIEETIRS thd fe£Q0EERIEhAth@t dAAY elfahefa gty neen

purchased 1s possible, but the processing for pufchasing new contents
cannqt be carri,ed out. Nexté at steg SSig, t he us%{ mana (,aezﬁnt secb}lon 18
of t HEMBGBYE Uit ISEE ERagemsnt 00PN L 8y ASeode, e TaeeyVad 45FOPRE At est
version (distribution key Kd of the |atest version for March shown in

Fi g. 3nfomoatione wishi grer shaxed tempopmypker d<sempt epd S5agsmist the decodegor ary
key Ktenp, and transmts the resultant information together with the return

nessagRobhaRgliffordtatidef Sefisicriddl datLaringgenteht séétigh @8, S550, the SAM 62
of the receiver 51 receives and decodes the information transmtted from

modul o 75, TEh et Eahakahe PR IR AR Tb e BRoGR b Brordine Ko 20

nodule 73 |s erased, .and.its qown regjstrajion List_and the distrjbution key
Kd arserYRidk e@?cwt%tlgpggsra utipn key Gzltiiftgﬁkﬁélaf‘%%éfﬂnp@’ialyl QeKdEHihes
whet her the return nmessage received at step S550 is a success return

mes s appends shé sighanhwe data theretosamdjprephfes tegi stratasreimfionaalti oh fitorh klee nsessage
I S a success return nessage, the processing goes to step S552. 27 June
2003 régiktration database. The user management section 18 then transmits the distribution
key Kd encrypted with the temporary key Ktemp, the signature data and the
registration information to an equipment capable of settlement in the user home
network 5. The preparation of the registration information is as described with
reference to Fig.7 and therefore will not be described further in detail.

If it is determined that settlement is to be executed, the historical data
management section 15 transmits the received accounting information to the profit
distribution section 16 and further transmits the received accounting information and
handling policy to the accounting and charging section 19. The profit distribution
section 16 calculates the amount charged and the amount to be paid to the contents
provider 2, the service provider 3 and the EMD service center 1 itself. The accounting
and charging section 19 calculates the amount to be paid by the user and transmits the

information to the receipt and disbursement section 20. The receipt and disbursement

section 20 communicates with an external bank, not shown, and executes settlement



At step S552, the SAM 62 of the receiver 51 carries out the mnutual

aut henti cation processing (processing described wth referen@gq Juge B0ass. 40
to 42) with the receiver 201 and the receiver 202, and then transmts the
respective registration lists and the distribution key Kd to the receiver

201 and the receiver 202. If it is ddRerm ned at step S551 that the return
nessage received at step S550 is a failure return nessage, the SAM 62 of

t he rﬁf&@é@{ngzlw fIRiRese, fﬂnféx%’at%l?%nﬁ&dﬁ% qgé ofiBe weleisvﬁlroxﬁ@éd,vwcﬁh
ed" Is Set sin i

"lim in the section of "stat onnation" ( this case, the

receiy 51 .dtself or the receiver 20 with reference . to the registration
et tipaBatiohr S rafmiih oF 168 f8tmoot stulfidhy’ SrorehS e derESnT R, o)
S541. At step S554, the SAM 62 ofthe receiver 51 executes predetennined

pr oceshanging seciote 15 anddhe ngyr wiamagemepésectiontfe ddecinfermaizor onetheat
step S55 3 and limts the processing which is carried out in the

recei ¥gpaidifeatisiréflettedi ¢t thecase refiReratioacdtthbaseodnd well beaefsiped b hothe
pur chasi ng new contents is nade inpossible. If an unauthorized action in

555, S ERPeaBpt Bt Al thBtesigadd SufibREREBLAGIRRE o “STi s

i nformation: corresponding o fhe receiver 51, the receive 01 a t he
recei ver 203 %%le}ﬁnérfapééltet ﬁﬁsqtﬂsmmawithﬁ USPE plwtw%éwhl s
registration list to the receiver 51 at step S556. As the registration

pr oc esxienge dthevdisirbutien kéyKahendarypfedrvgh4Be temparary dayd{temyp ahd hayperet to
the receiver 201 or the receiver 202, the use of the contents in the

recei Yy sghtdre 0@ é}?%%ldé@lr tIRPéto andaHE regRt iR ifforfiatidnd Uplatdsehe

receiver 51 receives registration list transmtted fromthe 27 June

2003 i ek regi st | on
st TR I AR Bt bef Boie Al it R B St B il T
to the regeiver, 51, the receiver 201 .and t receiver 202, and the receiver
53"ty Grassqupoit dhrgdenghe dissnDarODdsY A Ehe Eeimbotsgy dAYC T,
contents supplied thereto. As a result, the receiver 51, the receiver 201
and t hpdaissdhedlistedmtiomker &d stored indheisterage moduleninsids BnMpengnmsian | f
the registration list and the distribution key Kd are transmtted to the

r ecei pascedfihgasedtione andaizlstes I2aatowmitayy SFbPmationiih théstoragekeodulecessi ng
is carried out with respect to the receiver for which "limted" is set in

the secti oFi@h6" ifludirates HeO6P&atiBh of roﬁte&sﬁ??ﬁéotﬁ)br&ées#ﬁ& bEMSEMD On

list is updated to the registration |ITst suc stop” I's set I1n the

oL Qb Sl ¥ THUHALER L HataThaith i SHEcrtT PRRSRAL e SOSANE o' °P

S337

information indicating the result of contents use by the user, the handling policy and
the price information to the profit distribution section 16. On the basis of this
information, the profit distribution section 16 calculates the profits of the contents
provider 2, the service provider 3 and the EMD service provider 1, respectively, and
transmits the calculation results to the service provider management section 11, the
contents provider management section 12, the receipt and disbursement section 20 and

the copyright management section 13. The receipt and disbursement section 20



The processing of steps S337 to S345 is al ready descri bed and therefore
wi |l not be described further. As described above, as the regi;,g};u;lagh(% li st
is transmtted to the EMD sen~ice center 1 (step S543 of Fig. )
unaut hori zed action in the receiver is confirmed and whet her the processing
(in this case, the settlenent processidng) has succeeded or not is confirned
(step Sb47) in the EMD service center 1. On the basis of the results of
confi rd@ﬁh%ﬁét@?xﬁﬁﬂéﬁ&k%ﬁﬁﬂgaiﬂéﬁoﬂ %o%ﬂ%@exé&%&%@ﬂem%hﬂgf‘oéé@@in :

u pdated 1s

registration [1st thus u hel d by ‘'each receiver, the tperation of

each receiver can bg control|ed, | .thf ?bove. e@i%r.i ?ti on, if tBe s_ugged
char gel 1% sEike PRV maragameah serin T} fransmits Gedpfesmation g th gwabli g
goes to step S336 and the processing for 27 June 2003 143 receiving the
di st r idfithe servies pravider 3 4o thesgrvige prewder dr Thetconsents ppoyidesinanagemept oceed
to step S336 in the case where the upper lunit of the nunmber of contents to
be pursghasadd sranginifnthe! MFoRHANER o theUsroTR SEIHheOSURBAR [HERERSS2 thehepper

limt. In the above description, the nethod for using the registration |ist

in the case of_th ocessSi nQif o oxnt | I §. despri.bede Howeyer  .al so
when tci?é]%%éﬁssp%onwg?lp?he n?‘gﬁlﬁ sgeﬁgéﬁlgg 4‘#%%@%%%Sﬁd{tﬁeg%gh%\lﬁ?ﬁﬁm%ﬁg Cy is
newer than the version of the distrjbutiaqn key Kd held by the SAM 62 of the
r ecei VBfOBMAON ITICEIR W@aﬁﬁm@m@ﬁl&sas@ni@(%@@,tﬁp ﬁeurmg%wéhﬁ on
list is transmtted to the EMD service center 1 fromthe receiver 51. In

t hi s amee hohoonetwerk £gi stration list is prepared in the ENMD service center
1 and distributed in each receiver, as described above. In the above

descri pti onpigt 7R jIhedtates fid Gperatish df?)réée%ﬁﬁ{g il WHiHOGREID Wehlicé Benter

accounting ifnformation to tHe EMD service center 1 at the tuning when the

equi p . i . Mer_ o2 j d ero Lt is
al'so podcrisiu® shé MRREGE § AE TPl afreh R0 e HaSRARTe Tt
descripti on, en the equi pnent i.s registered, the,accqunting i nf.ormation
istr J§§mQ%EQE%n9H@@%’B“&Fg%é%é@ﬂ?s@?“slé‘e989\@%11‘1}8 v&enaeegnm 15gting
information may also be transmtted to the ENMD service center 1 at other
t uni ngheresulhof ceptents nsaby the usdrdoshe copyright srmmagemant eectiore 1 3pndrthe us
including a plurality of devices. As providing nediumfor providing a
conputprofitidigridiitionrseetion ¥ 6nT heyrofib distlibutiofesctibh ¢d calaslarsithg ahfounie
user, a comunication nmedi um such as a netl work

charged and the amount to be paid to the JASRAC, and transmits the information to

the receipt and disbursement section 20. The receipt and disbursement section 20
communicates with an external bank, not shown, and executes settlement processing.
The copyright management section 13 transmits the result of contents use by the user
to the JASRAC,

Fig.28 shows the structure of an embodiment of the user home network 5 which
enables storage of supplied and encrypted contents to a memory stick, prevention of
an unauthorized actions, and use of the contents by another reproducing device.

Portions similar to those of Fig.10 are denoted by the same numerals and will not be



27 June 2003 144 or a satellite as well as a recording nedium such as a
magnetic disk, a CDOROMor a solid state nenory caii be used,27‘§t]ﬁe 3ai | s
of the processing for encrypting the non-encrypted contents Suppliedafrom
the MD drive 54 and recording the encrypted contents in the case where the
user network 5 has the structure of Fig.28 will now be described with
reference to the flowhart of Fig.77. At step S60 |, the random nunber

Phe. contaldl by B gt PENEERSARICLRR i ey P MERE 1G] | CC

the contents recorded on an MD | oaded in the MD driver 54, fromthe M
driveth.Sh%WHstep S603, the encryption unit 93 of the SAM 62 encrypts the
contents received at step S602 with the contents key Kco generated at step

S601. At st/emenodr; stidie] BAlbddedriache dscéiner &b doy stoethgothetoontents Madudése HDD
52. At step S605, the encryption unit 93 of the SAM 62 encrypts the

conte rggg%ljgtg%ﬂn g?&gc%wglzjélp ;fgn‘g gg)gi'lt%(l)llﬁg% ff&f%g@eéf QhE dcdxﬂeﬁt}%eoﬁ YRE A MRGW | £ 73

The p quivalent to the procéssing of
steps.S369 to S377 of .Fi and therefore will not descri her in
det o intormatnsiaass ool 12 FCRly Sorinaalis soafiie "FhncaRtied Bloaca ft ent <
supplied fromthe MD driver 54 and records the encrypted contents onto the
HDD 5#s cohetitidedilys aosingheechipodedicatey] EGr fars poenyiptignt progesping] hayingiay. 37
in which the receiver 51 reproduces the contents will now be described with

ref er gngeildyerishtichvanwhichodn fritern@ méhosy eell #RBeld bérvedachidhing/ Riyery pt i on

nodul e 74 of the receiver 51 reads out the use perm ssion information

storeqd,al a8 hfifninont 18erE! THREAHbIHI6ck 131 afélFas’@iper resistance such as a

narrow width of operating voltage or frequency, which prevents unauthorized data
reading from outside.

The control block 121 includes a communication section 131, a memory
controller 132, a mutual authentication section 133, an encryption section 134, a
storage section 135, a decoding section 136, arandom number generation section 137,
and a data check section 138. The communication section 131 receivers the encrypted
contents .or encrypted contents key Kco from the receiver 51. The communication
section 131 also transmits the encrypted contents or encrypted contents key Kco to the
receiver 51. The memory controller 132 writes the encrypted contents or encrypted
contents key Kco received by the communication section 131 to the information
storage block 122. The memory controller 132 also reads out the contents written in
the information storage block 122 and supplies the contents to the communication

section 131 or the like. The mutual authentication section 133 carries out mutual




14S encrypted contents key Kco stored at step S344. At step S622, the
decodi ng/ encryption nodul e 74 of the receiver S 1 applies a has,d tion
to the use perm ssion information so as to cal cul ate a hash vaI ue. Al step
S623, the decodil ~g/ encryption nodule 74 of the receiver 51 determ nes
whet her or not the hash val ue cal cul aised at step S622 is coincident vvith
the hash value stored in the storage nodule 73 at step S340 of Fig. S6.

it is daterm edt |dent
w th- EROGHEARGE HER thd PR URE ANy BRaBIET L 85 o R RRT S1 BB B s o
step S624 to update predetennined information such as the nunber of tunes
of useuthrnticabeni procresiugeapd ARFE BTWHAl atHRABICAVADN, genarates the2QNPORATY
decodi ng/ encryption nodule 74 of the receiver S 1 applies a hash function
to theypHeding tesbe nRed o8 D prédeta@mmedopersed a6 the coatinuhffaeioa Wwithhtheal ue.
At step S626, the storage nodule 73 of the receiver S 1 stores the hash

val uer%]etgle yse perm ssion information cal cul ated at step S62S. At step
S627 AV 0di ng/ encrypti on nmodule 74 of the receiver S 1 records the
updat ed use_penni ssi.on inf.or ion to the HDD 52 628, t.he nutual
ot hent i atThR OTRRIBHORAECHSh b OBAREBery DL ROTTERISNEY K Seradeat Mothemmeul o
75 of the expansion section 63 cant' out nutual authentication, and the SAM
62 andetbdinpgeationdr3tewithithes® ketyd€ savehand suppliesthe kpyrypted sontents key

aut henti cation processingis simlar to the processing described with

r ef er §¥std ﬂnﬁrﬁﬁ&@y Eontfgllaniiy, hfﬂlﬁf&é&dﬂl lse&X@dn 086 Qﬁ%@ﬂé@ﬁﬂ: ééﬁtbﬁ%r ) in
detail. The random nunber R1l, R2 used for nutual authentication is

or
used t e n 6

decodr& I@S’ FS&%%&?& xﬂ@ @ec %e%&z?’%’% (E?b@g %“%%’qaz‘%gg%%% %ﬁcw@&%{ ents
key KCQ recorded on t he HDD 52 a p $344.0 56, with the save key
Ksave Vafly the saye key Ig%\reagaéldmmn @S7§1 i eét)ce@rsets k%teﬁ& 95@1.’%1%” 93
of the decodr ng/encryptr on nodule 74 encr_ghés t he decoded contents key Kco
wi t h isectpon 234 ok dye eommmnisation sqetiscl3 1.t hee sakagosectiandditstonel ¢hesaneent s
key Kco encrypted with the tenporary key Ktenp to the expansion section 63.

At st kpy Josie dritkthéesidkii@eyRechivhidohate b halexprper entikemieinuryGeicitelclades
t he contents key Kco with the tenmporary key Ktenp. At step S633, the SAM 62

r eads)gﬂ}étt i$,"e deFBitv ér%@?&‘ e5ch ﬁ’félﬁ%ﬁ' éﬁﬁ( '\izeg”%?d 5 Fhet% LR S to

t he expansi on section At step S6b of t he

expansi.on ectro . cont nts t conten t
top SRSBPHRReBRo AP AR AN N 1 pdh wagset?%wé@* SBE8E < e
decoded contents ccor.da w th a pr term ned m such as ATRAC.

At stéﬁ“ﬁ@%é%tvﬁdaﬁ ﬁ%‘r’?gbfbﬂ%ﬁ%ir‘ﬁghr’r’ﬁgqp@c?@ 518s: ag #&nsi on section 63
inserts a predeterm ned watermark specifying the receiver 51 into the
expanded cdrheemasdom nuidperSgawratine sestiinydB75generatast 8 tandoreprovbeed
contents to a speaker, not shown, and the processing ends. If it is

det er gbnsidtiag 6f &P prédeteiated hRnieeh o\t‘aﬂﬁtscawnwhat@@ ﬁécedsg%r 2fps not

coi ncident wth the hash value stored in e storage nodul e e SAM 62

e R 1 N B e
hi h 1 h
[ e et Ly SR

causes the decoder 56 to reﬁroduce the contents in the user home network 5
havi ngonpares apredetsramingd gheek valupHdata farechecky stored iz phe Senage ety i s
simlar to the processing of steps S621 to S627 of Fig.78 and therefore

Jill 186 dvd alhash vake dflpredetermine®data storfdd 8¢ key 86thS143, hkergbywhecking

authentication module 71 of the SAM 62 and the nutual authentication modul e

101 ofyHeifed9HRIEINRGAS Ay 10 MY YRk PEHARMAFAL S hation stored in the



and share the tenporary key. This authentication processing is simlar to
the processing described with reference to Figs.40 to 42 and27 hedecfoose wi | |
not be described further in detail. The random nunber Rl, R2 or R3 used for
nmut ual authentication is used as the tenporary key Ktenp. At step S649, the
decodi ng unit 91 of the decodi ng/ encrypti on nodul e 74 decodes the contents
key Kco recorded on the HDD 52 with the save key Ksave stored in the
storage, modul e 73. At, st 0 he encryption unit,,93 of the...

decodtgrBIRtR AP eaEe bRieke 2 Rave bifEr IRERENA B0k ISP Rheh BBifias g « 1
tenporary key Ktenp. At step S651, the SAM 62 transmts the contents key
Kco esontantestoxed m theanfompation stokage Woekyd 22 ortwleniweitng thegontents et S652,
t he decodi ng nodul e 101 of the decoder 56 decodes the contents key Kco with

the t ¢h@omdbdnkeyn Ki@iage Ablogken23698e Uhe IAMR2sécpsts PIR fdeeratsyf ent s
recorded on the HDD 52 and transmts the contents to the decoder 56. At

step I I . e 2 codes the contents
Wi th ﬁﬁéé‘eésﬁﬂ&%%i&ﬁ%mﬁgqﬂ@@%é ‘@95@’*} %ﬂ%@%&%ﬂg??ﬁodm e 104 of the
decoder 56 pands the decoded contents in accordance with a predetenni ned
system such Esmilammmﬁtora@vblmﬁé2%@@31aﬂ@@psqf@;geswé:pwmsmp@n\mtﬂ@
appendi ng nodul e 10S of the decoder 56 il ~serts a predeterm ned water mark
speci fyémgry ehide endblessaectriorevweting pdredexhgecodrsents. sudh ad ap EBBRONMhe
decoder 56 outputs the reproduced contents to a speaker, not shown, and the

Pt 0C e¢8leBEHANNE erddiblEHORFANAGINE Ra8RrT)Fhehifory) Tl HashOmlcioly 06 %! N

of step S638 of Fig.78 therefore wll” not be“described further In

det ai cribed a . idd th e eyt usgr  hane n r as the
ot uo e eEPRRF ROty 1R YRe inffipbAof ARTaPORIot 122, 4 e AR AEIARRE Ko,
reproduced. by, the decoder 56. The pr ssing for shifting the contents

' ocor HMRTHICALiRn Wpration kﬁﬁré@ﬁa/?ggi encrypted datad 44 and penrencayptad 51,
in the case where the user network 5 has the structure of Fig.28 and where
t he cdatkl45larestoned. shothaidata retevaldnbleel 4hdddte iFdicatingtthe cirientyeof
section 13 5, will now be described with reference to the flowharts of

Fi gs. @foamtidh stéfeddstBe R€) datd 143, BHENPte dBATAGAY afiﬂﬂdiileﬁ@ldjﬁltéd datz0f45 he

recei ver 51 carries out nutual authentication with the nutua

h : . . _ o ‘ . .
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i.iniglar. to th j d ibed wit f Fi gs. 4 42 d
ther oRBAUT AU B SaE BT of Thesd inforBe T heve bl aypted raot ™"
receiver 51 retrjeyes thelj‘git related to_the contents fi_ omthe HDD 52 and
di spl sy/&fored Aaithe kay data ;&Eafomﬁrt@ kay K am sRptents D and useepeianissiaie
contents ta shift to the nenory stick 111 and i nputs predetennined data to

t he r efoimmationiarbygtaredor each cantentsstoreds the encrpes] datad 44ANedstofagehe
receiver 51 retrieves the 27 June 2003 149

mode of the key data 143 will be described in detail with reference to Figs.33 and 35.
As the encrypted data 144, the encrypted contents are stored. As the non-encrypted
data 145, the non-encrypted contents and the use permission information thereof are
stored.

The receiver 51 0f Fig.28 has such a structure that a memory stick interface 112

and an external storage section 113 are added to the receiver 51 of Fig.10. The



contents key corresponding to the selected contents fromthe external
storage section 113. At step S704, the data check nodul e 114 29fJuh&2003
receiver 51 applies a hash function to the data (such as contents key Kco
and contents ID) stored in the key data bl ock of the extenial storage
section 113, which stores the contents$; key Kco corresponding to the
contents to shift, thus obtaining a hash value. At step S705, the data
check nodule 114 .c are he hash val u bt ai,ne t S70 ith the
check ey sbick SfiRen 112 SheRgsk e, Sl B HE Sal 6 T addedelishnintde,
Kco, stored in the storage nodule 73, and detenni nes whet her these val ues
are cdonuiatiend outputsdhe resultant signahte theimeintory stigktlddrlonded ihtie neiceiver

val ues are coincident, the data of the key data bl ock has not been tanpered

and t her eApyetidehi@gatickiataort 110 digizesPigndiRorPieunE Y Sficle¢¢li on
61 of the reCeiver 51 transmits the wite requést coin~nand and contents ID

to the comuni.cati | O 3 ry .st.ick y.cation
secti o S STe0HeRHURRLIGHOACHnd Suhe} e FERRENRRHL b e SN B3 THED
and contents ID. At step,S707, the comunication section 61_of the receiver
51 tr eadermad stosage seation L13 a9 mede ypa! agansral-pprpesernan-volatilememonnior
section 131 of the nmenory stick 111, and the comruni cation section 131 of

t he matoriggshe centehts key Kocesupphied frmhahe SAN 63 taad 57 08tputtiagnhestored
controller 132 of the menory stick 111 stores the contents received by the

COi MUy ' [ Hakpsd hery j :
encrygﬁggéggggyﬂsgﬁtﬁ?hétep SgggénFﬂng 0 |né§%ﬁpﬁg§¥ggﬁﬂFﬁé%%gggfggp 51
decod h ontent.s ke 27 Juyne 2003 150..Kca i t he save key Ksave
store ﬁiilwmges‘ieépggghr’rﬁdlﬁlt%i%& ‘éeﬁgret“r‘fg 8 %PI ?mré:ln t 93 re-encrypts the
decoded contents key Kco with the tenporary key Kienp and tenporarily,
Stores it tbheSAd &2 of FigclS bananch pn sthehgaTthata date chees merige LlHgissam
62 del etes the contents key Kco corresponding to the contents to shift and
st or egpromiddae 1exther BAMs 162 afe Fspd i orfid 3data chieek Sitidnle t hd compares
decodi ngr' encryption nodule 74 of the receiver 51 applies a hash function
to t hgreddéRrminéd Ehebk! dtakaprapin theodkrade thedeiet 78nNahd o RASDS/aes tdfon

113 fromwhich the contents key Kco corresponding to the contents to shift

has b gﬁﬁﬁ S i Di . 7 .
decodﬁﬁgﬂgﬁ%ryp |5%R§6%§P%P%ﬁtggé$&?| eéﬁghﬁg%ﬁégkﬁﬁgﬂﬁg‘@%F?@Q%%ﬁﬁ?ﬁ to

t he ke %@fa.block fi ﬁin he gﬂntents key Kco,has been d%getﬁg, in ng

st or ageRHBanIRe Ganteps key fe o and uye PrEmissien mfarmationsstapedsiy the gytemaly
S713, the comruni cation section 61 of the receiver 51 transmts the

cont ersteragsysegiien ldgnbave keqriamperedor pet-mWhen shifting the.contentpstored on
communi cation section |31 of the nenory stick 111, and the communi cation
sect i she I3DI»f52t be wmting ythet catents] to ehe HED t32% thendatatchekkymisdale dddt ent s
| D and use pennission information. At step S714, the decoding section 136

of thegeheratey agred@btelhiné@ cheEle vhihir HRANEtORES it4OWhKGRora@ech¥8Ele3.the
communi cation section 131 with the tenporary key Ktenp, and the encryption

section 13 . i . ave
tored i n 1 Hie R4Sl (RELERE AN SR sEEHoR 1) S Be SRR RETLY
not shown, in the ntyrol block 121. At step S715, the data_ check,.section
| 38 réF%}SO%% te E.ég@gy § 5t95P8% RTemOf Hip extfmamerazgmgecltmn Jggdﬁ viged; he
key data 143. At step S716, the data check section 138 applies a hash

f unct inte 2 predetenainedmuvhenef keyndatablorky. KooFig2P,dom divided iDjo fivedkey i n
the key data block retrieved at step S715, thus obtaining a hash value. At

step Jald blédle. falmesdle keys@athi 16k 3forcOXmARES e sBRSHE a@;ht'eﬁtscmﬁq{@é,ed at
step S716 with the check val ue corresponding to the key data bl oc

unet hepnise 4B 89 86 DerEHEA ifforbih SRR ABfd "t R cRRPofEFIRY oS

determ ned that these values are coincident, the processing goes to step
S718 and the nmenory controller |32 stores the contents key Kco tenporarily
stored in the register, into the key data bl ock having vacancy of the key
data 143. At step S719, the data check section 138 applies a hash function
to the data stored in the key data block in which the contents key Kco is
stored of the key data 143, thus obtaining a hash value. At step S720, the
data check section 138 overwites the check val ue corresponding to the key
data bl ock in"which the contents key Kco is stored of the storage section
135, with the hash value cal cul ated at step S719. At step S721, the
comuni cation section 131 ofthe nenory stick 111 transmts a reception
conpletion signal to the cornsnunication section 61 of the receiver 5 1|,
and the corninunication section 61 of the receiver 51 receives the
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27 June 2003 152 check val ue corresponding to the key data block retrieved
at step S713, stored in the storage section 135, are not coi?ghd%g% Qith
each other as a result of conparison, the data of the key data’Bf W3has
been tanpered. Therefore, the processing goes to step S723 and the data
check section |35 detennines whether gl | the key data bl ocks of the key
data 143 have been checked or not. If it is detennined that all the key

data Bl ocks of the~k dat a .have : e eclee S goes
to st CS?%WﬁWFFﬁQaSédCH St &)Jeglg‘é{’ﬁ]%lﬁ "ﬁ%—n%{% %‘@?%ﬂ%t‘ﬁ@‘%@gﬁa?’l ock

havi ng vacancy of the key data_ 143, then returns to step S716 and_repeats

t he protzespdnd to tie contentsistoredipnshe BDREseedEd bnthegontents Ikdy Whem

bl ocks of the key data have been checked, there is no key data bl ock |eft

for stigg cbatents cempspomdinkay the@ontshts key K ey, @ ohlfentp TDcAsd Ls@ pendissidd it
I's detennined at step 5705 that the hash val ue obtained at step 5704 and

the ch ' tiL ) t t

oy KASOTEBIIERCH BROE RS A o BB IR Bk ORER LR
{ arpesBiedio Hecnerons SRk i GEaBshadLBRISS, 1 SO SR CorGaugdEh s
stored on the HDD 52 are shifted to the nmenory stick 111. The processing

f or shanfihiseperidssiontinfurmatamowiech bave beertfioréd in the fermermlfofthieckey 11
| oaded in the receiver 51, in the case where the user network 5 has the

2: gggfggw WocKiarkSepidd ettt e cohiehts k&) KRS ah& thé dkRCarkestbR&d ax tigs nal
former half of the key data block 4, as shown in Fig.29. By similar operation, the
contents key Kco and the like are not stored in the latter half of the key data block 3
of Fig.29,

Fig.30 illustrates the storage mode of the storage module 73 in the case where
the user home network 5 has the structure shown in Fig.28. The storage module 73 of
Fig.30 stores check values corresponding to the key data blocks of the external storage
section 113, described with reference to Fig.29, in addition to the secret key Ksu of the
user, the accounting information, the save key Ksave and the distribution key Kd. For
example, the check value 1 of the storage module 73 is obtained as the data check
module 114 applied a hash function to the data of the key data block 1 of the external
storage section 113 (that is, contents key Kcol, contents ID1, use permission
information 1, contents key Kco2, contents ID2, use permission information 2).

Similarly, the check value 2 is obtained as the data check module 114 applied a hash

function to the data of the key data block 2. Similarly, the check value 3, check value



section 113 and the key data 143, will now be described with ref erence to
t he 27 June 2003 153 flowcharts of Figs.82 and 83. The pr @

steps S751 to S754 is simlar to the processing of steps S701 to 84 of
Fig.80 and therefore will not be described further in detail. At step S755,
t he data check nodul e 114 decodes thegcheck val ue corresponding to the key
dat a bl ock stori ng the contents key Kco, with the check key Kch stored in

hach JaEou Y Ee ShorfephoThe Rey Upfa SRR o RS oPEAK At erpaLF e, c°

and dﬁ ni nes whet her these val ues are coi nci dent wi th each other or not.
ackie; espeRMChat t hese val ues are coincident, the data of the key
data bl ock has not been tanpered and therefore the processi ng goes to step

S757. The [Flatasgi the hishsvalpe obhiied by appRing tise haslefunctonite the kepdatang of
steps S706 to S711 of Fig.80 and therefore will not descri bed further in

det ai ll o8k 354 EfineTfedy RENRNAURNPe 9IS Lo BedBeh YRl Thd Een BANke(AKLES

cal cula ed at ste key Kch stor st orage hodul e
73. At ste he decadi.ng/l.e tion nmodul e \ he check
vai ue OB TR ST HESHEY IO IoBRS P the ked et Loy hite Bt

been deleted, in the external storage section 113 with the hash val ue

encr yhesn tamm@ql} Srsthe ather heodeifsthadiash walvpoteaerdity applyingths hastar o
the processing of steps S713 to S716 of Fig.80 or 81 and therefore will not

be deduhttief tbuhehey dataddbek 13. isAlotsdotncidéad witlhehelebeck valuecd it @anlsd
decodes the check val ue corresponding to the key data bl ock retrieved at

2, SRSt ot e K0 s T 08 ORB

section heck éectlon conpare
val ue .opt ai ned at st ck,val e deco ed at step S769 and
det enntlﬁ@?“%f%ﬁ ﬁé&jﬁeiﬁ%’éia %ﬁ:’go%gﬁﬁ d’gfﬁt’ ch other or not. If
it i s determned that these val ues_are coinci dent the data of the key
dat a bl ock Yinse the chednvalugparestosedin tb@rt@ﬂmeé-r@ﬁrétqmtétce@ep waodales’ ef st ep
S771. The processing of steps S771 and S772 is simlar to the processing of
st eps the AN 62 SitidP ard dHfifiguiltcarehd bet b care unalithonzed ez cdss dramexhitfidet her
in detail.

tampering is prevented. Therefore, the contents key Kco stored in the receiver 51 of

Fig.28 and the contents stored on the HDD 52 have extremely high resistance against

unauthorized actions.

Fig.31 illustrates another storage mode of the external storage section 113, In

the case of Fig.31, the external storage section 113 stores check values corresponding

to the key data blocks in addition to the sets of contents key Kco, contents ID and use

permission information. For example, the check value 1 of the external storage section

113, shown in Fig.31, is a value which is obtained by encrypting a value obtained as

the data check module 114 applied a hash function to the data of the key data block 1

of the external storage section 113 (that is, contents key Kcol, contents ID1, use



At step S773, the data check section 138 encrypts the hash val ue cal cul at ed
at step S772 with the check value Kch stored in the storage §§(jﬁlile%01338. At
step S774, the data check section 138 overwites the check val ue
corresponding to the key data block in which the contents key Kco is stored
of the key data 143, with the hash vgge encrypted at step S773. The
processing of steps S77Sto S778 is simlar to the processing of steps S721

to S724 of. Fi g..8% and.therefar ihl t be descr] funth i al . |f
¢ o pepmisipRanTofidion B AER kendRhagh oBftRlt J5 I 0E peRiNBh, " ano
the check val ue decoded at step S7SS are not coincident with each other as
a r esinforofatwandavithdhewhechkeydich steredkintbestarage modiHe 7dandavangdheni f t
have been tanpered and therefore the processing ends. In this manner, the

cont eRpfucs pdiRe tonthehectivéP532 Sigilally f firdcherkt velueRrehyck viable 31¢hedke
processing for shifting the contents stored in the nenory stick 111 | oaded

27 Ju 003 r [ i e r he
user NalfBHE? Radck hdfel £EGEShord 1q.fhe Bl TR Block 2 A HAT MoK Re
stored in_th torcgge godulléle %3 and the storage section 135, will now be
descr datayb radiekendata blocke . TeeRgatnielY of Figs.84 and 85. At step S791,
the nmutual authentication nodule 71 of the receiver 51 carries out nutual
aut hent i catHigs32nilhistriabes thetstetageunbdeof ¢the storagemodule 733ndhe tchse mdreve y
stick 111 | oaded in the receiver 51 and shares the tenporary key Ktenp.

Thi s gnd DRBE hERld REWUIRCS Biaé Mg sfrushife| T Fip® § BRARTRGR B t&l9ag stdtageW th

reference to Figs.40 to 42 and therefore wll not be described furthér in

detail . At st 5792, e r L VeI r Leve h e e
cont eiipelipp Ity B st Rl G0k iR oTh RIS AghSFo O TASE g 57 KRk
communj cati op secfjon 61 and displays the data onto a di.spl uni t, pot
shown rfiﬁmﬁlepﬂ&qysg&%sla widionie %e@ﬁ@%ﬁ%?{w of the TeqRiVEIDD! SHSERY tﬁﬁput S
predeterm ned data to the receiver 51 by a switch, not shown. At step S793,
t he caspomntng inforemtiam thssavs ken Ksave eindethestistrrbartion key Kisdk shift request
command and contents ID to the coi nmmunication section 131 of the neno 'ry,
stick 111 Apkattifdf dehash edhe obtaiast bgappidingithe hashfametyorstd thie Kelldata
receives the shift request command and contents ID. At step S794, the

MENTDI Y51 GAOBI ¥ fhe' extardn fstéﬂagg i@ggﬁ&% 18 lgkco}[fl%dr fit %ﬁgﬁiggﬁxggggaﬁ%cfb tey

Kco corresponding to the re contents rom

step §795,..the data, check,segtion 138 applies a h f tion to t dat a
( suoh aegoisig BeiceRlyaRis SR SHlemil sPRye ot vithiheahieh fel Bt
storing the cont %nti key Kco, corpesponding tQ the contents.ID, thus,

obt ai & 65 ke spearhabihgsonients key coptents IDF andmse popmissinn wiermatierk
section 138 (;orrﬁares the hash val ue calculated at step S795 with the check
val ue Scetoredporibie kgyt dataHdokle\d dfithe bxtarkabstoragg sehtiondri3eheee key bken
corresponding to the contents ID, stored in the storage section 135, and
det enpamperad eOnRghe bilesichad, Wthedighcaline bbgivicdby b@ﬁl@cﬁg ticlteishdunbtdbn | f

it is detennined that these val ues are coincident ere is no tanpering

made E?‘) tfg%;?‘&ﬁt}%Biécﬁ?%f‘?ﬁQ e tg??tfkéﬁ 8?‘[?}?%& 1§55 Aot cB[lgcrl;{i’ésr?cC\@ﬁﬁi thg 90es

to st : mMenory contro ves the con
cor eSBRntL 00,101 Lhe caRtents AR oM ¥ (RS LYRLSS J8kg. Wkt 3 i onee

the check key Kch, it can be determined that any of the contents key KcoS5, contents

IDS and use permission information 5 stored in the key data block 3 of the external

storage section 113 has been tampered.



At step S798, the cornrnurucation section 131 ofthe nenory stick 111
transmts the contents retrieved at step S797 to the connunigpﬁhgqoggction
61 of the receiver 51, and the cornrnunication section 61 of the receiver
51 receives the contents. At step S799, the SAM 62 stores the contents
recei ved by the communication sectiorgi6l to the HDD 52. At step S800, the
decodi ng section 136 of the nenory stick 111 decodes the contents key Kco

with the save ke 0 ' . t 3

encr ypt i on 1S8R EHIPTahSoRhet o E R 3R R 3T Araflne oy B dutiie 73 e
tenporary key Ktenp and tenpqrarily stqres it _to a register, nqQt shown, in
the cehewsl itbFigR2,100mpared wath sogase; showme i Fygs % @ang 3G sinegptheesheds t he
contents key Kco stored in the key data 143 corresponding to the content to

shi f t yalessdrepstSP&R in the géabmlqi;ﬁ?bsé enéony Wfchfis 1o egpénsive tHactkhel21
a

applies a hash function to the a stored in the key data block of the key

dat a 3l 0 n o] S I te t e
2003 PiotRTNPHE tpelinsy THECH ol ST e ARIEOE Yortte he, Bleck SoIdHE
At step S803, .the daia check section 138 o erwril.t ea.the check val ue

cor r eSPBREPORAING tor largy vehumenisontents can s raalized IBSHMERSIVElXey Kco has
been del eted, of the key data 143, with the hash val ue cal cul ated at step
S802. At sflde S8fage niveleonfitiekieyadatad 43ewill nowilsd dedorieedwithrgfesenoktal 11
transmts the contents key Kco, contents ID and use perm ssion information

to thejeasamIhe dorape 86&d bPtheXeyodathNa g @RVidRed iafo a gﬁ‘é’détéﬁnﬁﬁ@ﬂiﬁhﬁéf i on

section 61 of the receiver 51 réceives the contents key Kco, contents ID

and u ri. S§4.0R, . r hoR.: At . 3 t he C 4 of
fhe r OEkPYREblctls ORI pRcM s ShviBbq T o el arE bR EafR B B0l <, e
stora ection 113, At, step S806, the data_.check dul,e 114 appljes hash
f unct PEFk i caRableRtsterisgetoTenal 4P seAs af EPBIERIS BB K B0 iprented 05,
thus obtaining a hash value. At step S807, the data check nodule 114
conpanes persuiksioh wdbumatibnai Qe set ef cpnBIVS ksiyt Keoheonkestk Nland use
corresponding to the key data block retrieved at step S805, stored in the

st or apermixdivreir(féBmation sietednnithe keyiiatdblockneatespandas the eofitentcstdegd Wit h
each other or not. If it is determ ned that these val ues are coi nci dent,
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processing go eco e recei
decodes ,t he caont ent s,,key Kco ived by the commini cation,secition, 61 with
he ¢ Erpbr SrgrRl R K cBinis I o e ai S idio Bri ha Oty oo

tent ith th t i th t | 73.
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to the HDD 52, the contents key Kco, contents ID and use permission information

which have been stored in the latter half of the key data block 4 are deleted so that no
contents key Kco and the like are stored in the latter half of the key data block 4 as
shown in Fig.33.

Fig.34 illustrates the storage mode of the storage section 135 in the case where
the user home network 5 has the structure shown in Fig.28. The storage section 135

stores the secret key Ksu of the user, the save key Ksave, the check value



At step S809, the SAM 62 stores the contents key Kco encrypted at step S807
to the 27 June 2003 158 key data bl ock having vacancy of tyenrgetgosal
storage section 113. At step S810, the decodi ng/ encryption nodule 74
applies a hash function to the data stored in the key data bl ock in which
the contents key Kco is stored, of tlyg external storage section 113, thus
obt ai ning a hash value. At step 5811, the decodi ng/encryption nodule 74

ovenwites the. chec al ue cQonrr s di t0, .t k. ta bliocks i n ich the
cont efPLTSRON ﬁosé?;ﬁberye@?tag%loaﬁgﬂ %Rg}ﬁé‘a%gﬁ? éi%g%r%%?mh{ ?F&eﬁeéﬁ?hwal ue
cal cul ated at step S810. At step S812, the communi cation section 61 of the
r ecei \Rig.35] and afmesassawy, the egrousting anfsraration. Jiajrenample; the hnekuvalsatli on
section 131 of the nenory stick 1 I 1, and the conmuni cation section 131 of

the meyMahy stdragk sddtlon 28811y aSvaline whedle i bt td @ataschetRlsecion SIt38p
S813, the nmenory controller 132 of the nenory stick 111 del etes the

cor  copbha AT R BRbh RIVACSu SREAHEREY B Poafd S8R I Whatdsaci ng

ends. If it i s detennined a& step S807.that,the hash val ue obtained at step
S806 &eatents kehdewo kgantents ADds yse dengission neoragtightla asmeends kevrKeodd at
step S805, stored in the storage nodule 73, are not coincident with each

ot her cantents dBD2 andfuse pepmisssom infdrmatmna pf Sithd aklgy tlkachedk vakuehasstzeen
tanpered. Therefore, the processing goes to step S814 and the data check

modul & ahidwidIEITbBramet sy 1R! dAd thiebR skéor! qsalagjpgiteh% RisH Rt @it e

storage section 113 have been checked or not. is determned that all
t he key . data,bl pcks tyh t eqnak_ stopage, sgction ay, ot bee
chockaipd difod BEERA PR 2, SMaolRIEngde Yalle 3 Aud Kl yaliE
retrieves another key data 7. June 2003 159 bl ock haying vacancy of the
ext er FAITeSPERddR th@i@y@qtalhl@,c thand iéYlﬂaF%b]tQ?ks‘LéSSMB’%d repeats the
processing. If it is determned at step 5814 that all the key data bl ocks

of the ext éFlmtlis,af thedlgpshsvatne obtaind byepplysegthchizashefiinctionte thekep datay dat a
bl ock left for storing the contents key Kco and therefore the processing

ends. Yléck B dfthékegrdara €43 & csintilent AathithaichédlevaRe!B yAthestobigd sdic step
5795 and the check val ue corresponding to the key data bl ock storing the
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wi th each other as a resu conpari son, ere is tanperin
Cont ot # KHIES orbltn! bk dbliPbfidl ST ol k) WA o RS NS he
tampered. On the other hand, if the hash value obtained by applying the hash function
to the key data block 3 is not coincident with the check value 3, it can be determined
that any of the contents key KcoS5, contents ID5 and use permission information 5
stored in the key data block 3 has been tampered.
Similar to the case of the receiver 51, since the check values of the memory
stick 111 are stored in the storage section 135 of the tamper-resistant control block 121

and are difficult to read out by an unauthorized access from outside, tampering is

prevented. Therefore, the contents key Kco and contents stored in the memory stick



In this manner, the contents are shifted fromthe nenory stick 111 to the
receiver 51. The processing for slufting the contents storedyy P03
ineinory stick 111 | oaded in the receiver 51 to the HDD 52, 1 n the case
where the user network 5 has the structure of Fig.28 and where check val ues
are stored in the external storage sgation 113 and the key data 143, wl|
now be described with reference to the flowharts of Figs.86 and 87. The
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A S836, ' ' 136 h |
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check key Kch stored in the storage section 135. At step S837, the data

check Eig.CSS',Qhe kaﬁ daearp43 esorteh ehbak valimlsuwdrrespondune t@ tHiskdyb Qatabblacks dn at
step S835 with the check val ue decoded at step S836 and det enni nes whet her

these a6 6 &34 bf l:gﬁféhté"ké}{‘K%ﬁcgm%H?srllﬂ B?HQfse Iﬂe';m"i§si6 iR i{aRoREd

that thede val ues are coincl de , there I's no tanpering nade in the data of
the k data bl ock and.thereforge the proc i oes_to, st.ep S838. . T
proceg%‘?rr@‘%lﬂP@t é}?sa%@’ Beééléhf: e%l‘falt?ﬁﬁgfsr}%é’%?ﬁbl:ﬁ ds &V u%f’“’]’s‘?ﬁps
S797 to S802 of Fig.84 and therefore will not be described further in

det ai lis obtaine@py 884ty ptirea value obbaiokd gethé dataicheclke sestiqut 538 applhed a hashue
calculated at step S843 with the check key Kch stored in the storage

S Tk i e BP0 LR TSORIRAR, 60T U Lok hsghock
Kcol, contents ID1, use permission information 1, contents key Kco2, contents ID2
and use permission information 2) with the check key Kch stored in the storage section
135 and having the value proper to the memory stick 111. (Therefore, this check key
has a value different from that of the check key stored in the storage module 73 of the
receiver 51.) Similarly, the check value 2, check value 3, and check value 4
correspond to the key data block 2, key data block 3, and key data block 4,
respectively.

Fig.36 illustrates the storage mode of the storage section 135 in the case where
the user home network 5 has the structure of Fig.28 and where the key data 143 of the
memory stick 111 has the storage mode of Fig.35. The storage section 135 of Fig.36
stores the check key Kch in addition to the secret key Ksu2 of the memory stick 111
and the save key Ksave.

That is, if the hash value obtained by applying the hash function to the key data

block 3 of the key data 143 is coincident with the value obtained by decoding the



fromwhich the contents key Kco has been deleted, of the key data 143, with
the hash val ue encrypted at step S844. The processing of steg %éﬁ)ognd
S847 is simlar to the processing of steps S804 and S805 of Fig and
therefore will not be described further in detail. At step S849, the data
check nodul e 114 decodes the check vajqie corresponding to the key data

bl ock retrieved at step S847 with the check key Kch stored in the storage

val ucSBBtR AL 3iCthe ReR datd T aR Vi BREHHE Kidt s BAR e el Pab 366 o

det enni nes whet her these values are coincident with each ot her or not. If
it iscontentskepdeantcanients N and use peraission snformaendhstered in Hee key dat a
bl ock has not been tanpered and therefore the processing goes to step S851.

The pdagebiidlo3f t%bﬂf?r & 4PhSHESR0t besh Fahperdd @hethlarcﬁﬁexsriam i#fthét eps
S808 27 June 2003 161 to 8810 of Fig.85 and therefore will not be

the. noert yalis Sitaindl 45 ablyingiy ﬁéﬁaiﬁ%‘ilﬂmﬁéﬁ%é%@%ﬁp{?‘e&l? R B ERER Pr”

t he storage. podul e 73 At the d co gl.encrypti le 74
overmﬁataegfz !ﬁenqum\d&nwlévﬁp g&mqaglq Y @C@pg@a@ ﬁhfﬁﬂ?@&qﬁﬁédﬁh@h t he
contents key Kco is stored, of the external storage section 113, with the
hash kayldfatzeﬂléBwa'ﬂed)achexﬂd;eﬂﬁh, 1t The berdeterssined that atyepfthS8bfitdms B8E9 i s
simlar to the processing of steps S812 to S815 of Fig.85 and therefore
will Mo?%oﬁ%&%'l@ﬁ&h%@?&nh’i‘ss‘i’&ﬁ formlafid s $1dFRANE"the K&§Hata bldk §ase

where the 'check val ues are ored in the extenial storage section 113 and

the f%ﬁféﬁ%&?ngf%ﬁ%h§%%s"‘€ee§£‘faﬁﬁ B fc%ef'hfe' recei ver 511 bpr oduces the.

contents stor n the ry stick. 111 ded in the regelver 51, in the
case V\herelflh‘geug \Tégﬁ showp dnilig. ﬁl] ttieeStgrage wczmnarla v dne
check values are stored in the storage section 135, w Il now be described

with Fegabesineettbeicheck valussare stirediy laggenkirabparpaee nemong whithas less
aut hentication nodule 71 of the SAM 62 carries out nutual authentication

W th ekpemiveghatidempasidsiasekiniy 1ths 1ﬁémbh§sﬁ”@l€@ﬂ capakle ofktotirgded
in the receiver 51 and shares the tenporary key Ktenp. This authentication

proce a o] ed fere gs. 40
LN S I e T A TR S S el 2
for the nutual ,authentication at step S871 in the contents reproduction may
be di {RERAS! ‘ferIthhe key used for the mnutual 27 June 2003 162

aut henti catjion at step 5791 _in_the contents shift shown in Fig
he processing in the EMD system will now be described. Fig.37 is a ﬂowchart

illustrating the processing for contents distribution and reproduction in this system.
At step S11, the contents provider management section 12 of the EMD service center
1 transmits the distribution key Kd to the contents provider 2, and the contents
provider 2 receives the distribution key Kd. The details of this processing will be
described later with reference to the flowchart of Fig.39. At step S12, the user
operates the equipment (for example, the receiver 51 of Fig.10) of the user home

network 5 and registers the equipment of the user home network 5 to the user



At "step S872, the SAM 62 of the receiver 51 retrieves the data related to
the contents fromthe data retrieval table of the nenory sti%tjll%¥m§a t he
coi mmuni cati on section 62 and displays the data onto a displ i€’ not
shown, and the user selects the contents to reproduce and inputs
predeterm ned data to the receiver 5%sby a switch, not shown. At step S873,
the SAM 62 of the receiver S 1 transmts the read request comrand and

conte I t he . Aty ! of t 1 Via
the cOmmieuieh sREUEE TR 43 0D SERLLE et 10 ThE R ite o8 fsgmation
menory stick 111 receives the read reduest command and caont.ents [ D. At step
S874, progessmeomiil bs ersgrli)édq_q@z with teferenseotoythet ewehart O%Q{Igﬁéveét 335
contents key Kco corresponding to the received contents ID fromthe key
data $43, thY usdrepaiiémentsectiahd &cdfrhle FelD servid@8entepilicasrias bastmituakt i on
to the data (such as contents key Kco and contents I D) stored in the key

dat a NG k r ' | D,
thus aBEERREEE RidN g ARLE AR fnER £ RONANE Pirc 20 OB PR
conpares the hash val ue calc ted at step S875 with the check  val

cor | oURRIMIRATE NPT ey Kbl Suipragt ohihe Bietdiaige ejaeky. The
corresponding to the contents ID, stored in the storage section 135, and
det er mselsomiarcheork heeesives Unuskey.cThadetaild ofithisiprocesaunig wilhe descriagd | f
it is determ ned that these values are coincident, there is no tanpering

made dtef REtIEAITERTGICE tocthelOweliart b€ Fig k2. and therefore the processing goes
to step S877. The nenory controller 132 retrieves the contents

correspondi f . i . rence
27 ume. 2003 oS A HESRLERY Sorkt el B i S e B30 8 Otk by
connugbcation section 131 oftge menory sti.ck 11@Ptransnits t he ggnb@nts
ret ri evEANSNISIBE COPFINISPROYICTMRFMT COPTURCK IR D SCHICOPIRBCPECRI Viel® 51,
and the communi cation section 61 of the receiver 51 receives the contents.
At st detaslsrof thik@raeessdng gvidlebe descrilzsl later wathhrefergnast toctherflowgbatidet t he
contents key Kco with the save key Ksave stored in the storage section 135,
and t g SHCAtRtepB]1 S ahtisoourkdbnt sinenprepat atidrsedingotieof thentprite pkeyidée o
with the tenporary key Ktenp and tenporarily stores it to a register, not

shown f3 trahSARs A0 EERlicPpRIKddLdeciit cOhfitn &38R ihe i@ r MR ALARASIKOS V£ Eitd ON

131 of the nmenory stick 111 transmts the contents key Kco, contents |ID and

use pernm.ssi 8. i i r ver , . SAM 62
ot poefsiR £ HapBpRE BRabulrtEoiidbe Gy e g RREIN S T e B

perm ssion .information. At.step,S881, .,t.he nutual authenticatij,on dule 71
DF ¢ 1 BRRHEDOBAPHACESIBE Wilh PSSR IRTer b T Fe{FAamCE e thet igmebart of

aut hentication nodul e 75 of the expansion section 6,3 and shares the

t enpoFag.y Skt step Hp 6( the ageonatingimedwat’ 2rofahetiser hemsareawprk Sycaktiesrput har ed
at step S871). This authentication processing is simlar to the processing
descr abesuntiigy Thé decdilcof theficgsuring will Bealedciibed ¢dter withi delfereate be the
described further in detail. At step S882, the decoding unit 91 of the SAM

62 deqRshdr!'Be ERASEN'AL 48 170 (M hlertiBBrd AIBAIIRE ok RNtk LS The RaREAACH: L1

the nenory stic 11, an he éencryptioh u 3 re-encrypts

conten key Ko with the,t ry. k t.em 2 une_2003 .164 shared
ot prang ek dute ey £ ThE il o8 RenesgliE phockishi vl
contents key Kco encrypted with the tenporary key Ktenp shared with the
expan§essried laten wath reference t@)&b&%"#‘ﬁl%@f #1783, and the expansion
section 63 receives the encrypted contents key Kco. At step S884, the
decodi ng mddeaewliflepfhet procesgingsn whiske tie contedtdiprndder 2 brcepid and shéiey Kco
recei ved by the coirvnunication section 61 with the tenporary key Ktenp
share ' { ' Sod i I

expangria\ghﬁgtesctjtﬁi%c])%% %ﬁé&(@&@ ?Elé contcclaérf'tE §b?§c%glﬂive eg%%gttggﬁgég&%%o{ he
contents key Kco decoded at step S884. At step S886, the expansi on nodul e
78 of the expansion section 63 expands the decoded contents in accordance
with a predetennined system such as ATRAC. At step S887, the waternmark
appendi ng nodule 79 inserts a predetenni ned watermark specifying the
receiver 51 into the expanded contents. At step S888, the expansion section
63 outputs the reproduced contents to a speaker, not shown. At step S889,
the SAM 62 of the receiver 51 transmts a reproduction conpletion signal to
t he co~nunication section 131 of the nenory stick 111, and the control

bl ock 121 of the nmenory stick 111 receives the reproduction conpletion
signal. Then, the processing ends. If it is determ ned at step S876 that

t he hash val ue cal cul ated at step 5875 and the check val ue corresponding to
the key data bl ock storing the contents key Kco corresponding to the

T T - . R o, o o o " A N o N - .



165 Kco or the like and therefore the processv~g ends. In this manner, only
when there is no tanpering in the key data bl ock, the recei vexs e 2003
reproduces the contents stored in the nmenory stick 111 | oaded in the
receiver 51. At step S871, the expansion section 63 and the nenory stick
111 may carry out nutual authentication so that the nmenory stick 111 may
directly transmit the contents key K86 to the expansion section 63, which
then may receive the contents key Kco. The processing in wvch the receiver

51 repig88c et stdpeSZhthe obatentopriider thhragemertsestionl 2ofthe EMBdsarnidehe
receiver 51, in the case ~here the user network 5 has the structure of

Fig.2 r | : d yYWHJ now
be oS5 D A Rt S ARR AR RS, KeftoThRieBirists pREvlEY 2 (AU Secddaate) o
steps S9Q1 to S905 is simlar to t C Qg of. steps 71 to .S875 of

i o 885HR PRRVIGPE ARSI SeEa0RId ot B NP aS8Yice s ehtara) ATEnsiss B 006,
t he decoding section 136 of the nenory stick 111 decodes the check val ue
cor r egpstnibutiontkeytid té dlye savicdprovidestlor The précessmgtofiths skbyedtmmtwstaps t he
check key Kch stored in the storage section 135. At step S907, the data
check 598G gB is 3nAARAhe ngééégsgi}?gs@f s&g%ys 19k S'lﬂ\el‘%fefflg 33 &R SRPefove WALl he

check val ue decoded at st 6 and t enni nes er these values are
coi ncident wth, e ther ;or snot. If it is detennined that these val ues
are cEpﬁ@Fdﬁ%ﬁprﬁgﬁﬂﬁFﬁnbpa?ﬂe key data bl ock has not been tanpered and
therefore the processin Qes to,step S908. The processing of steps S908 to
S920 is svAlgAP @ ﬁwcg@%eﬁ%gmﬁ@gﬁlesdeé@@s gBthe progesgngeoprspondma® sss9
of Fig.88 and therefore will not be described further in detail. If it is
det er stepeSil hof Bigep7 880 taph®2 1 6fiEighd3 hin waliclethelE D seirvade sdrepr bd@msants t he
check val ue decoded at step S906 are not coincident with each other as a

resul ¥hOHiseqBRAbh X&) K6 thaktanehtd fiovider ZT'a3ha i Wiih BRscomentd prgagd and

therefore the proceSsing ends. In this manner, also in the case where the

S
encr ypt b r i eckey, i S no
¢ aperisger s ifie PeliBuliba KePdet M aleir st L Bet dupiRibalORRetighAz
stored.li tE EFnDry stick 111 | aded in t@g recei ver ,51. The processtng
for prEdhe; 5’1 h8eTaeq (CeRtSHt | israes it mpguah\vedeptication oxith the BRHtEak t he
settlement processing, which will be [ater described with reference to

Fi g. 6Buthanticatiow sestitms 3P ofethercontents previcert2 tTee detaitshaf tthisf mityalb1. At
step S451, the historical data nanagenent section 15 of the EMD sen~ice
cent eauthesication procextnowill beglesofibedrbdtepwittetedeict o Fhig.40s EWdlen it is
predeterm ned contents fromthe accounting information received and stored

i omebhfirmhed by Bt hNOskthentieqttbr pARtIking M€ (19€LER{eRds PEGAHBE DG a _
information tothe profit distribution section 16. At step $452, the profit

di stri [ t ' . i j t he
or of 1 ¢ PBYREF b e PR ERRE L B e PG SPRIOTa8 B E0NePR o 5
is included [n the ggiountlng gnfornEtLon received fro he historical data
managBRRWACE dcati e D32, Taceivesithe distahutiar dey hed trepsmitied fomy thecoRgnin
profit distribution to the contents provider 2 and the service provider 3

i s i nproviddr managementosaationg1? nffotheeEMID sesvites eenter dm Wesmps§3)3; te data
managenent section 15, the 27 June 2003 167 processing goes to step $453.
At st epciy4iidn §dttion 34 iof tHe Sbhtens Pﬁj\/iaeﬁzismeﬁﬁhéﬁé@dﬁ'@d dostribatiaftkeit to
be paid to the service provider 3 fromthe user who used the predeterm ned
conte , With reference to the data indicating the profit distribution
included in the accounting information. At step S454, the profit

di stributi section 16 cal cul.ates the apoupt to be pai om t.he rice
bt ovi der 3 s SR PIONIdenA Jsiecenes ne ki Feaonde: K d Fomhe EMD
indicating the profit distribution included in the accounting infornmation.
At st sgrviseentend . pSofilarlyj st theeasemf theqirocassitg ofltbeflovecharhshawoum: t o
be paid fromthe contents provider 2 to an entitled orgaiuzation, with
reference to the data indicating the profit distribution included in the
accounting infonnation. Then, the processing goes to step S459.




If it is determned at step S452 that the data indicating the profit
distribution to the contents provider 2 and the service proMBé\e2903s not

i ncluded in the accounting information received fromthe historical data
managenent section 15, the processing goes to step 5456, and the profit
distribution section 16 cal cul ates tgye anobunt to be paid to the service
provider 3 fromthe user who used the predeterm ned contents, with

ref en t @ .t fitoHast£ 1 Qut,i b I i n_the, fdot

i st 1B o, BERGe pveE 'S WL a0 WRCBOMRe PSR B BERs they 1
cal cul.ates the a ng to.b (d fromthe servic rovider .3 tp the

cont éjd?fé'ﬁ%i’r‘&}‘ie]ﬁ‘éfnﬁg, é'%nt they. EfIVECE Qﬁf’ctﬁ’éi ﬁincﬁq&% @’Fsl-‘tr PFESRNSAIIAHAR IS
stored in the profit distribution section 16. At step S458, the profit

di st nthhtuof Big.32cti on 16 cal cul ates the anount to be paid fromthe contents
27 June 2003 168 provider 2 to the entitled organization, with reference to
the profitrTgi { LPRnf&dt b L F 89Ghs EhhAKGE ction
16. The procegisllmr%g}]%%egnggéez&?g?osﬁ%%% g%ggfkpﬁﬂs?ggg%%Sgb tgfe]mgr %‘?g%ﬁ@

di stribution.secti 6 corregts th mou o .he paid fi omthe .

or e ABPPR 6 SasealleR,dabReryil] Bov e FRatibed Ml rERbthac 1 SKERBIP i - om
the service provider 3 to the contents provider_ 2 and the anpunt to be paid
f r omwhishcone epmenen key deused (big.4Q), dwoi eamsenan gays ase usad (Rig.Al).cand ence
to data of the discount information database stored ili the profit

di st rpublid SIeEyi eionlis uséd (Bige2)5460, the historical data nmanagenent
section 15 etennlpnes whet her or )Egt the cal cul ation of steps $S453 to $459

has been ogLrj S m ned
that the caPoATSATwibat il he ot RbaR AN Shehlichion RefBtELT |
respegt to.all the cont.ents, .the,pr ssing returns. .to, ste 51 and, t he
subsaitiemuil,rabenigaien Eptisnesd ol (e, codiehta Bronider Snt: B BiBgel nay
the cal cul ati on of steps S453 to S459 has been carried out with respect to
al | tawdhenticatipnsseqtian g?&fébgiwlg@wm%cw@p lgusing gpe spBpneAkey ad
profit distribution section 16 cal cul ates the anbunt to be paid to each

ser viRESms@montaonXkelyi emorgstedn. uAestepddd, thieemates anterdiatiosedectionsd? obbj ect
1 (e.g., in the case where the user pays the fee with a credit card, a

cr edithe SointdrRUPRvidet 2 enbr BOWEALbit FhitidiA ciolber R { (Phe residmsfihberrent

object 1, the user's IDis set for the payer, the ID of the service _
ooyt sao] 5 HAEOERYTR IR e, B frsaar v o
the mutual authentication section 39 of the contents provider 2 encrypts the random
number R1 with the pre-stored common key Kc using DES. (The encryption section
36 may be caused to carry out encryption.) At step S43, the mutual authentication
section 39 of the contents provider 2 transmits the encrypted random number R1 to the
mutual authentication section 17 of the EMD service center 1.
At step S44, the mutual authentication section 17 of the EMD service center 1

decodes the received random number R1 with the pre-stored commonkey Kc. At step

345, the mutual authentication section 17 of the EMD service center 1 generates a 32-



27 June 2003 169 distribution section 16 cal cul ates the anount to be paid
to each contents provider 2 fi omeach service provider 3, aag CPRES 2
credit settlenment object 2 (e.g., in the case where the user égéaﬂﬁé fee
with a credit card, a credit settlenent object 2 shown in Fig.62(B)). In
the credit settlenent object 2, the ggedit settlenent object 1 is set for
the payer, the ID of the contents provider 2 is set for the payee, and the

2o BT, A BB B RN e Rl LR BERB R %, N
e ot srbr ) v bn ey B0 s g Uecaded by wobin b
pays the fee with a credit card, a credit settlenent object 3 shown in

Fi 9. 6B¢Ehg randormhembeoR2, ol themnerates ectic@enafed RIE{RR. $eistd dermntedbj ect
1is set for the payer, the ID of the entitled organization is set for the

payee . t j . J i { | or
Fhe R, afp B et HERI 08 (Y AR TEpRERRR calcthyfort BT 4

cal cul at the a t. charged,to jhe user, wit eference to th er .use
Foc’ 1 aBAE Gy Pl RS CBNGEAtAdhERnEE FE Eh bRy P EETEENE (P I NG Dhe
user, stored in the accounting and charging section 19, and prepares a

cr edi Atseep $47the nuituat authentication sectidrel ZafthelEid s¢hecasstephysctyipts f ee
with a credit card, a credit settlenent object 4 shown in Fig.62(D)). Then,

the apOENRZRANPRRE doiniddn b Tustﬁ‘%t DESTEAE steBiE, tHe rfuti st adientiO&ion

processing ends. In the credit se enent object 4, the credit settlenent

obj ec Y f p i 1] et
For "t RECS] 2 O e FVIDNHCloc, (Rt 1 Manbiifis MR RECMIREAE IR 05E o
for the anmount paid 27 June 2003 170 In the above-described mainer, the
EMD s&PPIEUS PERYL Prz-prepares the settlenent objects. Figs.63(A) to 63{C
show exanpl es of bank settlenent obj ects in the case where tile service
provi der 3 At $tepcvHl,dliesnptualiagghermticaton sectom B9 ofdherepmtentatpronigeny? t he
service charge to the EMD sen~ice center 1. In a bank settlenent object 1
of Fi de634ey thd revelv@dR IH{R S anith ahe poamindarkey K. sgit step SS0¢ they@iitual he
anount charged to the service provider 3 is set for the anount charged, the

I D of JhhenEVhlisR s¥EeEn 89 fRhe %o%?e(nétﬁ&g?ﬁ?eﬁﬁ%h%@ﬁ?ﬁ]e AIEHRETTE, b be

paid to the EMD service center o the anpunt arged) ’i's sét for

cont oHSCHFBRAR IHIRR. 288 AuPF| IR s MY el skbfel ah yed Seplen St '

contepts. provider 2 is set for .a charged,, the 1D of_ {he EMD

servi Rl H &heamcidens wigh tﬁepppﬁreggiwg%%é] the Eandorm gt %Lgen@r@t%e EMD
service center 1 (equal to_ the anmount charged) is set for the anount paid.

| n a btsteps¥tk.| Hithegeobrated rasiah meimb&3R O, istrieg comadenthwitbthe réeaived
organi zation is set for the payer, the amount charged to the entitled

or ganRAH | the processing@ndshd fdmeh R 1 b argedincident! Withfeacheothdd) the il
center 1 is set for the payee, and the anount to be paid to the EMD service

cente t oYM I3 for n?éﬂbtr e :

Fi gs. éﬂ%sn ?%ﬁgg( %)cttgtﬁ]o?v exaﬁf@tgw&l;o?ﬂ%%e%ta?g&ﬁe@ts g n t%@gcfggg b ere

t he uger, pays the ewth redit card ile t.he sen~i vi de and
the cOmIRERmBRREr AYstch 57 oBE rhul Bntifbtealigtshctinsd ARk <abtastnco.
Credit settlement objects of Figs.64gA) and 64{D) are simlar to the credit
set t | BrevidenBjsetr thegreceivgd. s decodes 32-bif randemappsbarrR2auy the upperi$ide ef or e
will not be described further in detail. In a band settl enent object 2 of

Fi . 6408) sett hihel Penératéd raadontenphber R3 Sn i thes ddwéorsidd)ethay genertated
anount fromthe service provider 3 including the anount to be paid to the
conte ' n %?@D L fdRidhe i tion
IS se?&?%ér}&{?#ggg{n%ﬁ{n? gﬁgt?ge , ’pﬁéeml %’%% ultﬂ ﬁéerﬂ%%a(r?ﬁ ent Sﬁgi‘gg cggpegg?{s&égt for
t he payee, and the anpunt to be paid to the contents provider 2 (equal to

t he amount charged) is set for the amobunt paid. In a band settlenent object
3 of Fig.64(C), the ID of the contents provider 2 is set for the payer, the
anount charged to the contents provider 2 is set for the anpunt charged,
the ID of the entitled organization is set for the payee, and the anmount to
be paid to the entitled organi zation (equal to the anmount charged) is set
for the amount paid. As the settlenment is carried out on the basis of the
payers, anounts chaxged, payees and anmounts paid described in the
settlenent objects of Figs.62(A) to 62(D), Figs.63(A to 63(C and
Figs.64(A) to 64(D), the predeterm ned anounts are paid to the ENMD service
center 1, the contents provider 2, the service provider 3 and the entitle
organi zation. The settlenent processing using the credit settl enent object

Y " o ~—~—h oA~ . Y .




172 credit settlement object. At step S473, the recei pt and di sbursenent
section 20 detenni nes whether credit processing of the payerzjﬁ¥%g@g?sary
or not fromthe pre- , stored information. If it is determ ned at the
credit processing is necessary, the credit processing is executed at step
S474. If it is detennined in the credigt processing of step S474 that the
payer cannot pay the fee, the processing ends. If it is detennined in the

credit_progcessil ~g of,ste 74 t e. er_can the fee

ot ocebep e sacrip S oBheategicd RIRY Bl BHE ool ARoR R ME iR P 4he
credit processing of the payer is npt necessary, the processing goes to
step SEPSSS4the mapughasthentieationr segitorndQ ofithaeontentsrrovideriotmapantsthe ni nes
whet her the previously executed settlenment object processing has been

conpl ghefted R@ncatenatéd R ||[RSt tenthie- nethdl kathémecat @y sevtiony 1 Bxdakie ®MD
settl enment object processing has been conpleted, the processing goes to

step ¢ to transmt a settlenent instruction con-esponding to the
anoungéﬁﬁgégggégéd t he amount paid described in the credit settlenent
object, to the settlement instijutions found af_steps _S471 and S472. At
step S477, Ahdep$OonHha matuakaut @n%&tt%mww%eéﬁm Eylsetvicesenterst ep
S476 is transmitted to the payee corresponding to the I D described as the
pay eedeoot éether redeiveslatdricatardted B2 | BStwitithestapnsiavBey Kue Anstepiifia, she of
the settlenent processing executed at step S476 is transmtted to the payer

cor r eaRaRAl BetHeAticBfioh Re 854 17TREhEEMIN e RAYE Eehter 1 etk e thid uSsdrd PHRE!

obj ect. Then, the processing ends. If it is determned at step $S475 that

e ChEhEUREaPI SR RFAl KOURA, o8 ARbemidts? MIEGB0RAE Ao EBERSR 00,
ncomSALAToRIadh SR UBDEIS & e Aah SRIMCIAER vt e EE B hERR g d£IB0  he
payer described in the settlenent object for which the processing has not
been upppt 82ddts atkarnt comecidentwithi thg rendmn numbereRAp theecaitents pravidemder
the settlenent processing using the credit settlenment object is carried

out. [ gedrdtd a8 anl @YHiltRbiized prstidet aAd thd pro&iskimy@ids. processi ng using the
bank settlenent obj ect of the EMD service center 1. The settl enment

processi ng psiNGsh o wank: ﬁ%&ff@gﬁ?%xﬁh@kﬁ ngi,lfq_a:l g{ltgffﬂﬁcgﬁoﬁ%%\krﬁéﬁ E;

processing usSing the credit set om whi C

di [ f S47. | d 74 i i m d., Th i f
Ct eps NG ARUERY ShpnpRhERR, shfion, iof i el PR R B BORRRAS o

Fig.65 and {herefore wi ]l naot he described further in detail. The
proc egﬁﬁ?@ftﬁat@%tlwiﬂ pgt@gMDsseé\m renter d, g eawmen keysKeds s475
to S479 of Fig.65 and therefore will not be described further in detail. In

t he aKm2eanddESbasicommnen keytencseptiormneht stepoSelsthegmutaalgauthentiaation
settlenent obj ect is carried out. Then, along the settl enent processing

usi ngsédigor RO theaiddtenB Prodidee X %eﬁé?ﬁtd@.rae@lm&aﬂa% AMMBErR Br AtGeep ect ed

fi omthe user, the contents provider 2, the sen~ice provider 3 and the

R e A s R e
arc AR REBan ] avith s prscFioRed Remoen koK giatge HIEY CAlien Sk i o

dsnlam c image data, still inmge data, text data or program data nmay be

used. mutugliehthentisetion sogtiondd of thdcenfepts previdepd toanstwits ehe encryptedd f or

conpression. For exanple, MPEG (Mving Picture Experts Group) is used for
random number R1 to the EMD service center 1.

At step S64, the mutual authentication section 17 of the EMD service center 1




imges. As for the watermark, a watermark of a format suitable for the type
of contents is used. As the common key encryption, DES, whi Civivfne@()ggk
encryption, is used in the above description. However, FEAL proposed by NTT
(trademark), IDEA (International Data Encryption Algorithm, or stream
encryption for encrypting every one ) several bits may be enployed. In the
description of the encryption of the contents and contents key Kco, the
comon, key, encryption, sysfemis ,us ver, the public k cryption
cyot edlesatios i, s hAt Ao suaes Kb avigh The gressibred Capaon KeyrRel 5 Ab and
step S227 of Fig.53 in the above description, the receiver 51 transmts the
accournstem 8§65 nthermmatual rauthentioat s ection L2 of dme EMID. serenve centeral enanypés par t
of the use pernmission infornation nay be transmitted. Since the use

per m §fk Phddth RG] Wit %ﬁﬁe%ed@cﬁfﬁhohﬁ?e%ﬁ@?. hﬁl%tdﬁssa%ﬁgﬂauﬁﬁaﬁ EMD

service center 1 can carry out the settlenent processing by confirmng the

i nformaty on.included.in.the.uyse m ssi.on i nfonnation, pri i.nf orjmat i on
and hanueialan SSPtio 12, o R SRR RIS se P dn Bendtes & 751 RARRY 703
of Fig.84, step S833 of 27 June 2003 175 Fig.86, step S873 of Fig.88 and
st ep Sowsberf REi gAsstepnS¢hahapumal eughenpicasion s¢pfianetdiofdhe EMihgenpeend
the sig~~ature encrypted wth the secret key of the receiver 51 to the

comanrgntd béndryptsthietragdoiontuh®erR2okjthdhe elsmiddn keg Kde2ananiteptS6S8, the
resultant command to the nenory stick 111 so that the nmenory stick 111 may

check Hnﬁﬁ.}@g Lt catiohXdEbR 17 Y Rk 'E}/I?r‘ﬁesrﬁf‘c?tc%h?é}clﬁtrﬁﬂ@n{ﬁ Trt]l-tu!:sJ 9@%&2&? ﬁed |

actions reover, I n the processing I'ng the conte

Figs.80 to 87 h ontents key Keo [.s re:encr ed.and tenporarily. stored
and it RBROGE Birher Ry AREAD e Baber R (B FitiBbAvbAPAREon SEsarhag Of he
receiving side of the contents key Kco deletes the contents key Kco and

t her efthe soptanidprewider de the contents key Kco because of the absence of any
contents key storage area, the transmtting side of the contents key Kco
may tenpor aht stepnSé®, thieemaoud] enitheltégatimpsevtiomnBd aifl the(doreentsdrbividerd t he
flag indicating the status of the contents key Kco and using that flag)

2 . i - | o j -
unti | deBBdéeafMecivedt TRt Ambef RAl and rorftsih) | abl?m "With \E}ﬁe %ﬁét ﬁdeehd

processing forlnaking the fontents key Kco avai e again whel _ ]
P AT A ALR 70Nl SRABHECs T shclich 95Ekb BRbGR, L
Bbove RIBRiSFT Delegrobeslsenged Bndamaen R R hricos L NI ShORS o
satellite or a cable, as well as a recording nediumsuch as a magnetic

di sk, centan-IRena walid center if Bi as eomsident with tﬁ@ra,rshun number R1 generated at

step S61.(i.e., random number R1 before encryption). If Rl is not coincident, the
EMD service center 1 is regarded as an unauthorized center and the processing ends.
At step S71, the mutual authentication section 39 of the contents provider 2 encrypts
the decoded random number R2 with the common key Kcl. At step S72, the mutual
authentication section 39 of the contents provider 2 transmits the encrypted random
number R2 to the EMD service center 1.

At step S73, the mutual authentication section 17 of the EMD service center 1



27 June 2003 176 As descri bed above, according to the present invention,
the first key is decoded wth the second key, and when the 27 RinekRog3 cannot
be decoded with the second key, transm ssion of the second key is
requested. Therefore, even in the case where the data providing side has
changed the key at arbitrary tuning, gjhe user can securely decode encrypted
information at any time. Al so, according to the present invention, when

t he agcount i val.ue s reache redelenni ned wal ue, ;transm ssion of the
secorfequlpsBe réBrilEd eARaGRIRR RO WO R nIEY Rids A §7y0the
provi di ng side has changed, the key at arbitrary tuning, the user can
securejuak sutdwnsicatippt sertionr dnef the EDhiseyvice neentableavthentigatesr tieng t o
the present invention, the data specifying the information processing

devi cgonten$d provddérad 4 ealdpréeide if the decmdaiieiieoin faiibee R2a8doiMtddent
transmtting the data specifying the information processing device,

transg.ssjon. of .S .[1€ er r i ase
whor R io ks GuBRRg 2 SBhst eI EY PR iS, Fanltom R Sefel e
user can secugel ecode .encrypted i nfonpat~on at any_tune, cording to

t he p@%@ymmmﬁwé%ﬁg%;d,ecad@ﬁaanfimpﬁéﬁp e Riols ey %%mci@d“dﬁtthgfﬂ@ rgpdom
tenporary key is generated. Then, the first key is decoded with the second
key amdmiliee R2r genératehcaty pepd SEi6t, htheheontemporproyidery2 Eheeddrded &eyan s
decoded with the tenporary key and the information is decoded with the

Fi r stukaythoRA§ir8vRier dhdi@eqstoREssifie eh@é Or mat i on, the key for encrypting
the infonnation’is not read out. According to the present invention, the

i nformati or.prRevj di V] e n 7..June. 2003, 177 the i nformation
i cat | ng FFALIEAHRNR TSRBRRE R op & hBH Dt sREDR A heh iF i R BRERE G
ti-anginits tEe resul.tant informgt] o? Lo the information distribution

devi ce mhetuahrastherticaiion seetiomiti%nt da¢i canteniscnravidsr enanddbermaitpal the
information on the basis of the information indicating the handling of the
i nf onmathiepticatiahiseetion dd dofithe EMDrserviet centeri lgmsprgoeiligiticocuntee eneryptioen
appends the use fee to the encrypted information, and transmts the

resul 2060t devithi aanpiilié k@%ldﬁcﬁyﬂ%npmtpﬁ@ e3%), thedfuhfg -auflhiénti ddtinmat i on
processi ng devi ce prepares the accounting information coi Tesponding to the

use Ofedt{yPIRIFRE cﬁﬂtérﬁ? gp@ﬁidér Qfgﬁng?at% & 446t r%ﬂﬁce)%ﬁ Weg%f. A\ lgfepor a1l

managenent device the accounting i"hformation toget art o

of thgohnformation indicating the.ha i of information a t he yse fee.
The. nitdytiernogel ablicifaid SRoRarhol Mg eontemts Pk AdranBiRa ng
informatjon and a. part of or al] of the jnformation jndicating the handling
of | | reGtHRESROBMINAt N Buanee romdberaihenticRiinm siation) RElYdAE itn W
detected such as unfair pricing by a person having a valid key and

t anpepublge bey Kpep, ahdrthatrandommiinobern R, torthehnntiial agtheditkatioaseotidndd t o

t he presentinvention, the infonnation indicatingthe handling of information

I S appPiiteEMD Rivicketerd Nf or mati on and then transmtted to the
i nfonnation distribution device. The received encrypted information and

| zi fonnati g s'té]ﬁ’SQ?} fh%qzahﬁfal %‘Pl‘i'éﬂtf&t@h de@}i% 6Pﬂ?1eaE1$415 rs?ﬂﬁ@% E:Eﬁ\%r.land
use perm ssion‘l Sifonnation con-esponding 10 the use of Tnrormatron i's
prepaked on the.basis of ,the infoymt.ion indicati t he, handl i

P or o the Rigitue,8F e csvad Fatifat (e Vbteauibiibe docis Bondrsea ¢
part of or all of the information indicating the handling of information,
27 Jueikthrogathengicationastation)iwity theepnblin ke ?ﬁs:ad@f thet asthenteatidre stagon

perm ssion information and a part of or all of the information indicating

t he hdvatid oltadied inf aivariceo Thethangl anthentieatioheet#ed 133 the EMBsdiice
detected such as unfair pricing by a person having a valid key and

tanpeddiigr 9Tthh%akdd QiHe AbLREY Rich%f fe Liiehis Skovider 2 and the hash



According to the present invention, the ID of the information processing
device and the data indicating the registrability correspond@hine@00he | D
are provided, and the infornmation processing device is registered on the
basis of the ID of the information processing device. Therefore, the
possibility of a contract with a userggan be quickly detennined. Also,
according to the present invention, since registration of another

i nformati on.gubordin t o the infonnatyi on,pkocessin evi 1§ reguested,
" LoV el PR e oh ey ot el eRp VR on aps BLECERaS S Ui balic kel KGH
carry out processing for_a contract. Also, according to the present

i nvenoifthe contentapeejaden? aud therame ofithe conteats pm‘va&zri hyhidearastored ag

i nformati on processing device and the data indicating the registrability

cor r egnsaghtedt iR theeltXicated IfabieTeefificifedsitht A/ald! ottt 4§ essieddbyielvé ce on
the basis of the ID of the information processing device. The infonmation

rocessin evice .r ests..: | St ratd on of 0 I nf ti.0 r I n
Gevi o autnmuToE e gHy Rl R BTk P Uhe BrrdirisEY bl he ek BOCT ARl B35 .
possibility of a contract by a _user can he quickly determned_and user
havi ngex pgpand thehashvslugof she masee odithg walerts Prexidesakiobyaimgd Yy out
processing for a contract. 27 June 2003 179 In addition, according to the

pr esediecoditgnvilbbe coinmdentwithele ptiblit key Kywpdd fithecenteres ptovidet, 2 stoeed
operation in the case where a certain violation has occurred can be easily

and sgQui 1YLy ﬁpklﬁ@‘éeﬂﬁﬁgﬁtkeﬂﬁd tHPhEQY %luc?‘&ﬁ&hﬁ]dgﬁygéé)iﬁsl?@épﬂi’é Bath

invention, I n executing predeterm ned processing, I on

condi ti ons _ar.e prepared. erefore, the .qgpenatiQn in the,cas re a
cort atitioR B, Bl RALROos IPF Pt bR SABRy 9 aAdhes ot BROTRORRY PG B
(litmted). According to the present invention, inforpmation indicating the
use paHHieHiGied aad Yalh ké}fﬂﬁ@t has sptheen tamperesk oHthei signaturm earnetbe on

i nfonmation indicating the ) o
decoded or if the signature can be decoded but the hash value is not coincident, the

public key or the contents provider is not valid. In this case, the processing ends.

If the authentication result as being valid is obtained, the mutual authentication
section 17 of the EMD service center 1 at step S84 generates a 64-bit random number
R2. At step S85, the mutual authentication section 17 of the EMD service center 1
generates concatenated R1||R2 of the random number R1 and the random number R2.
At step S86, the mutual authentication section 17 of the EMD service center 1 encrypts
the concatenated R1||R2 with its own secret key Ksesc. At step S87, the mutual
authentication section 17 of the EMD service center 1 encrypts the concatenated
R1|[R2 with the public key Kpcp of the contents provider 2 obtained at step S83. At
step S88, the mutual authentication section 17 of the EMD service center 1 transmits

the concatenated R1||R2 encrypted with the secret key Ksesc, the concatenated R1||R2



penni ssion condition are generated, and the authentication information is
stored. Therefore, rewite of the use pennission condition o 'E]he 003

i nformation can be detected and suitabl e nmeasures can be tak Zunm%é)
according to the present invention, authentication information of related
i nformation necessary for the use of Jonformation is generated and stored,
and anot her authentication information is generated fromthe rel ated

i nformation. ,The cpincidence between, the generated,aut henti cati on.

|t onrEST BRI Be PSR R AT B GHNESTS GV AR BBy
mutual authentication with an information storage nmediumis carried out.
Ther efKGpesc r(@btained oin t ddvanekatfraini tieoracthenncation hetatiohpr toatthenmanabe
detected and suitable nmeasures can be taken. Also, according to the present
i nventj ; i i t i eration neans generates

aut hen%@gg?tﬁibﬁlﬁééﬁggﬁ%hfggb Fgl{“gthe li n oérierrzél'ti on 27 June 2003 180
necessary f he e, of infaqr ion, and the star means stores,t

Bt hent 1 cat RbATSR S B e il Al eactay sest mead ST gD G S apY ey 2
authentication information fromthe related information and verifies the
coi ncidrnedes the signasusiofcthei iegeived ¢ertificate vath she pablicrkeyhKpsacefithe
means. The nutual authentication neans carries out nutual authentication

W th thghenfiedti®i stationrthses vbiginédvh advardde aeidaakes bawhetpabdic keyeKpes@t ed
information of the infornmati on can be detected and suitabl e neasures can be

t aken. i ] r LE LQqn, . i.fVi . .
ot or oA ki R BLERMart I GGt ct T Bro@sBinBSrihig g if inilar
i nfonnati.on vider for the,use of ,the.infannation,are stored, d . the sum
of ¢ Ao eRSeS gnicheretre SRR P8, dererhat Anpcn mdeterls *adistan SBlather t ne
basis of the stored data. The settlenent institution is instructed to carry
out senutughanthensicagigorsectipn3fenfithe contentsiprovider A depadesthefconigatematdd t  of

each information provider. Therefore, settlenent processing and processing

for caRtjRatenogypted withfthe searet dkeyeKiése efhtHey EMD- sardiceutentée ¢prditnghd o t he
present 1nvention, nutual authentication with a | oaded external storage

T TRISISRG Kottt A SO St SO0 R SuppRU Sl
I nfor iy L Phhe contents provider 2 decodes the concatenated R1||R2 encrypted with its own
public key Kpcp, with its own secret key Kscp. At step S92, the mutual authentication
section 39 of the contents provider 2 compares the concatenated R1||R2 decoded at
step S90 with the concatenated R1||R2 decoded at step S91, and authenticates the
EMD service center 1 as a valid center if both are coincident with each other. Ifnot
coincident, the EMD service center 1 is regarded as an inappropriate center and the
processing ends.
If the authentication result as being valid is obtained, the mutual authentication

section 39 of the contents provider 2 at step S93 generates a 64-bit random number

R3. At step S94, the mutual authentication section 39 of the contents provider 2



whil e mai ntai ning the security agai nst unauthorized actions. Al so,
according to the present invention, since data stored in an Q%QEk 3
storage nedium |l oaded in the information processing device is decoded, it
is possible to externally store necessary information while maintaining the
security agai nst 27 June 2003 18I ut hori zed actions. Al so, according
to the present invention, the inforndtion processing device carries out

nmut ual aut henti cati on wi ternal storage i um |l,oaded rei,n, and
Tt s menereneoRe e HAIB ol tsTeniom TiBoR B abtkagdar stamS a8 ARt dhen:
devi ce. The managenent devi ce decodes the data stored in the exten~al

st or ageneeatedmandtwey mimber Ri% At stepsS9fithe toutel entlenticatibnrsectiene3® afy
i nformati on while maintaining the security against unauthorized acti ons.

| ! e Nt . ) nst | 26 tion:
M [ﬁogﬁé cpgggggggggjg%g rZOéC}gcé'&SﬁstﬁEtcohEHFdﬁakéH‘Mﬁ%gG\@ltHR’Bé‘ hibfie lke“;nwg%@&' on

ng device I s can- out, unhauthori“zed readi ng

o, DSBS s AL SR o By LA gt

encrypted information, an encrypted first key for decoding the infonnation
and a previsted Xgnsits dbe oucm)t@cg eon¢atgnaﬂcd>R£NR3a§o the m@w%eauthentication
i nf or mati on,

section 17 of the EMD service center 1.

At step S97, the mutual authentication section 17 of the EMD service center 1
decodes the encrypted concatenated R2|[R3 with its own secret key Ksesc. At step
S98, the mutual authentication section 17 of the EMD service center 1 authenticates
the contents provider 2 as an appropriate provider if the decoded random number R2
is coincident with the random number R2 generated at step S84 (i.e., random number
R2 before encryption). If not coincident, the contents provider 2 is regarded as an
inappropriate provider and the processing ends.

As described above, the mutual authentication section 17 of the EMD service
center 1 and the mutual authentication section 39 of the contents provider 2 carry out
mutual authentication. The random numbers used for mutual authentication are used
as the temporary key Ktemp which is effective only for the processing subsequent to
the mutual authentication.

Fig.43 is a flowchart illustrating the processing corresponding to step S12 of

Fig.37 and step S23 of Fig.38, in which the receiver 51 makes registration to the user

management section 18 of the EMD service center 1. Atstep S101, the SAM 62 ofthe



the first storage nmeans conprising first nutual authentication neans for
carrying out mutual authentication rith the first decodi ng @?2&1@2‘%3
generating a tenporary key, second storage neans for storing e second
key, second decodi ng neans for decoding the first key with the second key,
and encryption neans for encrypting tdye first key with the tenporary key,
tl~e first decodi ng neans conprising second nutual authentication neans for

' .0ut t ual .auth | catyi i t f. st d
gener Sereigens [ drisBmifts REgHG ARy hard S lehac] PBEGERIO E5 et ey
wth the tenporary key, and fourth decoding neans for decoding the
i nf or A1 tndetiermingdk thatr the haskupiercaird Ht 19 keasteda(agys; tif tie receiverf i et i on

processi ng device is tanper resistant. 2. An information processing nethod

for i rhanpad t6n MwWaesehes 512 uhdahBalitd bftherFsinaP Adteiveds Hee ofired fapans
for using encrypted information, an encrypted first key for decoding the

I nfonpatjon an Sec K r | he first Q_as.. 10 code the
i nfor %th ,Oqﬁgqﬁcﬁpﬁgg: ﬁ%’?négisﬂ%%agﬁ%%a&fqrrtbp cfﬂﬁ? @3&%8{@“@ rggﬁv h st ep
of carryi ng out nutual _authenticatjion with the decoding nmeans and faqr

gener tlitaghe newrmseeivey Skbjhe pragessinggossép sop $10% andprocesswgdeareasdinga
first decoding step of decoding the first key wwth the second key, and an

encr yphé backhedatd stened yptthedG dardf 55 & exented.t THehdetadspdnthisyproegssing27
June 2003 183 the decodi ng nmeans including a second nutual authentication

PP SRS SRRl RIS SN br | OTeoff e sgEe o
first tﬁg ¥eg\é t})?oéehseshatge,w(i)sr f es%g}{y t&' rs]{jore the backup data onto the IC card 55 in
advance. This processing will be described later with reference to Fig.46.

If it is determined at step S101 that the backup IC card 55 is not loaded, the
processing goes to step S103. At step S103, the mutual authentication module 71 of
the SAM 62 carries out mutual authentication with the mutual authentication section
17 of the EMD service center 1, and the SAM 62 transmits the certificate to the user
management section 18 of the EMD service center 1. This authentication processing
is similar to the processing described with reference to Figs.40 to 42 and therefore will
not be described further in detail. The certificate transmitted from the SAM 62 to the
user management section 18 of the EMD service center 1 at step S103 includes the
data shown in Fig.44. The certificate transmitted from the SAM 62 has a structure
similar that of the certificate of the contents provider 2 shown in Fig.14, but further

includes data indicating whether it is dependent upon another SAM or not. At step

S104, the SAM 62 transmits the information of the settlement institution such as the



a third decoding step of decoding the infonnation with the first key.
wherein at |east a part of the steps are processed in tanper2?luae200ht
environnment. 3. A program providing nediumfor providing a

conput er -readabl e programwi th respect to an infonnation processing device
havi ng st orage neans and decodi ng nmegps for using encrypted information, an
encrypted first key for decoding the"rnformati on and a second key for

decodi ng, the first key s s .to decode the information, the~program causing
Che. SHE ATl SRS RS tRBEEEY key Kb S KNG Sel ThenaieThiA A E o

aut hentication step of carrying out nutual authentication with the decodi ng
means]&iod the ENMEhseticangerter ¢ throughythecsomasticatangesextrm 6. st oring t he
second key; a first decoding step of decoding the first key with the second

key; and aﬁt%%ﬂ%ﬁ?@héh@ﬁr Hi;ellgggglh)éﬁff isBGidiha 81 df e ERIDWelVick R@nik&mor ary

key; the program causing the ing nmeans to execute processing

conpri si.ng: secaond t yal thenti,cati on.step q arryi out .mu I

ot hetetrigses The et cemy ation e PEE e N BRER A nthe BRI e R M ary
key; a second decodi ng step of decoding the first key with the tenporary
key: aﬁdmmSAMr@.dé\dcs@emlgéeﬁ]ediseaenmngegnmteseicnbnr of the BMDP semeicki r st
key. wherein at |least a part of the steps are processed in tanper resistant

envi r geriventl . deterndines wifethé¢rathe AN 62 bavinpotheaeteweddDoisdiegistiable banat.1,

said first storage nmeans is renovable fromthe infornmation processing

devi cge 3. Ar. . . . . .

"2 ST RS EE that the SAM, €2 having the reppived,ID) s eeistrables the ¢ ags
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| . AS. is@egisthbtidn AfAhg. YSMA 62 BAviABhAASCcAIved. JEB18\@t new registration, the
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At step S108, the user management section 18 of the EMD service center 1
carries out renewal registration, retrieves the user registration database on the basis of
the received ID, and prepares a registration list. This registration list has a structure,
for example, as shown in Fig.45, including a registration rejection flag indicating
whether the user management section 18 of the EMD service center 1 has rejected the
registration or not, a status flag indicating the use condition for the contents key Kco
in the case of a subordinate equipment, a condition flag indicating whether the
equipment is a subordinate equipment or not, and signature obtained by encrypting a

hash value generated by applying a hash function to the registration rejection flag,

status flag and condition flag, with the secret key Ksesc of the EMD service center 1,
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transmits the distribution key Kd which is encrypted with the temporary key Ktemp

supplied from the mutual authentication section 17 and which is supplied from the key
server 14, to the SAM 62 of the receiver 51. At step S110, the SAM 62 of the receiver
51 decodes the received distribution key Kd with the temporary key Ktemp and causes
the storage module 73 store the decoded distribution key Kd.

At step S111, the user management section 18 of the EMD service center 1
transmits the registration list encrypted with the temporary key Ktemp to the SAM 62
of the receiver 51. At step S112, the SAM 62 of the receiver 51 decodes the received
registration list with the temporary key Ktemp and causes the storage module 73 to
store the decoded registration list. The processing then ends.

If it is determined at step S107 that the registration of the SAM 62 having the
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received ID is new registration, the processing goes to step S114. The user
management section 118 of the EMD service center 1 executes new registration, then
prepares a registration list, and proceeds to step S109.
If it is determined at step S106 that the SAM 62 having the received ID is not
registrable, the processing goes to step S113. The user management section 18 of the
EMD service center 1 prepares a registration list of registration rejection and proceeds
to step S111.
The receiver 51 is thus registered to the EMD service center 1.
The details of the processing for storing, onto the IC card 55, predetermined
data such as the distribution key Kd stored in the storage module 73 of the receiver 51
that has been used, will now be described with reference to the flowchart of Fig.46.
At step S121, the mutual authentication module 71 of the SAM 62 carries out mutual
authentication with the mutual authentication module 80 of the IC card 55. This
authentication processing is similar to the processing described with reference to
Figs.40 to 42 and therefore will not be described further in detail. At step S122, the
random number generation unit 92 of the SAM 62 generates a random number used
as a backup key Kic. At step S123, the encryption unit 93 of the SAM 62 encrypts the
ID number of the SAM, save key Ksave and ID of the HDD 52 stored in the storage
module 73, with the backup key Kic. At step S124, the encryption unit 93 of the SAM
62 encrypts the backup key Kic with the public key Kpesc of the EMD service center

1. (The SAM 62 obtained the public key Kpesc of the EMD service center 1 in the
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S125, the SAM 62 of the receiver 51 transmits the encrypted ID number of the SAM,
save key Ksave and ID of the HDD 52, and the encrypted backup key Kic, to the IC
card 55 via the IC card interface 64, and causes the storage module 81 to store these
data.

As described above, the ID number of the SAM, save key Ksave and ID of the
HDD 52 stored in the storage module 73 of the SAM 62 are encrypted with the backup
key Kic, and stored into the storage module 81 of the IC card 55 together with the
backup key Kic encrypted with the public key Kpesc of the EMD service center 1.

The details of another processing example for storing, onto the IC card 55,
predetermined data such as the distribution key Kd stored in the storage module 73 of
the receiver 51 that has been used, will now be described with reference to the
flowchart of Fig.47. At step S131, the mutual authentication module 71 of the SAM
62 carries out mutual authentication with the mutual authentication module 80 of the
IC card 55. At step S132, the encryption unit 93 of the SAM 62 encrypts the ID
number of the SAM, save key Ksave and ID of the HDD 52 stored in the storage
module 73, with the public key Kpesc of the EMD service center 1. At step S133, the
SAM 62 of the receiver 51 transmits the encrypted ID number of the SAM, save key
Ksave and ID of the HDD 52 to the IC card 55 via the IC card interface 64, and causes
the storage module 81 to store these data.

In accordance with the processing shown in Fig.47, the ID number of the SAM,
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save key Ksave and ID of the HDD 52 encrypted with the public key Kpesc of the
EMD service center 1 are stored into the storage module 81 of the IC card 55 by more
simple processing than that of Fig.46.

The backup data thus stored on the IC card 55 are read into the new receiver 51
in the processing of step S102 of Fig.43. Fig.48 is a flowchart illustrating the
processing for reading out the backup data stored in the processing of Fig.46. At step
S141, the mutual authentication module 71 of the SAM 62 of the new receiver 51
carries out mutual authentication with the mutual authentication module 80 of the IC
card 55. This authentication processing is similar to the processing described with
reference to Figs.40 to 42 and therefore will not be described further in detail.

At step S142, the SAM 62 reads out, via the IC card interface 64, the data of the
storage module 73 of the old receiver 51 (i.e., backup data indicating the ID number
of the SAM, save key Ksave and ID of the HDD 52) encrypted with the backup key
Kic and the backup key Kic encrypted with the public key Kpesc of the EMD service
center 1, which are stored in the storage module 81. At step S143, the mutual
authentication module 71 of the SAM 62 carries out mutual authentication with the
mutual authentication section 17 of the EMD service center 1 via the communication
section 61. This authentication processing is similar to the processing described with
reference to Figs.40 to 42 and therefore will not be described further in detail. At step
S144, the SAM 62 transmits the data of the storage module 73 encrypted with the

backup key Kic and the backup key Kic encrypted with the public key Kpesc of the
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EMD service center 1 to the user management section 18 of the EMD service center
1 via the communication section 61.

At step S145, the user management section 18 of the EMD service center 1
decodes the received backup key Kic with its own secret key Ksesc. At step S146, the
user management section 18 of the EMD service center 1 decodes the received backup
data with the backup key Kic. At step S147, the user management section 18 of the
EMD service center 1 re-encrypts the decoded backup data with the temporary key
Ktemp supplied from the mutual authentication section 17. At step S148, the user
management section 18 of the EMD service center 1 transmits the backup data
encrypted with the temporary key Ktemp to the communication section 61 of the
receiver 51.

At step S149, the communication section 61 of the receiver 51 transmits to the
SAM 62 the data received from the user management section 18 of the EMD service
center 1, and the SAM 62 decodes the data and then stores the data to the storage
module 73. At step S150, the user management section 18 of the EMD service center
1 sets the data of the user registration database (Fig.7) corresponding to the ID of the
SAM 62 of the old equipment the data of which is stored on the IC card 55, as being
non-registrable, and the processing ends.

The new receiver 51 thus reads the backup data of the IC card 55.

The processing of step S102 of Fig.43 may also be the processing as described

with reference to the flowchart of Fig.49. Steps S151 to S153 are similar to steps S141
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to S143 of Fig.48 and therefore will not be described further in detail. At step S154,
the SAM 62 transmits the backup key Kic encrypted with the public key Kpesc of the
EMD service center 1 to the user management section 18 of the EMD service center
1 via the communication section 61.

At step S155, the user management section 18 of the EMD service center 1
decodes the received backup key Kic with its own secret key Ksesc. At step S156, the
user management section 18 of the EMD service center 1 re-encrypts the decoded
backup key Kic with the temporary key Ktemp supplied from the mutual
authentication section 17. Atstep S157, the user management section 18 of the EMD
service center 1 transmits the backup key Kic encrypted with the temporary key Ktemp
to the communication section 61 of the receiver 51, and carries out processing for
accounting with respect to the service of decoding the backup key Kic to the user.

At step S158, the communication section 61 of the receiver 51 transmits to the
SAM 62 the backup key Kic encrypted with the temporary key Ktemp received from
the user management section 18 of the EMD service center 1, and the SAM 62
decodes the encrypted backup key Kic with the temporary key Ktemp. At step S159,
the SAM 62 decodes the data of the storage module 73 of the old receiver 51 (i.e.,
backup data indicating the ID number of the SAM, save key Ksave and ID of the HDD
52) read out from the IC card 55 at step S152, with the decoded backup key Kic, and
stores the resultant data to the storage module 73. At step S160, the user management

section 18 of the EMD service center 1 sets the user registration database (Fig.7)
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corresponding to the ID of the SAM 62 of the old equipment the data of which is
stored on the IC card 55, as being non-registrable, and the processing ends.

The read processing shown in Fig.49 enables reduction in the quantity of data
transmitted between the receiver 51 and the EMD service center 1 and thus enables
reduction in the communication time, compared with the processing of Fig.43. At step
S148 of Fig.48, similar to step S157 of Fig.49, the EMD service center 1 may carry out
the processing for accounting.

The processing for reading out the backup data stored in the processing of
Fig.47 will now be described with reference to the flowchart of Fig.50. At step S161,
the mutual authentication module 71 of the SAM 62 of the new receiver 51 carries out
mutual authentication with the mutual authentication module 80 of the IC card 55.
This authentication processing is similar to the processing described with reference to
Figs.40 to 42 and therefore will not be described further in detail. At step S162, the
SAM 62 reads out the data of the storage module 73 of the old receiver 51 (i.e., backup
data inaicating the ID number of the SAM, save key Ksave and ID of the HDD 52)
encrypted with the public key Kpesc of the EMD service center 1, via the IC card
interface 64.

At step S163, the mutual authentication module 71 of the SAM 62 carries out
mutual authentication with the mutual authentication section 17 of the EMD service
center 1 via the communication section 61. This authentication processing is similar

to the processing described with reference to Figs.40 to 42 and therefore will not be
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described further in detail. At step S164, the SAM 62 transmits the data of the storage
module 73 encrypted with the public key Kpesc of the EMD service center 1 to the
user management section 18 of the EMD service center 1 via the communication
section 61.

At step S165, the user management section 18 of the EMD service center 1
decodes the received data of the storage module 73 with its own secret key Ksesc. At
step S166, the user management section 18 of the EMD service center 1 re-encrypts
the decoded backup data with the temporary key supplied from the mutual
authentication section 17. At step S167, the user management section 18 of the EMD
service center 1 transmits the backup data encrypted with the temporary key Ktemp
to the communication section 61 of the receiver 51.

At step S168, the communication section 61 of the receiver 51 transmits the
data received from the user management section 18 of the EMD service center 1 to the
SAM 62, and the SAM 62 decodes the data and then stores the data to the storage
module 73. At step S169, the user management section 18 of the EMD service center
1 sets the data of the user registration database (Fig.7) corresponding the ID of the
SAM 62 of the old equipment the data of which is stored on the IC card 55, as being
non-registrable.

Thus, in the backup processing using the processing of Fig.47, the new receiver
51 reads the backup data on the IC card 55 through the processing of Fig.50.

When registering itself (i.e., executing the processing corresponding to step S12
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However, when registering the recorder 53 dependent upon the receiver 51 to the
EMD service center 1, the receiver 51 executes the processing shown in the flowchart
of Fig.51. At step S181, the SAM 62 of the receiver 51 writes the ID of the recorder
53 to the registration list stored in the storage module 73. At step S182, the mutual
authentication module 71 of the receiver 51 carries out mutual authentication with the
mutual authentication section 17 of the EMD service center 1. This authentication
processing is similar to the case described with reference to Figs.40 to 42 and therefore
will not be described further in detail.

At step S183, the user management section 18 of the EMD service center 1
retrieves the user registration database on the basis of the ID of the receiver 51 (i.e.,
ID of the SAM 62 included in the certificate of the SAM 62 shown in Fig.44), and
determined whether the receiver 51 is non-registrable or not. Ifit is determined that
the receiver 51 is not non-registrable. The processing goes to step S184 and the SAM
62 of the receiver 51 encrypts the version of the distribution key Kd stored in the
storage module 73, the accounting information (stored in the processing of step S337
of the flowchart of Fig.56), the registration list, and if necessary, the handling policy
with the temporary key Ktemp, and transmits the resultant data to the user
management section 18 of the EMD service center 1 via the communication section
61. At step S185, the user management section 18 of the EMD service center 1

decodes the received data and then processes the accounting information. Then, the
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such as the registration rejection flag and status flag related to the recorder 53 of the
registration list received from the receiver 51, described with reference to Fig.45, and
appends the signature for the data corresponding to the receiver 51. Although, in this
case, the data are encrypted with the temporary key Ktemp and then transmitted,
encryption need not be carried out as a matter of course.

At step S186, the user management section 18 of the EMD service center 1
determines whether the distribution key Kd held by the receiver 51 is of the latest
version or not. Ifitis determined that the distribution key Kd held by the receiver 51
is of the latest version, the processing goes to step S187. The updated registration list
and accounting information reception message, encrypted with the temporary key
Ktemp, are transmitted to the receiver 51, and the receiver 51 receives the updated
registration list and accounting information reception message and then decodes and
stores these data. At step S188, the receiver 51 erases the accounting information
stored in the storage module 73, then updates the registration list to the registration list
received at S187 from the user management section 18 of the EMD service center 1,
and then proceeds to step S191.

Ifit is determined at step S186 that the distribution key Kd held by the receiver
51 is not of the latest version, the processing goes to step S189. The user management

section 18 of the EMD service center 1 transmits the distribution key Kd of the latest

version and the updated registration list and accounting information reception
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receiver 51 receives the distribution key Kd of the latest version and the updated
registration list and accounting information reception message, and then decodes and
stores these data. At step S190, the receiver 51 erases the accounting information
stored in the storage module 73, then updates the registration list to the registration list
received at S189 from the user management section 18 of the EMD service center 1,
then updates the distribution key Kd to the distribution key Kd of the latest version,
and proceeds to step S191.

At step S191, the SAM 62 of the receiver 51 determines whether the recorder
53 is non-registrable or not, with reference to the updated registration list. If it is
determined that the recorder 53 is not non-registrable, the processing goes to step
S192. The receiver 51 and the recorder 53 carry out mutual authentication and share
the temporary key Ktemp. This authentication processing is similar to the processing
described with reference to Figs.40 to 42 and therefore will not be described further
in detail. At step S193, the registration completion message and distribution key Kd
, encrypted with the temporary key Ktemp, are transmitted to the recorder 53. The
recorder 53 receives and decodes the registration completion message and distribution
key Kd. At step S194, the recorder 53 updates the distribution key Kd and the
processing ends.

If it is determined at step S183 that the receiver 51 is non-registrable, or if it is

determined at step S191 that the recorder 53 is non-registrable, the processing ends.
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service center 1 via the receiver 51.

Fig.52 is a flowchart illustrating the details of the processing in which the
receiver 51 receives the distribution key Kd transmitted from the EMD service center
1 at step S13 of Fig.37. At step S201, the mutual authentication module 71 of the
receiver 51 carries out mutual authentication with the mutual authentication section
17 of the EMD service center 1. This authentication processing is similar to the
processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail. At step S202, the SAM 62 of the receiver 51 transmits the
certificate to the user management section 18 of the EMD service center 1 via the
communication section 61, and the user management section 18 of the EMD service
center 1 receives the certificate. The processing of steps S203 to S210 is similar to the
processing of steps S183 to S190 of Fig.51 and therefore will not be described further
in detail.

“The receiver 51 thus receives the distribution key Kd from the user management
section 18 of the EMD service center 1 and transmits the accounting information of
the receiver 51 to the user management section 18 of the EMD service center 1.

The processing for receiving the distribution key Kd by the recorder 53
dependent on the receiver 51 (i.e., the status flag of Fig.45 has a value permitting the

reception of the distribution key Kd by the recorder 53) in the case where the user

network 5 has the structure shown in Fig.10 or Fig.11 will now be described with
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71 of the receiver 51 and a mutual authentication module, not shown, of the recorder
53 carry out mutual authentication. This authentication processing is similar to the
processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail.

Atstep S222, thereceiver 51 determines whether or not the data of the recorder
53 is on the registration list to be stored in the storage module 73 of the receiver 51.
Ifitis determined that the data of the recorder 53 is on the registration list to be stored
in the storage module 73 of the receiver 51, the processing goes to step S223 and it is
determined whether the recorder 53 is non-registrable or not on the basis of the
registration list to be stored in the storage module 73 of the receiver 51. If it is
determined at step S223 that the recorder 53 is not non-registrable, the processing goes
to step S224, The SAM 66 of the recorder 53 encrypts the version of the distribution
key Kd (received from the receiver 51 at step S235 of Fig.53, later described) stored
in the built-in storage module and the accounting information (stored in the processing
corresponding to step S337 of the processing corresponding to Fig.56, later described)
with the temporary key Ktemp, and transmits the resultant data. The SAM 62 of the
receiver 51 receives and decodes the version of the distribution key Kd and the
accounting information.

At step S225, the mutual authentication module 71 of the receiver 51 carries out

mutual authentication with the mutual authentication section 17 of the EMD service
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to the processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail. At step S226, the user management section 18 of the EMD
service center 1 retrieves the user registration database on the basis of the 1D of the
receiver 51, and determines whether the receiver 51 is non-registrable or not. Ifitis
determined that the receiver 51 is not non-registrable, the processing goes to step S227
and the SAM 62 of the receiver 51 transmits the version of the distribution key Kd
stored in the storage module 73, the accounting information, the registration list, and
if necessary, the handling policy and the accounting information of the recorder 53,
to the user management section 18 of the EMD service center 1 via the communication
section 61. Atstep S228, the user management section 18 of the EMD service center
1 decodes the received data, then processes the accounting information, then updates
the data portions such as the registration rejection flag and status flag related to the
recorder 53 of the registration list received from the receiver 51, described with
reference to Fig.45, and then appends the signature for to the data corresponding to the
receiver 51.

The processing of steps 229 to S234 is similar to the processing of steps S186
to S191 of Fig.51 and therefore will not be described further in detail.
At step S234, the SAM 62 of the receiver 51 determines whether the recorder

53 is non-registrable or not, with reference to the updated registration list. If it is

determined that the recorder 53 is not non-registrable, the processing goes to step
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encrypted with the temporary key Ktemp, are transmitted to the recorder 53. The
recorder 53 receives and decodes the accounting information reception message and
distribution key Kd. At step S236, the SAM 66 of the recorder 53 erases the
accounting information stored in the built-in storage module and updates the
distribution key Kd to the latest version.

If it is determined at step S222 that the data of the recorder 53 is not on the
registration list to be stored in the storage module 73 of the receiver 51, the processing
goes to step S237 to execute the registration processing of the recorder 53 shown in
Fig.51. The processing then goes to step S224.

If it is determined at step S223 that the recorder 53 is non-registrable, or if it is
determined at step S226 that the receiver 51 is non-registrable, or if it is determined
at step S234 that the recorder 53 is non-registrable, the processing ends.

The recorder 53 dependent on ’;he receiver 51 thus receives the distribution key
Kd via the receiver 51.

The processing corresponding to step S14 of Fig.37 in which the contents
provider 2 transmits the contents provider secure container to the service provider 3
will now be described with reference to the flowchart of Fig.54. At step S251, the
watermark appending section 32 of the contents provider 2 appends predetermined
data indicating the contents provider 2 (such as the contents provider ID) as a

watermark to the contents read out from the contents server 31, and supplies the
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resultant data to the compression section 33. At step S252, the compression section
33 of the contents provider 2 compresses the contents having the watermark inserted
therein, in accordance with a predetermined system such as ATRAC, and supplies the
compressed contents to the encryption section 34. At step S253, the random number
generation section 35 generates a random number to be used as the contents key Kco
and supplies it to the encryption section 34. At step S254, the encryption section 34
of the contents provider 2 encrypts the compressed contents having the watermark
inserted therein, using the contents key Kco in accordance with a predetermined
system such as DES.

At step S255, the encryption section 36 encrypts the contents key Kco with the
distribution key Kd supplied from the EMD service center 1, through the processing
of step S11 of Fig.37, in accordance with a predetermined system such as DES. At
step S256, the secure container preparation section 38 of the contents provider 2
calculates a hash value by applying a hash function to the encrypted contents, the
encrypted contents key Kco and the handling policy supplied from the policy storage
section 37, and then encrypts the hash value with its own secret key Kscp, thus
preparing the signature as shown in Fig.13. At step S257, the secure container
preparation section 38 of the contents prc‘avider 2 prepares the contents provider secure
container, as shown in Fig. 13, including the encrypted contents, the encrypted contents
key Kco, the handling policy supplied from the policy storage section 37 and the

signature generated at step S256.
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At step S258, the mutual authentication section 39 of the contents provider 2
carries out mutual authentication with the mutual authentication section 45 of the
service provider 3. This authentication processing is similar to the processing
described with reference to Figs.40 to 42 and therefore will not be described further
in detail. At step S259, the secure container preparation section 38 of the contents
provider 2 appends the certificate issued in advance from the authentication station to
the contents provider secure container, and transmits the resultant contents provider
secure container to the service provider 3. Then, the processing ends.
The contents provider 2 thus transmits the contents provider secure container
to the service provider 3.
The details of the processing corresponding to step S15 of Fig.37 in which the
service provider 3 transmits the service provider secure container to the receiver 51
will now be described with reference to the flowchart of Fig.55. At step 291, the
pricing section 42 of the service provider 3 confirms the signature included in the
certificate appended to the contents provider secure container transmitted from the
secure container preparation section 38 of the contents provider 2, and takes out the
public key Kpcp of the contents provider 2 if there is no tampering in the certificate.
The confirmation of the certificate is similar to the processing of step S83 of Fig.42
and therefore will not be described further in detail.

At step S292, the pricing section 42 of the service provider 3 decodes the

signature of the contents provider secure container transmitted from the secure
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container preparation section 38 of the contents provider 2 with the public key Kpcp
of the contents provider 2, and confirming that the resultant hash value is coincident
with the hash value obtained by applying the hash function to encrypted contents,
encrypted contents key Kco and handling policy, thus confirming that there is no
tampering made in the contents provider secure container. If tampering is found, the
processing ends.

If there is no tampering made in the contents provider secure container, the
pricing section 42 of the service provider 3 at step S293 takes out the handling policy
from the contents provider secure container. At step S294, the pricing section 42 of
the service provider 3 prepares the price information described with reference to
Fig.17, on the basis of the handling policy. At step S295, the secure container
preparation section 44 of the service provider 3 encrypts the encrypted contents,
encrypted contents key Kco, handling policy and price information, and the hash value
obtained by applying the hash function to these data, with its own secret key Kssp, and
uses the resultant value as the signature so as to prepare the service provider secure
container as shown in Fig.15.

At step S296, the mutual authentication section 45 of the service provider 3
carries out mutual authentication with the mutual authentication module 71 of the
receiver 51. This authentication processing is similar to the processing described with
reference to Figs.40 to 42 and therefore will not be described further in detail. At step

S297, the secure container preparation section 44 of the service provider 3 transmits
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communication section 61 of the receiver 51, and the processing ends.

The service provider 32 thus transmits the service provider secure container to
the receiver 51.

The details of the accounting of the receiver 51 after receiving the appropriate
service provider secure container, corresponding to step S16 of Fig.37, in the case
where the user network 5 has the structure of Fig.10 or Fig.11, will now be described
with reference to the flowchart of Fig.56. At step S331, the decoding/encryption
module 74 of the receiver 51 determines whether the contents key Kco can be decoded
with the distribution key Kd or not. If it is determined that the contents key Kco
cannot be decoded with the distribution key Kd, the receiver 51 at step S332 carries
out the processing for receiving the distribution key Kd described with reference to
Fig.52 and proceeds to step S333. Ifitis determined at step S331 that the contents key
Kco can be decoded with the distribution key Kd, the processing goes to step S333.
At steb S333, the decoding unit 91 of the receiver 51 decodes the contents key Kco
with the distribution key Kd stored in the storage module 73 in accordance with the
processing of step S13 of Fig.37.

At step S334, the accounting module 72 of the receiver 51 takes out the
handling policy and price information included in the service provider secure
container, and generates the accounting information and use permission information

described with reference to Figs.19 and 20. At step S335, the accounting module 72
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of the receiver 51 determines whether or not the current accounting is equal to or more
than the upper limit of accounting, from the accounting information stored in the
storage module 73 and the accounting information calculated at step S334. If it is
determined that the current accounting is equal to or more than the upper limit of
accounting, the processing goes to step S336. The receiver 51 carries out the
processing for receiving the distribution key Kd described with reference to Fig.52,
then receives the new distribution key Kd, and advances to step S337. If it is
determined at step S335 that the current accounting is less than the upper limit of
accounting, the processing goes to step S337.

At step S337, the accounting module 72 of the receiver 51 stores the accounting
information to the storage module 73. At step S338, the accounting module 72 of the
receiver 51 records the use permission generation information generated at step S334
to the HDD 52. At step S339, the SAM 62 of the receiver 51 records the handling
policy taken out from the service provider secure container to the HDD 52.

At step S340, the decoding/encryption module 74 of the receiver 51 applies the
hash function to the use permission information so as to calculate the hash value. At
step S341, the storage module 73 of the receiver 51 stores the hash value of the use
permission information. If the save key Ksave is not stored in the storage module 73,
the random number generation unit 92 of the receiver 51 at step S342 generates a

random number, which is the save key Ksave, and the processing goes to step S343.

If the save key Ksave is stored in the storage module 73, the processing goes to step



109& ()- @' 109%& ()-<rbC 1 10GGYf 10%r& ()-#S10%r& ()- 10 10 101 3! 10%& () -
& $109& ()-' " $s! 109 ()-//dEC 1 10GG 10%T&! ()- $LO%&' ()- GHLOMTE: ()-
$10%m& () - $10%r&' () - |$10%1&' ()- ?MddEbC 1 10GG ! 10%1& () -
10%1& () - 10%& ()-1& 10%r& ()- @ 10%m& ()- 10%& ()-92}dEbC 1
118
S343.

At step S343, the encryption unit 93 of the receiver 51 encrypts the contents key
Kco with the save key Ksave. At step S344, the SAM 62 of the receiver 51 stores the
encrypted contents key Kco to the HDD 52. Ifthe save key Ksave is not stored in the
storage module 73, the decoding/encryption module 74 of the receiver 51 at step S345
stores the save key Ksave to the storage module 73 and the processing ends. If the
save key Ksave is stored in the storage module 73, the processing ends.

As described above, the receiver 51 stores the accounting information to the
storage module 73, decodes the contents key Kco with the distribution key Kd, re-
encrypts the contents key Kco with the save key Ksave, and records the encrypted
contents key Kco to the HDD 52. The save key Ksave is stored into the storage
module 73.

In accordance with the similar processing, the recorder 53 stores the accounting
information to the storage module in the SAM 66, decodes the contents key Kco with
the distribution key Kd, re-encrypts the contents key Kco with the save key Ksave, and
records the encrypted contents key Kco to the HDD 52. The save key Ksave is stored
into the storage module in the SAM 66. The save keys Ksave held by the receiver 51
and the recorder 53 are usually different key data.

The details of the processing corresponding to steps S15 and S16 of Fig.37 in

which the receiver 51 receives the appropriate service provider secure container and

carries out accounting, in the case where the user network 5 has the structure of Fig.28
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and stores the check value to the storage module 73, will now be described with
reference to the flowchart of Fig.57. At step S361, the mutual authentication module
71 of the receiver 51 carries out mutual authentication with the mutual authentication
section 44 of the service provider 3 via the communication section 61, and when the
mutual authentication is done, the communication section 61 receives the service
provider secure container from the mutually authenticated service provider 3. If the
mutual authentication cannot be carried out, the processing ends. At step S362, the
communication section 61 receives the public key certificate from the service provider
3 which is mutually authenticated at step S361.

At step S363, the decoding/encryption module 62 verifies the signature data
included in the service provider secure container received at step S361, thus checking
whether there is no tampering. If tampering is found, the processing ends. At step
S364, thereceiver 51 displays the handling information and price information included
in the received service provider secure container to a display section, not shown, and
the user determines the purchase item such as contents reproduction or copy and
indicates that item to the receiver 51. At step 365, the accounting module 72 of the
receiver 51 generates the accounting information and use permission information
based on the handling information, price information and purchase item.

At step S366, the SAM 62 records the contents encrypted with the contents key
Kco included in the service provider secure container, to the HDD 52. At step S367,

the decoding unit 91 of the decoding/encryption unit 74 decodes the contents key Kco
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encrypted with the distribution key Kd included in the service provider secure
container, with the distribution key Kd stored in the storage module 73 at step S110
of Fig.43 or at step S210 of Fig.52. At step S368, the encryption unit 93 encrypts the
contents key decoded at step S367, with the save key Ksave stored in the storage
module 73.

At step S369, the data check module 114 retrieves a key data block having
vacancy of the external storage section 113. At step S370, the data check module 114
applies a hash function to the data (such as contents key Kco and contents ID) stored
in the key data block retrieved at step S369, thus obtaining a hash value. At step S371,
the data check module 114 compares the hash value obtained at step S370 with the
check value corresponding to the key data block retrieved at step S369 and stored in
the storage module 73, and determines whether these values are coincident with each
other. If it is determined that these values are coincident, the data of the key data
block has not been tampered. Therefore, the processing goes to step S372 and the
SAM 62 stores the contents key Kco encrypted at step S368 into the key data block
having vacancy of the external storage section 113,

At step S373, the decoding/encryption module 74 applies a hash function to the
data stored in the key data block in which the contents key Kco is stored, of the
external storage section 113, thus obtaining a hash value. At step S374, the
decoding/encryption module 74 overwrites the check value corresponding to the key

data block in which the contents key Kco is stored, of the storage module 73, with the
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hash value calculated at step S373. At step S375, the accounting module 72 stores the
accounting information pfepared at step S365 to the storage module 73 and the
processing ends.

Ifitis determined at step S371 that the hash value obtained at step S370 and the
check value corresponding to the key data block retrieved at step S369, stored in the
storage module 73, are not coincident with each other as a result of comparison, the
key data block has been tampered and therefore the processing goes to step S376. The
data check module 114 determines whether all the key data blocks of the external
storage section 113 have been checked ornot. Ifit is determined that all the key data
blocks of the external storage section 113 have not been checked, the processing goes
to step S377. The data check module 114 retrieves another key data block having
vacancy of the external storage section 113, then returns to step S370 and repeats the
processing.

If it is determined at step S376 that all the key data blocks of the external
storage .section 113 have been checked, there is not key data block in which the
contents key Kco can be stored. Therefore, the processing ends.

In this manner, the receiver 51 of Fig.28 checks tampering of the key data block
in which the contents key Kco and the like are stored, of the external storége section
113, and stores the new contents key Kco only to the key data block in which no
tampering has been made.

The details of the processing corresponding to steps S15 and S16 of Fig.37 in



L-$10% h& ()- & '|dEnbC 1 10GE Y $10%c& ()-  $10%& () -

$10%38' () -3 $10%&' () - 3 $10%&' ()-3l, 10%& ()-|' 0dEnbC 1 10BERRSIMBE () -
SSMBLOYEE () - "MBLOUGE () - s$10%GE () - L$10%GE () - $10%3&' () - PMIE:/ 10G
10G3Z1096G& ()- Y1$1096G& ()- ,/MBLOYGE ()- , MB1OYGE () -

*> $109G& () - (s! 10%3& () -" UuSE7 10G 1395; 106G~ $109%3G& ()- " $109%G& () -
"IY: $10%GC8 () -3 @O%E () - #y10%G8' ()4 10G

which the receiver 51 receives the appropriate service provider secure container and
carries out accounting, in the case where the user network 5 has the structure of Fig.28
and stores the check value to the external storage section 113, will now be described
with reference to the flowchart of Fig.58. The processing of steps S391 to S400 is
similar to the processing of steps S361 to S370 of Fig.57 and therefore will not be
described further in detail.

At step S401, the decoding unit 91 decodes the check value corresponding to
the key data block retrieved at step S399, stored in the external storage section 113,
with the check key Kch to be stored in the storage module 73. At step S402, the data
check module 114 compares the hash value obtained at step S400 with the check value
decoded at step S401. Ifitis determined that these values are coincident with each
other, the data of the key data block has not been tampered and therefore the
processing advances to step S403.

The processing of steps S403 and S404 is similar to the processing of step S372
and S373 of Fig.57 and therefore will not be described further in detail.

At step S405, the encryption unit 93 encrypts the hash value obtained at step
S404 with the check value Kch to be stored in the storage module 73. At step S406,
the decoding/encryption module 74 overwrites the check value corresponding to the
key data block in which the contents key Kco is stored, of the storage module 73, with
the hash value encrypted at step S405.

The processing of steps S407 to S409 is similar to the processing of steps S375
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Thus, in the processing of Fig.58, too, the receiver 51 of Fig.28 checks
tampering of the key data block in which the contents key Kco and the like are stored,
of the external storage section 113, and stores the new contents key Kco only to the
key data block in which no tampering has been made.

The details of the processing corresponding to step S17 of Fig.37 in which the
receiver 51 reproduces the contents will now be described with reference to the
flowchart of Fig.59. At step S411, the decoding/encryption module 74 of the receiver
51 reads out the use permission information stored at step S338 of Fig.56 and the
encrypted contents key Kco stored at step S344, from the HDD 52. At step S412, the
decoding/encryption module 74 of the receiver 51 applies a hash function to the use
permission information so as to calculate a hash value.

At step S413, the decoding/encryption module 74 of the receiver 51 determines
whether or not the hash value calculated at step S412 is coincident with the hash value
stored in the storage module 73 at step S340 of Fig.56. Ifit is determined that the hash
value calculated at step S412 is coincident with the hash value stored in the storage
module 73, the processing goes to step S414 and predetermined information such as
the value of the number of times of use included in the use permission information is
updated. Atstep S415, the decoding/encryption module 74 of the receiver 51 applies

a hash function to the updated use permission information so as to calculate a hash

value. At step S416, the storage module 73 of the receiver 51 stores the hash value of
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the use permission information calculated at step S415. At step S417, the
decoding/encryption module 74 of the receiver 51 records the updated use permission
information to the HDD 52.

At step S418, the mutual authentication module 71 of the SAM 62 and the
mutual authentication module 75 of the expansion section 63 carry out mutual
authentication, and the SAM 62 and the expansion section 63 store the temporary key
Ktemp. This authentication processing is similar to the processing described with
reference to Figs.40 to 42 and therefore will not be described further in detail. The
random number R1, R2 or R3 used for mutual authentication is used as the temporary
key Ktemp. Atstep S419, the decoding unit 91 of the decoding/encryption module 74
decodes the contents key Kco recorded on the HDD 52 at step S344 of Fig.56, with the
save key Ksave stored in the storage module 73. At step S420, the encryption unit 93
of'the decoding/encryption module 74 encrypts the decoded contents key Kco with the
temporary key Ktemp. At step S421, the SAM 62 transmits the contents key Kco
encrypted with the temporary key Ktemp to the expansion section 63.

At step S422, the decoding module 76 of the expansion section 63 decodes the
contents key Kco with the temporary key Ktemp. At step S423, the SAM 62 reads out
the contents recorded on the HDD 52 and tfansmits the contents to the expansion
section 63, At step S424, the decoding module 76 of the expansion section 63 decodes
the contents with the contents key Kco. Atstep S425, the expansion module 78 of the

expansion section 63 expands the decoded contents in accordance with a
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predetermined system such as ATRAC. At step S426, the watermark appending
module 79 of the expansion section 63 inserts a predetermined watermark specifying
the receiver 51 into the expanded contents. At step S427, the receiver 51 outputs the
reproduced contents to a speaker, not shown, and the processing ends.

If it is determined at step S413 that the hash value calculated at step S412 and
the hash value stored in the storage module 73 are not coincident with each other, the
SAM 62 at step S428 carries out predetermined error processing such as displaying an
error message on a display unit, not shown, and the processing ends.

The receiver 51 thus reproduces the contents.

Fig.60 is a flowchart illustrating the processing in which the receiver 51 causes
the decoder 56 to reproduce the contents, in the user home network 5 having the
structure of Fig.11. The processing of steps S431 to S437 is similar to the processing
of steps S411 to S417 of Fig.59 and therefore will not be described further in detail.

At step S438, the mutual a;lthentication module 71 of the SAM 62 and the
mutual authentication module 101 of the decoder 56 carry out mutual authentication
and share the temporary key Ktemp. This authentication processing is similar to the
processing described with reference' to Figs.40 to 42 and therefore will not be
described further in detail. The random number R1, R2 or R3 used for mutual
authentication is used as the temporary key Ktemp. At step S439, the decoding unit
91 of the decoding/encryption module 74 decodes the contents key Kco recorded on

the HDD 52 with the save key Ksave stored in the storage module 73. At step S440,
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the encryption unit 93 of the decoding/encryption module 74 encrypts the decoded
contents key Kco with the temporary key Ktemp. Atstep S441, the SAM 62 transmits
the contents key Kco encrypted with the temporary key Ktemp to the decoder 56.

At step S442, the decoding module 102 of the decoder 56 decodes the contents
key Kco with the temporary key Ktemp. At step S443, the SAM 62 reads out the
contents recorded on the HDD 52 and transmits the contents to the decoder 56. At
step S444, the decoding module 103 of the decoder 56 decodes the contents with the
contents key Kco. At step S445, the expansion module 104 of the decoder 56 expands
the decoded contents in accordance with a predetermined system such as ATRAC. At
step S446, the watermark appending module 105 of the decoder 56 inserts a
predetermined watermark specifying the decoder 56 into the expanded contents. At
step S447, the decoder 56 outputs the reproduced contents to a speaker, not shown,
and the processing ends.

The processing of step S448 is similar to the processing of step S428 of Fig.59
and therefore will not be described further in detail.

In this manner, in the case where the user home network has the structure
shown in Fig.11, the contents received by the receiver 51 are reproduced by the
decoder 56.

Fig.67 shows another exemplary structure of the EMD system to which the
present invention is applied. In Fig.67, the portions corresponding to those of Fig.1

and Fig.10 are denoted by the same numerals. That is, in this example, a user home



U& ()- 9% 10% U& ()-"$10% U& ()- $10% U& ()-$10% U& ()- OFdYNC 104|4| 10
U 10 U 10 U3$10% U& ()-11$10% U& ()- @ $10% U& ()--$10% U& ()27 {ild%003
U& ()-&Za?YNC 104| 4|1 YF $109% ()- YF $10%& () - !
YF $109%& () - YF $10%& ()-, 10%& ()-f#@O0% ()-H 1 J K X[ !"b@
127
network 200 is provided in place of the user home network 5, and in the user home
network 200, a receiver 201 and a receiver 202 instead of the recorder 53 are
subordinate (connected) to the receiver 51.
The receiver 201 has a structure similar to that of the receiver 51, havinga SAM
210 and a storage module 211 corresponding to the SAM 62 and the storage module
73 of the receiver 51, respectively, and is connected to an HDD 203. The receiver
202, too, has a structure similar to that of the receiver 51, havinga SAM 220 and a
storage module 221. The receiver 202 is also connected (subordinate) to the receiver
201. However, the receiver 202 is not connected to any recording medium such as an
HDD.
The receiver 51 has the structure shown in Fig.10. However, in this example,
a registration list as shown in Fig.68 instead of the registration list shown in Fig.45 is
stored in the storage module 73 of the SAM 62. This registration list includes a list
part in which information is stored as a table, and a target SAM information part in
which predetermined information about the equipment holding the registration list is
stored.
In the target SAM information part, the SAM ID of the equipment holding this
registration list, that is, in this case, the ID of the SAM 62 of the receiver 51, is stored
(in the section of "target SAM ID"). Also, in the target SAM information part, the

expiration date of this registration list is stored (in the section of "expiration date"),

and the version number of the registration list is stored (in the section of "version
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the section of "number of equipments connected"). That is, in this case, since the two
equipments of the receiver 201 and the receiver 202 are connected to the receiver 51,
the total value of 3 including itself 1s stored.
The list part includes 9 items, that is, "SAM ID", "user ID", "purchase

Hon LU 14

pl‘OCCSSlllg s accountmg ’

Hon

accounting equipment"”, "contents supply equipment”,
"status information”, "registration condition signature”, and 'registration list
signature". In this example, as the registration condition of the receiver 51, the
registration condition of the receiver 201 and the registration condition of the receiver
202, predetermined information is stored in the respective sections.

In the section of "SAM ID", the ID of the SAM of the equipment is stored. In
this example, the ID of the SAM 62 of the receiver 51, the ID of the SAM 210 of the
receiver 201 and the ID of the SAM 220 of the receiver 202 are stored. In the section
of "user ID", the user ID of the user of the corresponding equipment (receiver 51,
receiver 201, receiver 202) is stored.

In the section of "purchase processing", information ("available" or
"unavailable") indicating whether the corresponding equipment can carry out the
processing for purchasing the contents (specifically, for purchasing the use permission
condition and the contents key Kco) is stored. In this example, since the receiver 51

and the receiver 201 can carry out the processing for purchasing the contents,

"available" is stored in the corresponding section of "purchase processing". Since the
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purchased contents and therefore cannot carry out the processing for purchasing the
contents, "unavailable" is stored in the section of "purchase processing" corresponding
to the receiver 202,

In the section of "accounting", information ("available" or "unavailable")
indicating whether the corresponding equipment can carry out accounting with the
EMD service center 1 is stored. Whether accounting can be carried out or not is
determined when registering the equipment to the EMD system in the EMD service
center 1. In this example, since the receiver 51 is registered as an equipment that can
carry out accounting, "available" is stored in the corresponding section of
"accounting". On the other hand, since the receiver 201 and the receiver 202 in this
example are registered as equipment that cannot carry out accounting, "unavailable"
is stored in the section of "accounting" corresponding to the receiver 201 and the
receiver 202. With respect to the receiver 202, since the purchase of contents is not
carried out, no charge is summed up and accounting itself is not necessary.

In the section of "accounting equipment", the ID of the SAM of the equipment
which carries out accounting with respect to the charges summed up in the
corresponding equipment is stored. In this example, since the receiver 51 (SAM 62)
can carry out accounting with respect to the charges to itself, the ID of the SAM 62 of
the receiver 51 is stored in the corresponding section of "accounting equipment". The

receiver 51 also carries out accounting with respect to the charges summed up by the
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"accounting equipment" corresponding to the receiver 201. With respect to the
receiver 202, since the contents are not purchased and no charge is summed up as
described above, accounting for the receiver 202 is not necessary. Therefore, in the
section of "accounting equipment" corresponding to the receiver 202, information
("none") indicating that there is no equipment for carrying out accounting is stored.

In the section of "contents supply equipment", there is stored the ID of the SAM

of the equipment which can supply the contents in the case where the corresponding
equipment receives the contents supply not from the service provider 3 but from
another connected equipment. In this example, since the receiver 51 and the receiver
201 receive the contents supply from the service provider 3, information ("none")
indicating that there is no equipment supplying the contents is stored in the
corresponding section of "contents supply equipment"”. Since the receiver 202 is not
connected to the network 4 and therefore cannot receive the contents supply from the
service provider 3, it receives the contents supply from the receiver 51 or the receiver
201. Therefore, in the section of "contents supply equipment" corresponding to the
receiver 202, the ID of the SAM 62 of the receiver 51 and the ID of the SAM 210 of
the receiver 201 are stored.

In the section of "status information", the operation limitation condition for the

corresponding equipment is stored. Ifthere is no limitation, information ("unlimited")



UU& ()-1 $10% & ()-1110% U& ()-#y10% U& ()- 104| 4| 104]|4||Bnnnnnnnpgr S4
1s$10%& ()- y10%& ()-#y10%& ()- 10 UU 10 U U 10 U U Ms10% Y7 june 2003
U& ()- $! MP10% U U& () - $pqqr sMuNuQuPu] u}rg\ =
131
indicating that there is no limitation is stored. If a predetermined limitation is set,
information ("limited") indicating that a predetermined limitation is set is stored. If
the operation is to be stopped, information ("stop") indicating that the operation is to
be stoppedis stored. For example, if accounting did not succeed, "limited" is set in the
section of "status information" corresponding to that equipment. (This will be later
described in detail.) In this case, with respect to the equipment for which "limited" is
set in the section of "status information", the processing for reproducing (decoding)
the contents which have already been purchased is carried out, but the processing for
purchasing new contents will not be executed. That is, a predetermined limitation is
put on the equipment. On the other hand, if a violation such as unauthorized
duplication of the contents is discovered, "stop" is set in the section of "status
information" and the operation of the equipment is stopped. Thus, the equipment will
be able to receive no service at all from the EMD system.
In this example, as it is assumed that no limitation is put on the receiver 51, the
receiver 201 and the receiver 202, "unlimited" is set in the corresponding section of
"status information".
In the section of "registration condition signature", there is stored the signature
of the EMD service center 1 with respect to the information stored in the sections of

nn 1" n

"SAM ID", "purchase processing", "accounting", "accounting equipment", "contents
P p g g g equip
"

supply equipment", "status information" and "public key" as the registration conditions
P P Y g

of each equipment (receiver 51, receiver 201 and receiver 202) as described above.
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center 1 with respect to all the data set in the registration list is stored.

Fig.69 shows the registration list of the receiver 201, stored in the storage
module 211 of the SAM 210 of the receiver 201. In the target SAM information part
of this registration list, the ID of the SAM 210 of the receiver 201, the expiration date
of the registration list, version number, and the number of equipments connected (in
this example, since the two equipments of the receiver 51 and the receiver 202 are
connected to the receiver 201, the total number of 3 including itself) are stored. Inthe
list part, the same information as in the list part of the registration list of the receiver
51 shown in Fig.68 is stored.

Fig.70 shows the registration list of the receiver 202, stored in the storage
module 221 of the SAM 220 of the receiver 202. In the target SAM information part
of this registration list, the ID of the SAM 220 of the receiver 201, the expiration date
of the registration list, version number, and the number of equipments connected (in
this exémple, since the two equipments of the receiver 51 and the receiver 201 are
connected to the receiver 202, the total number of 3 including itself) are stored. In the
list part in this example, only the registration condition of the receiver 202 is stored,
of the registration conditions of the receiver 51, the receiver 201 and the receiver 202
registered to the list part of the registration lists of Figs.68 and 69.

The processing procedure for storing the registration lists of Figs.68, 69 and 70

to the storage module 73 of the receiver 51, the storage module 211 of the receiver 201
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and the storage module 221 of the receiver 202 will now be described with reference
to the flowchart of Fig.71.

At step S501, the registration processing of the receiver 51 is carried out. The
details of the registration processing at step S501 are shown in the flowchart of Fig.72.

The processing of steps S511 to S518 is similar to the processing of steps S101
to S108 of Fig.43 and therefore will not be described further in detail. At step S518,
the user management section 18 of the EMD service center 1 prepares a registration
list as shown in Fig.73 on the basis of the user registration database. The registration
list prepared in this case corresponds to the registration list shown in Fig.68 in which
only the registration condition of the receiver 51 is registered.

The processing of steps S519 to S524 is simuilar to the processing of steps S109
to S114 of Fig.43 and therefore will not be described further in detail. At step S522,
the SAM 62 of the receiver 51 decodes the registration list transmitted from the EMD
service center 1 at step S521, with the temporary key Ktemp, and stores the decoded
registration list to the storage module 73. Thus, when the registration list shown in
Fig.73 is stored in the storage module 73 of the receiver 51, the processing ends and
the processing of step S502 of Fig.71 starts.

At step S502, the registration processing of the receiver 201 and the receiver
202 is carried out. The details of the registration processing at step S502 are shown
in the flowchart of Fig.74.

At step S531, the SAM 62 of the receiver 51 additionally writes the ID of the
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SAM 210 of the receiver 201 and the ID of the SAM 220 of the receiver 202 into the
section of "SAM ID" in the registration list (Fig.73) stored on the HDD 52, as shown

in Fig.75, and writes predetermined information in the respective sections of "purchase
processing", "accounting", "accounting equipment" and "contents supply equipment”
in accordance with the added IDs.

In this example, in accordance with "SAM ID" in which the ID of the SAM 210
of the receiver 201 is written, "available" is written in the section of "purchase
processing”, "unavailable" is written in the section of "accounting”, the ID of the SAM
62 of the receiver 51 is written in the section of "accounting equipment", and "none"
is written in the section of "contents supply equipment". Also, in accordance with
"SAM ID" in which the ID of the SAM 220 of the receiver 202 is written,
"unavailable" is written in the section of "purchase processing”, "unavailable" is
written in the section of "accounting”, "none" is written in the section of "accounting
equipment", and the ID of the SAM 62 of the receiver 51 or the ID of the SAM 210
of the receiver 201 is written in the section of "contents supply equipment"”. In this
case, the information written in the respective sections of "purchase processing",
"accounting", "accounting equipment" and "contents supply equipment" is determined,
for example, in accordance with the conditions set when the receiver 201 and the
receiver 202 are connected to the receiver 51.

Next, at step S532, mutual authentication between the receiver 51 and the EMD

service center 1 is carried out. This mutual authentication is similar to the processing
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described with reference to Figs.40 to 42 and therefore will not be described further
in detail.

At step S533, the SAM 62 of the receiver 51 encrypts the handling policy
associated with the accounting information, stored on the HDD 52, with the temporary
key Ktemp, and transmits the encrypted handling policy together with the registration
list having the new information added thereto at step S531 and the version of the
distribution key Kd and the accounting information stored in the storage module 73,
to the EMD service center 1.

At step S534, the user management section 18 of the EMD service center 1
receives and decodes the information transmitted from the receiver 51 at step S533.
After that, the user management section 18 of the EMD service center 1 confirms
whether or not there is an unauthorized action in the receiver 201 and the receiver 202
so that "stop" should be set in the section of "status information" in the registration
list.

Next, at step S535, the user management section 18 of the EMD service center
1 sets the registration conditions of the receiver 201 and the receiver 202 into the list
part of the registration list on the basis of the user registration database and the result
of confirmation by the user management section 18 at step S534. Then, the user
management section 18 of the EMD service center 1 appends the signature to the
resultant data so as to prepare the registration list (Fig.68) of the receiver 51, and

stores the information of the list part.
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receiver 51) with the temporary key Ktemp, and transmits the encrypted registration
list to the receiver 51.

At step S537, the SAM 62 of the receiver 51 receives and decodes the
registration list transmitted from the EMD service center 1 at step S536, and then
stores it to the storage module 73. Thus, the registration list (Fig.68) of the receiver
51 transmitted at step S536 is stored in the storage module 73, in place of the
registration list of Fig.73 stored at step S522 (Fig.72). The processing ends and step
S503 of Fig.71 starts.

At step S503, the receiver 51 and the receiver 201 carry out mutual
authentication. This mutual authentication processing is similar to the processing
described with reference to Figs.40 to 42 and therefore will not be described further
in detail.

Next, at step S504, the SAM 62 of the receiver 51 generates the registration list
(Fig.69) of the receiver 201 from the registration list stored in the storage module 73
at step S537, and transmits the resultant registration list to the receiver 201.

At step S505, the SAM 210 of the receiver 201 receives and decodes the
registration list transmitted from the receiver 51 at step S504, and then stores it to the
storage module 211. Thus, the registration list shown in Fig.69 is stored in the storage

module 211.
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described with reference to Figs.40 to 42 and therefore will not be described further

in detail.

At step S507, the SAM 62 of the receiver 51 transmits the registration list of the
receiver 202 (i.e., the registration list (Fig.70) in which only the registration condition
of the receiver 202 is stored), of the registration lists stored in the storage module 73
at step S537, to the receiver 202.

Next, at step S508, the SAM 220 of the receiver 202 receives and decodes the
registration list transmitted from the receiver 51 at step S507, and then stores it to the
storage module 221. Thus, the registration list shown in Fig.70 is stored in the storage
module 221. Then, the processing ends.

In the above-described manner, the receiver 51, the receiver 201 and the
receiver 202 obtain and hold their respective registration lists.

The method for using the registration lists, which are prepared as described
above and held by the respective receivers, will now be described in association with
the processing for accounting described with reference to Fig.56.

In the processing for accounting described with reference to the flowchart of
Fig.56, if it is detenmined at step S335 that the current total charge is equal to or more

than a predetermined upper limit, the processing goes to step S336 and the processing

for receiving the distribution key Kd is carried out. In this example, the processing is



10/ 10/ 10/°$ $10% & ()-!: $10% /& ()-m $10% & ()-m ' $10%/ & () -
2, dEg\ =@3$MB109Z& () - yMBL0O9Z&' ()-9s! 109Z& ()- S 109Z& ()- rvgj7 0z (-
| 1092& () - FDJEg\ =@3$M109@&' () - $109Z& () - $109%Z& ()- y! 10%& ?’j‘*—“ez 3
9109Z& ()- MBL0YZ& ()- DHFGH dYNC@®$ 10Z 10Z 10Z4" $109Z& ()- 1° $109Z& ()-
/s$109%& ()-L-!109%& ()- @ 13
s$109Z& () -1 VZ] qa?YNC@$! IMB109BBE () - OMB109B& () - !

0, ! _ 0, ! _ 0, ! - 0, ! - ! - !
VeLoveRe () MBI (e IS (L SHAT BRI indde e O
Y' MB10YBB& () - Y" MS109%B& ()-uJd,/01>uj @#10%& ()- 10 10

10, f &of1the@royedurgishugyr in the Hovwhart)offigsidog’ ()-9>B*t PB4 10GG 10GG
10GE  $10%GGE () - $10%G&' () -! s$10% & ()-S$L0YGE () -1 Z109G& () - r a?PB4

10GGE Mp10%a8RsechficAiMp 14t %4y C54T! MikdBR&hehticMbdR WBGwéen the receiver 51 and

| Z109B& () - #1098& ()-tuvwuV7 1@ &I0Y& ()-:!109%& ()- YL09%& () - #109%& () -
the EMD service center 1 is carried out. This mutual authentication processing is
similar to the processing described with reference to Figs.40 to 42 and therefore will
not be described further in detail.

At step S542, the SAM 62 of the receiver 51 transmits the certificate to the user
management section 18 of the EMD service center 1, if necessary. At step S543, the
SAM 62 of the receiver 51 encrypts the handling policy associated with the
accounting, stored on the HDD 52, with the temporary key Ktemp, and transmits the
encrypted handling policy together with the version of the distribution key Kd,
accounting information and registration list stored in the storage module 73 to the
EMD service center 1.

At step S544, the user management section 18 of the EMD service center 1
receives and decodes the information transmitted from the receiver 51 at step S543,
and then the audit section 21 of the EMD service center 1 confirms whether or not
there is an unauthorized action made in the receiver 51, the receiver 201 and the
receiver 202 so that "stop" should be set in the section of "status information" of the
registration list.

Next, at step S545, the user management section 18 of the EMD service center

1 determines whether or not there is an unauthorized action in the receiver 51 on the
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basis of the result of confirmation of step S544. If it is determined that there is no
unauthorized action in the receiver 51, the processing goes to step S546.

At step S546, the accounting and charging section 19 of the EMD service center
1 analyzes the accounting information received at step S543 and carries out the
processing for calculating the amount to be paid by the user. At step S547, the user
management section 18 of the EMD service center 1 confirms whether the settlement
has succeeded or not by the processing of step S546, and prepares a return message
based on the result of confirmation. In this case, when the settlement with respect to
the charges to both the receiver 51 and the receiver 201 has succeeded (that is, the
settlement with respect to all the equipments has succeeded), a success return message
is prepared. When the settlement with respect to the charge to either the receiver 51
or the receiver 201 has failed or when the settlement with respect to the charge to both
the receiver 51 and the receiver 201 has failed (that is, the settlement with respect to
all the equipments has failed), a failure return message is prepared.

At step S548, the user management section 18 of the EMD service center 1 sets
the registration conditions of the receiver 51, the receiver 201 and the receiver 202 on
the basis of the user registration database, the result of confirmation as to whether
there is an unauthorized action at step S544 and the result of confirmation as to
whether there is an unauthorized action at step S547. The user management section
18 of the EMD service center 1 appends the signature to the registration conditions so

as to prepare the registration lists.
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For example, if an unauthorized action 1s confirmed in the receiver 201 or the
receiver 202 at step S544, "stop" is set in the corresponding section of "status
information" and the entire processing is stopped in this case. That is, no service from
the EMD system can be received at all. Ifthe failure in the settlement is confirmed at
step S547, "limited" is set in the section of "status information". In this case, the
processing for reproducing the contents that have already been purchased is possible,
but the processing for purchasing new contents cannot be carried out.

Next, at step S549, the user management section 18 of the EMD service center
1 encrypts the distribution key Kd of the latest version (distribution key Kd of the
latest version for March shown in Fig.3) and the registration list prepared at step S548,
with the temporary key Ktemp, and transmits the resultant information together with
the return message prepared at step S547 to the receiver 51.

At step S550, the SAM 62 of the receiver 51 receives and decodes the
information transmitted from the EMD service center 1 at step S549, and then stores
it to the storage module 73. In this case, the accounting information stored in the
storage module 73 is erased, and its own registration list and the distribution key Kd
are updated.

At step S551, the SAM 62 of the receiver 51 determines whether the return
message received at step S550 is a success return message or a failure return message.

If it is determined that the message is a success return message, the processing goes

to step S552.
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At step S552, the SAM 62 of the receiver 51 carries out the mutual
authentication processing (processing described with reference to Figs.40 to 42) with
the receiver 201 and the receiver 202, and then transmits the respective registration
lists and the distribution key Kd to the receiver 201 and the receiver 202.

Ifitis determined at step S551 that the return message received at step S550 is
a failure return message, the SAM 62 of the receiver 51 proceeds to step S553 to
detect the receiver for which "limited" is set in the section of "status information" (in
this case, the receiver 51 itself or the receiver 201) with reference to the registration
list (updated registration list) stored in the storage module 73 at step S541.

At step S554, the SAM 62 of the receiver 51 executes predetermined processing
(revoke processing) with respect to the receiver detected at step S553 and limits the
processing which is carried out in the receiver. That is, in this case, the execution of
the processing for purchasing new contents is made impossible.

If an unauthorized action in the receiver 51 is confirmed at step S545, the
processing goes to step S555. The EMD service center 1 sets "stop" in all the sections
of "status information" corresponding to the receiver 51, the receiver 201 and the
receiver 202, then prepares the registration list, and transmits the registration list to the
receiver 51 at step S556. As the registration processing shown in the flowchart of
Fig.43 is carried out with respect to the receiver 201 or the receiver 202, the use of the
contents in the receiver 201 or the receiver 202 is made possible.

At step S557, the receiver 51 receives the registration list transmitted from the



U10 UU 10 U U M10% U U& ()- M10% U& ()-! MBLOYUE () - Swo, ; Z;

A>?2227} 0aS4&$T 10% & () - 104| 4] 104| 4| 104] 4| ! upe 2003
" $10%| 4] & () - $10%| & ()- ! &$310%4| 4] & () - &$10%4| & ()- w@@\EJFKF{ 4
10//1y$10% / & ()-y$10% & ()-! , $10% /& ()-

"$10% /& ()-, $10% & () - mML0% & () - KF ZF"F%ItIgE4 10//11fs$10% |
1& ()-' fs$10%| & ()-' " $1094 & () -ynmLOY#| & () - 9$f 10%| & () - 10//

Top | 1 LEMBRIICE canti] doateh 3516 "g‘ﬂwgggﬁh(le@ebamﬂﬂa@sdﬁcaﬂx in

10Z710S8$10%& ()- ,fM 10%& ()- @&$10%& ( % @ETLO%! ()- ,: ! 10% ()-

@ 10%&thi} cﬁERﬁBRﬁE’(@tﬁrtﬁm key Kd is not supplied to the receiver 51, the receiver 201
and the receiver 202, and the receiver 51, the receiver 201 and the receiver 202 no
longer can reproduce the contents supplied thereto. As a result, the receiver 51, the
receiver 201 and the receiver 202 can receive no service at all in the EMD system,

If the registration list and the distribution key Kd are transmitted to the receiver
201 and the receive 202 at step S552, or if the revoke processing is carried out with
respect té the receiver for which "limited" is set in the section of "status information"
at step S554, or if the registration list is updated to the registration list such that "stop"
is set in the section of "status information" at step S557, the processing ends and step
S337 of Fig.56 starts.

The processing of steps S337 to S345 is already described and therefore will not
be described further.

As described above, as the registration list is transmitted to the EMD service
center 1 (step S543 of Fig.76), an unauthorized action in the receiver is confinned and
whether the processing (in this case, the settlement processing) has succeeded or not
is confirmed (step S547) in the EMD service center 1. On the basis of the results of
confirmation, the registration list is updated. Moreover, since the registration list thus
updated is held by each receiver, the operation of each receiver can be controlled.

In the above description, if the summed charge exceeds the predetermined

upper limit at step S335, the processing goes to step S336 and the processing for
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10! y$1pe(yé‘9&'liilé't]?§ A B%6h key Kd is carried out. However, it is also possible to proceed
to step S336 in the case where the upper limit of the number of contents to be
purchased is set and the number of purchased contents exceeds the upper limit.

In the above description, the method for using the registration list in the case
of the processing for accounting is described. However, also when the version of the
contents key Kco included in the handling policy is newer than the version of the
distribution key Kd held by the SAM 62 of the receiver 51 in the case where the
contents are decoded, the registration list is transmitted to the EMD service center 1
from the receiver 51. In this case, too, the registration list is prepared in the EMD
service center 1 and distributed in each receiver, as described above.

In the above description, the registration list is transmitted together with the
accounting information to the EMD service center 1 at the timing when the equipment
(e.g.,receiver 51 or receiver 201) is connected. However, it is also possible to transmit
only the registration list. In the above description, when the equipment is registered,
the accounting information is transmitted to the EMD service center 1. However, the
accounting information may also be transmitted to the EMD service center 1 at other
timing.

In this specification, the system represents an entire apparatus including a
plurality of devices.

As providing medium for providing a computer program for carrying out the

above-described processing to the user, a communication medium such as a network
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solid state memory can be used.

The details of the processing for encrypting the non-encrypted contents supplied
from the MD drive 54 and recording the encrypted contents in the case where the user
network 5 has the structure of Fig.28 will now be described with reference to the
flowchart of Fig.77. At step S601, the random number generation unit 92 of the SAM
62 generates a random number and uses it as the contents key Kco. At step S602, the
communication section 61 receives the contents recorded on an MD loaded in the MD
driver 54, from the MD drive 54. At step S603, the encryption unit 93 of the SAM 62
encrypts the contents received at step S602 with the contents key Kco generated at
step S601. At step S604, the SAM 62 records the encrypted contents onto the HDD
52. At step S605, the encryption unit 93 of the SAM 62 encrypts the contents key Kco
with the save key Ksave stored in the storage module 73.

The processing of steps S606 to S614 is equivalent to the processing of steps
S369 to S377 of Fig.57 and therefore will not be described further in detail.

In this manner, the receiver 51 encrypts the non-encrypted contents supplied
from the MD driver 54 and records the encrypted contents onto the HDD 52.

The details of the processing corresponding to step S17 of Fig.37 in which the
receiver 51 reproduces the contents will now be described with reference to the
flowchart of Fig.78. At step S621, the decoding/encryption module 74 of the receiver

51 reads out the use permission information stored at step S338 of Fig.56 and the
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encrypted contents key Kco stored at step S344. At step S622, the
decoding/encryption module 74 of the receiver 51 applies a hash function to the use
permission information so as to calculate a hash value.

At step S623, the decoding/encryption module 74 of the receiver 51 determines
whether or not the hash value calculated at step S622 is coincident with the hash value
stored in the storage module 73 at step S340 of Fig.56. Ifit is determined that the hash
value calculated at step S622 is coincident with the hash value stored in the storage
module 73, the processing goes to step S624 to update predetermined information such
as the number of times of use included in the use permission information. At step
S625, the decoding/encryption module 74 of the receiver 51 applies a hash function
to the updated use permission information so as to calculate a hash value. At step
S626, the storage module 73 of the receiver 51 stores the hash value of the use
permission information calculated at step S625. Atstep S627, the decoding/encryption
module 74 of the receiver 51 records the updated use permission information to the
HDD 52.

At step S628, the mutual authentication module 71 of the SAM 62 and the
mutual authentication module 75 of the expansion section 63 carry out mutual
authentication, and the SAM 62 and the expansion section 63 store the temporary key.
This authentication processing is similar to the processing described with reference to

Figs.40 to 42 and therefore will not be described further in detail. The random number

R1, R2 or R3 used for mutual authentication is used as the temporary key Ktemp. At
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step S629, the decoding unit 91 of the decoding/encryption module 74 decodes the
contents key Kco recorded on the HDD 52 at step S344 of Fig.56, with the save key
Ksave stored in the storage module 73. At step S630, the encryption unit 93 of the
decoding/encryption module 74 encrypts the decoded contents key Kco with
temporary key Ktemp. At step S631, the SAM 62 transmits the contents key Kco
encrypted with the temporary key Ktemp to the expansion section 63,

At step S632, the decoding module 76 of the expansion section 63 decodes the
contents key Kco with the temporary key Ktemp. Atstep S633, the SAM 62 reads out
the contents recorded on the HDD 52 and transmits the contents to the expansion
section 63. At step S634, the decoding module 76 of the expansion section 63 decodes
the contents with the contents key Kco. At step S635, the expansion module 78 of the
expansion section 63 expands the decoded contents in accordance with a
predetermined systemn such as ATRAC. At step S636, the watermark appending
module 79 of the expansion section 63 inserts a predetermined watermark specifying
the receiver 51 into the expanded contents. At step S637, the receiver 51 outputs the
reproduced contents to a speaker, not shown, and the processing ends. If it is
determined at step S623 that the hash value calculated at step S622 is not coincident
with the hash value stored in the storage module 73, the SAM 62 at step S638 carries
out predetermined error processing such as displaying an error message on a display
unit, not shown, and the processing ends.

In this manner, the receiver 51 reproduces the contents.
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Fig,79 is a flowchart illustrating the processing in which the receiver 51 causes
the decoder 56 to reproduce the contents in the user home network 5 having the
structure of Fig.11. The processing of steps S641 to S647 is similar to the processing
of steps S621 to S627 of Fig.78 and therefore will not be described further in detail.

At step S648, the mutual authentication module 71 of the SAM 62 and the
mutual authentication module 101 of the decoder 56 carry out mutual authentication
and share the temporary key. This authentication processing is similar to the
processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail. The random number R1, R2 or R3 used for mutual
authentication is used as the temporary key Ktemp. At step S649, the decoding unit
91 of the decoding/encryption module 74 decodes the contents key Kco recorded on
the HDD 52 with the save key Ksave stored in the storage module 73. At step S650,
the encryption unit 93 of the decoding/encryption module 74 encrypts the decoded
contents key Kco with temporary key Ktemp. At step S651, the SAM 62 transmits the
contents key Kco encrypted with the temporary key Ktemp to the decoder 56.

At step S652, the decoding module 101 of the decoder 56 decodes the contents
key Kco with the temporary key Ktemp. At step S653, the SAM 62 reads out the
contents recorded on the HDD 52 and transmits the contents to the decoder 56. At
step S654, the decoding module 103 of the decoder 56 decodes the contents with the
contents key Kco. At step S655, the expansion module 104 of the decoder 56 expands

the decoded contents in accordance with a predetermined system such as ATRAC. At
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step S657, the decoder 56 outputs the reproduced contents to a speaker, not shown,
and the processing ends.

The processing of step S658 is similar to the processing of step S638 of Fig.78
and therefore will not be described further in detail.

As described above, in the case where the user home network has the structure
of Fig.11, the contents received by the receiver 51 are reproduced by the decoder 56.

The processing for shifting the contents recorded on the HDD 52 to the memory
stick 111 loaded in the receiver 51, in the case where the user network 5 has the
structure of Fig.28 and where the check values are stored in the storage module 73 and
the storage section 135, will now be described with reference to the flowcharts of
Figs.80 and 81. At step S701, the mutual authentication module 71 of the receiver 51
carries out mutual authentication with the mutual authentication section 133 of the
memory stick 111 loaded in the receiver 51 and shares the temporary key Ktemp. This
authentication processing is similar to the processing described with reference to
Figs.40 to 42 and therefore will not be described further in detail.

At step S702, the receiver 51 retrieves the data related to the contents from the
HDD 52 and displays the data onto a display unit, not shown. The user selects the

contents to shift to the memory stick 111 and inputs predetermined data to the receiver

51 by a switch, not shown. At step S703, the SAM 62 of the receiver 51 retrieves the
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113. At step S704, the data check module 114 of the receiver 51 applies a hash
function to the data (such as contents key Kco and contents ID) stored in the key data
block of the external storage section 113, which stores the contents key Kco
corresponding to the contents to shift, thus obtaining a hash value. At step S705, the
data check module 114 compares the hash value obtained at step S704 with the check
value corresponding to the key data block storing the contents key Kco, stored in the
storage module 73, and determines whether these values are coincident with each other
or not. Ifitis determined that these values are coincident, the data of the key data
block has not been tampered and therefore the processing goes to step S706. The
comimunication section 61 of the receiver 51 transmits the write request command and
contents ID to the communication section 131 of the memory stick 111, and
communication section 131 of the memory stick 111 receives the write request
command and contents ID.

At step S707, the communication section 61 of the receiver 51 transmits the
contents selected at step S702 to the communication section 131 of the memory stick
111, and the communication section 131 of the memory stick 111 receives the
contents. At step S708, the memory controller 132 of the memory stick 111 stores the
contents received by the communication section 131 to the information storage block
122 as encrypted data 144.

At step S709, the decoding unit 91 of the receiver 51 decodes the contents key



104| 4] ! , “$10%| 4| & ()-, $10%| & ()-! 9 $10°/84%& ()-9 $10%| & ()-!

L$10%4| 4| & ()- ' L$10%4 4| & ()- VegH4 104|4|! , " $1S& 109%& () - f%&@oé

f1$109%& ()- fZ109%& ()-$109%& ()- 104| 4| 104|4|rwdEH4 104|4|! ,f

f@10%& ()-f$L0%& ()-f$L00%& ()- S 10%& ()- f@L10%& ()- c>dEH4 104|4]!

FS/$10%& ()- @9! 10%& ()- S3"&$10%& g% -f $10%& ()-S& 109& ()- fz10%& ()-

LIMNO. “ bC04| 4| ! s$10% h&' () - Yf mL0% h&'{}-$10% h& ()- 10 10 10@& 10% ()-

S1@.0% 0asS404| L % ()- ,10 h 10 h h 10% h h& $10%

h&' () - f@o)svnhtf@ savekgy) $ﬁ&§q1)ed mﬂm&t@samm ¢ Taronil 9enqrya$95

@L! 10%&' ()- f109%& ()-f&$109%& () -

Z10%&' O3 -riekktitagptttHebdotoddd vah{ontShey 0¢éb (With el Gyl qrary key Ktemp and

ffs100& ()-f&$10%& ()- f&$10%& ()- RWIE:/ 10 10S

+'\’$10(y§én(1f)6%§‘il§33934%s G £ Brre iR fot shovaP f the FARAEA 0%& stdp S710, the SAM
62 deletes the contents key Kco corresponding to the contents to shift and stored in the
external storage section 113. At step S711, the decoding/encryption module 74 of the
receiver 51 applies a hash function to the data stored in the key data block of the
external storage section 113 from which the contents key Kco corresponding to the
contents to shift has been deleted, thus obtaining a hash value. At step S712, the
decoding/encryption module 74 overwrites the check value corresponding to the key
data block from the contents key Kco has been deleted, in the storage module 73, with
the hash value calculated at step S711.

At step S713, the communication section 61 of the receiver 51 transmits the
contents key Kco, contents ID and use permission information to the communication
section 131 of the memory stick 111, and the communication section 131 of the
memory stick 111 receives the contents key Kco, contents ID and use permission
information. At step S714, the decoding section 136 of the memory stick 111 decodes
the contents key Kco received by the communication section 131 with the temporary
key Ktemp, and the encryption section 134 encrypts the decoded contents key Kco
with the save key Ksave stored in the storage section 135 and temporarily stores it to

a register, not shown, in the control block 121.

At step S715, the data check section 138 retrieves the key data block having
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function to the data (such as contents key Kco and contents ID) stored in the key data
block retrieved at step S715, thus obtaining a hash value. Atstep S717, the data check
section 138 compares the hash value calculated at step S716 with the check value
corresponding to the key data block retrieved at step S715, stored in the storage
section 135, and determines whether these values are coincident with each other or
not. Ifitis determined that these values are coincident, the processing goes to step
S718 and the memory controller 132 stores the contents key Kco temporarily stored
in the register, into the key data block having vacancy of the key data 143.

At step S719, the data check section 138 applies a hash function to the data
stored in the key data block in which the contents key Kco is stored of the key data
143, thus obtaining a hash value. At step S720, the data check section 138 overwrites
the check value corresponding to the key data block in which the contents key Kco is
stored of the storage section 135, with the hash value calculated at step S719.

At step S721, the communication section 131 of the memory stick 111 transmits
areception completion signal to the communication section 61 of the receiver 51, and
the communication section 61 of the receiver 51 receives the reception completion
signal. At step S722, the SAM 62 of the receiver 51 deletes the contents from the
HDD 52 and deletes the contents key Kco from the register. Then, the processing
ends.

If it is determined at step S717 that the hash value obtained at step S716 and the
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storage section 135 are not coincident with each other as a result of comparison, the

data of the key data block has been tampered. Therefore, the processing goes to step
S723 and the data check section 135 determines whether all the key data blocks of the
key data 143 have been checked or not. Ifitis determined that all the key data blocks
of the key data 143 have not been checked, the processing goes to step S724. The data
check section 135 retrieves another key data block having vacancy of the key data 143,
then returns to step S716 and repeats the processing.

Ifit is determined at step S723 that all the key data blocks of the key data have
been checked, there is no key data block left for storing the contents key Kco and
therefore the processing ends.

Ifitis determined at step S705 that the hash value obtained at step $704 and the
check value corresponding to the key data block storing the contents key Kco, stored
in the storage module 73, are not coincident with each other by the data check module
114, the contents to shift have been tampered and therefore the processing ends.

In this manner, the contents stored on the HDD 52 are shifted to the memory
stick 111.

The processing for shifting the contents recorded on the HDD 52 to the memory
stick 111 loaded in the receiver 51, in the case where the user network 5 has the
structure of Fig.28 and where the check values are stored in the external storage

section 113 and the key data 143, will now be described with reference to the
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processing of steps S701 to S704 of Fig.80 and therefore will not be described further
in detail.

At step S755, the data check module 114 decodes the check value
corresponding to the key data block storing the contents key Kco, with the check key
Kch stored in the storage module 73. At step S756, the data check module 114
compares the hash value obtained at step S754 with the check value decoded at step
S755 and determines whether these values are coincident with each other or not. Ifit
is determined that these values are coincident, the data of the key data block has not
been tampered and therefore the processing goes to step S757.

The processing of steps S757 to S762 is similar to the processing of steps S706
to S711 of Fig.80 and therefore will not described further in detail.

At step S763, the encryption unit 93 encrypts the hash value calculated at step
S762 with the check key Kch stored in the storage module 73. At step S764, the
decoding/encryption module 74 overwrites the check value corresponding to the key
data block from the contents key Kco has been deleted, in the external storage section
113, with the hash value encrypted at step S763.

The processing of steps S765 to S768 is similar to the processing of steps S713
to S716 of Fig.80 or 81 and therefore will not be described further in detail.

At step S769, the decoding section 136 decodes the check value corresponding

to the key data block retrieved at step S767 with the check key Kch stored in the
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obtained at step S768 with the check value decoded at step S769 and determines
whether these values are coincident with each other or not. If it is determined that
these values are coincident, the data of the key data block has not been tampered and
therefore the processing goes to step S771.

The processing of steps S771 and S772 is similar to the processing of steps
S718 and S719 of Fig.81 and therefore will not be described further in detail.

At step S773, the data check section 138 encrypts the hash value calculated at
step S772 with the check value Kch stored in the storage section 135. At step S774,
the data check section 138 overwrites the check value corresponding to the key data
block in which the contents key Kco is stored of the key data 143, with the hash value
encrypted at step S773.

The processing of steps S775 to S778 is similar to the processing of steps S721
to S724 of Fig.81 and therefore will not be described further in detail.

If it is determined at step S756 that the hash value obtained at step S754 and the
check value decoded at step S755 are not coincident with each other as a result of
comparison by the data check module 114, the contents to shift have been tampered
and therefore the processing ends. |

In this manner, the contents stored on the HDD 52 are shifted to the memory

stick 111.

The processing for shifting the contents stored in the memory stick 111 loaded
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in the receiver 51 to the HDD 52, in the case where the user network 5 has the
structure of Fig.28 and where check values are stored in the storage module 73 and the
storage section 135, will now be described with reference to the flowcharts of Figs.84
and 85. At step S791, the mutual authentication module 71 of the receiver 51 carries
out mutual authentication with the mutual authentication section 133 of the memory
stick 111 loaded in the receiver 51 and shares the temporary key Ktemp. This
authentication processing is similar to the processing described with reference to
Figs.40 to 42 and therefore will not be described further in detail.

At step S792, the receiver 51 retrieves the data related to the contents from the
data retrieval table of the memory stick 111 via the communication section 61 and
displays the data onto a display unit, not shown, and the user selects the contents to
shift to the HDD 52 and inputs predetermined data to the receiver 51 by a switch, not
shown. At step S793, the communication section 61 of the receiver 51 transmits the
shift request command and contents ID to the communication section 131 of the
memory stick 111 and the communication section 131 of the memory stick 111
receives the shift request command and contents ID.

At step S794, the memory controller 132 of the memory stick 111 retrieves the
contents key Kco corresponding to the received contents ID from the key data 143.
At step S795, the data check section 138 applies a hash function to the data (such as
contents key Kco and contents ID) stored in the key data block storing the contents key

Kco corresponding to the contents ID, thus obtaining a hash value. At step S796, the
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data check section 138 compares the hash value calculated at step S795 with the check
value corresponding to the key data block storing the contents key Kco corresponding
to the contents ID, stored in the storage section 135, and determines whether these
values are coincident with each other or not. If it is determined that these values are
coincident, there is no tampering made in the contents key Kco and the like and
therefore the processing goes to step S797. The memory controller 132 retrieves the
contents corresponding to the contents ID from the encrypted data 144 with reference
to the data retrieval table 141.

At step S798, the communication section 131 ofthe memory stick 111 transmits
the contents retrieved at step S797 to the communication section 61 of the receiver 51,
and the communication section 61 of the receiver 51 receives the contents. At step
S799, the SAM 62 stores the contents received by the communication section 61 to the
HDD 52.

At step S800, the decoding section 136 of the memory stick 111 decodes the
contents key Kco with the save key Ksave stored in the storage section 135, and the
encryption section 134 re-encrypts the decoded contents key Kco with the temporary
key Ktemp and temporarily stores it to a register, not shown, in the control block 121.
Atstep S801, the memory controller 132 deletes the contents key Kco stored in the key
data 143 corresponding to the content to shift. At step S802, the data check section
138 of the control block 121 applies a hash function to the data stored in the key data

block of the key data 143 from which the contents key Kco corresponding to the
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check section 138 overwrites the check value corresponding to the key data block from
which the contents key Kco has been deleted, of the key data 143, with the hash value
calculated at step S802.

At step S804, the communication section 131 of the memory stick 111 transmits
the contents key Kco, contents ID and use permission information to the
communication section 61 of the receiver 51, and the communication section 61 of the
receiver 51 receives the contents key Kco, contents ID and use permission
information. At step S805, the data check module 114 of the receiver 51 retrieves the
key data block having vacancy of the external storage section 113. At step S806, the
data check module 114 applies a hash function to the data stored in the key data block
retrieved at step S805, thus obtaining a hash value. At step S807, the data check
module 114 compares the hash value obtained at step S806 with the check value
corresponding to the key data block retrieved at step S805, stored in the storage
module 73, and determines whether these values are coincident with each other or not.
If it is determined that these values are coincident, the data of the key data block has
not been tampered and therefore the processing goes to step S808. The decoding unit
91 of the receiver 51 decodes the contents key Kco received by the communication
section 61 with the temporary key Ktemp, and the encryption unit 93 encrypts the
decoded contents key Kco with the save key Ksave stored in the storage module 73.

At step S809, the SAM 62 stores the contents key Kco encrypted at step S807 to the
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At step S810, the decoding/encryption module 74 applies a hash function to the
data stored in the key data block in which the contents key Kco is stored, of the
external storage section 113, thus obtaining a hash value. At step S811, the
decoding/encryption module 74 overwrites the check value corresponding to the key
data block in which the contents key Kco is stored, of the storage module 73, with the
hash value calculated at step S810. At step S812, the communication section 61 of the
receiver 51 transmits a reception completion signal to the communication section 131
of the memory stick 111, and the communication section 131 of the memory stick 111
receives the reception completion signal. At step S813, the memory controller 132 of
the memory stick 111 deletes the contents transmitted from the encrypted data 144 and
deletes the corresponding contents key Kco from the key data 143. Then, the
processing ends.

If it is determined at step S807 that the hash value obtained at step S806 and the
check value corresponding to the key data block retrieved at step S805, stored in the
storage module 73, are not coincident with each other as a result of comparison, the
data of the key data block has been tampered. Therefore, the processing goes to step
S814 and the data check module 114 determines whether all the key data blocks of the
external storage section 113 have been checked or not. Ifitis determined that all the
key data blocks of the external storage section 113 have not been checked, the

processing goes to step S815. The data check module 114 retrieves another key data
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repeats the processing.

If it is determined at step S814 that all the key data blocks of the external
storage section 113 have been checked, there is no key data block left for storing the
contents key Kco and therefore the processing ends.

Ifitis determined at step S796 that the hash value obtained at step S795 and the
check value corresponding to the key data block storing the contents key Kco, stored
in the storage section 135, are not coincident with each other as a result of comparison,
there is tampering in the contents key Kco or the like of the contents to transmit and
therefore the processing ends.

In this manner, the contents are shifted from the memory stick 111 to the
receiver 51.

The processing for shifting the contents stored in the memory stick 111 loaded
in the receiver 51 to the HDD 52, in the case where the user network 5 has the
structure of Fig.28 and where check values are stored in the external storage section
113 and the key data 143, will now be described with reference to the flowcharts of
Figs.86 and 87. The processing of steps S831 to S835 is similar to the processing of
steps S791 to S795 of Fig.84 and therefore will not described further in detail.

At step S836, the decoding section 136 decodes the check value corresponding
to the key data block storing the contents key Kco with the check key Kch stored in the

storage section 135. At step S837, the data check section 138 compares the hash value
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obtained at step S835 with the check value decoded at step S836 and determines
whether these values are coincident with each other or not. If it is determined that
these values are coincident, there is no tampering made in the data of the key data
block and therefore the processing goes to step S838.

The processing of steps S838 to S843 is similar to the processing of steps S797
to S802 of Fig.84 and therefore will not be described further in detail.

At step S844, the data check section 138 encrypts the hash value calculated at
step S843 with the check key Kch stored in the storage section 135. At step S845, the
data check section 138 overwrites the check value corresponding to the key data block
from which the contents key Kco has been deleted, of the key data 143, with the hash
value encrypted at step S844.

The processing of steps S846 and S847 is similar to the processing of steps
S804 and S805 of Fig.85 and therefore will not be described further in detail.

At step S849, the data check module 114 decodes the check value
corresponding to the key data block retrieved at step S847 with the check key Kch
stored in the storage section 135. At step S850, the data check module 114 compares
the hash value obtained at step S848 with the check value decoded at step S849 and
determines whether these values are coincident with each other or not. If it is
determined that these values are coincident, the data of the key data block has not been
tampered and therefore the processing goes to step S851.

The processing of steps S851 to S853 is similar to the processing of steps S808
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At step S854, the encryption umt 93 encrypts the hash value calculated at step

S855 with the check value Kch stored in the storage module 73. At step S855, the
decoding/encryption module 74 overwrites the check value corresponding to the key
data block in which the contents key Kco is stored, of the external storage section 113,
with the hash value encrypted at step S854.

The processing of steps S856 to S859 is similar to the processing of steps S812
to S815 of Fig.85 and therefore will not be described further in detail.

In this manner, even in the case where the check values are stored in the
external storage section 113 and the key data 143, the contents are shifted from the
memory stick 111 to the receiver 51.

The processing in which the receiver 51 reproduces the contents stored in the
memory stick 111 loaded in the receiver 51, in the case where the user network 5 has
the structure of Fig.28 and where the check values are stored in the storage section
135, will now be described with reference to the flowchart of Fig.88. At step S871, the
mutual authentication module 71 ofthe SAM 62 carries out mutual authentication with
the mutual authentication section 133 of the memory stick 111 loaded in the receiver
51 and shares the temporary key Ktemp. This authentication processing is similar to
the processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail. The key used for the mutual authentication at step S871

in the contents reproduction may be different from the key used for the mutual
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At step S872, the SAM 62 of the receiver 51 retrieves the data related to the
contents from the data retrieval table of the memory stick 111 via the communication
section 62 and displays the data onto a display unit, not shown, and the user selects the
contents to reproduce and inputs predetermined data to the receiver 51 by a switch, not
shown. At step S873, the SAM 62 of the receiver 51 transmits the read request
command and contents ID to the communication section 131 of the memory stick 111
via the communication section 61, and the communication section 131 of the memory
stick 111 receives the read request command and contents ID,

At step S874, the memory controller 132 of the memory stick 111 retrieves the
contents key Kco corresponding to the received contents ID from the key data 143,
At step S875, the data check section 138 applies a hash function to the data (such as
contents key Kco and contents ID) stored in the key data block storing the contents key
Kco corresponding to the contents ID, thus obtaining a hash value. At step S876, the
data check section 138 compares the hash value calculated at step S875 with the check
value corresponding to the key data block storing the contents key Kco corresponding
to the contents ID, stored in the storage section 135, and determines whether these
values are coincident with each other or not. Ifit is determined that these values are
coincident, there is no tampering made in the contents key Kco or the like and
therefore the processing goes to step S877. The memory controller 132 retrieves the

contents corresponding to the contents ID from the encrypted data 144 with reference
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At step S878, the communication section 131 ofthe memory stick 111 transmits
the contents retrieved at step S877 to the communication section 61 of the receiver 51,
and the communication section 61 of the receiver 51 receives the contents. At step
S879, the decoding section 136 of the memory stick 111 decodes the contents key Kco
with the save key Ksave stored in the storage section 135, and the encryption section
134 re-encrypts the decoded contents key Kco with the temporary key Ktemp and
temporarily stores it to a register, not shown, in the control block 121. At step S880,
the communication section 131 of the memory stick 111 transmits the contents key
Kco, contents ID and use permission information to the SAM 62 of the receiver 51,
and the SAM 62 of'the receiver 51 receives the contents key Kco, contents ID and use
permission information.

At step S881, the mutual authentication module 71 of the SAM 62 carries out
mutual authentication with the mutual authentication module 75 of the expansion
section 63 and shares the temporary key Ktemp (which is different from the temporary
key Ktemp shared at step S871). This authentication processing is similar to the
processing described with reference to Figs.40 to 42 and therefore will not be
described further in detail.

At step S882, the decoding unit 91 of the SAM 62 decodes the contents key Kco
with the temporary key Ktemp shared with the memory stick 111, and the encryption

unit 93 re-encrypts the decoded contents key Kco with the temporary key Ktemp
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shared with the expansion section 63. At step S883, the SAM 62 transmits the
contents key Kco encrypted with the temporary key Ktemp shared with the expansion
section 63, to the expansion section 63, and the expansion section 63 receives the
encrypted contents key Kco.

At step S884, the decoding module 76 of the expansion section 63 decodes the
contents key Kco received by the communication section 61 with the temporary key
Ktemp shared with the SAM 62. At step S885, the decoding module 76 of the
expansion section 63 decodes the contents received at step S878 with the contents key
Kco decoded at step S884. At step S886, the expansion module 78 of the expansion
section 63 expands the decoded contents in accordance with a predetermined system
such as ATRAC. At step S887, the watermark appending module 79 inserts a
predetermined watermark specifying the receiver 51 into the expanded contents. At
step S888, the expansion section 63 outputs the reproduced contents to a speaker, not
shown. At step S889, the SAM 62 of the receiver 51 transmits a reproduction
completion signal to the communication section 131 of the memory stick 111, and the
control block 121 of the memory stick 111 receives the reproduction completion
signal. Then, the processing ends.

If it is determined at step S876 that the hash value calculated at step S875 and
the check value corresponding to the key data block storing the contents key Kco
corresponding to the contents ID, stored in the storage section 135, are not coincident

with each other as a result of comparison, there is tampering made in the contents key
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Kco or the like and therefore the processing ends.

In this manner, only when there is no tampering in the key data block, the
receiver 51 reproduces the contents stored in the memory stick 111 loaded in the
receiver 51. At step S871, the expansion section 63 and the memory stick 111 may
carry out mutual authentication so that the memory stick 111 may directly transmit the
contents key Kco to the expansion section 63, which then may receive the contents key
Kco.

The processing in which the receiver 51 reproduces the contents stored in the
memory stick 111 loaded in the receiver 51, in the case where the user network 5 has
the structure of Fig.28 and where the check values are stored in the key data 143, will
now be described with reference to the flowchart of Fig.89. The processing of steps
S901 to S90S is similar to the processing of steps S871 to S875 of Fig.88 and therefore
will not be described further in detail.

At step 906, the decoding section 136 of the memory stick 111 decodes the
check value corresponding to the key data block storing the contents key Kco with the
check key Kch stored in the storage section 135. At step S907, the data check section
138 compares the hash value obtained at step S905 with the check value decoded at
step S906 and determines whether these values are coincident with each other or not.
If it is determined that these values are coincident, the data of the key data block has
not been tampered and therefore the processing goes to step S908.

The processing of steps S908 to S920 is similar to the processing of steps S877
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to S889 of Fig.88 and therefore will not be described further in detail.

If it is determined at step S907 that the hash value obtained at step S905 and the
check value decoded at step S906 are not coincident with each other as a result of
comparison, the data of the key data block has been tampered and therefore the
processing ends.

In this manner, also in the case where the encrypted check value is stored in the
key data 143, only when there is no tampering in the key data block, the receiver 51
reproduces the contents stored in the memory stick 111 loaded in the receiver 51.

The processing for preparing the settlement object of the EMD service center
1 before the settlement processing, which will be later described with reference to
Fig.65, will now be described with reference to the flowchart of Fig.61. At step S451,
the historical data management section 15 of the EMD service center 1 selects the
accounting information related to the use of predetermined contents from the
accounting information received and stored from the user home network 5, and
transmits the selected accounting information to the profit distribution section 16. At
step S452, the profit distribution section 16 determines whether or not the data
indicating the profit distribution to the contents provider 2 and the service provider 3
is included in the accounting information received from the historical data
management section 15. If it is determined that the data indicating the profit

distribution to the contents provider 2 and the service provider 3 is included in the

accounting information received from the historical data management section 15, the
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processing goes to step S453.

At step S453, the profit distribution section 16 calculates the amount to be paid
to the service provider 3 from the user who used the predetermined contents, with
reference to the data indicating the profit distribution included in the accounting
information. At step S454, the profit distribution section 16 calculates the amount to
be paid from the service provider 3 to the contents provider 2, with reference to the
data indicating the profit distribution included in the accounting information. At step
S455, the profit distribution section 16 calculates the amount to be paid from the
contents provider 2 to an entitled organization, with reference to the data indicating
the profit distribution included in the accounting information. Then, the processing
goes to step S459.

If it is determined at step S452 that the data indicating the profit distribution to
the contents provider 2 and the service provider 3 is not included in the accounting
information received from the historical data management section 15, the processing
goes to step S456, and the profit distribution section 16 calculates the amount to be
paid to the service provider 3 from the user who used the predetermined contents, with
reference to the profit distribution database stored in the profit distribution section 16.
At step S457, the profit distribution section 16 calculates the amount to be paid from
the service provider 3 to the contents provider 2, with reference to the profit

distribution database stored in the profit distribution section 16. At step S458, the

profit distribution section 16 calculates the amount to be paid from the contents
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provider 2 to the entitled organization, with reference to the profit distribution
database stored in the profit distribution section 16. The processing then goes to step
S459.

At step S459, the profit distribution section 16 corrects the amount to be paid
from the predetermined user to the service provider 3, the amount to be paid from the
service provider 3 to the contents provider 2 and the amount to be paid from the
contents provider 2 to the entitled organization, with reference to data of the discount
information database stored in the profit distribution section 16.

At step S460, the historical data management section 15 determines whether or
not the calculation of steps S453 to S459 has been carried out with respect to all the
contents. If it is determined that the calculation of steps S453 to S459 has not been
carried out with respect to all the contents, the processing returns to step S451 and the
subsequent processing is repeated. Ifitis determined at step S460 that the calculation
of steps S453 to S459 has been carried out with respect to all the contents, the
processing goes to step S461.

At step S461, the profit distribution section 16 calculates the amount to be paid
to each service provider 3 from each user, and prepares a credit settlement object 1
(e.g., in the case where the user pays the fee with a credit card, a credit settlement
object 1 shown in Fig.62(A)). In the credit settlement object 1, the user's ID is set for

the payer, the ID of the service provider 3 is set for the payee, and the amount to be

paid to the service provider 3 is set for the amount paid. At step S462, the profit
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distribution section 16 calculates the amount to be paid to each contents provider 2
from each service provider 3, and prepares a credit settlement object 2 (e.g., in the
case where the user pays the fee with a credit card, a credit settlement object 2 shown
in Fig.62(B)). Inthe credit settlement object 2, the credit settlement object 1 is set for
the payer, the ID of the contents provider 2 is set for the payee, and the amount to be
paid to the contents provider 2 is set for the amount paid.

At step S463, the profit distribution section 16 calculates the amount to be paid
to the entitled organization from each contents provider 2, and prepares a credit
settlement object 3 (e.g., in the case where the user pays the fee with a credit card, a
credit settlement object 3 shown in Fig.62(C)). In the credit settlement object 3, the
credit settlement object 1 is set for the payer, the ID of the entitled organization is set
for the payee, and the amount to be paid to the entitled organization is set for the
amount paid. At step S464, the accounting and charging section 19 calculates the
amount charged to the user with reference to the user use fee table storing the fee for
the use of the EMD service center 1 by the user, stored in the accounting and charging
section 19, and prepares a credit settlement object 4 (e.g., in the case where the user
pays the fee with a credit card, a credit settlement object 4 shown in Fig.62(D)). Then,
the amount charged to the credit settlement object 1 is set and the processing ends.
In the credit settlement object 4, the credit settlement object 1 is set for the payer, the
ID of the EMD service center 1 is set for the payee, and the amount to be paid to the

EMD service center 1 is set for the amount paid.
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settlement objects.

Figs.63(A) to 63(C) show examples of bank settlement objects in the case where
the service provider 3, the contents provider 2 and the entitled organization pay the
service charge to the EMD service center 1. In a bank settlement object 1 of
Fig.63(A), the ID of the service provider 3 is set for the payer, the amount charged to
the service provider 3 is set for the amount charged, the ID of the EMD service center
1 is set for the payee, and the amount to be paid to the EMD service center 1 (equal
to the amount charged) is set for the amount paid. In a bank settlement object 2 of
Fig.63(B), the ID of the contents provider 2 is set for the payer, the amount charged
to the contents provider 2 is set for the amount charged, the ID of the EMD service
center 1 is set for the payee, and the amount to be paid to the EMD service center 1
(equal to the amount charged) is set for the amount paid. In a bank settlement object
3 of Fig.63(C), the ID of the entitled organization is set for the payer, the amount
charged to the entitled organization is set for the amount charged, the ID of the EMD
service center 1 is set for the payee, and the amount to be paid to the EMD service
center 1 (equal to the amount charged) is set for the amount paid.

Figs.64(A) to 64(D) show examples of settlement objects in the case where the
user pays the fee with a credit card while the service provider 3 and the contents
provider 2 carry out settlement through their bank accounts. Credit settlement objects

of Figs.64(A) and 64(D) are similar to the credit settlement objects of Figs.62(A) and

10
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62(D) and therefore will not be described further in detail. In a band settlement object
2 of Fig.64(B), the ID of the service provider 3 is set for the payer, the amount from
the service provider 3 including the amount to be paid to the contents provider 2 and
the amount to be paid to the entitled organization is set for the amount charged, the ID
of the contents provider 2 is set for the payee, and the amount to be paid to the
contents provider 2 (equal to the amount charged) is set for the amount paid. Ina band
settlement object 3 of Fig.64(C), the ID of the contents provider 2 is set for the payer,
the amount charged to the contents provider 2 is set for the amount charged, the ID of
the entitled organization is set for the payee, and the amount to be paid to the entitled
organization (equal to the amount charged) is set for the amount paid.

As the settlement is carried out on the basis of the payers, amounts charged,
payees and amounts paid described in the settlement objects of Figs.62(A) to 62(D),
Figs.63(A) to 63(C) and Figs.64(A) to 64(D), the predetermined amounts are paid to
the EMD service center 1, the contents provider 2, the service provider 3 and the
entitle organization. The settlement processing using the credit settlement object of
the EMD service center 1 will now be described with reference to the flowchart of
Fig.65. At step S471, the receipt and disbursement section 20 of the EMD service
center 1 finds the settlement institution such as the back of the payee, from the ID
described as the payee in the credit settlement object. At step S472, the receipt and
disbursement section 20 of the EMD service center 1 finds the settlement institution

such as the credit company of the payer, from the ID described as the payer in the
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credit settlement object. At step S473, the receipt and disbursement section 20
determines whether credit processing of the payer is necessary or not from the pre-
stored information. If it is determined that the credit processing is necessary, the
credit processing is executed at step S474. If it is determined in the credit processing
of step S474 that the payer cannot pay the fee, the processing ends. Ifit is determined
in the credit processing of step S474 that the payer can pay the fee, the processing goes
to step S475.

If it is determined at step S473 that the credit processing of the payer is not
necessary, the processing goes to step S475.

At step S475, the receipt and disbursement section 20 determines whether the
previously executed settlement object processing has been completed or not. If it is
determined that the previously executed settlement object processing has been
completed, the processing goes to step S476 so as to transmit a settlement instruction
corresponding to the amount charged and the amount paid described in the credit
settlement object, to the settlement institutions found at steps S471 and S472. At step
S477, the information of the settlement processing executed at step S476 is transmitted
to the payee corresponding to the ID described as the payee in the credit settlement
object. At step S478, the information of the settlement processing executed at step
S476 is transmitted to the payer corresponding to the ID described as the payer in the
credit settlement object. Then, the processing ends.

If it is determined at step S475 that the previously executed settlement object
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and disbursement section 20 carries out predetermined error processing for incomplete
settlement such as transmitting a predetermined message to the payer described in the
settlement object for which the processing has not been completed. Then, the
processing ends.

In the above-described manner, the settlement processing using the credit
settlement object is carried out.

Fig.66 is a flowchart illustrating the settlement processing using the bank
settlement object of the EMD service center 1. The settlement processing using the
bank settlement object is similar to the settlement processing using the credit
settlement object of Fig.65 from which the credit processing of steps S471 and S474
is eliminated. The processing of steps S481 and S482 is similar to the processing of
steps S471 and S472 of Fig.65 and therefore will not be described further in detail.
The processing of steps S483 to S487 is similar to the processing of steps S475 to
S479 of Fig.65 and therefore will not be described further in detail.

In the above-described manner, the settlement processing using the bank
settlement object is carried out. Then, along the settlement processing using the credit
settlement object, the predetermined amounts are collected from the user, the contents
provider 2, the service provider 3 and the entitled organization, and the predetermined
amounts are received by the EMD service center 1, the contents provider 2, the service

provider 3 and the entitled organization.
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As the contents, music data are used in the above description. However, not
only music data but also dynamic image data, still image data, text data or program
data may be used. In such cases, a system suitable for the type of contents is used for
compression. For example, MPEG (Moving Picture Experts Group) is used for
images. As for the watermark, a watermark of a format suitable for the type of
contents is used.

As the common key encryption, DES, which is block encryption, is used in the
above description. However, FEAL proposed by NTT (trademark), IDEA
(International Data Encryption Algorithm), or stream encryption for encrypting every
one to several bits may be employed.

In the description of the encryption of the contents and contents key Kco, the
common key encryption system is used. However, the public key encryption system
may also be used.

At step S184 of Fig.51, step S204 of Fig.52 and step S227 of Fig.53 in the above
description, the receiver 51 transmits the accounting information to the EMD service
center 1. However, all or a part of the use permission information may be transmitted.
Since the use permission information includes what right the user has purchased, the
EMD service center 1 can carry out the settlement processing by confirming the
information included in the use permission information, price information and
handling policy.

At step S706 of Fig.80, step S757 of Fig.82, step S793 of Fig.84, step S833 of
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to the command to be transmitted to the memory stick 111 and transmit the resultant
command to the memory stick 111 so that the memory stick 111 may check the
signature, thus reinforcing the resistance against unauthorized actions.

Moreover, in the processing for shifting the contents shown in Figs.80 to 87, the
contents key Kco is re-encrypted and temporarily stored and then deleted. However,
in order to avoid inconvenience such that the receiving side of the contents key Kco
deletes the contents key Kco and therefore cannot receive the contents key Kco
because of the a.bsence of any contents key storage area, the transmitting side of the
contents key Kco may temporarily make the contents key Kco unavailable (i.e.,
defining the flag indicating the status of the contents key Kco and using that flag) until
the reception completion signal is received, and may carry out processing for making
the contents key Kco available again when the reception completion signal cannot be
received.

In this specification, the system means the entire apparatus including a plurality
of devices.

As a providing medium for providing a computer program for carrying out the
above-described processing, a communication medium such as a network, a satellite

or a cable, as well as a recording medium such as a magnetic disk, a CD-ROM or a

solid state memory can be used.
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decode encrypted information at any time.

Also, according to the present invention, when the accounting value has reached
a predetermined value, transmission of the second key is requested. Therefore, even
in the case where the data providing side has changed the key at arbitrary timing, the
user can securely decode encrypted information at any time.

Moreover, according to the present invention, the data specifying the
information processing device is stored and transimitted to the management device, and
when transmitting the data specifying the information processing device, transmission
of the second key is requested. Therefore, even in the case where the data providing
side has changed the key at arbitrary timing, the user can securely decode encrypted
information at any time.

According to the present invention, mutual authentication is carried out and the
temporary key is generated. Then, the first key is decoded with the second key and the
first is encrypted with the temporary key. The first key is decoded with the temporary
key and the information is decoded with the first key. Therefore, in decoding the
information, the key for encrypting the information is not read out.

According to the present invention, the information providing device appends
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the information indicating the handling of information to the encrypted information
and transmits the resultant information to the information distribution device. The
information distribution device calculates the use fee for the information on the basis
of the information indicating the handling of the information transmitted from the
information providing device, then appends the use fee to the encrypted information,
and transmits the resultant information to the information processing device, The
information processing device prepares the accounting information corresponding to
the use of information on the basis of the use fee, and transmits to the management
device the accounting information together with a part of or all of the information
indicating the handling of information and the use fee. The management device
detects an unauthorized action from the accounting information and a part of or all of
the information indicating the handling of information and the use fee. Therefore,
unauthorized actions can be detected such as unfair pricing by a person having a valid
key and tampering of the information indicating the handling,.

Also, according to the present invention, the information indicating the handling
of information is appended to encrypted information and then transmitted to the
information distribution device. The received encrypted information and information
indicating the handling of information are transmitted, and use permission information
corresponding to the use of information is prepared on the basis of the information
indicating the handling of information. The use permission information is transmitted

together with a part of or all of the information indicating the handling of information,
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and an unauthorized action is detected from the use permission information and a part
of or all of the information indicating the handling of information. Therefore,
unauthorized actions can be detected such as unfair pricing by a person having a valid
key and tampering of the information indicating the handling.

According to the present invention, the ID of the information processing device
and the data indicating the registrability corresponding to the ID are provided, and the
information processing device is registered on the basis of the ID of the information
processing device. Therefore, the possibility of a contract with a user can be quickly
determined.

Also, according to the present invention, since registration of another
information subordinate to the information processing device is requested, a user
having a plurality of information processing devices can easily carry out processing for
a contract.

Also, according to the present invention, the management device has the data
indicating the ID of the information processing device and the data indicating the
registrability corresponding to the ID, and registers the information processing device
on the basis of the ID of the information processing device. The information
processing device requests registration of another information processing device
subordinate to the information processing device. Therefore, the possibility of a
contract by a user can be quickly determined and a user having a plurality of

information processing devices can easily carry out processing for a contract.
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In addition, according to the present invention, since the registration conditions
are stored, the operation in the case where a certain violation has occurred can be
easily and securely controlled (limited).

Moreover, according to the present invention, in executing predetermined
processing, the registration conditions are prepared. Therefore, the operation in the
case where a certain violation has occurred can be easily and securely controlled
(limited).

According to the present invention, information indicating the use permission
condition of the information and information authentication information indicating the
permission condition are generated, and the authentication information is stored.
Therefore, rewrite of the use permission condition of the information can be detected
and suitable measures can be taken.

Also, according to the present invention, authentication information of related
information necessary for the use of information is generated and stored, and another
authentication information is generated from the related information. The coincidence
between the generated authentication information and the stored authentication
information is verified and mutual authentication with an information storage medium
is carried out. Therefore, rewrite of the related information of the information can be
detected and suitable measures can be taken.

Also, according to the present invention, the authentication information

generation means generates authentication information of related information
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necessary for the use of information, and the storage means stores the authentication
information. The verification means generates another authentication information
from the related information and verifies the coincidence with the authentication
information stored in the storage means. The mutual authentication means carries out
mutual authentication with the information processing device. Therefore, rewrite of
the related information of the information can be detected and suitable measures can
be taken.

According to the present invention, the data specifying the information and the
data indicating the amount to be paid to the information provider for the use of the
information are stored, and the sum of the amount to be paid to each information
provider is calculated on the basis of the stored data. The settlement institution is
instructed to carry out settlement for each information provider on the basis of the
profit of each information provider. Therefore, settlement processing and processing
for calculating the profit can be efficiently carried out.

According to the present invention, mutual authentication with aloaded external
storage medium is carried out and predetermined information is encrypted with a
predetermined key. Therefore, it is possible to externally store necessary information
while maintaining the security against unauthorized actions.

Also, according to the present invention, since data stored in an external storage
medium loaded in the information processing device is decoded, it is possible to

externally store necessary information while maintaining the security against
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unauthorized actions.

Also, according to the present invention, the information processing device
carries out mutual authentication with an external storage medium loaded therein and
encrypts predetermined information with the public key of the management device.
The management device decodes the data stored in the external storage medium.
Therefore, it is possible to externally store necessary information while maintaining
the security against unauthorized actions.

Moreover, according to the present invention, since mutual authentication with
the information processing device is carried out, unauthorized reading can be

prevented.
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CLAIMS

1. An information processing device having first storage means and first decoding
means for using encrypted information, an encrypted first key for decoding the
information and a second key for decoding the first key so as to decode the
information,

the first storage means comprising first mutual authentication means for
carrying out mutual authentication with the first decoding means and generating a
temporary key, second storage means for storing the second key, second decoding
means for decoding the first key with the second key, and encryption means for
encrypting the first key with the temporary key,

‘the first decoding means comprising second mutual authentication means for
carrying out mutual authentication with the first storage means and generating a
temporary key, third decoding means for decoding the first key with the temporary
key, and fourth decoding means for decc.»ding the information with the first key.

wherein at least a part of the information processing device is tamper resistant.

2. An information processing method for information processing device having
storage means and decoding means for using encrypted information, an encrypted first

key for decoding the information and a second key for decoding the first key so as to

decode the information,
the storage means including a first mutual authentication step of carrying out
mutual authentication with the decoding means and for generating a temporary key,
a storage step of storing the second key,
a first decoding step of decoding the first key with the second key, and

an encryption step of encrypting the first key with the temporary key,
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the decoding means including a second mutual authentication step of carrying

out mutual authentication with the first storage means and for generating a temporary

key,
a second decoding step of decoding the first key with the temporary key, and
a third decoding step of decoding the information with the first key.
wherein at least a part of the steps are processed in tamper resistant environment.
3. A program providing medium for providing a computer-readable program with

respect to an information processing device having storage means and decoding means
for using encrypted information, an encrypted first key for decoding the information
and a second key for decoding the first key so as to decode the information,

the program causing the storage means to execute processing comprising:

a first mutual authentication step of carrying out mutual authentication with the
decoding means and for generating a temporary key;

a storage step of storing the s;:cond key;

a first decoding step of decoding the first key with the second key; and

an encryption step of encrypting the first key with the temporary key;

the program causing the decoding means to execute processing comprising:

a second mutual authentication step of carrying out mutual authentication with
the first storage means and for generating a temporary key;

a second decoding step of decoding the first key with the temporary key; and

a th;'{d decoding step of decoding the information with the first key.

wherein at least a part of the steps are processed in tamper resistant environment.

4, The information processing device according to claim 1, said first storage means is

removable from the information processing device.



