System for security checking or transport of persons by a lift installation
and a nethod for operating this system The invention relates to a system
for safety checking or transport of persons by a lift 5 installation and to
a nethod for operating this system according to the independent patent
clainms. Systens for security checking of persons are known. For exanple,
such systens control the entrance/exit df persons to/from buil dings,
storeys, roons, etc. 10 Intelligent systens for transporting persons enable
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means. The specification EP-0 699 617 discloses a "device for controlling a
lift instameseedferiopefptingthinsystem jnstallation is controlled by a person
through an identification code. In that case, a recognition device

recogni ses_the 15 identification code and passes it on as a control signal
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code is thus i1dentified and a travel destihation 1s aSsigne I'mor

The proces$iéf@s.unit transnits a corresponding control signal to the |ift
installation, which then automatically conveys the person to the travel
destination. 20 It has now proved to be a disadvantage that unauthori sed
per sons ca®ystemstfaesequityneheckiogtaf oarsonslers knowmnddrortexagplen sadt egderns control

bui | di ngs, ; A r |l e to be transported
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person'€arries a nobile input device which undertakes authentication by
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The processing unit transmits a corresponding control signal to the lift instaliation, which
then automatically conveys the person to the travel destination.
20
It has now proved to be a disadvantage that unauthorised persons can use the
identification code in order to gain access to buildings, storeys, rooms, etc., and in order to

be able to be transported by the lift instaliation.

25  According to the specification WO-01/25128 a person carries a mobile input device which
undertakes authentication by speech recognition and checks whether the person is who he
or she purports fo be. The person also inputs his or her travel destination by way of the
mobile input device, which passes on the travel destination as a control signal to a
processing unit, which then communicates a corresponding controi signal to the lift

30 installation which automatically fransports the person to the travel destination. The relative
awkwardness of this input device, which also necessitates an own electrical current

supply, is disadvantageous.

it is the object of the invention to provide a system for security checking or transporting
35 persons by a lift installation and a method of operating this system, wherein the reliability



of the identification i s increased i n sinple node and manner with, at the
sane tinme, a nore user-friendly possibility of input of a travel
destination. This object is met by the invention in accordance with the

i ndependent patent clains. 5 The invention fulfils the object in that a
person, who is to be transported by a lift installation, is authenticated
by  detection of at |east one authenticatizon signal by at |east one nobile
aut henti cati on device. For this purpose an authentication signal is detected
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aut henti cat’i on d person reference correspon at Teas

identifi camomuaerdeemcgy m&ﬂhlldﬁdf inr-ﬁht@falt@eﬁltdest!mmtpnon code is detect ed by a
stationary recognition device. A predefined travel destination or a travel
destination input at the recognition device by the person is assigned to
the identi fihsatbjephisgoeldry the inkdotion ingecardance withethewisiependerntivatent claimson devi ce
i's S|mgar in size and weight to a credit card and the person carries it
with thémand can use it at any time sinply and quickly. For exanple, a
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t her nrogr am or a voice or a signature or pressing a button is

used as autt‘hgﬁ"t F%’&'Lf'Fﬁl?”éioﬂﬁal Advant ageously, the stationary recognition
device conprises at | east one input neans for 30 input of the travel

destination, which can be a known and proven control and displ aﬁ Panel Wi t
but t ond5or Afvarigaseuslys fismmolig authgatioafi deNiEthisBIRTHA S Zenandyysighkto a credit
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constructed to be correspondingly small and _sinple. 3  Advantageously, the
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person and a destination call take place already. In addition, the use of this authentication
20 device by a single person is very hygienic. Advantageously, the mobile authentication
device does not require an own energy source, but is supplied with electrical current by at
least one external energy source, which makes this authentication device simple to use

and maintain and economic to provide.

25 A biometric signal is used as authentication signal. Advantageously, a fingerprint or a
hand geometry or a facial profile or an iris pattern or a retinal scan or a thermogram or a

smell or a voice or a signature or pressing a button is used as authentication signal.

Advantageously, the stationary recognition device comprises at least one input means for
30 input of the travel destination, which can be a known and proven control and display panel
with buttons or a touch screen. This has the advantage that the mobile authentication
device does not have to contain such input means and can be constructed to be

correspondingly smail and simple.



identification it is checked whether at |east one user reference exists for
the detected identification code. 5 Advantageously, in the case of
successful association of identification code and user reference at | east
one control signal is transmtted to the |ift installation in order to
transport the person to the travel destination. In the case of an
unsuccessful authentication or in the cd&dse of an unsuccessful
identification, at |least one alarmsignal is transmtted in order to 10 | ock
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suppl emented by further stationary authentication devices near the |ift
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20 communicated in order to lock the person in the lift cage or to deny the person access to

the travel destination.

The invention is suitable for exclusive as also for alternative or supplementary
identification of persons in lift installations. For example, for this purpose mobile
25 authentication devices carried by persons are supplemented by further stationary
authentication devices near the lift installation. Such a need exists, for example, in zones

with high security requirements, such as banks, military zones of protection, etc.

The invention is explained in detail by way of example in the following on the basis of two
30 forms of embodiment. In that case, Figs. 1 and 2 each show a basic illustration of a

system for security checking or transporting of persons.

In these basic illustrations, a person P is transported by a lift installation A. Authenticatable
goods can alsc be transported instead of a person. The lift installation A can be any lift
35 installation, which is installed inside or outside a building, with lift cage, drive and lift



installations can be used. For exanple, hydraulic lift installations or also
such in which the drive is fastened directly to the cage, and naturally

al so escal ators, can be used. 5 An authentication device F detects at | east
one aut hentication signal PO of the person P, checks the authentication
signal PO and provides an identification code P2. The followng bionetric
nmet hods of authentications are preferably used: 10 Fingerprint: A
fingerprint of the person P is detected, for exanple scanned. Preferably,

the persog,Rplagces @ikl \Hﬂ% ;mnca%ejggtéa&@t&é Johge B&s‘ré 'a?.até eau.ﬂs.we%%t

where a fingerprint is photogra canmer a ey tone | mage.
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sil houegte of the hand is photographed by a canera. Protrusions preferably
assist in positioning the hand. 20 Facial profile: A facial profile of the
person P cén authetdicationedbvice fa detectseatdéast wse @utienticadidelsignal B o the person P,
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i mges or general perspectives can be detected. In terns of tine, a static
i mage or an image sequence can 25 be detected. The authentication device F
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20  Facial profile: A facial profile of the person P can be detected as a three-dimensional
model or as a two-dimensional pattern or as an infrared image as well as a combination of
these methods. In addition, black-and-white images or colour images can be detected.
The detection angle can vary, thus profile images or frontal images or general
perspectives can be detected. In terms of time, a static image or an image sequence can

25 be detected. The authentication device F photographs at least a part of the facial profile of

the person P by a camera.

Iris profile: A texture of the iris of the person P is detected. Preferably, the person P
stands at a spacing of a few decimetres distance in front of the authentication device F
30 and looks into a camera, which camera photographs the iris texture. This photograph is
digitalised to form an iris code. The iris is preferably divided into annular regions and

characteristic features are marked.

Retinal scan: A structure of the veins of the retina of the person P is detected, for example

35 scanned. The person P preferably stands at a few d ecimetres distance in front of the



phot ographed. This photograph is digitalised to forma retina code and
characteristic 5 features are marked. Thernogram Thernal radiation of the
person P is detected. Preferably, a thernmal canera of the authentication
device F records a facial or whole body thernogram 10 Snell: a snell of the
person P is detected by a snell sensor of the authentication device F.

Voi ce: Vocal pitch or voice break or accents or speech inpedinents of the
person Pis or is or are detected. For that purpose the person P speaks
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of a keybo sed by the person P are detected. Preferably, the
aut henti}gcat?%aglﬁr%%g\r/%[)@gﬁi‘—e%ascertai ns, by sensors, the force or dynam cs of

the pressing of the button. 25 Advantageously the authentication device F
conpri ses | east o sensor .S f detectin t he,aut hentj cati on _si gnal PO,
ot Teast on Doy ofe T st o et b Breitper iobhiA M e one
dat a st or e of the sitteritioglich desivedhictods aSatibvammeoledlsodiehérmagyrah. | east one
conputer unit for execution of the recognition software. The sensor S is,

for exanple, a canera for detecting a fingerprint or a hand geonetry or a

faci al 1pr ofgnheat: @snRA of tHeSpePsa P Isededéct@d behismll sefsdf @R theQiutiferfit @il dévRe FA
sensor S, for exanple, a thermal canera for detecting a thernmogram The
sensor Sis, for exanple, a snell sensor for detecting a snell. The sensor

Sis, for exaeplecalditthof QBB BEdkr 4264126 b BEeehVPbEGmeRREofXBEPRIsoR P &.orf OF
exanpl e, a button for detecting the pressi n% of the button. At | east one
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| east one pRLAEAHENGNHRUREF Fdedhedst ntite PhRBES ARk fegb@EgNCEe P1. Wth the
recognition software there takes place an authentication 6 by conparison of

t he det'€cted authentication signal POwith the filed person reference P1.
For exanpl &sigidp@el Al sigridi@kasitied bsisbs F Bl @S, %6r St sEfReboMHY gegdn PO
and person teference Pl are conpared with one another. This is carried out
by a standdfidessdr slggatire on a surface of the authentication device F, which signature is
photographed by a camera. Preferably, strokes or dynamics or sounds of writing of the
signature are marked or determined.
20
Pressing a button: The mode and manner how buttons of a keyboard are pressed by the
person P are detected. Preferably, the authentication device F ascertains, by sensors, the

force or dynamics of the pressing of the button.

25  Advantageously the authentication device F comprises at least one sensor S for detecting
the authentication signal PO, at least one data store B1 for filing the person reference P1,
at least one data store for storing a recognition software, as well as at least one computer
unit for execution of the recognition software. The sensor S is, for example, a camera for
detecting a fingerprint or a hand geometry or a facial profile or an iris profile or a retinal

30 scan or a signature. A sensor S, for example, a thermal camera for detecting a
thermogram. The sensor S is, for example, a smell sensor for detecting a smell. The
sensor S is, for example, a microphone for detecting a voice. The sensor S is, for
example, a button for detecting the pressing of the button. At least one authentication
signal PO is advantageously digitalised and filed in at least one preceding method step as

35 a person reference P1. With the recognition software there takes place an authentication



which are available to an expert in the field of lifts. 5 The authentication
signal PO is assignable nore or less uniquely to a person P or the
acceptance on the part of the user to be subjected to an authentication is
high to a greater or |lesser extent. Thus, the iris pattern can be assigned
quite uniquely to a person, but acceptance of an iris pattern
authentication is low. 10 In a preferredes ormof enbodi nent at |east two

aut hentication signals PO are detected from the person P and checked.

e ol Ty e . STl , . .
bur 1 di ngs SR PRENSRREHS biteks EMPotedBl Sl SFRHA i o8 BRRSHEREIGS 21, |,
si gnal s POFar examplectsedcific omparanteristic Seatursanl agihehticetiod. siroal Rk amgl persan

fingerprin ! t . : T,

oo TfB 130 o BaRB 1B e, PRS2 S0 851t v
Advant ageowsbioh artevalabledntancxpenin thalties gblitice before entering the lift cage.
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source for t@ér@@ﬁéti&gb ieetepagsd. supply. For exanple, the authentication 35
device F is supplied with current by way of an electromagnetic field. This

can take place 7 by radio via the recognition device E as soon as the
aut henti catdRantdg¥d a8 RneS 4litsdeestbraltakes place before entering the lift cage.

Advantageously the authentication device F is used in the immediate vicinity of the lift
20 installation A. Advantageously the authentication device F and a recognition device E of
the lift installation A comprise a transmitting and receiving unit. For example, the
authentication device F comprises a transponder which iransmits or receives codes by
radio signals. For this purpose, typical radio frequencies are 900 MHz to 6 GHz. For
example, the authentication device automatically receives at least one recognition signal
25 from the recognition device E as soon as the receiving unit of the authentication device F
is disposed at a spacing of a few decimetres from the transmitting unit of the recognition
device E. With knowledge of the present invention, the e xpert can o bviously also use

other transmitting and receiving units and other radio frequencies.

30  The authentication device F is mobile, i.e. the person P carries it in size and weight
similarly to a credit card and can use it at any time simply and quickly. The use of the
authentication device F by a single person is very hygienic. In a first advantageous form of
embodiment the authentication device F does not need an own energy source, but uses
an external energy source for electrical current supply. For example, the authentication

35 device F is supplied with current by way of an electromagnetic field. This can take place



a spacing of a few decinetres froma recognition device E. In a further
advant ageous form of enbodi nent the authentication device F is autononbus
internms of energy, i.e. it has an own electrical current supply like a
battery, an accunul ator, a fuel cell, etc. 5 Advantageously, the

aut henti cation device F or the recognition device E conprises at |east one
out put nmeans for the output of an acoustic or optical or nechanical demand
signal. For exanple an acoustic denmand signal in the forn1of a t one
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Advant ageousl vy, entification code is set up and fi I'n at | east
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aut henti cat1on device ant
filed person reference P1 and to transmit the result to the recognition device E. Obviously,

20 the authentication of the person can also be less than 15 seconds depending on the
respective sensor which is used, for example tess than 5 seconds, for example less than 1

second.

The result of the authentication is either positive or negative. In the case of positive
25 authentication, i.e. on correspondence of authentication signal PO and person reference
P1, the output software provides at least one positive authentication signal P1+. In the
case of negative authentication, i.e. in the case of non-correspondence of authentication
signal PO and person reference P1, the output software provides at [east one alarm signal
P13. Advantageously, the identification code P2 is set up and filed in at least one
30 preceding method step. For example, the identification code P2 is a numerical sequence

or a numeral and letter sequence.

Basically, an identification code P2 filed in the authentication device F or an alarm signal
P13 of the authentication device F or an authentication code P2 known to the person P is

35 transmitted. For the first case, the authentication device F advantageously comprises at



| east one second data store B2 for filing the identification code P2, at

| east one data store for storing an output software as well as at |east one
conputing unit for executing the output software. T he output software
checks the presence of a positive authentication signal Pl+ and thereupon
provides the filed identification code P2. 5 The transm ssion of the
identification code P2 or of the al arm sisgnal P13 to the recognition device
E can take place in nunerous ways: Thus, it is possible that the

aut hent i cajeh M BRd Bafithre! BERr ﬂlurﬁdpt%@ﬁc&ﬂ'rhihédwn 2Rde PO af RS ekt Qio?e and
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i nput means of the recognition device E. Alternatively thereto it is
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authentication device F or the recognition device E with an output means, an acoustic or
optical demand signal for entry at the récognition device E of the identification code P2
20 known to the person P.
- it is also possible that the person P receives, from the authentication device F or
the recognition device E with an output means, an acoustic or optical demand signal for
entry, by way of an input means of the authentication device F, of the identification code
P2 known to the person P.
25
The possibilities of transmission can take place within the time window set by the
recognition device E. However, it is also possible that the authentication device F
tfransmits to the recognition device E by radio at least one transmission signal in order to
inform the recognition device E about the imminent transmission or in order to setthe
30  recognition device E a time window for transmission of the identification code P2. Finally,
it is possible that the authentication device F sends to the recognition device E the positive

authentication signal P1+ or the alarm signal P13 as transmission signal.

The transmission possibilities can be combined and varied. For example, it is possible
35 that the person inputs the identification code P2 by way of an input means of the



35 that the person inputs the identification code P2 by way of an input
means of the 9 authentication device F and the authentication device F
transmits this identification code P2 by the transmitting and receiving
unit via radio to the recognition device E. For exanple, it is possible to
use acoustic and/or optical and/or nmechanical input nmeans of the

aut hentication device F or recognition deévice E. An acoustic input neans is,
for exanple, 5 a mcrophone, an optical input neans is, for exanple, a
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authentlcaﬂkﬁha@@vmuwtﬁﬁﬁaﬁﬁ ﬁﬁﬁﬁamébaaé@ﬁﬁﬁﬁbnt of several such appliances.
Finally, the authentication device F can 15 conmuni cate by way of any radio
networks with the recognition device E or also directly wth the checking
devi ce C. With lvomiesigertf shapreserd ia\(ﬁdﬁemhec@medrcadevalise remerowes varagonmoftthen
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by cabl e onndxgéihgive.l n that case, the recognition device E and the checking
device C can forma single system For exanple, a building 20 conprises
storeys and a |ift installation Awith three |lifts arranged

20 The recognition device E is advantageously mounted in stationary position at an entrance
to the lift instaliation A. Advantageously, the recognition device E is a component of a
control and display panel of the lift installation A. Advantageously, the control and display
panel is mounted near a storey door of the lift installation A. |n the form of embodiment of
the invention according to Fig. 1, a travel destination P3 of the person P is predefined and

25 filed in at least one third data store B3 of the checking device C. In the form of
embodiment of the invention according to Fig. 2, the person P inputs a travel destination

P3 by way of an input means of the recognition device E.

The identification code P 2 and/or the travel destination P3 is or are transmitted by the
30  recognition device E to the checking device C. Advantageously, the recognition device E
and the checking device C communicate with one another by cable or radio. In that case,
the recognition device E and the checking device C can form a single system. For
example, a building 20 comprises storeys and a lift installation A with three lifts arranged
adjacent to one another. At least one recognition device E per storey is placed near the

35 entrances to the lifts. For example, each recognition device E is an insert which is



adj acent to one another. At |east one recognition device E per storey is

pl aced near the 35 entrances to the lifts. For exanple, each recognition
device Eis an insert which is 10 pushable into a housing of a control and
di spl ay panel. For exanple, each control and display panel has at |east one
bus insert. These bus inserts are connected to a bus system such as an LON
bus. The recognition devices E communi catee with one another by way of the
bus system For exanple, the checking device Cis also an insert and 5
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1 and 2 differ fromone another insofar as in the formof enbodi nent of the
i nvention according to

20 The checking software checks whether a user reference P4 is filed for the detected
identification code P2, For example, specific characteristic features of identification code
P2 and user reference P4 are associated with one another. This is carried out by standard

software which is available to an expert in the field of lifts.

25 The result of the identification is either positive or negative. In the case of positive
identification, i.e. in the case of association of identification code P2 and user reference
P4, the checking device C provides at least one positive identification signal P4+. In the
case of negative identification, t.e. in the case of non-association of identification code P2
and user reference P4, the checking software provides at least one alarm signal P13.

30
The forms of embodiment, by way of example, of the invention according to Figs. 1 and 2
differ from one another insofar as in the form of embodiment of the invention according to
Fig. 1 in the case of presence of a positive identification signal P4+ a predefined travel
destination P3 is provided in the checking device C, whereas in the form of embodiment

35  of the invention according to Fig. 2 a travel destination P3 is provided at the recognition



Fig. | in the case of presence of a positive identification signal P4+ a
predefined travel destination P3 is provided in the checking device C,
whereas in the form of enbodiment 35 of the invention according to Fig. 2 a
travel destination P3 is provided at the recognition device E. For exanple,
the nonitoring software checks the presence of a positive identification
signal P4+ and thereupon provides the filied, predefined travel destination.
The checki ng software now checks whether the person P is authorised to be
transporte th d R t 0 e e
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destinations of the access authorisation P5. This is carried out by a
standard software which is available to an expert in the field of lifts. 10
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installation Ais opened for the person P. Independently thereof, a
security service can be warned. It is also possible to give the person P
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storey, for exanple basenent floor, wher is received by the
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numer ous possibilities of variation. For exanple, the |ift control ASin

the case o f resence of an alarmsignal P13 can grant the %$rson P access
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el evat or | ation conpri si eps of: a) generating at |east one
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20  authorisation BS of the person P. F or e xample, the lift cage is temporarily stopped or
moved to a secure and discrete storey, for example a basement floor, where the person P
is received by the security service. With knowledge of the present invention, the expert
has numerous p ossibilities of variation. F or example, the lift control AS in the case of
presence of an alarm signal P13 can grant the person P access to a lift cage, close the lift

25 door, move the lift cage to a secure, discrete storey and then simulate a lift breakdown so
that the person P does not have any suspicion until the security service is on site for
further checking of the access authorisation B5 of the person P.



installation; b) detecting the at | east one authentication signal with a
nobi | e aut hentication device; c¢) checking the at |east one authentication
signal with at |east one person reference; d) in the case of correspondence
of the authentication signal and the person reference, providing at | east
one identification code; e) detecting the at |east one identification code
with a stationary recognition device of the elevator installation; f)
checki ng whet her at | east one user reference exists for the detected

i dentification code; and g) assigning toq$he identification code one of a
predefined travel destination and an input travel destination input at the
r ecoghatentoClaikes/i ce by the person. 2. Method according to claim1,
characterised in that the nobile authentication device (F) is supplied wth
el ecty.ical ﬁlﬁrﬁétlﬁjﬁltfobéécaﬁtg leR&king DR BafpbR bNBdrs SR GY: eRVMfch mstaﬂatidN%h?Hsing the
according to claim1 or 2, characterised in that a bionetric signal,
advan?ﬂﬁﬁgusly a fingerprint or a hand geonetry or a facial profile or an
iris pattern or a retinal scan or a thernogramor a snell or a voice or a
si gna®lur e ogensratiag phgasi preyayhentisation signalagsepiated witlemperaen sesking iqyusg|the eheyptor 4.
Met hod accoideliaiofio one of clains 1 to 3, characterised in that it is
checkgd whe ; I e L ef. ' for. the detected
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checked with at Teast one access authorisation (B5) and/or the travel

dest i dlat i onin(tm3gasefof cireesppuiepemof(tiy) authenticatioa sigdahand thespersantrefefente, awaiding at
dest i nat i onleagifone fflentificatierscogat hori sation (P5). 6. System for security
checking or ;transport of persons by a lLift installation (A), wth at |east
one  fobi | eﬁggﬁfigp 4 267 e BT oo ot it o "o1Pany oo oo e % 9 B

whi ch det ect™® east one authentication si gnal (PO) of the person (P) and

checkg whet Bigickihg @hatHbma Madstael 3Br RFedélit ekiEldfordRe sQ6REM-ENtifdhtidA Blie;laR@St one
person reference (P1l), which authentication device (F) provides at |east one

i dent g¥ i cat agsigningdal the(iditificetiom cedetdnervf a peedetineddiayeialest{r@0dn anmtarpiepd travel
ref erence ( Pastinationinpsipatittie regnghitidntdevige by theipersany recogni ti on device (E) of
the lift installation (A which detects the identification code (P2) and
assigns to the

2. Method according to claim 1, characterised in that the mobile authentication device (F) is supplied

_with electrical current by at least one external energy source.

3. Method according to claim 1 or 2, characterised in that a biometric signal, advantageously a
fingerprint or a hand geometry or a facial profile or an iris pattern or a retinal scan or a thermogram or a
smell or a voice or a signature or pressing of a button is used as authentication signal (P0).

4. Method according to one of claims 1 to 3, characterised in that it is checked whether at least one
user reference (P4) exists for the detected identification code {P2).

5. Method according to one of claims 1 to 4, characterised in that the travel destination (P3) of the
person (P) is checked with at least one access authorisation (B5) and/or the travei destination (P3) of the
person (P) is compared with a list of travel destinations of the access authorisation (P5).

6. System for security checking or transport of persons by a lift installation (A), with at least one
mobile authentication device (F) which is carried by a person (P) and which detects at least one
authentication signal {(P0) of the person (P) and checks whether the authentication signal (P0) corresponds
with at least one person reference (P1), which authentication device (F) provides at least one identification
code (P2) when authentication signal (P0) and person reference (P1) correspond, and with a stationary
recognition device (E) of the lift installation (A) which detects the identification code (P2) and assigns to the



