1 Method and Arrangenent in a Tel ecommuni cation System 5 TECHNI CAL FI ELD
The present invention relates to nethods and arrangenents in a.

t el econmuni cation system in particular to nethods and arrangenents for
net wor k-control l ed configurations of the 10 |ink maxi mumtransm ssion unit
(MU) in a user equipnment (UE). BACKGROUND Wthin the 3rd Generation
Partnership Project (3GPP) work is 15 currently ongoing on UTRAN | ong term
evolution (LTE). System Architecture EVol ution / Long Term Evol ution
(SAE/LTE) architecture that noves PDCP, user plane ciphering and header
conpression to the enhanced Node B (eNB) changes the needs for handling
the length of Si-U (and X2-U) franmes as 20 the length of the Si-U (and
X2-U) frame then is considerably increased. Therefore appropriate
solutions to deal with the Ilength of Maxi mum Transm ssion Unit (MIU) are

necessary. At thestdR hhieas nlériti @8 & 0rdl didFn@ikhe: Ok i ty of
S1-U franme_bei ng fragnented have been sonewhat increased. 25 The follow ng
probl ens relate to fragnentation: Transport overhead: Every fragnent
includes an additional IP header; hence it adds additional transm ssion
overhead. it 7ecER@cActetErn t hough dependi ng on the usage of optional
header s) per fragnment and in case of IPv4 and, in case of 30 |IPv6, 48

octets (i. 283 ngSEénl Carfx}e%"c‘l%'hdglreEXP g{etgl'o!ié afia Oa?ltx%%g; &EnEQ

f ragnent head transp tagram wo e carfied in
2 fragnments. 'ﬁ\éileéﬁéﬁiému%lcastéloélcﬁhféhe@f Ibﬂ@tﬂﬁl@ﬂlﬁrah@pﬁﬁtthqdayénddat agram

so that it arrangements for network-controlled configurations of the
10 link maximum transmission unit {(MTU} in a user equipment
(UE) .

BACKGROUND

Within the 3rd Generation Partnership Project (3GPP) work is
15 currently ongoing on UTRAN long term evolution (LTE). System
Architecture Evolution / Long Term Evolution (SAE/LTE)
architecture that moves PDCP, user plane ciphering and
header compression to the enhanced Node B (eNB} changes the
needs for handling the length of S$1-U {and X2-U) framés as
20 the length of the S1-U (and X2-U) frame then is considerably
increased. Therefore appropriate solutions to deal with the
length of Maximum Transmission Unit (MTU)} are necessary. At
the same time capabilities to minimise the probability of

$1-U frame being fragmented have been somewhat increased.
25 The following problems relate to fragmentation:

Transport overhead: Every frégment includes an additional IP
‘header; hence it adds additional transmission overhead. It
is 20 octets (though depending on the usage of optional
headers) per fragment and in case of IPv4 and, in case of

30 IPv6, 48 octets (i.e. 40 octets of standard IPvé header plus
8 octets of the fragment header). A typical transport layer



fits into single I P packet provides significantly | ower aggregate
overhead. 5 Inconplete discard: In case packets are discarded due to
congestion it is very likely that fragnents of the same datagram are

di scarded i ndependently. Hence transport network resources are used to
forward data that will be discarded at the receiver, the Serving Gateway
(SGN or eNB. 10 In case of severe congestion it could lead to further

di scardi ng and hence nore inconpl ete datdgrans. Processing efficiency: It
is generally accepted that the S1 interface is the bottleneck. Therefore

consi der abl e cﬁ’é‘é‘fl‘gertam LBaSg and éiﬁlﬁlédvilﬁ'ﬁtfﬁ?gm{éﬁ%d PRe U LNt 5f Or
interactive 15 and best effort flows even in™a normnal condltlon in order to

nmexi m se t he BWEUIOR pér tervet HatA3Papr aldysEi PREAFTTHH S5 thekalte S1

resources. ThiscdTBitioeqithgPe S11Packe8Nbr o MRS $i681f etdidly aktbeti-el atively
| ong-term nmenory re ervatlon or reassenbly of the original datagrans in
the receiver %%¥ So8VFERS A %nbl y buffers have to be allocated for at

| east for the Ilength of perceived delay variation on the applicable
transmi ssPon Perinplsteudisgarty dat cape BROHALE Barendiechrdrd dugpiceal

i npl ement at i opsnRYER Ghals Ol fl&ﬁ@ﬁ.‘{%héﬁ f43l5Reh88Fofltthe Zamkl agnent ed
and, if the datagrans are _fragnented fragménts arrive with very short

i nterval . Thaﬁa%ﬂﬂﬁﬁwbaFSrdl$??ﬁ4%ﬁ|lBﬁeB?nQ?ﬂFyﬁen5F?c?eEﬁﬁQ%ﬂ?rFor
reassenbly. Thefwird @esoliF@&S M1 iueRdotol mlaraaﬂdeaatdaua@i afELl ®ea CcOMMDN

way to introduce of servi.ce_ at as_scar e rea buffers
ATt consuned THCBHEnEFy B ot SAe CAnd T QI RS CaFPEBianl A1 S0P ame
coul d be1@i scam debed e Bevé:ae:kcwfgesrteagsiatrtxtqulbhﬂfeadster@mt&@r Al 't hough
this is not really, AngPLAR! RO ndre09hEak1 SANARIGENE as those nodes use

secure

Processing efficiency: It is generally accepted that the Sl
interface is the bottleneck. Therefore considerable packet
loss and delay variation could be present for interactive

15 and best effort flows even in a normal condition in order to
maximise the end-user perceived data rate and utilisation of
scarce S1 resources. This may require significant processing
effort and relatively long-term memory reservation for
reagsembly of the original détagrams in the receiver as the

20 reassembly buffers have to be allocated for at least for the
length of perceived delay variation on the applicable

transmission path.

Security threat: It should be noted that typical
implementations assume that only fraction of datagrams are

25 fragmented and, if the datagrams are fragmented, the
fragments arrive with very short interval. That allows for
limitation of the memory required for reassembly. Therefore,
transmission of incomplete datagrams is a common way to
introduce denial of service attacks as scarce reassembly

30 buffers are consumed for extensive periods and legitimate
fragmented datagrams could be discarded due to lack of
reassembly buffers/engines. Although this is not really a
problem for (logical) SGW and eNB as those nodes use secure

network, it could be a problem for security gateways (SEG)



network, it could be a problemfor security gateways (SEG 3 1in case the
fragnentation is perforned on the path between SEG s. Fal se reassenbly:
The identification header used for reassenbly is only 16 bits in case of

| Pv4 (32 bits in case 5 of IPv6). Considering the peak data rate, neasured
i n packets per second, there is high probability of the wap around of the
I D and therefore incorrect reassenbly (thgugh this also depends on the
setting of the reassenbly tinmer at the receiver). The fal se reassenbly
results in at least 10 further data |oss that may be detected by the

recei ver or énetmassm tihet Egaggnitatiicdorpdseper &p¥yed onf ithenpatlh ihafween

vi ol ati on. P fhere exists a need for a systemarchitecture that

renoves or east reduces the problens relating to 15 fragmentati on.
SUMVARY The ath My, i.e, the path between, appli lon seLver and the UE
in an LTE net WBLRS SASFEELI¥he ?\‘gtmlééﬁﬁﬁ%ﬁ% d;(f I‘i'i‘sﬁ§l Tis affected
by numerous eveatsemdweriy bnmk i6 biwe LR caséwof Kihas (azdbitmem Masienum

Transm SSI50n U?I %P\%[\){ITU)CO %g'?toes egﬁ dgg% i%’o'w“}%a%% bi/nthe | P Host

in the UE apro oconlgurethellnk
MIU in the UEpaGeﬂies Jdry seanyd:'r@malsl bigbepropabidiltye o2 Sthdawraps updat ed

W th Path MMUadbShe Vs krgouhlahs LALdeley 1nbserkct URGEEAY :sé(}gaaé 4 be

noted that there are nu configurations tati
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messages 30 i pgkUgt i velPaCKkehe TOM &8 Grea@RERBUE SredlENGL inl bt CBSadhre
i0 further data loss that wmay be detected by the receiver or
even an integrity (and potentially confidentiality)

violation.

Hence there exists a need for a system architecture that
removes or at least reduces the problems relating to

15 fragmentation.

SUMMARY

The path MIU, i.e. the path between application server and
the UE in an LTE network, such as the network depicted in

20 Fig. 1, is affected by numerous events. Every link in the IP
network has a defined Maximum Transmission Unit (MTU), and
so does the link that is used by the IP Host in the UE. It
has been observed to be a problem how to configure the link
MTU in the UE. Generally, any “reasonable” default value

25 that is updated with path MTU discovery could be initially

used,

However, it should be noted that there are number of
configurations/implementations (for instance of firewalls/
gateways) that discard a number of IPv4 ICMP messages

30 including “Packet Too Big® messages. Hence, it can be
agsumed that end-to-end path MTU discovery is not used in

case of IPv4. This in turn leads to a fragmentation in the



assuned that end-to-end path MIU di scovery is not used in case of |Pv4.
This in turn leads to a fragnentation in the 4 netwrk and all the

probl ens associated with such fragnmentation. In order to overcone the
identified problens, the network is set to configure the link MU in the
UE for each bearer 5 where the network-configured Iink MIU coul d represent
an MTU of a path for a SAE bearer service in conplete or part of a
particul ar SAE/ LTE networ k. Wien the SAE/LTE nodes are nade aware of the
MIU supported in the SAE/LTE network, the network can be adapted to 10

configure thenddudexMikhi sn 1 hawdJB 881 bhataddep ibEa@MBIRALhQA N the SAE/LTE
network can be avoided or at |east the probability reduced significantly.

| f that MrU isF38fEt2533F 1 able to the host in the UE, the stack in the UE
is enabled to provide the foll ow ng behavi our that reduces the 15 need for
fragment at i ontn mrder hetowsrdcaregnheéi tdentifieidnpeaskernd, tthanspowbdrk ayer

protocol thaleias ot hhxiJiull ROTRRk it & d VS neCed: Oﬁﬂc?lggggééon Cont r ol

Pr ot ocol TtIﬁ or Strea ntrol Transm ssion Protoc both the
transmt and Whexs FhevgEvank wendépgeeedd ing MAE cpubd xepysisderi ag NHE | i nk

MIU confi gur egk Ry phRR A6 WrdarmBRdabenCoerfilRUNBNESHA UL L3R Beraves ded
al together (or at, Liast in the SAE/LTE network domain); In case of TCP

recei ve MSS dtFH&uLer SRFAEF PSEFRE peer in SYN and SYN ACK nessages at
the establishment of the TCP connection. 25 - in case of a transport |ayer

prot ocol thatWhimeshroSARAVEE anodiex &re m:Sky meateSbE etdVBBY, sepgortd®P, the UE
may fragment :H-I et Eﬂﬁ?ﬁ‘bﬁ trf‘e%v%%g?g{:ﬁé“r?%t & 2OH'GE a?é‘ag;%g' pg to the link
MIU confi gured by the hetwork and hence fragnentation can be

1 configure the link MTU in the UE so that the fragmentation

in the SAE/LTE network can be avoided or at least the

probability reduced significantly. If that MTU is made

available to the host in the UE, the stack in the UE is

enabled to provide the following behaviour that reduces the

15 need for fragmentation in the network significantly:

- in case of transport layer protocol that has a Maximum
Segment Size (MSS), e.g. Transmission Control Protocol (TCP)
or Stream Control Transmission Protoceol (SCTP), both the
transmit and receive MSS can be selected by the UE

20 considering the link MTU configured by the network and hence
fragmentation can be avoided altogether {or at least in the
SAE/LTE network domain}; In case of TCP receive MSS can be
signalled to the peer in SYN and SYN ACK messages at the

establishment of the TCP connection.

25 - in case of a transport layer protocel that does not have a
Maximum Segment Size (MSS), e.g. UDP, the UE may fragment
the transmitted datagram at the source according to the link
MTU configured by the network and hence fragmentation can be
avoided at least in the uplink direction.

30 The invention also extends to nodes in a SAE/LTE network
confiqured to transmit the link MTU to a UE and also to a UE
configured to receive the link MTU and to base transmission
on the link MTU.



avoided at least in the uplink direction. 30 The invention also extends to
nodes in a SAE/LTE network configured to transmt the link MIUto a UE and
also to a UE configured to receive the link MU and to base transm ssion
on the link MIU. 5 Hence in accordance with the present invention the MIU
supported by the SAE/LTE network is signalled to the UE. 5 One advant age of
the present invention is that the UE is snabled to use the optimsed MIU
for SAE/LTE network without adding significant additional conplexity.
Furthernore, allowed time-constraints for an increase of the MU via path
MIU di scovery effectively do not allow to take advantage of 10 changes in
path MU due to nobility (i.e. the evolved Node Bs (eNB-s) between which
the UE is novidordmBy aecs%m ed.tnf endi s 1|n|3eﬂe‘imr&$t$e \mtuh di ff erent
MIU) . Handovers are consi ered) n a nobile network iﬁﬁLﬁ Eﬁy nor e
frequently tFeRPULEChEY EPei SRE/CT S PREMATS ¥0r°\54FH ery. 15

BRI EF DESCRI PTION OF THE DRAWNGS Figure 1 illustrates the |npact on the
path MIU from SAE/ LTE protocol architecture on S1-U. Figure 2 illustrates

SAE bearer establishnent/ nodification. Figure 3 illustrates radi o bearer
establ i Sh@enténéoadmtfalgﬁaéf Oihe AL EDPERGRIPTIsOMhAE pRatyRed above,
the path MIU, 1.e. the bet ween . application server and t

depicted e.g. ei‘ﬁb#ngdﬁoeuﬁe tE%rP%e‘“H‘ISFQCWEH Wrﬁﬁ%ﬁ@&sn?ﬁﬂ%? é"ﬁtﬁﬁ’f“ﬁdl ng:
25 - Unconpr egg@thdeaden totant | gidiadichalecompliticyendunsbeymdfe, packets; -

The S1-U tunngkiggééng¥ﬁgcgonétralégs for an increase of the MTU via path
MTU discovery effectively do not allow to take advantage of
10 changes in path MTU due to mobility (i.e. the evolved Node
Bs (eNB-s) between which thke UE is moving may be connected
to different IP networks with different MTU). Handovers are
considered in a mobile network significantly more frequently

than defined timing constraints for path MTU discovery.
15 BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 illustrates the impact on the path MTU from SAE/LTE

protocol architecture on S1-U.
- Figure 2 illustrates SAE bearer establishment/ modification.

Figure 3 illustrates radio bearer establishment/

20 modification.
DETAILED DESCRIPTION

As mentioned above, the path MTU, i.e. the path between
application server and the UE, as depicted e.g. in figure 1,

can be affected by numerous impacts including:

25 - Uncompressed header of original (i.e. end-to-end user) IP-

packects;

- The S81-U tunneling protocol (GTP-U);



6 - IPSec tunnel (Encapsulating Security Payload (ESP) Security

Associ ation (SA) in tunnel node) for integrity and confidentiality
protection in the access network between security gateways (SEG; 5 - An
MIU provi ded by the data link |ayer on particular instance of Sl
interface; - An MIU i nposed on a particular admnistrative (and QoS)

domain of the IP network; The used versiqy of the Internet Protocol (i.e.

| Pv4 or 10 IPv6). Aspects described in sone of the problens above coul d

i ntroduce a variable path MU primarily due to user nobility. Another
source of vari apgedainM U(mé’agﬂmhtmhg Sl Me§s paptoddeHseh| ow ng
re-routing in_the |IP network. 15 Moreover, it 1S very likely that the

SAE/ LTE net worREHaE Y RESOSHIT 16t SR UL B le APSES - ﬁwa WHEFTLEYe®Pdlink in
the | P net wor&om@Eiiemtdel i thedpMiddetdnd s0 tloescdebe hétlothatetimv@erised by t he
| P Host in th - n served to be a problemhow to configure
the link NﬂLJ%é#@%f%?ﬁgggéfgggng?gﬁry, any reasonable default value that is
updated with path MIU discovery could be initially used. However, it

shoul d be3not 2 KEU PreYEded &ndsefatr Lidnhfliayeraen ovaytisledent at i ons
(for instanceigcdridecwal 58/ ingaiRways) that discard the nunber of |Pv4 | CWP
nmessages 25 including "Packet Too Bi g" type of nessages. Hence, it can be
assuned that end-tq.end t U di i.s..not used.in  _cas | Pv4.
This in turn T§§B§HF§13P$$%§ﬁ%gfb |%§9¥§g%%m§dﬂ%§ﬁﬁg¥ﬁgﬁﬂ% %ﬁq% ﬁﬁggproblens
associ at ed wi démssivciof thaegh@medtvicak; The fragnmentation in case of a

depl oynent as 30 illustrated in figure 1 can occur on different |evels
The used version of the Internet Protocol (i.e. IPv4 or
10 IPvs).

Aspects described in some of the problems above could
intreduce a variable path MTU primarily due to user
mobility. Another source of variable path MTU can be link

failures and the following re-routing in the IP network.

15 Moreover, it is very likely that the SAE/LTE network has the
shortest MTU on the end-to-end path.

Every link in the IP network has a defined MTU, and so does
the link that is used by the IP Host in the UE. It has been
observed to be a problem how to configure the link MTU in

20 the UE. Generally, any reascnable default value that is
updated with path MTU discovery could be initially used.
However, it should be noted that there are number of
configurations/implementations (for instance of firewalls/
gateways) that discard the number of IPv4 ICMP messages

25 including “Packet Too Big” type of messages. Hence, it can
be assumed that end-to-end path MTU discovery is not used in
case of IPv4. This in turn leads to a fragmentation in the
network and all the problems associated with such
fragmentation. The fragmentation in case of a deployment as

30 illustrated in fiqure 1 can occur on different levels

including fragmentation of end-to-end datagram,



i ncluding fragnentation of end-to-end datagram 7 fragnmentation of Si-U
datagram fragnentation of |IPSec tunnel datagram |f the SAE/LTE nodes are
made aware of the MIU supported in the SAE/LTE network, the network is
enabled to configure the 5 link MIUin the UE such that the fragmentation
In the SAE/LTE network can be avoided or at |east significantly reduced.

If this MU is available to the host in thhe UE, the stack in the UE is
able to provide the follow ng behaviour for reducing the need of
fragnentation in the network: 10 In case of a transport |ayer protocol that
has a Maxi numtrSguemtt iSiy e£VBS-8. dptapgRmp of haghentatdeanicf R8T ecei ve MSS
can be sel ect t onsidering the "link" MU configured by the

net wor k and, Egﬁgéltgﬁééﬁgﬁkatlon can be avoided aItogether or at least in

the SAE/LTE network 15 in. In case of a tran rt roto t hat
does not haveld RBG rﬁ@e&ﬁgﬁﬁ %?ezz“a(q@sé‘j"aﬁe Ogﬁ%ﬁ? H@YGEPE% ‘#é‘ nt
t he .transn1ttﬁd dﬁEfﬁWEﬂﬁ&ﬂmothe sl vactoidi egahled e ‘tbnfkdurdViklie

conf i gure HaNGe B8DE Cendd %%@E@&g{,rh&r;%@i n 49 bgeavoi ded at

| east in the upPE dlrec n-accordance w resent | nvention the
MIU support ed SAByLTlﬂelﬁt{tAEYrLkTEanebm‘kOJt@ds egnak| tepsto stml@l:_:carmieﬁol | owi ng

describes by gRARS.Qf f‘é)'?;“rﬁéchﬁ*é' Y§ £xAMRLAR ¢ Eﬁ@rxﬁmt gL Bt S HeO
signal ling of the ?lnk I'n"accordance with a first embodi ment the

link MTU i s $itgRAl Péd:heh U&“ N&naN:%e'é% VAT PRASL YRYEOgy Reha B he

Mobi ity Managewepéalding kHeMMeka 46 thiemeingaalibfditithe MBdwoernCept ual |y
represents the MIU supported by the SAE bearer service it is expressed

explicitl%b .qu hmggsé r“ﬂéfan%porE layer protocol that has a Maximum
Segment Size MSS e.g. TCP both the transmit and receive MSS
can be selected by the UE considering the “link” MTU
configured by the network and, hence, fragmentation can be
avoided altogether or at least in the SAE/LTE network

15 domain.

In case of a transport layer protocol that does not have a
Maximum Segment Size (MSS) e.g. UDP the UE can fragment the
transmitted datagram at the source according to the “link”
MTU configured by the network and, hence, fragmentation can

20 be avoided at least in the uplink direction.

In accordance with the present invention the MTU supported
by the SAE/LTE network is signalled to the UE.

The following describes by means of non-exclusive examples

different embodiments foxr signalling of the link MTU.

25 In accordance with a first embodiment the link MTU isg
signalled in a Non Access Stratum (NAS) message from the
Mobility Management Entity {(MME). As the signalled link MTU
conceptually represents the MTU supported by the SAE bearer
service it is expressed explicitly. The NAS signalling for

30 SAE bearer establishment and modification is illustrated in
figure 2. Hence first in a message 201 a Non Access Stratum

(NAS) message from the Mobility Management Entity (MME)



30 SAE bearer establishnment and nodification is illustrated in figure 2.
Hence first in a nmessage 201 a Non Access Stratum (NAS) nessage fromthe
Mobility Managenent Entity (MVE) 8 including a SAE Bearer Setup/

Modi fication Request and the Ilink MU In response to the nessage 201 the
UE transmts a NAS nessage 203 acknow edgi ng that the SAE Bearer

Setup/ Modification is conpleted. 5 In accprdance with one enbodi nent of the
present invention, the MVE signals in the NAS SAE bearer

setup/ nodi fication request nessage (or a simlar nessage) signals the |ink

MIU that canj : =.he L\.C in a
conplete or i ﬁ_ﬁ%ﬁﬁn%f §§E g%%%%&?%&@?%ﬁ%@%?k%%eﬁéy’& glﬁ& | ed
link MU can }37K iMi3t-adBerpeprdiie (6 the messpssseOiakhe R gpemsedtbyat he

fSAE/ LTE net vvomx? smedfralgeabos f@clzkr[tﬁg_\éﬁﬁkngdoﬁ‘iad tatheneae ﬁ@ap@riorhm I E’ )
ragnent ati on_of t .qrigjinal .end-to-end, datagramor any of the (neste
tunnel | i ng da%%%?pfﬁ@dégéﬁgéh?réﬁsnézof“ﬁ'ée'é‘?fa‘-to-end datagram 15 Once the UE
receives the link MIU for a particular SAE bearer at SAE bearer
est abl i shent Toradasdidaneat wotrh qrive egBodimentapyfl yheherssemalirewnkink, MIU f or
the particul agnSAmE %@?fﬁﬁif 1D AL Ypdagse E{léaltﬂ%ra!%g:ﬁﬁ&mcg_ 2188 of the

e adl o

present 20 invention, ink MU is signalled in a esource

Control ( RRC)¥$BES4gBeFPRAT affPTevolSiBd I R dEeP3@eNBFiaTats HeyAdrkedTPi nk MIU

can for exanptgadeapitpoéséme MO obeargiteFoabhi shnesddvmdistir-Gatéon

procedure and, can, 1 hgn OnL.‘é-n' mpl_i ¢l tjgy re reser}lt t he %{Igg%supe’or}(ed by

the SAE 25 belft &t CEPIFER. OTH BREAEEGRAIT B F 6P REAPOETET S twork.

est abl i sAffent Tncigneddadli JlmatMTin cas ot uisistained ba &eguie the I n

accor dance highest value supported by the SAE/LTE network such that the

network does not need to perform IP fragmentation of the

original end-to-end datagram or any of the (nested)

tunnelling datagrams encapsulating the end-to-end datagram.

15 Once the UE receives the link MTU for a particular SAE
bearer at SAE bearer establishment or modification, the UE
can apply the signalled link MTU for the particular SAE

bearer.

In accordance with another embodiment of the present

20 invention, the link MTU is signalled inja Radio Resource
Control (RRC) message from an evolved Node B (eNB)}. The
signalled link MTU can for example be part of the radio
bearer establishment/modification procedure and can, then,
only implicitly represent the MTU supported by the SAE

25 bearer service.

The RRC signalling for Radic bearer establishment and
reconfiguration is illustrated in figure 3. In accordance
with one embodiment of the present invention, the eNB
signals in the RRC Radio bearer setup/reconfiguratien
30 request message 301 (or a similar message) the link MTU that

can implicitly represent an MTU of a path for SAE bearer
service in a complete or in a part of a particular SAE/LTE
network as known to an eNB, The signalled link MTU can for

instance be get to the highest value supported by the



wi th one enbodi mrent of the present invention, the eNB signals in the RRC
Radi o bearer setup/reconfiguration 30 request nessage 301 (or a simlar
nmessage) the link MU that can inplicitly represent an MIU of a path for
SAE bearer service in a conplete or in a part of a particular SAE/ LTE
network as known to an eNB. The signalled |ink MU can for instance be set
to the highest val ue supported by the 9 $AE/LTE network so that the

net work does not have to perform |P fragnmentation of the original
end-to-end datagramor any of the (nested) tunnelling datagrans

encapsul at i ng SAELERdRe twprkndgodahayr i m@teerkhéotE nek diaves tehpetfarm MU

for a 5 parti gy %Eﬁgﬂé’ﬁ&ﬁ%ﬁr% ehe%ﬁﬁrﬁqateﬁa €§Ié’r%'cfabcr£%%m0 b

reconfiguration, e UE Is preferably set to apply t i gnal | ed I|nk MIU

for the parti @fl &he SHEEHEN et unppdding dart@ﬂé’é%ee{l%aﬁﬁél%aﬁgeﬁﬁit he UE

acknow edges tt'&)abnah@até@?ﬂinp BaakethSatr edBagenl tyer Btdlomus 6ol eted. 10
when confi urlqa‘rg‘l_adpnmn MU in the SGNand . the eNB, the _link MU is also
a propert él&ﬂfﬁ%.%ﬁ% Pearabnal rFa[OHé’ PERARRT hRT GHYS PFDF BT cal | y
this will resueconfigindciidie thea®bE tapatdferabii detinespgdle M for the
conpl ete domai C t S Us are
not 15 used in ﬁ%&%?ﬁgﬁgﬂﬂemr Eér %ﬁ%%%ﬁ%%ﬁgeégénbéﬁn% QEE{?/ITM‘T of S1-U
(X2-U) can be xpeperat| o ddwumedsageba0d theh Gt ackoowledasst $hakntket he

appl i cabl e overkgadped Pe@ GANPINRE WL E AR 1 BMRQAESRIM < 1Qfq .t he present
I nvention, the eNB-s having déefined X2- |nterfaces between thensel ves are

set to be 20 to the same adni ni str main a IP net wor k.
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variations of fﬂ%ﬁ B@&éﬁ&&“to. Typically this will result in that the

least capable link defines the MTU for the complete domain.
In addition, it can be assumed that very short MTU-s are not

15 used in modern IP networks. Therefore, the minimum link MTU
of S1-U (X2-U) can be generally assumed to .be in about 1500
octets minus the applicable overhead. In accordance with one
embodiment of the present invention, the eNB-s having
defined X2-interfaces between themselves are set to belong

20 to the same administrative domain of an IP network.
Similarly the corresponding S1-U instances in the UPE are

preferably made part of the same administrative domain.

Moreover, in order to avoid small variations of the MTU that
can result in worse performance in order to gain a few

25 octets for specific link, it is preferred to configure the
MTU of the administrative domain for each corresponding link
in the eNB and the UPE. One reason to configure the MTU of
the administrative domain for each corresponding link in the
eNB and the SGW is because a "“too big packets” functionality

30 may be implemented in eNB and UPE as is described below.
There are three fragmentation methods:

Fragmentation of end-to-end IP packet: This option is

possible only in case of IPv4 and only in case the “do not



can result in worse performance in order to gain a few 25 octets for
specific link, it is preferred to configure the MIU of the adm nistrative
dormain for each corresponding link in the eNB and the UPE. One reason to
configure the MIU of the adm nistrative domain for each corresponding |ink
in the eNB and the SGWis because a "too big packets" functionality 30 may
be inplenented in eNB and UPE as is deSC{dbed below. There are three
fragnentati on methods: Fragnmentation of ehd-to-end | P packet: This option
is possible only in case of I1Pv4 and only in case the "do not 10

f ragment” ( D"_f)ra@imtenbas(lﬂﬂt Hi@eRa§ ehot HKBMRY GGt . tﬁ&ﬁ@reﬁsﬁe_thak'@bﬁe of
I npl ementations_that do fragnmentation even if the DF bit has been set.
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The benefit of tuii ngmt: hee J@%@n%géigns %fs.e ngét \}gxncdomlepth acket,

| ndependent of séfting © bit as described a ove, 1s that the
reassenbl ¥ i sipdshedons tchervengahbstEU gligchuacy imekRvdr ektweolgs ces are not
spent on reassenbly. This is 10 applicable only in case SGVNand eNB are
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or if path MIU discovery is usegﬂon S1-U (fXZ- . Additi onaglé, the hosts
terminating t%kéﬁd-f’éqﬁﬁf‘dﬁw $° U0 N €5 PEghEnt3s 165 FFE98S TSR by

t hensel ves aceortengthe® fdexdemblky 15 pdHbecomnbi ghie exhd-tiostheahd rikerssoci at ed

wi th the hosts. Fragnentation.of - 2- ing.LP-packets: I|f
fragnment ati or?eltémgksg T Lf%ﬁsusgerg ?Gg‘gh%)negféeoyz 36%}3{%%133*%1 C'k(ré{'%‘sg')s i?l%hen
fragnent 3@ i orpefliSable (M W)nt ganel SEMEHdPeackee sconf igurgdetétlr echept i on

;L d_etng: L gaepﬁ&{;!skowmstmf@&&wpoh&sﬁ@cy He 3hsO Peoappldaedt ibucaseiof | Pv4
path MTU discovery is used on S1-U (X2-U). Additionally, the
hosts terminating the end-to-end flow may do the
fragmentation/reassembly by themselves according to the link

15 MTU configured for the link associated with the hosts.

Fragmentation of S1-U (X2-U) tunnelling IP-packets: If
fragmentation is a solution used to handle “too big packets”
then fragmentation of S1-U (X2-U) tunnelling IP-packets is a
preferred option if end-to-end flow is IPvé flow. It may

20 alsc be applied in case of IPv4 end-to-end flows.
Furthermore, the fragmentation may be left to the node that
interfaces the link with the lowest MTU on the S1-U (X2-U)
path in case of IPv4 path on S1-U (X2-U)}. In case S51-U (X2-
U) is IPvé path then the fragmentation can be performed by

25 the eNB/SGW. However, it should be noted that the most
processing and memory intensive process is reassembly and it
is therefore performed in eNB/SGW and for very large number

of flows.

Fragmentation of IPSec tunnelling IP-packet: The principle
30 is almost the same as for fragmentation of S1-U (X2-U)
tunnelling IP-packets. However, one difference is that the
reassembly has to be performed in a security gateway (SEG)
while the fragmentation may be performed in the node that
interfaces with the link with the lowest MTU on the S1-U



Furthernore, the fragnentation may be left to the node that interfaces the
link wwth the I owest MU on the S1-U (X2-U) path in case of |IPv4 path on
S1-U (X2-U). In case S1-U (X2- U) is IPv6 path then the fragnentation can
be perforned by 25 the eNB/ SGW However, it should be noted that the nost
processing and nmenory intensive process is reassenbly and it is therefore
performed in eNB/ SGWNW and for very | arge nynber of flows. Fragnentation of
| PSec tunnelling | P-packet: The principle 30 is alnost the sanme as for
fragmentation of S1-U (X2-U) tunnelling |IP-packets. However, one

di fference is(xbat) tgheh HLeasseabdfy Iraz TSke peniek mbdlenih kak d by
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interfaces w owest on the S1-U 11 (X2-U) path in

case of IPv4 I PSec tunnel while it has to he  perforned 3‘.5 the SEG in case
of I Pv6 | PSecMeuemeds. MyFr 8b5ePvemiread; ?@o%’?’&‘?%%n“ﬁé’ LT RERY dyges

different typgs mel dMEIcAHesGOVLivelnaimEl- yoeaﬂdtlmt&ndamﬁhswtéﬂj seavery,
Si-U5 (X2-U) path MU di scover and S SEG i scovery. For
end-t o- en t(gzliﬁbfiﬁtg’cmr ?\;%V?rﬁ"hgg‘? glg(é‘ %ﬁ’ Eﬂffaé e‘gend to-end I P
fl ow may run Ratboddty.di scovery. However, it should be not ed that there
are nunber of configurations/ 10 inplenentations (of firewall s/ gateways)

that discard gphe eﬁﬁ”@ﬁﬂedafpE€M4MT6m61§E%%§§?e§hérﬁ%lﬂaéﬂé tPagidcitro Bi 9"

nmessages. Hence it can be aSssuned that end-to-end path MIU discovery is
not used in ckbe ®rdimrendoiPt RECHHRF MWEnEFaFhH I&%‘%éilo‘%‘col"% Ko have t he

two 15 optiongteshHera i woeelTbhat thilQ agbehtmbdr &f deRfiGhiAtABTU each
| Pv6 Cap%RJe 9%8 eggﬁtééiéigpngt%1§Ewéfis9%StSQQyé "that discard the

number of IPv4 ICMP messages including “Packet Too Big”

messages. Hence it can be assumed that end-to-end path MTU

discovery is not used in case of IPvi.

On the other hand in case of IPvé, hosts have the two

1% options either to use MTU of 1280 octets (i.e. the minimum
MTU each IPvé capable node has to support) or to use end-to-
end path MTU discovery. Considering the problems related to
path MTU discovery for TCP it is preferred to apply common
S1-U (X2-U) path MTU in the complete administrative domain

20 of eNB-s anyway in order to avoid change of end-to-end path
MTU due to mobility. It should be noted that if common MTU
is not applied in the administrative dcomain of eNB-s then
allowed time-constraints for increase of MTU effectively
disable the gains from “variable’ MTU in the administrative

25 domain as the handovers are several magnitudes more

frequent.

For S81i-U {X2-U} path MTU discovery, the eNB and SGW may use
path MTU discovery instead of administratively configured
S1-U (X2-U} path MTU. As 81-0U (X2-U) are defined to use

30 trusted networks, it can also be assumed that the operator
has direct or indirect control over the handling of ICMP

messages and hence path MTU discovery can be used



end path MrU di scovery. Considering the problens related to path MIuU

di scovery for TCP it is preferred to apply common S1-U (X2-U) path MIU in
the conplete adm nistrative donmain 20 of eNB-s anyway in order to avoid
change of end-to-end path MIU due to nmobility. It should be noted that if
common MIU is not applied in the adm nistrative domain of eNB-s then

all owed tine-constraints for increase of BWU effectively disable the gains
from"variabl e’ MU in the adninistrativéd?25 domain as the handovers are
several magnitudes nore frequent. For S1-U (X2-U) path MrU discovery, the
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10 it could be considered that the MME is aware of the
configured link MTU in the eNB. If that MTU would be
available to the host in the UE, the IP stack in the UE can
provide the following behaviour that reduces the need for

fragmentation in the network significantly.

15 In case of a transport layer protoceol that has a MSS, e.g.
TCP, both the transmit and receive MSS can be selected by
the UE considering the “link” MTU configured by the network
and hence fragmentation can be avoided altogether (or at
least in the SAE/LTE network domain). In case of a transport

20 layer protocol that does not have MSS, e.g. UDP, the UE may
fragment the transmitted datagram at the source according to
the *“link” MTU configured by the network and hence
fragmentation can be avoided at least in the uplink

direction.

25 Considering the gains provided by configuring the “1link"” MTU
in the UE according to the MTU of the administrative domain
the eNB belongs to where the SAE bearer is established to
the UE, it is recommended to provide functionality to
configure the “link” MTU at the establishment/modification

30 of SAE bearer (e.g. included in NAS: SAE bearer
establishment/modification) according to the S1-U path MTU

known to the MME for respective eNB.



15 In case of a transport |ayer protocol that has a MSS, e.g. TCP, both
the transmt and receive MSS can be selected by the UE considering the
"l'ink" MIU configured by the network and hence fragnentation can be

avoi ded altogether (or at least in the SAE/LTE network domain). In case of
a transport 20 |layer protocol that does1 not have MsSS, e.g. UDP, the UE may
fragnment the transmtted datagram at the’?' source according to the "link"
MIU configured by the network and hence fragnmentation can be avoi ded at

|l east in the uplink direction. 25 Considering the gains provided by
configuring the "link" MIU in the UE according to the MIU of the

adm ni strative domain the eNB belongs to where the SAE bearer is
established to the UE, it is reconmended to provide functionality to
configure theLiiusnk” MIU at the establishnent/nodification 30 of SAE bearer
(e.g. included in NAS: SAE bearer establishnment/nodification) according to
the S1-U path M U..knQvue tcgng:pe“M}{E £ 1588 RRGkhue @M%N ;&,*&LAI M5 1. A

met hod of conflgurl ng the 11 nk maxinum trans SSI$ %l\glg) n a user
equi prent  (UEPRAABPEGIT & OSRReTIPBe N (VS A%SR CW t‘"é’EP iFe “BvBfution /
Long Ter m Evélyatém Areh{SAELEFHvaladion netaog KerghByabtitdenzed by the step of

si gnal | i ng tngamug?up d edchicl hensShRLIE R0 po Ee ttebhgs UE in one of a
Non Access Stratum (NAS) nessage from a nag ement Entity (MVE)

and a Radi o RASRATIEEY BTyl synsReye ﬁe%é@% ?’}Eo’llh THetP NB8e B (eNB).
10 2. The neuUBoih ameostli nFPohoActedisTeratiime (INAS )t maBspgs tfrbayer  protocol of

the Tink has a3, Mt MO 2RHER e 12§ (AP 2nd a Radio Resource

Contrel (RRC) message from an evolved Node B (eNB}.

10
2. The method according to claim 1, when a transport layer
protocol of the link has a Maximum Segment Size (MSS),
characterized in that the transmit and/or the receive MSS
are selected based on the MTU signalled to the UE.

15

3. The method according to claim 2, characterized in that
the transport layer protocol supperts signaling of receive
M3S and selection of transmit MSS.

20 4. The method according to claim 2, characterized in that
the transport layer protocol is Transmission Control

Protocol {TCP) or Stream Control Transmission Protocol
(SCTP),

25 5. The method according to claim 1, when a transport layer
protocol of the link lacks signalling of receive Maximum
Segment Size (MSS), charactarized in that the UE is
configured to allow fragmentation of a transmitted datagram
at the source based on the MTU signalled to the UE.



characterized in that the transmt and/or the receive MSS are selected
based on the MIU signalled to the UE. 15 3. The nethod according to claim
2, characterized in that the transport |ayer protocol supports signaling
of receive MSS and selection of transmt MSS. 20 4. The nethod according
to claim?2, characterized in that the]hransport | ayer protocol is

Transm ssion Control Protocol (TCP) or 'Stream Control Transm ssion
Protocol (SCTP), 25 5. The method according to claim1, when a transport

| ayer protocol of the link | acks signalling of receive Maxi mum Segnent
Size (MSS), characterized in that the UE is configured to all ow
fragnentation of a transmtted datagram at the source based on the MIU
signalled to the UE. 14 6. The nethod according to claim5, characterized
in that the transport | ayer protocol is UDP. 5 7. The nethod according to
any of clains 1 - 6, characterized in that the signalled Iink MU is set
to the highgstyyalug,sRRALLET. DY, NG RAE I hE-Ret0GEa &, AatiSer equi pment

. Fei= b

(UE) adapted fo connect to a System 10 Architecture Evolution / Long Term
Evol uti on (SkE? IFrERSPRLY dayeetRigtRe2hds BPRracteri zed by neans for
receiving data conprising the |ink maxi numtransm ssion unit (MrU)
supported by the SAE/LTE network, said neans conprising one of neans for
receiving the link MU in a Non Access Stratum 15 (NAS) nessage and neans
for recei¥ing.tte hetlkodVibeordiang Radiry REsclwioe LContd,0l (RRC) nessage. 9.

The user equLiBleltila AGCORA Mt 9142108 BuinkClS A 8LL 2601 chY means for

selecting a transmt and
highest value supported by the SAE/LTE network.

8. A user equipment {UE) adapted to connect to a System

10 Architecture Evolution / Long Term Evolution (SAE/LTE) radio
network and, characterized by means for receiving data
comprising the i1ink maximum transmission unit (MTU)
supported by the SAE/LTE network, said means comprising one
of means for receiving the link MTU in a Non Access Stratum

15 {NAS) message and means for receiving the link MTU in a
Radio Resource Control (RRC) message.

9. The user equipment (UE) according to claim 8,
characterized by means for selecting a transmit and/or

20 receive Maximum Segment Size (MSS) of the transport layer
protocol based on the MTU signalled to the UE.

10. The user equipment (UE) according to claim 8,
characterized by means for allowing fragmentation of a

23 transmitted datagram at the source based on the MTU
signalled to the UE,

11. A node in a System Architecture Evolution / Long Term
Evolution (SAE/LTE) radio network, characterized by means



20 recei ve Maxi mum Segnent Size (MSS) of the transport |ayer protocol
based on the MIU signalled to the UE. 10. The user equi pnment (UE) accordi ng
to claim8, characterized by neans for allowi ng fragnentation of a 25
transmtted datagram at the source based on the MU signalled to the UE.
11. A node in a System Architecture EvoJution / Long Term Evol ution

(SAE/ LTE) radi o network, characterized nmeans 15 for signalling the MU
supported by the SAE/LTE network to a User Equi pnent (UE) connected to the
networ k, said neans conprising one of nmeans for signalling the link MU in
a Non Access Stratum (NAS) nessage and nmeans for signalling the 5 |ink MU
in a Radio Resource Control (RRC) nessage. 12. The node according to claim
11, 'characterized by means for setting the signalled link MU to the

hi ghest val ueforSyppaailieflg byhd ey SAIhdoEted @iywonk . SKEOLTE network to a

User Equipment (UE) connected to the network, said means
comprising one of means for signalling the link MTU in a Non
Access Stratum (NAS) message and means for signalling the

5 link MTU in a Radio Resource Control (RRC) message.

12. The node according to claim 11, characterized by mcans
for setting the signalled link MTU to the highest value
supported by the SAE/LTE network.

10



