BASE STATI ON METHODS AND APPARATUS FOR ESTABLI SHI NG
CONNECTI ONS RELATED APPLI CATI ONS [ 0001] The present
wappizigatss on cl ai ns the benefit of U S. Provi sPOmAiS2006/039043
Patent Application S.N 60/725,589, filed on Cctober
11, 2005, titled "WRELESS TERM NAL METHODS AND
APPARATUS FOR ESTABLI SHI NG CONNECTI ONS AND BASE
BASEISTWETONDS EAHO DS AND AFP ARR TS FOR BSTABLISHING
CONYHUQTTTONS, which is hereby expressly incorporated
by reference. FIELD OF THE | NVENTI ON [0002] This
nt.ion relates to comuni cati ons system and, nore
' ods and apparatus for
establishing connections in wireless, e.g., cellular,
comuni cati ons networ ks. BACKGROUND OF | NVENTI ON
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ran ed in a hierarchy. Access Authentication and
HNOANDABAPESTAHON METTHOBSAMBI APPARATUS FOR
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refeeancet y and access control purposes. Access nodes

frequently have a secure link with an AAA server in
cases where such servers are used. The secure |ink may

eI ORUBRRORASVENTIBAe nodes in the hierarchy. [0004]

'Cmm‘s—ry'p'r'mﬁl'y—rranage access sessions in IP

net wor ks usi ng the RADI US protocol and associ at ed
the future, AAA systens may be

e
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gain access to an operator network, for theduratrion of
cammpicatiensedwods, the | ocal Access Router normal | y

i ssues one or nore RADIUS Access- Requests to an

-Aut henti cati on Server to-authenticate that- user based - -

BACKGROUND OF INVENTION

[0003] Communications system frequently include a plurality of network nodes
which are coupled to access nodes through which end nodes, e.g., mobile devices, are
coupled to the network. Network nodes may be arranged in a hierarchy. Access
Authentication and Authorization (AAA) servers are nodes which are normally placed
relatively high in the network hierarchy. They normally provide information used for
security and access control purposes. Access nodes frequently have a secure link with
an AAA server in cases where such servers are used. The secure link may be through

one or more nodes in the hierarchy.

[0004] Operators typically manage access sessions in IP networks using the
RADIUS protocol and associated RADIUS AAA servers. In the future, AAA systems
may be based on new protocols such as DIAMETER. In a system using a RADIUS

AAA server, when a user attempts to gain access to an operator network, for the



on its identity such as a Network Access ldentifier

(NAI'). The AAA database typically has stored the
woOdermo4ti4es of those users allowed to access i PETARS(061039043

along with the services features they are able to

i nvoke. V\hen the user is successfully authenticated,

its ac es ort on the access devjce is.canfi ured
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n@ﬁé@éﬁnﬂg%ﬁg‘%?ﬂFlrth@ééi;@mémmvﬁﬁquest to authenticate
and authorize the Mbile Node. The AAA M profile and
security state is then passed fromthe AAA systemto
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[0006] MNs may change their point of network attachment, e.g., as they move
from one cell to another cell. This involves changing the MNs point of attachment from
a first access node, e.g., a first router, to a second access node, e.g., a second router.
This process is commonly known as a handoff. As part of a handoff the MN's
CoA/CCoA needs to be updated and then transferred into the HA using MIP signaling
so that packets are redirected to the MN via the new Access Router. As part of handoff
process, it is necessary to transfer at least some of the first access router's state
information corresponding to the MN involved in the handoff to the new access router

so that the MN service is not interrupted. This process is known as State Transfer. State



i nformation corresponding to the MN involved in the
handoff to the new access router so that the M
weenwiaei4ss not interrupted. This process i s KROWMUSA®G6/039043
State Transfer. Statetransfer may include, e.g., the
transfer of AAA profile state information that was
previously delivered via RADIUS to the AR, at which
tansfavmnaydoelude, s sthe fraedenns fobdl profile slasoinfaation thatiwas
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BV oipthch fori g s Shodso i FEER ook pafergantprie Py ale rreiated
Wi 418 PdbRIB RIS d fOBPRINGré Ab&O cal | ed a bi ndi ng)
between the MN s pernanent address, otherw se called

Hone Address (HoA), and the regi stered CoA so that

pac E@ f OMOEHQ?P mr&%ﬂs ﬁ) ?m% g)g eﬂgcf %\% zgsCM![lss§4 Mﬁvﬁfand MIPV6

- loc usi ng encapsu ni ‘ques-

[MIPR6E |en5]gés a HoBilEadieudEN) byre@isM\it@&Ehﬂ@@rﬁ ocat o ﬁﬁi$cated bya
In an Acces

t hat b t . F

%%9%% C{W%zé%gtpiﬂﬁ 13515'% %tgeafr(HA) %h thgn k@%@@rramngg (also
AR E PR ACHARA OV plhinkiClirest MBS ARREHEme pddress
(2174°B mfd thd dﬁv@ﬁsre(i Codvyo. thatymckets fathatddis|canbe oechmplled ésits

P B 1 S R RE So RBST L PRy ne
daR N GEaRs@idt Bbh@%o W‘f'o&elQﬁSAgcmt (FA) in an Access Router when
MIPv4 is used or it can be a temporarily allocated address to the MN itself, from the
Access Router prefix, in which case it is called a collocated care-of address (CCoA).
The latter model also applies to MIPv4 while it is the only mode of operation in MIPv6.
Note that for the purpose of this document the terms CCoA and CoA as well as
Registration and Binding Update (BU) are interchangeable since they are the
corresponding terms for MIPv4 and MIPv6.

[0009] The smallest possible MIPv4 compliant Registration Request message

includes at least the following headers and fields.



Regi stration and Bi nding Update (BU) are

i nt erchangeabl e since they are the corresponding terns
wobano7MuPMd and M Pv6. [0009] The snal | est possPOTAIS2006/039043

M Pv4 conpliant Registration Request nessage incl udes

at least the follow ng headers and fields.- |IP header

(at least 160 bits long) - UDP header (at |east 64

bits long) The UDP header is followed by the Mbile IP

fiel dslplﬁemrpgh@g“({(ﬂ;ltsllsﬁg 192 bits long) 01 2 30
12345 90123456789012345¢617
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R e
Type 1 (Registration Request)

S Simultaneous bindings. If the 'S’ bit is set, the mobile
node is requesting that the home agent retain its prior

mobility bindings.

B Broadcast datagrams. If the 'B' bit is set, the mobile
node requests that the home agent tunnel to it any

broadcast datagrams that it receives on the home network.



node requests that its hone agent use m ni nal

encapsul ation [34] for datagrans tunneled to the
woubi7iee71asde. G GRE encapsul ation. If the 1G BCI/US2006/039043

set, the nobile node requests that its hone agent use

GRE encapsul ation [16] for datagrans tunneled to the

mobi | e_node. r, Sent as zero; .ignared.on reception. T
R er SPWH@PF’B YFE’E’E}E;@,‘P@%;H}]%’S@)nﬁgéFSS%&%; i gnor ed
on re ileQfode Wil REdIPBecAPQIA BREEraRk vARAPAES T emai ni ng
before the registration 1s considered expired. A value

of zementitnthecatresf addresqudbat is,¢he vebidghederiati on. A

value of Oxffffindicates,.infinity. Hone Address The IP
addr e&l%@wcﬂﬁ‘gfarYS'oﬁg%ckéssr—bne Agent The | P address

of the nobile node's hone agent. Care-of Address The
| P address for the end of the tunnel. Identification A

64Mpi t Mimwakencapsvlatione tidhe B¢’ Rits seoliiei@otilsde, used
for "%ﬁ@&é&@aﬁ%ﬁﬁ% ?%%??%éﬁ?g%erﬁﬁﬁmm th Registration

Replies, a pro g agal nst replay attacks of
r egi stenedpsolation §3j fesdatdsxdreniinoeled {cathe nedsle 176 bits

| ong) Tge fixed portion of the Registration Request is
fol | oW88°by one or nore of the Extensions.

G GRE encapsulation. If the 'G' bit is set, the mobile
node requests that its home agent use GRE encapsulation
[16] for datagrams tunneled to the mobile node.

r Sent as zero; ignored on reception.

T Reverse Tunneling requested;

x Sent as zero; ignored on reception.

Lifetime
The number of seconds remaining before the registration
is considered expired. A value of zero indicates a
request for deregistration. A value of 0xffff indicates
infinity.

Home Address

The IP address of the mobile node.

Home Agent



An aut hori zati on-enabl i ng extensi on MUST be i ncl uded
in all Registration Requests. 01 23 01234567
we 200741142 3 4 56 78 90123456 7 89 0raTASINNpO39043

| Length | SPI . . . . . . . SPI (cont . ) |

Aut henticator . . . Type 32 Length 4 plus tge nunber
of byt e Authentjcator.SPl Security Paraneter

| ndex %ﬁ w&gﬁss oAthegpaki l?enqd@érhpmae@nt Aut hent i cat or
The default authentication algorithmuses HVAC MX5 to
conpute a 128-bit "nmessage digest" of the registration
medsegyef Addrebent i cator Extension 0 1 2 30123 456
78901234567890123456789011

Type | Length | SPI .... +-+-+4- - 1-- +-+-+-+ +-+-

+- - b ThP dddtest for the endrofthé puriett - +- 4+ F b F SPI
(cont.) | Authenticator ... 1) 11210 1i 11
111-(1--+-11!I--)11 Type 32 Length 4

pl ‘fc?en'iiﬁ@atfb‘ﬁ”ber of bytes in the Authenticator.

A 64-bit number, constructed by the mobile node, used for
matching Registration Requests with Registration Replies,
and for protecting against replay attacks of registration

messages.
Extensions (at least 176 bits long)

The fixed portion of the Registration Request is followed
' by one or more of the Extensions.
An authonzatlon-enablmg extensmn MUST be 1nc1uded in

all Reglstratlon Requests

0 1 2 3
01234567890123456789012345671789201
i e e e e e e T e e kot Lo eyt S SR U
| Type | Length | SPT .
R B e o e e e o T (LTt FUt R A S S
. SPI (cont.) | Authenticator ...

L e e e et e e D e ot T IRt NSO WY

Type
32

Length
4 plus the number of bytes in the Authenticator.



SPI Security Paraneter Index (4 bytes). An opaque
identifier. Authenticator The default authentication
wabkgorutiam uses HVAC-MD5 to conpute a 128-bit POESS2H6/039043
di gest” of the registrati on nessage.[0010] The
smal | est possible M Pv4 conpliant Registration Request
nessage shown above is 592 bits | ong which can result
in inefficient use of resources when it has to be
trgpsmtted over a wireless |link for the purpose of
regi stration and handoff. Note that in practice
t ypi caBedutrity Banametshr iladex (Rbyies) ram PRAYURequest messages
are signif% ntly larger than the cal cul ated m ni mum
val ue bd@mggﬁﬁ'nininun1value is used for illustration
pur poses. [0011] The smnal | est possible M Pv4 conpli ant
Rggistration response nessage includes at |east the
f hutbentiegtoneaders and fields. - | P header (at |east
160 bit / I t 64 bits |ong)
The UDPSFﬂé‘f\‘Q%%‘“IF %%t’lle%&gﬁﬂ%éfﬁt BRbbi e 1P fields
shown beHMACLHDS toasmplit® LISt 'mesgageddiges?’ 3 0 1 2 3

4 56 7 8 0123456789012345678%S0

11 1 1 Pfthefegistjatipnmessaeey 1 1 1 1 1§ 11 HI Type |
Code | Lifetine | ) Hone Address | | Hone Agent | | |
+ ldentification + -i- - - t- i- )- i- 1I-1i-1i-1-1i-

Authenticatpr-Extension - j- - )- - j- t- |- i- I- 1-1-i- |-
0 1 2 3

01234567890123456789012345¢67829°01
o L e T T e k k et L R L L S e el e E el
| Type | Length | SPI
Bt LT e S e Sk b ek St P LR LR R L e e el e Ll
.. SPI (cont.) | Authenticator ...

B e ok e ek T e e e B TR T E LR EE TR T ol

~ Type . .
32

Length
4 plus the number of bytes in the Authenticator.

SPI
Security Parameter Index (4 bytes). An opaque

identifier.

Authenticator
The default authentication algorithm uses
HMAC-MDS5 to compute a 128-bit "message digest"

of the registration message.



| Extensions ... Type 3 (Registration Reply) Code A
value indicating the result of the

weegi7auriasi onRequest. Lifetine If the Code fi ePdT/US2006/039043
indicates that the registration was accepted, the
Lifetine field is set to the nunber of seconds

o B0 "o RRS SReE b’?%%?%l%%ﬁvﬁﬁﬁ OOEi R T mpst message
Wﬁaﬁ%@é iPRnHifdes BicB lc8fl restit Mtindicidnt G b rebduildes a¥1R8 it has
infinity. Home Address The | P address of the nmpbile

torweansmm@ Qﬁ\’gelel’Bh?éS link fordherwpede affegisiionand ardodf. Note

D et i b e sl ) FoeBifafibd RENTRERCABEE dhe”

siReifich@By lapged tHa@thacadhudatd Agniama nte bﬁrshﬁlymﬂﬁmamM&hmﬁS used
i stration nessages. Extensions (at |least 176 bits

fqréﬁl@)traqr%ppqug‘d portion of the Registration Reply is
foll owed by one or nore of the Extensions. An
aut hori zati on-enabl i ng extensi on MJST be included in
al I[oREQi s ThasmeliesRpqrsibbsMARY hembplizat BegiBixatamaesponse thessage
56789012345

iglidegegegy ooy ket fete R

(cont . ) | Authenticator

- IP header (at least 160 bits long)
- UDP header (at least 64 bits long)

The UDP header is followed by the Mobile IP fields shown below: (at least 160 bits
long)

o - 1 2 3
0123456789 01234567890123457¢678 901
B T ek ik ek ke e e T e e e s et it el L s Sl A

Type | Code | Lifetime
R e S e i ket R E e B T e L L EE TR Dt R e
Home Address
B ks ks ek s e S R R e e e e A T S T Lt Lot L Tl et et e b

Home Agent

Identification

e Tt R R e e tt e L e B R R E e e e e e

l |
+ +
] l
+ +
| |
ek T T T T e ket L L L L R L e S e e T
| l
+ +
| l
+ +
| Extensions ...

+

Type 3 (Registration Reply)

Code A value indicating the result of the Registration



Type 32 Length 4 plus the nunber of bytes in the
Aut henticator. SPlI Security Paraneter |Index (4 bytes).
wanopaguye i dentifier. Authenticator The def auPtT/US2006/039043
aut henti cation al gorithmuses HVAC-MD5 to conpute a
128-bit "nessage digest"” of the registration nessage.
[0012]  The snul | est possible M Pv4 conpliant
Regi stHePYn Response nessage shown above is 560 bits
| ong which can result in inefficient use of resources
when it has to be transmtted over a wireless link for
t heifgimpose of registration and handoff. Note that in
practice typical MPv4 Registrati on Response nessages
are significantly larger than the cal cul ated m ni mum
val ue 1bie Gaiedidld HdBates iak 4R registiaech way i1l ustration
pur poses. [0013] Also note that as it is well know to
per sorscesied, thejlifstinggBeld dg set fonihe appbpealt possi bl e
Mobi | : [ i ndi ed
(equi \e/sg#(g’}rél1 r%%@l&@ﬁ%l)blggojggggr?@%?%@g%e ésé%géggt) is larger
t han tdxpirsdrallvahie qiesiihdieatdd fRatithe amblile ante

Regi st rati onRequest ssage.,  Finall.ly note that as it
e Dol b FeeiseredoAsY ¥ 91 G loalSar . the
snal | ggnipessi bl e Mobile 1 Pv6 (M Pv6) conpliant
Bi ndi ng Ack (equivalent to a M Pv4 Registration
Response) is larger than the small est possible MPv4
Li a/gd&j Regi strati on Response nessage [0014] In view
K& 0%8 di scussion, it should be appreci ated t hat
there is a need for new and nore efficient nethods of
i mpl enenti ng the establishnment of network links to
accessHhgddagdress phibe mpbde 8pde nobil e node initi al
registration wwth a network, a handoff to a new access
node or in other cases where a nobile node enters a
nelome|Agent

The IP address of the mobile node's home agent.
Identification
A 64-bit number used for matching Registration Requests
with Registration Replies, and for protecting against
replay attacks of registration messages.
Extensions (at least 176 bits long)
The fixed portion of the Registration Reply is followed
by one or more of the Extensions.

An authorization-enabling extension MUST be included in

all Registration Replies.



SUMVARY OF THE | NVENTI ON [ 0015]1 The present invention
is directed to nethods and apparatus for establishing
woamT@ati4ons bet ween wirel ess term nal s and aceesaS2006/039043

nodes. [0016] Various nethods and apparatus of the
i nvention can be used to establish comunication |inks
wWith one or nore nobile nodes. Established |inks can
be used to support comunicati ons sessions with one or
ARh&niRAGr PQRBSone 9., nobil e devices. [0017] Various
novel features are directed to nobile node nethods of
cofitrol ling the esthblishment of ini#tial links to a 3
firsti acress saode. s @ her f eat wessar e dixyeciedsto d beo 1
estaplishnment of a new.ljnk as part of ampbile,node, .,
handoff froma first access node to a second access
nodle duFY®fy a hdndof °B8F&Y atiln usi ngSH ghty- ef fi ci ent
nessages--ahd+si-ghal + -+ 0048 + Hi-ghky+ ef ki client+ neSSAGeS +-+
often far s gLt ey Eqan mobi | e |1 Pv4 qr,. | D6 nessages
that m ght be used to perforn%sinilar tasks are
gehetrdr &d, - tusett tanhd" St ot ed i ntdctordance wirttrtvartdas ot
enbodi ments of the invention. [0019] While sone
features are directed to wireless term nal nethods and
app#Pat us, as well as to novel nessages of the
i nventi@n stored in a wireless termnal, other
features are directed to novel access node nethods and
apparatus.[0020] The invention is also directed to
dat a storage devices, e.g., nmenory devices, which
st b¥8M®ne or nore of the novel nmessages of the present
| nvent | 9Bis02ddhb A bl NAne AdiieRoANd benelits of
the preséent 1 nvention are discussed 1N the detailed
description which follows. BRI EF DESCRI PTI ON OF THE

NGS [0022] Fig. 1 illustrates a network diagram
of exenpl ary commruni cati ons systeminpl enmented in
accor dageegrity Habarhdier OGS Bytés)V Btdpadue [ 0023] Fig. 2
illustrates an exenplary end node inplenented in
accor danédendifieh t he present invention. [0024] Fig. 3
illustrates an exenplary access node inplenented in
accordance with the present invention.

Authenticator

The default authentication algorithm uses
HMAC-MDS to compute a 128-bit "message digest"

of the registration message.

[0012] The smallest possible MIPv4 compliant Registration Response message
shown above is 560 bits long which can result in inefficient use of resources when it has
to be transmitted over a wireless link for the purpose of registration and handoff. Note
that in practice typical MIPv4 Registration Response messages are significantly larger

than the calculated minimum value but said minimum value is used for illustration

purposes.

[0013] Also note that as it is well know to persons skilled in the art, the smallest
possible Mobile IPv6 (MIPv6) compliant Binding Updated (equivalent to a MIPv4

Registration Request) is larger than the smallest possible MIPv4 compliant Registration

10



[0025] Fig. 4 illustrates an exenplary Server Node

i npl emented in accordance with the present invention.
wpQOZBU7IHEg. 5 illustrates an exenpl ary Home Agemuszme©39043

i npl enented in accordance with the present invention.

[0027] Fig. 6 illustrates an exenplary reduced size IP

KGR Seed BUBRT Ae ohaths il nel kapudd arroemetpiodry the e, the
nedlesigsbssibie ' ' '
snedlesigidssibeavVibbile Y6 SMIPHG) Qﬁmbﬁéﬁ%ﬁ(ﬁng?ﬁfgg@iﬁalﬁt éco a MIPv4

I mpl ement ed according to this inventio

Regisiepfipn Respanse)ip laigsy thanghe smaldespposstleddPyhcompliant
%ﬁfaﬂﬂﬂ%gﬂﬂfﬁsg&egﬁ pr esent invention when an end node
transition Pom ohe- access node to anot her ‘access

node. DETAI LED DESCRI PTI ON [ 0030] The met hods and

app tus of .the present invention for establishing .

| nﬁ{(ﬁﬂﬂ BT ng‘é RReYa fisnvssien ibdheskibenptesiatedibiat there is a
TRBE® R rlew AT e G 8 di i b R

nodes, e.g., nobi dégl‘gzr\lﬁﬁgoé% ,0?tg}g%l@%ltgﬁtﬁ@%e\%Stflﬁ%mg%fnetwork
links ¢peacsssorwdntini thatasons a syobile mode fritial eogdstition With a network, a

in ion can be used.with syste whi ch support
HBAEF e QR heosad e ietberEonihne Adneiile apRbRuters a new call

conmput ers equi pped wi th nodens, PDAs, and a w de

variety of other devices which support wreless
WMMMt s of device nobility. [0031]
Fig. 1 illustrates an exenplary comuni cati on system
100 i npl enented in accordance with the present
i nvi8615jon, The pgesentaineattion iodir Gty M ERSds @R BEHIMLK for
v¥h' ch.conpri ses S plurality of nodes interconnecte y
°g SMH}&%HPB%’HF BiRgen Riglsss tepmingls and apgsisangdes.
conmuni cati on system 100 exchange i nformati on using
signals, e.g., nessages, based on comrunication
pr ol08t@l s Vasiogs methods bumt mplamtuerfah@m&bnt(an%)ag bEheed to establish
muni catj.ons |jnks of the system 100 nn e
SR BiaHPL A with 98 arere il giodps destatiishiet liggtcae be used to
sopdkte®mraRdéfondssilofs ith QREH AL dfNddbE %.LQ?,' AR deliGs.
-~ exenpl ary comuni cation system 100 .includes’a ~~
plurality of end nodes 144, 146, 144', 146', 144",
1465 [ . 0 nication .system vi
o dogl 7y SapPEE AR AR B oo mefods of
controlling the establishment of initial links to a first access node. Other features are

J)

directed to the establishment of a new link as part of a mobile node handoff from a first
access node to a second access node during a handoff operation using highly efficient

messages and signal.

[0018] Highly efficient messages, often far shorter than mobile IPv4 or IPv6
messages that might be used to perform similar tasks are generated, used and stored in

accordance with various embodiments of the invention.
[0019] While some features are directed to wireless terminal methods and

apparatus, as well as to novel messages of the invention stored in a wireless terminal,

other features are directed to novel access node methods and apparatus.
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140". The end nodes 144, 146, 144', 146', 144", 146"

may be, e.g., wireless communication devices or
woeoorioaal4s, and the access nodes 140, 140', 140LTMBY006/039043

be, e.g., wreless access routers or base stations.

The exenpl ary communi cation system 100 al so i ncludes a

nunber of other nodes 104, 106, 109 110, and 112,

usetPORl pridilaventinn &s lemdiercisd/p @9“&@ Orgp SSVIRER fal-» TemOTy
RPRE fwl'lﬁclrc'ﬁ&é'o‘ﬁ@ or Rlord HRE hORS mes Bf he gkééenttﬁ@entlon

exenpl ary communi cati on systen1100 |nc ud Server

104, used to support transfer and storage of state

Al QaFl e d SR R begefl ot ity ey Fispsea i

thd défﬁyedt&s@npmhwlch flowdi Nng both AAA server
functionality and Context Transfer server

functlonallty [0032] The Fig. 1 exenplary system 100
: e - f,lwp gdes the Server 104,

v e—rrode 106, all of which

are connected to an |nterned|ate networ k node 110 by a

corr n etwork |ink 5, 108, and 107,
r esﬁ@@g 311 1 Harates wpohiars légrﬁ@t%ﬂ@ﬁaa@rmwwﬂ@ns
&Eﬂ’{q&l?: ot iR QcfraM e %ﬁtﬂ%@?&@&ﬁ%&énﬁbﬁy to networ k‘

odes at are external fromthe perspective of the
network 102 via netmork link 111. Network link 111 i's

i U6 R B oo e v

%@&ﬁﬁﬂﬁ@ﬁﬁmi40 140", 140" via netmork links 141,

141" respectlvely. [ 0033] Each access node 140,
140 140" is depicted as providing connectivity to a
plu ' y e
PSP 394 ISR EPRES iy 0] podet i st
withits peesét, indehfipn, (145", 147'), (145", 147"),
respectively. In the exenplary connunication system
100, each access node 140, 140', 140" is depicted as
St 2] ¢ THESPURSEABONAR mpfard Serveh NBUEFApIBFERES in accordance
lin 0 provi de access. radi o coverage area, e.g.,
withnthapresentiioventionl | , 148, 148', 148" of each access
node 140, 140 140" respectively, is illustrated as
acircle surrounding the correspondi ng access node.
[ 00fR6] herig xeimbtadiys SOHRUMPIAATH R Ayat aoddBblédented in
subsequent |y used as a baS|s for the description of
apearFiants Vel bE PREREISIYItORe | nvent i on. Al ter nat i ve
enbodi nents of the invention include various network
t opol ogi es, where the nunber

[0027] Fig. 6 illustrates an exemplary reduced size IP registration message

implemented according to this invention.

[0028] Fig. 7 illustrates an exemplary reduced size IP registration response

message implemented according to this invention.
[0029] Fig. 8 illustrates exemplary signaling performed in accordance with the

present invention when an end node transitions from one access node to another access

node.
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and type of network nodes, the nunber and type of

access nodes, the nunber and type of end nodes, the
wounoiyen7iand type of Servers and Hone or ot her AQEMIS3006/039043

t he nunber and type of links, and the

I nterconnectivity between nodes may differ fromthat

of the exenpl comruni cati on system 100 depicted in
W%Mi ous enbodi nents of the present
i nvention sonme of the functional entities depicted in
Fig. 1 may be omtted or conmbined. The | ocation or

pl affédeht T ndikeds ahdapparatus bf thetpresemtgnyentioh domestahtisiing link

al so be varied. [0036] Fig. 2 provides a detailed .
o e E OIS 2eSE S ee y~CHa SHBS! g gegfont seons with
OB Bl hrd\@fienodedR. £ MBHbiRAIdviteRaR be ABsEWMh b RvildRnge of
present invention. The exenplary end node 200, )
campiuricationhsystegns. For pxample thednyaionspr be viedavittosystemsayhich

Tl LTS A58 A BGRB9S
matleiRBEPPAY, and acwiile datiemytof othee devricksnadeh AppoitRvitalele snterfaces in
rocessor,_ 204, a w.reless comunication interface 230,
e piapsty SRR nt er f ace 240 and menmory 210
coupl ed toget her by bus 206. Accordingly, via bus 206
t he various conponents of theend node 200 can exchange
i nf 9034k i dhg. lsillgstedtes armkenplany caihmuoisapemsystes MMimplemented

i]i% %cgci’oacga%gé Wgtggﬁﬁehérdéo Fln\;[eg@%l’g?%vnﬁgc%%l%g g%rg@%n{cgt%’ﬁ EeCEwork, which
ORI Lttialify dfioded Ak cehdecied BY B@tmuaiJARERNAMKSMNOes in the
which the internal conponents of the end node 200 can
exgnplagheprmBRirgiionsivgieal S0 echangminierasting using slgneds, 8:8d

. C :
e R e S L Tu
comhaunidatiddLlinlistdf tlee goteneBjfomdy bgingememehFonetaarpia uding wires,

nd a.transmtter circuit 234 with correspondin
(e Gob R P AT SHFRISSS SamerdBipafigs fe%weﬁgﬁfér@eew
BRARI GG o QyEH8 00 RRIVRE K E)gg%lg?of%n&mde\é'mw 46?'}]‘3@,3 146°, 144>,

comuni cat i ons. channel s. -The exenplary e hode -
1260 velliglpadcnsd thel esmmunizetion system view deraiynf ageegs podes 140, 1407,

R O e B0 10 9BE 4T 2 R e s o

coftin@ini@tien déHcesldruermibialsant M Hobaystiobes DRY il 6@ 180 2may be, e.g.,
244 can exchange information, signals and data with

vgtahess ageenpisvETE or base stabiors,d hp sgenplery appynypeation system 100 also

N / i _ .

RN A o G AREE B0 0o, 206117 Wrovi

interconnectivity or to provide specific services or functions. Specifically, the

exemplary communication system 100 includes a Server 104, used to support transfer
and storage of state pertaining to end nodes. The Server node 104 may be an AAA
server, or it may be a Context Transfer Server, or it may be a server including both

AAA server functionality and Context Transfer server functionality.

[0032] The Fig. 1 exemplary system 100 depicts a network 102 that includes the
Server 104, the Home Agent node 109 and the node 106, all of which are connected to
an intermediate network node 110 by a corresponding network link 105, 108 and 107,

respectively. The intermediate network node 110 in the network 102 also provides
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associ ated devices 242, 244 provide a nmechani sm by
whi ch a user can operate the end node 200 to
wacowrpli4ssh various tasks. In particular, the BEEMUS2006/039043
i nput device 242 and user output device 244 provide
t he functionality that allows a user to control the
end node ,200 a Ilggtlons

G ioF BIERHE AR B! 6 RUEPB oM A oraecti g g network
16D 9iaRERS¥ 114k Q 19/ NéthRriensk NPUR cRfbetddd6 ARdthdiiatermediate

processor 204 under control of various npdules, e.g

network neds, 11|2nwhwh&3dovlﬁeﬁ'i%ﬁb¢13ﬁmwtwﬁm¢ apBurdpe pé@q%ﬁs ngydes
n ode 2 0 ing and
1%.;?? gg“gg“%%leg‘("r%glélggy Lr e apBLRRR T 19 B
menory 210 are executed on startup or as called by

andO0FYnaacluissn aRee d o IO SoCcmecCis SEOU R SOBREN iy

t@erglu!rdﬁ{‘rg Bf‘ﬁte'nﬁ %o&@é 4@ Xﬁ%gt(?%} enzgs ﬁﬁi@?ﬂ’_"zg% "3 respﬁctlvely, via

ode
corespending accesd links (ﬂ%lléﬁbél%ﬁ ,s]@’h)a(]%{jl Wﬁ),rrcﬂpecmw én the
212 and signal i ng/ t d 214, v
oS TGRIAD IR BRTIOR sH 100 p8h Apest ede g ha T40 is depicted as

uSigp %@lés@f&cﬁﬁkﬁoﬁ %Cgessﬁllrélgssra@béﬁ !llﬁEs &@pﬂo@ﬁ@'a\éédﬁg Ao
sending signals, 'e.g., nessa manage

cofesaget aged, nfgercmmwa@pm @ﬁéle 1%‘ e1t4|8| ,e1\4§ T of eagh acgetss node 140,
lg(g’g Eg e Iregﬂect%\%r&égqﬁﬁé tte%r g len&%m{dl%% Qhe' &‘Heg;goglgﬁl§eaccess

ssag a connection r
nf@ssage 660, an I P reglstratlon nmessage 800 and an I P
regi stration response nessage 900. Messages 800 and
900 may be reduced e.g., small size, nessages of the

. . . o
RIS R SRS IR0 LR
basigl fdveéhades styes azﬂwanhusaambcgiememtapédlean‘eb/nupn résléarhating.
t
SRRt prtcRdn g n3E TG e g Lol Y fymber

afld Gjpe P AR R des, thb AlthbedHd tPpe Ot dt8Essinaliey, fRlnu@iber and type
relating to operation of . the end node.- In rpartl cul ar

" of ped mc@a,atm b dypeckf Serersanakioma oF oifer Agents, the mimber
8 gﬁ)te% %Hd 't}{y 51{190@1\’?@7 Qetyieel] ?nbd(?&'}g nyp? ¥+ from that of the
ific a O r TTH

i on o era
ekétﬁplﬁfyﬂddnﬁﬁurﬂ&zﬁlon%ygem Mmfdapimtdl 1ﬁrF1gklo ut current
processi ng state, status of pending responses, etc.
The nodul e 212 may access and/or nodify the data 214,

e. 9[003 pda) @a&?ﬁ i 8¢ tﬁ@ g%e@érﬁriﬁ%ﬁgﬂ s oPE/f¥ ctional
t he op ratlon in rrratlon
entities depicted in Fig. 1 may be omitted or combined. The location or placement of

these functional entities in the network may also be varied.

[0036] Fig. 2 provides a detailed illustration of an exemplary end node 200, e.g.,
a mobﬂe node, implemented in accordance with the present invention. The exemplary
end node 200, depicted in Fig. 2, is a detailed representation of an apparatus that may be
used as any one of the end nodes 144, 146, 144°, 146, 144”, 146”, depicted in Fig. 1. In
the Fig. 2 embodiment, the end node 200 includes a processor 204, a wireless
communication interface 230, a user input/output interface 240 and memory 210

coupled together by bus 206. Accordingly, via bus 206 the various components of the
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[0041] Fig. 3 provides a detailed illustration of an

exenpl ary access node 300 inplenented in accordance
wonodT/outigs pr esent i nvention. The exenpl ary accees/usome/039043

300, depicted in Fig. 3, is a detailed representation

of an apparatus that may be used as any one of the

RS s s BT 80 R et e 20
21, 9§@§zag; fg%e a@m@ bY0 %%roa%edlﬁém@mbuﬁﬁ@gwt wor k

i hter a wreless conmmunication interface
330, coupled together by bus 306. Accordlngly vi a bus

30 various, conponents. of. t £s3
ox G o Fhe BRI S s an eflie SO VAS Colloniily

wﬁ@ﬂ the3ifornat 8mpSrdhts e Oid AdtR 200cRS Seﬂallﬁla réé¥veadignals to/from

| ocated inside a housing 302. [0042] The
extermnalksfeiden g REWREF Moden e { a6ess 3pdes TBe Mislesy communication
ifER0E2G DRt £ oRE R R 30 SERPQEAL T RinPieiving
axﬁeﬁirﬁmﬁland a\tranaﬁltan cireret 29drWithne desespaimiang transmlttlng antenna 238

net wor k/ r net wor, k terface 320 incl udes,
used 6 cpwpli ﬂ&g eing nego 2l ip oher PMQPP@?S» &2r din Virdsss
uﬂﬁ&ﬂn&&ﬁmﬁ?ﬂﬁhﬁﬂg the node 300 to other network nodes,

via copper wires or fiber optic lines. The
WI reI ess comuni cation interface 330 al so provides a

' whi ch th f
o d0EH > Ohhe stinfdty BT abde S0 iso ERTRELE ik iy oo 202, e
% @raﬁhd'a WHEVHEFS RAide N84 VS, KdiBSIAE Svhich re, coepled aoble06 via the
e Wireless communication interface 330 incl udes,
uger gnput/quipeciateriaee &40. disns, terinpit(quipnt devipessitindfhepn exchange
R AL SRR G Sy AR U by e

inpot/etpadateddte 240 amslanhs 206. Teupkd mguit/chﬂplaameﬁacerﬁél@@nﬂoo
t o .ot her networ odes

SRR HET oA Do PthROT L BBy {118{5 &350 GRTgis b end
n&RBI0Rb aBdory %fsh%oﬁg%géﬂseﬁl pafti@ar, ﬂh@ %érriﬁﬁut detict 9aeehd user

I h nmenory control s operatl on 0 he access- node - -
o@POot demqge%ﬁ ancpmd«aﬂuecfum:t@n@lrta Itlna’q gllawsja peasde sentred thernd node

2P ST RS0 AU L S e
tHERRShOry 210 ofhﬁa:@ﬂdq&dgayo,exchange data, information,

and signals when executed. Mdules may al so share dat a
and infornation when executed. In the Fig 3

0
tna0i e o GBSl el e s,
mﬂlﬂﬂﬂﬂ &1 ﬁ]]:ﬁloa_)nﬂl (cdnitisadpermgioCof theadndmode L0 B)lpbrform various

51Cg:ggl{n?gsa%?lrllacrj<l)cré s1}1§ ase 1cs:pusggd bte?oevg’ el“he od uc&u?es mgﬁHD c{ 1\{1 memory 210 are

executed on startup or as called by other modules. Modules may exchange data,

information, and signals when executed. Modules may also share data and information
when executed. In the Fig. 2 embbdiment, the memory 210 of end node 200 of the

present invention includes a signaling/control module 212 and signaling/control data
214.

[0040]) The signaling/control module 212 controls signal generation and

processing relating to receiving and sending signals, e.g., messages, for management of
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al so includes State Managenent data 313 and the
Signaling/ Control data 315. Messages stored in nenory
wG@2W7ioati4sde a connection request nessage 610, PAT/US2006/039043
connection response nessage 660, an I P registration
nessage 800 and an I P registration response nessage
Messages 800 and .900 may he reduced, e.q.., small
Sl BT RES R B SH LAl FUHPSS T NS Lo GirEi BTy AL
n{‘cﬁm\éeartfohﬁ&uwﬁ%ciu%sthﬁes\éégeaﬂ@/ DEonRctiBSRaERSe nivEdiRs ¥6B 1 IP
al so i ncludes a Pv4  and/ or Mbbi IPv6
repisyiagion atcsage §0¢ sudjen BBGLisTadonmsspage megaaﬁe 8Q0.j Messages 800

b h
@EQ@ %18g%gﬁ@c{£§§gg 8?11 qlefmggsr g?sg)?glgé eggﬂlo%%gﬁ are smaller
taftcahventioh Mobile0044]andfoe V@hfbts@gb@ Mplgemesshgdvisthbdindhe@mory
controls the processin

% recei ved si gnal S frorrhg g
e dhe naspagss REChAse gRiek %@@éorrré@f‘avf‘dii cdnespages il fg discussed
e &
pavampestd, staiustdnd/osbﬂteemfmmatlbn r¢leting foaxpertion lo€ thewemd ende. In
end node s e if sto in sone ather.networ.k
P e Singlshute! PrBpA St Be gl SR BRI i Refon 216
d:h& hoﬁ@ﬁeﬁﬁéaﬁo%ﬁ@mt ariPdRratibdal ihRfPthation DES, e.g.,
gna i ng/ Control nodul e 314 controls the proceSS| n
infprogdti guttqswenbpmmelml statss stetusiof pprding respensss, etc. The module

e R R e
206 eRF6AhY operatioidl @ifo@aioatd1@ns such as basic wirel ess

function, network managenent, etc. The
Slgnallng/CbntroI data 315 incl udes, e. g , end-node

el phsf) daid s nReA & Mo dasliEapricRanae LGTITEAS nba 300
bas perati er networ ta such
iraplehteateddn e&s)rddncs with olng pmmagnznmnnn §éc ‘¢E¢raplary access node 300,
confl u tlon for

et 5 Ef P o Al SRty SEm Spritanaybe ygg as any

oﬁ@ 6L8S aBhds ﬁé’)déﬂdbf MO‘-’ hlelOS'd%laﬂeﬂ H‘IQF%O ! FnGhe Bt 3 ethbadiment,
[ 0046]. Fi g. provi des a detailed illustration of an:

tl@@npisamyle S@G inshudapaiprosesor . arsrred 19.m networkdatesestwork
%aceyégia@ggﬁﬁrﬂeslglca&%c%tmn1 ger ﬁa@l@gga@ﬁ lr%ggcéé%frhe@%g%us 306.

Mo ghppad Bl 306t thearita cbmpUﬁ@ds &sthe bﬁ:eSBﬂiOtEB 00@4n exchange
depicted in Fig . In the

i aionn gaala ot daﬁamé@n@omrg%é%ép Posd ng%@r?ébﬁﬂlfcﬁccess
n%gl/@%(y\ﬁre%éa@d'%ﬁﬁé WRbksidg i@ face 420, coupl ed toget her

[0042] The network/internetwork interface 320 provides a mechanism by which
the internal components of the access node 300 can send and receive signals to/from
external devices and network nodes. The network/internetwork interface 320 includes, a
receiver circuit 322 and a transmitter circuit 324 used for coupling the node 300 to other
network nodes, e.g., via copper wires or fiber optic lines. The wireless communication
interface 330 also provides a mechanism by which the internal components of the access
node 300 can send and receive signals to/from external devices and network nodes, e.g.,
end nodes. The wireless communication interface 330 includes, e.g., a receiver circuit

332 with a corresponding receiving antenna 336 and a transmitter circuit 334 with a
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bus 406. Accordingly, via bus 406 the various

conponents of the access node 400 can exchange
wonbwroawit4s on, signals and data. The conponent sPEDAIS2006/039043

406, 410, 420 of the access node 400 are | ocated

i nside a housing 402. [0047] The network/internetwork

interf ce 420 .provi des hani s
CATRSBYHARE EUATIRER TR SHE L gt re s Bt bt Squplipe the
addagk r{o?i% 80y % §fh9f‘§ét§rofkoﬂcfd%9 A £ 48 wiRlessSth@@Ricaich channels.
net wor k nodes. The networKk/internetwork interface 420

i ncl udes, a receiver circuit 422 and a transmtter

circuit, 4 used fo ouplin h 0. ot

L 3Bl So R bl D RRIE A 8L s
idcly¥e8 in hidRRE) 3 Trm&)rﬁfommbn 40 theltiates nodnB0mio pbfform various

vari ous nodul es, routines, incl uded in NMmenmo %frpnst P

Sl&&@illkgcﬂ@ﬁrpé‘l)@sﬁm& rHlell%?fl“&ﬁS ipqjudeddp masmory 3 10 greseryr
o 4 D, S p OEBPIAD r
exdhagge dmalihfesmbtiat, andiyigheds phers exdcuted. Meduley nmy(alsolshare data

aﬁc@% QI;I?I?a@lﬁg V%ygggg%:ﬁr\rl?q%; {}‘gﬁi]fh %bg]n? %g@ﬁégt glfu;"d%l?lgl g{e ]YOecgf the access
nWﬁﬁ%ﬁﬁé proRdi |11§‘veﬂﬁ8n ﬁl@ﬂld@é Staf! MaBadBtACRIGEGE 3d2tkad a

AAA nodul e 415. [0049] The Core State
smahg@{fientown@dm@3 1 Corrsspanding tp isechpefdbesssnordyless memory 310

d |s from,ot

SR P T T BB PP gy Messes
sthR&l ib@fidensy 3l e anﬁtWéctﬁﬁtraq%iﬁnbﬂﬁngdﬁs a ceniEction response

end- node state information. The Core State Managenent
messhge 669,1an Iﬁeryglafé%twsm%ﬁﬁ%ge&@oﬁaé apyP regastiabipn f@?ﬁ%@ message

n

oNITRARIEL P ARl he, SRt o B i
waiich sae smatiéri th@l cqmdefidn Mobile B ¥4 dndéarrvtreessagese MamdrsBy0 also

‘;?@é ﬁ%&ﬁlﬁgﬁ i g 8% OE&gﬁ'lHe g‘&t ggiﬁjé Mg O s d a%é@%}ega%ggges

s&?e&ﬁ%%’elh%]ytrﬂfy s/BbemRiwiitare Jgen&aﬁd an@"ér f&B@e@gTﬁé messages
node 109 i.ch serves as a Hone Agent.-In-the Fig. :

vealtibo disqussed it meredsiail bgyewit node 500 i ncl udes an

I nput/output interface 501, a processor 503 and nenory
507, coupl ed together by bus 502. The el enents 501,
502100443 amd StAld Minafanant Mgile mﬂdtfbnﬁﬁ& thé processatged received

i nside a housjng 508, e.g., a case of
signals from end nodes or other network nodes regardlng state storage and retrieval. The

State Management Data 313 includes, €.g., end-node related information such as the
state or part of the state, or the location of the current end node state if stored in some
other network node. The State Management module 312 may access and/or modify the

State Management data 313.

[0045] The Signaling/Control module 314 controls the processing of signals
to/from end nodes over the wireless communication interface 330, and to/from other
network nodes over the network/internetwork interface 320, as necessary for other
operations such as basic wireless function, network management, etc. The
Signaling/Control data 315 includes, e.g., end-node related data regarding wireless

channel assignment for basic operation, and other network-related data such as the
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plastic and/or nmetal, represented by the rectangle
surroundi ng the node's internal elenents 501, 502, 503
wanw78a7145 Accor di ngly, via bus 502 the vari ousPCT/US2006/039043

conmponents of the access node 500 can exchange
infornation signal s and data. The input/ out put

terf i ncludes circuitry used for coupling the
"rﬁ‘g%ﬁé gﬁ‘ SRANBECTRY BV RIS nespdiglagiop In Ow%loﬂﬁp%ﬁ’asmqﬂémk
dolfifnicaAdes. pﬂfe%ﬁﬂa@iﬁh&&ﬁo%@dﬁl@@?@ mag agces%éﬁ'l(ﬁfor modify the
Wi rel ess comruni cati ons channels. [0 e processor
Semlmgdamirobdate 315.0f vari ous nodul es, e.g., routines,
i ncluded in nmenmory 507 controls operation of the home
agent node 500 to performvarious signaling, routing

and[0B46Er IQF ©f grlolv 1S a dstaitéd illu@@atﬂ)lniﬁ‘ h SREmPRkOServdiiRdde 400
nmodul es inc uded in nmenory 507 are executed on startup

igiplegaenged inagegsganse math th@ams@vé invgption-ckherpggmplesh Seiyer node 400,
c%gfc?ed] 1h'ﬁ TR leﬁqucﬁ lPIr?rg ﬁp ﬁﬁs%ﬁ?m %’g ng% as the

hére ta a en execu
&eh\e:r ED4g dSpleim‘ﬁ adFigeitIn thé El gmé embydintnt,ake Rertrer rgle @00 includes a

node 5 of the present invention incluydes nobj [ ity
Pé@@ﬁw%édr%mw R BAORE igrBetWogk ierigss A3 fesopplsd togeter by
18 UM &REdiREly SAE DLO B0 A @Qﬁo@s”tﬁmﬂ%ﬁ (ﬁ BPfh‘é%ccess node 400 can

information, Security information, or ot
%ﬁh@gmfpnmtml, siphalgjandodatm (Tln@dmppmmas 44, |406;, 41@;1421} of the
ess npde and/ or anot her

a&e????% G@Ddoarrie (fcﬁ% E\d’ésﬁ‘lie Yt 56 al so i ncl udes end

node specific state including mappi ngs between end
node' s_hone addresses and care-of addresses. [0053]

Thel00dBl | i%hy netpeeri/intsngheorh gaeriraedid provddesimedBisppby which
tRANRGH A cgﬂx%ﬁﬂé;}g§ ?ﬁg@ ﬁlezlvtey n q‘O‘ﬁO?]:gQS Ny 'dtrgcerﬁenﬁ aqée{&?from

Servi ces. OME agen i'S capa
eptoondl devigesrmdenetdri lnotiys, Thea@ﬂmﬂdﬁﬁérﬁ&tbvtoﬂhﬁmface and includes, a

sessi on nmi Nt enance servic¢es, to connect ed. _end nodes.
R AE 1‘1& %rgﬁ%feraq%aﬂmréns% 4?.%95@95% FAIPERS Hregiidg 410 to other

nBJ[vVUrﬁhbHé/s Qfg Ve Soppbiwir&Eoratdr o;?t diment it is
i npl enented with a col [ ection of  sub-nodul es. As

illustrated, the nobility agent nodul e 506 incl udes

Mobj submodul,.e . 505 an ub- nodul e
boal00gs] e RARIERRY 4Bs BTk RBG-GR ot Saie g 2 S,
itiahdddi ih Ynegen 4 1 0rockttols 5%@&@ SFaRaBér0e0f00sb PREbith Rerious
mul t.i pl e versi ons_of le I P signaling including

siBinsandrracessiaevbiy medylpisluded mmemgry f10 stgrexemed on startup

e Q%geglte o?toﬂ*f\]ertxékgib_ rm% a§r %@&enm%&ﬁoéqﬁ 0! ﬂlctjhg g.§gs 42

embodiment, the memory 410 of the Server 400 of the present invention includes a Core
State Management module 412 and Core State Management data 413, and a AAA
module 415.

[0049] The Core State Management Module 412 controls the processing of
received signals from other Servers, access nodes, or network nodes regarding state
storage and retrieval. The Core State Management Data 413 includes, e.g., end-node
state information. The Core State Management module 412 may access and/or modify

the Core State Management data 413.
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and 504 shown in Fig. 5. For exanple, in enbodinments

where Mobile IPv6 is not required, the Mbile | Pv6
weélanw/0Agant sub- nodul e 504 may be omitted. [ 00BAT/USR@6/039043

6 illustrates an exenpl ary reduced size IP

regi stration nmessage 800 i npl enmented according to this

I nv jon, Said ness 800, although sufficient .for .

t hOBR Do ThE AdrA BRRR{Er ST RBRY SRR o ot B s Rfigption,
a@fGriZBBh! SfltdcbsudMpbi | € | P tunnel's, as shown in the

Invention, is of smaller size than even the small est

possi bl e Mobile I Pv4 conpliant Registration Request

me S din.t I t .

rodniEl <P S a5 SRR Mo BE e db P Blekregted n
addesinge wiyiRke presdnd i¥tftion ExaeimedidnmeldeB20de 800 &n be used
.(Deregistration) field 830, an "I" (Initial) field
nsﬂue_,sysgenm%&egé, t-gent hamnepeaysode iy Wiirh sgyessagome Agent. In
u{%ﬁ&g.@“&hb&ﬁﬁx% , t&@@%%e%t{ e ?_bo R\ﬁ%‘ﬁi{ég Gn Tﬁsb%/oﬁfpﬁ{ e 501,

I ncfudes a val te entifies sald nessage as a
alpestasserd 583 ael mPmoegh G4, capilahtogethsalyebus 502sBheelements 501, 502,

STt 0 el SRl PR Sk S Sk o
plAsGd 8f00r HBEE g?ﬁesfeﬁtfe& ¥ €k febtadSle sdROGIdsA Ak nOASERtEE4]

nmessage. 005 Reserved field 820 is reserved for

elemenisd 0202, 583 and SEhidsaptdingly, via busi 302 the variqug sompenents of
val ue of ve | el ' 1§ .
8 S SRS OB S o B hffou

irftéxEice 30 $ tiichtideg Rirchitrg e B comlingdrsnalevidioue owter astwork nodes,
i ndi cat es whet her é)hi S nmessage_is . sent to reqgister a

ege tViiblRerIoRje Hngs apdpofentidlyde &rd podsh, a8 pVidwistiery
ofyffhaleafict dghye K | aver. [0058] *1° (lnitial) field
I ncl u

es a val ue which indicates whether this
nessage is the initial registration nessage for this

netmﬁj I%‘er or a se uentt regi stratio lfor a_ i
net | APEPTICHEPT Al U BT OF YLD TR uLCS) g gRutines,
iMdARRAGE meBRRY 507 EintfRopeiitlon@E Shehohdd ARNMMARIB00 to perform

di stingui shes. the nessage 800 from at |east- another - -~~~
varieis signabing. rpetingand athpeopeirtereasevifde)dissapsed helosy. The modules

0 Bl SR B SRR BARPS RA o gty Mot
mésletltan@é dataMbifsriraribe,anld wignals viraiergosal] Motdidesiaxbaiso share

In other exenplary enmbodi nment f this invention saj
dpjie s georartion e g T RaReBOHEny Gemegrors 07 of

home agent node 500 of the present invention includes a mobility agent module 506

R0

which includes, e.g., parameters, communication session and/or end node status
information, security information, and/or other information relating to end node
interaction and/or communication with an access node and/or another device. Mobility
Agent module 506 also includes end node specific state including mappings between

end node’s home addresses and care-of addresses.

[0053] The mobility agent module 506 allows the node 500 to support end node
mobility and connectivity management services. Thus, the home agent node 500 is
capable of providing node mobility, session establishment, and session maintenance

services to connected end nodes. The mobility agent module 506 may be implemented
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timestanp. In still other exenplary enbodi nents of

this invention said Message ldentifier field 850 is
woaogrdsis partly by a sequence nunber and par PCY/US008/039043

ti mestanp. [0060] Zero or nore optional Extensions 860

may be included that may include various additional

paraneters. I n_sonme exenpl ary enbodi ments of this

in APRIRII F Bath L RedfiE: DABDIHEOFBIbISAR] quagnifch wigh 8 gQldection of
BB ILRS %é i atgd( ttﬁ@ﬁfogﬂ?g%&ﬁ %Hﬁl‘g 5'0@ h'.uiés %ﬁolﬁféqPM sub-
access no nmessa 'S sent , target
mmmmmmamb iPw6 Ehlg—nﬂ))dnldm I &/tmdudmg submnbdules 505 and

Shibce piaiiity RErE AP oSS FRHRRE ShsuSsEhEBRIRIS W ESORS B
1\@6’511% I?Js%ﬂaﬁné: irﬁshi%)ng’ﬁ%bil@ﬁiﬂ%ﬁ 'Mé’&ﬁaCiP% sgﬁﬁlr{gem\%lbus

'ayer w ., access node 520 in
egboHizpents; dteanolektymntmow@ 56 mémess 8 é‘@bsﬁ'gOfrfh% Sldg?élo dules 505

B TR B R Pl B il vt ELYE T 6 et

r@c%u'ﬁ)éﬂ,ethfa Mdtdle IPH6 HoaleWegedt svdamelule 30 hidyi beSJnht‘ted.t y pe

of the extension, a length field, the value of which
identifies the length of the extension and an

| de en | v, fﬁﬂk £

tar @h Bl;]Iac g & s()einlg36'Feg&%’;‘15?%1 elz?{I ag{’:{:éggggdr}é e %15{5%%92%5 ﬁée 800
impiractinteenicsordingtth ¢his mventior Saidneessagel890; alttmiugh sufficient for the
extensi on 890 includes at |east. a Type. fi.el t.
P0Gl OR e Rres SoRtrR T R rseu T o B punngls, as
sh@@ﬂ ﬁrhth%hﬁxleﬁhoﬁ hg oV ﬁhéﬂﬁr Sfze ‘fﬁlincé'%ﬂl ﬁﬁ%&ﬂaﬁlbﬁ?o&sﬂﬁe |N%tﬁIerIPv4

he ext ensi on and an aut henti cat or , the val ue

comphhmtd%e%amahelm Requeastwessage shosanigdhe bagkeioynd pertion Fxemplary

A BRI S AL B8 0. Aene

mmaeml(aemg&ﬁa@&i)rf&m 83Mfant"Hi @nitialy €ivldi 840, a Meesdgaswenuﬁer
access node identifier extension 880 is not included
8RAetnd;25E0 YN Qptiopydixtensions 88 840 i ndi cat es t hat

nmessage 800 is an initial registration, while the |ast
access node identifier. extension 880 i's included when - -
t he[08a5Le MéssageeTyﬂe"ﬁdld Btdlirgldes adaloawdechtibettifies sasid geessage

not ini.tial str tion n.so odi nent s

o5 Tedhicet P SRR SRR o BE SR BaE o
B AR ANALd 1R RS @ifieS thel Iﬁcﬁs@@@é 438 Mobilitysiahdgent Protocol
nmessage 800. Various combinations of optiona
nasssagestismed & as bildegiftasionRegugsionesdagice with vari ous
enbodi nents of the invention including zero, one two
or three extensions 890. [0061] In an exenplary

enbids6E NtRBErved ifisld 3D0ER tdsorved iarsfaageusty itord edhisbd@hént of this
invention the value of reserved field 820 is set to zero by the sender and is ignored by

the receiver.
[0057] “D” (Deregistration) field 830 includes a value which indicates whether

this message is sent to register a network layer or to deregister from a previously

registered network layer.
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iIs 8 bits long, reserved field 820 is 14 bits |ong,

"D' field 830 is a l bit long flag, "I" field 840 is a
woOhbd7/uoiag fl ag, Message ldentifier 850 i s conpCrAse006/039043

a 16 bit sequence nunber and a 32 bit tinmestanp. In

t he same enbodi nent of this invention, when the

opt i | gxtensio rget, access node identifier 870

a0 B3, TBEETe sh B ifice? 7 aha yHaaERE taeer B
mERE TR 38R a8 Rdist RAGH nleSsag FoHthis @dtvRirk ?az%r bi 4 sub¥@fent

firefd, 8 bit length field and at nost 64 bit
repigeratianf foe n network kryesthaewantstablighsstcadiers hi s i nventi on,

when the optional authenticator extension 890 is

included in the nessage 800, it conprises a 8 bit type

fil[@059f Oifesdagd iehtifiéred 50 intlddesta vabhet whidh Qistinguishes the message

authentjcator. In the sane enbodi nent of%(g hi s . .
8Q0nfyem et sastanethersrpsags Pldhg sHmeyPs (Mewaeet0d)issh nrer to this one.

Inrs%gf.e.se%(léfglgina?ferﬂ’ﬁ&ﬁf}%ﬁts%?%ig ﬁw%ﬂﬁ?orptih{z ?«aé@mg%fldérﬁiﬁer ficld 850 takes

Si gni y smaller than the smallest possible M
the onipks affid mBRegfosically inoreafleg sepkencrasselpe. nfvitls ekemplaey

e ERp P e e Age BeERRFare PalkBerduer ofa

tif8Ghmp TRl DR SRAASIS Y BSARCRO Of Thigih GsRidh88id Message
according to this invéntion. Said nessage 900,

Idantifes dighd 82 isicommprised partly hea gequsoesrimler gad paily by
tingtwork | ayer connectivity and redirecting Mobile IP
?hﬁﬂ%?s, as shown in the invention, is of smaller size
than even the snall est possible Mbile | Pv4
Regi stration response nessage sho in the ba round
ccd00i9h. £t 95 Mty OpEat ByreRyions § m@gb%wm%ﬁi%t may include

RS SANR 300t e SR bt
extersiahs 9B MydeathResgat wecks§ nededdeatifjer axtension BAY wWhieh wledtbiss the

and zer r nmore _qptional Extensions 960 063].
g aige Oy e iaee A0 8 P Bl EY RS BOUHT LD Tie ) thelas
adc8@MHAE iRptifal SkidRINABO, Fhich i@ theSicé®s hbde that the end node
_registration response nessage. -l n sone-enbodi nents of - o

) sqnﬁing meseaget§09r{e ghendpedadld) inyie 8} was lastgnpectedyd g reteark |
t he 1P, Reqi t] VAR
la%rﬁ\glé%f.reéé?écs‘ggsrs%oldg ?Zﬁnzglggﬁ %mg/?ﬁ ﬁ@tggnt?%&))g g§teﬁ‘513@ Bog ity

r'ot 0Co referre
altBdReightidg Mtisaf_eE) b sendressgday [caodimdiessfabeinvention each of

AT e e
ﬂﬁ@%g%gh% eensﬁcfh, ﬁ?&%ﬂgf]ﬁ@dﬂh@%ﬁﬁﬁ oPlvhidh idertés Mid 18R th {B? the

ntifrer 920 takes the values from a
extessdn puran Idéntiftee field, the value of which identifies one of target access node

and last access node. In some such embodiments of the invention the authenticator
extension 890 includes at least a Type field, the value of which identifies the type of the
extension, a iength field, the value of which identifies the length of the extension and an
authenticator field, the value of which authenticates the message cryptographically; said
authentication field value calculated based on a key shared between the sender and the
receiver. In some exemplary embodiments of this invention, the last access node
identifier extension 880 is not included when the value of the “I” filed 840 indicates that
message 800 is an initial registration, while the last access node identifier extension 880

is included when the value of the “T” filed 840 indicates that message 800 is not an
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val ue of the Message ldentifier field 850 of the

correspondi ng reduced size |IP registrati on nessage
weQl7/gai4d message 900 is in response to RespoREEUS®6/039043

field 930 includes a value which indicates the success

or failure of the IP registration operation. [0065]

A A R N A S L
898sie b OptidriabbeleMéh dcSit BRY bh AnARELHIN rh&@age_e%@g wgagfgﬂs s
|

i gnored by the receiver. [0066] Lifetinme
Gominatiegs af optional etensions aw peasible, inrrecondamde) with edriduse

' ' . .embodi nents of this inveniion
oibddHbaR bt Bifventifly BRANRLTLRES TE B ob hres xdcrisions 890-ng
lifetime of an | P address associated with the receiver
of In sone such enbodi nents of this

ssage 900 . di rent
v BIBIER Toie creERiApEymeIdineatafdhis goonEem Messagerkype field 810
1880k Ring! RAUSESSHE001814 B BhE ORI ARSG AL, BRGS0 o1

the val ue ¢ e Litetine expires
frebd 84 isanl bitflong flaz ddesBa. IpRTT RS T 6y @ngiriss® bLa 0P bit @8 lence

tensi be. i ncl uded t hat i ncl ud
R T SRR Paarrpa L B sne bRl msire e daRdAp vl the
optibBalieRteasibh® 'Ehré\/\%t%@ce%&‘ h@dﬁuggﬁ;éé g?b Hﬂ@lakpﬁeﬁ%%gé Rienifier 880,

ext ensi on 970, ' ' ress assocl ate

ich is an

apachudedinthe message $8@.pacl Brofpriged of 118 bitBymdikié Ssbivfength
| i . hhe Honme . Agent Address .

TR RO bR b I RS e T o P Fentiog. when the
optitind] euthEhtidatte cA@asibn 890 i inguaé@inme&gé 866 if Jb@ﬁéﬂ@@éja 8 bit
) ,[ﬁx;st;eg.s on 9 q(i%g&g an authenticator extension 990
W he %kﬂ‘gﬂ’gﬁ Henori 4 bitrpudhericasie pthgisgme embodiment of

| ; ' I Y xtensio .
ISR RLAS Sl O L0 Cark O AR g a2
bigs whinhdh sigdidicantly ssalieh éhanythesmilldstygossibl ISP BNcongpliant

h field, the value of ich identifies the length
Bt Rl o i BuP Bedkrpeciaras shue ohe S92 bits
loMpl ch represents an | P address. In sone such

enbodi nents..of- the-invention the authenticator.
extension 990 includes at |east a Type field, the

| f whi 6hi ifies the t f t t ensi on,
98 AL SRR R, BBl PR B
nehsagh 0@ ihplamientsd acubrding eHhERtERBnOSaill nflsShge 908, Abotish

of. whjch authenticates the nmessage cryptographically;
S%ggFﬁngﬁ’f HisRUTROSET Btsefting wp Refivorkdayes ¢panastivise artiredireeting

Mo SPALREI DAL HB6A ik R if ' 'BEThalBven ki
sonme exenpl ary eﬁ’gcl)lgi |hf$elnt%shq'dl{c?))gl ’ 1? ﬁ? %ﬁl{glﬁ?fes {rizt%:ﬁcl)aﬁ1 SVER s gppllest
PessthleMobds {RvisR egistiion aespoimemessage shown in the background section.
Exemplary reduced size IP registration response message 900 includes: a Message Type
field 910, a Message Identifier field 920, a Response Code field 93 0, a Reserved field

940, a Lifetime field 950, and zero or more optional Extensions 960.

[0063] Message Type field 910 includes a value which identifies said message
as a reduced size IP registration response message. In some embodiments of this
invention the Message type field value identifies the IP Registration Response Message
900 as a Mobility Management Protocol message referred to as L3RegistrationResponse

message.
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agent address extension 980 are only included when the

value of the "I" filed 840 in the correspondi ng
woedrmati4si ze | P regi strati on nessage 800, neseagaSAD6/039043

IS in response to, indicates an initial registration,

whil e the honme address extension 970 and hone agent

address extension 980 are not included when the val ue

of the "I" filed 840 in the correspondi ng reduced size

| P o] St MREdagP IdREHS0 08B Iudes s yalae vaﬁml f8tchés message 900
response to, | ndi cates a subse uent gl stration.

with lalcoussmdmg neducehsize P tqgtsfcr@h@m m@gqagﬁ QA8 serpe embodiments of
%3@2%,]1} thep I\/ﬁgscagg ﬂfeﬂg ﬁeﬁ’\fiélﬁl 956l dkgé"&eq}aﬁlgg Wtsleagf p&t‘p@f the

vatid enbe Mké‘ssa%EQderﬁﬂEr ﬁSHCBSO[o@ ﬂfeBdorﬂe@pcmdlr@qeﬁmﬂed rsize IP
enbodi nent of this inventiagn, Messa og%to e fiel

registrgtion mesyagn 800, wid gaggergePOA S 1 1gsp CSPORS G el 930
mg}ut%lgs ? Vi ﬁ@m%&’%‘@x@ lsucdBESHAB G GP R Ii"r@élgtre%ﬁﬂ dpera®ion.

ong, Reserve 940 is 8 bits Iong and
Lifetine fleld 950 is 16 bits long. In the sane

ctedTon ety ik PRV et e Rl Y R0 bt

tHAY BveRfonUHe dalbd of B ERFER0R1990 isRERD deso dyaﬂ‘léfsbﬁ@(ﬂ aed is
a8 bit type field, 8 bit length field and at nost 32
ignpred byrtheith¢ewss. I n the sane embodi ment of this
ext ensi on, when the optional authenticator extension
990 is included in the nessage 900, it conprises a 8
bi tjoosdle Iifeme Bicki 350 inclglds of vabhedwhicH imticatessthe Gfktinietof the IP

authenticator. In_the s enbodi
rqgiFaHOR d SORE CTRRASH e FSRiiSp Saabie ot Seigeyipe field 950

c&?&hér#c{s% 'tl%'hi%&ﬁl@ ‘3? @&%ss%ggatécﬁwgﬁ’ ale%ée%véi“i‘)'f ﬁ{éséa%e 900.
er t

I cant | an the smal | est possib
Ircmmﬂ swhtenmegmsfmtmf this inesonte rmw@é nwbﬁagh 90@1 shdwdd send

aT%]g@gj: g s1zg rtafiglﬁ que\é\nsg))gg oaer e Jp g’ﬁ g? the @e’ume field 950

ﬂﬁfefs%vr@ﬁng@eo@m&{@lﬁﬁ@s@a | 9gv. exenpl ary errbodl ments of
the inventron. The signaling is illustrated in the-

cont ext of exenplary system 100 illustrated in Fig. 1.
Th arl: 4
1

10t 1,500 9t 14510 10965 e
vay@isediitidfalaathnders Nl sonerehbd daans off thiy ihventioe Hm}mxyensmns
.end node i npl enent at i 200 of Fig. Access
ineIAe TG P S S SRR 8T8 il 5 4 hgeioptpsociated DA (RE
réc%e?@ﬁ%%ﬁ% @f g HRE TR XRIT: JF ¥nPEGRSS 0NA TS ?)@heqflome Agent

orrespond to any of the access nodes ,

A.‘ddﬁés$ exdtdmsion 980, which identifies the address of the Mobile IP Home Agent
serving the Home Address included in extension 970.and an authenticator extension 990
authenticating message 900. In some exemplary embodiments of the invention each of
said extensions 970 and 980 includes at least a Type field, the value of which identifies
the type of the extension, a length field, the value of which identifies the length of the
extension and an address field, the value of which represents an IP address. In some
such embodiments of the invention the authenticator extension 990 includes at least a
Type field, the value of which identifies the type of the extension, a length field, the
value of which identifies the length of the extension and an authenticator field, the value

of which authenticates the message cryptographically; said authentication field value
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the exenplary system 100 of Fig. 1. The Server 540 is

a sinplified inplenentation of Server 400 in Fig. 4
wana7marmuesponds to Server 104 in the exenpl ar pCESSL@®AN3I043

100 in Fig.1. The Honme Agent Node 550 is a sinplified

representation of home agent 500 in Fig. 5 and

Al Bateg onp ke aiss e cen ghe smoghanfl a8 SRy ALt SRR ° ™
)'é@f%pl ?elnbo'aﬁﬁems‘iéémﬁsﬁﬁvé%n 88 h65e Al dreersGeraibd, 976%&1 home
40 and 550 intime where the parts of |ine

agat adcsss_s emmoa 980 56100y inchusled shen theryajue of thepk ’é‘"ﬁ@ch 840 in the

c%%?rslpg?‘é ucecf] %Qe lg}?glg@%%oﬁ rg%sr%?%{ éj(}(): lnr{eégssa ?806 gga response to,
1rﬁ14l<£hxes@ﬁﬁmt1ﬁl7&glsﬁ&@on o2le thedbme’ ddiiress d:x%ﬂﬁon 6pd esEidme agent

I's b dés 510, 520, 530,
odisa <R B ED R med sghahe 650 pOAF sCoed RRbHsBe

T TR S L I

imlictadaasraaﬂubsqqusﬁtgng‘bisatioo Magioas sorBlidataors of 4ptiondd extensions are

i 630 t al s. [ I
P S e T LSRR oAb RSBl GnolaRL LR, e
txb@@fﬁ&?&%ﬂe&ﬂ:n%ﬁ@’ﬂ] 9g@looor group of signals indicates
a dot at the vertical |ine representing said node in

time. For exanple signal 610 is transmtted at tine

ﬁ g 8@0%0 © ar? al? f%ﬁﬂ;mg%rg ﬁﬂ)ﬁ&kﬂ‘;eﬁ[t %ﬁﬁ'ﬁ% fﬁgglﬁ oll_iaﬁfegfatge Sce figld 910

ieSbiadblong [vresshgeddehtifia\ 920 és &ﬁﬁp‘ﬂdeb eflal 6 ﬂbltl%le@uenSe htmaband

Renre gy 161 B0 Stapes Hegoren Beld S20dus bith rg anditetime
L%EPQS%%E h5%itP s O%Qhe LAY SEmPGHRRRRt %ﬂhﬁ %@nﬁ@ﬁ ewl*'_k%Qh? optional

arget access e 530 recelves the sign pa
eglensipnsdionss ghladss 9806nd bempegant adless MWAdre mhlslm'l insthe message

er nal a
R eetEisontirar ot bitfre R bt AR an s Aol
a8di8ss. [DMé3hmb ebodideat oﬁﬁls%&kdﬁi@ﬂ%herw‘hb loptiél Bethenticator
_described. End node 510 at 01 nt 610a transm-ts - Co
egsnsier PPGisdnehadadds thevmessaged ¥l & comprispyes bﬁéﬂ@s@en&)@é length
fi %I?ﬁoandra? %%f 64 Flg Fﬁtﬂ@n‘[ﬁﬁ of. %'tﬁ@ tenqlgodu]tnﬁllft oF %s hﬁ‘on the
access con conmuni cati ons w target access

niwatiewn Iéhgth of eSfEﬂBc&Eb@l&ﬂP&ngs’@ﬁhﬂd‘emESmeﬁsagé&OO is 232 b1ts

invent] on t he Connectio est 10 i.ncl
whih is signitigaptly smalier thagdhe ?1?1?/ bp%%%n@?%@ﬁg ‘gi@nplmt alétratwn
r&gta?s@ dggse&g% Wilich B e b Ure&@inds IBSSREPLEID HHsI6ng.

second identitier, i1dentifying the access
node that the end node 510 had previ ously established
a

[0069] Fig. 8 illustrates exemplary signaling performed in accordance with
exemplary embodiments of the invention. The signaling is illustrated in the context of
exemplary system 100 illustrated in Fig. 1. The End Node 510 corresponds to any of the
end nodes 144, 146, 144°, 146°, 144”, 146” of the exemplary system 100 and is
implemented according to exemplary end node implementation 200 of Fig. 2; Access
Node 520 and Target Access Node 530 are simplified implementations of the exemplary
access node 300 of Fig. 3 and correspond to any of the access nodes 140, 140°, 140” in
the exemplary system 100 of Fig. 1. The Server 540 is a simplified implementation of
Server 400 in Fig. 4 and corresponds to Server 104 in the exemplary system 100 in Fig.
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connection with, e.g., access node 520. Said target

access node 530 receives Connection Request nessage
wo62W7ak71@si nt 610c at which tine the paranet er BCTRISZ06/039043

identifiers) included in said nessage 610 are stored

in the nenory of target access node 530. In other

(b R SR TS adlmb i kPSR TR AR e B
aR@oBahbh &M o %%ﬁ@*&gigﬁ%de COITREX £l Bistodh 1 00 iFig, Dr

anot her access no (e.g., accesS node 520) [0073] An
exenpl ary Core Context Transfer enbodinent will be

desgribed { BOI ' 0 1t

rectRafl i e 8V Bls-PEME PR 350, 2T SALEI okt fodes
5@0,;5’2@%2%@%@%3 @?@B%) ﬁithﬁf whbtthe pa}lésrzcg”sﬁ_mmlﬁl ng2t ,06361|nﬁ|41 and 551

node ., al e RrRequest nessa I QClI, es at east .
atdop e Kiged {P&re‘éﬁ@? ler gsrtBen the PR Sa&gg%%iaﬁﬂter?é’ om of Fig.

: . L ;
Sgggl?({ %or@ﬂcon{h‘? gﬁ%sl%r% 680, %40, ddC6TE8RD dJoSh0®716 'aﬂ% g%ggetpresent

erver etelves State Request message
sipaiblstbe6@@d nades HOab2)S30, 349 amd (560 Wide dosblatagow lines 600, 630

a iated with end. node 510. sone _exe

BB SIS BPURSTE SIEH0 B U7 S SELPYES B 2055, 540 and
550/ Bashb@lifed 62ANSUY4 1 $EYRNL alfehive BTl t&$igndls 8DG AAd 640.
state response nessage 640 at point 64Qd includin

Igmed cbimbszé?ch?d &0aepresent optidnal sigeals. A pigng is trg@@fmf between two
| P. . . i
oG RS0 300 D RGP B pRRAR o

vlefﬁﬁ;aam% &ﬂfézscfﬁitinﬁ@hiﬂtnoﬁé actime.oF & teRirapleisignal 61(nis tmanymigted at
least part of the state assqciated with end_pode, 51
tinea@ 1 Oadyi andmgde 1§ andvs secsyied &4 GarepiRs9oss nafe fa&%@m&%-
enbodi mnent will be described. In some other exenplary
enmbodi nents of this invention where server 540 i s an
aut [08M1] c Rhysinaldrayenestablishmertival nomAx) desenibedy In Bigr & the end

rods s b ot e Sodh ERRERE < isBRl brfet B8y O bar Rl oeet
ac8R8 hbdey/ 53 reﬁiﬂéi%ciﬁg #BysihPlaySPdded3qd 82i hOdé ST® ITuaset access node

nessage, part of group of nessages 630, at- point 63Qa- -

© 53fdecerven shd signalasft fogrcme(ﬁtSigrvlSr@Qs%fg@}m&QPg angt LSS another

S UG B 1R Ga FOLG a0 0t 1, BEPE RSB el o
cadaotié 1@l nessages that prove the identity of both

end node 510 and server 540 to each other. When server
540 is satisfied with the identity of end node 510 at

POl Hfo78f 4 ihik 1 3RS RIBAAP WA Aol BEliithBEd. End node 510 at point
aut Efc?r ?ggﬁflon s%gt e and ot her s(t) ate (e.g., snecrbor iet y o pomm
16y srandriitedomresSes Ragdessiniessage 610 to target access node 530, requesting

the establishment of link and media access control layer communications with target

access node 530. In some exemplary embodiments of the invention the Connection
Request message 610 includes a first identifier, identifying end node 510. In some
embodiments of this invention said message 610 also includes a second identifier,
identifying the access node that the end node 510 had previously established a
connection with, e.g., access node 520. Said target access node 530 receives Connection
Request message 610 at point 610c at which time the parameters (e.g., identifiers)
included in said message 610 are stored in the memory of target access node 530. In

other exemplary embodiments of this invention message 610 is a Handoff Request
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paraneters) associated with end node 510. Target

access node 530 receives said nessage 640 at point
wo40w/andsstores in its menory at | east part oPCThsS2006/039043

state associated with end node 510 that is included in

message 640. [0075] An exenpl ary Peer-to-Peer Context

Transfer e wi_l | . be descri . dn some . . .
BRIy URR DGHP HURE 30 heR e eabTohed uRBesgions with this
oﬂ'%%ﬁﬁﬁﬁcc@?son&fég .%qa&%bsmwe) node 530 sends nessage

21, at point 62Ic, to access node 520; sai daccess

node 520 being the | ast access node that end node 510

2G0T ONRRELLRMA Sl BN TRRSRPELBEd P FRLBE Blkolifed. At

ng eas
paaty @B@Bts@ﬂdfnoaé OB @ thadimipEtmt Reqlét nmebsaph 620reyseiver 670 neglessting
530; e.g., the identifier_of end node 510. Access node

abayization rybethprsiats gerresponding fenkknags PEO Hatedtegres sessage 620
1ng q&[syscfrf?é dﬁﬁgggraﬁé&%ét@feﬁ di Yhibie Bddn ﬁ%ﬁexﬁ&gqolf nggle

access no transmts response nessage
53niert, thelitlentifierl of éhdd godeud IfoSewert $HrestintseStateR egnest message 620

oot o Epdy scal B Iibenoy B s S HonEed S0 29 R ST s some
xR fh14r9 €/ AN 6F tHE RS esteorOHeradberRer U0 194 Loreidle GhNFQS
inits merm(éoat | east part of the state associ ated

senvarhsaichepryrs $40 srposmitnstate sespprseydessagerpAfens paige 640 including

o SRR s e, e BR RO s BI8E g iRGY |0
pagaetetd) ashociaedsoitfeerRitvdd isne T g&motle 530 Fovviens $a@chnlbﬁbage 640

encry tion of data traffic _is required over the lin
m&gﬁc apistprss &1 B3 wemaEy atdeagbparhelibs stafrassoaed Wgalead node

Sﬂpt‘ﬂ@t1§%%lﬁc{eﬂ'1§mets§a§ggﬂ@ssage part of an optional

rou nessages at point 650c, to establish at
Ieast an encryption key with end node 510. Sai d node

i NPT SR A bR reondl Rt T RERAR bz ygmptany

erﬁ%&m@ﬁts%ﬁﬁ?nf%nﬁ@ﬁ\%ﬁé}@ Ser0@ 5409 ah a\ﬁtﬂ@ﬁm@ﬁ&%ﬁd AR zation
30. In sone enbodinents of this invention target .

(Aaftséé saverosrsva IGO0 éﬁésréﬁ@a S8wes 1Bl @h @ht ena e o magssages

SR AT RUR G, Bk B EORINRL] A%l R EAD Shlamode sto

ayer es

redé€ived nbsdge, “ﬁaﬁ@egroaprEmesmgd%ﬁB @t peiht $80arhd G@bsmit proof of
sends Connectiopn Respgnse nessage 660, éﬂré%g ng at
1de Bty IMgSS3gE; Pfa“y@#gra%e @eﬁsagﬁrﬁ%%@o%eﬂser R FEbedpnents

o SRR A 00 B v
thieladhtity off ey esd node 510 and server 540 to each other. When server 540 is
satisfied with the identity of end node 510 at point 640d it sends message 640 including
authorization state and other state (e.g., security keys, IP addresses and other
parameters) associated with end node 510. Target access node 530 receives said
message 640 at point 640c and stores in its memory at least part of the state associated

with end node 510 that is included in message 640.
[0075] An exemplary Peer-to-Peer Context Transfer embodiment will be

described. In some exemplary embodiments of the invention instead of message 620 the

target access node 530 sends message 621, at point 621c¢, to access node 520; said
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nmessage, nessage 660 is a Handoff Response nessage.

[0078] Network Layer establishnent will now be
wdeswrub@d. End node 510 constructs in its nenBCy/US2®6/039043

transmts reduced size IP registration nessage 670, at

poi nt 670a, to target access node 530 requesting

t k t blish ith . ]
Rk o HEs AR A RTERle B! B BTGB g papyeion vitn
saabedidze b, Ltoldi tb NS MveBilon, Silelihe suead sthe 6f the parameters

regi strati on nmessage 670 i s i | emented i n accordance
stowetllat poist 6 Hedn theomemeryonfamode 536 eriestha iftentifipeofond n@fle 510.
B T S5 SRR P ALt R SR5 R0 B e

asfs&ﬁatfad elithsenidmotiedeal SaﬁBz&dcéhsﬂiBﬂs &mtrﬁﬂsﬁntsrres;ﬁo&smmage 641 at
et access node 530 con?’m{ tﬁt s Mohile IP
q

Qlé Ubrinelpdine puthergrionstiie SHHF (28 TeoyityJesiyp [P addresses
o Qe Rl AR Napa B A SOH, TP, RpdPhiies EXPRLLITE sad
mesgpe 641 m:qsm&giélﬁ&ﬁﬂ stowek Udliss mbmloesaatlem patt of the stateeassociated

SS | fie l.d 850 of ssage 800 of Fig. 6.
W (?‘7%?‘0 %Imcll‘édg?feié’? F‘g?qagﬁ%ﬂ‘godi ment will now be
descri bed. In one exenpl ary embodi nent of this

i nvention, reduced size IP registration nmessage 6

i mi0&HENnt Aa aptions grovgity @ssn@gwg@haswsmrﬁogw@mbqﬁi@nem of the
field 84 162 I t
pré:ﬁ%% énvr?gﬁ? V? ével?encifg%rﬁﬂea nts%gdeeelrﬁlgogglgélgs hoéﬁﬁbg%mon where
exf@ﬂﬁtdhltﬂd%tal‘(ﬁfﬁb & rbfhiredgivet thathnkﬂbetmﬁ&gé n6805 Enghd target
transmits it at int 680c to horreael}t 55Q0. For th
a"éﬁ?ﬁsﬂqdﬁé@poﬁﬁ“%*“{%bséplt’@n?@t%ﬁﬁeﬁag%tﬂ a5 pLpe opEeRal guwfe
e

Sﬁidmdséi@mceﬁé@meksag@ rpart@ﬁ’gmlhprté messﬁg% h?& at peighéi0arand
vvher e the [

R e P et e 9 O R & mhesteea DG f trpeetaggess

nddC3 I B sind\EiFo BFHAEAE DB tHANGvARTTR e iccasddiods S3¢ &hdlﬁﬁi node
associated with end node 510, said hone address- and-

5 Hyexchangaraddifinpebmessagesie sstalishghaencavsiondsybe equal to
zero. In one enbodinment of this invention the hone

agent address included in said stored state is not
eqyen7zjo meplémﬂ dfdigel ayae eaaldishodat willonavs bs dsseiitled. Target
val ue as part t he correspondln field of th I\/bblle
acrqsswgies‘it35a%t.p@wtr6éa%é§4 S FeRDSSGHONGETPONSS TaGTEREFHO0, sranting at
le%mﬁﬁgc}gﬁ&tac&fss R g'ﬂ@) M Adag 570 ?@ceﬁ&@ Bdid %%3521%%%60 at point
Included in said stored state is equal to zero and
66@& dethezatedinems dé tEShvarsizs whdrovmbiage 6601s gtlnretdifuseest

s%rég rfalgs%.glgeg Ovlglalffan%off&%spon%e n}elgs%gcor responding field

[0078] Network Layer establishment will now be described. End node 510
constructs in its memory and transmits reduced size IP registration message 670, at
point 670a, to target access node 530 requesting network layer establishment with and
packet redirection via said node 530. In some exemplary embodiments of the invention,
said reduced size IP registration message 670 is implemented in accordance with the
invention according to message type 800 of Fig. 6. Target access node 530 receives

message 670 at point 670c and stores the values of at least some of the fields included in
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the Mobile IP registration request nessage 680. In

anot her enbodi nent of this invention the hone address
wonal7dedsi n said stored state is not equal toPgems2@6d39043

target access node 530 uses said value as part of the

corresponding field of the Mobile IP registration

r.equest e 680. I.n an additi enhodj nt.

S§ifl eSS B0 RS oy Ta S astesne fonh soh it phie e

e?isﬁfaﬁgn flcBiaBe 680 QA AhnsBtsZ L4t PoN GO IRIM AR 550) AlBording to
30 uses the zero value as part of the corresponding

this wvantism thp &deptifiration) field efths MehiledR regisfiption raquestigessage 680

1n§:ﬁ%e at[t Pe%?loe;l o%a'fpéﬁh@%gga g?@en??@%%}ﬁ §?6 Sgﬁ%#a‘ﬁ&%é ﬁlg. 6.

response
grant the registration request received earlier.

Tar et access de.530Q rec es re str t|on onse
Y 798 lattlagfﬁgwrratralo@na rr@%‘r é%sgrlgifgfr R

ef{&ﬁplﬁ@l %@dhﬂsﬁtg%qs tehiith, fddabdlbsind rmgéegtgoyn%gsdsage 670

Sal node 530cdnstructs In
irhplamentet sccaxrdlpg itmmeg28e 80@ UG ®, theZ'E” figld B¢ iisdicaies ioitial

AR08 170 R DR R R R e
Mfbille 1P Sedigtidhinfidsa Zggassd ah@ BuRRettsSt &0l 6308 r&ﬁcrrﬁé h&t 550.

response ness 8M i s inplenmented accordi n8
Faeths sgestrugpen oDlobile B Begistrationtriques minsepgedsP, torget ageess node

Sg@éc?rﬁ%mg?sgtat% Egso'(\fpa‘?e%a\ggh %:rgcﬁ%c% f§16 tﬂ &lltg T r%g/eﬁf R,g@ ﬁ?@ﬂﬁ from

I'S copl e rom he corresp
sdrdﬁfﬁ4IOf [rednel e aditaehtiof thih hvbeisaagkerk dﬁa’ﬁehfdr 640 s @AAA server,

0 of nessage 800 in Fig 6. this nessage tr mtted
the.rtfft%gﬁeﬂg@ W‘éh enchrods yHR Tt iy wered ghRarts ToRGRIHdS 4 pme address
: aﬁ@ﬁ&ﬁg Q%e%% Qdcir%ééma SRR V%ﬁpedcﬁndd%%qoasild)ﬁ&he Qcidr&ﬁeand

val ue of the address extension 970 of nessage 90
home Bzent *addnekﬁeva_mefsélemgmllwmd ¢ bnequalitedzeiron Is anel emmbs@a@at of this

10.i s,used as t al ue, of e
nfeptie HE PP e ugg R sl wublpiraial¢s hoy fipa fieero and
tAiRTRICABE A SBINRSS sl @ alBe hzﬂ?drﬂ@ﬁﬁe borr&spbadiiE FISRIST tie Mbbﬂe

i s used part of the value o @fgent Address - -

IR sagistation rensestmesm@&ﬁg elngpothienembegdiment gfghislinygntion the home
t
%éﬁk?‘ii&(ﬂ ?SQIEICIP&&Z{ o sragd; éé% gt'r:%éqg n%‘rf‘aﬁ] bo %r{) 5%419#\%&%? glccess node 530
usesmdnd:alkyrconﬁgﬁhed ddmsiagent laBdeegiats @ pantofiths Sc&mpﬁﬂcﬁng ﬁeld of

ted according to nes 800.in Fi

the o BT BistGaR S gvent RERPERPRTan aP%tBFfs‘Wboﬁ%ﬂlBﬁm o'
1rﬁ%ﬁ96rg\‘,h@ Bohf aﬁH&s@fH@RﬂbMa@&oﬁea%t k&t é(?ﬁl frzero and target

di scussed in Fig 6, In non- |n|t|a regi stration
acmesseayls BOGsehwaid e m:weiscﬁ thoderdspenting field of theeMebidan P
re8g§s(8raltign request message 680. In an additional embodiment of this invention the
home address included in said stored state is equal to zero and target access node 530
uses the zero value as part of the corresponding field of the Mobile IP registration

request message 680.

[0080]) Home Agent 550 constructs and transmits registration response message
710 at point 710e to grant the registration request received earlier. Target access node
530 receives registration response message 710 at point 710c and stores at least part of

the values included in the fields of message 710 in its memory. Said node 530
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included in said nmessage 800. According to this

i nvention said | ast access node identifier is set to
wanoitenit4sf i er that identifies access node 520PCTAB3®DE/039043

In this enbodi nent of the invention target access node

530 constructs Mbile IP registration nessage 680 and

transmts it at point.680c .t one, agent 0..For. the
oGRS i B ind S Ao A0 FEnRE e I iAot figsane
7586, orhtBehetVoAERSer OIS AR 6 QIR 08hd 7baé S3IRIA @l atepblary
wi th end node 510 with state received at point 640c

ethbedimsat ofghisgaentipp, seiskredunsd gizadh registratinn sespausermessgee 720 is

i85 8ne0Fo@RGHE o Me8abn e 60 G PR B i A& Bops ot |
ivemticag %I%Megsdge fiaifiendloldio20 of hessmycantria sty Afdkdpimetion the
agent ress val ues associ ate ith end node 510, |
ciFeapeiaMrssee dentifiesineidedin fgﬁ W{eéﬁagg@tlg%{?@@ég @eﬁ&ég of
: SRt I : t
i e A S G L e D
invbidiedl én mPssagg) 7 1 framni homer aggutesi0 irpsslagead 0 tje0eH3] of the home

Jarget acce node 530 So..const ruct.s a hile . lP .
BB eSS L EgReR el Bk Pty g i saia
mRAEe V00 RARES &s the UBp&rAfnit YdttkdvdlSe bBB LifetiRd fleld 93T0f message

| ast access node identifier extension of nessage 670.

90 dss Tnenseths Hymed gons dsldrss salye ingbpled in prid mesego 1@ koused
. . . ¢
P O e R TR0 B PO et 00 sl 7.
700c. I n another enbodi nent of this invention nessages

69 700 are binding update pessages ile i

Ao e%p%@ﬁwmt Tegis el SRPdHRGS wit ﬁe}%eﬁéﬂﬂwﬁaﬂ one
cRATHEY HRUESH oFRISAYERion AL B8 megi%aidms‘ggaémo

message 690 i1 dentifies at | east the end node 510. Tn
ingprlementiod deaueding of message 800/iarig Onths 4T tfi¢ld 8AO irfdieatesmaianginitial

the |.P address (Honme address) .of .end .node . 510. [0084] .
ety 5o RaSe e PR ot fiedRemiE o5 dgresditise. ino
nb1eER0A 6o SRARAGResddde J00 tRDlaBlacddsSRolOidehidr ekfidsion 880 is

. rggllést ration request received earlier. Target -access
inglyded oBERi¢ Beasage 809. oyicerding fodhisiuptiag saifdast agressmadeat

- poi-at . . feohhe val ues

R P o A et G e R o Aol P ey,
Sai d node 530 constructs in nmenory and transnmits at

Bl R e Sk R b LS PBI  eqpotacts
MPBALES tedi AraBBf ntR8Re 880 and RakddRfsQKAPRCB0E IPRILIER Nt 550.

of this 1nvention, said reduced size IP registration
Fortbp gprgstruction of Mobile IP Registration Request message 680, target access node

530 combines state associated with end node 510 with state received at point 640c from
server 540. In one embodiment of this extension where the server 540 is a Core Context
Transfer server, the state associated with end node 510 that is stored at node 530
includes a home address and home agent address values associated with end node 510.
In one embodiment of this invention target access node 530 uses said home address and
home agent address values as part of the corresponding field of the Mobile IP

registration request message 680.
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nmessage 720 is inplenented according to nessage type

900 of Fig 7. In this enbodi nent of the invention, the
wokeswageissdentifier field 920 of message 900 i RCFiU§2006/039043

is copied fromthe correspondi ng Message ldentifier

included in the Message ldentifier field 850 of

e 800 i Fi 6 .t this

[T IREET,  Breblceed 0t 330 abS hon TR B Moty Sl mossage
690"&1{&%@1111@ itSa Ipdlmgmawzeb@ nbde SEEhash ib entifg®in the last
limt for the value of the Lifetime field 950 of

agpesssange idrptifienentenpion ofimessged T8 FsHRIREe 820 fasgives message

6305 H0b A1 BRI RAEE SRRSO P AT 00D Sitget accoss
n@ﬁﬁﬁﬂ)@r@cdﬁ& .sajdGO&shgd T00 pomk 200a. B ynotindd @ﬂﬂﬂélrl]lmermbf this

this inventio ni cat th ta
inyepinmesAEsHI0 A %ﬁ 6%2’1%141%11&}1 n\ﬁfﬁafé% wiile Hauatds o
cRBSdiRRACS NG 11%%%1'0& Aere iu‘e'?)'ﬂue? Eaé’k%% YRt R¥84ges. According to this

connecti on established wth e sane or different
irventiysmessdgs 69identifidsat leesfcéh@emirgoderﬁﬂedmmmembbdmr% of this

iR L Lo s TR et SRRRRHORL Stk Ok A6

has at | east one nore physical, link or network | ayer
connection established with the sane or different

ac d8e8d]nolleme fygent 48¢ eenstrHeig and e gegisiraiopgesnoyse message
EEPER 7108 5 S5 60 sA0E8 A B SRR St noce

Sis@ferce@a@m@isngummre@mse message 7hebihgrdst e thé sforesseteast part of
V nti on,

S A e an s o O3 B SRSy FoGond
&[Eprﬁgt% 'ﬁ’?ﬁfeﬁm\’?&ﬁ@&ﬁmsﬁﬁ@%’t‘f)&ﬁt @iOctchﬁlc@& @i’%@ i rég’i‘s}fﬁﬂbh ff3ponse

are | npl enent'ed usi ng nodul es. Such nodul es may
memge ﬁ%@utcegtanr@hﬂ getsori laameregis‘aatmmuequ@st togendloode ﬁé@ ilofhe

o e oh 8t HReSiom oBY Pt L RE R oHhee

n{¥R&BE ngo @ﬁﬁﬁsﬂ%rﬁéﬂt&i adasfdiﬁgcﬁalxﬂéssage&w&9msoﬁug U\Aﬁftﬁis
included in_a machi.ne readabl e nmedi um such as -

egpbodlizent of t@e invepipn. fthoMsssage Kentiierdield §2¢ gﬁmpg;pg%%o myFlg 7
1%?)&:'61u om orreg;gcf}l%ar%l\ég g@ﬁ@nﬁﬁ’émﬁélﬁﬂed\%ttﬁ lgfessage Identifier

to I nplenent a
ﬁplalr&ﬂOOijnasﬁag‘e f8®0aii)b“l@6 thasthis thedageeT200d being tlgtnsmlmd dmeesponse

or r Qde Acc n am)n r th , the .
B FitP e a6 ineluded st otioepe 1 Dot ¢ Afkippby mit for the
viRd bFiHe'L@Feltlﬁf@ fild 98¢ Bf RBsBYES0T RFg 7! Hﬁthfs%%o@ﬁﬁeﬂt @F the

causi ng a machine, e.g., processor and associ at ed
intvendewathe home address and home agent address extensions 970 and 980 of Fig 7 are

not included in message 720.

[0085] In one exemplary embodiment of this invention, end node 510
communicates with target access node 530 as shown in Fig 8, while end node 510 has
no other physical, link or network layer connection established with the same or
different access node. In another exemplary embodiment of this invention, end node 510
communicates with target access node 530 as shown in Fig 8, while end node 510 has at
least one more physical, link or network layer connection established with the same or

different access node e.g., access node 520.
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to performone or nore of the steps of the

above-descri bed nethod(s). [0087] Numerous additi onal
woani7auians on the net hods and apparatus of thecpruss®ean3gnd3

i nvention described above will be apparent to those

skilled in the art in view of the above description of

the invention. Such variations are to be consi dered

within the scope of the invention. The nethods and

ap F{_@O@(ﬂ u : l[%ffarfdﬁ‘s? eRbB &R ntd rfb\dgé"@és?ﬁhbémiéraﬁ ’ar@il;hﬂ)lérﬂented using

vari ou odi nents are, used w CDMA, orthogonal

ofi¢ epuereayodiiles teiperfornn the sdpe xpmgspo@DYQ oag onmeteguethods of the

ot her. types of conmuni cations .techniques I.: be
I L R A B A Lot S
traf@EssioNgees Bid, ifBbhe@nbodigentd variasteatiybosk the pieserithe
access nodes are inplenented as base statjons which

inventien st Amplsmenied dsnganedulssnRachpedulesypry ke Hpplemerisd Hyne
§ . : .

sofb e Yt e SN ComblhattBh bEUT B BEY e DfinfBP I Sbove

deketibedssilotiaat me(hBOARps car bedtiipdem@ued wihgmdehine escutable

insHp s i P G B LR el RO e
nREREEREvibd) \é%;,tp;&m, ‘ﬂg‘?lﬂ% ik G Ntd/ B dttoPa rdache®EN6heR4] purpose

operating a base station, the nmethod conprising:
competer with oawithduaditipnalchandiare cto [impleaising alf gt pestions of the above

FEPRRePIL 05 Rtk ol MRS ok ERUF Gl b Rl e
pEsedYiidntioh Rvfirdcfdits b mdchl-reRRSRIBedidm indledinR ioHinef

claiml, wherein receiving a reduced size Mobile IP
exesyiable iastrushlone s gaesing @ Maehne. ceb di0saseP g associated hardware,
ESEratl i rald nmet hod
O G EE S N S 8008l ol bk ol
regi strati on nessage i ncludes a base station

identjifier _identifyin ai d .base station. 4., The

et B ot Moy s ddiingaFig HER Gt B et g appigatus of the
pRdsOtiifbntiBh d&dcribed BIRFR WG appdrEnt't6 thyse Fkifled th MBIl view of
I P registration nessage, state information- - SR

thecbowe genstiptien efthe &iventipn. Suel variasions aglto be gpepidared within the

i nf or.pAt. on.inc ing at | r
st Rcpehuely a8 b o Bl e RO AR iy be,and
in Ydrivugeinbediments are, used with CDMA, orthogonal frequency division

=t

multiplexing (OFDM), or various other types of communications techniques which may
be used to provide wireless communications links Between access nodes and mobile
nodes. In some embodiments the access nodes are implemented as base stations which
establish communications links with mobile nodes using OFDM and/or CDMA. In
various embodiments the mobile nodes are implemented as notebook computers,
personal data assistants (PDAs), or other portable devices including receiver/transmitter
circuits and logic and/or routines, for implementing the methods of the present

invention.

31



AW N o~

BOWON f— W AR W N =

2 WO e

5. The nmethod of claim4, further conprising, prior to

said storing step, receiving said at | east one of a
wélaow/0ddids ess, Honme Agent Address, and wi rel eSBCT/US2006/039043

termnal profile information from another node which

is different fromsaid wireless termnal. 6. The
!Qﬁé@ﬁﬁiﬁiﬁﬁbﬁéﬁhéi wherein generating at |east one of

* Mobil e I Pv6 registrati on nmessage
i ncl udes generating a registration nmessage including a

Home Agent Address val ue which was not included in
Isai d & weihedof sparatingbbise staton.dhe Bethedicompsdgage. 7.

The 0 j .0: Sal [LAg at

s TRt el Mo WAl Rch EREE AL

regi gecritinpfromsaidgedicad sihe Mdbile TP degsstiatioh uttissegeat ldasteone of
ggent Address value, the Hone Address value is a

adMehisdPre peMabdadP VRIGESHRLQAMESaEhat was recei ved from
sai d additional node.8. The method of claim7, wherein
the Home Address value is zero when said stored

2i nf oflime et doafralasiply redieragn teoeivinigoh wilnesideize Mebild Wajegistration
does no%(’incl ude a non-.ztero Hone Address .value. 9. The
IESTAgE ARdes FefeRiias tiAes diion Psags AYFLT A Y | east

one of a Mobile IPv4d and Mbile | Pv6 registration

mssggle further includes incorporating a Ca

- of

3Addr d&e metlhosk of; cdaim 3, Prhsrein paid resiised szeaMobHe Eh?rﬁ%ést@ﬁpw
: M Do . ;

oSO M At s or @RS BB ¥y PERISROR | O

reduced size Mobile IP registration nessage includes a
nessage identifier, said nessage identifier includes

“at Iélg‘éﬂneé}?fglt‘béd%lms?em& Oa CARBE % e st anp.

12. Hbﬁngfﬁﬁ&% edceflif MdbdplABiRINoBiRd P RBESERYS message, state

i dentl I ncl udes both said sequence nunber and tinge
iisfoemggionl®rreprmdingt th said ofiral¢sa itarninal yaist site infaindatismseluding at

d j [ iff h i rel i.nal
o A S R AR Bl W o
idBrmdtim. met hod of claimb5, wherein said other node

which is different than the wirel ess term nal -node is
anot her base station to which said wirel ess term na

snas ﬁrh%\ﬁile%'&c{ of GARE %ﬁgertcgmprising, prior to said storing step, receiving

said at least one of a Home Address, Home Agent Address, and wireless terminal

profile information from another node which is different from said wireless terminal.

6. The method of claim 4, wherein generating at least one of a Mobile IPv4 and
Mobile IPv6 registration message includes generating a registration message including a
Home Agent Address value which was not included in said reduced size Mobile IP

registration message.

7. The method of claim 6, wherein said generating at least one of a Mobile IPv4
and Mobile IPv6 registration message further includes including a Home Agent Address
value, the Home Address value is a stored Home Agent Address value that was received

from said additional node.
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15. A base station conprising: a receiver nodule for

receiving a reduced size Mbile IP registration
woreswage4sa si gnal generation nodul e for gener BCTMIG2006/039043

fromsaid reduced size Mbile IP registration nessage

at |l east one of a Mobile IPv4 or Mobile |IPv6

regi stration nessage. 16. The base station of claim

15, wherein said receiver nodule is an radio receiver
gnodulrge hdkhddesFRlann Y whbin @@ Fonialh ddesyRlisaig eerovelienaaid

air link. 17. The base station of claim 16, further
st@mdpnfosmﬁgemmmsyorfdmg torsaid; wigelpwdemiiagl dogybetdaclydegnon-zero
}ﬂﬁgyA&a gglstratlon nessage, said nmenory including

St'ore uced size Mobile IP registrati on nessage
that including a base station identifier that

ident|fies said, has tation, 18. The base stati
O a1 THH BIeTHSERE ST PR ) ESF Gt et Qg 2 bR va

ahd] ﬁ@‘iPmegg&a@&meghg@ﬁmeﬁﬁbﬂm 8 PeMtihe ama@@bf Address,
sald state 1nformation Tncluding at | eaSt oné of

thao ifenifiel sikbaspistatiomgetotsaidda¢neisted MeoleiloiPré land Moblle IPv6

r.m.nal eproflle information. 19. The base station of
rqig|1s$§aﬁp&§1 %Pt her conprising: a network interface for
receiving said at | east one of a Hone Address Home
Agent Address, and wireless term nal pro

lpnf ofhamediodrofsiaiands Hhprerowed 1rHPesd size Mpblfl%}Pengs?rﬁf&ﬁ
n‘%géa \A#cﬁlfdeg %%nésg:{g? 15.@1’( 162 galdmeess Si&erg h{?:ﬂl Flkeﬁ’ét Bhe of a

ereln sal generatl e |nc
sé@ﬁﬁhﬁﬂWMhﬁ@n@&ﬂm&gnaﬂpd stored state |nfornat|on to
retrieve fromthe stored state information a Hone
Agent Address val ue which was not included in said

1peduggd n'fe'tﬁcﬁ dRbiter 1] E\’fhéﬁ‘aﬁi Shd fi‘i‘éés‘age m%ﬁﬁﬁaqnauaeswlg Ehid
is to be included in at | east one of a Mbile | Pvd or

sévpioh¢eentnthed and tjimststamp.on message to be generated from
a reduced size Mbile IP registration nessage. 2 1.
The base station of claim 20, wherein said signa

19€enermak infshdshbl fimf 3) MitRBYIn bdi¢ bikdesodeahish ixndiffokzhaihan dg
a. Hone Agent Address value that was received -from-said

vekedss fesminal nedrels pp guthentralion ppd Brtheii428A0 EVEY nel usi on
in said at | east one of a Mobile IPv4 or Mbile |IPv6
regi strati on nessage to be generated.

14. The method of claim 5, wherein said other node which is different than the

wireless terminal node is another base station to which said wireless terminal was

previously connected to.

15. A base station comprising:
a receiver module for receiving a reduced size Mobile IP registration message;
a signal generation module for generating from said reduced size Mobile IP

registration message at least one of a Mobile IPv4 or Mobile IPv6 registration message.

16. The base station of claim 15, wherein said receiver module is an radio receiver

module for receiving the registration message over an air link.

17.  The base station of claim 16, further comprising:
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memory for storing received reduced size Mobile IP registration message, said
memory including a stored reduced size Mobile IP registration message that including a

base station identifier that identifies said base station.

18.  The base station of claim 16, wherein said memory further includes:
state information corresponding to said wireless terminal, said state information
including at least one of a Home Address, Home Agent Address, and wireless terminal

profile information.

19.  The base station of claim 18, further comprising:
a network interface for receiving said at least one of a Home Address, Home
Agent Address, and wireless terminal profile information from another node which is

different from said wireless terminal.

20.  The base station of claim 18, wherein said signal generation module includes
means for accessing said stored state information to retrieve from the stored state
information a Home Agent Address value which was not included in said reduced size

Mobile IP registration message but which is to be included in at least one of a Mobile

" IPv4 or Mobile TPV6 registration message to be generated from areduced size Mobile IP

registration message.

21.  The base station of claim 20, wherein said signal generation module further
includes means for obtaining a Home Agent Address value that was received from said
additional node from stored information for inclusion in said at least one of a Mobile

IPv4 or Mobile IPv6 registration message to be generated.
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