| Method and Apparatus for Encryption, Method and Apparatus for Decryption,
and Conput er - Readabl e Medi um Storing Pkogram 5 Technical Field The present
invention relates to an encrypting apparatus, a -decrypting apparatus, and
encrypting/ decrypting nethod, in particular, to an invention which enables
to encrypt/decrypt another piece of data while a 10 certain piece of data
is encrypted/ decrypted. Background Art Fig. 43 shows a bl ock diagram of an
encryptor perform ng encryption of Cipher Block Chaining Mde
(hereinafter, referred to as the CBC node). 15 An encryption of the CBC
node is perfornmed as follows: first, plaintext block data M of 64 bits is
i nput by block unit; the input data is encrypted by an encrypting nodul e

51 using ngrypt,i on key. K. cipher t . block data C_ and _pl ai ntext bl ock
data M+ %@Séé‘égé“rﬁ’?a‘iﬂ SrEEasiyibon Melod angérpparatyg far PREYXORe@nd esul t i s
supplied to the encrypthigueRREAEbRMedifn S%Qﬁﬁ%ﬁfoé&txﬁ on using the
encryption key K, as a next input for encryptihg process. Then, this

process is repeatedly chained, and the whole plaintext data Mwill be
encrypted into ciphertext data C. Fig. 44 shows a bl ock diagram of a
decrypti negeaRRa,2tEysigeer form ng  decryption of the CBC node. 25 The
decrypting apparatus shown in Fig. 44 is an apparatus for 2 decrypting the

ci phertext datargpcr b he. encrypting apparatus shown in Fig. 43.
The ciphertext b ock%%%?lgt C’% ‘%eg%loﬁmﬁewt&sa%(aegﬁyﬁﬂcﬁg’%ﬂuF"Bp?’iams’ a
- .decrypting apparatus, and encrypting/decrypting method, in particular, to an
invention which enables to encrypt/decrypt another piece of data while a

10  certain piece of data is encrypted/decrypted.

Background Art |
Fig. 43 shows a block diagram of an enc;,ryptor performing encryption
of Cipher Block Chaining Mode (hereinafter, referredr to as the CBC mode).
15 An encryption of the CBC mode is i)erformed as follows: first,
plaintext block data M, of 64 bits is input l:;y block unit; the input data is
encrypted by an encrypting module 51 using an encryption key K; ciphertext
block data C; and plaintext block data M,,,, subsequent to the data M,, are
XORed; and the XORed result is supplied to the encrypting module 51, for
20  encryption using the encryption key K, as a next input for encrypting process.
Then, this process is repeatedly chained, and the whole plaintext data M will
be encrypted into ciphertext data C.
Fig. 44 shows a block diagram of a decrypting apparatus performing
decryption of the CBC mode.

25 The decrypting apparatus shown in Fig. 44 is an apparatus for



for decryption using the encryption key K, XORed with an initial value 1V,
and decrypted into plaintext block data ML. When ci phertext block data C, 5
is input, the block data C2 is decrypted by the decrypting nodule 71 using
the encryption key K, XORed with the ciphertext block data Cl, which has
been previously input and stored in a register 111, and decrypted into

pl ai nt ext %Iock data M2. Here, the register 111 can be provided inside a
sel ector 7 .ecwt%ﬁ@@phﬁa@xéaln%@np@mt@dmw anerypengeippewahgs shown
expressions where plaintext block datais M (i =1, 2, ..., n),

ci pher t ext 1BIHE&k4dat Fhe;cighertext blogk data,Cnis, inphe temcdymyptiggpmedeais7usi ng
the encryption key Kis defined as Ek, and the decrypting process using

t he encryptfondekyption ssidef theeenaypiion Ky B (MORXR with 4 ifitial ®EdueMy EXR
C-.) (i=2 3 ....,n MD(C) EXRIVM =Dk (C) EXRC-1 (i = 2,

3, ..., n) akéréscrEdRd o edeittexabloXERIARGVR! | When Mpheple8s MMtk aftd ot al
value to be used for an initial step of encrypting and decrypting N

processes. is 2pdi)ehsaieck dath ab, addi@ypded By UBRURSYHtih 1}18&11&“%3{{%2% and
p

the decryptor. Fig. 45 shows an encryptor perform ng encCryption of ut

Feedback MgHe eneytidlided 'K, XSRS GAth Ahati ok 6
decryptor perfeorm' ng decr?yption of the églﬁnﬁﬁégwgﬁk %#asﬁm‘gﬂ%‘#shgs
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referred to as CFB node). Ig. 48 ows a decryptor perfor

accordi ng penitext K68 ABESM,. | :

Here, the register 111 can be provided inside a selector 73.
10 The CBC mode can be represented by the following expressions
where plaintext block datais M, i=1, 2, ..., n), ciphertext block data C. =1,
2, ..., n), the encrypting process using the encryption key K is defined as E,,
and the decrypting process using the encryption key K is defined a.s D,:
C,=E, M, EXR IV)
15 C,=E,M,EXRC,) (=283, .., 1
| M, =D, (C) EXR IV
M;=D,(C)EXRC,,(i=2,3,...,n)
Here, EXR represents an XOR operation. IV represents an initial
value to be used for an initial step of encrypting and decrypting processes.
20 The same initial value IV is used both in the encryptor and the decryptor.
Fig. 45 shows an encryptor performing encryption of Output
Feedback Mode (hereinafter, referred to as OFB mode).
Fig. 46 shows a decryptor performing decryption of the OFB mode.

Fig. 47 shows an encryptor performing encryption of Cipher

25  Feedback Mode (hereinafter, referred to as CFB mode).



Here, the register 111 can be provided inside the selector 73. Fig. 49 is a
bl ock di agram showi ng a procedure for en¢rypting 5 plaintext data M and

pl ai ntext data N using the encryptor of the CBC node. Hereinafter, a case
in which the plaintext data Mincluding plaintext block data M, plaintext
bl ock data M2, and plaintext data M3, and the plaintext data N including
onl'y plaint ext block data NI will be explained. Wen the encryption of

pl ai ntext bl ock ddga4fishewsadeeypter pecforanng d@rpbtiok sabadi@k s tht put ,
and the ciphertext block data Cl is also used for encrypting process of

pl ai ntext KIBBiknode.a M2. In this way, ciphertext block data C, is fed back
to the process of encrypting plaintext block data M+1, which forns a

chai ned process. Haepthie ngtiyteri 111i@nnod pposdedligsite thBGeWREot fg  pl ai nt ext
bl ock data N1 unl ess encrypting process of the plaintext block data 15 Ml

through the plai Rigxtddbliock Klatla dNughas @ﬁ@ﬁhﬁ%rﬁ %h%@edl'ﬁ‘eg for Ert ?yﬁ_ﬁgghgo

encrypting process of the CBC node as wel | I'n case o

|t takes | onginioxaeRalPaaRGhiate it NIUAXY ﬁbﬁ%tﬁﬁm%@%‘?(ﬁo%e

pl ai ntext bl ock data M2, and the plaintext b

encryption has b%eiﬁméhﬁcﬂzagéﬁﬂﬁvﬁnEﬂ%P@?ﬁl L:Qﬁ &5%1%&[ pxic}(f'ﬁ& dat%énthﬁ,?,

prepared, which generates an idle tine et ween
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10 block data C, is output, and the ciphertext block data C, is also used for
encrypting 'procéss of plaintext block data M,. In this way, ciphertext bléck
data C; is fed back to the process of encrypting plaintext block data M.,
which forms a chained process. Accordingly, it is not possible to encrypt the
plaintext block data N, unless encrypting process of the plaintext block data
15 M, through thé plaintext block data M, has been ﬁnjshed;
Fig. 50 shows the encrypting process of the CBC mode as well as Fig.
49. | |
In case of Fig. 50, it takes long to prepare each of the plaintext block
data M,, the plaintext block data M, and the plaintext block data M,.
20  While, the encryption has been finished before the next plaintext block data
M,., is preprared, which generates an idle time (time between T1 through T2,
T3 through T4). In this way, even if the idle time is generated, the chain
process has to be performed such that the ciphertext block data C, should be
fed back to the encrypting process of the plaintext data M,;;. Therefore, the

25  process for the plaintext block data N, cannot be performed until the



ensuring process. The plaintext data Mis, for exanple, encrypted into the
ci phertext data C by the encryptor of thé OFB npbde. A nmessage 5

aut henti cati on code (MAC) P is conmputed by the encryptor of the CBC node,
and is appended to the last bit of the ciphertext data C. In case of
receiving data which is encrypted and to which the MAC P is appended, as
wel | as decrélpti,ng the ciphertext data Cinto the plaintext data M by the
decryptor ICHWRENGAIORpO! theeplnidert biockatesatMgis finimttede ci phert ext data
C by the 10 decryptor of the CBC node. It is possible to confirmthe

ci phertext data C‘igrahshowsed deis cotfidentpsitydpbycessnmat iandatdanehhaiped
MAC P with the MAC P transmtted and received. Fig. 52 shows a procedure
for the corgnsiwmng arotesspr Bhegdanrdxt data MAG, forRsthiride P& %&W en
Fig. 51. 15 The plaintext block data ML through the plaintext bloc ata M
are seri aldiphertexypdeth i Gt byt bke CenbEhHEEXtofbltREK Oda anfokid Nr QUgRLAE..

ci phertext block data C3. Subsequent, the MAC P is conputed by seridaly
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The encryptor and the decryptor of each node shown i _ (
48 has a prahl emgserdddd @ne k@ﬁb%ﬁh@%&%dxpﬁ ghervehia . apd, decrypting
I e fed Pack: an

process of the previous bl ock data shou gged fervine

encrypti ng el A8GY RS LRSkEa NN (PORKNALAAGSE 5 Lppa Rrgblem tpat once

the encrypting process or 'the decrypting process i's's

encrypting ({H‘Qfﬁﬁ Qh %El% t SS cann t]T\@ started unl ess
25 t he whol ecs epsgof et e %ﬁ%’?@%ﬂ%g 1&?%5@%3&%1&%@3%@% EYitﬁi‘@ Or are
5 finished. fAg ' e 1060 P YpLina/ldecrypt i ng, process, jch. is
previously St ar%?gg],gr&%lte)gﬁ’i 1!rﬂees I’I’UC?{CSI érl%ﬁ?p?%éid @%’Z@lﬁﬂé‘%p‘arte}‘t data%”by the

10 decryptor of the CBC mode. It is possible to confirm the ciphertext data C

transmitted has not tampered by comparing the obtained MAC P with the

MAC P transmitted and received.

Fig. 52 shows a procedure for the confidentiality process and the

MACGC computing process shown in Fig. 51. _

15 The plaintext block data M, through the plaintext block data M, are
serially encrypted into the ciphertext block data C, through the ciphertext
block data C,. Subsequent, the MAC P is computed by serially inputting
the ciphertext block data C, through ciphertext block data C,.

The encryptor and the decryptor of each mode shown in Figs. 42

20  through 48 has a problem as follows: the data obtained by enérypting and
decrypting process of the previous block data should be fed back and used for
encrypting and decrypﬁng the next block data; there is a problem that once
the encrypting process or the decrypting process is started, anothef
encrypting process or another decrypting process cannot be started unless

25  the whole steps of the encrypting process or the decrypting process are



encrypting/ decrypting process should wait for a long time. Further, in case
of performing the confidentiality procesd and the 5 integrity ensuring
process, the integrity ensuring process should be performed after
perform ng the confidentiality process, which takes a | ong processing
time. It is an object of the preferred enbodi nent of the present invention-
to obtain an encryptor, a decryptor, an encrypting nethod, and a

decrypt i ng fimghadt hodcemdorelyant pehd oemergntimgiddcngpiiagr ypbidrg, PRACAS Sisof
anot her piece of data. while the encrypting/decrypting process of a certain
pi ece of datavianslperfetaned, Furddqdres it msichnot bake obj gt of shbSeielter red
enbodi nent of the present invention to performencryption/decryption of

the data hawcngptang/schipgher pRidess shyuld wait fop adbhe'tidat a. Further, it is
anot her object of the preferred enbodi nent of the “present invention to

perform the confifianhédlint yady of @esfrdfdnbhgd BE i . I Ss in
paral l el at a high speed. 20 Di s?l%osurentgf t he ﬁ%%éﬁ?%ﬁnigé%eggl%@& ®the
present 51 NYREIr R, HiuP VipldeBgk a r .en ing first prOcessing
data and secor?dgjgr ocegs?% %?fa i’n@ﬁ%dgg@%gtﬁe%%g;#%r IJ::rlt0 gslsngs@tui‘iu ©of
encrypti ng pRERGERS aft Vi a s starts _encryptin rocess
of the secg%d 25 p?ogggg?ﬁ)éﬂgggaﬁ%e%@egﬁg@;%tP lfloé:e%‘cf’o‘gg%cg‘. g&etshg IBngt
pr ocessi ngpglg&%s'i S0Pl eted, the encrypting apparatus makes the nenory

store the Status 10% encrypting process of the first processing data when

the encryptin ts encrypti roces f the second
processi %8 da‘? a, QP%EBHEC‘?E’P&@ Pre'%en)éﬁ emnlgodl.)lmen o?tﬁe present invention to

‘obtain an encryptor, a decryptor, an encrypting method, and a decrypting
10 method which can perform encrypting/decrypting process of another piece of

data while the encrypting/decrypting process of a certain piece of data is

performed.

Further, it is another object of the preferred embodiment of the
present invention to perform encryption/decryption of the data having a
15  higher priority prior to other data.
Further, it is another object of the preferred embodiment of the
present invention to perform the confidentiality process and the integrity

ensuring process in parallel at a high speed.

20  Disclosure of the Invention
According to the present invention, an encrypting apparatus
encrypting first processing data and second processing data includes:
a memory for storing status of encrypting process, and
the encrypting apparatus starts encrypting process of the second

25 processing data before encrypting process of the first processing data is



5 the encrypting apparatus returns the status of the encrypting process of
the encrypting apparatus to the status of the encrypting process of the
first processing data stored in the nmenory when the encrypting apparatus
restarts encrypting the first processing data, and the encrypting apparatus
restarts. encrypting process of the first 10 processing data. The

encrypting apﬁgrat s restarts encrypting process of the first processing
dat a bef or €9 ﬁ‘fﬂi ng process of the second processing data is conpl eted,

the menory stores _the status of encrypting process of the second 15
processi ng data ilénenewypéing yppianet wppealasuthe astaioks €06s WHkI BithtRE OSESS
of the first processing data, the encrypting apparatus returns the status

of the encragsrypgngppooess of thee frstr ppodcagirappiatatl Wohd© ke ‘%&&#gﬁnf t he
encrypting process of the second processing data. stored in the nory

when the erappaTaiwgs20ieePAyBti HRBhEs SEIHRNGYAL H8cRaeasLf the second
processing data, and the encrypting apparatus resfarts encrypting process

of the second prtheesstgtiat dappiathé M &ltuPhOCRSS is@&ﬁag? jf}'?e L"{f@h%}g{s‘a o5
p X :

pl ai ntext data and the second processing data I's secon ai

The encr yptprogesanifahaleperditdhl apBaritiRltoNS QLRSS B etnré?gﬁﬁﬁ%%f)%eges of

processing data by an interrupt. An encrypting apparatus

Dl i htext docarfe) maudinds Bndl tewa dhothe (Beblly (fhid 1thengiypting [

plaintext data N including plaintext b he
encrypti ng appRdsaldiS stk YiePypting the first processing data, and

the encrypting apparatus restarts encrypting process of the first
10  processing data.
The encrypting apparatus restarts encrypting process of the first
processing data\before encrypting process of the se_cond processing data is
completed, . |
the memory stores the status of encrypting process of the second
15  processing data when the encrypting apparatus restarts encrypting process
of the first processing data,
the encrypting apparatus returns the status of the encrypting
process of the encrypting apparatus to the status of the encrypting process of
the second processing data stored in the memory when the encrypting
20  apparatus restarts encrypting process of the sécond processing data, and
the encrypting apparatus restarts encrypting process of the second
processing data.
The first processing data is first plaintext data and the second

processing data is second plaintext data.

25 The encrypting apparatus starts encrypting process of the second



5 a nmechani smfor receiving a request to encrypt the plaintext data N
during encrypting process of the plaintekXt data M an encrypting unit for
encrypting the plaintext block data M to output ciphertext block data G ;
a feedback | oop for feeding back the ciphertext block data G output 1.0
fromthe encrypting unit to the encrypting unit through a feedback line; a
menory, provided in parallel with the feedback |ine of the feedback [ oop,
for recei viligcassingdesa by aremdespiptt he pl ai ntext data N and stores the

ci phertext block data C, fed back when the plaintext block data M +1 is not

encrypt ed subsequimtenayptiegpbapataixts bhagiptist alMntsgt thah Menenedinpt | on
15 process of any of the plaintext block data of the plaintext data N7is

started; andamtest ddock daoa Mel(eet ilng, agd. supply pgntdie aLpDaGtS ck
data G fed back fromthe feedback |ine of the Feedback | oop tloqlﬁieﬂlg

feedback | qdpintexchhek dataiNidie plgisnt exihblack fa s fed
subsequent to the plaintext J2(8 bl ock d:);(a M, m f%? gf%??ilﬁgﬁgﬁg'

suppl yi 8Bg the ci gherdeBRXhishh @6K ' [ Q,t

f eedback | oop in case thaSt ?%J%?g?ﬂg&f%‘%g&o e&ﬁ%%i&nﬂsa\{%oetﬁedr}f&?y%t ed

subsequent i | . . plaintext block. data
q ik @n%ﬂﬁfoc@%@%tﬁgﬁa &Mex@?ﬂ%{i g P

M+1 is encrypted r any o al ntex oCck data of the plaintext

data N i [ , | wr.al '
data N1 (onCryPUatondy ol THIP he SHGRE Ar IRkl BT, 1

sw t ching the H{gi'?ﬂer{e%@ibzéc‘?{&at%%[esDO”di ng to the plaintext data to be
encrypt ed. Acgor ng to the present invention, an encrypting nethod

includes the a feedback loop fof feeding back the ciphertext block data C, output

10 from the encrypting unit to the encrypting unit through a feedback line:

a memory, provided in parallel with the feedback line of the feedback
loop, for receiving a request to encrypt the plaintext data N and stores the
ciphertext block data C, fed back when the plaintext block data M,,, is not
encrypted subsequent to the plaintext block data M; so that the encryption

15  process of any of the plaintext block data of the plaintext data N is stﬁted;
and

a selector for selecting and supplying the ciphertext block data C, fed
back from the feedback line of the feedback loop to the feedback loop in case
that the plaintext block data M, is encrypted subsequent to the plaintext

20 block data M;, and for selecting and supplying the ciphertext block data C,
stored in the memory to the feedback loop in case that the plaintext block
data M,,, is not encrypted subsequent to the plaintext block data M, and the
plaintext block data M,,, is encrypted after any of the plaintéxt block data of

' the plaintext data N is encrypted.

25 The memory includes:



5steps of. encrypting plaintext block data M (i =1,2,3, ...) of first
pl ai ntext data Musing ciphertext blockgdata G (i =1, 2,3, ...) output
froman encrypting nodul e; storing ciphertext block data C to be used for

encrypting plaintext 10 block data M+1 of the first plaintext data Min a
menory during or after encrypting process of the plaintext block data M;
encrypting at |east one plaintext block data of second plaintext data N

after storing t i : X : | . for._encrypting,the
ol ai nt oxt bl ock PararirEi-rh Bhechelh & ph el Bietaost pRinERE B Fita

bl ock data M +1 of fprst_pnlaintext data,M by inputtin he ci phertext
bl ock data G togbse&gglédfofoﬁwﬁﬁ ] gf‘ﬁtB%rahrc‘}gk%eﬁ%tcaﬂi\ﬂsﬂgné{l‘& &8 the t he
menory and_usi t ncryptin dule after encrypting the at |east one
pl ai nt ext Bfad]&%g‘aé{;gag?%ﬂ%c%@@ﬁg pl ai ntext data N. 20 According to the
present inveption, an encrypting. apparatus encrypting plaintext data

i ncl udi ng at®fESPEHR tHE HITERt 1BV HRIOaal surgPtmEpmethed inghdesudhiong an
encrypting unit apd generating a nmessage authentication code (MAC) to
ensure n i fiteRF PEy of the ciphertext data, the encrypting apparat us

I ncl udes: 25 an encrygtin unit, having a first feedback |oop for feeding

back 9 ci phert ex¢n@yptikgdpiaantgxt diegudaty Mhé =dc2y @, i.n} ofifirst phainhext

encrypting unit when the plaintext block data is encrypted by the
encrypt i ngdats ™M wging ciphertexngbloble rtai €} gxt=diat2, Sper.) anutipng #Oom an
encrypting process by feeding
encrypting module;
storing ciphertext block data C; to be used for encrypting plaintext
10 block data M,,; of the ﬁl_'st'plaintext data M in a memory during or after
encrypting process of the plaintext block data M;
encrypting at least one plaintext block data of second plaintext data
N after storing the ciphertext block data C, to be used for encryptiﬁg the
plaintext block data M,., in the memory; and
15 encrypting fhe plaintext block data M,,, of the first plaintext data M
by inputting the ciphertext block data C; to be used for the plaintext block
data M,,, stored in the memory and using the encrypting module after
encrypting the at least one plaintext block data of the second plaintext data
N. |
20 According to the present invention, an encrypting apparatus
encrypting plaintext data including at least one plaintext block data into
éiphertext data using an encrypting unit and generating a message

authentication code (MAC) to ensure an integrity of the ciphertext data, the

encrypting apparatus includes:

25 an encrypting unit, having a first feedback loop for feeding back



back the ciphertext block data G through the first feedback |oop, and 5
outputting the ciphertext block data; a gressage authentication code ( MAC)
generator, having a second feedback |oop for feeding back a conputed
intermediate MAC result, for inputting the ciphertext block data whenever
t he ci phertext block data is output fromthe encrypting unit, processing
data, feeding back the conputed 10 internmediate AMC result by the second

feedback | qapherag; BRBRIGA T okt HEhb aneRya Gy Lo Ed‘ﬁheegéﬂb&&pg{ggf 08

ci phertext data. The encrypting ‘uni generator “pe
al ter nat el ¥ £ &ye thHeNBIHRELNI c d g{ﬁg erating process by sharing
one encrypting m)dgre an’g gﬁ{ggf gégabeaicg:kerﬁ% ,ecgﬁ]) t et?f%lgﬂgmﬁe(‘-}&y%fl?rl oop
i ncl udes: r tively stori.ng and outputting results of the
encr ypt 1 ng Bpaneny th P RARRER ot kelbPRIR AL coliiie iidersboroadine
sel ecting rpatel-y, the results, of the encryptin rocess and the MAC
generat i ng%ﬁﬁcgce S c#%‘?#?]ﬁte%i%%rdf%?obaﬁpé??%}{eqﬁv %Q’Qtpﬁé?dhﬂ% depp, and
encrypting process and the C.generating process. According to the present
i nvent i gn, Dg‘ﬁp‘éﬁ?ﬁ‘%gl?‘? ﬁ’é’%ﬁé{\%&&’% datdicrypting pl ai ntext data including at
| east one plaintext block data intqg ciphertext data using an encrypting
unit and gener at Pn{reSSAES saaentgatient adst (A Qogengman®) hayvisgsarscand
integrity (%f he Ciﬁ)ghertext data, the 25 encrypting nethod includes: 10 an
encrypting %‘i‘ﬁ’p"‘f’ki Pultitnipeding thacks @ cxiaieitedt setmediate dMAC basklt, for
ci phertext block data C_output fromthe encrypting unit when the
encrypt i ng Inpwking fbe ypphetpss hlaskt datoskhatmvar thepeiphertgxt hdoqd datd ext
bl ock dat a,
output from the encrypting unit, processing data, feeding back the computed
10  intermediate MAC result by the second feedback loop, and generating the
MAC to ensure the integrity of the ciphertext data.
The encrypting unit and the MAC generator perform alternately the
encrypting process and a MAC generating process by sharing one encrypting
- module and one feedback loop, and
15 the one feedback loop includes:
a memory for respectively storing and outputting results of the
encrypting process and the MAC generating process; and
a selector for selecting alternately the results of the encrypting
process and the MAC generating process from the memory to alternately
20  perform the encrypting process and the MAC generating process.
According to the present invention, an encrypting method for
encrypting plaintext data including at least one plaintext block data into
ciphertext data wusing an encrypting unit and generating a message

authentication code (MAC) to ensure an integrity of the ciphertext data, the

25 encrypting method includes:



perform ng an encrypting process by- feeding back the ciphertext bl ock data
5 G through a first feedback |oop, and;putputting a ciphertext block data;
and a MAC generating step, including a second feedback step for feeding
back a conputed internediate AMC result, inputting the ciphertext bl ock
dat a whenever the ciphertext block data is output fromthe encrypting step,
processi ng data, feeding back the conputed internediate MAC result 10

t hrough the seco e p ng._gener ating;th C to ensure. the
integrity of theggi %orhcegﬁglﬁ Széﬁ’ainci}é‘gl(g‘%d??ﬁs%ge% acgﬁ' %@é’n{miﬁ@mﬁ B?l‘?ka
decrypti ng appar at decrypti fi.rst processing data and second .
processi ngcﬂg{% qqﬁ%%gatgyﬁeq}ﬂgytffmm §g‘€)lepﬁ’g‘f'p§1 &Pb‘éwg?néﬁﬁéwwti‘%
process, and.wherein 15 the d% rypting apparatus starts the decrypting
process of Ulke OSEGNEG PHBERYs i@f)(‘dé@éa:béﬂﬁﬁﬁtlﬁﬁetlﬁedﬂ§&tﬁﬁﬁg Weeeedataof the
first processing data is .conpleted, the decrypting apparatus nmakes the
menory st oPEIOKERIBE A0 RNGYPHRE Pm@ﬁ?%/bf'ifﬁ@ilﬂgdt@é(satﬁ ciphertext dlogs detssi ng
data when the decrypting process of 20 the second processing data is
startedd akdthrpnghes fypt feegbaglp foomt a@dr@xtnuhts'ngr@ecipgemeus bifckt degtadentdy pt i ng
process of the decr;épti ng apparatus to the status of the decrypting
process of the farMAC genemdsiggtegainclatdioread second featibamk steph dor fdeding
decrypting process of the first processing data is restarted, and 25 the
decrypt i ngbappar atmputed iatdrmddieted BEAGptdsndt, inpaedagothet fighbitest bldck
processi ng data. The decrypting apparatus restarts the decrypting process
of the firduata pwlosessr nhe dafterbaftdleck datdecoytutnGonl teeese8piiestepcond

processi ng data
processing data, feeding back the computed intermediate MAC result
10  through the second feedback step, and generating the MAC to ensure the
integrity of the ciphertext data.
According to the present invention, a decrypting apparatus
decrypting first processing data and second processing data includes
a memory for storing a status of a decrypting process, and wherein
15 the d(_acrypting apparatus starts the decrypting process of fhe second
processing data before the decrypting process of the first processing data is
completed,
the decrypting apparatus makes the memory store the status of the
decrypting proceés of the first processing data when the decrypting process of
20  the second processing data is started, and
the decrypting apparatus returns the status of the decrypting process
of the decrypting apparatus to the status of the decrypting process of the first
processing data stored in the memory when the decrypting process of the

first processing data is restarted, and

25 the decrypting apparatus restarts the decrypting process of the first



I's conpleted, 5 the nenory stores the decrypting status of the second
processing data when the decrypting progess of the first processing data
is restarted, .the decrypting apparatus returns the decrypting status of
the decrypting apparatus to the decrypting status of the second processing
data stored in the nmenory when the decrypting process of the second
processing 10 data is restarted, and the decrypting apparatus restarts the

decrypting Qg gft4 he second processing data. The first processing
data is fi rrgo cﬁﬁ%r%&ét data, and the second processing data is second

ci phertext data. Ccrypting.apparatus .starts the decrypting process
of a first bloc krﬂ}?agg&gg%tnﬁeg%peaé%ﬁ‘dgE?%@E%s‘i}’r?gg?ﬁyﬁuw RQces @ thegirst
According to the.present i.nvention, a .decrypting, apparatus decrypting

ci phert ext Hﬁ“éﬁ%ﬁ?“ﬁ%@é‘%@%eﬁreéhﬁ‘?@f}‘m‘?ng.lﬁ.l)owwwfuﬁ@dswndi PIesesung dddaa C
and ci phert.ext block data Db 0 =1, 2, 3, ...) included in ciphertext data
D, 20 the 3&8MPNEEdy apparatus includes: a nmechani smfor receiving a
request to decrprl the ciphertext data D at an arbitrary timng during a
decrypt Png pr oced8eomepHRy cstores thadegaypting statwe of \thei segondi processing
performng the decrypting process of the ciphertext block data G to

out put pl aidstarhen }b/b«d@lmtmg, P128ess dletdeblicit procyssimg dheedl rgthaesh t he

ci phertext block data G to be 12 used for decrypting ciphertext block data
G,,, to the dechthpt degyphing tappougtus aetemdbabk ldeosiptingresmeys ¢F @b ded

in parallel with the feedback |ine of the feedback
decrypting apparatus to the decrypting status of the second processing data
stored in the memory when the decrypting process of the second processing
10 data is restarted, and
the decrypting apparatus restarts the decrypting process of the
second processing data.
The first processing data is first ciphertext data, and the second
processing data is second ciphertext data.
15 The decrypting apparatus starts the decrypting process of a first
block data of the second processing data by an interrupt. |
According to the present invention, a decrypting apparatus
decrypting ciphertext block data C, (i=1, 2, 3, ...) included in ciphertext data
C and ciphertext block data D, G =1, 2, 3, ...) included in ciphertext data D,
20  the decrypting apparatus includes:
a mechanism for receiving a request to decrypt the ciphertext data D
at an arbitrary timing during a decrypting process of the ciphertext data C;
a decrypting unit for performing the decrypting process of the

ciphertext block data C; to output plaintext block data M;;

25 a feedback loop for feeding back the ciphertext block data C; to be



| oop, for receiving the request to decrypt the ciphertext data D and
storing 5 the ciphertext block data C, fled back when the ciphertext bl ock
data G+l is not decrypted subsequent to the ciphertext block data G so
that the decrypting process of any of ciphertext block data of the '
ci phertext data Dis started; and a selector for selecting and supplying
the ci phertext block data G fed 10 back fromthe feedback |line of the

f eedback | owpdifor daskyptiveg cipherteikpbtvdkeddta O, pektldatiec$ tiﬂgsuﬂﬁ:cﬂhX'Qﬁ%ﬁ]
subsequent to the ciphertext bock data C, and for selecting and supplying
t he ci pher teefeedbhedckndata G stored in the nmenory in case that the

ci phertext block data ¢, is not decrypted subsequent to the ciphertext

bl ock data G and by piessert b oIdlatidh She fhaslRRIR Sy ae;%egggég‘k any

of the ciphertext block data of the ciphertext. The
menory inc | | t lLuyal Rieces, of
y Nesie Sfor rBkdible BIROLSGEISE 6 Q{ercgfé)tgﬂgé ?@he?t réagts oﬁ A, Storing

ci phertext data; and a switch swtchin gisters ¢

ci phert gxt r ) cok di to th ent .i nvention, a
Gearypt | ng et oen DEE IS e AT hEh ' GphrEeRE RO e Gm 45 G (i
=1, 2, 3 . | L phertext , data C usj decrypti ng nodul e;
storing ci Sﬁ)gr%i%ci%ﬁ?{ébq (?é‘&’gég?%ntqﬁott%e bcépah%réﬁng ggo?a)‘%c 15t i(i\gs%if&@értﬂé@(t .

25 bl ock d .. lh a mepor uri.ng, or. .gfter. decrypting the ciphertext

bl ock 13 dgt%gr}%t%n%ggorcﬁﬁﬁ Pﬂgnéto F t“dﬁéﬁe%ﬁéﬁt gi{hebp@ reggtalagh Riisecond
ci phertext tadr%ﬁ- D&\fter storing the ciphertext block data C to be used
for decrypﬁ ng n

a selector for selecting and supplying the ciphertext block daté G, fed
10 back from the feedback line of the feedback loop in case that the ciphertext
block data C,,, is decrypted subsequent to the ciphertext boék data C, and for
selecting and supplying the ciphertext block data C; stored in the memory in
case that thé ciphertext block data Ci.z 1s not decrypted subsequent to the
ciphertext block data C, and the ciphertext block data C,,1s decrypted‘after
15  any of the ciphertext block data of the ciphertext data D is decrypted.
The memory includes:
plural registers corresponding to plural pieces of ciphertekt data; and
a switch switching registers corresponding to the ciphertext data to

be decrypted.
20 According to the present invention, a decrypting method includes
steps of: | |
decrypting ciphertext block data G (i=1,2 8, ..) of first ciphertext
data C using a decrypting module;
storing ciphertext block data C; to be used for decrypting ciphertext

25 blocl_c data C,,, in a memory during or after decrypting the ciphertext block



ci phertext block data G +1; and 5 inputting the ciphertext block data G to
be used for decrypting the ciphertext bBock data G}z stored in the nenory
after decrypting the at |east one ciphertext block. data of the ciphertext
data D and decrypting the ciphertext block data C +1 of the first

ci phertext data C using the decrypting nodule. 10 According to the present
i nvention, a decrypting apparatus decrypting ciphertext data including at

| east one cigphdlt ext bl ock data into plaintext data, and generating a
message aut hentication code (MAC) for ensuring an integrity of ciphertext

data, the decryptdetgy halessti \ed BRIt tANBEY R blcondGhLpdlAg 2
first feedback |oop T%Pp%aeedi ng backﬂﬂ%\g‘i nodul e (@t&;tggjtftég%;%?ﬁldd%kgg%&t

gener ated alardeLERRE ik AatRe DIYHR:UBEHIRN Bgka oAl 8@@@5@&@&;@3@36

ci phertext block data, decrypting the cip
modul e out Q;ﬁhéglt&&mlg@%gggégéedmp@ck through the first feedback |oop, and

outputting plaintext bl it’a; a MAC generator, including a second

hputt i pg oi pher Ao ShE A BRRBINEC, 6% MR o8 dechimsane dbea

ntor modi atPHREHBUGTE HPL G RETGER bty AL M EPhes hecahagst osul ¢

i eari ty PSCTBREFEk DASK o596 of e cByBtetiada (1 ahad deocunGrgetir at or

Shar e one SESUPLIAE RO © 16, Sy Gobeck Looppand ol erpately

f eedback | %:?J)duilg.(:l gdes:

10 According to the present invention, a decrypting apiaératus
decrypting ciphertext data including at least one.ciphertext block data into
plafntext data, and_ generating a message authentication code (MAC) for
ensuring an integrity of ciphertext data, the decrypting apparatus includes:

a decrypting unit, including a first feedbaék loop for feeding back

15 module output block data T, generated at decrypting data by a decrypting
module, for inputting the ciphertext block data, -decrypting the ciphertext
block data using the module output block data T; fed back through the first
feedback loop, and outputting plaintext block data:

a MAC generator, including a second feedback loop for feeding back a

20 computed intermediate MAC result, for inputting ciphertext block data
identical to the ciphertext block data input to the decrypting unit, processing
the data, outputting the computed intermediate MAC result, feediné back
the computed intermediate MAC result through the second feedback loop,

and generating the MAC for ensuring the integrity of ciphertext data.

25 The decrypting unit and the MAC generator share one decrypting



a nenory storing and outputting results of the decrypting process 5 and
the MAC generating process; and a selectiar for alternately selecting the
results of the decrypting process and the MAC generating process to output
to the decrypting nodule for alternately performng the decrypting process
and the MAC generating process. 10 According to the present invention, a
decrypting nmethod decrypting ciphertext data including at |east one

ci phert ext ihbdule shad ankMeedlpddi opXdind SRkn '

aut henti cati on code (MAC) for ensgri ng an @%%g??@%ﬁ{)?qtﬁﬁgy@%%g??%e%
data, the dagtypADeeRIrhoegigiekeklesng decrypting step including a first

f eedback step for feeding back 15 nodul e output block data Ti generated at

decrypting data Ryeandeesyddg l-e.. inputting the ciphertext bl ock
data, decrypting thenci phert ext Oglqgctad%a'ata usi ng the nodul e out put bl ock

data T, fed back gl S ack | oop, d qut putting plaintext
bl ock data; a MAC gee%g% %%311{54 Sf)lhi %%ﬁ%ﬁgﬁﬁg ]ae%‘z‘%o?ﬁ{heegﬁ g PEOdes
feedi ngs 2Q.Rpgl .intermedi ate MAC result, inputting ciphertext
bl ock dat aQ:1 identl ca %?géfﬂén%%%c@ﬁ’ E§<‘f(iebl ock data input to the decrypting

unit, processing_th ata, outputting the. conputed internediate MAC
result, feeding Back ec?%e?@oﬁg‘i‘fgga&ﬂﬂt%ehﬁgﬂ?%t evBesHEs \aft thy deseyitenpnd

f eedback | oo'§ o and %ie:n [ n%Ft he MAC for ensuri ng the integrity of

ci pher t ext PHRT%ES 8 MG T RyRPEALRE PEPeaserte quipehEe she danryatony pradude
appar at us %%g %Egﬂ%ﬁn%eg& ai ntext data M. ncluding plaintext block data M

(i =1, 2, : OXPH R e RcAY Ibing diteeessgand dhat MAC lpbneratiteg a N,
(j =1, 2, 3, ...), the encrypting apparatus includes:
process.
10 According to the present invention, a decrypting method decrypting

ciphertext data including at least one ciphertext block data into plaintext
data and generating a message authentication code (MAC) for ensuring an
integrity of the ciphertext data, the decrypting method includes:
a decrypting step including a first feedback step for feeding back
15  module output block data T, generated at decrypting data by a decrypting
mociule, inputtin'g the ciphertext block data, decrypting the ciphertext block
data using the module output block data T; fed back through the first
feedback loop, and 6utputting plaintext block data;
a MAC generating step including a second feedback step for feeding
20 back a computed intermediate MAC result, inputting ciphertext block data
1dentical to the ciphertext block data input to the decrypting unit, processing
the data, outputting the computed intermediate MAC result, feeding back
the computed intermediate MAC result by the second feedback loop, and
generating the MAC for ensuring the in‘tegrity of ciphertext data.

25 According to the present invention, an encrypting apparatus



a nmechanismfor receiving a request to encrypt the plaintext data N 5
during encrypting process of the plaintebst data M before conpletion of the
encrypting process of the plaintext data M an encrypting nodule for
outputting encrypted data as nodul e output block data Ti; a feedback | oop
for feeding back the nodul e output block data T, 10 output fromthe
encrypting nodule to the encrypting nodule through a feedback line; a
menory, provicdepting planekketata Mirtdhedingesiaastext bivekodataer. ieedback . yoop,

for receiving the request to encrypt the plaintext data N, 'and storing the
modul e out mutd plaiokextadataN fedudiagkpliefext tRoat aabs 1R 9ck dat ay N+l 15

is not encrypted subsequent to the plaintext block dat’a~M 50’ t hat”a

encrypti ng epicoggisag @ippadtud @iciidst bl ock data of the plaintext data Nis
started; and a selector for selecting and supplying the nodul e output bl ock

data T, fed b | fi.t back to th

fecdback |00p 20 P Eaces nok MRERER HAetio i Rt QU B e
b t ' | ¢k t f ti d | yi

The: modol e oot S0 IR Hrod S 88 Dalhoesd heh M BGToFE coRiIFGnBAke) oop

in case thakt é%gﬁ%%sg%mﬂgﬁg&?%%&g?%ﬂg{éi s not encrypted subsequent to

t he pl ai nt ext xt block data ML, 1 is encrypted
after any of plaintext. .. 25 bloc ata of the plaintext data N is encrypted.
16 The nenory in&%%ég% D Itlﬁaﬁnobblgﬁ s@%r%uté’bﬁlglgp%ﬁ’i%egod%ﬂ%rﬁél myidides of

pl ai nt ext ; d swhtch switching registers corresponding to the
pl ai nt ext gﬁ:@u\% gﬂlﬁle{ ™t

a feedback loop for feeding back the module output block data T;
10 output from the encrypting module to the encrypting module through a
feedback line; |
a memory, provided in parallel with the feedback line of the feedback
loop, for receiving the request to encrypt the plaintext data N, and storing
the module output block data T, fed back when the plaintext block data M,,,
15 is not encrypted subsequent to the plaintext block data M; so that an
encrypting process of any plaintext block data of the plaintext data N is
started; and |
a selector for selecting and supplying the module output block data T;
fed back through the feedback line of the feed back loop to the feedback loop
20  in case that the plaix;texf block data M,,, is encrypted subsequent to the
plaintext block data M, and.for selecting and supplying the module output
block data T, stored in the memory to the feedback loop in case that the
plaintext block data M,,, is not encrypted subsequen“t to the plaintext block
data M; and the plaintext block data M,,, is encrypted after any of plaintext

25  block data of the plaintext data N is encrypted.



encrypted. 5 According to the present invention, an encrypting nethod

I ncl udes steps of. encrypting plaintextigbl ock data M (i =1, 2, 3, ...)
of first plaintext data Musing nodul e output block data Tj (i =1, 2, 3,
...) output froman encrypting nodule; 10 storing the nodul e out put bl ock
data T} to be used for encrypting the plaintext block data M,,, of the

fist plaintext data Mduring or after encrypting the plaintext block data

M; encrypting atTHeasin@hanBhaent ext bl ock data of second plaintext data
N after storing the nodul e output block data Tj to be used for encrypting

the 15 plainte - Mrras ' i.ng.: le 0 t bl.ock
data Tj !to o] Ibe uétgéﬁ#&gﬁ%g%ﬁl%p%rh%spoﬁagn%ﬁgp%ﬁ.—%‘g% lébt{agéjg%%ﬁnieﬁuéj&%; §1n61r ed in

the nenory after. N6l | n | ai nt.ext .bl ock, data of the
second pl ai ntext ‘dat aé%e%%gé% ??%%iferllg%ﬁ%ﬁ?gpg?@inﬁtté’fte“eﬁflabrkteﬁéaétﬂo ¢ the
first plai %tn%i‘};ptgﬁta M using the encrypting 20 nodule. According to the
present invention, an encrypting apparatus encrypting plaintext data

i ncl udi pg at Iea%f on gltaittext bl ock dat.a and generating a nessage

aut hentication ¢ V@)" f8r “EnBEHRPRY HFReIHPRg R §REYPLIBE et hed ineladas t he
encrypting g aratus includes: 25 an encrypting unit, having a first

f eedback I(S“%Psf feedi ng back 17 nodul e output block data T; output from
the encrypting nodule to tﬂg encrypti n% nmodul e when the plaintext bl ock
data i s encrypt e§REYRIHES B Mgckdata ¥ofl 7k t3.ng ) tdffirst ailatmiext dat a,
perform ng encrl\)ipt I.ng ‘

data M using module output block data T.G=1, 2, 3, ...) output from an
encrypting module;
10 storing the module output block data T, to be used for encrypting the

plaintext block data M, of the fist plaintext data M during or after
encrypting the plaintext block data M;; |
encrypting at least one plaintext block data of second plaintext data
N after storing the module output block data T; to be used for encrypting the
15 plaiﬁtext block data M,,,; and
mmputting the module output block data T, to be used for encrypting
the plaintext block data M,,; stored in the memory after. encrypting the at
least one plaintext block data of the second plaintext data N and encrypting
the plaintext block data M; of the first plaintext data M using the encrypting
20 module.
According to the present invention, an encrypting apparatus
encrypting plaintext data including at least one plaintext block data and
generating a message authentication code (MAC) for ensuring an mtegrity of

éiphertext data, the encrypting apparatus includes:

25 an encrypting unit, having a first feedback loop for feeding back



process by feedi ng back the nodul e output block data T, through the first
5 feedback | oop, and outputting the cipRertext block data; a MAC generator,
havi ng a second feedback |oop for feeding back a conmputed internediate MAC
result, for inputting the ciphertext block data whenever the ciphertext
bl ock data is output fromthe encrypting unit, processing data, feeding
back the conputed internediate MAC result 10 through the second feedback

o0n: and aeasunt b1 BIORCALS, TR on| AR BT U6

data. The encrypting unit and or shar C
nodul e and r m.alternat e the encrypti ocess
odul e, and cBREnfESEASAGHA 0L AR IR TI03E Slatal bE SRR 5 Bre
rocess and PRETRE Guke ot hBEE SBE: Blfinter?. 48R cedisirming corveing
alternately the results of, the.encr I n rocess .and _the MAC generatin
process f r%’ﬁ’?ﬁ‘?& %E%Ef‘cﬁngc}j%it Q?%H}Cél%e ?g‘thT’ %g‘?‘?zﬁ daka g‘néhmg}hgh@rfb@éssg
and t he_MA nerating process.. According to the present invention, an
R 10GF . 2uih

encrypt Png BRImItEE thesnpestexthtogkidadnudi ng at | east one

pl ai ntext bl ock d into ciphertext data using an encrypting unit and
generating a ms@%CW%WCE@V% %@@@qdﬂﬁ{@(i%@@kdnsmrfm' freding dgickty  of

the ciphertext data 25 includes: 18 an encrypting step, having a first
f eedback sceppuged patamedipte MAGoeanl, dut tutbingcthe ciphbate®t Wodlpdhts r om
an encrypting nodul e when the | ai ntext bl ock data is encrypted, for
i nputting trkensvar nthex cimdlestastdblogk data is output from the encrypting unit,
prbcessing data, feeding back the computed intermediate MAC result
'10 through the second feedback loop, and generating the MAC to vensure the
integrity of the ciphertext data. |
The‘ encrypting unit and the MAC generator share one encrypting
module and one feedback loop to perfo_rm alternately the encrypting process
and a MAC generating process, and
15 the one feedback loop includes:
a memory for respectively storing a;nd outputting results of the
encrypting process and the MAC generating process; and
a -selector for selecting alternately the results of the encrypting
process and the MAC generating process from the memory to alternately
20  perform the encrypting process and the MAC generating process.
- According to the present invention, an encrypting method for
encrypting plaintext data including at least one plaintext block data into
ciphertext data using an encrypting unit and generating a message

authentication code (MAC) to ensure an integrity of the ciphertext data

25 includes:



perform ng an encrypting process by feeding back the nodul e output™ block 5
data Ti through a first feedback |oop, ggd outputting ciphertext block
data; and a MAC generating step, having a second feedback step for feeding
back a conputed internediate MAC result, for inputting the ciphertext bl ock
dat a whenever the ciphertext block data is output fromthe encrypting step,
10 processing data, feeding back the conputed internediate MAC.result

through the second bRaypRGl SR hANHLIENGIA!LBELLOPC JBE 4o EOSULCLLAe

integrity of the ciphertext data. According to € pré
decrypti ng @Rkl ut ‘At kNG Cl t ata C inpcl udi ci phert ext
bl ock data C, (i = ?u %ﬁ&gyﬂtaﬁgr‘d‘%ggﬁﬁ é‘fﬂpggr?lbcﬁypﬁggamﬁag}f’c 1, fhe
ci phertext . ho{J:= 1 2 y e ), L the decrypting apparatus
el ades | BURERt B latd i chordured: o ipecig gBEr piniane Hophedatent
data D duri a.decryptin rocess of the ciphertext data C, a decrypting
nodul e for 5%&[%5’6’??5 r?(j'ly g%(fﬁyﬁﬁﬁ’&jp’fﬁf?ﬁs 4 gﬁémégﬁﬂf bhe moduls| aetougiddeckr: ; a
f eedback | qo r, feedi ng. back the dul e Qutput block data T, output from
t he dec&ypﬁﬁﬁ%ﬁoﬁhfﬂ"@q} 6%%8%%@%%%@, ABE WP BHIibE g hertéxicbloak iddtane; a
menory, provided in parallel with the feedback |line of the feedback 25
.1 oop, foraFlécei ving a request to decrypt the ciphertext data D and stores
the 19 nodul e output block data T, fed back in case that the ciphertext
bl ock data GCi +12i Benerdiypg ater.ubgvigpgeatserond feedb ke stepxforbleadiaglat a
C, so that_ the decrypting process of any of the ciphertext block data of
the ci pher bask aggmputed intermediate MAC result, for inputting the ciphertext block

~ data whenever the ciphertext block data is output from the encrypting step,

10  processing data, feeding back the computed Imtermediate MAC result
through the second feedback step, and generating the MAC to ensure the
integrity of the ciphertext data.

According to the present invention, a decrypting apparatus
decrypting ciphertext data C including ciphertext block data CGa=1,32, 8,

15  ...) and ciphertext data D including ciphertext block data D;G=1,2 8, ..),
the decrypting apparatus includes:

a mechanism for receiving a request to decrypt the ciphertext data D
during a decrypting process of the ciphertext data C;
| a decrypting module for outputting decrypted data as module output

20 block data T;;

a feedback loop for feeding back the module output block data T,

output from the decrypting module to the decrypting module through a
feedback line;

a memory, provided in parallel with the feedback line of the feedback

25  loop, for receiving a request to decrypt the ciphertext data D) and stores the



Dis started; and 5 a selector for selecting and supplying the nodul e
output block data T, fed back through tjhe feedback |ine of the feedback

| oop to the feedback loop in case that the ciphertext block data G 1l is
decrypted subsequent to the ciphertext block data C, and for selecting
and supplying the nodul e output block data T, stored in the nmenory to
supply to the feedback |loop in case that 10 the ci phertext block data C;, +1

is not dechygphgd &RP&@%T@&H dhe ‘l‘hf‘edcl%g&c]fgx{x f_ééée tRLOPK, ?ﬁt %r%yﬁﬁﬂ%@%gﬁt% ock

ci phertext block data C .1 Is detryp er any o

regi sters SonraeRii iRt re BrorRrCRr SHabE S ctEeRt Pk daRlEe hhe e
decr ypt od. SRERB G TGS RE S Sdhe TROEHEROhlook dRdergiherphertmstidane  udes
ci pher text T SHBRAT 6REE ng module output bl ock data TL (1 =1 2. 3 o)

output froma decr¥£ti n&)ém)dul e; storing nodul e output block data T; to be
used fof decrypt Ariglectrpiarselsating drdk sapplyiog the mydule eutipuishlock daca Text
data Cin ? rmr¥ duri nghor after a decrypting process of the ciphertext
bl ock dat al&§ bagis thequglpthafeedbarkdine efiheciostbacke keombtotie fatddback lsgsond
ci phertext 20 data D after storing the nodule output block data T; to be
used for dEecppeithgt theeciphptiext blockhdatk Gatim @ierypted shbsapmityio dsl
decrypting the ciphertext block data C,1 of the first ciphertext data C
ciphertext block data C,, and for selecting and supplying the module output
block data T; stored in the memory to supply to the feedback loop in case that
10  the ciphertext block data C,,, is not decrypted subsequent to the ciphertext
block data C; and the ciphertext block data C,,, is decrypted after any of the
'qiphertext block data of the ciphertext data D is decrypted.
The memory includes:
plural registers corresponding to plural ciphertext data; and
15 a switch for switching the plural registers corresponding to the
ciphertekt data to be decrypted.
According to the present invention, a decrypting method includes
stepé of: |
decrypting ciphertext block data C; (i = 1, 2, 3, ...) of first ciphertext
20 data C using module output block data T, (i = 1, 2, 3, ...) output from a

decrypting module;
storing module output block data T, to be used for decrypting
ciphertext block data C,,, of the first ciphertext data Cin a memory during or
o after a decrypting process of the ciphertext block data C; |

25 decrypting at least one ciphertext block data of second ciphertext



using the decrypting nodule by inputting the nodul e output block data T, to
5 be used for the ciphertext bltock data gl +1 stored in the nenory after
decrypting the at | east one ciphertext block data of the second ciphertext
data D. According to the present invention, a decrypting apparatus
decrypting ci phertext data including at | east one ciphertext bl ock data
into 10 ci phertext data using a decrypting nodul e and generating a nessage

aut hent i catdasa D after cbAG g the ARRNINE 0dbp hiTbREK idh¥a af +d BE wSbRRSS ee‘%‘&?@ﬁ%a’

the decrypting apparatus includes: a decrypting uhit, having a

feedback | abp dipherteedblaek Baek C.CiiRheE opks data G output from the
decrypting uni tﬂtio the decrypti h+d115 utﬁﬁéﬁl\?\/ﬁ%n the ci phertext block data is

decrypted by the @ﬁﬁ*ﬂg' N} (R t kNQ e ci phertext data,
ge{fo[rrri tn% a decr?ptléng %%cé@?%gggj?gé%éwngﬂ%gﬁroﬁﬁf?_ %fﬁ@%ﬁ?ﬁﬁit@i ?ck
ata T; LR ck_l.oop,..and, ou in cj phert ex

bl ock data; a %é%sgaeﬂ@%h%n%ﬁgg FX&“B@%%%&?:P(S@%P&?W ﬁg\?i‘ tg lsdeond

i k t i nt di ate MAC lt, f

Tnput i Bg. e Crorr B R eEalofitattic kv (UOEHE Ter phermemomsI ofier dat a
i nput to t decryptjng ,unit rocessin tq, feeding back the conputed

i nlto er medi a?%cmgééhfe%‘tt Fﬁaﬁhcﬂ%et W@%E@g‘ﬁgﬁf@éd‘@% 1of) tdepsecsnd gﬁ@helr.‘rigv:it ng
the MAC to en%e the integrity of the ciphertext data. 25 The decrypting
unit and tﬁé‘t generator share one decrypting 21 nodul e and one feedback

| oop to perform %tﬁer ately the decrypting process and a MAC generating
process, and the‘SR&"FBEdBEcKbeodrespRt uikention, a decrypting apparatus

decrypting ciphertext data including at least one ciphertext block data into
10 ciphertext data using a decrypting module and generating a message
authenticaﬁon code (MAC) to ensure an integrity of the ciphertext data, the
decrypting apparatus includes:
a decrypting unit, having a first feedback loop for feeding back
cipherte;xt block data C; output from the decrypting unit to the decrypting
15 unit when the ciphertext block data is decrypted by the decryptiﬁg unit, for
inputting the ciphertext data, performing a decrypting process by feeding
back the module output block data T; through the first feedback loop, and
outputting the ciphertext block data;
a message authentication code (MAC) generator having a second
20 feedback loop for feeding back a computed intermediate MAC result, for
inputting the ciphertext block data identical to the ciphertext block data
input to the decrypting unit, processing data, feeding back the computed
interlxlnediate MAC result through the second feedback loop, and generating

the MAC to ensure the integrity of the ciphertext data.

25 The decrypting unit and the MAC generator share one decrypting



a nenory for respectively storing and outputting results of the 5
decrypting process and the MAC generating process; and a selector for
selecting alternately the results of the decrypting process and the MAC
generating process fromthe nenory to alternately performthe decrypting
process and the MAC generating process. According to the present invention,
a decrypting nethod for 10 decrypting ciphertext data including at |east

one ci phert,gxi4Rl ta, i LNt tn? usj decrypting unit and
generating a n%ss%gée( Oﬂguf?%%grﬁc%clgs *} %quceg}(er %l%)m?%qurifgﬁr@cé%%lﬂg %@“P?ecsﬁ of
t he ci phert &ih the .decryptin thod i ncludes: a decrypting step,
havi ng a fiaﬁisi{a eeg}b %rkergflé'ﬁlfgégesfseg&lﬁﬁg back 15 ci phertext bl ock data C'
for inputting the,ci phertext bl ock data, performng a decrypting process
of the ci phertexte‘hﬁl Wk{eﬂ‘gg%c OOPAHCHYER t hrough the first feedback | oop,
and outputting plaintext block data, and a MAC generating step, having a
second feedback <t dBETGFY fiRBdFasgectivrly slorsme ATl outpwitieel xesultshef theul t
for inputting the ciphertext block 20 data identical to the ciphertext
bl ock dat a 485BYRIIRG Preeess sadyibe Md\ (s geperating pradens; atat a t o out put t he
conputed internediate MAC result, feeding back the conputed internediate
MAC result throudh selestere dondelastidigaaktersatyly dred rgeules adfi tige tdwriEnb 0
ensure the integrity of the ciphertext data. The encrypting process is
per f or med werssbhnd khei MHeC grngoatinbnprocass Tiven dder ypinidlg i alRSAatdly
performed using bl ock cipher algorithm 22 The nenory stores an
i nt er nedi atperénor yint dagrypeiag prootss frd the MACEareasingprdass. and an
encryption key to be used for encrypting the first processing data as the
status of the endieeptdimg pooc¢hespresent invention, a decrypting method for
10  decrypting ciphertext data including at least one ciphertext block data into
plaintext data using a decrypting unit and generating a message
authentication code (MAC) to ensure an integrity of the ciphertext data, the
decrypting method includes:
a decrypting step, having a first feedback step for feeding back
15 ciphertext block data C,, for inputting the ciphertext block data, performing a
decrypting process of the ciphertext block data C; fed back through the first
feedback loop, and outputting plaintext block data; énd
a MAC generating step, having a second feedback step for feeding
back a computed intermediate MAC result, for inputting the ciphertext block
20 data identical to the ciphertext block data input to the decrypting step,
processing data to output the computed intermediate MAC result, feeding
back the computed intermediate MAC result through the second feedback
step, and generating the MAC to ensure the integrity of the ciphertext data.

The encrypting process is performed using block cipher algorithm.

25 The decrypting process is performed using block cipher algorithm.



The nenory stores an internedi ate decrypting result of the second 5
processi ng data and an encryption key t@gbe used for decrypting the second
processing data as the status of the decrypting process. According to the
present invention, an encrypting apparatus includes: an encrypting unit
for inputting data to encrypt and outputting 10 encrypted data; and a
nmessage aut hentication code (MAC) generator for inputting the encrypted

dat tput f t;
mtegrity of the encriprod qufds i inPRin A% TPy %%Pﬁrogiﬁ%uﬁiﬁs ng
the NAC Defian: GAIPlGE UhPhn Aémggs DAL o e g2 3P gtmh;%tgggggtfmggdes

unit. According to t e present iU on

a decrypti it to decr t and out putting decrypted
data; and g)qprgésgs?gn 85’5 %Pgltl Qa}%lu 88“8 ;I%BFfécreé‘for for inputting the
20 decrypted dat ut fragmthe de nit and generati ng a MAC for
ensuri ng an |nt eg;}}et BTy opes an ‘@;?‘ége%]ﬁg téﬁélﬂ‘lﬁ@@éﬁ%l% 1408 the tsgeomd
generatlg g { re.conpletion o decrypti ngﬂthe dat a b{l t he
decrypt Png p&ﬂ?‘?%l% 8 %?HQ 1y CRAYPYIBS EBY tp beenigdofor dasrepiing phe mgeomd hod
i ncludes: 25 an.en égtl ng step for inputting data to encrypt and

out putting PE'QC%?%B?‘%/E% a3 B staing of thadegoméing pragest.ep for i nputting t he

encrypted data output from the encrypting step and generating a MAC for
ensuring an int ed¥eydiBg tpethe present invention, an encryptmg apparatus

includes:
an encrypting unit for inputting data to encrypt and outputting
10  encrypted data; and
~ a message authentication code (MAC) generator for inputting the
encrypted data output from the encrypting unit and generating a MAC for
ensuring an integrity of the encrypted data, and
the MAC generator starts generating the MAC before completion of
15 encrypting the data by the encrypting unit.
According to the present invention, a decrypting apparatus includes:
a decrypting unit for inputting data. to decrypt and outputting
decrypted data; and
a message authentication code (MAC) generator for inputting the
20  decrypted data output from the decrypting unit and generating a MAC for
ensuring an integrity of encrypted data, and
the MAC generator starts generating the MAC before completion of
decrypting the data by the decrypting unif.
According to the present invention, an encrypting method includes:

25 an encrypting step for inputting data to encrypt and outputting



encrypted data, and 5 the MAC generating step starts generating the MAC
before conpletion of encrypting the dagq by the encrypting step. According
to the present invention, a decrypting nethod conprising: a decrypting
step for inputting data to decrypt and outputting decrypted data; and 10 a
MAC generating step for inputting the decrypted data output from the
decrypting step and generating a MAC for ensuring an integrity of the

encrypt ed C generating step starts generating the MAC
bef ore cogrr%%l F%qﬁ&g‘é@ﬁypti ng the data by the decrypting step. 15 The

present inventio ' - pragram for havi a conputer execute
processes of thegé\ﬁ%‘%%%?%aﬁé%psgggﬁﬁsl rasLiis ?%(Frygﬁ%& gﬁtﬁ QBfﬁ’lﬁbfmﬂ’et hod.
Furt her, tﬂi? i nventi on provides a conput eadabl e storage, nmedium.storing
the progr ahie TRETRFIELRED Fod #eparisnon HACHOR Coshze ot TRIRAG o Hput er
20 execute grocg%s%ﬁs of the decrypting apparatus and steps for the
decr ypt i ng®PHEPRYY 42y Aer, the i nvention provides a conputer readabl e
storage nmedium storjng the program Brief Description of the Draw ngs 25
Fig. | Shows an r Yt gepexatengpeteno ddatisc gegenating the MNAS Imfore
enbodi nent. Fig. 2 shows an operation procedure of the encryptor of the CBC
node. Fi g. cgnpketiorn olgnaraptingitbeidagady heeerumyptingfsteme encryptor of the
According to the present invention, a decrypting method comprising:
a decrypting step for inputting data to decrypt and outputting
decrypted data; and
10 a MAC generating step for inputting the decrypted data output from
the decrypting step and generating a MAC for ensuring an integrity of the
encrypted data, and
the MAC generating step starts generating the MAC before
completion of decrypting the data by the decrypting step. |
15 The present invention provides a program for having a computer
execute processes of the encrypting apparatus and steps for the encrypting
method. Further, the invention provides a computer readable storage
medium storing the program.
The present invention provides a program for having a computer
20  execute processes of the decrypting apparatus and steps for the decrypting

method. Further, the invention provides a computer readable storage

medium storing the program.

Brief Description of the Drawings

25 Fig. 1 shows an encryptor of the CBC mode according to the first



5 CBC node. Fig. 4 is a flowhart showi ng an operation of a selector 54.
Fig. 5is a flowhart show ng an interrygpting process of a swtch 57. Fig.
6 shows anot her exanple of a nenory 55. Fig. 7 is a flowhart showi ng an
interrupting process of the nmenory 10 55. Fig. 8 shows anot her exanple of
the nenory 55. Fig. 9 shows a priority processing. Fig. 10 shows anot her
priority processing. Fig. 11 shows another priority processing. 15 Fig. 12
shows a caggnhédimgh the nenory 55 is provided in parallel wth a
feedback line 66. Fig. 13 shows an operation procedure of the encryptor of

Fig. 12. Fig. 14isho [ I t he nmor 5 IS _provi [

parallel wth aIﬁgég;%@vggﬁﬁieOge%ﬁpﬁla?edf%es?% © &Me 5t‘?fgﬂjephﬁ%dure
of the encrypor of Fig. 14. Fig. 16 shows an encryptor of the OFB nopde.
Fig. 17 shows @n operation procedure of the encryptor of Fig. 16. Fig. 18
shows an encrypt 9% o% t he B rmge. Fl_g. 19 shows an operation procedure of
the encryptor of ‘PyS Pegd tloyechary shegitg am opemdioy mf dheoenenyptapaf thee. 25
Fig. 21_sh an 3 eration procedure of the decryptor of Fig. 20. Fig. 22
shows a%eﬁ@ﬁt‘ﬁ? ‘gf the OFB node. Fig. 23 shows an operation procedure of

t he decryptor of FFi g..22.. Fi.g. 24 shows a decryptor of the CFB node.
1g.4 1s a flowchart showing an operation of a selector 54.

Fig- 5 1s a flowchart showing an mterrupting process of a switch 57.
Fig. 6 shows another example of a memory 55.

Fig. 7 is a flowchart showing an interrupting process of the memory

10 55.
Fig. 8 shows another example of the memory 55.
Fig. 9 shows a priority processing.
Fig. 10 shows another priority processing.
Fig. 11 shows another priority processing.
15 Fig. 12 shows a case in which the memory 55 is provided in parallel

with a feedback line 66.
Fig. 13 shows an operation procedure of the encryptor of Fig. 12.
Fig. 14 shows a case in which the memory 55 is provided in parallel
with a feedback line 67.
20 Fig. 15 shows an operation procedure of the encryptor of Fig. 14.
Fig. 16 shows an encryptor of the OFB mode.
Fig. 17 shows an operation procedure of the encryptor of Fig. 16..
Fig. 18 shows an encryptor of the CFB mode. |
Fig. 19 shows an operation procedure of the encryptor of g, 18.

25 Fig. 20 shows a decryptor of the CBC mode.



5 Fig. 25 shows an operation procedure of the decryptor of Fig. 24. Fig.
26 shows an encryptor of the CBC node stgring a key. Fig. 27 shows an
operation procedure of the encryptor of the CBC node. Fig. 28 shows a
decryptor of the CBC node storing a key. 10 Fig. 29 shows an operation.
procedure of the decryptor of the CBC node. Fig. 30 shows an operation
procedure of an encryptor having an encrypting unit .100 and a MAC

generator 200. Fi t r r. hawi

encrypting unit l?g %Sﬁgﬁ%’%ﬁ Rﬁé&%@% rar %ﬁu%ﬁﬁﬁ% %e%&ggtoét?\énv@%az&encr ypt or
in which an encr i nit 100 and a nergtor 200 are united as one
unit. Fig. 33 shgﬂ\a\é' g%S%{B{éV%étﬁ?%%YBEO cogcfg{:ég)g PRE&®encryptor in which an
encrypting unit 0 gﬁd a MAC generator 200 are,uynited as one unit. 20 Fig.
34 shows a decrypt’r ZREDPHG R CREFATION g cainge eferap iRt enédat or 400.

glegér 2t50$h?1\3’8 :r &%%L%gtéggg§%0 'rﬁn?mar. Odflefg@?l(%lgnlgﬂ‘ggvlst aﬁogpgpgt ?onNAgr ocedur e
of the decryptor in which a 25 decrypting unit 300 and a MAC generator 400
are uni Ped as ond'ignf? showsmnoperationarecaduenef st dacrypiorrd Big. 8hcr ypti ng
unit 100 and a MAC generator 200 according to the second enbodi nent. Fig.
38 shows a decryptigr 26 8w an erwryype ofgherCBCasodastbringdeygener at or 400
Fig. 27 shows an operation procedure of the encryptor of the CBC
mode.
Fig. 28 shows a decryptor of the CBC mode storing a key.
10 Fig. 29 shows an operation procedure of the decryptor of the CBC
mode.
Fig. 30 shows an operation procedure of an encryptor having an
encrypting unit 100 and a MAC generator 200.
Fig. 31 shows a flowchart of an encryptor having an encrypting unit
15 100 and a MAC generator 200.
Fig. 32 shows an encryptor in which an encrypting unit 100 and a
MAC generator 200 .are united as one unit.
Fig. 33 shows an operation procedure of the encryptor in which an
encrypting unit 100 and a MAC generator 200 are united as one unit.

20 Fig. 34 shows a decryptor having a decrypting unit 300 and a MAC

generator 400.

Fig. 35 shows a decryptor in which a decrypting unit 300 and a MAC
generator 400 are united as one unit.

Fig. 36 shows an operation procedure of the decryptor in which a

25  decrypting unit 300 and a MAC generator 400 are united as one unit.



5 Fig. 39 shows a nodel configuration of an encrypting nodule 51 using an
encryption key K Fig. 40 shows an inpl egentation exanple of a hardware of
an encryptor and a decryptor. Fig. 41 shows an inplenentati on exanple of a
hardware of an 10 encryptor and a decryptor. Fig. 42 shows a case in which
an ci pher program 47 is called by an application program46. Fig. 43 shows
a conventional encryptor of the CBC node. Fig. 44 shows a conventi onal

decryptor of the [GBC3TOSkows b Eheryyfter IOMEe % :f URLERALH fu?%]admg;%f()yghar

the OFB node. Fig. 46 shows a conventional decryptor” o

47 shows am@g@ﬁéﬁwz %Eé’di%%%g@é gﬁé‘secgﬁﬁ élgg&‘ {% {9 48 shows a

conventi onal decryptor the a conventi onal

d
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process. Fi %ﬁs an. operation procedure of a conventional

confidenti y process and a conventional integrity ensuring process. 25
27 Best l\/bde for P(C{% out the, lnve |on Embodiment 1. Fig. | shows an
encrypt 8r of the Vﬁﬁcaorlﬂ?qﬁz} tPhgratioasehen eppomitiammodule 51

using an encryption key K.
Fig. 40 shows an implementation example of a hardware of an
encryptor and a decryptor. |
Fig. 41 shows an implementation example o_f a hardware of an
10 encryptor and a decryptor.
Fig. 42 shows a case in which an cipher program 47 is called by an
application progrém 46.
| Fig. 43 shows a conventional encryptor of the CBC mode.
Fig. 44 shows a conventional decryptor of the CBC mode.
15 Fig. 45 shows a conventional encryptor of the OFB mode.
Fig. 46 shows a conventional decryptor of the OFB mode.
Fig. 47 shows a conventional encryptor of the CFB mode.
Fig. 48 shows a conventional decryptor of the CFB mode.
Fig. 49 shows a conventional encrypting procedure.
20 Fig. 50 shows a conventional encrypting procedure.
Fig. 51 explains a confidentiality process and an integrity ensuring
process.
Fig. 52 shows an operation procedure of a conventional
confidentiality process and a conventional integrity e:nsur.ing process.

25



5 The encryptor of the present enbodinent is configured by a selector 54,
an XOR circuit 58, an encrypting nodul e g1 using an encryption key K, and
a menory 55- An encrypting unit 52 includes the XOR circuit 58 and the
encrypting nodul e 51 using the encryption key K The selector 54 and the
encrypting nodul e 51 using the encryption key K forma feedback | oop 10
with feedback lIines 65, 66, and 67. Ci phertext block data G encrypted by

the encryptBeag Medulfer ShrMshpGut RRe FNGENRLAON key Kis input to the XOR
circuit 58 again through the feedback [ oop, and nodul e input data 9, is

gener ated ag QiR gircuit 58. Then, the nodule input data Si generated
is supplied to the encrypting nodul e 51 using the encryption key K 15 The

i ' ' I it h dbagk line.65  Th 55
Mol uties a 1 ogi StaP Se Rn SR anehvatob bt YR CEGIRANE aseodine nete prpweti ng

to the regi : ignoring an output of the encrypting nodule 51 using
t he encrypt%ﬁ&#&%&r&? This switching is perfornmed by, for exanple, an

interrupt I T. Wh the@%%}ue”#ﬂ% | T is genergted, -the switch 20 57 is
connect &d to E, antf GH Moot HiePresuticnbodigiapdds congyigd by sgeleetor
connect ed Eﬁ) FT egister 56 inputs _and stores the ciphertext block data
G suppli edd HDAGH BIFCHO8, 49h sREFREINg Bradulad wing amenpyption kéeK,
sel ector 54. The selector 54 is provided with three inputs A Band C and
sel ects onRbAMEMOEK AT, Amhescratéag vait b2 inchuleddhe XOR: hecuintd andt | T.
25 Fig.2 sh%}gfs an operation procedure of the encryptor shown in Fig. 1. 28
Fig. 3 is dbelowErannesaedilsd hrsoiethe eneryptionhkeeer yPhoselsbionmt4 andi g.
1. The input of the selector 54 is set to A when the electric power is
suppl i ed t dherroarptipgroedulendl wsins the enchption kepriédond 4 deddbaklirlbber ,
10 with feedback lines 65, 66, and 67. Ciphertext block data C; encrypted by
the encrypting module 51 using the encryption key K is input to the XOR
circuit 58 again through the feedback loop, and module input data S is
generated at the XOR circuit 58. Then, the module input data S; generated
is supplied to the encrypting module 51 using the encryption key K.
15 The memory 55 is provided in parallel with the feedback line 65.
The memory 55 ingludes a register 56 and a switch 57. The switch 57
switches inputting to the register 56 or ignoring an output of the encrypting
module 51 using the encryption key K. This switching is performed by, for
example, an interrupt IT. When the interrupt IT is generated, the switch
20 37 is connected to E, and when the interrupt is resolved, the switch 57 is
connected to . The register 56 inputs and stores the ciphertext block data
C; supplied through E. The ciphertext block data C, is output to the selector
54. The selector 54 is provided with three inputs A, B and C and selects one

out of three. This selection is dependent on the interrupt IT.

25 Fig.2 shows an operation procedure of the encryptor shown in Fig. 1.



5 when plaintext data Nis requested to encrypt,. an interrupt IT is
generated. The interrupt |IT keeps ON urkess the request to encrypt the

pl aintext data N is resolved. Further, the plaintext data Mis encrypted
using the key K, and the plaintext data N is encrypted using the key K2.
When the interrupt |IT is generated or the interrupt IT is resolved, the
key K, or the key K2 is 10 supplied again to the encrypting nodule. At the

time of TO the KBy KishSfieHapitethowdg 46 SAEMPIA (3P erﬁ,rrgﬁ&ﬁ'ssho%ri tjpe

plaintext data M Is started. When the encrypting process the 'plaint ext
data M i.ngE_a;[_ted at the tine of TO the input of the selector 54 is
switched to after the initial value IT is once input fromthe input A of

t he 15 sel ector h i of dur i the plaintext data M
is being encr ypt%‘ehcﬁa Eﬂg‘{"ﬁgg{ E}égtﬁg%g%f, bg‘talsiseg%gs‘gm[g%’&Heiﬁ?&”r%ﬁ?wfﬂi' $or
requesti ng .epcrypt the plaintext,block d .N, is genperated. The

ci phert ext Sggggggo%%l Qw ene @@Sﬁe%n‘i(&hﬁes%ﬁf}? ﬁi%C?%e%W%sﬁwﬂm time
of Tl1. Then, at fhe, ti f.T1, the key K2 is supplied tq the encrypting
modul e 51 gt Blatfte sl isibaieSrd themen AHORteFuPt Rrie anerated.

sel ector 5%3-‘5615 t he iﬁpﬁjtéeto at  the tine of Tl. The switch 57 is
connect ed tiFPHEIRURE &l keersy ON unjgssdie; seguest fpeserypt, therdapitexhdaka .

bl ock data&l,, i's Tn(%{ypt ed_using the ke%/ K,,_and the, ciphertext block
data D, istbit veg” tIharthepethgrplintert dota M isredcipsed msing phe bay &, t he
plaintext block data N, is finished, and the interrupt IT is 25 resol ved.
Due to theandshiennlpmntest datre N istanarypted tsingtthe eyt Kpe WheliZhetintertapt 29 K1
is supplied to the encrypting nodule 51, the input of the selector 54 is
swi t ched t 8TGs ganerated enithe intzript dBrineeselvetdptlie kBy Kot ¢he gyt Ke is
selector 54 to C,_ the ciphertext block data C, stored in the nmenory 55 is

i nput 1or enpplipdiaggin beth anatypringivodklaat a M2, the plai ntext bl ock data

M At the time of TO, the key K, is supplied, and the encrypting process
of the plaintext data M, is started. When the encrypting process of the
plaintext data M, is started at the time of T0, the input of the selector 54 is
switched to B after the initial value IT is once input from the input A of the

15  selector 54. Further, at the time of X during the plaintext data M, is being
encrypted using the key K,, it is assumed an interrupt IT for requesting to
encrypt the plaintext block data N, is generated. The ciphertext block data
C, becomes to be stored in the ﬁemory 55 by the time of T1. Then, at the
time of T1, the key K, is supplied to the encrypting module 51 due to the

20  generation of the interrupt IT.  Further, the selector 54 sets the input to A at
the time of T1. The switch 57 is connected to .F at the time of T1. After the
time of T1, the plaintext block data N, is encrypted using the key K,, and the-
ciphertext block data D, is output. At the time of Y, it is assumed the

encryption of the plaintext block data N is finished, and the interrupt IT is

25 resolved. Due to the resolution of the interrupt IT, at the time of T2, the key



5 is encrypted by the encrypting nodul e using the key K1, and the
ciphertext block data C, is output. Befg@re the tinme of T3, the input of
the selector 54 is switched to B. In case of encrypting the plaintext

bl ock data M3, the ciphertext block data C2 is fed back froma feedback
line 65 of a feedback |oop and input, the plaintext block data M is
encrypted by the encrypting nodule 10 using the key K1, and the ciphertext

ol o ntext dat s ML op SRR EURETRORE ok i 3uq B (GOSN Bast

snor e’ oper &t en 1t Betadoid ASEOZRL 1P sgnPRo@hotd Mouo Ry Bviiehing thes 3.

whol e operation w | e expl ai ne
At step S1, encr i pr.ocess t he ai htext data Mis started and
cont i nued.. E\%Bm%ﬁ‘“i ﬁg %Ptr?alr%ﬂ&%i}ﬁe%s{‘gtbﬂ%&f fiﬁiﬂ% r@&@ﬁefgénﬁ#wcwy phds
encrypting..process term.nates. A step S2, an interrupt |IT generated at an
arbitrary tIF‘ “ﬁg‘f’ri %H%Bgnhflgetg‘.e R}\ﬂ@ff%hglqcﬁtdﬁﬁaﬁb e E’lﬁllgéﬁ‘é%h@ddwm Mg the
20 pl ai gt ext bl ock gﬁi’a M is processed, at step S3, the ciphertext block
data C ° whf ERTPdihygths sraypting modude asingtha&ey 3§, smdr tiscipherteat
menory 55. At at ep S4, the encrypting process of the plaintext data N,
which is rebodstat Cois petpaticr Petae the time of B%b thepaputof ke gdedtor 5ads Thi s
encrypting process of step S4 is continuously performed until the
interrupt FEViteghedetedBed lnscaseonh e2Brypting etheSplaivkext bheki does rMpt thd i s
rel eased, at step S6, the plaintext 30 block data M is encrypted using the
ci pher t ext chithrrkexfahlaclcdata 6% exifeadnbadiefromegifsddbackaingf 65 bea fesabatk5ep
Afterwards,. the process returns to step S1, and the encrypti.ng process
will be cortidvmpat, fiegplainterbbbocknd apaviais encryptédBy $RE &kSFpte module
10 using the key K,, and the ciphertext block data C, is output.
When the same keys are used for encrypting the plaintext data M
and the plaintext data N (K, = K,), it is sufficient to supply the key only once
at the starting time of the encrypting process.
A whole operation will be explained referring to the flowchart of Fig.

15 3.

At step S1, the encrypting process of the plaintext data M is started
and continued. When the final block data is finished to be processed, the
encrypting process terminates. At step S2, an interrupt IT generated at an
arbitrary timing is observed. When the interrupt IT is generated while the

20 plaintext 1t:.)lock data M, is i)rocessed, at step S3, the ciphertext block data C,
which is being processed is stored in the register 56 of the memory 55. At

- step 54, the encrypting process of the plaintext data N, which is requested to

be encrypted by the interrupt IT, is performed. This encrypting process of

step 94 is continuoﬁsly performed untii the interrupt IT is released és shown

. 25 in step S5. When the interrupt IT is released, at step S6, the pléintext



5 When the electric power is turned ON, the input is set to A as shown at
step 511. Wien the encrypting process sgarts at step S12, the input is set
to B at step S13. Nanely, the ciphertext block data C, fed back fromthe
feedback line 65 of the feedback loop is used. At step 514, if it is
detected the block data which is being processed is the final data, the
process returns 10 to step S11 in which the status is the sane as the

el ectric poY&ik Hgtd M.NEEARYpteAl ush ptl%lgiphieheixrt %l}%clggﬁg&}(g%tt%&% ld‘ﬁ:ﬁ%r“pt -

ITis generated, the input is set t step e encrypting

T o T esol vt g o e BBlor 1o ® dBrBuls, oBb Fopd reins 16 e S0 dat a
C, fed ba%?ld}cl{h%-r@ﬁ%@e{eiﬁg?gg‘%?%g'%ﬂf@??ﬁ%{in{lh 'i 15 feedback | oop is used. At

step 519, 'S s resolved, the input is set

to C at step S20...By,sgetting the j.nput, to he_ ciphertext block data G
stored in the rre;'?ﬁgy4§§°‘f"§ a%rﬁﬂ?t‘f“bﬁ?ﬁéﬁt%ﬁé&eé‘%@r%ti ng process using the

input fromC, th rocess.returns tq step é)iq and the input is set to B.
20 As d®scribed abbtR the gechdr dorst 15&115%{ shhietiamad 1 aektp Hrastthown

generation of t h§ interrupt. I'T. The encrypting process of the plaintext
data M canab&teR 34lst Yrhaytha engpphinginreaess stpms afaten U2, theingurdsaet on of
the interrupt IT. Fig. 5is a flowhart which shows processing the
i nterrupt by B #é steg -t-‘sl/&-t dNasrely, 3he\wipherteat dleat diata fhved liackt frometh©N and
in case of the encrypting process of the first plaintext thereafter, the
switch 57 feedhmehdine§5iad the fepdback hwpi istesaduptAl FidpsSénirntiedetdctad ep
S31, the switch 57 is switched fromE to F. Then, at step S33, it is
det ect ed t hbe bhoakr datat which s bedngliprecsssed is the final data, the process returns
10 to step S11 in which the status is the same as the electric power is turned ON.
At step S15, if it is detected the interrupt IT is generated, the input is set to
A at step S16, and if the encrypting process'is started, the input is set to B at
step 518. Until the interrupt IT is resolved, the input is kept to B. That is,
the ciphertext block data C; fed back from the feedback line 65 of the
15 ~ feedback loop is used. At step S19, if it is detected the 1nterrupt IT is
resolved, the input is set to C at step S20. By setting the input to C, the
ciphertext block data C; stored in the memory 55 is input. When the
encrypting process using the input from C, the process returns to step S13
and the input 1s set to B.
20 As described above, the selector 54 can be switched based on the

generation of the interrupt IT.

The encrypting process of the plaintext data M can be alsp started at
an arbitrary time based on the generation of the interrupt IT

Fig. 5 is a flowchart which shows processing the interrupt hy the

25  switch b7.



5 the switch 57 is switched fromF to E. In this way, the switch 57

i gnores.the ciphertext block data G frggmthe generation to the resolution
of the interrupt. Accordingly, the register 56 of the menory 55 holds the
ci phertext block data Ci, which was generated at generating tinme of the
interrupt I T. As described above, the operations of the encryptor
illustrated in 10 Figs. 1 through.5 show the interrupt processing

mechani sm whi ch r | . I S C t the plaintext data.N

bef ore conpl et or}’.v ﬁg?%?%eel%tﬁlcc@%?f&o}ns %l?rnteeﬁebﬁapﬂtlgigsﬁé)?& eMncRYRHRE
encryptor f C lng. the .plajintext blo data M_(i, =1, 2, 3, ...)

i ncl uded i rﬁ{‘)ﬁ%%p%%% gg'[stc (Pi?gﬂﬁ/f(t\& e“ﬁfgelpl% £ ntvesteh ﬁ&()(‘ﬁ( caapgoiRd §q E= 1,

2, 3, ...) dmcluded. in th aintext data N. 15 Further, the encryptor
Shown 1" FBenT B BeDS ThE BRESrathg atcriery Sl ibenpuich 1154 smitched
encrypting heeﬁl aia]gt e,f}g bl ock data M and outputting the ciphertext block
data G, tHEOREdBEK TooY shEsterdSed Xdp deteder idet indexiuptdilt sxresolwak dat a
C, output fromthe encrypting nodule 51 back to the encrypting unit 52 via
the feelbadke|SPitehss7 1s gfeched Dipandttp B5, Indhisrwey,dbe switqiabaligwirenithd t he
f eedback line 65 of the feedback |1oop, for receiving the encryption
request of ciineerexi ipek datmCafminbyhe gendmtonrophe rendutsmosfithg inba@rupt.

ci phertext block data G fed back if the plaintext block data M+1 is not
encrypt ed duissedinghy, the registen 36 of thet mehomry &heldMthbyish@teitigdotbdata
encrypting process of any of the plaintext block data N. 25 Further, the

encrypt or owiidinwiak genetatedratuggnedatingltidesfithe idrpeperror 54 for
selecting the ciphertext block data C, fed back by the feedback 1ine 65

of the feedback |lAmodesariitkd upply, tige perctiphent ake bhashtsatidusratddhipugh
t he feedback | oop when the plaintext block data Mj, is encrypted
subsequent Rigst hehphwinbestiowd ke knthat-apivbroRBsinkome8h 8kl Rehikh§ecdipher t ext
the request to encrypt the plaintext data N before completion of the
encryption of the plaintext data M in the encryptor for encrypting the
plaintext block data M; i=1, 2, 3, ...) included in the plaintext data M and
_ the plaintext block data N; G=1, 2, 3, ...) included in the plaintext data N.

15 Further, the encryptor shown in Figs. 1 through 5 includes the
encrypting module 51 for encrypting the plaintext block data M; and
outputting the ciphertext block data C, the feedback loop 65 and 66 for
feeding the ciphertext block data C; output from the encrypting module 51
back to the encrypting unit 52 via the feedback line 65, and the memory 55,

20 provided in parallel with the feedback line 65 of the feedback loop, for
receiving the encryption request of the plaintext data N by the interrupt, and
storing the ciphertext block data C, fed back if the plaintext block data M,,, is
not encrypted subsequent to the plaintext block data M, by starting the

encrypting process of any of the plaintext block data N.

25 Further, the encryptor shown in Figs. 1 through 5 includes the



5 block data G stored in the nmenory 55 and supplying to the encrypting
unit 52 through the feedback | oop when gghe plaintext block data MII is
not encrypted next to the plaintext block data M, and the any piece of
the plaintext data N. The nenory 55 stores the status of the encryptor in
case of the 10 interrupt IT is generated. By storing the status of
encrypting process, it becones possible to return to the original status

of encrypt isalecior’ 6 féddeleiSE he O he Akt BYSK Mté@%&‘d‘ﬁé{{%@iﬁ%9%@%%“”

pi ece of data is perfornmed during the certain piete o t ed.
Nanel y, by lusd 8% bhenhdatad | , b he. st at us he encryptor
can return to the status vﬁ%cg{]?gosdnﬂlg&]c%g%@%é i§/ﬁ‘°’| &é‘ﬂﬁr&@ﬁ Bjim@‘hgag% ius at
the tine | @m i s J9terkupt.ed Lch _enabl to ~continue the
i nterrupt \g@ﬁg%lg yéﬁ?%&g&rdoc%elsogi ‘Jvlﬁ—?t”lé.tilg @ﬁb@@%#@?%aa&ﬁhgﬁ sorpiptesanpl e
of the ne T . 55 ipelud I nterrupt. contrgol unit 52, an

i nput  swi F%E}%sg%}e%tﬂ%m% Btrlé/l )ftcﬂﬁjﬁg,fa}ﬁgl%lﬁ jfor g@l%’ﬁi@gsﬂ(emghgrtezp 3).
By providi 2 h %{l‘%r l. registers in this way, it becomes possible to
recei vebpl E’?%(fk aﬁ{%ﬁg g& mﬁ?’g-m‘?m@ﬁﬁv\% ﬁ@@%gfm@gtqﬁéhierﬂmbngpmitor nmed .
nurber K. A EREAHE EC debenchofodar byt cblaRatsat dolockrdant D umedot |

st or ed. Attegatc%ﬁ:g:e Z)a?%t?gqttge !Blgpa;ﬁxzv%]:)gﬁld%g agf th(e:1 g;:put switch 97 are
connect ed e e 1 pek aoM;t hadr tlog sty pieexcehths he
register k. At this status, the encrypting process of the plaintext data N
S perform?!i‘i‘mlf%ft ,Nit IS observed if another interrupt is generated

during the plaintext data Nis encrypted. Wen it is detected anot her
interrupt I T i s dowememeeryabbsstopes the status of the encryptor in case of the

10 interrupt IT is generated. By storing the status of encrypting process, it
becomes possible to réturn to the original status of encrypting a certain piece
of data even if the encryption of another piece of data is performed during
the certain piece of data is encrypted. Némely, by using the data stored in
the memory, the status of the encryptor can return to the status which is

15  completely identical to the status at the time when the encryption is
interrupted, which enables to continue the interruptéd encrypting process.

Fig. 6 shows another configuration example of the memory 55.

The memory 55 includes an interrupt control unit 52, an input switch
96, an output switch 97, and plural registers (REG 1, 2, 3). By providing

20 the plural registers in this way, it becomés possible to receive plural

interrupts.

Fig. 7 shows processing the interrupt performed by the mémory 55.

When the interrupt IT is generated, at step S41, the number k, which
1s the number of the register k being currently used, is stored. At step S42,

25  the input switch 96 and the output switch 97 are connected to the register |,



5 S43, the step S40, which i's the process for processing the interrupt, is
called again. In this way, whenever thgginterrupt IT is generated, the
step S40 is recursively called. Consequently, plural hierarchical
processes for processing the interrupt can be perforned. At step S44, it
Is checked if the interrupt is resolved. Wen the interrupt is resolved,
the input swwtch 96 10 and the output switch 97 are switched to the

regi ster K usi.ng;.t K- r i he nmenpry. In .case of Fig., 6, the
memory 55 iv#gjllcﬂ gsgﬁ%wggaﬁ: éé lgiéer%s?g%egqtﬂéet 1§g]1gg5§/‘e;k'hir}‘étr gﬁ’@h?@éf‘splﬂé‘éesses
for processing. the interru an be perforned. .Fig. .8 shows_anqt her

confi gur at i%(k)lﬁ%gg&%lpém%‘?sst ﬁé tﬁg%%l,n%gt ‘g%ta'l'ﬂ\é 1ﬁé?gﬁi'|f‘§}'1% i nEbgkhes, at g8 ack
64. The stack 64 .is a register of first-in |ast-out (FILO. Wen the
interrupt PPS§Yede eef%ﬁtg‘gr dUFSIHYPE 18 gemerated dugingithe plaindext data Niisn t he
stack 1 is transferr to. a stack 2, and the data thereafter is stacked in
the stack £RCRNRERdt n&Vhan &t is detacted anobbher yeterruph&T sisagdusaatiat atistep he
stack 1 is output, and the data stored in the stack 2 is 20 returned to the
stack 1% Fig3, she ERRsS40.cabich is thei piocasy foyarontssing the Gatlermppioiesakded f or
processing the interrupt can be perforned. As showmn in Fig. 6, when it is
possi bl e t @gper-f dmlpsovayl, vhenreverthe dhterpnpt §¥se gehoratedpcles sidpoStbes
interrupt, a priority can be assigned to each of the interrupts. For
exanpl e, arpeursively TallsdassiQmesbquentlye ipbtiexlr Uperathical5 Pidestel! ifgFity
2, which neans a lower priority than the priority 1, is assigned 34 to the

i nterrupt pTecesBingatis gribngyttheanpbe peifoymied. t Mitstvp)S44, Gt isScieksihf end 0
post pone the process for the priority 2 when the interrupt 1Tl having the

priority lihterpepeiatadlvdd. 9. Wleshhesitetage isneibivel, the 8Pt ¥wifc-i%e
process having the
10 and the output switch 97 are switched to the register k using the number k
stored in the memory. In case of Fig. 6, the memory 55 includes three
registers, so that 3 layer hierarchical processes for processing the interrupt
can be performed. |
Fig. 8 shows another configuration example of the memory 55.
15 | The memory 55 includes a stack 64. The stack 64 is a register of
first-in last-out (FILO). When the interiupt IT is generated during a stack
1 is used, the data stored in the stack 1 is transferred to a stack 2, and the
data thereafter is stacked in the stack 1. When the mterrupt IT is resolved,
the stacked data in the stack 1 is output, and fhe data stored in the stack 2 is
20  returned to the stack 1. Fig. 8 shows a case in which 4 layer hierarchical
processes for processing the interrupt can be performed.
As shown in F1g 6, when it is possible to perform plural hierarchical
processes for processing the interrupt, a priority can be assigned to each of

the interrupts. For example, a priority 1 is assigned to the interrupt IT1,

25 and a priority 2, which means a lower priority than the priority 1, is assigned



5 priority 1 is perfornmed prior to the encrypting process having the
priority 2. In this case, theencryptimng process having the priority 1 is
finished first. Fig. 10 shows a case in which both encrypting processes
have the sanme priorities. Wen the priorities are the sane, each of the

pl ai ntext bl ock data of 10 the both encrypting processes is encrypted
alternately. Fig. 11 shows a case in which data having the priority 1 and

al ternat e - 11 st a havir or i |
ata | havi o (et 122 Beasgehitl f pRN RS SHAMOGANE RIQLIIE 40

each interrupt as shown i-n Figs. 'S po

the encryptjqgpKOERS %r@@aisg[foi‘ %hgggfmjiéﬁﬂl % when' ﬁ{eahi}%gfl?p rgﬂgﬂ}?&zg ftgtfet ive

processi ng ‘data of an'urgent matt rdata wi't

processi ng . by assigning a higher priority to such data.
Fig. 12 sh%&%%ggééﬁéﬁﬁ'h the nenory 55 is placed in parallel wth the

f eedback line 66.4.20 ;The XOR circuit 58 and the encrypting nodul e 51 using
the encryption o5 Egﬂ‘gtgi?tﬁaéetﬂ’e V@H&ﬁyﬁ’ﬁ RYCOMYNg propess haging,dhe an
operatiQn proce uie ofg%he ncr.gl]?tor of Fig.. 12. Wen_ the follow ng
connect Pond A5 8 '8 PEEFTHGAIHL0Y 14 the ensryptiare Brocean havingthepontitsd. ect or
62, which irﬁg%l.es th%ﬁe sel ectors to oBgr_ate in the 25 same manner as the
sel ector 5 1ELRse, fhe gcxypding prqeess hawing theipuiorife Isedurighedfiest.or 62 =

the selector 54 AF,+ DA ] .
ig. 10 shows a case in which both encrypting processes have the

same priorities.
When the priorities are the same, each of the plaintext block data of
10 the both encrypting processes is encrypted alternately.
Fig. 11 shows a case in which data having the priority 1 and data
having the p'riority 2 are encrypted.
By assi_gning the priority to each interrupt as shown in Figs. 9
through 11, it is possible to perform the encrypting process which is desirable
15  for the user. In case of processing data of an urgent matter or data with a
short length, effective processing can be performed by assigning a higher
priority to such data.
Fig. 12 shows a case in which the memory 55 is placed in parallel
with the feedback line 66.
20 The XOR circuit 58 and the encrypting module 51 using the
encryption key K constitute the encrypting unit 52.
| Fig. 13 shows an operation procedure of the encryptor of Fig. 12.
When the following connections are selected by the first selector 61
and the second selector 62, which enables these selectors to operate in the

25 same manner as the selector 54 of Fig. 1.



5B+ DBA+ CCB+CC In Fig. 13, when the second selector 62 selects D,
the selection (A or B) of the first seiBgctor 61 becones effective, and
when the second selector 62 selects C, the contents of the nmenory 55 is
out put. Nanely, the second selector 62 should select Cif the contents of
the menory 55 is desired to be 10 used (when the encrypting process is
returned fromthe plaintext data Nto the plaintext data Mdue to the

[esol utfon of theht fker sabbiok Bl + Ehgech olaNoR 69asend Bl e mermory

55 is placed in parall with the feedback |1 ne ows an
operation procedure of&he encryptor of fHig. 14. 15 If the time X when the
interrupt | T is generated is before XOR “operation by the XOR circuit 58,
the nenory 55 stores t@e nodul eN_!_n_put daiga Si XORed by t XOR circuit 58.
Then, the plaintext block data N1 is encrypted. Subsequent, the second
selector 62 is made to ,sel ect and I nput ~the nodul e input data Si to the
encrypting nodule 51 uél ng the encryptloﬁ 20 key K, and encrypted to

out put the ciphertext ock data Cl. As ﬁhovvn in Figs. 1, 12, and 14, the
menory 55 can be placed in paraTIeI Witk any one of the f@edback | i ne 65,
the feedback lin Sfte ang tge eedback |ine 67. The nenory 55 stores the
status which is ﬁﬂ 1ghdPoraen e%ﬁ@?@ﬁﬁwt@tﬁ?ﬁ@?@ﬁ%@ﬁhﬁﬁg eohionhe opi ece

of data durjn nc ting a certain
%) o% tﬁe ﬂ:‘ry\? sele%tor 61 becomes effective, and when the second selector 62

selects C, the contents of the memory 55 is output. Namely, the eecond

selector 62 should selec’_c Cif the contents of the memory 55 is desired to be
10 used (when the encrypting process is returned from the plaintext data N to

the plaintext data M due to the resolution of the interrupt IT).

| Fig. 14 shows a case in which the memory 55 is placed 1n parallel

with the feedback line 67. |

Fig. 15 shows an operation procedure of the encryptor of Fig. 14.

15 If the time X when the interrupt IT is generated is before XOR
operation by the XOR circuit 58, the memory 55 stores the module input data
S; XORed by the XOR circuit 58. Then, the plaintext block data N, is
encrypted. Subsequent, the second selector 62 is made to select and input
the module input data S; to the encrypting module 51 using the encryption
20 key K, and encrypted to output the ciphertext block data C,.

As shown in Figs. 1, 12, and 14, the memory 55 can be placed in
parallel with any one of the feedback line 65, the feedback line 66 and the
feedback line 67. The memory 55 stores the status which is just before the

. encryptor starts encrypting another piece of data during encrypting a certain

25 piece of data. The memory 95 can be placed at any place as long as the -



25 piece of data. The nmenory 55 can be placed at any place as |long as the
36 encryptor can return to the original ggtatus, using the data stored in
the nmenory 55 when the encryptor finishes encrypting the other data.
Further, the nenory 55 can be provided at plural |ocations. As described
above, the encryptor according to the present 5 enbodi nent perforns
encrypting process of the first processing data (plaintext M including at

| east one t by +d 1 ha, ol ond. processing
data (pl ai %ﬁ?pﬁl)ﬁ (?and(;/:lﬁglihr?g t%tt}ﬁ%eglggl noar%es%:g%%il&g%% If}%ﬁ; a%fa =Sg°1f’,a 0 %g? o
n) and the . re.i 1 ny. 55 for,.stofing the status _ of
encrypting Igr@gltrzoégts’é% “ﬁhgﬁéﬁ%?%B{S&?ﬁogﬁgﬁ)ﬁ%esee&g%?pggﬁ? thefli &%ﬁa'bllﬁt‘ﬁhﬁﬁt a 10
of the sec rocessi-n ta before encrypti all of the block data

( ML- M) o&@ﬁ%r{geﬁoﬂ‘ﬁg?35pc%&d§%gr%vddﬁéf"5PT‘NP‘%q%‘far%?%-ti nme when the encryptor
starts encryptigg tae firgﬁl qullock dﬁta Nz of the second processing data,
the state of t hetend?SiHie OVehe URE 1 SPCIIPGE s 3CGRARE alq f blse eRzenRsig,

ci phertext block data C,) is stored in the mam)r%- 55. Wen the encryptor
restarts eﬁﬁg‘ﬂiﬁmﬁﬁt RETIOTBLS |NSTYRIABE e BEGGRES daf dihet Hirsst pracessingt Wata
encryption OI the encryptqor is returned_ to the. stored status of the
encrypt i on Btaipkgxt: M) dpclydingat lenst vaedlodndatadh ( =nk 2rdr.yptoy andéshart s
processing encryption of the first processing data. Further, the encryptor
restarts erféFgpd Precoshing datet (phrivdessNhgndatime belarse onertibdt date Nig =
encryption of data of all blocks (N1-N') of the second 20 processing data,
and si nul t dndodsl.y, Mtendvéroencrsptatiocheldstiheshatnsy 65 fohetarnes vind sorusef t he
second processing data (for exanple, ciphertext block data D,) when the
encrypt or rdsrarystien prygssng Theeedfdryptorptacasaidgptiaiahehasn blbHe data:

encryptor restarts encrypting the second processing data, the status of
t he endPyptaféhe sbedtbpemessipgalathhefetelsmagptingtdibof tins Brbchi@itHsMVRIML he

of the first processing data. And at the time Qhen the encryptor starts

encrypting the first block data N; of the second processing data, the state of

the encryptign of the first processing data (for examplé, ciphertext block data

C) is stored in the memory 55. When the encryptor restarts encrypting the

15  first processing data, the status of the encryption of the encryptor is returned

to the. stored status of the encryption of the first processing data, and then

the encryptor restarts processing encryption of the first processing data.

Further, the encryptor restarts encrypting the first processing data

before completing the encryption of data of all blocks (N,-N)) of the second

20 processing data, and simultaneously the memory 55 stores the status of the

encryption of the second processing data (for example, ciphertext block data

D;) when the encryptor restarts encrypting the first processing data. When

the encryptor restarts encrypting the second processing data, the status of

the encryption of the encryptor is returned to the stored status of the

25 encryption of the second processing data, and then the encryptor restarts



25 encryption of the second processing data, and then, the encryptor
restarts 37 encrypting the second procesging data. Fig. 16 shows a
configuration of the encryptor of the OB node. The figure is characterized
by additionally including the nenory 55. The nmenory 55 stores nodul e
output data T, supplied fromthe encrypting 5 nodule 51. Fig. 16 shows an
encryptor for encrypting plaintext block data M (i= 1, 2, 3, included in

the plaint %Erﬁgggg%l@g%ggg cllr?’%% (-)Irlg)!d% data N, 0 = 1, 2, 3, included in

t he pl ai nt ext I'ncl’'udes a processing nmechani smof the
Interrupt that regcegi request t.o e pt 10 .the,pl aj xt data N
during the encry%ﬁgb%§g?8Q§8(Bgﬁnggé?ndg?égﬁpﬁgﬂﬁP%Ofﬁ¥5b e on of
encrypting the plkaintext data M and e encrypting npdule 51 for
out putting encr ybﬁ’@oé%‘é’iealsd‘imtrﬂ%teﬁ’&ﬁ Irlé' ¥ %{?Payﬂfdélgﬂﬂjdpﬁ the memery 55.
encryptor rt her includes feed %Fk | oop's 65 and 66 for feeding back the
nodul e out megaEy étoFPséﬁ?fg‘F eetpub fata el ermnlisd frgonblieleactpting t he
15 encrypting dul e through the feedback |line 65, and the nenory 55
provi de iﬁﬂﬁgﬁgﬁﬂel with the feedback line 65 of the feedback | oop and for
receiving a request to encrypt the plaintext data N and storing the nodul e
out put bl ock dat &ig16 glipwaek emeeyptondopendnypéing phaduiextdhlakMata Ms(inot
encrypted subsequent to the Elain;ext bl ock data M because the encryptor
20 starts dnér§pti)ngcladed ihdhatpdaintexoditadslt and bldineext oelt dxta taga= M, Yet
further the encryptor includes the selector 54 which selects the nmodul e
out put bl 0@k Hat.a Thclddd biackhbypidintdxedhteckN| i rBhéemiyvhite iweddasky | oop
to supply to the encrypting nodule 51 through the feedback | oop when the
pl ai nt ext  prowlesitet mebhanine nf thptintereuht ehae Biccived i Ml e¥teRrpsk data
10 the plaintext data N during the encryption of the plaintext data M before the
completion of encrypting the plaintext data M and the encrypting module 51
for outputting encrypted data as the module output block data T.. The
encryptor further includes feedback loops 65 and 66 for feeding back the
module output block data T; supplied from the encrypting module 51 to the
15" encrypting module through the feedback line 65, and the memory 55
provided in parallel with the feedback line 65 of the feedback loop and for
receiving a request to encrypt the plaintext data N and storing the module
output block data T, fed back when the plaintext block data M,,; is not
encrypted subsequent to the plaintext block data M; because the encryptor
20  starts encrypting any plaintext block data of the plaintext data N. Yet
further the encryptor includes the selector 54 which selects the module
output block data T, fed back by the feedback line 65 of the feedback loop to
supply to the encrypting module 51 through the feedback loop when the
plaintext block data M; is encrypted subsequent to the plaintext block data

25 M, and selects the module output block data T, stored in the memory 55 to



25 M, and selects the nodul e output block -data Tj stored in the nmenory 55
to 38 supply to the encrypting nodul e 533t hrough the feedback | oop when the
pl ai ntext block data M, is not encrypted subsequent to the plaintext block
data M but after any plaintext block data of the plaintext data N. Fig. 17
expl ains the encryptor of the OFB nbde shown in Fig. 16. In Fig. 17, the
operation of the CBC node of Fig. 2 is changed to the operation of the OFB

mode, and &lgpBi behePei@LhaRE AlcAuidS 1SR FiddOwien B9 18
shows. an encrﬁggi or of t heS’JP:FB%rmc?e.u Conpar ea}g\% PE@I;%&D%% ﬁ%ewél%& )lﬁ:}b%or of
Fig. 18 addi4ii® gl S ; The nmenory, 55 st qre
ci phertext 9b 1oc d%%ézcik gﬁ tgg?ﬁh%slﬁ?%gqﬁcﬁgg &&%gﬂ%edﬁtt%%% ﬁl?ﬁ???éﬁt?bleaﬁ
encryption L [ onfi gyr.e t he X jrcuit 58 nd_.the encrypting
nodul e 51 ﬁlsﬁ? érlligi:]v['t & ae%n%r@%’f ﬁgﬁ%ngeé%@?‘t]%fiagiﬁ}a@mn%tﬁé? tor for
encrypting plai ntext. bl ock.dat,a ML (i, = , 3,, .,.) included in the
pl ai nt ext data N&g%‘dlﬁ?léﬁqﬁf@{h%?%‘?&p%ﬁ?b?ﬁiﬂ?‘}i‘a shown in Fig 16nc| uded
in the plaintext_ data he encryptor . in des a _processing nechani sm of
the i ntgr rupt that %trlﬁcgrﬁ Qﬂ?éaF@&dg@et@]gén@P%tOf Hige2 ot ghamgsd tathe N
during the encr tiﬁqggf Ege pl ai ntext data M before the conpletion of
encrypt i ngoPﬁ’@téﬁh? e Fimedp and the otkercenaratiogs ek tths Zabwr t@the one
encrypting E@ pl ai ntext block data M and outputting the ciphertext bl ock
data C,. TR Bﬁé%yptor further includes feedback | oops 65 and 66 for
feeding back the nodul e output block data T, supplied fromthe encrypting
nmodul e 51 to th&ignd sinwsanesduyrtor vf the CEBeaddzedback |ine 65, and the
menory 55 provided in parallel with the feedback Iine 65 of the feedback
| oop, for Compared with Fig. 47, the encryptor of Fig. 18 additionally includes
" 10 the memory 55. The memory 55 stores ciphertext block data C,; output from
the XOR circuit 58.
Further, en encryption unit 52 is configured by the XOR circuit 58
and the encrypting module 51 using the encryption key K.
Fig. 18 shows an encryptor for encrypting plaintext block data MGa=
15 1, 2,3, ...)included in the plaintext data M and plaintext block data N;G=1,
2, 8, ...) mcluded in the plaintext data N. The encryptor includes a
processing mechanism of the interrupt that receives the request to encrypt
the plaintext data N during the encryption of the plaintext data M before the
completion of encrypting the plaintext data M and the encrypting unit 52 for
20  encrypting the plaintext block data M, and outputting the ciphertext block
data C;. The encryptor further includes feedback loops 65 and 66 for feeding
back the module output block data T, supplied from the encrypting module
51 to the encrypting module through the feedback line 65, and the memory
55 provided in parallel with the feedback line 65 of the feedback loop, for

25  recelving a request to encrypt the plaintext data N and storing the module



25 receiving a request to encrypt the plaintext data N and storing the
nodul e 39 out put block data Tj fed back gghen the plaintext block data M, ]
is not encrypted subsequent to the plaintext block data M because the
encryptor starts a certain plaintext block data of the plaintext data N
Yet further, the encryptor includes the selector 54 which selects the
nodul e out put block 5 data Tj fed back by the feedback |Iine 65 of the

f eedback | aafph@ ﬁgé}pldétgorrt sy bg@grwghngl @é’ih?e%l C@&o&g& e feedt%ack

| oop when t he pI ai ntext block data S e Sequént to 'Y
pl ai nt ext u ut bl ock data
stored in t he %%m)r y %qtugﬂgﬁﬁ%hgﬁilﬁlx%t%? bga;c%r @%‘ia] %%QHF%%E?L etnm: R the
f eedback | e Ialnt Kk cryp
subsequent %?gﬂ)tg{he&ﬁ{tgﬁl SRt ?@i%%cfgﬁl%g Q%I%h a’élitlv{”étr éatér}ger gt fox 6%8% khext
bl ock data of the pl ai nt ext, dat pl a| the_encryptor of the
OFB node sHORRYHT F]inéiucieﬁ h?‘h Sﬁgﬁ%rlg‘lg‘f’he:%oﬁéﬁﬁﬁsl drodyle opEwokleckt
Fig. 2 is c a f the OFB pode, andthe ot her
oper at i ‘{.]?rq"@gf%%a i)éﬁg‘i{yoﬁ%ehfr@ é‘%%cq{ 1?!5“%?[5 o e feedimek lopp tormwpla tasbe ypt or
of the CBC node. . ga&ed with Fi gL] the decryptor of Fig. 20
addi ti onal ISACTRCHING weeS hthoe 5he 'lfﬁ@db@%h@P?Whlencﬂhsadpkimtmdp]sthr 76
and a switc ‘gﬁ?? 20 Furt her a decr ypting unit 12 is configured by an XOR
circuit 78 data Malgenesyptetguberiicat e thei plgintext ldgckdara Maghnatieselddtk can
be provided inside a selector 74. The decryptor shown in Fig. 20, which
decrypt s t Hhecngaale entpul blork dadadliGitoréd m the aneRiory .55 té Bappheto ithet he
ci phertext data C and the ciphertext
encrypting module 51 through the feedback loop when the plaintext block
10  data M, is not encrypted subsequent to the plaintext block data M, but after
a certain plaintext block data of the plaintext data N.
Fig. 19 explains the encryﬁtor of the OFB mode shown in Fig. 18.
In Fig. 19, the operation of the CBC mode of Fig. 2 is_changedl to the
operation of the OFB mode, and the other operations are the same to the one
15 of Fig. 2.
Fig. 20 shows a decryptor of the CBC mode.
Compared with Fig. 44, the decryptor of Fig. 20 additionally includes
the memory 75.
The memory 75 includes a register 76 and a switch 77.
20 Further, a decrypting unit 72 is configured by an XOR circuit 78 and
a decrypting module 71 using the key K.
Aregister 111 can be provided inside a selector 74.
The decryptor shown in Fig. 20, which decrypts the ciphertext block
data C; (1 =1, 2, 3, ...) included in the ciphertext data C and the ciphertext

25  block data N; § =1, 2, 3, ...) included in the ciphertext data D and includes a



25 block data N 1, 2, 3, included in the ciphertext data D and includes a
40 processing mechani sm of the interruptythat receives a request to decrypt
the ciphertext data D during decrypting process of the ciphertext data C.
Further, the decryptor shown in Fig. 20 further includes the decrypting
nodul e 71 for outputting decrypted data of the ciphertext block 5 data G
as nodul e output block data Ti, feedback |oops 85, 111, 82, and 86 for

feeding bagiobdint BRHESKm D9k ik 18 RS ARE XRLIDO W RbL 2 hr ough

the feedback |ines 85, 111, ecrypting cip ta C

e The Seepuker I s WASH PR IRIRL Yy 6L BLRMLASH L parel el with
gt cifa'ad BNl FEHH MR HEGD Ay e ™
decr ygt i ng %ﬁ{,yrbh@ng é’i’%ﬂ‘gﬁt@%@bﬁ"bwt Etgad‘?i’f’fy?wélagﬁﬂwéf F@(PHHQ:‘EP@.HPQM her ,

t he dechyptdgi)rE %Jgovvn ia {Zi g., 20.in¢l udes_the selector 74 15 which sel ects
the ci pRer t&%# bIASROGRILEPUE b apdi, faeslbpek deena8s.i Hds 885and 861for 82 of

the feedback |.oop to supply to the encrypting unit 72 through the feedback
| oop when &%A%d??éﬁ%t@& ciphgeiexy Meckyla %Ceﬁ@l’tbﬁtd@drmﬁmeqmghtmtthroug\b

ci phertext block data G, and selects the ciphertext block data G stored
in the nmendhy feedhagkplines §5¢ AdLemed B3t fosrdecuypting Ziphwroerghbloak datadback

| oop 20 when the ciphertext block data Cl.,.i is not encrypted subsequent
to the ci pfda dseryptackurthenincludes thef memaenyy7 bprovidhdrinepdrabcbekitldeha of
the ciphertext data D. "Feedback |ine" and "feedback | oop" used in the
above expl deedhiapk bfie §5,¢l112B2% @anmbB86ndathe’ feedihak Kbophineh fr PudiEingad a
output fromitself'. Here, ' ' ’

10 request for decrypting the ciphertext data D and storing the block data fed
back when the ciphertext block data C,,, is not decrypted subsequent to the
ciphertext block data C, because the ‘decryptor starts decrypting any of
ciphertext block data of the ciphertext data D.

Further, the decryptor shown in Fig. 20 includes the selector 74 .

15  which selects the ciphertext block data C, fed back by the feedback lines 85,
111, 82 of the feedback loop to supply to the encrypting unit 72 through the
feedback loop when the ciphertext block data C; is encrypted subsequent to
the ciphertext block data C, and selects the ciphertext block data C, stored in
the memory to supply to the encrypfion_unit 72 through the feedback loop

20  when the ciphertext block data C,; is not encrypted subsequent to the

-ciphertext block data C; but after any of ciphertext block data of the

ciphertext data D.
“Feedback line” and “feedback loop” used in the above explanation of
Fig. 20 do not mean “feedback” which “inputs data output from itself’. Here,

25  “feedback” means to supply ciphertext block data C; again for decrypting the



25 "feedback” neans to supply ciphertext block data C, again for decrypting
the 41 ci phertext block data C +1 after 4decrypting the ci phertext bl ock
data C . Fig. 21 shows an operation procedure of the decryptor shown in
Fig. 20. Wen the interrupt IT is generated during decrypting the

ci phertext 5 block data C, using the encryption key (also called ‘
decryption key) K1, the ciphertext block data C, is stored in the register

76 of the rt!iprbdmteiﬁbloclfhﬁlt@&Iill%ﬁterf(%t%aﬁ%iﬁﬁgFth@?éipf@g@&%‘t Bflg&]@d%atﬁ decrypt ed
e

using the encryption key (also cal ecryption key) K2 into the

plaintext _block dagazhihokaci opbfifidil BRRIHEH oPLACKMANACLySLAadELn L he

register 76 of the nmenory 75 is 10 rea the cipherte 48 I's
decrypted iggo the plaintext block data M. The operation of the selector
74 is the sanme as one shown in Fig. 4. -Further, the operation of the

of the OB mode. TheRJLeABRESROERT ih LphbritaT il ARSnBARE i SobREtt
Gata ¢ Sna ThEE Hah T 858 e sindrudiiaR ¥ e balgf dsoimtign kg Gubtbe n 1 he
oL phert ot iR MEIUSE, T, B 26eE B PR e L oup At
el udes. t HOGEERGH 1A RBAEIGEt Mo T1ase DR ETRs s bl slariptamn
rocit o B R 8] e et ot ik i T,
feedback |ines 85. The_decryptor further includes the .nenory 75 provided
in paral | elthgigipberiext blagka@ata Cnstamd if the\eegisteth?6lof theapensng THis
receiving a request. to decrypt the ciphertext data D and storing
10”7 read, the ciphertext block data C, is decrypted into the plaintext block data
M,. The operation of the selector 74 is the same as one shown in Fig. 4.
‘Further, the operation of the switch 77 is the same as one shown in Fig. 5.
Fig. 22 shows the décryptor of the OFB mode.
The decryptor shown in Fig. 22, which decrypts the ciphertext block
15 data C; (i=1, 2, 3, ...) included in the ciphertext data C and the ciphertext
block data D; G = 1, 2, 3, ...) ixcluded _in the ciphertext data D, includes a
processing mechanism of the interrupt that receives a request for decrypting
the ciphertext data D during decrypting the ciphertext data C at an arbitrary
timing point. The decryptor further includes the decrypting module 71 for
20  outputting decrypted data as module output block data T,, feedback loops 85,
86 for feeding back the module output block data T, to the decrypting module
71 through the feedback lines 85. The decryptor further includes the
-memory 75 provided in paralle] with the feedback line 85, of the feedback

loop, and for receiving a request to decrypt the ciphertext data D and storing

25  the module output block data T, fed back when the ciphertext block data C

i+l



25 the nodul e output block data Ti fed back when the ciphertext block data
Ca+l 42 is not decrypted subsequent to t4ze ci phertext block data C, because
the decryptor starts .decrypting any of ciphertext block data of the
ci phertext data D. Further, the decryptor shown in Fig. 20 includes the
sel ector 74 which selects the nodul e output block data Tl fed back by the
feedback line 5 85 of the feedback |oop to supply to the decrypting nodul e
71 through isheot eediptek dubepqudien tb Nt eC bRPRIERX! bIRLR Chada e '
encrypted subsequent to the ciphertext biPock data G, andtgeq%%@e ttﬁg
modul e out pdderph e kstdelsddddrypsiad 86y &F GPReFRYP" SYPRlY 49 Lhe
decrypting nodul e 71 througf}:pt/[ﬁfe%r f%edb&gﬁe{%gg t\}lxiﬂélg dﬁa%% Ocitg}]é/e‘f]tp&?fpeﬁ"ltock
data Cl+ i sigi@t Dengnyph&d (40 &t e -1 he cigphertext bl ock data_Cl but
g%é ago%}}otvﬁ&) lhhﬁlﬁér@e%d‘a‘g?sagﬂf s} %‘Or2§4

after any of ciphertext block ecip
The. opor at g B s e mbdeRRUE Tl ol R boK R BRdPopean bR 15
mode. i nat oad o Cpnddbackal BRyrels o ta ustngonetub 71 Rbrorh tbde. A
modul o 71, 9Pk 1000 FE% ofiP chthertant Blapilata: Guie cepry s mseauent bo or
74. The de pt.o ho in Eig. 24, i ch decrypts the ciphertext block

, include r e
request tofggcfbrgc%t lgcr)][? when the ciphertext block data C,, is not‘ encrypted

10  subsequent to the ciphertext block data C; but after any of ciphertext block

data of the ciphertext data D.
. Fig. 23 explains the operation of the encryptor of the OFB mode
shown in Fig, 22. |
The operation of Fig. 23 is the same with the one of the encryptor of
15  the CBC mode shown Fig. 21 except that the operation is performed in OFB

mode instead of the CBC mode.
Fig. 24 shows a decryptor of the CFB mode.

A decrypting unit 72 is conﬁgured by the XOR circuit 78 and a

decrypting module 71.
20 Here, the register 111 can be provided inside the selector 74.

The decryptor shown in Fig. 24, which decrypts the ciphertext block
data C, (i=1, 2, 8, ...) included in the ciphertext data C and the ciphertext
block data D; G = 1, 2, 3, ...) included in the ciphertext data D, includes a
processing mechanism of the interrupt that receives a request to decrypt the

25 ciphertext data D during decrypting the ciphertext data C at an arbitrary



25 ci phertext data D during decrypting the ciphertext data C at an
arbitrary 43 timng point. The decryptod3further includes the decrypting
nodul e 71 for outputting decrypted data as nodul e output block data Ti,

f eedback | oops 85, 111, 82, 86 for feeding back the nodul e out put bl ock
data T. to the decrypting nodule 71 through the feedback [ines 85, 111,
82. The decryptor further 5 includes the nenory 75 provided in parallel
with the fésabgROltne BB, daayptorsRirthen helhdedtias Keb9omimnthddile fﬁqt%&‘vi ng
a request to decrypt the ciphertext data D and storing the nodul e out put

bl ock dat a OPitpEHEny dekrypthed date as ehqhds mgg bhRiek d%&har.,qgedbacﬁ‘i’éopgeé‘sr ypt ed

subsequent to the ciphertext block data because the decryptor “starts

decr ypt i ng 1diy82f8& fqrHesdiextbkami Igaaale_l&tpht %'I'@ckf%meftt%@g?@et?a ing

Further, the decryptor shown in Fig. 24 includes e selec

sel ects t henodel 21 elf@uth Bhe TKedipicd Ik b t feedback | ine 85 of
the feedback | oop to s(ﬁt)gpl y to the dec?é%?ishgng?l%r e% d?cf{pgg%rhqu; er

f eedback | u o1l i ] .. d.. sub
e of pher Lokt b ek Sarar > B e e SRR gk e B Be ottt o

t he ci phertext bl ock data Cl,
T, stored B2 dMeec"BRITENC 7@0@031%%@1;&‘5%-}1% decrgg&i ri}% nmodul e 71 through
t he feedback | oop when tkhe i‘phert ext  blroek FRAUSSHIS ferynidhe dnpbestprid
subsequent t ' : bl ock.data C. ,hut. after any of _ciphertext
bl ock dat ad%?a tﬂggalg(ii S&ﬁgl%‘gﬁhedgﬁoéf“ﬂf 0“%881'16@8‘%“@%’@" Tafil tRekdpaer theop"

i : ' i g. " f k" which
hput s darBtnareBIRIERR £8) B ndtgecdited uiisanrnt Hotkscipbestpplbock
ci phert ext 2.again for decrypting the ciphertext block data
c1}1 afterdgléagggj%g?én‘gset ?CﬁﬁB{Oc‘fe%Fﬁ% KyREng any of cipherbept dilork data

oper atpn | 8f tﬁ&gip%ré%e\é(%ttfarta%. t B%rt%iz% %ed(calecgg%\? silgwii i% F12g4 24 includes
' the selector 74 which selects the module output block data T, fed back by the
feedback line 85 of the feedback loop to supply to the decrypting module 71
through the feedback loop when the ciphertext blockl data C; is encrypted
subsequent to the ciphertext block data C, and selects the module output |
15  block data T, stored in the memory 75 to supply to the decrypting module 71
through the feedback loop when the ciphertext block data Ciyy is not
encrypted subsequent to the ciphertext block data C; but after any of
ciphertexf block data of the ciphertext data D.
“Feedback line” and “feedback loop” used in the above explanation of
20  Fig. 24 do not mean “feedback” which “Inputs data output from itself”. Here,
“feedback” means to supply ciphertext block data C, agaiﬁ for decrypting the
ciphertext block data C,,, after decrypting the ciphertext block data.
Fig. 25 explains an operation of the encryptor of the CFB mode

shown in Fig. 24.

25 In Fig. 25, the operation in the CBC mode shown in Fig. 21 is



25 In Fig. 25, the operation in the CBC node shown in Fig. 21 is 44

repl aced with the operation in the CFB n##le, and the ot her operations are
the sane as ones shown in Fig. 21. Fig. 26 shows an inprovenent exanple of
the encryptor of the CBC npde shown in Fig. 1. 5 A selector 154 and a
menory 155 are added to the encryptor of Fig. 26. Fig. 1 shows a case in
which the key Kz is supplied fromthe outside if the interrupt IT is

resol ved, wifilacedhwith theppeistof inrthe @FBULsiseah - d,ggain
leah® thb Qﬁ:ﬁgll @5'1"&{#21% 4

here. The menory 155 includes a register 156 and a switch

switch 157 Hw samesasi gresrshogroin Fiwutt.i ng the encryption key K to the
regi ster 156. This switching is perfornmed by, for exanple, the interrupt

I . When the intBig @ shokvs ﬁnq%ﬁﬁrﬁh%nttéﬁmvgﬁ%éﬂgﬁ&% %@gg,ﬁ@%ojgggcggggt o E

and when the interrupt IT is resolved, the s |

The regi stmiodéShowipi Fid e key K supplied through E and stores it. The
key K 15 stored in the register 156 is output to the selector 154. The

sel ectors 154 has AtdamckspP f t_.of i he sel ector 154

sel ects one. This select ?%% aglgpéﬁgs S%tlﬁ’g al‘rr‘?taeﬁ]%.‘f]g{]o %l'“\e eppiveronef Fipe
descri bed |a¢ ergifiig - ration pracedure Qf the _encryptor
shown in Fig. 261.é:2108}%/(ﬁgsna?%\§géﬁ§gg{r%’?lcﬁﬁo€@f Je{)FStSHBP ﬁgrfwmoﬁhei %uﬁgiﬁoifl ed,
the inputs #Q ; l18C: 4 and.the. sel.ector 154 are set to A and the
switch 57 and ltnt}ggeﬁu?\%%(}%gavgaew%ﬁn@&eféds‘ﬂﬂﬂﬁds kee oubiide @s ataredquest

to encrypt ' data N exists, the interrupt IT is generated and
kept ON untelhfaa'Elftéu(};e)ci %glgﬁ]éé ®to encrypt the plaintext data Nis resolved.

Further, the plaimtext .
P ’fﬁe memory 165 includes a register 156 and a switch 157 The

10 switch 157 switches ignoring or Inputting the éncryption key K to the
register 156. This switching is performed by, for example, the interrupt IT.
When the interrupt IT is generated, the switch 157 is connected to E, and |
when the ini_:errupt IT is resolved, the switch 157 is connected to F. The
register 156 inputs the I;ey K suppiied through E anti stores it. The key K

15 stored in the register 156 is output to the selector 154. The selector 154 has
Wo inputs of A and C, out of which the selector 154 selects one. This
selection depends on the interrupt IT, which will be described later.

Fig. 27 shows an operation procedure of the encryptor shown in Fig.
26.

20 When the electric power of the encryptor is supplied, the inputs to
the selector 54 and the selector 154 are set to A, and the switch 57 and the
switch 157 are connected to E. Further, while a request to encrypt the
plaintext data N exists, the mterrupt IT is generated and kept ON until the
request to encrypt the plaintext data N is resolved. Further, the plaintext

256 data M is to be encrypted using the key K, and the plaintext data N is to be



25 data Mis to be encrypted using the key K1, and the plaintext data Nis"’
to be 45 encrypted using the key K2. The keys. Kl and K2 are supplied to
the encrypting nodule 51. At tinme TO t%Re key K1 is supplied fromthe
outside as the key KI. As the switch 157 is connected to E, the key Kl is
stored in the register 156. Then, the encrypting process for the plaintext

bl ock data ML is started. Wen the plaintext block data M is started at
value IV through A, and then

time TO t tor. 54 jnputs _an initial

the sel ect %ﬁmg}%tl%g gwntgcﬁjé‘élplf‘%}’ 8o At The j kaysxKquandgKg hereeBapFHbA NG RROCESS
of the plaint extt.bl ocC Qata ML using the key K1, it is assunmed that the
interrupt P8 HF%H{P@‘[? Rd-to encrypt the plaintext block data NL. Until

time T1l, the ciphertext block data Cl becones stored in the nmenory 55.

Then, the key K. 4itstiggppPi tae keytKeis enpplyat ifngn B Wil t t si de
as the key Kl at time Tl due to the generation of thesi nt éé&%tlg%TgiAt

time T1, t#He thepiwritelo 16fds sehrettod t64,i theSaly Kt 9 & tjme T1, the
switch 57 and the switch 157 are connected tyo F /i’éé@?ﬂ?‘%‘&@ﬁgﬁtﬁ’élééy K,

i s not stod&éni thehenarggtisteprcbsbs 0¥ tBE BBkt -h1-LN€1.,ENEF YPLI on of “the
pl ai nt ext bl ockﬁ;ﬂata N1 is perfornmed usi nl§g thgxtelillo%,daa{%dﬁlt Sﬁ@’ﬁﬁ@ftext
bl ock dat aWten theopitaputiext Blodki deta W, 1& 2 BRG HAL, f.the, plajntext block
data N1 is finished, and the interrupt ﬁ%ﬁéﬁs%&gfggﬁ‘/@&heﬁ%eq@%r BﬁFﬁlB‘}tS

resol uti onawinitixd vahhe TVuPlohdh Atadd 184N e.inpyt. to the selector 54 is
switched to C, and the sw tghg57’i S ctg%r?e%{ee%fﬁ?%oﬁ.%zéﬁﬁ%‘ tyB. t B8 key

Kl i s out ptitnetX dulin ] ; t regi.ster, 156 as the key KL and
the key KL is suppl igZd ete%ﬂﬂ’éﬂ’%é{f?g‘%%sﬁg%%gﬁl b Kt EPJng]ﬁ]%ﬁﬁ%Me‘ll@@gdhe154 as

B e O B LA e i
pl ai nt ext gihfftkxt block data Nl. Until time T1, the ciphertext block data C,
becomes stored in the memory 55. Then, the key K, is supplied to the
encrypting module 51 from the outside as the key KI at time T1 due to the
generation of the interrupt IT. At time T1, the input to the selector 54 is set |
to A. And at time T1, the switch 57 and the switech 157 are connected to F
Accordingly, the key K, is not stored in the register 156. After time T1, the
| encryption of the plaintext block data N, ié performed usirig the key K,, and
the ciphertext block data D, is output. At time Y, the encryption of the
plaintext block data N, is finished, and the interrupt IT is resolved. Due to
this resolution of the interrupt IT, at time T2, the input to the selector 54 is
switched to C, and the switch 57 is connected to E. Consequently, the key
- K, is output to the selector 154 from the register 156 as the key KL énd the
key K, is supplied to the encrypting module 51 from the selector 154 as the
key K,. Further, as the selector 54 1s switched to C, the ciphertext block
data C, stored in the memory 55 is input for encrypting the plaintext block

data M,, the plaintext block data M, is encrypted by the encryptihg module



data M2, the plaintext block data M2 is encrypted by the encrypting nodul e
46 51 using the key K1, and the ciphertexgt block data C2 is output. Before
time T3, the input to the selector 54 is switched to B, and when the
plaintext block data M is encrypted, the ciphertext block data C2 fed
back fromthe feedback I|ine 65 of the feedback loop is input, the

pl ai ntext block data M3 is encrypted 5 by the encrypting nodul e 51 using

the key Ki,5laasinglthedidd Y, M tHY Gpkeftdkdbldek dataqt! RWutphyrt gfdr?'it%g%ggfe

time T3, the input to the selector 154 is swtched to A “Ai opéra

the sel ect org, 45 iblit tdmalanciPed.is 1R MER (blIS {8l PRLELGHROWET 1, Lt ped

ON, the input to e selector S set to - &, d o0 n O

' t\ae;d | e n i s ke ettin
A e 1o e ntgis HEVHUR thd ol SELATIRG: dafd B 3%‘{)*’]%‘%&?183%?%? %e_diwﬁ

[ I tS: ] . t he. r.esol ut,i on, of th IL.nt errupt IS

e cor, TR PR B P B S Ehg et o

t K1 stored in th nmor 5 s input to the encryptin nodul e
51 as the PO/ oTmeREReeRenalR Bt Poe ik Fo. R thosuherrorh ork data
started, t .sel ector sets the input to A As described above, the selector
154 can be togﬁ%'dit'based on the generation of the iRterrupftl:T. b20 Next ,
an operation of ocessing the interrupt of the switch 157 will be
expl hined. When HTHETRFegele BeARer i the tmddtooe seldctar ideist swisthed to
encrypting , process of the plaintext data M the switch 157 is connected to
E, and theAKey Kl for the plaintext Mis stored in the register 156. And

when the interrupt . ) )
%n operation of the selector 154 will be described.

10. When the electric power is turned ON, the input to the selector 154 is
set to A. Further, also when the generation of the interrupt IT is detected,
the input is kept setting to A. Until the interrupt IT is resolved, the selector
154 operates with setting its input to A. When the resolution of the
interrupt IT is detected, the selector 154 sets the mput to C.  Due to setting

5 the input to C, the key K, stored in the memory 55 is input to the encrypting
module 51 as the key K. When the encryption using the key input from C is
étarted, the selector sets the input to A.

As described above, the selectbr 154 can be switched based on the
generation of the interrupt IT.

20 Next, an operation of processing the interrupt of thé switch 157 will
be explained.

When the electric power is turned ON, and at the first encrypting
process of the plaintext data M, the switch 157 is connected to E, and the key
K, for the plaintext M is stored in the register 156. And when the interrupt

25 IT'is generated at time X, the switch 157 is connected to F from E at time T,



25 1T is generated at tinme X, the swtch 157 is connected to F from E at
time T1, 47 and the key K2 for the plainyext Nis ignored. Further, when
the resolution of the interrupt IT is detected at tinme Y, the switch 157
is connected to E fromF at tine T2. In this way, "the switch 157 ignores
the key K2 for the plaintext data N fromthe generation until the
resolution of the interrupt IT. 5 Accordingly, the key KI for the plaintext

Shows & cont oo ot onof" et JAnraialas it | FRMECHGERR et 1o
remory 175 aree Beoaded T & (e Ay ARE Lrntuih B inerlsa R BT (e
150 and. e Rarory 2 T2noh thiv e MSs e R impres theckank. dndg 155
The ntorr aptie SafENardeote spetabof i B Teputamelubom bhent 1T
enab 6501 neCERETD R HEORFE S 1ot dbenelabkvsdoR Noer fprt sipunedin fhe dat a

even when the gncig/({t@#g\ of another data is perfornmed during the certain
data i s endf§5ted: §memqygldthe data stored in the menory 55 and the
key K stored in iﬁhe menpry 155, the status 20 of the encryptor can be
returned to the Fd&mns shewseanonfignmationwdithpdeoryriter showarindize 80 vaneh t he
I nterrupted, encrypti ng process can be continued. The nenory 155 and the
menory 175 thakegdcisatorad tedbexreusedent i cal Iy to the memory 55 shown in
Figs. 6 and 8. O, the key Kl can be stored by adding the configuration
such as ones shoWpg %8 Fhgws ®6asmih #itlo a selector 174 and a memory 175 &re
10 _gdded to the.decryptor of Fig. 20. The operations of the selector 174 and the
memory 175 are the same as the ones of the selector 154 and the memory 155
shown in Fig. 26.
The memory 55 and the memory 155 are examples of the memory for
storing the status of the encryptor when the interrupt IT is generated. In
15  this way, the status of the encrypting process is stored in the memory 55 and
the memory 155, which enables the encryptor to return to the status of
encrypting a certain data even when the encryption of another data is
performed during the certain data is encrypted. Namely, using the data
stored in the memory 55 and the key K stored in the memory 155, the status
20  of the encryptor can be returned to the identical status when encryption is
interrupted, and the interrupted encrypting process can be continued.
The memory 155 and the memory 175 can be configured as
identically to the memory 55 shown in Figs. 6 and 8. Or, the key K, can be

stored by adding the configuration such as ones shown in Figs. 26 and 28 to

25 Figs. 16, 18, 22, and 24.



25 Figs. 16, 18, 22, and 24. R Further, since the nenories 55 and 155 shown
in Fig. 26 operate the sane, these nengpgies can be integrated into one
menory. As has been discussed, the decryptor in relation to the present
enbodi ment perfornms decryption of the first processing data (ciphertext
data 5 Qincluding at | east one block data G (i =1, 2, 3, ..., in) and
the second processing data (ci phertext data D) including at |east one bl ock

Gtoring the stat vt snce (b mdEHEEHM O 55 BOACH FIE IR Pl 1

storing the status of " decrypting process. ecryp

process of .apd Bhideah Bl Gk Al anRe Bl NG S BGENI Brogessi ng data bef or e

the conpl etion the ecrypting process o bek data (Cl through
g of the first progessin ata. n the decryptor starts tge decrypting
process of the i%ist ﬁgfSl%ﬁe%cﬁscﬁﬁ%w&%fyﬁ%@@écghdeﬁ%%s@ﬁ € dR¥egent he
decryptor nakes,.the, above nory.sto t he decrypting status of the first
processi ng e?&@}mﬁﬂa pﬁﬁééﬁmsﬁér Ry Bf ﬁ?e E‘E%ttpfroﬁégsdéﬁ %9‘&'11 (Gigherext data
processi ngcgat .he status of thekiq\iédecre{ptor is returned to the
decr ypt% ng QuRcirdisg athleageepg hilas A U thed renorsp) PBidaile sheond
decryptor restarts the decrypting process of the first processi ngl dat a.
:1,

Furt her, t REOGPsegAadn (Fipberrexs dape Ddpelpsinggt leastone Wock data Dy
processi ng data before the conpletion of all block data (D, through O of

the 20 seéomd -pr desThagletayptoraimgludes thaoremary Soswsimhéhdetaippt bfig
status of the second processing data when the decryptor restarts the
decr ypt i ngdeprypéass podceshie The slecpypioesstiants datiyptiMe protessdel pypiretial
restarts the decrypting. process of the second processing data, the status
of the dechigskodata 9 reft thaededrol precateing diita heftrt tlse abnipletisacehthe
processing data stored in
10  decrypting process of all block data (C, through C,) of the first processing
data. When the decryptor starts the decrypting process of the initial block
. data D, of the second processing data, the decryptor makes the above
memory store the decrypting status of the first processing data, and when
the decryptor restarts decrypting the first processing data, the status of the
15 decryptor is returned to the decrypting status of the decryptor stored in the
memory 75 and the decryptor restarts the decrypting process of the first
processing data.
Further, the decryptor restarts the decrypting process of the first
processing data before the completion of all block data (D, through D) of the
20 second processing data, and the memory 74 stores the decrypting status of
the second processing data when the decryptor restarts the decrypting
process of the first processing data. When the decryptor restarts the
decrypting process of the second processing data, the status of the decryptor

is returned to the decrypting étatus of the second processing data stored in

25  the memory and the decryptor restarts the decrypting process of the second



25 the nenory and the decryptor restarts the decrypting process of the
second 49 processing data. Here, the stghus of the encrypting process is,
for exanple, Encrypted block data C (and the key K,) in case of the CBC
node shown in Fig. 1, 5 Mddule output data Tj (and the key K) in case of
the OFB node shown in Fig. 16, and Encrypted bl ock data C, (and the key K)
in case of the CFB node shown in Fig. 18. The decrypting status is, for

exanpl e, E ck data G (and the key K) in case of the CBC node
10 shown iﬁﬁﬁ’[%%g%);&i{ﬁ%dul e output data Tj (and the key K) in case of the

OFB node shown in Fig. 22, and Encrypted block datg G (and the key K) in
case of the CFB r%%fg’ 9%%5%“?H9@%9né‘p@%¥§ PPCERB I BOR BXHBRES: i pti on, t he
encryptor and the, decrypt og)égave been explained in cases of three nodes,
respectivel y. Théi®yRedBlask data Gnland shaksyek, mheass ebthe GhBGodbdent

can be applied to the encryptor and the decryptor in other node such as
i mpr oved nE8e Wy iy ¥igads or med node. In particular, the characteristics of
the enmbodinent is that in the 20 encry&)ti ng/ decrypting nmethod, in which the

bl ock data G, MModieTpuigpatetatacd; (and tthe keyed;ptin ngisdeoft thpt OB trno@e of
the previous data are used for the encrypting/ decrypting process of the
next bl ock shawa id Fijg.d6, &hd1l as the feedback data, the nenory 55 is
provided for storing the status of the encrypting/decrypting process, so
that the status dndriptednbloghtdatad@c(amt ohe key K)) in case of the CFB mode
shown in Fig. 18. The decrypting status is, for example,
Encrypted block data C, (and the key K,) in case of the CBC mode
10  shown in Fig. 20, . |
Module output data T, (anc{ the key K)) in case of the OFB mode
shown in Fig. 22, and | |
Encrypted block data C; (and the key K,) in case of the CFB mode
~ shown in Fig. 24..

15 In the above description, the encryptor and the decryptor have been
explained in cases of three modes, respectively. The three modes are only
examples, the present embodiment can be applied to the encryptor and the
decryptor in other mode such as improved mode or transformed mode. In
particular, the characteristics of the embodiment is that in the

20 encrypting/decrypting method, in which the block data C;, M,, or T, generated |
at the encrypting/decrypting time of the previous data are used for the
encrypting/decrypting process of the next block data M, or C,, as the
feedback data, the memory 55 is provided for storing the status of the
encrypting/decrypting process, so that the status of the encryptor/decryptor

25  can be returned back to the original status using the block data C, M, or T,



26 can be returned back to the original status using the block data G, M,
or Tj 50 after encrypting/decrypting preggess of another piece of data.
Accordi ngly, which encrypting/decrypting node is used is out of question.
Here, instead of the interrupt IT, the request for encryption using other
mechani sm such as poling systemor token obtai nnent systemcan be 5
received, and an interactive parallel processing of at |east two
encrypti ng/gesr Walnt d.: Fur . I the.above
¥ﬁé1‘y&591n%‘7d¥‘c?i€§iﬁ%%%c@& Qf}"égl?fl{% n%le'éé' otfhtf%t&.e AéCf)f. di 25y

enbodi ment, the encryption I's used rypting cryp
rocess, h r : | l.Led, t t he
gncrypti ng?)(4:,1\1g‘i(:6(riely{3pr%CJT;r lgg@gg%v%& & ﬁ%&qusu% %g 1% ﬁlelt 8ﬁ8}1)e7%9?%n key. 10
Enbodi ment 2. Inhe f.ol | ow enbodi ment ,~apother case wi |l be expl ai ned,
in which the encﬁ%}%ﬁ 5?15%3\?% ‘%?%e A LS N F?@u?ﬁ%o@és@%}ﬁtlaﬂdﬁ%g

integrity 3 surin rocess, 15 The data confi dent gal,ity process neans to
encrypt datx"FhTHEERITH SUGRIAS RHERG SYSEent QhitREe R 8 tap@enihestemecatmba i s
wiretapped or stqglen. . Further, the data integrity ensuring process neans
to ensuPe trﬁﬁ‘fw{aﬁe gafla 9% iTrarldps adeaalol apyessasing nofage dpast two
transferring data, fhe integrity of data sonetines needs to be ensured as
wel | as pe@%ﬁi‘fﬁﬁ’tﬁﬁg ErYRGHTE psessesicap boppriormed. of data. The data
confidentiality process is_perforned by encrypting the data. The data
integrity ensuri r%‘lrﬁh%égsthﬁsakﬁlé’ﬁf%nh@%mb@n’taﬁ e regicngptaon Heg KNk ssadedfor
Aut henti cation qug) to the last bit of the data and checking the MAC to
det ect t he eneHyRingdechipfin@praressshewensr tha arhbodinzentecan et apyglietitd 100
of the OFB

the encrypting/decrypting process without using the encryption key.

10
Embodiment 2.

In the following embodiment, another case will be explained, in
which the encryptor performs a confidentiality process and a data integrity
ensuring process.

15 The data confidentiality procesé means to encrypt data in order to

make the data meaningless even when the data is wiretapped or stolen.
Further, the data integrity ensuring process means to ensure that the data is
not replaced by anybody. In case of transferring data, the integrity of data
sometimes needs to be ensured as well as performing the confidentiality
20 process of data. The data confidentiality process is performed by encrypting
the data. The data integrity ensuring process is performed by appending a
MAC (Message Authentication Code) to the last bit of the data and checking

the MAC to detect the tempering.
Fig. 29 shows a case in which an encrypting unit 100 of the OFRB

25  mode performs the confidentiality process, and a MAC generator 200 of the



25 node perforns the confidentiality process, and a MAC generator 200 of
the 51 CBC node generates the MAC. Fig. 549 shows the encryptor which
encrypts the plaintext data including at |east one plaintext block data
using the encrypting nodul e and generates the MAC for ensuring the
integrity of the ciphertext data. The 5 encryptor includes an encrypting
unit 100 having a first feedback | oop 65 which feeds back the nodul e

out put bl oqkpeat,3dd wesl ' the encrypting nodule .51 at encrypting
t he pl ai ntext bl ockggat;&llgé%?%ie\{ﬂghcrypti ng nodul e 51 to the encrypting

nodul e 51. The engLymd i 00 _inputs .t.h | ai nt ext bl ock data, feeds
back modul e out plr}fl b%gck%%gg{éahﬁ TR Ofo“flhléﬁf gp%v[y %e'é’é’aéﬁalln&%‘ﬁt shitao
performth cr:Ypt i rocess.to t , ciphertext block data C . The
encrypt or ﬁﬁgﬁﬁi{%g aﬁq c&b‘”‘n@ﬁ’é’t“?ﬁ"% %&%é@?%&s@%@@owrﬁ’ﬁﬁdlﬁa@wdubbpn%

whi ch feeds back, a @%8% intermediate, MAC result Ti. The MAC generator
200 i hput s ZRETRTESH PHERSHEDNE the Witeariby i dhe puiphextexhdata.phFhe ext

bl ock data C, fromt hle encrypting unit 100, 15 conputes the MAC, nakes the
conput ed | FPEFIRIGE dteludee 32 eartypling awdbdOR baving 2 Hfirss deedlthdiekaipaés | oop
66, and geg‘%ia es a MAC Pto ensure the integrity of the ciphertext data.
Fi g. 30 showkichniesssr derknthe guedwlee outpuihédledc rdqinofT, shgwlidd fFog. tB9. 20
The plaintext block data ML is first encrypted into the ciphertext block
data Cl. NERCIYRURE pmwidudexdl bhboncdppéntlthe plypntextto biwke @ty pbed thé nt 0

the ciphertext block data C2. Sinultaneously to the encryption of the
pl ai nt ext ienetxpidag madule bAdodhpkeactyptinphodalesta CheishorPpiihe ¥ds 166
h

conputation of the MACis started. Between tine Ti and tinme T2, the
inputs the plaintext block data, feeds back module output block data T, using

10 the first feedback loopr 65 to perform the encrypting process to output
ciphertext block data C, The éncryptor includes a MAC generator 200
having a second feedback loop 66 which feeds back a computed intermediate
MAC result T, The MAC generator 200 inputs the ciphertext block data C,
at_every output of the ciphertext block data C, from the encrypting unit 100,

15  computes the MAC, makes the computed intermediate MAC result T,
feedback using the second feedback loop 66, and generates la MAC P to
ensure the integrity of the ciphertext data.

Fig. 30 shows an operation procedure of the encryptor shown in Fig.
29,

20 The plaintext block data M, is first encrypted into the ciphertext
block data C,. Next, the plaintext block data M, is input to be encrypted
into the ciphertext block data C,. Simultaneously to the encryption of the
plaintext block data M,, the ciphertext block data C, is input and the

computation of the MAC is started. Between time T1 and time T2, the

25 encrypting process of the plaintext block data M, and the computation of the



25 encrypting process of the plaintext block data M and the conputation of
the 52 MAC based on the ciphertext bloclgdata CL are perforned. Between
time T2 and tine T3, the encrypting process of the plaintext block data M
and the conputation of the MAC based on the ciphertext block data C2 are
performed. At tinme T3, the conputation of the MAC based on the ciphertext
block data 5 C3 is perfornmed and the MAC P is output. The configuration of

Fig. 29 is ldaar ' - ' t tput f
The XOR o routt eay coime Mitisfext Mok BHRL (R ine P IEn T SRy Blfhe o

feed line ' | th an he CBC
mode, 50t her e manry o el B R O LR IR R Pl ey e ARt Ehing
rocess ar ' ' progessing., | ase of . Fig. 52, the
Process. ar chRs AL IhoNRELLIE 0BRSS Ak b ERESLSL 0 Tl SRLERP L
br ocessi g aaieas BunelBREEG] of thE MAG, Paredgmhihe Roweate oo dnde  on

of the gncryptor -f1-5 .+ Sh wn ' Ei . 29. At S51, a block data counter i is
initial Pzed”®'§ PE Qégﬁgds?ﬁﬁé ?MA olgé?%‘tﬂiw- of the encrypting unit 100. The
encrypting unit O inputs the | ai nt ext block data M, encrypts the

pl ai nt ext data Mﬂ%?@gﬁwa&%@ﬁ?&tzg b} searatienized byahditolepcipbettost

ci phert ext al CE data C . S53 shows the 20 operation of the MAC generator
200. The ‘3% etalopPuty iraputhe XQR cispitys s inputciqtier KOR chicaitksglat a
C, and conputes the MAC. S54 checks if the block data counter i indicates
the last bIt¥ck e Hng 69vhdhetfeed dinerf® combivesrthe, endreptingqieotatsas oOURé er i
is incremented at S55, and the operation is returned back to the process
of 552, m@f‘ﬁmpﬁg a1 blee $83C onhodéeso that the confidentiality process and the
10  integrity ensuring process are performed by pipeline processing. In case of

Fig. 52, the process at time T6 requires much processing time, however, in

case of Fig. 30, the processing is finished at time T4, which shows a high

speed processing has been done.

Fig. 31 is a flow diagram showing the operation of the encryptor

15  shown in Fig. 29.

At 551, a block data counter i is initialized to 1. S52 shows the
operation of the encrypting unit 100. The encrypting unit 100 inputs the
plaintext block data M;, encrypts the plaintext data M, into the ciphertext
block data C;, and cutputs the ciphertext block data C,. Sb3 shows the

20  operation of the MAC generator 200. The MAC generator 200 inputs and
encrypts the ciphertext block data C, and computes the MAC. 854 checks if
the block data counter i indicates the last block data n. When the counter
doesn’t, the block data counter i is incremented at 855, and the operation is

returned back to the process of $S52, Namely, the processes .of the

25 encrypting unit 100 and the MAC generator 200 are repeated. When it is



25 encrypting unit 100 and the MAC generator 200 are repeated. Wien it is
53 detected at S54 that the process of ghe |ast block data is conpleted,
the last MAC conputed at S53 becones the final MAC, and the final MAC is
appended to the last bit of the ciphertext block data CE at S56. As shown
in Fig. 31, at every generation of the ciphertext block data C, by the
encrypting 5 unit 100, the MAC generator 200 inputs the ciphertext bl ock

data O L Odegamil audim MG oo SGPHRSIADGIRIPELENG ALOCRES) A Ahep i oh

speed. Fig. 32 shows a configuration conbining t encryp and
the MAC genghiat Q5madl ian 1.E] That 1184 A he_ancrypting ule 51
I's shared g%&t he %%c?@%’?&ryés%nlbt&%%gtr}fg ?]%‘tgl I\}%éégeﬁlgga?%% %%l % - the 10
XOR circuit, i he X ircuiht 58 the engr Lng ynit 100, and
the “xoR crPREPEEE B IE HRRr fhd iphes s Bioctda G r 4T SRR Bt i ne | s
used as both t feedback |ine 65.0f the encrypting unit 100 and the
f eedback Fﬁiqﬁ'e @toqveﬁ@eﬁﬁé%‘ghef P Bﬁexﬁ\wqch‘s‘ga@etew the gRCHELEE s an
initial_val ue IH at st@ﬂ}téggg tine of the 15 confidentiality process. A
second 3el &A% the nsretox 2QQmeuis/the aiphertext blodky detaeCioto t he
integrity ensuri n%}égégégss. A third selector 63 alternately selects the
confi dent i SPTPRES) aWdu¢henables dhpyrelire prorgssipgotes bighrhpeed.
confidentiality %r_ocess can be perforned by setting the input of the third
selector to E. Fdfig-hty shawie ajcenfighratjor sembinigephecassyptinghenit 200pard or med
by setting the input of the third selector to F. A nenory 93 stores the
nodul e out e MAEReneraigr 200 shoym tthBig. &% r hdtng, thecereeypingyhodulerst
encryption_keﬁ K. The nenory 93 includes an input switch 96, an output
swi tch 97, imshayesk by dhe streryping andt 4 09eand dhe MG eneRfor DO, iap@UthesW t ch
96 and the_output switch 97 are synchronized
10 XOR circutt is used as the XOR circuit 58 of the encrypting unit 100 and the
XOR circuit 59 of the MAC generator 200. Further, the feedback line is
used as both the feedback line 65 of the encrypting unit 100 and the feedback
line 66 of the MAC generator 200.
A first selector 61 selects an initial value IV at starting time of the
15  confidentiality process. A second selector selects the initial value IV at the
starting time of the integrity ensuring process. A third selector 63
alternately selects the confidentiality process and the integrity ensuring
process. The confidentiality process can be performed by setting the input
of the third selector to E. Further, the integrity ensuring process can be
20  performed by setting the input of the third selector to F.
A memory 93 stores the module output data T, output from the
encrypting module 51 using the encryption key K. The memory 93 includes
an input switch 96, an output switch 97, a first register 98, and a second

register 99. The input switch 96 and the output switch 97 are synchronized

25 with switching the third selector 63. At every switching of the third selector



25 with switching the third selector 63. At every switching of the third
sel ector 54 63, both the input switch 9g4and the output swtch 97 are
switched. Fig. 33:-shows an operation procedure of the encryptor shown in
Fig. 32. Between tinme TO and tine T1l, the confidentiality process of the 5
pl ai ntext block data ML is performed. The nodul e out put data generated
during the confidentiality process is stored in the first register 98.

Bet ti 3 i ' . 0 i phert ext
ook dat & 0y e Tt PP R Ca R DT AR <R £, e

ot waen i me T2 100b Pne Ao RE ek B A b leSing i T

pl ai nt ext klsock data M2 is perforned based on the nodul e out put data
stored in thé first register 98 and the plaintext block data M2. Then,

between tinme T3 tinme.T4, .the .c uted inter iate MAC result stored
in the second regéSY"SPng@% pad @%m’ khe 5@%5&9%%1&3’021‘%&9@&%&8 and
the MAC i s _conpute y,repeating 15 these operations, the confidentiality
pr ocess5an(§’?"["1qi"ge’i‘tr1glé’§ﬁi ‘%%Faefédrsil?ﬁj}orﬁ? eskheBo¢ylepr ey data genrerated
ci phertext data and the MAC P are output. 1In case of Fig. 33, the process
i s fini shedU&ng thecopdidantiality nresesssisistgrad iwethe; firstoegiséelud®d. Belweuer , as
shown in Fig. 32, the encrypti nmodpl e 51 wusing the encryption key K, the
XOR ci r cui t1mg Thand: Himer §8dbae MACHEs gropetedbagsdetbdekcipbepiexartdodhar ed
by the encrypting-unit and the MAC generator, so that the circuit scale
can be reddesd CiFi Fhezpmined intererediptoMAGaksulit mgnaratediyptheigtegiity 300
of the OFB npde and a MAC generator 400 of the CBC node. The MAC generator
400 i s confbguriag priccessavstiaed imeth¥@cond register 99. Next, between time T2
10 and time T3, the éonﬁdentia]ity process of the plaintext block data M, is
performed based on the module output data stored in the first register 98
and the plaintext block data M,. Then, between time T3 and time T4, the
computed intermediate MAC result stored in the second register 99 and the
ciphertext block data C, are input and the MAC is computed. By repeating
15 these operations, the conﬁdentiélity process and the integrity ensuring
process are completed and the ciphertext data and the MAC P are output.
In case of Fig. 33, the process is finished at time T6 and the processing time
15 not reduced. However, as shown in Fig. 32, the encrypting module 51
using the encryption key K, the XOR circuit 58, and the feedback line 67, 68
20 (feedback loop) are shared by the encrypting unit and the MAC generator, so

that the circuit scale can be reduced.
Fig. 34 shows a decryptor ihcluding a decrypting unit 300 of the OFB
mode and a MAC generator 400 of the CBC mode.

The MAC generator 400 is configured the same as the MAC

25  generator 200.



25 generator 200, 55 Fig. 34 shows the decryptor which decrypts the

ci phertext data including at |east onesgi phertext block data into the

pl ai ntext data and generates the MAC for ensuring the integrity of the

ci phertext data. The decryptor includes a decrypting unit 300 having a
first feedback | oop 65 5 which feeds back the nodul e output block data Ti
generated at decrypting process of the ciphertext block data G using the

decrypting modul i#134THRowS SHeY REERG tHRI 4 h R0 d%%iciﬂée chrgé}ﬁg}& Tfaté&?' ock

data C rrakes the nodul e out put bl dck datﬁ T|I ]

f eedback | d t T
dggrygf or urt é%r%c%%%gh § E}%&‘*%&‘gg@@%t%‘%ﬁ h'glil(/eiI géllg&g}lééj?ﬁgaf%lﬁ%bagk
I 66 wh t MAC
gener at or 'E%B#%%Sﬁggﬁﬁﬁé 3 ¢S QBHE e BeERIRL ofifs SPhaTete dethhdhex:

bl ock data

conputati o ﬁlgfniypg ?bﬂ%ﬁt&ﬁg e% &??gfpﬂég‘tlé qﬂ?ﬁ ryf@d ?‘éf’ Blagﬂe&g rrfﬂthg)e ﬁgpi@gp tfe

second feedha 6 edba k. the 15 nt er redi ate MAC resul t
Ti andg r‘i‘gfl&ﬁetjg ‘%ﬁ?a%ﬂéﬁ@ g uleeﬂ’é‘iﬂqtn}glotgﬁéfal tAtlsgraneyatsd aheleerspang ext

dat a. The ci phert ck data nput tQ the XOR circuit 78 of the
decrypti ngpﬁﬁ‘f :‘Pg@fle& %Fe%t@%o%ﬁét% Criasingihedgenpptingmodwek’ HatBha s
i nput to tg@ MAC. generator 400 by the feed Iine 69. By this configuration,
20 the professading unife 348 dpppts ﬁbe G hersgd bl@@ktdﬁetar\éﬁnyéwer@leomod@@e are
perfornmed sinmultaneously, so that the processin eed can be increased.
Fig. 35 shewrat blaski dafealli fredbecklivcthe ﬁésﬁ&ad?oppﬁrigoplrﬁ& t@deciypd aik MAC
generator 400 of the decryptor shown in Fig. 34 are integrated. Fig. 35
shows a casutpwtsihiecaittext btockpdatagViyodlhe dédryardr finrgher includes a MAC

10 generator 400 having a second feedback loop 66 which feeds back the
computed intermediate MAC result T;. The MAC generator 400 inputs the
same ciphertext block data with the ciphertext block data Qi input to the
decrypting unit 300, performs the MAC computation to outi::ut the computed
intermediate MAC result, makes the second feedback loop 66 feedback the

15 computed intermediate MAC result T, and generates the MAC Q for
ensuring the integrity of the ciphertext data.

The ciphertext block data C, is input to the XOR circuit 78 of the
decrypting unit 300, and at the same time, the ciphertext block data C, is
ipput to the MAC generator 400 by the feed line 69. By this configuration,

20 the processes of the decrypting unit 300 and the MAC generator 400 are
performed simultaneously, so that the processing speed can be increased.

Fig. 35 shows a configuration to which the decrypting unit 300 and
the MAC generator 400 of the decryptor shown in Fig. 34 are integrated.

Fig. 35 shows a case in which the decrypting module 71 and the

25 feedback lines 87, 88 (feedback loop) are shared.



25 feedback lines 87, 88 (feedback | oop) are shared. 56 A first selector 81
selects the initial value IV at startinggtine of the decrypting process. A
second selector 82 selects the initial value IV at starting time of the
integrity ensuring process. Athird selector 83 alternately selects the
decrypting process and the integrity ensuring process. 5 The decryption can
be performed by setting the input- of the third selector 83 to E. Further,

the integrity ens\ifiragssleoRess: %@ct%%h%ei%ﬁﬂw%l@’ﬁ?%%éégﬂénégﬁﬂét%?gg?gf -

the third selector 83 to F. The nenory 93 stores the

DU PLY G TideRepRRGINREING Aubee LINEH G EILERC HR Il Shitls, T B,

menory 93 includes 10 an input swtc

register 9 2, ar:Sec of] . 99. The input switch 96 and_the out put
switch 97 g}tg?@g%cﬂggenﬁz}géﬁgtiglscé%l%h‘qfrﬁf’dub?gtﬁreocfeﬁ?'rd‘%eq%é{‘?o?d%m‘ A3 every
swi t chi ng Ir elector 3, the inpu witch 96 and the out put
switch 97 gjrlte a E%IE}SS\?\A ‘%‘fﬁé > dpgrypting RGeS %hé ﬁ%%%gbﬁmpésmwowsa he
decrypt Qr own in Fig. 15 35. _The cryptor inputs the ciphertext data and
t he I\/ACg P. S@%Ei %%%‘Pipﬁoﬂeca%eaﬂ%lrfﬂ%g ¥ setHagdhgrapubof the thikd delestd 83 s
decrypted gn(cji%{ hﬁ ci.phertext block data C, is stored in the register 111.
The ~modul &°dtt phit T Rera thi HatesT iy enstrE Precedecappid parformedsiy issttGigr ed

in the 20 regi.ster . Between tine Tl _and time T2, the MAC is conputed
based on ttﬁ 1@?\5?1%‘?‘5&’5‘%@]@6&%3@F5t0r ed in the register 111. The

conput ed interrreg,hlate MAC result generated during the integrity ensuring
process is stored¥ Remprys 88 gitarasethes nerdde . owtput ,dabet Teemtphit nieoh2 tlan d

time T3, the ciphertext block data C2 is stored in the register 111, the
decr ypt i ng epeBAdsRg module 51 using the encryption key K. The memory 93 includes

10 an input switch 96, an output switch 97, a first register 98, and a second
register 99. The input switch 96 and the output switch 97 are synchronized
tolswitching of the third selector 83. At every switching of the third selector
83, the nput switch 96 and the output switch 97 are also switched. |

Fig. 36 shows an operation procedure of the decryptor shown in Fig.

15  35.

The decryptor inputs the ciphertext data and the MAC P,

Between time TO and time T1, the ciphertext block data C, 1s
decrypted and the ciphertext block data C, 1s stored in the register 111. The
module output data generated during the decrypting process is stored in the

20 ‘register 98. Between time T1 and time T2, the MAC is computed based on
the ciphertext block data C, stored in the registe:f 111. The compﬁted
intermediate MAC result generated during the integrity ensuring process is
stored in the second register 99. Next, between time T2 and time T3, the
ciphertext block data C, is stored in the register 111, the decrypting process

25 of the plaintext block data M2 is performed based on the module output data



| ai ntext block data M is performed based on the nodul e output
ggtng;hgtgred in the first register 985 nd the ciphertext block data C2.
Then, between tine T3 and tinme T4, the“conputed internediate MAC resultd
stored in the second register 99 and the ciphertext block data C2 stoLe
inthe register 111 are input and the MAC is conputed. By repeating these
‘operations, the plaintext data and the MAC Q are output. The MAC Qis

i C P matches the MAC Q the integrity of
Che dat a cSIE Bndir okt rRgastor nGb e yibei AphsF Gaedslonkiatae Cunt Bets y
ensuring p'o ess are conpleted. Fig. 37 shows a configuration in which the
encrypti ng%ﬁ}gﬁv?ell@@% S apd tuped ¢ognpytad inetreadiaté MAE wraltydtbia unit
100 of the, OFB nobde shown in Fig. 29. Fig. 37 shows the encryptor which
encrypts tHe theasespasireginter 9%henddiheg ciphéeast bk Ahai 10, exdor&d q%kﬂg@t a
usi ng the enc.régti ng nodul e and generates the MAC for ensuring the

i i ty 8egitlee ¢lbreet mputdand. tHheVAdhceygsepuidic! UBRSyep R YRLINY
Ium ?grli)oyhavi ng a f?rst f eedback | oop 65 which feeds back the Ci pﬁertext

h . . - . f
bl ock dat aoxBradisnsuthd phaimtde éaer xadithe MOJW) aréiad uﬁ”OI‘MQtM{El@ fe. o
thg pl ai ntext bl ock data by the encrypting unit 52. brhe encryp m? uni t

100 i nput scarhpamdawitheite MATR. dat ehdMA CBKES tchdiEihe Wﬁ%ﬁéﬁnﬁ%g%ﬁ@ngat a

C feedback using the first feedback | oop 65 to perf e encr

t ERPEY t I neryptor further

noludes & MAC Generator 300 hav g Seescanftk proba® SECHE (Rleanite

f eeds 'backelas@g[@yi@gsg RieEsmeiabg MAC result Ti. The MAC generator 200
G

inputs the ciphertext block data at every output of the ciphertext

bl ock data G freg BReheRE Y &idAhi2icn ijnogr’hi(ﬁloﬂ)euér?gry%g%g unit 100 of the
CBC mode is used instead of the encrypting unit 100 of the OFB mode shown
in Fig. 29.

Fig. 37 shows the encryptor which encrypts the plaintext data
including at least one plaintext Vblock data using the encrypting module and
generates the MAC for ensuring the integrity of the ciphertext data. The

- encryptor includes an encrypting unit 100 having a first feedback loop 65
which feeds back the ciphertext block data C; output from the encrypting
module 51 at encrypting time. of the plaintext block data by the encrypting
unit 52. The encrypting unit 100 inputs the plaintext block data M, makes
the. ciphertext block data C, feedback using the first feedback loop 65 to
perform the encrypting process, and outputs the ciphertext block data C,.
The encryptor further includes a MAC éenel‘ator "200 having a second
feedback loop 66 whichfgeds back a computed intermediate MAC resﬁlt T..
The MAC generator 200 inputs the ciiahertext block data C; at every output

of the ciphertext block data C, from the encrypting unit 100, computes the

MAC, makes the computed intermediate MAC result T, feedback using the



MAC, makes the conmputed internediate MAC result Ti feedback using the 58
second feedback | oop 66, and generates &8MAC P to ensure the integrity of
the ci phertext data. Fig. 38 shows a configuration in which the decrypting
unit 300 of the CBC node is provided instead of the decrypting unit 300 of
the OFB node 5 shown in Fig.. 34. Fig. 38 shows the decryptor which
decrypts the ciphertext data including at |east one ciphertext block data

into the plscotdftedtaich laop 66yensr aéesratbe s A E o (SRALG 18l ity
of the ciphertext data. The decryptor includes a decrypiEePglglzjé %elg?%ggﬁ

havi ng a fithsteipleadbackadaoops 85, 82 10 for feeding back the ciphertext
bl ock data C,, and the decrypting unit 300 inputs the ciphertext bl ock

data C, and makegritbhgs chpherd : t 1 i eedback by t.he firs
f eedback | oops 85,1E82 to%cﬁ%ﬁéﬂgﬁgl%gu?pﬁ@ht%hg epclrgpﬁf’gﬁmﬁﬁgbl?f&g?a M.

The decrypt@pcfMbibes phrhei M[A'élf rator. 400.hayin secgond

f eedback | oop 66 for Pe%d%ggéggﬁ? eggé;ﬁgﬁt@&mﬁsupm @ﬁ\f%gitﬁ?ﬁﬁﬁcnpégun
Ti, andgt hgphG or 400 inputs the ciphertext block data di being

i denti cal t%(lgl the&g?%’{ﬁg'%lf ext block data G input to the decrypting unit 300,

conput es the MACr:.Quiputs the .conpute I nfermedi ate MAC result Ti, makes
the conputed int (grlgr'egl%atggomcﬂ}ee%ﬂyﬁ T WEE@E;@RIW%W SHlrTdetteddback
| oop, and erat es .the C for .ensuring . 20 the integrity of the
ci phert ext qﬁ@t“éi?n%satdgéé i%’@dc%’&i‘ib‘%’?‘?@n@gk agHebo3vhe daintast sladaymndr s,
each of which itnC|t d:@é‘}(?ﬁ encryptigt%&u_nit i_.nputting data to encrypt and
out put t i ng EePHEMGSES & FREVGBALNG Bitegripof ithy ciplkersext dpted Ths a
output fro the encrypting unit and_generating the MAC for ensuring the
Tud8s a'de i
integrity Eeczf or includes a decrypting unit 300 having a first feedback loops 85, 82
10 for feeding back the ciphertext block data C;, and the decrypting unit 300
mputs the ciphertext block data C;, and makes the ciphertekt block data C;
feedback by the first feedback loops 85, 82 to decrypt, and outputs the .
plaintext block data M;. The decryptor further includes a MAC generator
400 having a second feedback loop 66 for feeding back the computed
15  intermediate MAC result T, and the MAC generator 400 inputs the
ciphertext block data C; being identical to the ciphertext block data C, input
to the decrypting unit 300, computes the MAC, outputs the computed
intermediate MAC result T, makes the computed intermediate MAC result
- T feedback by the second feedback loop, and generates the MAC for ensuring

20  the integrity of the ciphertext data.
As described above, Figs. 29 and 37 show the encryptors, each of
‘which includes the encrypting unit inputting data to encrypt and outputting
the data and the MAC generator inputting the encrypted data output from .
the encrypting unit and generating the MAC for ensuring the integrity of the

25 ciphertext data, wherein the MAC generator starts generating the MAC



25 ci phertext data, wherein the MAC generator starts generating the MAC 59
before the encryption of the data is congl eted by the encrypting unit.
Further, Figs. 34 and 38 show the decryptors, each of which includes the
decrypting unit inputting the data to decrypt and outputting the data and
the MAC generator inputting the data input by the decrypting unit and 5
generating the MAC for ensuring the integrity of the ciphertext data,

wher ei n t hé&,dEhe gRN&{@\fios ' . .. decryption
of the data is conplet Zgﬁgyto?ﬁgéggﬁ?%t@éﬂr}g%&%@?yl\@%e&?ﬁgl?@lﬁwln t‘unit 100 or

t he decrypting uny t ich'. .are no hown, i.n
figures, y(F:)aln ge LF;%réﬁIQ% Ftﬁi%&‘é a %éﬁg%%épypeg&p&%ﬁ’fﬁ%r& "%Néhm@[u%%s
ener at or . Lot d which . are not shown in the
19 i gur es, céﬁgb(ggcagﬁﬁng;ﬁyﬁgggﬁgt\}%ggﬁlggﬁtag\% g%‘&ﬁy%tad’rd ougpytting the dagaa
configurati encryptin dule 5 r.the ., degcrypting nodule 71. 15
The laggr yp{as{]agﬂ{r%y}a%g gglle¥ %@nggggtén%%}e é@ﬁ%m'& by fﬁe éﬂ%@rg?tagg it and
random zer 512 The ke @{hi%u' er 511 inputs one key K to generate n
nunber 8f SXCERdHE ké}){ O% HgH nintegEity aeh thaneiphieriext sdata,

generates a yandom nun@ﬂ using a function F and an XOR circuit. The
function FYHPSIR the @n&eBexatPT aRtALRr BoReRAtHEN - thencMIAG r hafifrer whei on
.20 of the data. .In %he encrypting nodul e 51 of the above encryptor, the
bl ock ci ph&eCryatiRs ot tha dafeniseomileteddpsthodeerypirg/poiton St andard), (2)
M STY, the block cipher algorithmdisclosed by the International Patent
_ The encrypting unit 100 or the decrypting unit 300 of the OFB mode,
which are not shown in the figures, can be used in the above
10  encryptor/decryptor.
The MAC generator 200 of the OFB mode or the CFB mode, which
are not shown in the figures, can be used in the .above encryptor/decryptor.
Fig. 39 shows a configuration of the encrypting module 51 or the
decrypting module 71.
15 The encrypting module 51 includes a key scheduler 511 and a data
randomizer 512. The key scheduler 511 inputs one key K to generate n
.number of extended keys ExtK, through ExtK_. The data randomizer 512
generates a random number using a function F and an XOR circuit. The

function F inputs the extended key and performs non-linear transformation

20 of the data.

In the encrypting module 51 of the above encryptor, the block cipher
algorithm such as:
(1) DES (Data Encryption Standard),
(2) MISTY, the block cipher algorithm disclosed by the International Patent
25 Publication No. W097/9705 (US Patent application No. 08/83640),



25 Publication No. W97/9705 (US Patent application No. 08/83640), 60 (3)

KASUM , 64-bit block cipher devel oped bggsed on the bl ock cipher algorithm

M STY, which was deternmined to be applied to the International standard

ci pher for next generation cellular phone (I1M2000) (nore in detail,

pl ease visit http://ww. 3gpp. org/ About 3GPP/ 3gpp. htn), or 5 (4) Canelli a,

the bl ock ci pher algorithmdisclosed in the Japanese patent application

No. 2000-6 ' Mar y o ) Maad e.fdec i ng.mdul e
4814 ABUMY @ MR BRcR 01%@%? de{':éif)tgng'& b%éegstogEggg I\}F]é% C]%]ﬂgbl\/l |

of the decryptor, the block cipher gorithm suc

or Canelli ' -H 4 hows [ nt ati.on.formof the
encr ypt or %}gﬁﬁ%mﬁllgmggg?&&loaﬁ%ﬁ g?t%ﬁu Tgﬁg\rﬂl’g Hz;gjcééﬁeti %0 \X)ﬁ? Jﬁg?%%%lypt or
hove. vene SR 805 AR Sk Gd mBerBhrAElgd getn

har dwar e. FEurther., ..t cr or an t he tor can be inplenented by a
printed ci rpifﬁﬁe ‘B‘S%IEEP%R\Y“& ‘ %’pn%g%li@ﬁs—ﬁgﬁégpP%WSi &r e. rrIBi g. 41 sh0\>//vs
TS i AR i R R s L S AR A
The ci pher program Is stored in ROM (Read Only Menory) 42 (an 20

exanpl e of &PRECatigp %)20%64@1$@Pdmﬂo@%a'ﬁh@72@éﬂ)-be stored in other kind

of storage_such as, RAM (Random Access Menory), a flexible disk, or a fixed
di sk. Furt A8Etheneini Yiverdesrmfing rodsde o thewdeompser, f than ldocler sipher
conmputer. The cipher program 47 operates as a sub-routine. The cipher

pr ogr am 47 algorsthmeychrasndES, W&MSUMKQ@Gmﬂiatmnéﬂ dpplidde RAM 45

Fig. 40 shows an implementation form of the encryptor or the

10  decryptor.

Fig. 40 shows a case in which the encryptor and the decryptor are
installed in FPGA, IC, or LSL. Namely, the above-mentioned encryptor and
decryptor can be implemented by the harciware. Further, the encryptor and
the decryptor can be implemented by a printed circuit board, which is not

15 shown in the figure.

Flg 41 shows a case in which the encryptor and the decryptor are
implemented by the software.

The above encryptor can be implemented by a cipher program 47.
The cipher program 47 is stored in ROM (Read Only Memory) 42 (an

20 example of the stbrage). The cipher program 47 can be stored in other kind
of storage such as RAM (Random Access Memory), a flexible disk, or a fixed
.disk. Further, the cipher program 47 can be downloaded from a server
computer. The cipher program 47 operates as a sub-routine. The cipher
program 47 is called from an application program 46 stored in the RAM 45

25 by a sub-routine call and the cipher program 47 is executed. Or, the cipher



25 by a sub-routine call and the cipher program47 is executed. O, the

ci pher 61 program 47 can be activated byigeneration of an interrupt
received by the interrupt control unit 43. The nenory 55 can be a part of
the RAM 45. The application program 46 and the ci pher program 47 are
prograns executed by the CPU. 5 Fig. 42 shows a nechani sm by which the
application program46 calls the cipher program47. The application

progr am 46 maktemt £P cBhACRCHYABHARY £EnuSdtish HRGL gﬂégﬁpgt Bl U plppual ue

IV, the plaintext data M and the ciphertext data arameters

ci pher progg [ y LA & val.u . n

pl ai nt ext da'?é?;'ﬂrﬂl gﬁgﬁt%?lﬁrﬁg ﬁﬂtgﬁe Téllepnﬁlg%tﬂg}{ %52‘%%{‘ ge %\ﬁeg%tgogg%egﬁ%ﬂgr%'
program 47 . L.p rog eathe.sane, the cipher programis
Cal led usi et i HEsBRRP BEGe R DAETL B Fole RO vabees B anes OB aimang

t he pl ai nt t S aneters. The ci pher program 47 can be
I mpl enent e%ﬁggedg?%/h?ep si'gnal 15 processor and a program which is read

and exeguted by the digi,tal signa rocessar. nmel y, .the ci pher program
47 can %e i mpl enﬁgegb@h?"ﬁ%a g‘ber‘?{‘i‘ﬁﬁ a8 BYolllﬁhs&faﬁHRBP@l%wmﬁéa@oﬁgmr e.
Figs. 40, 41 3@@ 42 mai nly explain cases for the encryptor, however, the
decryptor c?é‘#s € el #% 4/t he same manner. 20 The encryptor and the
decryptor shown in Figs, 40 and 41 can be installed in an electronic
devi ce. For -exa  apRUcaien ypsrandp cals theceipbevipregramhed7 msimg lthel in
all kinds of the electronic devices such as a_personal conputer, a
facsinile (ri%é’ nihe widal yaiugd Vo Hemplaintestdtadaddnend the cipdiegtaxti datar®na, a
TV canera. In particular, the characteristics of the
parameters. The cipher program 47 inputs the key K, the initial value IV,
10  and the plaintext data M and returns the ciphertext data C. When the
cipher program 47 and the decipher program are the same, the cipher
program is called using the key K, the initial value IV, the ciphertext data C,
and the plaintext data M as parameters.
The cipher program 47 can be implémented by a digital signal
15  processor and a program which is read and executed by the digital signal
processor. Namely, the cipher program 47 can be 1implemented by the
combination of the hardware and the software.
Figs. 40, 41, and 42 mainly explain cases for the encryptor, however,
the decryptor can be implemented in the same manner.
20 The encryptor and the decryptor shown in Figs. 40 and 41 can be
installed in an electronic device. For example, the encryptor and the
decryptor can be installed in all kinds of the electronic devices such as a
personal computer, a facsimile machine, a cellular phone, a video camera, a

digital camera, a TV camera. In particular, the characteristics of the

25 present embodiment can be effectively drawn in case of



25 present enbodi nent can be effectively drawn in case of 62 :
encrypting/decrypting the data from plubal channels. O the application of

t he enmbodi nent is effective when plural pieces of data are received from
plural users to be decrypted, when plural pieces of data are generated from
plural users at random and the data should be encrypted in real tinme. 5
Nanmely, the encryptor and the decryptor of the enbodinent are really

ef fecti ve wheryritieg/decriyptingf thehéatdefrioae pliiol chaanyly i QY dec byplibagon Srsmal |
conpared with the nunber of pieces of data to be encrypted/ decrypted. For

exanpl e, t ke emchodibtmtaidefféetivie ot plud] 6pivesy ofidhes tdreerdRivddN g onfr ver
conputer which requires to support many client conputers, a base station or .

10 a l'ine gdmidlaldees tovbieCdbck-Botied! §ehdPphital ?@éceg%f_ade&ﬁoe{?el r&r%ecfzgjokﬂ“” ar

phones. Instead of parallel processing of encrypting processes an

decrypti ngpl¥0Ce§58Sas rhHBo/NSLYPLAO B gg}g%gidaﬂg d ngfe%.r YRt %&Bt%rg%ggzz

can be perforned in parallel. Further t above exp ion"s .
O e oraghoTIE!cudule SOESKR DGR Gl DERSOTONRL 08 HEL1) ©
con et obel Bty E AR, Mol Chediel S G RIGa B SRR
exPlanat| oo BBLE: SERES, Ko B ST S SR SR T "
ndust 1 a1 CERRIE i PRy PR B athen Qe SaLat Aro Ay clgPap igr tbeisrever
preferred ggr%%%itgl? Qvﬁ:u& re;[qulﬁres to support many client computers, a base station or
i0  a line controller which requires to collect data from lots of cellular phones.
Instead of parallel processing of encrypting processes and decrypting
processes, the encrypting process and the decrypting process can be
performed in parallel. |
Further, the above explanation shows a case of the combination of
15  the encrypting unit (or the (iecrypting unit) of the OFB mode and the MAC
generator of the CBC mode, however, any combination of medes can be used
such as the OFB mode, the CBC mode, the CFB mode, improved mode of
these modes, and so on.
Further, the above explanation shows a case in which the MAC
20 generator performs encryption using the encryption key K, however, the

MAC generator can perform the data scrambling, the data calculation, or

other data processing.

Industrial applicability

25 As has been described, according to the preferred embodiment of the



63 present invention, the encrypting process of the plaintext data N can be
started during the encrypting process off3the plaintext data M Further, the
decrypting process of the ciphertext data D can be started during the
decrypting process of the ciphertext data C. 5 Further, according to the
preferred enbodi nent of the present invention, priorities can be assigned
to the data to be encrypted/decrypted, a high speed processing can be
performed Bassantonvemsiops ithei enaypbihgt heocdas af thet plaintdwdr dagc ddredinnBet 0
the preferred enbodi nent of the present invention, the confidentiality
process andtatied idwring the erayptingpipeosesttionplaidtehalRaMIor Methey, the
paral l el , which enables a high speed processing. Further, the

confi dent i dectyptiipqassesandf tthe tiphegfdxtydansuni &h B Ge2Re820uPBe the
performed by one integrated hardware. 64 Clains 1. An encrypting appar atus

encrypti ng decrygitinds pesess oftkasiphandxedagnd. processing data conprising: a
menory for storing status of encrypting process, and 5 wherein the

encryptsng appar &ushat addcdrERg’ Y&t {H c rocessi ng
data before encrypting pr oc]éss%of t he fpiq&get%%?o%%gépﬁﬁelzgtogn%ﬁg %]oeﬁﬁfltt ed,

t he encr i B iBAE S LAE; t e at f. _encryptin
process g]E) Ejtlﬁ%t??}ggﬁ%lrf%%essi %8 %g;tggi%%oyntht%h%tgn%%ep%%ﬁ%ﬁ‘gdﬁﬁ%’é’ﬁ%‘i&I °

appar at us. Toy PR PRERERSR R eabi R8T DEASET S BBt BRERE AR pr ' ng
apparatus to theyst %Hﬁl@?,f a&&?dﬁ&g kY R:L'e n&e&éﬁ‘%ﬁsesm%]:)diment of the present
invention, the confidentiality process and the Integrity ensuring process can
10 be performed in parallel, which enables a high speed pl.:ocessing_ Further,
the confidentiality process and the integrity ensuring process can be

performed by one integrated hardware.



the first processing data stored in the nenory. when the encrypting
apparatus restarts encrypting the-firstéprocessing data, and 15 the
encrypting apparatus restarts encrypting process of the first processing
data. 2. The encrypting apparatus of claim1l, wherein the encrypting
apparatus restarts encrypting process of the first processing data before
encrypting process of the second processing data is conpleted, 20 the
menory stores the status of encryptin@lpiesess of the second processing
data when the encrypting apparatus restarts encrypting process of the

first procdssingAdpéscrybtiegelifiarathdenappaimt ﬁ!ﬁst&%bb'ié%?n% hgts Eiﬁ%ilét%ﬁ(g[fld the

encrypting process of the encrypting apparatus to the status o

encrypti ngp@&%gﬁfg@gta&,%lgﬁgin%econd processing data stored in the nmenory
when the encrypting 65 apparatus restarts encrypting process of the second

rocessi ng data, ' I rts engryptin rocess
gf t he segond pral gggrs“ts"?ﬁéggﬁogm%&gfrﬁ%&g‘%%‘g’gﬂn?gﬁ %ﬁé%sr’ ygf clgagom 1,

wh ingthe fi ' i rst. plaintext .dat dt d
procese: ng. dat a MEeSEEEE Servhil bl o BT RO Rt of
| ai 1, t ' tart ti f.th d
br ocessi ng as Ptk RRR IR S Bne e R AR deoertenp ariy
pl ai nt ext g@%&agﬂé Q&I uding 10 plaintext block data M (i =1, 2, 3, ...)

and pl ai nt 8x including plaintext block data N, (j =1, 2, 3, ...),

t he encrypting apparatus conprisi ng: a mechapismfor receiving a request to
encrypt the pl ai ﬁlﬁ%ﬁn?@éliféﬂ& apparatus makes the memory store the status of

encrypting process of the first processing data when the encrypting
10  apparatus starts encrypting process of thé second processing data,
the emncrypting apparatus returﬁs the status of the encrypting
process of the encrypting apparatus to the status of the encrypting pfocess of
the first processing data stored in the memory when the encryptiﬁg
. apparatus restarts encrypting the first processing data, and

15 the enecrypting apparatus restarts encrypting process of the first
processing data.

2. The encrypting apparatus of claim 1, wherein the encrypting
apparatus restarts encrypting process of the first processing data before
encrypting process of the second processing data is completed,

20 the memory stores the status of encrypting process of the second
processing data when the encrypting apparatus restarts encrypting process
of the first processing data, |

the encrypting apparatus returns the status of the encrypting
process of the encrypting apparatus to the status of the encrypting process of

25  the second processing data stored in the memory when the encrypting



during encrypting process of the plaintext data M an encrypting unit for
encrypting the plaintext block data M t® 15 output ciphertext bl ock data
C,; a feedback | oop for feeding back the ciphertext block data C, output
fromthe encrypting unit to the encrypting unit through a feedback line; a
menory, provided in parallel with the feedback |line of the feedback | oop,
for receiving a request to encrypt the plaintext data N and stores the 20
ci phertext BPRR¥AtHargsterty errrinbkewresessh thlaiented pridessintdim, aMd 1 i S
not encrypted subsequent to the plaintext block data M so that the
encryption proced® ehcrypyingf apprraphaimtets bhosipiiad profedshst kol et
data Nis started; and a selector for selecting and supplying the

ci phertext btoseksidgtdmtel fed 25 back fromthe feedback 1ine of the
feedback |l oop to the feedback |oop in case 66 that the plaintext block data .
M,, is encdyptedThebseepstit tahgtw af : d for

sel ecting and supplying the %ltag) ertext b:&})@é& &é&ﬂgéglg?gg%egksltnsg%gsw@ﬁmy
to the fBeedbmekslfoeppldntasaathahdt ' data Mtt.i.s not
encrypt ed subsequent pto the plai ntdet%t% %F%&‘Ebgﬁeg%%cg%%%%c@l P%ﬁlHFeé(&%t

bl ock data ¢dthl i s encrypted after any of the plaintext block data of the
pl ai ntext data Nis encrypted. 6. The encrypting apparatus of claimb5,

wh inth | , ' ndi t I I |

picces of o ntcnt Barar g A bad SAURLACC ER R RAT e BPnrm e sgrtieer <
di ; ' to b ted, 7. Al ti

et hod comiay habErso R TP ELedi B aei g A NBL S i a M (1 2

1, 2, 3,

... )50f f iﬁtefér%ﬂhgxgpparatus encr&pting plaintext data M Including
10  plamntext block data M; (i = 1, 2, 8, ...) and plaintext data N mcluding
plaintext block data N;(G=1,2,3,...), the encrypting apparatus comprising:
a mechanism for receiving a request to encrypt the plaintext data N
during encrypting process of the plaintext data M;
an encrypting unit for encrypting the plaintext block data M; to
15  output ciphertext block data C;;
a feedback loop for feeding back the ciphertext block data C; output
from the encrypting unit to the encrypting unit through a feedback line;
a memory, provided in parallel with the feedback line of the feedback
loop, for receiving a request to encrypt the plaintext data N and stores the
20  ciphertext block data C; fed back when the plaintext bloék data M,,, is not
encrypted subsequent to the plaintext block data M; so that the encryption

process of any of the plaintext block data of the plaintext data N is started;

and

a selector for selecting and supplying the ciphertext block data C, fed

25 back from the feedback line of the feedback loop to the feedbéck loop in case



data Musing ciphertext block data G (i =1, 2,3, ...) output froman
encrypting nodul e; 15 storing ciphertextétbl ock data C to be used for
encrypting plaintext block data M.,1 of the first plaintext data Min a
menory during or after encrypting process of the plaintext block data M;
encrypting at |east one plaintext block data of second plaintext data N
after storing the ciphertext block data C to be used 'for encrypting the

20 pl ai nt exthal| thekpldat@xbblock dathd reisosncryptdl edlbsaRicnd ot {ie plahnhgxt
bl ock data M,, of the first plaintext data M by inputting the ciphertext

bl ock dat a Klbck dalbe Mysedd fr dddectphbndadppRekihdatheMext HbOE ¢G4 it he
menory and using the encrypting nodule aftéer” encrypting the at |east 'one

pl ai ntext kiterdd dttHe Thendy $6GPRKPARAN Rﬁ%;t fakas @Mh@}kﬁgg@%& block

encrypting apparatus encrypting plaintext a Including a

pl ai ntext bipgkvdatanbtRe s ngﬁﬁé%tqcl%glgﬁ? m%;%g?ﬂl'%e}?@f}foéﬂ;%%%mg%ﬁ%g\gOf

gﬁnerati ng a nmessage aut hentication 0 ensur
; : eing: B .
uni v havi ARt Block RN Y ¥ ey BRRFERAY R HTRke HitHiiest BlbeBRfdiotunt a

G out put t he. | e unit to.the encrypting unit when the plaintext
bl ock dat al}i}&éa eﬁ%:‘f%@/%f Ee{gliab@gltsheém?ﬁ%ﬁ'e pting unit, for inputting the

B phor t ext (Bl ook Tt SR PRECHHIRHE: Pl flafhbatieln PBoiormpy mebudes:
g e O iR O 8 iy TE SR eI Sl oy 002 (O
a switch for switching the plural registers corresponding to the
10  plaintext data to be encrypted.
7. An encrypting method comprising the steps of:
encrypting plaintext block data M, (i = 1, 2, 3, ...) of first plaintext
data M using ciphertext block data C; (i = 1, 2, 3, ...) output from an
encrypting module;
15 storing ciphertext block data C; to be used for encrypting plaintext
block data M,,, of the first plaintext data M in a memory during or after
encrypting process of the plaintext block data M;;
encrypting at least one plaintext block data of second plaintext data

N after storing the ciphertext block data C; to be used for encrypting the

20  plaintext block data M,,, in the memory; and
encrypting the plaintext block data M,,, of the first plaintext data M
by inputting the ciphertéxt block data C, to be used for the plaintext block
data M, stored in the memory and using the encrypting module after

encrypting the at least one plaintext block data of the second plaintext data

25 N.



f eedback | oop for feeding back a conputed intermediate MAC result, for

I nputting the ciphertext bl ock data whefiéver the ciphertext block data is
output fromthe encrypting unit, processing data, feeding back the conputed
15 internmediate MAC result by the second feedback | oop, and generating the
MAC to ensure the integrity of the ciphertext data. 9. The encrypting
apparatus of claim@8, wherein the encrypting unit and the MAC generator
perform ald er natel ynaiiyptimgeapipivabgs pragesingasldinted\Tase nailalinga PIaeess by
sharing 20 one encrypting nodul e and one feedback | oop, and wherein the

one feedbaokelmaintert bistksdaty FENIyhéAbxt A8PLeiVELY StQLA i
outputting results of the encryptigg process and ?he mépgg%gflgﬁtn%nd

process; apgndrfeheet ﬁfesf;%e aatiesitiagial E@dé"m%)cﬁdﬂ'gnéﬁseug%ﬁig?%%ﬁ&e )?f ‘o

encrypting 25 process and the MAC generating prdcess from

al ternat el }fh@@i;ﬂﬁ&f@{traétgﬁt}%ﬂﬁ%fgﬁbgl% ég:ﬁ’(%%gﬁs MB#IE?H VAC gener ating

process. 10. An encrypting ne rypting ext data including
ni ¢ and gener af o vRoed ol IRk BRBIREAL Tl ot Retechan ™ "
nteart ty chpmbubhoshenedl et ity Wico SISPURl B LR comBLL S 1g; o
ey g A P T OBt s ot

ci phert ext 1%‘?‘%??%5?% p%m%exft ﬁﬁ%ﬁﬁd}prgo%iggt aPe"é%lfBXETéngd%iﬁ)Fe%ﬁwb}’Ofiﬁﬁﬂmg ing a
SEIRAGUST R RCE E L I Lo SR N R S

f eedback s
10  outputting the ciphertext block data;

a message authentication code (MAC) generator, having a second
feedback loop for feeding back a comput‘ed intermediate MAC result, for
inputting thé ciphertext block data whenever the ciphertext block data is
output from the encrypting unit, processing data, feeding back the computed

15 intermediate MAC result by the second feedback loop, and génerating the
MAC to ensure the integrity of the ciphertext data.
9. The encrypting apparatus of claim 8,

wherein the encrypting unit and the MAC generator perform

alternately the encrypting process and a MAC generating process by sharing
20 one encrypting module and one feedback loop, and
. wherein the one feedback loop includes:

a memory for respectively storing and outputting results of the
encrypting process and the MAC generating process; and

a selector fpr selecting alternately the results of the encrypting

25  process and the MAC generating process from the memory to alternately



back a conputed internediate MAC result, inputting the ciphertext bl ock
dat a whenever the ciphertext bl ock data®s output fromthe encrypting step,
processi ng data, feeding back the conputed internediate MAC result 15

t hrough the second feedback step, and generating the MAC to ensure the
integrity of the ciphertext data. 11. A decrypting apparatus decrypting
first processing data and second processing data conprising a nenory for
storing a PEEOFE Hie enaypiipginuegess vedtke MG generaiing p26cdsse decrypt i ng
apparatus starts the decrypting process of the second processing data

bef ore t he 18ecr ypri wgcprpees snethadhéorf ienstypiimgs edaintgxtddasa i mclwdap! gf ed,
the decrypting apparatus nmakes the nenory store the status of the

decrypt i nglgasscaesplaintexe bodkstapr duesapherteat daihabinghsn AReFYRLAH G OCESS
of 25 the second processing data is started, and 69 the decrypting

appar at us nedugererhtiagst aidssagd atibtigedesitical be (MR?%? ﬁg@}lré he iﬂ%&%%{@fs i ng

apparatus to the status of the decrypting process I rst pr si ng

dat a st®redf the tiderR@IdatER émgﬁﬁa@m&mw@%ﬁ% of the first

processing data is restarted, and the decrypti apparatus restarts the

decrypting procegs &f bl dish 14 g&%s' .orkhe: decryptin
apparatus of claim 1lc,r5rﬁvmgigei nf)’t he gecry%??fﬁg%%%%jfgcgtsl}:-sgpsfgg?g?%g‘gt %Ck

dect Yo DacapReeas it O Sl RS UR AT B SETRUAARS, oo

process of the second processin

the decrypyimfg et Bialhp&ts BEd dRLLC ?ﬁﬁt‘l&%lg the plaintext block data,
performing an encrypting process by feeding back the ciphertext block data
10 G, through a first feedback loop, and outputting a ciphertext block dafa; and
a MAC generating step, including a second feedback step for feeding
back a computed intermediate MAC result, inputting the ciphertext block
data whenever the ciphertext block data is output from the encrypting step,
processing data, feeding back the computed intermediate MAC result
15  through the second feedback step, and generating the MAC to ensure the
integrity of the ciphertext data.
11. A decrypting apparatus decrypting first processing data and second
processing data comprising
a memory for storing a status of a decrypting process, and thereinr
20 the decrypting apparatus starts the decrypting process of the second
processing data before‘ the decrypting process of the first processing data is
completed,
the decrypting apparatus makes the memory store the status of the
decrypting process of the first processing data when the decrypting process of

25 the second processing data is started, and



data when the decrypting process of the first processing data is restarted,
the decrypting apparatus returns the deggypting status of the decrypting
apparatus to the decrypting status of the second processing data 15 stored
in the nmenory when the decrypting process of the second processing data is
restarted, and the decrypting apparatus restarts the decrypting process of
the second processing data. 13. The decrypting apparatus of claim 11,

wherein the firsthRrReSsHINGappRrdakdeldidd ﬂ'l%ift&iil&h&r ﬁ%%ggﬁ%%gp&etsge

second processing data ’i's second ciIphertext data. 14. i Ng

! ; ( ) o

Gobrypti ng hiBe delbbting Q5p &bk 86 ﬁﬂﬁgﬁ‘e‘%}"@?ﬁ%a@@%ﬁ‘ﬁ%ﬁ’%@%@ﬁ tﬁa&eflzfﬁﬁ by
i -15. i d i i t ext

dnta G (1 Hrogétite gats GREIEH Hho ARRAIGL “FnER o e fuB O arEoT PpiBe t ext

bl ock d (L =1, 24 3, ... i ncl d i i ph d D, th

deg(r:ypt ?;3 tﬁﬁﬁ&#%‘ﬁfgin&%ﬁ% @irﬁa’eargé%ﬁi slmnf glr lOr 222?5} nga;ar equfas'ta to

decrypt _.the ciphertext data D at an arbitrary timng during a decrypting
process®of the cie;C ﬁéiélcmahﬂ%uagpé,ratvf? ’éasa%‘tt?}%‘?i%rmﬁllgﬁ)éiac%éﬁféhm tt he

decrypting process Qf the ciphertext block data C, to output plaintext
bl ock dat a BYPCessIR@lathck | oop for feedi ng back the ciphertext block data
C, to be wused for decrypting ciphertext block data C;, to the decrypting
unit throudi a fEigeErtingaprasatusehelaim I stiedeth i n parallel with the
feedback line of the feedback |oop, for receiving the request to decrypt
the ci phertext ddha docuvkting @ppatatus restarts the decrypting process of the first
processing data before the decrypting process of the second processing data
10 is completed,
the memory stores the decrypting status of the second processing
data when the decrypting process of the first processing data is restarted,
the decrypting apparatus returns the decrypting status of the
decrypting apparatus to the decrypting status of the second processing data
15  stored in the memory when the decrypting process of the second processing
data is restarted, and
the decrypting apparatus restarts the decrypting process of the
second processing data.
13. The decrypting apparatus of claim 11, wherein the first processing

20 data is first ciphertext data, and the second processing data is second

ciphertext data.

14. The decrypting apparatus of claim 11, wherein the decrypting
apparatus starts the decrypting process of a first block data of the second
processing data by an interrupt.

25 15. A decrypting apparatus decrypting ciphertext block data C, (i=1, 2, 8,



the ci phertext block data C, fed back when the ciphertext block data C;.,1
I's not decrypted subsequent to the ciphertext block data C, so that the
decrypting process of any of ciphertext block data of the ciphertext data D
is 15 started; and a selector for selecting and supplying the ciphertext

bl ock data C, fed back fromthe feedback |ine of the feedback |oop in case
that the ciphertext block data C +1 is decrypted subsequent to the

ci phert ext . bpodclddédiiCripantkftalats & eeld diphandxs YRk did ID.WE =C{ phey t ext
bl ock data C, stored in the menory in 20 case that the ci’phert’ext bl ock

data C +1 igclidbd 98 CipitreektSARaIUEY déQvhbg eCAihe ata C, and -
t he ci phertext bl ock %’tg%a C+1l is decryp?ie)d agfca%er E&a‘ﬁg;é%[?bg%gl% phert ext

bl ock dat f thg g : | 46, The ti
apparatus of ol arre e upar b ner g AP Gy e A ARRSHAR e
di t (o] . ] t ; d .2 ,t ch

cwi tohing PearEAReEl LB Raiak LUPOREMRE P i e TR et
ciphertxi bl ock aapsarf WEh"RY BEMcipRds] fRRrhsing cricthts Wathe

' d ti l,e; tor] ' t.b data G to b d
For " doeryp eI EHAPLE Uate b BRu it e etbet Rlselatan dur i ng or af tor
d ti th ' t bl ogk .dat i ;.d pti t | t
Ci phartext bl ock AUREAPBI: Jow Bt frodiinh ek e GRbarEwablest 466 hdor b

ci phertext bl k dqata C, tq pe used for_decrypting the 10 ciphertext bl ock
da‘? a G +1 ugﬁg%%r gecryptmg ciphertext gloc%data Ciillpto th% decrypting ux?it through

a feedback line;

10 a memory, provided in parallel with the feedback line of the feedback
loop, for receiving the request to decrypt the ciphertext data D and storing
the ciphertext block data C,; fed back when thé ciphertext block data C,,, is
not decrypted subsequent to the ciphertext block data C, so that the
decrypting process of any of ciphertext block data of the ciphertext data D is

15 started; and |

a selector for selecting and supplying the ciphertéxt block déta C, fed
back from the feedback line of fhe feedback loop in case that the ciphertext
block data C,,, is decrypted subsequent to the ciphertext bock data C,, and for |
selecting and supplying the ciphertext block data C; stored in the memory in

20  case that the ciphertext block data C,, is not decrypted subsequent to the
ciphertext block data C; and the ciphertext block data C,,, is decrypted after
any of the ciphertext block data of the ciphertext data D is decrypted.

16. The decrypting apparatus of claim 15, wherein the memory includes:
plural registers corresponding to plural pieces of ciphertext data; and

25 a switch switching registers corresponding to the ciphertext data to



inputting the ciphertext block data G to be.used for decrypting the

ci phertext block data C;+1 stored in th@inenory after decrypting the at

| east one ciphertext block data of the ciphertext data D and decrypting
the ciphertext block data C +1 of the first ciphertext data C using the
decrypting 15 nodule. 18. A decrypting apparatus decrypting ciphertext
data including at |east one ciphertext block data into plaintext data, and
gener at i ng k& desgpigel. aut hentication code (MAC) for ensuring an integrity
of ciphertext data, the decrypting apparatus conprising: 20 a decrypting

uni t, including & Bkashtingadbacda tanpritie §@edigpg back module output bl ock
data Ti generated at decrypting data by a decrypting nodule, for inputting

t he ci phertext bl : ty i pheryt exta bl g at.a, usi ng the
nodul ep_out put bl S%E a%g%%pq%g%;c@&% Hrgg%gh[e{]ﬁel’%rss_t"'s ngla%a%thFlbt(‘?ﬁ? and
out putting d&]ﬁl@h@@%ﬁ?g%ﬁ%@@@ MAC generator, including a second

f eedback | oop for conputed internediate MAC result, for

i nputtipg ciphertext. hl agk dat identical, t.o the,ciphertext block data

i nput tg t he decrsg‘é%l?gé’??ﬁ"h“irt‘?th'9188€§%tﬂ§i forke Hﬁ‘?%?‘)‘ga?mﬂnﬁgmf’ﬁ@'t%ﬁput ed
i nt er nedi at esult, feedin ack the,conputed.internediate MAC result
t hr ough thﬁ%‘%ﬁgﬁ%‘ %éd%fcﬁnqn&%%, Bring proafier dernpting thmambsrtesidleckhy t he
integrity (é){ ciphertext data. 19. The decrypting apparatus of claim 18,
wher ei n t h&'&ha iypting unit and the MAC generator share one decrypting
nodul e and one fegdback | oop and alternately performa decrypting process
and a MAC genera eﬁWP&ﬁ:@E@?aS&n‘EPQlBIR}JI‘?éF@trMP% dgie of sesitreold dipbertext

i ncl udes: . :
data D after storing the ciphertext block data C; to be used for decrypting the
10  ciphertext block data C,,,; and
mputting the ciphertext block data C; to be used for decrypting the
ciphertext block data C,,; stored in the memory after decrypting the at Jeast
one ciphertext block data of the ciphertext data D and decrypting the
ciphertext block data C,,; of the first ciphertext data C using the decrypting
15 module.
18. A decrypting apparatus decrypting ciphertext data including at least
~one ciphertext block data into plaintext data, and generating a message
authentication code (MAC) for ensuring an integrity of ciphertext data, the
decrypting apparatus comprising: |
20 a decrypting unit, including a first feedback loop for feeding back
module output block data T, generated at decrypting data by a decrypting
module, for inputting the ciphertext block data, decrypting the ciphertext
block data using the module output block data T, fed back through the first

feedback loop, and outputting plaintext block data;

25 a MAC generator, including a second feedback loop for feeding back a



a menory storing and outputting results of the decrypting process and the
MAC generating process; and a selector for alternately selecting the
results of the decrypting process and the MAC generating process to
output. to the decrypting module 15 for alternately performing the
decrypting process and the MAC generating process. 20. A decrypting method
decrypting ciphertext data including at | east one ciphertext block data

into plai ntempulléd andsenEAES ANATY @s%?%ﬂ%np%g%iﬂgﬂapg%%ém GRAE gllé/ﬁégé for

ensuring an integrity of the ciphertext data, e crypting nme
compr! ! oS e s 0B g BEURN SRR L L5591
crpher t ext B o At % RARaRLET s e B BIAC B Y BB ®
(1 ough el o8 DESTRIRAA SIRC SALLPEHRULAL BB PLADt Btalece 2
dent ) car B ReEr iReThENALTEE ebiutH st Bicl GBBPYGET Agtuni ¢
B ! Al SR BbL g e GO, LT e o ol MR result
s 51 At ey Thp et g o Py Coe SHRAGsomeragora i bies s
plaintext hlock data M (i =1, 2, 3, ..:} and plaintext data N including
pl ai ntext BPEWEHRE annduly and onp feedbacky loemeandceiteriatelupperfatms a
conprising: 10 a mechanismfor receiving a request to encrypt the plaintext
data N decrypting process and a MAC generating process, and

10 wherein the one feedback loop includes:

a memory storing and outputting results of the decrypting process
and the MAC generating process; and

a selector for alternately selecting the results of the decrypting
process and the MAC generating process to outp‘ﬁt- to the decrypting module

i5 for alterl;tately performing the dec_rypting process and the MAC generating
process.
20. A decrypting method decrypting ciphertext data including at least
one ciphertext block data into plaintext data and generating a message
aﬁthentication code (MAC) for ensuring an integrity of the ciphertext data,
20  the decrypting method comprising:

a decrypting step including a first feedback step for feeding back
module output block data T, generated at decrypting data by a decrypting
module, inputting the ciphertext block data, decrypting the ciphertext block
data using the module output block data T, fed back through the first

25 feedback loop, and outputting plaintext block data;



during encrypting process of the plaintext data M before conpletion of the
encrypting process of the plaintext datgsM an encrypting nodul e for
outputting encrypted data as nodul e output block data Ti; 15 a feedback

| oop for feeding back the nodul e output block data Ti output fromthe
encrypting nodule to the encrypting nodule through a feedback line; a
menory, provided in parallel wth the feedback Iine of the feedback | oop,

for receiving the MEUDeGhotaigRSLAPIndINRIM! ABLEX AR B doPkaIENg 20

t he nodul e out put bl ock data fed back en the plaintext
i's not enchypked .sHbseodente : p{f@ I t. : t hat, _an
encrypting procegs f any plrg‘lfér?%g% ocljl?glgfz‘;'t zlilpé}?&ﬁéa%?lg%%%ﬁ#o@%#g%ﬁ S
started; ac -sal . . acii nd_suppl,yi t he nmodul e out put bl ock
dara i 2yl R S B M oW R Ak B A St o 1 he
f eedback | [ ase.that the plaintext bl.ock Mr.,.is. encrypted
subsequent ?’gg (faatg ’ %B?%?ﬁfr@(?h%l%ﬂgﬁ'&g@ dnﬁfr,m ‘#‘P&%‘? Mgg}%{l\trrﬂc&egﬁtﬂ adbol yvi ng
t he nodul e putput bl.ock datg. Ti ed i he. menory .to the feedback | oop
in casth h& et(%énlbllltﬁfln’t fmﬁal?}ﬁ @Ato(g rI‘\“/P‘.‘j,% %)% thesespbdyisedbadydeayemd to
the plaintext Dblock 51‘@&@6}_ M and tg:gﬁpl ai ntext block data M+1 is
encrypte | t atd. data N is
d &PPerating the MALitay ersunipedbe misaitrofipehprtaxhdata. d i
encrypted. 22. The encrypting apparatus of claim21, wherein the nmenory
i ncl udes: 23t ur alA SHIETRIABE COPREAIBARTHYYPENG plainteitedata oM pheludimxi
data; and switch switching registers corresponding to the plaintext data
to be 10 ®henfprledlock data M, (i = 1, 2, 3, ...) and plaintext data N including
plaintext block data N; G =1, 2, 3, ...), the encrypting apparatus comprising:
10 a mechanism for receiving a request to encrypt the plaintext data N
during encrypting procéss of the plaintext data M before completion of the
“encrypting proéess of the plaintext data M;
an encrypting module for outputting encrypted data as module
output block data T;;
15 a feedback loop for feeding back the module output block data T,

output from the encrypting module to the encrypting module through a
feedback line; |
a memory, provided in parallel with the feedback line of the feedback
loop, for receiving the request to encrypt the plaintext data N, and storing
20  the module output block data T; fed back when the plaintext block data M,,,
1s not encrypted subsequent to the plaintext block data M, so that an
encrypting process of any plaintext block data of the plaintext data N is
started; and

a selector for selecting and supplying the module output block data T,

25  fed back through the feedback line of the feed back loop to the feedback loop



23. An encrypting nethod conprising steps of: encrypting plaintext block
data M. (i =1, 2, 3, ...) of first plai'dtext data M using nodul e out put
block data Ti (i =1, 2, 3, ...) output froman, encrypting nodule; 15
storing the nodul e output block data T; to be used for encrypting the

pl ai ntext block data M +1 of the fist plaintext data Mduring or after
encrypting the plaintext block data M; encrypting at |east one plaintext
bl ock dat a 1fcasectit theaphietextdblmk daaf My, Bt ondygtédeulbReyhen U RUE

bl ock data Ti to be used for encrypting the 20 plaintext block data M,,;

and i nput t ipdgirtthet bimbl éataulpuandlfeckeldatiag Hind Supslyisedhé Qﬁo&tﬂ%?éﬁ&&;{uﬁg

the plaintext block data M+l stored in the nenory after encrypting e at

| east one ledknidexs Nl weked @k ahef mchey e BLAdBY R
encrypting the plaintext block data of the ‘Taﬁlrscig %qogﬁfﬁﬁg%@gg?%q%usi ng

t he encryptylpRihtdgt I 2 [ enecr-ypti

pl ai nt ex%/p atg1 i ncFﬁUgikn(gatgzﬁlﬁégssFﬁﬂgggﬁﬁtggrﬁgﬁggg%@&%% g%{ﬁg&ggﬁgﬁéti ng
a nessage t ' )3 Qmen ' n, ipteqgrit f. ‘
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unit, havi ng,& {iéfaséf h%eﬂ%%xk ?%ga x%u%rg:%{d,%pq%hback modul e out put bl ock

data T; output fromthe "'encryp e encrypting nodul e when

t he pl aint bl |:S _EeNncr ed t he encrypti unit, for_ipputting
the bl aintar darae A8 PBle TR ST gt bty Ak Bppumciodare
nodul e out put bl ata. JTi_through the first 10 feedback |oop, and

out put t i ngpt he C%gﬁléaﬁtrg%s-{%ﬁ‘so%qgr og.,dmg Eo pfural pileces og p?amtext (E)ata; and

a switch switching registers corresponding to the plaintext data to be

10 | encrypted.
23. An encrypting method comprising steps of:
encrypting plaintext block data M; i =1, 2, 8, ...} of first plaiﬁtext
‘data M using module output block data T, =1, 2, 3, ...) output from an_
encrypting module;

15 storing the module output block data T to be used for encrypting the
plaintext block data M,,; of the fist plaintext data M during or after
encrypting the plaintext block data M;;

encrypting at least one plaintext block data of second plaintext data
N after storing the module output block data T, to be used for encrypting the

20  plaintext block data M,,; and
inputting the module output block data T, to be used for encrypting
the plaintext block data M,,, stored in the memory after encrypting the at
least one plaintext block data of the second plaintext data N and encrypting
the plaintext block data M, of the first plaintext data M using the encrypting

25 module.



a MAC generator, having a second feedback | oop for feeding back a conputed
i ntermedi ate MAC result, for inputting ti#e ciphertext block data whenever
t he ci phertext block data is output fromthe encrypting unit, processing
data, feeding back the conputed internediate MAC result 15 through the
second feedback | oop, and generating the MAC to ensure the integrity of
the ci phertext data. 25. The encrypting apparatus of claim24, wherein the

encrypting it aodehbeypVi( gpperausensfiaiten®piuintHa dthl iRgIRAY |a%éé"£bq one
feedback loop to performalternately the 20 encrypting process an

gener ati ng gqueopksisteatndlovedaty 4de géﬂ@riﬁﬁgbécﬂﬁeé&%% s T
e

for respectively storing and outputting results of encrypting process

and the MAQMIEQP fcﬁ*éﬁ&ﬁluﬁi?ﬁﬁ%ﬁtegm &&ﬁﬁ&%g{%&r I\Eglegghéﬁg?glﬁtae#%tel y

the results of the encrypting process an Ss
fromthe MRERIPLidia alternately 76 performthe encrypting process. and the
MAC gener ati ng progess 26. An encrypting nmethod for encryptl ng pl ai nt ext

data ingluding at,, [ xt bl to CI text data

usi ng aﬁ encrypt| g ugﬁ@tﬁgﬁc}m@ngé‘? grﬁeg ggéicgdtoﬂg ﬁﬂ?ﬁg

(MAC) to e a nt.e y t he hertext data corrpr I.ng: an
encrypt i nngzwlﬁe ﬁu{;}“}t %{[ﬂcﬁ; Fig'? ?]téeﬂlbt&’ tﬁ& GF%@I ‘éds@lerrﬁhl!ihé

out put bl oc dat.a T, 0 ncr t| nodul e vvhen t he pI ai nt ext

bl ock data |s%t&?§/p’iﬂé’§ § 0W£ g{h miﬁmttégt phqg‘?lﬁt B% ccrypted by the
performng an e cr pt| ng &eocess by eed ng back the nodul e out put bl ock 10
data T1 t hPOGHPERS 1. f¥ BRRKRG EREtpdata. npexipnems eucriptiok

dat a; ,
process by feeding back the module output block data T, through the first
10 feedback loop, and outputting the ciphertext block data;

a MAC generator, having a second feedback loop for feeding back a
computed intermediate MAC result, for inputting the ciphertext block data
whenever the ciphertext block data is output from the encrypting unit,
processing data, feeding back the computed intermediate MAC result’

15  through the second feedback loop, and generating the MAC to ensure the
integrity of the ciphertext data. |
25. The encrypting apparatus of claim 24,
| 'Wherein the encrypting unit and tﬁe MAC generator share one
encrypting module and one feedback loop to perform alternately the
20  encrypting process and a MAC ‘generating process, and

wherein the one feedback loop includes:

a memory for respectively storing and outputting results of the
encrypting process and the MAC generating process; and

a selector for selecting alternately the results of the encrypfing

25  process and the MAC generating process from the memory to alternately



and a MAC generating step, having a second feedback step for feeding back
a conmputed internmediate MAC result, for %nputting the ciphertext block
dat a whenever the ciphertext block data is output fromthe encrypting step,
15 processing data, feeding back the conputed internediate MAC result

t hrough the second feedback step, and generating the MAC to ensure the
integrity of the cjphertext data. 27. A decrypting apparatus decrypting

ci phert ext REAFATCLh¢ eneIPHEE Rioshes anstitho MAK geteaaCing(proseds. 2, 3, ...)
and ci phertext data D including 20 ciphertext block data D, (j =1, 2, 3,

), the Zecrypgin repcaypiangtmstlomhyor sinvgyptangeelbamiesn dan hedeimgta
request to decrypt the ciphertext data D during a decrypting process of

the ci pher tleast aiet plaintextddocly dhtangnivoeipherfest davh Ridingd BY é}f‘&gﬁﬁ&gdﬁmt a as
nodul e output block data T1; 25 a feedback | oop for feeding back™the

nodul e out pirtd ek tidat @m&szge autRettitd R thge AaAM)R élﬂgd%g%g{ ﬁlt%grittgfl |
I de In ar e

decrypting nodul e through a eedback |ine; a nmenory, prov

with the fefdhaeiptdriwtafathenfiRedhack [oop, for receiving a request to
decrypt the ciphertext data D and stores the 5 nodule output block data T;

fed back in casegyh ey t -kl gc ' ' t deer e

subsequen!t to thg&lci@%%%ylrﬁ'?ler% QE%(’SCIE%%% agégﬁaﬁe%g?aé%egté%quFfg?&’ﬁépb?gléess
of any of [ I . L.phertext dat Di,s started;
and aysel eté]th‘g(%df%o@nggtgdgﬁl%g%g%dﬂ%% ﬁl;tlfrllg&t ﬁ"é‘%"dﬁ?@%ﬁ&ﬁ@%%@ a T;

llgoll‘o ed bacliihiopobiddedlGeIPAH R, Hr HRSulESTNRGK 19RO NE fSedback
performing ah encrypting process by feeding back the module output block
10 data T; through a first feedback loop, and outputting ciphertexf block data;
and
o a MAC generating step, having a second feedback step for feeding
back a computed intermediate MAC result, for inputting the ciphertext block
data whengver the ciphertext block data is output from the encryijting step,
. 15 processing data, feeding back the computed .intermediate MAC result
through the second feedback step, and generating the MAC to ensure the
integrity of the ciphertext data. |
127. A decrypting apparatus decrypting ciphertext data C including
ciphertext block data C; i = 1, 2, 3, ...) and ciphertext data D including
20 ciphertex_t block data D; G=1, 2, 3, ...), the decrypting apparatus comprising:
a mechanism for receiving a request to decrypt the ciphertext data D
during a decrypting process of the ciphertext data C;
a decrypting module for outputting decrypted data as module output
block data T;

25 a feedback loop for feeding back the module output block data T,



In case that the ciphertext block data G 1 is decrypted subsequent to the
ci phertext block data C, and for sel ectfifng and suppl yi ng t he nodul e out put
bl ock data Ti stored in the menory to supply to the feedback | oop in case
that the ciphertext block data C,,,, is not decrypted subsequent to the

ci phertext 15 block data G and the ciphertext block data C, is decrypted
after any of the ciphertext block data of the ciphertext data Dis

decrypt ed. @@pufftfeordetiiey plecryptappanadule e thleadserdptindh el &idle t O{IEHDQY
includes: plural registers corresponding to plural ciphertext datd;, and a
20

switch for feydiacdhilivge;t he plural registers corresponding to the
ci phertext data to be decrypted. 29. A decrypting nethod conprising steps

f: d ti ' t i i 01 (e B fir
Gl pher text  dat a ChCTIEY DINERK BFbArHQUE the feqihek 1ind oPlng kgback
tput f ] X | 1] e .out bl ock data T; to
e Do o PSS EOR e LR S G S R PSR
ci phert ex : r or, .after cr in rqQcess o e
i Bheat It “E?‘%@&%aiat?g@&wb%gi&ay% f o e gﬁ%teﬁ?epﬁf%&a@t g%xfgq‘kiegkgﬁ aof
second ci rt. af ter storin e nodu u ;
be used fglraﬁﬂelg)r%gt(?e%&@dt%%bsgﬂﬁﬁ%{ f%gbe RRGEbeR Hf)‘)@;‘%aqanct%th@hﬁhw; and
d ti i phertext bl ock ta.Cl.1 of . th irst ciphertext data C
usi ng ¢ ho dECRF B Bat L aBY afiBaci iy teReblnshulatectf petciBhovkxtdnta T ¢ o
be used fo thet ckq%gertext bl ock data C +1 stored in the nenory after
&N"F‘esglr and

decrypting one ci phertext bl ock data of the second ciphertext

10 data D. ) )
} a selector for selecting and supplying the module output block data T;

10 fed b#ck through the feedback line of the feedback loop to the feedback loop
.in case that the ciphertext block data C,,, is decrypted subse.q_uent to the
ciphertext block data C;, and for selecting and supplying the module output
block data T, storedAin the memory to supply to the feedback loop in case that
the ciphertext block data C,,, is not decrypted subée(iuent to the ciphertext

15  block data C; and the ciphertext block data Gy, 1s decrypted after any of the
ciphertext block data of the ciphertext data D is decrypted.

28, The decrypting apparatus of claim 27, wherein the memory includes:
plural registers corresponding to plural ciphertext data; and |
a switch for switching the plural registers corresponding to the
20  ciphertext data to be decrypted.
29. A decrypting method comprising steps of:
decrypting ciphertext block data C, i=1, 2, 8, ...) of first ciphertext
data C using module output block data T, G =1, 2, 3, ...) output from a

decrypting module;

25 storing module output block data T, to be used for decrypting



30. A decrypting apparatus decrypting ci7phertext data including at |east
one ci phertext block data into ciphertext® data using a decrypting nodul e
and generating a nmessage authentication code (MAC) to ensure an integrity
of the ciphertext data, the decrypting apparatus conprising: .15 a
decrypting unit, having a first feedback |oop for feeding back ciphertext
bl ock data C_ output. fromthe decrypting unit to the decrypting unit when
the ci pher t@rkeseschloghdata &.qdeétlplieest phettextidaty ftinng methésy d@Fing or

i nputting the ciphertext data, performng a decrypting process by feeding
back the nofierea decnypting wokestaoftlib ciphemegh bidvk ditast,; f eedback | oop, and
20 outputting the ciphertext block data; a nessage aut henti cati on code

(AMC) generat or hieernging schadt dheedphektdx@alobRrddiacst BeRAC E%p%e?ﬁa'mu" ed
intermediate MAC result, for inputting the ciphertext block data 1 déntical

to the ci phiathdxtftel etdeiti@tie moduls ohfh WMot BaYRH | i
data, feeding back the clg@rrput ed 25 ionf%rmegi ate Aqh/‘bftrggg%%d?ﬁ%eﬁcgﬁﬂlﬁg

second beedbaciphaepxt Woek d80L AL iR¥hd ndf6 EM%(;]&O ensure the integrity of
the ciphertext data. 31. The dé(lzrypti ng aplf)a’rat us of claim 30, wherein the

Feedback Toop 1o perTarnd o1 SPAE S bR IGO0, o R AR Bt G e
gener oL 10 aE 55 ds SRR B 0 SRRl ARRUAGL ISR 0 IR .
the rosul t &oor thachomy EARatent Bod IRECHE siBrohang BierBemgT prbesss
fromthe TR thde 2ht &l"RLEL Yne ciphertext block data of the second ciphertext
10 data D.

30. A decrypting apparatus decrypting ciphertext data including at least

one ciphertext block data into ciphertext data using a decrypting module and

generating a message authentiéation code (MAC) to ensure an integrity of

the ciphertext data, the decrypting apparatus' comprising:-

.15 a decrypting unit, having a first feedback loop for feeding back

ciphertext block data C; output _'irc;m the decrypting unit to the decrypting

unit when the ciphertext block data is decrypted by the decrypting unit, for

inputting the ciphertext data, performing a decrypting process by feeding

back the module output block data T; through the first feedback loop, and

20 outputting the ciphertext block data;

a message authentication code (MAC) generator having a second
feedback loop for feeding back a computed intermediate MAC result, for
inputting the ciphertext block data identical to the ciphertext block data
input to the decrypting unit, processing dafa, feeding back the computed

25 intermediate MAC result through the second feedback loop, and generating



performthe decrypting process and the MAC generating process. 32. A
decrypting nethod for decrypting cipherti@t data including at |east one

ci phertext block data into plaintext data using a decrypting unit and
generating a nessage authentication code (AMC) to ensure an integrity of

15 the ciphertext data, the decrypting nmethod conprising: a decrypting
step, having a first feedback step for feeding back ciphertext block data
G, for inpaetVA§ thenvinghbetiokegrityoatkihdatipheytexf dati.ng a decrypting
process of the ciphertext block data C, fed back through the first

f eedback | édp, arltheodeqyptingmppaabtiesf cloimco data; and 20 a MAC generating
step, having a second feedback step for feeding back a conputed

i nter medi at e MAC wiesrehit , tHeOdebfipiirid Nehit hen®i daeMAEt Lhefkq,d i depti cal
to the ci phertext block data input gto t he decrypting sg{éepfé%oﬁr%%%gs?ﬁg dat a

t o out put H@@th 8o dld exnEdhsd efelgﬁgaglgs]f.ggga t])téé gﬁgltz@gm l%ﬁgéntagaag%ggut ed

i nternedi ate C result through the second step, an ating

the MACst 0 RRsHiend BeodaRl a9l 4 X106 g%rﬂiﬂgg)&g%é daga. 80 33. A conputer

readabl e storage nedi um storing a program ing a conputer execute

steps for the enciypihg,aehbod dssgnphediinaglaim 7. 34. A computer
a programtor

readabl e storage nedi um'storing favi ng a conputer execute

steps for the engr : schibed in claim10. 5 35. conput er
readabl e stor age%ne%g‘%ﬁﬁ?ngfs{%{r‘ !}%gp(g&gf%ﬁr SrE aﬁgvpﬁép‘éttl%ﬁﬁﬁl%ﬁ gtxpébﬁlt e
steps for t I ypting . net.hod ribed,in claim17. 36. A conputer

r eadabl e st(%(régg}g?%g%%ggﬁggﬁﬁa @iyg@%t*%PW?%j‘néi conmput er execut e
steps for the decr i t ho escribed in claim?2Q. 37. A conputer
readabl e storage awégfeﬁﬂ%sﬁrisﬁ CYngy 8&@5&‘@‘ they resplis ofothe ssrartiegecut e

st eps r the encryptin hod descri bed in_claim 23.
P f18 process ar¥(§) thegM{KEé generating process from the memory to alternately

perform the decrypting process and the MAC generating process.
32. Acdecrypting method for decrypting ciphertext data including at least
one ciphertext block data into plaintext datél using a decrypting unit and
generating a message authentication code (MAC) to ensure an integrity of
15  the ciphertext data, the decrypting method comprising:
a decrypting step, having a first feedback step for feeding back
ciphertext block data C,, for inputting the ciphertext block data, performing a
decrypting process of the ciphertext block data C, fed back through the first
feedback loop, and outputting plaintext block data; and
20 a MAC generating step, having a second feedback step for feeding
back a computed intermediate MAC result, for inputting the ciphertext block
data identical to the ciphertext block data input to the decrypting step,
processing data to output the computed intermediate MAC result, feeding
back the computed intermediate MAC result through the second feedback

25 step, and generating the MAC to ensure the integrity of the ciphertext data.



38. A conputer readabl e storage nediumstoring a programfor having a
conput er execute steps for the encryptirfd nethod described in claim26, 39.
A conput er readabl e storage nedium storing a programfor having a conputer
execute steps for the decrypting nmethod described in claim?29. 15 40. A
conput er readabl e storage nedium storing a programfor having a conputer
execute steps for the decrypting nethod described in claim32. 41. The
encrypting &ppar st gemphitey radable stvenge médiene serypg bR AREHS having a
performed using bl ock cipher algorithm 42. The decrypting apparatus of
claim 11, wiesrmiter ehecwtectyps farghe2cpypEagInéthadeddREiHRd Ml Rgn ¥ ock

ci pher algorithm 43. The encrypting apparatus of claim1l1l, wherein the
menmory stor&k an A bompub@dicidabRNsioyRbs R dif FdSitfoRh Lng
data and an encryptiog key to be use% for e%%&éﬁ%%qﬁﬁ@%@rfgfh%%%iééasi ng

data as theoaipitus e@écdt'@%teﬂ‘ﬁfr)tl%ie‘i‘ﬂ:r%ﬁﬁ%%ﬁetl%ﬁ (fe%\gﬂliﬂ;-)gﬁ iﬂec(i{i%ﬁ ;029

apparatus of claim1ll, wherein the nenbry Stores an I nterne

decrypt 5ng gmsul ta @cﬁmbﬁeeﬁf‘e%ﬁaaﬁle%t%&%é 0 gliogﬂg% Qﬁgglﬂag@ig% %E};ﬁ(geﬁet 0

be used for decrypting the second protessing d

decryptin . 0 ofpri.sing: an encryptin
unit for ??;iﬁf‘tﬁﬁ ter eﬁgt&ée?@e@fé’ﬁ%'d%%ﬁ’@@?’?%%@ﬁé d%ﬁ%‘?'ﬁﬁg?ﬁ?w 37 ﬁﬁ?' Sg
nmessage autdzent i enerat or. for. inputtin e encrypte
dat a gyt put fr omggﬁ(gerﬁgﬁge&&%ga gm%@fg%%?& He giofrh 3 ag for gﬁ%'}}{gpﬁg an
ooty Ui PRELRL Sl nB U A L ol st A SN S 1 S

317. A computer readable storage medium storing a program for having a
10  computer execute steps for the encrypting method described in claim 923,
38. A computer readable storage medium storing a program for having a
computer execute steps for the encrypting method described in claim 26.
39 A computer readable storage medium storing a program for having a
computer execute steps for the decrypting method described in élaim 29.
15 40. A éomputer readable storagé medium storing a program for having a
computer execute steps for the decrypting method described in claim 32.
41. The encrypting apparatus of claim 1, wherein the encrypting process
1s performed using block cipher algorithm.
42. The decrypting apparatus of claim 11, wherein the decrypting
20 - process is performed using block cipher algorithm. |
43. The encrypting apparatus of claim 1, wherein the memory stores an
- intermediate encrypting result of the first processing data and an encryption
key to be used for encrypting the first processing data as the status of the

encrypting process.

25 44, The decrypting apparatus of claim 11, wherein the memory stores an



conpl etion of encrypting the data by the encrypting unit. 46. A decrypting
appar at us -conprising: a "decrypting unit8¥or inputting data to decrypt and
outputting decrypted data; and 15 a nessage aut hentication code (MAC)
generator for inputting the decrypted data output fromthe decrypting unit
and generating a MAC for ensuring an integrity of encrypted data, and
wherein the. MAC generator starts generating the MAC before conpletion of
decrypting PHETRRMIAtSy depyring yissiHg ofinthe Reond. pAvcesrnrgy pidtag At hed
conprising: an encrypting step for inputting data to encrypt and outputting
encrypted d8REYPARR BeXVAC bgensadafarndecsypting dhei seouhd ipigcédien £ Wakt i Rieghdlat a
output from the encrypting step and generating a AMC for ensuring an
integrity o$tathe of tlse dacnyppinedpbatss. and 82 wherein the MAC generating step
starts generating the MAC before conpletion of encrypting the data by the
encrypting 4dep. A&.emrﬁpﬁng@@bammtd@%ﬁgﬁgﬂ sing: a decrypting step for

I nputting data to decrypt and outputting 5 decrypted data; and a MAC

i f - . h .
generatiing step fam émp@yptinpoushiefdesipiiatl: Wkl t%%ﬂl:’ﬁ;ﬁtérglﬁpy%%ﬁaqtﬁl@g

decrypting step and generating a MAC for ensuring an |Inte

encrypted ded@yptsdidahergign the MAC generating step starts generating the
MAC before 10 conpletion of decrypting the data by the decrypting step.

a message authentication code (MAC) generator for inputting the
encrypted data output from the encrypting unit and generating a MAC for
ensuring an integrity of the‘encrypted data, and

10 wherein the MAC generator starts generating the MAC before
completion of encrypting the data by the encrypting unit.
46. A decrypting apparatus comprising:

a 'decrypting unit for inputting data to decrypt and éutputting

decrypted data; and |

i5 a message authentication gode (MAC) generator for inputting the
decrypted data oﬁtput from the decrypting unit and generating a MAC for
ensuring an integrity of encrypted data, and

wherein the MAC generator starts generating the MAC before
completion of decrypting the data by the decrypting unit.

20 47 An encrypting method comprising: |

an encrypting step for inputting data to enérypt and outputting
encrypted data; and

a MAC generating step for inputting the encrypted data output from

" the encrypting step and generating a MAC for ensuring an integrity of the

25 encrypted data, and



49. A conputer readable storage nmedi um sjoring a programfor having a

conput er execute steps for the encryptin
A conput er readabl e storage nediumstoring a programfor having a

execute steps for the decrypting nethod described in-claim48.

10

wherein the MAC generating step starts generating the MAC before

- completion of encrypting the data by the encrypting step,

48. A decrypting method comprising:

a deci-ypting step for inputting data to decrypt and outputting
decrypted data; and

a MAC generating step for mputting the decrypted data output from
the decrypting step and generating a MAC for ensuring an integrity of the
encrypted data, and

wherein the MAC generating step starts generating the MAC before
completion of decrypting the data by the decrypting step.
49, A computer readable storage medium storing a program for having a
computer execute steps for the encrypting method described in claim 47,
50. A computer readable storage medium storing a program for having a

computer execute steps for the decrypting method described in.claim 48.

met hod described in claim47. 50.
conmput er -



