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Met hods and Systens to Allow Multiple SIP Applications on
a SIPCient the Ability to Select Specific Applications
and Features on a SIP Server

Field of the Application

The application relates to the use of nultiple
SIP applications and configuring devices having nmultiple
SI P applications.

Backgr ound

Session Initiation Protocol (SIP) is a protocol
that allows a client to initiate, control and rel ease a
medi a session via a controlling server. It is possible
for signalling using SIP to contain the nmedia of the
nmedi a session, for exanple instant messagi ng and presence
information (information conveying a user’s wllingness
and ability to engage in conmunications). However, nore
often, the nmedia flows over a separate connection between
a nedia server and the client, using for exanple Real -
time Transport Protocol (RTP). There is no requirenent
for the nedia server and the SIP server to be physically

| ocated on the sane hardware platform

The SIP client includes a SIP client
application that communicates with a SIP server
application on the SIP server |ocated el sewhere on a
network. Each SIP server application is uniquely
addr essabl e through a conbi nation of |IP address and port
to enable the SIP client application to contact the SIP
server application.

Currently, SIP hardware endpoints are mainly
designed to work with only a single application. A
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particul ar exanple is a Vol P (Voice over |Internet
Protocol ) handset interacting wwth a Vol P PBX
appl i cation.

SIP applications on SIP endpoints are assuned
to be self-configuring, that is, there is no centra
authority to control what applications are | oaded onto a
SIP endpoint. Thus a SIP application nay be | oaded onto
any SIP endpoint and executed as |long as the application
can spoof the application registration.

A SIP application may include nmultiple
features. For exanple, in the case of the Vol P PBX
application, features of the Vol P PBX application may
include call park, call transfer, call waiting, voice
mail, Do Not Disturb, etc.

There is no standard way that a particular SIP
endpoi nt supporting multiple applications may have a
subset of applications enabled, nor for an individual

application to have a subset of features enabl ed.

As SIP has evolved the SIP hardware endpoints
are being allowed nore functionality and SIP servers are

bei ng designed to offer multiple applications.

Summary

According to a first aspect, there is provided
a method conprising: a SIP application on a SIP client
t hat supports multiple SIP applications requesting
selection of a SIP application and a SIP feature from a
SIP server conprising at |east one SIP application, the
at | east one SIP application conprising at |east one SIP
feature; determning if the requested SIP application and
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SIP feature are authorized to operate on the SIP client;
if the requested SIP application and SIP feature are
authorized to operate on the SIP client, generating a
nmessage conprising a destination address of the SIP
server, a source address of the SIP client, a SIP
application identifier (I1D) for the requested SIP
application and a SIP feature identifier (ID) for the
requested SIP feature; the SIP client transmtting the

message.

According to a second aspect, there is provided
a nmethod for routing a request for a session initiation
protocol (SIP) application and a SIP feature associ ated
with the SIP application, the nethod conprising: a SIP
server receiving a nessage conprising a destination
address of the SIP server, a source address of a SIP
client which sent the nmessage, a SIP application
identifier (ID) associated with the requested SIP
application and a SIP feature identifier (1D) associated
with the requested SIP feature; the SIP server forwarding
the nessage to the SIP application identified by the SIP
application ID;, the SIP application identified by the SIP
application I D receiving the nessage and forwardi ng the
message to the SIP feature identified by the SIP feature
| D.

In some enbodi nents, a SIP server receiving a
nmessage conprises receiving one of: an INVITE nessage to
start a SIP session between a SIP application of a
different SIP enabl ed device and the SIP application
identified by the SIP application ID, and a NOTI FY
message to close out a SIP session between the SIP
application of the different SIP enabl ed device and the
SIP application identified by the SIP application ID
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In some enbodi nents, a SIP server receiving a
message further conprises receiving an indication to
securely identify the SIP client and to all ow authorized
access to applications and features on the SIP server,
wherein the indication includes one of: a user
identification and a password; and a shared key or
certificate.

According to a third aspect, there is provided
a nethod for providing a session initiation protocol
(SIP) enabl ed device with SIP application configuration
i nformation, the method conprising: the SIP enabl ed
device receiving SIP application configuration
information for at |east one SIP application, the SIP
configuration application information for each SIP
application conprising a SIP application identifier (1D)
and a list of SIP features associated with the SIP
application, each SIP feature of the list of SIP features
having a SIP feature identifier (ID); the SIP enabl ed
device storing the SIP application configuration

i nformation |ocally.

In some enbodi ments, receiving SIP application
| ocation information for a SIP server hosting the SIP
application conprises receiving a destination address and
a port nunber for the SIP application on the SIP server
hosting the SIP application.

According to a fourth aspect, there is provided
a method for configuring a session initiation protocol
(SI P) enabl ed device conprising: a configuration server
transmtting SIP application configuration information
for at | east one SIP application, the SIP application
configuration information for each SIP application
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conprising a SIP application identifier (ID) and a |ist

of SIP features associated with the SIP application, each
SIP feature of the plurality of SIP features having a SIP
feature identifier (1D).

According to a fifth aspect, there is provided
a session initiation protocol (SIP) client conprising: at
| east one SIP application operable to request a SIP user
agent of the SIP client select a SIP application and a
SIP feature associated with the SIP application on a SIP
server, the SIP application having a SIP application
identifier (ID) and the SIP feature having a SIP feature
identifier (ID); the SIP user agent operable to: generate
a nessage, the nessage conprising a destination address
of the SIP server, a source address of the SIP client,
the SIP application ID and the SIP feature ID; output the

message for transm ssion by the SIP client.

In some enbodi ments, the message i s generated

based on SIP application configuration information.

According to a sixth aspect, there is provided
a session initiation protocol (SIP) server conprising: a
SI P user agent operable to: receive a nessage conpri sing
a destination address of the SIP server, a source address
of a SIP client that sent the nessage, a SIP application
identifier (ID) for a SIP application selected by the SIP
client and a SIP feature identifier (ID) for a SIP
feature selected by the SIP client; forward the nessage
to a SIP application identified by the SIP application ID
in the received nessage; at |east one SIP application,
each SIP application having: at |east one associated SIP
feature, wherein each SIP application has a SIP
application I D and each SIP feature having a SIP feature
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I D; and a feature |ID recognizing nodule operable to
recognize a SIP feature ID and forward the nessage to a
SIP feature of the at | east one associated SIP feature
identified by the SIP feature ID in the received nessage.

According to a seventh aspect, there is
provi ded an apparatus for providing session initiation
protocol (SIP) application configuration information
conprising: processing |logic operable to: determ ne SIP
application configuration information specific to a SIP
enabl ed devi ce; access a conputer readable nenory
conprising SIP application configuration information for
a plurality of SIP applications; select SIP application
configuration informati on specific to the SIP enabl ed
device to provide to the SIP enabl ed device; a conputer
readabl e nenory for storing SIP application configuration
information for a plurality of SIP applications, the SIP
application configuration information for each SIP
application conprising a SIP application identifier (1D)
and a list of SIP features, each SIP feature having a SIP
feature identifier (ID); a transmtter operable to
transmt SIP application configuration information to the

SI P enabl ed devi ce.

In sone enbodi nents, the SIP application
configuration informati on stored on the conputer readable
menory is stored in the formof an XM. (Extensi bl e Markup
Language) SIP application configuration information bl ock
as SIP application configuration information for each of
the at | east one SIP application.

In some enbodi nents, the apparatus further
conprises a receiver operable to receive a request for
SIP application configuration information.
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In sone enbodi nents, the processing logic is
further operable to select the SIP application
configuration information requested in the received

request .

In some enbodi nents, the transmtter is further
operable to transmt SIP application configuration
information conprising at | east one of: SIP application
| ocation information for a SIP enabl ed device hosting the
SIP application; and security information to access the

SI P enabl ed device hosting the application.

According to an eight aspect, there is provided
a session initiation protocol (SIP) enabled device
conprising: a SIP application manager operable to:
receive the SIP application configuration information;
store the SIP application configuration information
| ocally; a conputer readable nenory for storing SIP
application configuration information for at |east one
SIP application, SIP application information for each SIP
application conprising a respective SIP application
identifier (ID) and a respective list of SIP features,
each SIP feature having a respective SIP feature
identifier (ID).

In some enbodi nents, the SIP manager is further
operable to transmt a request for SIP application

configuration information.

I n sone enbodi nents, the SIP enabled device is
a SIP server and the SIP application information is
information defining SIP applications and SIP features
that the SIP server hosts.
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I n sone enbodi nents, the conputer readable
menory further conprises a plurality of SIP applications,
each SIP application having a SIP application ID, and
wherein at | east one SIP application of the plurality of
SIP applications conprises at |east one SIP feature, each
SIP feature having a SIP feature 1D

In sonme enbodi nents, the SIP enabled device is
a SIP client and the SIP application configuration
information is information defining only SIP applications

and SIP features that are available to the SIP client.

I n sone enbodi nents, the SIP client is
configured to access only SIP applications and SIP
features that are available to the SIP client based on
the SIP application configuration information stored on

t he conputer readabl e nenory.

In some enbodi ments, the SIP application
manager is further operable to access SIP application
configuration information stored locally on the SIP
client for use in selecting a SIP application and a SIP
feature associated with the SIP application froma SIP

server conprising a plurality of SIP applications.

In some enbodi nents, the SIP application
configuration information further conprises at |east one
of: SIP application location information for a SIP
enabl ed device hosting the SIP application; and security
information to enabl e authorized access to the SIP
enabl ed device hosting the SIP application.

In sone enbodi nents, the SIP application
configuration informati on stored on the conputer readable
menory is stored in the formof an XM. (Extensi bl e Markup



-9 -

Language) SIP application configuration information bl ock
as SIP application configuration information for each of
the at | east one SIP application.

According to a further aspect, there is
provi ded a conmputer readabl e nedium storing program
i nstructions executable by a processor of a conmputing
device for causing said conputing device to performthe
steps of nethods described above.

According to yet a further aspect, there is
provi ded a computing device conprising a nmenory for
storing programinstructions and a processor for
executing said instructions to cause the conputing device

to performthe steps of nmethods described above.

Brief Description of the Draw ngs

Enbodi ments will now be described with

reference to the attached draw ngs i n which:

Figure 1 is a block diagramof a session
initiation protocol (SIP) client and a SIP server
comuni cating according to an enbodi nent of the

appl i cation;

Figure 2 is a flowchart of a method for a SIP
client selecting froma SIP server a SIP application and
a SIP feature associated with the SIP application
according to an enbodi ment of the application;

Figure 3 is a block diagramof a session SIP
enabl ed device and a configuration server conmmuni cating

according to an enbodi nent of the application;
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Figure 4 is a flow chart of a nmethod for
provi ding configuration information to a SIP enabl ed
device froma configuration server according to an

enbodi ment of the application;

Figure 5A is a block diagramof a configuration
server for providing SIP application information to a SIP
enabl ed device according to an enbodi nent of the
appl ication;

Figure 5B is a block diagramof a SIP enabl ed
devi ce operable to be configured by a configuration

server according to an enbodi nent of the application;

Figure 6 is a block diagram of an exanple
conmmuni cati ons network on which enbodi nents of the

application may be inplenented; and

Figure 7 is a block diagram of an exanple
nobi | e conmuni cati on device that nmay be used to inpl enent

met hods descri bed herein.

Det ai | ed Description of the Enbodi nents

As the conplexity of SIP systens increase it
will beconme nore inportant for network providers to
control which applications are available on a SIP
endpoi nt, which features an application is allowed to
access, and for SIP endpoints to efficiently be able to
initiate, control and release SIP sessions with SIP
servers that include nultiple SIP applications, each SIP

application including one or nore respective features.

Met hods and devi ces are described herein that
provide SIP clients and SIP servers a manner to uniquely
identify a SIP application that a SIP session is
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applicable to and a SIP feature that is being accessed
within that SIP application.

Met hods and devices are al so descri bed herein
that provide for the provisioning of SIP clients and the
configuration of SIP applications by SIP servers. The
SI P application provisioning and configuration
information includes at | east a SIP application
identifier (ID) for each SIP application and a |ist of
SIP features associated with each SIP application, each

SIP feature having a respective SIP feature |D

According to a first broad aspect of the
application, a nmethod is provided for a SIP client to
select a SIP application and a SIP feature associ ated
with the SIP application by sending a nessage to a renote
SIP server that includes the identification of the SIP
application and SIP feature. In sone enbodi nents, the
nmessage is generated by the SIP client using SIP
application configuration information stored on the SIP
client. The SIP application configuration information
i ncl udes information about SIP applications and
associ ated features and where the SIP applications can be

| ocat ed.

Wth reference to Figure 1, an exanple of a
system 100 including a SIP client 110 and a SIP server
150 for inplenmenting nethods according to the first
aspect of the application will now be descri bed.

Figure 1 illustrates the SIP client 110
connected to network 190. Al so connected to the network
190 is the SIP server 150.
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The SIP client 110 includes nultiple SIP client
applications 115, for exanple SIP Application 115-1, SIP
Application 115-2, .., SIP Application 115-M SIP
application provisioning and configuration information
127 and a SIP dient User Agent 120. Exanples of SIP
applications may include SIP applications for Vol P
i nstant nessagi ng, video sharing, conferencing with
audi o, video and slides, and renote |ibrary access.

The SIP applications 115 on the SIP client 110
in the illustrated exanpl e each have a set of SIP
features. SIP Application 115-1 includes three SIP
features, nanely SIP Feature 1151-1, SIP Feature 1151-2
and SIP Feature 1151-3. SIP Application 115-2 incl udes
one SIP feature, SIP Feature 1152-1. SIP Application 115-
Mincludes nultiple SIP features, nanely SIP Feature
115M 1, SIP Feature 115M 2, .., SIP Feature 115M N.

I n sone enbodi nents, the SIP features for a
given SIP application match SIP features of a
corresponding SIP application on a renote server, such as
SI P Server 150. I n sone enbodi nents, the SIP features
for a given SIP application do not in their entirety
match SIP features on the renote server. For exanple, the
SIP application on the SIP client nay be a different
version than that which is on the renote server. The SIP
client may be provisioned to enable only those features
that are supported by both the client and the renote
server applications.

SI P application provisioning and configuration
information 127 is information that defines attributes of
SIP applications |ocated on the network 190 that are
available to the SIP client. For exanple, for a given SIP
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application available to the SIP client, SIP application
provisioning information may indicate if the application
may be run and what features are enabled, while the
configuration information may include a SIP application
identifier, alist of SIP features associated with the
SIP application available to the SIP client and SIP
feature IDs for each respective SIP feature. In sone
enbodi nents, SIP application configuration information is
stored on the SIP client and is used by the SIP client to
determ ne which SIP server has a particular SIP
application and SIP feature that the SIP client desires

to access.

The SIP client user agent 120 acts as an
i nternedi ary between the SIP applications and other SIP
enabl ed devices. When the SIP client 110 sends a nessage
to a renote SIP enabl ed device, such as SIP server 150,
it is the SIP client user agent 120 that communi cates
with the renote SIP enabl ed device. In an exanpl e of
selecting a SIP application and a SIP feature, the SIP
client user agent 120 contacts the renote SIP server
using a SIP destination address of the renote SIP server.
The SIP client user agent 120 establishes a connection
with a SIP user agent of the renote SIP server.

The SIP client user agent 120 includes a SIP
Application Sel ection Message Generating Module 125. In
operation the SIP client user agent 120 receives an
indication fromone of the SIP applications 115 that the
SIP application desires to select a SIP application and
SIP feature froma renote SIP server connected to the
network 190. After determning if a SIP client is
aut hori zed to execute the selected SIP application and
SIP feature, the SIP Application Selection Message
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Cenerating Mddul e 125 generates a nessage. In sone

enbodi nents, determining if a SIP client is authorized to
execute the selected SIP application and SIP feature is
based on the SIP application provisioning and
configuration information 127 stored on the SIP client
110. In sonme enbodi nents, generating the nessage is based
on the SIP application provisioning and configuration
information 127. For exanple, the nessage may include a
destination address of the SIP server, a source address
of the SIP client, the SIP application ID of the SIP
application with which the SIP application of the SIP
client desires to conmmunicate, and the SIP feature ID of
the SIP feature with which the SIP application of the SIP

client desires to conmuni cat e.

The SIP server 150 includes SIP server
applications 160, for exanple SIP application 160-1, ...
, SIP application 160-N, a Security Mdule 180, and SIP
Server User Agent 170. The SIP server applications 160 in
the illustrated exanpl e each have at |east one SIP
feature. SIP Application #160-1 includes two SIP
features, SIP Feature 1601-1 and SIP Feature 1601-2. SIP
Application #160-N includes nultiple SIP features, nanely
SIP Feature 160N-1, SIP Feature 160N-2, .., SIP Feature
160N-N. Each SI P application has a SIP application
identifier (ID) and each SIP feature has a SIP feature
identifier (I1D) (not shown).

The SIP features in a given SIP application are
conponents of the given SIP application that provide a
specific functionality within the given SIP application.
As descri bed above, exanples of SIP features that may be
included in a VolP PBX SIP application are call park,
call transfer, call waiting, voice mail, Do Not Disturb.
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O her SIP applications have different types of SIP

f eat ur es.

The SIP Server User Agent 170 acts as an
internmedi ary between the SIP applications and other SIP
enabl ed devices, for exanple SIP client 120. The SIP
Server User Agent 170 receives nessages from user agents
of the SIP client 110 that enable selecting a SIP
application and SIP feature that can be used for
initializing, managi ng and cl osing out of SIP sessions
between the SIP server 150 and the SIP client.

The SIP Server User Agent 170 includes a SIP
Appl i cati on Message Routing Mddule 175. The SIP Server
User Agent 170 receives the nmessage sent by the SIP
Client User Agent 120. The SIP Application Message
Routing Modul e 175 then determ nes which SIP application
t he nessage should be routed to based on the SIP
application IDin the message and routes the nessage to
the SIP application identified by the SIP application ID
in the nessage. In sonme enbodi nents, not all of the
entire message is routed to the SIP application
identified by the SIP application ID. For exanple, only a
portion of the nmessage, for exanple at |east the SIP
feature ID may be routed to the SIP application so that
when the SIP application received the portion of the
message it can be directed to the SIP feature based on
the SIP feature ID in the nessage.

The Security Modul e 180 includes information
that nay be used to determne if a SIP client has the
authority to execute a SIP application and SIP feature
that are selected by the SIP client. For exanple, when
the SIP client sends a nessage to the SIP server to
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select a SIP application, the nessage may al so include a
user identification and a password. The Security Mdul e
180 determnes if the SIP client is authorized to execute
the sel ected application based on the received user
identification and password. In sone enbodi nents, the SIP
client and SIP server nmay use an alternative neans of
determining if a SIP client has the authority to execute
a SIP application and SIP feature that are sel ected by
the SIP client such as a share key or certificate between

the SIP client and SIP server.

In some enbodi ments, the SIP Application
Message Routing Module 175 may check with the Security
Modul e 180 to confirmthat the SIP client has the

authority to execute a SIP application that is sel ected.

The SIP applications 160 each include a Feature
| D Recognition Mdul e 165. Follow ng receipt of the
nmessage at the SIP application identified by the SIP
application ID, the Feature I D Recognition Mdule 165 in
the SIP application recognizes the SIP feature IDin the
nmessage and conpl etes the routing of the nessage to the
SIP feature identified by the SIP feature IDin the
nmessage.

I n sone enbodi nents, the SIP server includes
SIP application configuration information. The SIP
application configuration information is stored on the
SIP server and may be used by the SIP server to determ ne
which SIP applications and SIP features that the SIP

server is hosting.

I n some enbodi nents, the Feature I D Recognition
Modul e 165 may check with the Security Mddule 180 to
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confirmthat the SIP client has the authority to execute
a SIP feature that is selected.

The SIP client 110 may be any type of wired or
w reless device, for exanple a wireless cell phone, a
W rel ess MODEM enabl ed conputer, a w rel ess enabl ed
personal data assistant (PDA) and simlar types of wred
devices. A particular exanple of a wireless SIP client
w Il be described belowwith reference to Figure 7.

Only a single SIP client 110 and a single SIP
server 150 are shown connected to the network 190. The
system 100 that inplenents aspects described in the
application may include any nunber of SIP clients.
Furthernore, there may be nore than one SIP server
connected to the network. When there are multiple SIP
servers that can be accessed by the SIP clients, the SIP
servers may host separate and distinct SIP applications
or SIP applications may be duplicated on nore than one
SIP server. A particular exanple of a systemincluding
multiple SIP clients and nmultiple SIP servers will be

descri bed below with reference to Figure 6.

The information concerning which SIP server
hosts a specific SIP application may be provided to the
SIP client user agent during a configuration and
provi si oni ng phase as SIP application provisioning and
configuration information 127. Methods and devices are
descri bed bel ow for inplenenting a configuration and
provi si oni ng phase.

M SIP applications are illustrated on the SIP
client 110 in Figure 1. N SIP applications are
illustrated on the SIP server 150 in Figure 1. The val ues
of Mand N are for illustrative purposes and it is to be
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understood that the nunber of SIP applications on either
device coul d be one or nore.

I n sone enbodi nents, M:=N and each of the SIP
applications on the SIP client 110 correspond to a
respective SIP application on the SIP server 150. In sone
enbodi nents, M-=N and some, but not all of the SIP
applications on the SIP client 110 correspond to
respective SIP applications on the SIP server 150. Wen
M>N, at nost N of the M SIP applications on the SIP
client 110 have a corresponding SIP application on the
SI P server 150. When MN, the SIP server 150 may incl ude
a corresponding SIP application for each SIP application
on the SIP client 110, as well as additional SIP

applications that nmay be accessible by other SIP clients.

I n sone enbodi nents, each of the SIP client
applications 115 on the SIP client 110 has a
corresponding SIP application 160 on the SIP server 150.
In some enbodi ments, SIP applications 115 are grouped
into subsets of SIP applications and each subset of SIP
appl i cations have a correspondi ng subset of SIP

applications on a different respective SIP server.

SIP Applications 160-1 and 160-N on the SIP
server 150 in Figure 1 are shown to have two and N SIP
features, respectively. These exanples are not intended
tolimt the nunber of SIP features of any given SIP
server application and it is therefore understood that a
SIP server application may have only a single feature or
have nultiple features.

In sone enbodi nents, there may be SIP
applications on the SIP server that have no SIP features.
When there are no SIP features on the SIP application
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only a SIP application ID, or sone other nethod, is used
to select the SIP application.

I n sone enbodi nents, the SIP client
applications 115 and the SIP dient User Agent 120 on the
SIP client 110 and the SIP server applications 160 and
SIP features on the SIP server 150 are inplenented by
conput er readabl e programmabl e code instructions stored
on a conputer readable nediumin the SIP client and SIP
server, respectively. As such, the various blocks in
Figure 1 representing the elenents on the SIP client and
SIP server are conputer algorithns for inplenmenting the
functionality of the elenents. However, other
i npl enentations are possible. The functionality of the
vari ous bl ocks nmay be inplenented as software, hardware,
firmvare, or as any appropriate conbination of software,

hardware and firmvare.

A nethod for use by a SIP client to select a
SIP application and a SIP feature associated with the SIP
application will now be described with reference to

Figure 2.

Figure 2 describes a nmethod which includes
steps perfornmed by both the SIP client and the SIP
server, but it is to be understood that Figure 2 also
provi des net hods capabl e of being perforned by the SIP
client or the SIP server individually. Mre specifically,
steps S210, S213, S215 and S220 executed by the SIP
client would be a nmethod performed by the SIP client and
steps S230, S240 and S250 executed by the SIP server
woul d be a nethod perforned by the SIP server.

In a first step S210 of Figure 2, a SIP
application on a SIP client requests a SIP client user
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agent select a SIP application and a SIP feature
associated wwth the SIP application. Wth reference to
Figure 1 for exanple, SIP Application 115-1 of the SIP
client 110 requests SIP Cient User Agent 120 select a
SIP application on a renote SIP server corresponding to
SIP Application 115-1 and a particular SIP feature
associated wth the selected SIP application, for exanple
a SIP feature corresponding to SIP feature 1151-1.

In a second step S213 of Figure 2, the SIP
client user agent makes use of SIP application
provi sioning information stored on the SIP client to
confirmthat the requested SIP application is allowed to
be executed on the SIP client and that the requested
feature is authorised for use on the SIP client. Wth
reference to Figure 1 for exanple, SIP Cient User Agent
120 determ nes whether the requested SIP application is
allowed to be executed on the SIP client and the
requested feature is authorised for use on the SIP client
by referring to the SIP application provisioning
information in SIP application provisioning and

configuration information 127.

If allowed and authorised, in a third step
S215, the SIP client user agent generates a nessage to be
sent to a SIP server. In sone enbodi nents, the SIP client
user agent includes a SIP application selection nmessage
generator to create the nmessage. The SIP application
sel ection nessage generator accesses SIP application
configuration information stored on the SIP client. Based
on the SIP application configuration information, the SIP
application selection nessage generator determ nes the
identification of a SIP server that hosts the SIP
application and SIP feature desired by the SIP client
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application and then generates a nessage to be sent to
the SIP server. The nessage includes a destination
address of the SIP server, a source address of the SIP
client, the SIP application ID of the SIP application
with which the SIP application of the SIP client desires
to communi cate, and the SIP feature ID of the SIP feature
with which the SIP application of the SIP client desires
to communi cate. Wth reference to Figure 1, application
sel ecti on nessage generator 125 determnes that a SIP
application corresponding to SIP application 115-1 is SIP
application 160-1 | ocated on SIP server 150, which has
SIP feature 1601-1, which corresponds to SIP feature
1151-1. The SIP Application Sel ection Message Gener at or
125 then generates a nessage including the above-

descri bed nessage information.

In a fourth step S220, the SIP client user
agent outputs the nessage for transm ssion to the SIP
server. Wth reference to Figure 1, SIP Cient User Agent

120 out puts the nessage for transm ssion.

In a fifth step S230, the SIP server user agent
of the SIP server receives the nmessage sent by the SIP
client. Wth reference to Figure 1, SIP Server User Agent
170 receives the nessage.

In a sixth step S240, the SIP server user agent
forwards the nessage to the SIP application identified by
the SIP application IDin the nessage. In sone
enbodi nents, the entire received nessage i s not forwarded
on to the SIP application. For exanple, only a portion of
the nmessage defining the SIP feature ID for the SIP
application may be forwarded. Wth reference to Figure 1
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the SIP Application Message Routing Modul e 175 forwards
the nessage to SIP application 160-1.

In a seventh step S250, the SIP application
identified by the SIP application ID in the nessage
recei ves the nessage, or portion thereof, and recogni zes
a feature ID in the nmessage. The SIP application then
conpletes the routing of the nessage to the identified
SIP feature. Wth reference to Figure 1, the Feature ID
Recogni ti on Modul e 165 recogni zes the feature IDin the

nmessage and forwards the nessage to SIP feature 1601- 1.

In sonme inplenentations, not all of the above
steps may be perfornmed. For exanple, when only SIP
applications and SIP features that are authorized to be
used on a SIP client are provisioned on the SIP client,
step S213, the step of the SIP client user agent
confirmng that the requested SIP application is allowed
to be executed on the SIP client and that the requested
feature is authorised for use on the SIP client is not to

be perforned.

The nessage sent by the SIP client may include
“To” and “Front headers to define a destination address
of an end user and a source address of the SIP client,
respectively.

I n some enbodi nents, the destination address
sent in the nessage is a SIP uniformresource identifier
(URI). In sone enbodinents the destination address is an
emai | address. O her exanples of destination addresses
may be a phone nunber, a name, or any form of
identification that the SIP server may translate to an
endpoi nt .
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A particular exanple of a “To” address is
“To: <si p:user _1@i p. xyz. net:5060>" where “user_1" is the
destination, “sip.xyz.net” is a SIP server, and “5060” is
a server port address. This is of course one particul ar
exanple of a “To” address and it is to be understood that
such a format is not intended to limt the scope of the
appl i cation.

In some enbodi nents, the SIP application ID and
the SIP feature ID, which are requested by the SIP client
are included in the nmessage as an extension of the
destination address. An exanple of the destination
address with SIP application ID and SIP feature 1D
i ncluded as an extension is
“To: <si p: user _1@i p. xyz. net:5060; +SIP_App_| d=APP Y;
+SI P_Feat | d=FEATURE X>". The initial portion of the
destination address is as descri bed above. The extension
includes the terns “+SIP_App | d=APP Y” to identify the
SIP application ID as “APP Y’ and “+SI P_Feat | d=FEATURE
X' to identify the SIP feature 1D as “FEATURE X’. This is
of course one specific manner of addi ng an extension, but
is not neant to limt a format of the extension to only

this type.

Wth reference to Figure 1, a particular
exanpl e of a destination address with SIP application and
feature ID information is “To: <sip:user
1@l P_server _donai n_nane. con +SIP_App | d=SIP Application
160-1; +SIP_Feat 1d=SIP Feature 1601-1>".

When a SIP server includes security features so
as to ensure only authenticated SIP clients are all owed
access to the SIP server and/or to ensure that SIP
clients are provisioned with only SIP application



- 24 -

configuration information for SIP applications and SIP
features that are authorized, the SIP clients may each
include a user identification and a password in a
transmtted nessage to enabl e authorized access to the
SIP server. In sonme enbodi nents, the SIP server ensures
only authenticated SIP clients are allowed access to the
SIP server and/or to ensure that SIP clients are

provi sioned with only SIP application configuration
information for SIP applications and SIP features that
are authorized by enploying a shared key or certificate.
These are nerely two exanples of security nmeasures that

coul d be used, other security nmeasures are al so possi bl e.

The net hod descri bed above may be used for
selecting a SIP application and SIP feature when
initiating a SIP session between two SIP enabl ed devi ces,
such as a SIP client and a SIP server, when managi ng a
SI P session between two SIP enabl ed devices, or when

cl osing out a session between two SIP enabl ed devi ces.

I n some enbodi ments, the nmessage sent by the
SIP client user agent is an INVITE nmessage. An | NVITE
nmessage is used to start a SIP session between two SIP
enabl ed devices, for exanple the SIP client and SIP
server. Wth reference to the exanple above, this is a
SI P session between SIP Application 115-1 of the SIP
client 110 and SIP Application 160-1 and SIP Feature 1-1
of the SIP Server 150.

In some enbodi nents, the nmessage sent by the
SIP client user agent is a NOTIFY nessage. A NOTIFY
message is used to close out a SIP session between two
SI P enabl ed devi ces.



- 25 -

Once a session has been established between the
SIP client and SIP server, a session identifier, for
exanple a CALL I D, nay be used by the user agents of the
SIP client and SIP server to correctly route further
nmessages.

According to a second broad aspect of the
application, a nethod is provided for a SIP enabl ed
device, for exanple a SIP client or a SIP server to be
provided with SIP application provisioning and
configuration information by a configuration server. In
sonme enbodi ments, the SIP application configuration
information is used to configure the SIP enabl ed device
remotely by the configuration server, while
si mul t aneously provisioning the SIP enabl ed device with
i nformation. For exanple, in the case of the
configuration server conmunicating with a SIP client,
once the SIP client has been configured with the SIP
application configuration information, the SIP client may
use the SIP application configuration information to
select SIP applications and SIP features | ocated on
remote SIP servers. In the case of the configuration
server communicating with a SIP server, the SIP
application configuration information may be used to
determ ne which SIP applications and features are hosted
by the SIP server.

In some enbodi nents, the SIP application
configuration information provided by the configuration
server defines information only for SIP applications and
SIP features that are available to a SIP client.

In the case of the configuration server

providing the SIP client with the SIP application
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provi si oning and configuration information, the
configuration server determ nes which SIP applications
and SIP features are available to the SIP client so that
the appropriate SIP application configuration information
is provided to the SIP client. For exanple, the SIP
client may subscribe to a particular group of SIP
applications froma service provider and therefore only
those applications are available to the SIP client.
Furthernore, the SIP client may subscribe to only a
[imted nunber of SIP features for a particular SIP
application, not necessarily all available SIP features
for that SIP application. In sonme enbodi nents, the
configuration server has SIP client specific information
stored locally on the configuration server to enable
determ ning what SIP application configuration
information to send to the SIP client. In sone

enbodi ments, the configuration server accesses client

specific information from el sewhere around the network.

SIP application configuration information that
is stored on the SIP client may be used by the SIP client
to determ ne which SIP server has a particular SIP
application and SIP feature that the SIP client desires
to access, for exanple as described in the first broad
enbodi nent above.

SIP application configuration information may
i nclude sonme or all of: SIP application |ocation
informati on such as an Internet Protocol (IP) address and
port nunber of a SIP server that is hosting the SIP
application; security information such as a user |ID and
password to all ow authorized access to the SIP server
that is hosting the SIP application; a SIP application
ID, alist of SIP features associated with the SIP
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application and SIP feature I Ds for each respective SIP
feature; SIP realminformation in which a realmis a
server group that has a common authentication for the SIP
enabl ed device receiving the SIP application information;
and SI P domain information.

In some enbodi nents, SIP application
configuration information is hardwired into the SIP
applications on the SIP client. For exanple, the SIP
application configuration information may be installed on
the SIP client at the tine of manufacture of the SIP
client or by a service provider before sale of the SIP
client to the public. SIP application configuration
information that is hardwired into the SIP applications
may be suppl enmented or supplanted by new i nformation
provi ded by the configuration server. An indication in
the information provided by the configuration server can

i ndi cate how the new i nformati on should be treated.

In some enbodi nents, SIP application
configuration information is provided to the SIP client
fromthe configuration server. The SIP application
configuration information may be transmtted over-the-air
(OTA) between the SIP client and the configuration
server, over a wired connection between the SIP client
and the configuration server or sone conbination of the
t wo.

In some enbodi nents, the SIP application
configuration information is provided fromthe
configuration server to the SIP client based on a request
fromthe SIP client to the configuration server for the
application configuration information. For exanple, on
initialization of the SIP client, a SIP application
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manager in the SIP enabl ed device contacts the
configuration server and directly requests the SIP
application configuration information. Exanples of
initialization of the SIP client may be considered to be
when the SIP client is powered on, when it is determ ned
the current SIP application configuration information is
ol der than a given tinme period, or when new configuration
information, such as a new service book is received. The
request may be made, for exanple, through a cellular
carrier or over the Internet. After authenticating that
the SIP client is authorized to conmunicate with the
configuration server, the configuration server sends the
requested SIP application configuration information to
the SIP client.

I n ot her enbodi nents, the SIP application
configuration information is provided to the SIP client
by the configuration server “pushing” the information to
the SIP client without being specifically requested by
the SIP client. The informati on nay be pushed to the SIP
client for any one of multiple reasons. For exanple, when
the configuration server enters the network it may send
out a nmessage including SIP application configuration
information to all SIP clients in comuni cation range of
the configuration server. In another exanple, the
configuration server may send out a nessage including
updated SIP application configuration infornmation to al
SIP clients in communi cation range of the configuration
server when at |east sone of the SIP application
configuration information is updated. For instance, when
SIP application configuration information is changed for
a SIP client due to a change in the SIP applications and
SIP features subscribed to by the SIP client.
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SIP application configuration information may
al so be stored on the SIP server and be used by the SIP
server to determ ne which SIP applications and SIP
features that the SIP server is hosting.

In some enbodi nents, the SIP application
configuration information for each SIP application that
the SIP server hosts is hard coded into the SIP server.

In some enbodi nents, SIP application
configuration information for SIP applications that the
SI P server hosts are provided to the SIP server fromthe
configuration server. The SIP application configuration
information may be transmtted over-the-air (OTA) between
the SIP client and the configuration server, over a wired
connection between the SIP client and the configuration

server or sonme conbinati on of the two.

In some enbodi nents, the functionality of the
configuration server is included on a SIP server,
enabling the SIP server to provide SIP application
configuration information to other SIP enabl ed devices
such as SIP clients and other SIP servers. In sone
enbodi ments, the configuration server is inplenented as a

non-SI P server, accessed via sone other |P protocol.

Figure 3 illustrates a system 300 including a
SI P enabl ed device 310 and a configuration server 320
connected to network 330 for inplenenting nmethods of
providing SIP application configuration information
descri bed herein.

The SIP enabl ed device 310 may be, for exanple
a SIP client or a SIP server as descri bed above.
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Only a single SIP enabl ed device 310 and a
single configuration server 320 are shown connected to
the network 330. The system 300 that inplenments aspects
described in the application may include any nunber of
SI P enabl ed devices 310. Furthernore, there may be nore
t han one configuration server in the system 300. An
exanple of a configuration server will be described bel ow
in further detail with reference to Figure 5A. An exanpl e
of a SIP enabled device wll be described belowin

further detail with reference to Figure 5B.

A nethod for configuring a SIP enabl ed devi ce,
for exanple a SIP client or a SIP server, with SIP
application configuration information will be described

with reference to Figure 4.

Figure 4 describes a nmethod which includes
steps perforned by both the SIP enabl ed device and the
configuration server, but it is to be understood that
Figure 4 also provides nethods capabl e of being perforned
by each of the SIP enabl ed device and the configuration
server individually. Mre specifically, steps S410 and
S420 executed by the configuration server would be a
met hod performed by the configuration server and steps
S430 and S440 executed by the SIP enabl ed device woul d be
a nethod perforned by the SIP enabl ed device.

Step $410 invol ves the configuration server
accessing a nenory storage conprising SIP application
configuration information for a plurality of SIP
applications. For each SIP application that SIP
application configuration information is maintained, the
SIP application configuration information may incl ude
sone or all of: SIP application |location information such
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as an Internet Protocol (IP) address and port nunber of a
SIP server that is hosting the SIP application; security
i nformati on such as a user ID and password to all ow

aut hori zed access to the SIP server that is hosting the
SIP application; a SIP application ID, a list of SIP
features associated wwth the SIP application and SIP
feature IDs for each respective SIP feature; SIP realm
information in which a realmis a server group that has a
common aut hentication for the SIP enabl ed device
receiving the SIP application information; and SIP donain

i nformati on.

Step S420 invol ves the configuration server
transmtting SIP application configuration information
including SIP application information for at |east one

SI P application.

I n sone enbodi nents when the SIP enabl e device
is a SIP client, the configuration server sends SIP
application configuration information for only SIP
applications and SIP features that are available to a
particular SIP client. In such a case, this nmay result in
the configuration server further determ ning what SIP
applications and SIP features are available to a
particular SIP client and sending the appropriate SIP
application configuration information. Determ ning which
SIP applications and SIP features are available to a
particular SIP client may, for exanple, involve the
configuration server accessing SIP client specific
information that defines which SIP applications and SIP
features are available to a given SIP client.
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Step $430 invol ves the SIP enabl ed device
receiving SIP application information fromthe

configuration server.

Step $S440 invol ves the SIP enabl ed device
storing the received SIP application information |ocally
on a nmenory storage of the SIP enabl ed device. In sone
enbodi nents, the SIP enabl ed device uses the stored SIP
application configuration information to configure the
SI P enabl ed device. The SIP enabl ed device is configured
such that the only SIP applications and SIP features that
are available to the SIP enabl ed device are SIP
applications and SIP features for which the SIP enabl ed

device has SIP application configuration information.

In some enbodi ments, the SIP configuration
information is encrypted before being stored in the
configuration server, thus protecting it from external

t anperi ng.

As di scussed above, in some enbodi ments the SIP
enabl ed device transmts a request for SIP application
configuration information for at |east one SIP
application. Wth reference to Figure 4, this would occur
prior to step S410. Also occurring prior to step S410 in
a situation when the SIP enabl ed device transmts a
request for SIP application configuration information, is
a further step in which the configuration server receives
t he request.

Al so occurring in a situation when the SIP
enabl ed device transmts a request for SIP application
configuration information, is a further step in which the
configuration server selects the SIP application

configuration information requested in the received
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request. This step occurs after the configuration server
accesses a nenory storage S410, but before the
configuration server transmts SIP application
configuration information S420.

I n sonme enbodi nents, when a request for SIP
application configuration information is received by the
configuration server, the configuration server
aut henticates the SI P enabl ed device that sent the
request based on security information sent by the SIP
enabl ed device with the request. The security information
may i nclude a user identification and a password or may
enpl oy the use of a shared key or certificate between the

SI P enabl ed device and the configuration server.

Wth reference to Figure 5A, a particular
exanpl e of a configuration server 500 will now be

descri bed.

The configuration server 500 includes a Menory
Storage 510 for storing SIP application configuration
i nformation, Processing Logic 520, a Security Modul e 545,

a Transmtter 530 and a Recei ver 540.

The Recei ver 540 receives requests for SIP
application configuration information fromSIP clients
and/or SIP servers. The Transmtter 530 transmts or
pushes SIP application configuration information to SIP
clients and/or SIP servers.

The Security Modul e 545 includes information
that is used to determine if a SIP enabled device is
aut horized to access the configuration server. For
exanpl e, when the SIP enabl ed device sends a request to
the configuration server to select a SIP application, the
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request may al so includes a user identification and a
password. The Security Mdule 545 determnes if the SIP
enabl ed device is authorized to access the configuration
server based on the received user identification and
password. In sonme enbodi ments, the Security Mdul e 545
can further determ ne which SIP applications and SIP
features that the SIP enabl ed device requesting the
configuration information is authorized to use. As a
result, only configuration information for the authorized
SIP applications and SIP features is provided to the SIP

enabl ed devi ce.

In sonme inplenentations, the Security Module
545 may not be included in the configuration server. For
instance, if the SIP application configuration
information is “pushed” to the SIP enabl ed devi ce,
wi thout a specific request for the SIP application

configuration information.

The nenory storage 510 includes SIP application
configuration information for nultiple SIP applications.
For exanple, a first SIP application has SIP application
configuration informati on 510-1, a second SIP application
has SIP application configuration information 510-2 and
an Nth SIP application has SIP application configuration
i nformation 510-N. For each SIP application that SIP
application configuration information is maintained, the
SIP application configuration information may incl ude
sone or all of: SIP application |location information such
as an Internet Protocol (I1P) address and port nunber of a
SIP server that is hosting the SIP application; security
i nformati on such as a user ID and password to all ow
aut hori zed access to the SIP server that is hosting the
SIP application; a SIP application ID, a list of SIP
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features associated with the SIP application and SIP
feature IDs for each respective SIP feature; SIP realm
information in which a realmis a server group that has a
common aut hentication for the SIP enabl ed device
receiving the SIP application information; and SIP domain

i nf ormati on.

SIP application configuration information for N
SIP applications is illustrated on the configuration
server in Figure 5A. The values Nis for illustrative
purposes and it is to be understood that the SIP
application configuration information may be for one or

nore SI P applications.

In some enbodi ments, the SIP application
configuration informati on stored on the storage nenory
510 is stored in the formof an XM. (Extensible Mrkup
Language) SIP application information block. The XML SIP
application information block may be divided into sub-
bl ocks in which each sub-bl ock includes SIP application
configuration informati on for each of the plurality of

SI P applications.

The processing |logic 520 accesses the nmenory
storage 510 and selects SIP application information for
at | east one of a plurality of SIP applications to send
to the SIP clients and/or SIP servers.

When the configuration server 500 receives a
request for SIP application configuration information,
the processing logic 520 is provided with the request by
the receiver 540 and the processing |logic 520 selects SIP
application configuration information fromthe nenory
storage 510 based on the received request.
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I n some enbodi nents, when a request for SIP
application configuration information is received by the
configuration server 500, at |east one of: the receiver
540; the processing logic 520; or the receiver 540 and
processing logic 520 in conbinati on authenticate the SIP
enabl ed device that sent the request based on security
information sent by the SIP enabl ed device along with the
request.

In some enbodi ments, the configuration server
i ncl udes SI P enabl ed device specific information for
determ ning appropriate SIP application configuration
i nformation that should be used in configuring the SIP
enabl ed device. In sone enbodi nents, the configuration
server includes a nodule for obtaining SIP enabl ed device
specific information from el sewhere over the network for
determ ning appropriate SIP application configuration
i nformation that should be used in configuring the SIP

enabl ed devi ce.

Wth reference to Figure 5B a particul ar
exanple of a SIP enabl ed device 550 operable to
communi cate with a configuration server will now be

descri bed.

The SIP enabl ed device 550 includes a SIP
application manager 560, a nenory storage 570 and SI P
appl i cations 580.

The SIP application manager 560 is operable to
performnmnultiple functions such as transmtting requests
to the configuration server for SIP application
configuration information for at |east one SIP
application, receiving the SIP application configuration
information that is pushed down to it fromthe
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configuration server, and storing the received SIP
application configuration information locally in the
menory storage 570.

The nmenory storage 570 stores the SIP
application configuration information for the at | east
one SIP application that SIP applications on the SIP
enabl ed device may wi sh to access. For exanple, a first
SIP application has SIP application configuration
informati on 570-1, a second SIP application has SIP
application configuration information 570-2 and an Mh
SIP application has SIP application configuration
information 570-M For each SIP application that SIP
application configuration information is maintained, the
SIP application configuration information may include
some or all of the information |isted above with

reference to the configuration server.

SIP application configuration information for M
SIP applications is illustrated on the SIP enabl ed device
in Figure 5B. The values Mis for illustrative purposes
and it is to be understood that the SIP application
configuration informati on may be for one or nore SIP

appl i cations.

I n sone enbodi nents, the SIP enabl ed device 550
is a SIPclient that is renotely configured by the
configuration server based on the SIP application
configuration information fromthe configuration server.
The SIP application configuration information may define
only SIP applications and SIP features that are avail able
to the SIP client. Wen the SIP enabled device is a SIP
client, in some enbodinents, the SIP client includes
functional elenents, such as a SIP client user agent,
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t hat enabl e conmunication with a SIP server and sel ection
of SIP applications and SIP features fromthe SIP server.

I n sone enbodi nents, the SIP enabl ed device 550
is a SIP server that uses the SIP application
configuration information fromthe configuration server
to define SIP applications and SIP features that the SIP
server hosts. Wen the SIP enabled device is a SIP
server, in some enbodi nents, the SIP server includes
el ements, such as a SIP server user agent, that enable

communi cation with a SIP client.

In some enbodi nents, the SIP applications 580
and the SIP Application Manager 560 on the SIP enabl ed
devi ce 550 and the processing logic 570 are inplenented
by conputer readabl e programmabl e code instructions
stored on a conputer readable nediumin the SIP enabl ed
devi ce and configuration server, respectively. As such,
the various blocks in Figures 5A and 5B representing the
el enents in the SIP enabl ed device and configuration
server are conputer algorithnms for inplenmenting the
functionality of the elenments. However, other
i npl enentati ons are possible. The functionality of the
vari ous bl ocks may be inplenented as software, hardware,
firmvare, or as any appropriate conbination of software,
hardware and firmare.
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In sonme inplenentations, the SIP Application
Manager 560 is a software nodule that is physically
| ocated within a SIP enabl ed device user agent file
structure. In sone inplenmentations, the SIP Application
Manager 560 is a software nodule that is separate from
t he user agent.

Figure 6 is an exenplary environnment in which a
W rel ess comuni cati on system 100 in accordance with sonme
enbodi mrents may be practiced. SIP signalling between
illustrated network el ements can be inplenented using the
above-summari zed net hods and systens. The exenplary
wi rel ess comruni cati on system 600 includes a plurality of
host services (three shown, 602, 604, and 606), each of
whi ch may have a plurality of SIP applications, with one
or nore of the SIP applications having at | east one SIP
feature available to their subscribers. 1In this
particul ar exanple, the host services 602, 604, and 606
are typically configured as servers, each containing at
| east one processor, a storage neans and each using a
network interface over which communications with a
conmuni cati on network 608 such as the Internet can be
ef fectuated. The information storage neans nay include
storage for SIP application configuration infornmation.
The at | east one software nodul e may include for exanple
SIP server applications, a SIP Server User Agent, a SIP
Appl i cation Message Routing Mddule and/or a SIP
Appl i cation Manager. The host services 602, 604 and 606
send and receive nessages over communi cations network 608
to and fromwreless router system 610 al |l ow ng
conmuni cati on between the host services 602, 604, and 606
and the wirel ess router system 610.
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The wireless router system 610 is connected to
a plurality of wireless networks (three shown, 614, 616,
and 618), each of which may support a plurality of nobile
devices (one in each wireless network is shown, 620, 622,
and 624). The wirel ess networks 614, 616, and 618 may be
a cellular tel ephone network, such as a global systemfor
nmobi | e communi cati on (GSM network, or a code division
mul ti pl e access (CDVA) network, a two-way pagi ng network,
a short range wirel ess network such as Bl uetooth™, an
| EEE 802.11 conpliant network, and others alike. The
nmobi | e devices 620, 622, and 624 are devices conpatible
with the corresponding wireless network. Mobile devices
620, 622, and 624 nay be considered to be SIP client
devi ces according to enbodi nents of the application

descri bed above.

Mobi | e comruni cati ons devices 620, 622 and 624
are two-way conmuni cation devices with advanced data
comuni cation capabilities having the capability to
communi cate with other nobile devices or conputer
systens, such as host services 602, 604, 606, through a
network of transceiver stations, including wreless
router 610 and communi cation network 608. The nobile
communi cati on devices 620, 622 and 624 may al so have the
capability to allow voi ce communi cati on. Dependi ng on the
functionality provided, it may be referred to as a data
nmessagi ng device, a two-way pager, a cellular tel ephone
w th data nmessaging capabilities, a wireless Internet
appl i ance, or a data conmmuni cation device (with or
wi t hout tel ephony capabilities). The preceding list is
not neant to be exhaustive; the enbodi ments descri bed
herein can be practiced with any type of nobile device,
whet her |isted above or not. In the exanple shown in
Figure 6, nobile comuni cations devices 620, 622 and 624
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each contain a processor, a radio, an infornmation storage
means and at | east one software nodul e adapted to perform
tasks. The information storage neans may i ncl ude storage
for SIP application configuration information. The at

| east one software nodul e may include for exanple SIP
client applications, a SIP Cient User Agent, a SIP
Application Selection Message Generating Mddul e and/or a
SIP Application Manager. In sone enbodi nents, nobile
communi cati ons devices 620, 622 and 624 are capabl e of
sendi ng and receiving nmessages using the radio. Also in
sone enbodi nents, the at | east one software nodul e

i ncl udes an event generator nodul e, adapted to generate
events, and a conmuni cati ons nodul e, adapted to send and
recei ve nessages using the nobile comrunications device’s

radi o.

Mobi | e communi cati ons devices are generally
capabl e of comunicating over nultiple comrunication
channel s. For exanple, short nessage service (SWMV5)
nmessages arrive over the voice conmuni cati on channel,
whereas emai|l nessages arrive over a data comruni cation
channel . As expl ai ned above, the nobile comunications
device 620 includes nodul es, software for exanple, which
are adapted to performvarious tasks when executed in
nmobi | e conmuni cati ons device 620's processor. In one
enbodi nent, the nobile conmuni cati ons device 620 contai ns
bot h a conmuni cati on nodul e and an event generator
nmodul e. The comruni cation nodule is adapted to execute in
nmobi | e conmuni cati ons device 620’ s processor and in
cooperation with the nobile comuni cations device 620" s
radi o i s capabl e of sending and receiving nessages. The
event generator nodule is also adapted to execute in
nmobi | e comuni cati ons device 620’ s processor and is
capabl e of generating events in one of two ways: user
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generated events and devi ce generated events. User
generated events include such things as the user of
nmobi | e conmuni cati ons device 620 openi ng a nessagi ng
application resident in nobile communications device 620,
such as an email application, the user of nobile

comruni cations device 620 rolling a wheel input device,
such as a thunbwheel, the user of nobile communications
devi ce 620 pressing a key on nobil e communi cati ons device
620’ s keyboard, the user of nobile comuni cations device
620 I ogging in to nobile conmunications device 620 or the
user of nobile comunications device 620 electing to

mai ntain an active session by responding to a pronpt
from nmobi | e communi cati ons device 620. Devi ce generated
events include such things as the expiry of a tiner,
nobi | e conmuni cati ons device 620 generating a ping
message to keep a session alive with the network or
nmobi | e conmuni cati ons device 620 commenci ng a data

sessi on, such as a PDP context, with a network.

One of the primary purposes of host services
602, 604 and 606 is to process information received from
ot her sources, such as nmail servers (not shown) and
nmobi | e conmuni cati ons devices 620, 622, 624, and send the
information on to the appropriate recipient, typically a
di fferent host service 602, 604, 606, mail server or
nmobi | e conmuni cati ons device 620, 622 or 624. Host
services 602, 604 and 606 are configured to send and
recei ve email nmessages and as such typically comrunicate
with a mail server. Ml servers could include for
exanple a Mcrosoft® Exchange® server, a Lotus® Dom no®
server, a Novell ® G oupW se® server, an | MAP Server, a
POP Server or a webmail server or any other mail server
as woul d be understood by those in the art. The host
services 602, 604 and 606 al so contain a software nodul e,
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whi ch executes in their processor to achieve the desired
sendi ng and receiving of nessages as well as the
appropriate processing of information. In sone

enbodi nents the software nodul e of each host service 602,
604, 606 is a nmessagi ng nodul e, the nmessaging nodule is
adapted to receive nessages fromat | east one external
mai | server, send nessages to nobile comuni cations

devi ces 620, 622, 624, receive nessages fromthe sane
nmobi | e conmuni cati ons devices and send nessages to the at
| east one external mail server(s). The at |east one
external mail server(s) could also be at | east one nobile
data server(s) for exanple. The wireless router system
610 may al so be directly connected to a host service,
such as a local service 612, wi thout the comrunication
network 608. In another enbodinent, it is possible for
host services 602, 604 and 606 to comrunicate directly

wi th nobil e comruni cati ons devices 620, 622 and 624. In

t hi s enbodi ment, host services 602, 604 and 606 nust be
capabl e of addressing comuni cations to nobile
conmuni cati ons devices 620, 622 and 624 w thout the aid

of the wireless router system 610.

The host services 602, 604 and 606 nay be used
for providing SIP applications and SIP features according
to nmet hods descri bed above. The host services may al so be
used for configuring nobile communi cati on devices 620,
622 and 624 or other host services by providing SIP
application and SIP feature information according to
met hods descri bed above.

Referring now to Figure 7, shown is a bl ock
di agram of a nobile comuni cation device 700 that may
i npl emrent nobil e device rel ated net hods descri bed herein.
It is to be understood that the nobile device 700 is
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shown with very specific details for exanpl e purposes
only.

A processing device (a mcroprocessor 728) is
shown schematically as coupl ed between a keyboard 714 and
a display 726. The m croprocessor 728 controls operation
of the display 726, as well as overall operation of the
nmobi | e device 700, in response to actuation of keys on
t he keyboard 714 by a user.

The nobil e device 700 has a housing that may be
el ongated vertically, or nay take on other sizes and
shapes (including clanshell housing structures). The
keyboard 714 may include a node sel ection key, or other
hardware or software for sw tching between text entry and

t el ephony entry.

In addition to the m croprocessor 728, other
parts of the nobile device 700 are shown schematically.
These include: a conmunications subsystem 770; a short-
range comuni cati ons subsystem 702; the keyboard 714 and
the display 726, along with other input/output devices
including a set of LEDS 704, a set of auxiliary 1/0
devices 706, a serial port 708, a speaker 711 and a
m crophone 712; as well as nenory devices including a
flash nmenory 716 and a Random Access Menory (RAM 718;
and various ot her device subsystens 720. The nobile
device 700 may have a battery 721 to power the active
el ements of the nobile device 700. The nobile device 700
is in some enbodi nents a two-way radi o frequency (RF)
communi cati on devi ce having voi ce and data comruni cati on
capabilities. 1In addition, the nobile device 700 in sone
enbodi ments has the capability to communicate with ot her
conputer systens via the Internet.
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Operati ng system software executed by the
m croprocessor 728 is in sone enbodinents stored in a
persistent store, such as the flash nenory 716, but may
be stored in other types of nenory devices, such as a
read only nenory (ROM or simlar storage elenent. In
addition, systemsoftware, specific device applications,
or parts thereof, may be tenporarily | oaded into a
vol atile store, such as the RAM 718. Conmuni cati on
signals received by the nobile device 700 may al so be
stored to the RAM 718.

The m croprocessor 728, in additionto its
operating systemfunctions, enables execution of software
applications on the nobile device 700. A predeterm ned
set of software applications that control basic device
operations, such as a voice comruni cati ons nodul e 730A
and a data comuni cati ons nodul e 730B, may be installed
on the nobile device 700 during manufacture. In
addi tion, a personal information manager (PIM
application nodule 730C may al so be installed on the
nmobi | e device 700 during manufacture. The PIM
application is in some enbodi nents capabl e of organi zi ng
and managi ng data itens, such as e-mail, cal endar events,
voice mails, appointnments, and task itens. The PIM
application is also in sone enbodi nents capabl e of
sending and receiving data itens via a wirel ess network
710. In sone enbodi nents, the data itens managed by the
PI M application are seamnl essly integrated, synchronized
and updated via the wireless network 710 with the device
user's corresponding data itens stored or associated with
a host conputer system As well, additional software
nmodul es, illustrated as other software nodul e 730N, may
be installed during manufacture.
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A SIP dient User Agent and a SIP Application
Manager as descri bed above nay be included in a software
nodul e stored in nmenory. Information identifying the
nobi | e device can be stored in the Flash Menory 716 or
RAM 718. The information identifying the nobile device is
transmtted to the configuration server, as described for
exanple with regard to Figure 2, via the wireless network
710 using transmtter 752 and antenna 756. Configuration
information received froma configuration server for
configuring the nobile device as described above is
received via the wireless network 710 over the air by
antenna 754 and receiver 750. The configuration
informati on may be stored, for exanple, in the Flash
Menory 716 or RAM 718.

Comuni cation functions, including data and
voi ce communi cations, are performed through the
comuni cati on subsystem 770, and possibly through the
short-range conmuni cati ons subsystem 702. The
comuni cati on subsystem 770 includes a receiver 750, a
transmitter 752 and one or nore antennas, illustrated as
a receive antenna 754 and a transmt antenna 756. In
addi tion, the communi cati on subsystem 770 al so includes a
processi ng nodul e, such as a digital signal processor
(DSP) 758, and |l ocal oscillators (LGOs) 760. The specific
desi gn and inplenentation of the comruni cati on subsystem
770 i s dependent upon the conmunication network in which
the nobile device 700 is intended to operate. For
exanpl e, the communi cati on subsystem 770 of the nobile
device 700 may be designed to operate with the Mbitex™,
Dat aTAC™ or General Packet Radi o Service (GPRS) nobile
data communi cati on networks and al so designed to operate
with any of a variety of voice conmunication networKks,
such as Advanced Mbbil e Phone Service (AWPS), Tine
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Division Multiple Access (TDMA), Code Division Miltiple
Access CDMA, Personal Conmuni cations Service (PCS)

A obal System for Mobil e Conmuni cations (GSM, etc. O her
types of data and voi ce networks, both separate and
integrated, may also be utilized with the nobile device
700.

Net wor kK access nmay vary dependi ng upon the type
of conmmuni cati on system For exanple, in the Mbitex™
and Dat aTAC™ networ ks, nobile devices are registered on
t he network using a unique Personal Identification Nunber
(PIN) associated with each device. In GPRS networks,
however, network access is typically associated with a
subscri ber or user of a device. A GPRS device therefore
typically has a subscriber identity nodule, comonly
referred to as a Subscriber Identity Mdule (SIM card,

in order to operate on a GPRS net wor K.

When network registration or activation
procedures have been conpl eted, the nobile device 700 may
send and recei ve comruni cation signals over the
comuni cation network 710. Signals received fromthe
comuni cation network 710 by the receive antenna 754 are
routed to the receiver 750, which provides for signal
anplification, frequency down conversion, filtering,
channel selection, etc., and may al so provide analog to
digital conversion. Analog-to-digital conversion of the
received signal allows the DSP 758 to perform nore
conpl ex communi cati on functions, such as denodul ati on and
decoding. In a simlar manner, signals to be transmtted
to the network 710 are processed (e.g., nodul ated and
encoded) by the DSP 758 and are then provided to the
transmtter 752 for digital to anal og conversion,
frequency up conversion, filtering, anplification and
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transm ssion to the comruni cati on network 710 (or
networks) via the transmt antenna 756.

In addition to processing comruni cation
signals, the DSP 758 provides for control of the receiver
750 and the transmtter 752. For exanple, gains applied
to communi cation signals in the receiver 750 and the
transmtter 752 may be adaptively controlled through
automatic gain control algorithms inplenmented in the DSP
758.

In a data conmmuni cati on node, a received
signal, such as a text nessage or web page downl oad, is
processed by the comunicati on subsystem 770 and i s input
to the mcroprocessor 728. The received signal is then
further processed by the m croprocessor 728 for an out put
to the display 726, or alternatively to sonme other
auxiliary I/0O devices 706. A device user may al so
conpose data itens, such as e-mail nessages, using the
keyboard 714 and/or sone other auxiliary 1/O device 706,
such as a touchpad, a rocker switch, a thunb-wheel, or
sonme other type of input device. The conposed data itens
may then be transmitted over the comuni cation network
710 via the comrunication subsystem 770.

In a voi ce conmuni cati on node, overal
operation of the device is substantially simlar to the
data communi cati on node, except that received signals are
output to a speaker 711, and signals for transm ssion are
generated by a m crophone 712. Alternative voice or audio
|/ O subsystens, such as a voice nessage recording
subsystem nmay al so be inplenented on the nobil e device
700. In addition, the display 716 may al so be utilized
in voice comruni cati on node, for exanple, to display the
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identity of a calling party, the duration of a voice
call, or other voice call related information.

The short-range communi cati ons subsystem 702
enabl es conmmuni cati on between the nobile device 700 and
ot her proximate systens or devices, which need not
necessarily be simlar devices. For exanple, the short-
range commruni cati ons subsystem may include an infrared
devi ce and associated circuits and conponents, or a
Bl uet oot h™ conmuni cati on nodul e to provide for

comuni cation with simlarly-enabl ed systens and devi ces.

Nurmer ous nodifications and variations of the
present application are possible in light of the above
teachings. It is therefore to be understood that within
t he scope of the appended clains, the subject matter of
the present application may be practised otherw se than

as specifically described herein.



Claims:
1. A method comprising:

asession initiation protocol (SIP) application on a SIP client that supports
multiple SIP applications requesting selection of a SIP application and a SIP feature from
a SIP server comprising at least one SIP application, the at least one SIP application
comprising a least one SIP feature,

determining if the requested SIP application and SIP feature are authorized
to operate on the SIP client;

if the requested SIP application and SIP feature are authorized to operate
on the SIP client, generating a message comprising a destination address of the SIP
server, asource address of the SIP client, a SIP application identifier (ID) for the
requested SIP application and a SIP feature identifier (ID) for the requested SIP feature;

the SIP client transmitting the message.

2. The method of claim 1 wherein generating the message comprises generating one of:
an INVITE message to start a SIP session between the SIP application of

the SIP client and the SIP application identified by the SIP application ID; and
aNOTIFY message to close out a SIP session between the SIP application

of the SIP client and the SIP application identified by the SIP application ID.

3. The method of claim 1, wherein generating a message comprises including the SIP
application ID and the SIP feature ID in the message as part of an extension of the

destination address.



4. The method of claim 3, wherein the destination address is one of :
a SIP uniform resource identifier (URI); an email address; a telephone
number; a person’s name; and any type of identifier that can be translated to an endpoint

address.

5. The method of claim 1, wherein the SIP client is awireless mobile station.

6. The method of claim 1, wherein generating a message further comprises:

including in the message, an indication to securely identify the SIP client
and to allow the SIP client authorized access to the SIP applications that reside on the SIP
server, wherein the indication comprises one of:

auser identification and a password; and

ashared key or certificate.
7. The method of claim 1, wherein generating a message is based on SIP application

configuration information stored on the SIP client.

8. The method of claim 1 further comprising:

the SIP server receiving the message;

the SIP server forwarding the message to the SIP application identified by
the SIP application I1D;

the SIP application identified by the SIP application ID receiving the

message and forwarding the message to the SIP feature identified by the SIP feature ID.



9. A non-transitory computer readable storage medium storing program instructions
executable by a processor of acomputing device for causing said computing device to

perform the steps of the method of claim 1.

10. A method for routing arequest for a session initiation protocol (SIP) application and a
SIP feature associated with the SIP application, the method comprising:

a SIP server receiving a message comprising a destination address of the
SIP server, asource address of a SIP client which sent the message, a SIP application
identifier (ID) associated with the requested SIP application and a SIP feature identifier
(ID) associated with the requested SIP feature;

the SIP server forwarding the message to the SIP application identified by
the SIP application I1D;

the SIP application identified by the SIP application ID receiving the

message and forwarding the message to the SIP feature identified by the SIP feature ID.

11. A non-transitory computer readabl e storage medium storing program instructions
executable by a processor of a computing device for causing said computing device to

perform the steps of the method of claim 10.

12. A method for providing a session initiation protocol (SIP) enabled device with SIP

application configuration information, the method comprising:
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the SIP enabled device receiving SIP application configuration
information from a configuration server transmitting SIP application configuration
information for at least one SIP application, the SIP application configuration information
for each SIP application comprising a SIP application identifier (ID) and alist of SIP
features associated with the SIP application, each SIP feature of the list of SIP features
having a SIP feature identifier (ID);

the SIP enabled device storing the SIP application configuration

information locally.

13. The method of claim 12 further comprising the SIP enabled device transmitting a

request for SIP application configuration information.

14. The method of claim 12, wherein the SIP enabled device is a SIP client, the method
further comprising:

using SIP application configuration information stored locally on the SIP
client to provision the SIP client to allow access to only SIP applications and SIP features

that are defined in the SIP application configuration information.

15. The method of claim 12, wherein the SIP enabled deviceis a SIP client, the SIP
enabled device receiving SIP application configuration information further comprising:
the SIP client receiving at |least one of:
SIP application location information for a SIP server hosting the SIP

application; and
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security information to access the SIP server hosting the SIP application.

16. The method of claim 15, wherein receiving security information to access the SIP
server hosting the SIP application comprises receiving an indication to securely identify
the SIP client and to allow authorization by the configuration server to the SIP
application configuration information that resides on the configuration server, wherein
the indication comprises one of:

auser identification and a password; and

ashared key or certificate.

17. The method of claim 15, further comprising:
the SIP client accessing locally stored SIP application configuration
information for use in selecting, on a SIP server, a SIP application from a plurality of SIP

applications and a SIP feature associated with the SIP application.

18. The method of claim 12, wherein the SIP enabled deviceis a SIP server and receiving
SIP application configuration information from a configuration server transmitting SIP
application configuration information for at least one SIP application comprises receiving

SIP application configuration information for SIP applications hosted by the SIP server.

19. The method of claim 12, wherein transmitting a request further comprises

transmitting an indication to securely identify the SIP enabled device and to alow
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authorized access to applications and features on a different SIP enabled device, wherein
the indication comprises one of:
auser identification and a password; and

ashared key or certificate.

20. A non-transitory computer readable storage medium storing program instructions
executable by a processor of a computing device for causing said computing device to

perform the steps of the method of claim 12.

21. A method for configuring a session initiation protocol (SIP) enabled device
comprising:

aconfiguration server transmitting SIP application configuration
information for at least one SIP application, the SIP application configuration information
for each SIP application comprising a SIP application identifier (ID) and alist of SIP
features associated with the SIP application, each SIP feature of the plurality of SIP

features having a SIP feature identifier (ID).

22. The method of claim 21 further comprising:

the configuration server accessing a memory storage comprising SIP
application configuration information for a plurality of SIP applications;

the configuration server selecting SIP application configuration

information specific to the SIP enabled device.
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23. The method of claim 22 further comprising:
the configuration server receiving arequest for SIP application

configuration information.

24. The method of claim 23 further comprising authenticating the request based on an
indication to securely identify the SIP enabled device and alow authorization by the
configuration server to the SIP application configuration information that resides on the
configuration server, wherein the indication comprises one of:

auser identification and a password; and

ashared key or certificate.

25. The method of claim 21, wherein transmitting SIP application configuration
information for at least one SIP application further comprises:

transmitting for the at least one SIP application at least one of:

SIP application location information for a SIP server hosting the SIP
application; and

security information to access the SIP server hosting the application.

26. The method of claim 21 further comprising storing the SIP application configuration

information on the configuration server in an encrypted format.
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27. A non-transitory computer readabl e storage medium storing program instructions
executable by a processor of acomputing device for causing said computing device to

perform the steps of the method of claim 21.



