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TRUSTED DATA TRANSMISSION METHODS,
APPARATUSES, AND DEVICES

TECHNICAL FIELD

[0001] The present application relates to the field of computer technologies, and

in particular, to trusted data transmission methods, apparatuses, and devices.

BACKGROUND

[0002] A blockchain is a novel decentralized protocol, which can securely store
digital currency transactions or other data. The information cannot be forged or
tampered with. Transaction confirmation on the blockchain is completed by all nodes
on the blockchain.

[0003] A distributed network is an infrastructure of the blockchain. The data
generated on each node is broadcasted to other nodes by the distributed network, and
other nodes verify the authenticity of the data through proof-of-work. Security and
privacy are very important basic features in data transmission. Especially in the
financial field, personal and enterprise asset data is private data, its security needs
special attention, and random transmission of the data will cause a great potential
hazard to the security of user data. However, the blockchain will not be utilized if the
data with very high privacy is transmitted through a private network, but a risk of
leakage can be caused if the data is transmitted through the blockchain.

[0004] Therefore, it is urgent to provide a trusted data transmission method to

realize off-chain trusted data transmission.

SUMMARY

[0005] Embodiments of the present specification provide trusted data transmission
methods, apparatuses, and devices to solve the problem that data transmission is not
secure and untrusted in existing data transmission methods.

[0006] To solve the previously described technical problems, the embodiments of
present specification are implemented as follows:

[0007] A trusted data transmission method provided by some embodiments of the
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present specification includes: a data use request of a data requestor is obtained;
authorization information of a data owner is obtained; a data authorization use claim
is generated based on the authorization information, where the data authorization use
claim is used for indicating that the data owner authorizes the data requestor to use the
data; initial data is obtained based on the data authorization use claim; the initial data
is verified to obtain target data that passes the verification, where the target data
includes a data validity claim, and the data validity claim is used for indicating the
validity of the target data; and the target data is sent to the data requestor.

[0008] A trusted data transmission apparatus provided by some embodiments of
the present specification includes: a data use request acquisition module, configured
to obtain a data use request of a data requestor; an authorization information
acquisition module, configured to obtain authorization information of a data owner; a
data authorization use claim generation module, configured to generate a data
authorization use claim based on the authorization information, where the data
authorization use claim is used for indicating that the data owner authorizes the data
requestor to use the data; an initial data acquisition module, configured to obtain
initial data based on the data authorization use claim; a target data acquisition module,
configured to verify the initial data to obtain target data that passes the verification,
where the target data includes a data validity claim, and the data validity claim is used
for indicating the validity of the target data; and a target data transmission module,
configured to send the target data to the data requestor.

[0009] A trusted data transmission device provided by some embodiments of the
present specification includes: at least one processor; and a memory communicatively
connected to the at least one processor, where the memory stores instructions that can
be executed by the at least one processor, and the instructions are executed by the at
least one processor, such that the at least one processor can: obtain a data use request
of a data requestor; obtain authorization information of a data owner; generate a data
authorization use claim based on the authorization information, where the data
authorization use claim is used for indicating that the data owner authorizes the data
requestor to use the data; obtain initial data based on the data authorization use claim;
verify initial data to obtain target data that passes the verification, where the target
data includes a data validity claim, and the data validity claim is used for indicating
the validity of the target data; and send the target data to the data requestor.

[0010] A computer readable storage medium provided by some embodiments of
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the present specification stores computer readable instructions. The computer readable
instructions can be executed by a processor to implement a trusted data transmission
method.

[0011] Some embodiments of the present specification can achieve the following
beneficial effects: the data use request of the data requestor is obtained; the
authorization information of the data owner is obtained; the data authorization use
claim is generated based on the authorization information, and the initial data is
obtained based on the data authorization use claim; the initial data is verified to obtain
the target data that passes the verification, where the target data includes the data
validity claim, and the data validity claim is used for indicating the validity of the
target data; and the initial data is sent to the data requestor. In the previously described
method, the data of the data owner can only be obtained after the data authorization
use claim is obtained, i.e., any data requestor must obtain the consent of the data
owner of the data when requesting to use the data. The target data transmitted to the
data requestor includes the data validity claim, which can ensure the validity of data
transmission, so as to ensure the security and the trustworthiness of the data

transmission.

BRIEF DESCRIPTION OF DRAWINGS

[0012] To describe technical solutions in the embodiments of the present
application or in the existing technology more clearly, the following briefly describes
the accompanying drawings needed for describing the embodiments or the existing
technology. Clearly, the accompanying drawings in the following description merely
show some embodiments of the present application, and a person of ordinary skill in
the art can still derive other drawings from these accompanying drawings without
creative efforts.

[0013] FIG. 1 is a flowchart illustrating a trusted data transmission method,
according to some embodiments of the present specification;

[0014] FIG. 2 is flowchart 1 illustrating a trusted data transmission method when
a trusted application (TAPP) is specified, according to some embodiments of the
present specification;

[0015] FIG. 3 is flowchart 2 illustrating a trusted data transmission method when

a TAPP is specified, according to some embodiments of the present specification;
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[0016] FIG. 4 is a flowchart illustrating a data transmission method when a TAPP
is not specified, according to some embodiments of the present specification;

[0017] FIG. 5 is a schematic diagram illustrating a trusted data transmission
apparatus, according to some embodiments of the present specification; and

[0018] FIG. 6 is a schematic diagram illustrating a trusted data transmission

device, according to some embodiments of the present specification.

DESCRIPTION OF EMBODIMENTS

[0019] In order to make the objectives, technical solutions, and advantages of one
or more embodiments of the present specification clearer, the technical solutions of
one or more embodiments of the present specification will be clearly and
comprehensively described below in combination with specific embodiments of the
present specification and corresponding accompanying drawings. Clearly, the
described embodiments are merely some rather than all of the embodiments of the
present specification. On the basis of the embodiments of the present specification, all
other embodiments obtained by those of ordinary skill in the art without creative
efforts fall within the scope of protection of one or more embodiments of the present
specification.

[0020] Blockchain is a technical solution for collectively maintaining a trusted
database by using decentralization and trustless methods, which has the characteristics
of decentralization, distributed storage, encryption, and traceability. There is no
centralized hardware or management institution due to the use of distributed
accounting and storage. Any node has equal rights and duties. Data blocks in a system
are jointly maintained by the nodes with a maintenance function in the whole system.
Digital currency transactions or other data can be securely stored, the information
cannot be forged or tampered with, and transaction confirmation on the blockchain is
completed by all nodes on the blockchain.

[0021] The blockchain can effectively manage data asset data, such as copyright
data, contract data, and game props, due to its mechanisms of consensus algorithm,
encryption algorithm, etc.

[0022] In the financial field, asset data can be digital property belonging to
ordinary individuals or enterprises, which is data resources that can bring future

economic benefits to enterprises and organizations. It is particularly important for
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individuals or enterprises to protect the asset data. In the running background of big
data, the asset data can satisfy the needs of scientific research and teaching, and can
also satisfy the needs of enterprises or individuals to perform corresponding service
processing by using data. Therefore, the asset data can be obtained through
cooperation, transactions, etc. between enterprises, between enterprises and
institutions, and between enterprises/institutions and individuals.

[0023] However, the data needs to be transmitted by using secure and trusted
methods when transmitted due to the privacy of the data. In existing implementation,
the data with very high privacy is usually transmitted by using private networks when
it needs to be transmitted. However, the use of private network transmission will
cause the blockchain meaningless. However, the data generated on each node will be
broadcasted to other nodes through the distributed network in the distributed network
of the blockchain if a blockchain network is used for transmission, as such there will
be a risk of data leakage in a transmission process. The security and the
trustworthiness of data transmission cannot be met.

[0024] The technical solutions provided by various embodiments of the present
specification are described in detail below with reference to the accompanying
drawings.

[0025] In order to solve the defects in the existing technology, the present solution
provides the following embodiments:

[0026] FIG. 1 is a flowchart illustrating a trusted data transmission method,
according to some embodiments of the present specification. In view of programs, an
execution body of a process can be a program or an application client device loaded
on an application server. In the present embodiment, data need to be shared and flow
among multiple parties. Access to data needs to be managed and controlled by the
process and permission. Different participants have different permissions. Permission
management and control need flexible mechanisms, and need to be tracked and
audited. Therefore, there is a need for a subject that can uniformly manage the flow of
the data transmission.

[0027] The execution body in the present embodiment can be an application
service cluster deployed off the blockchain. The server cluster can include one or
more application services. These application services can have data interaction with
the blockchain network. A decentralized identifier service (DIS), an application server

responsible for computing, an authorization service contract, etc. can be deployed in
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the application server cluster.

[0028] In some embodiments, the subject responsible for the transmission and
management of trusted data can also be a private data network. The private data
network is the server cluster, which can realize the transmission and management of
the trusted data. In practice, the execution body can also be called a relay entity or a
proxy service provider. For convenience, the execution body is uniformly described
by using the proxy service provider in later embodiments. It is worthwhile to note that
the proxy service provider belongs to an authorization service provider of the
blockchain, and belongs to a trusted service. The trusted service can perform data
interaction with the blockchain network.

[0029] Some basic information needs to be predetermined when the proxy service
provider is enabled, which can mainly include: a data type and a data processing type
that are supported by a platform of the proxy service provider, contract information of
a trusted application (TAPP), etc. The information can also be made available to the
participants.

[0030] As shown in FIG. 1, the process can include the following steps:

[0031] Step 102: a data use request of a data requestor is obtained.

[0032] The data requestor can also be called a data user, which can represent a
user requesting to use the data, and the user here can be an individual and can also be
an organization, such as an enterprise or an institution.

[0033] The data use request can be only one request instruction, and can also be a
piece of request data including other information. The data use request can include a
requested data identifier, a data type, etc. In some application scenarios, the data use
request can also include a purpose of the requested data, a data identifier of the data
requestor, a permission claim, a data type corresponding to the requested data, etc.
This is not limited specifically in the present embodiment. The data type can represent
data provided by different institutions, and can also represent different types of data
provided by the same institution. For example: a personal wage record obtained from
a bank, personal real estate information obtained from a real estate center, and a
personal credit report obtained from a credit information service institution, where the
wage record, the credit report, and the real estate information are three different types
of data. Different data types can correspond to different data collection methods or
data processing methods.

[0034] The data use request can be sent to an intermediate management institution

6



10

15

20

25

30

(can also be called a proxy service provider) when the data requestor wants to use a
data of the data owner. The proxy service provider can send the data use request to the
data owner. It is worthwhile to note that there can be one or more data owners.

[0035] In addition, the data transmitted in the present embodiment can be trusted
data. The trusted data can be the data stored on a trusted device. The data can be
personal medical record data, photos and videos, novel documents, etc. The data can
also be data used for assisting in service handling, for example: personal credit
records, bank record data, etc. The trusted data can also be the data of specific annual
operation conditions, asset income, company statements, etc. of a certain company.
The trusted device can include blockchain networks of authority institutions, such as
various banks and real estate bureaus. The trusted device can also include the
hardware, such as trusted USB flash disks, trusted memories, and trusted end-user
devices.

[0036] The data requested by the data requestor can be original data of the data
owner, and can also be the data obtained after the original data is processed, which is
not described specifically in the embodiments of the present specification.

[0037] Step 104: authorization information of a data owner is obtained.

[0038] The data owner can also be called a data host, a data owner, etc. The data
owner can represent a user having the data requested by the data requestor.

[0039] The authorization information can be an instruction that consents or
authorizes the data requestor to use data only, and can also include a digital signature,
authorization claim, or other information. In the present solution, the authorization
information of the data owner can include the information of the digital signature of
the data owner, a data use range specified by the data owner, or etc.

[0040] It is worthwhile to note that an event monitoring server can be deployed in
an application system of the proxy service provider. The event monitoring server can
inform the system that there is an event to be authorized when it is monitored that
there is a flow event in the system, and the proxy service provider forwards the data
use request to the data owner.

[0041] Step 106: a data authorization use claim is generated based on the
authorization information, where the data authorization use claim is used for
indicating that the data owner authorizes the data requestor to use the data.

[0042] An authorization service contract can also be deployed in the system of the

proxy service provider. The authorization service contract can at least include an
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approval process that should be executed when the data is used, for example: the data
needs to be approved by which objects, and signing needs to be performed after
approval. The authorization service contract can be a predetermined program set by
the proxy service provider. Any authorized data use request can trigger a
corresponding authorization service contract.

[0043] The authorization service contract can be either a program set in the proxy
service provider system or a program set in a blockchain network. A permission
approval process can be set by the data owner, then sent to a blockchain for consensus,
and stored in blocks of various nodes. Any node, as the data requestor, can trigger the
authorization service contract.

[0044] The proxy service provider can generate a data authorization use claim
after receiving the authorization information of the data owner, where, the data
authorization use claim can also be a verifiable claim (VC) in the blockchain, which
can be called a data authorization use verifiable claim (data authorization use VC).
The data authorization use claim can indicate that the data owner agrees to the data
requestor to use the data. The data authorization use claim can also include an
approval record of authorization data, for example, a signature of an approver, and can
also include a data acquisition address of the initial data, etc. The VC can include
digital signatures of various approvers. Any user can verify the VC based on public
keys of permission approvers.

[0045] Step 108: Initial data is obtained based on the data authorization use claim.

[0046] The proxy service provider can obtain data at a data source based on the
data authorization use VC after obtaining the data authorization use VC. In this case,
the data authorization use VC is equivalent to a certificate to obtain data, where, the
data source can be a data acquisition port corresponding to the data acquisition
address included in the data authorization use VC.

[0047] Step 110: The initial data is verified to obtain target data that passes the
verification, where the target data includes a data validity claim, and the data validity
claim is used for indicating the validity of the target data.

[0048] In practice, the proxy service provider needs to verify the accuracy and the
validity of the initial data after obtaining the initial data. In this case, whether the
obtained initial data is the data requested by the data requestor, and whether the
obtained data is the data authorized by the data owner and is the initial data can be

verified.
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[0049] The steps of the previously described method can further include:

[0050] the initial data obtained by the data requestor is obtained by using the data
collection method corresponding to the data type;

[0051] the validity of the initial data is verified;

[0052] a data validity claim is issued if the initial data is valid; and

[0053] the target data including the data validity claim is sent to the data
requestor,

[0054] where, the step that the wvalidity of the initial data is verified can
specifically include:

[0055] Compare whether the initial data is consistent with the data type of needed
data included in the data use request, to obtain a comparison result; and

[0056] Verify whether the initial data has the digital signature of the data owner
when the comparison result indicates that the data type of the initial data is consistent
with the data type of the needed data included in the data use request.

[0057] The initial data is proved to be valid when the initial data has the digital
signature of the data owner, and a data validity claim is generated.

[0058] The data validity claim at least can include: a storage address of the initial
data, a data type of the initial data, a validity period of the initial data, and a data
collection method of the initial data, where, the validity period of the initial data can
indicate the validity period of the initial data. Specifically, the validity period of the
data can be indicated by a data permission approver, can also be indicated by the
proxy service provider, and can also be indicated by the data owner.

[0059] The length of the validity period can be determined based on the purpose
of the used data indicated by the data requestor, and can also be determined based on
the data type of the data requested by the data requestor.

[0060] The proxy service provider will write the data type, the storage address,
and the validity period of the initial data, the data collection method of the initial data,
etc. into the data validity claim after verifying that the initial data is valid.

[0061] The data type of the data can correspond to the data collection method. In
specific setting, one data type can correspond to one data collection method, one data
type can also correspond to multiple data collection methods, and multiple data types
can correspond to one data collection method, which is not limited specifically in the
embodiments of the present specification.

[0062] The data collection method can indicate the type of an application used for
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collecting the data, and can also indicate a specific algorithm used for collecting the
data. In the present embodiment, the data collection method can be understood as
different TAPPs. The TAPPs can run based on a trusted execution environment (TEE).
[0063] Each blockchain node can create and call a smart contract through a virtual
machine. It is a challenge for privacy protection to store the transactions containing
smart contracts and execution results of the transactions in ledgers of the blockchain,
or to store all the ledgers in each full node of the blockchain. Privacy protection can
be realized through a variety of technologies, for example, a cryptography technology
(such as Homomorphic encryption, or Zero-knowledge proof), and for another
example, a hardware privacy technology, and a network isolation technology. The
hardware privacy technology typically includes the TEE.

[0064] The Intel software guard extensions (SGX) technology is taken as an
example. The blockchain node can create an enclave based on the SGX technology to
serve as the TEE for executing a blockchain transaction. The blockchain node can
allocate a portion of enclave page cache (EPC) in a memory for the enclave to reside
by using a new processor instruction in a CPU. A memory area corresponding to the
EPC is encrypted by a memory encryption engine (MEE) in the CPU. The contents
(codes and data in the enclave) in the memory area can only be decrypted in the CPU
kernel, and the key used for encryption and decryption is only generated and stored in
the CPU when the EPC is enabled. It can be understood that the security boundary of
the enclave only includes itself and the CPU. Neither privileged nor non-privileged
software can access the enclave, even an operating system administrator and a virtual
machine monitor (VMM, or called hypervisor) cannot affect the codes and data in the
enclave, so the enclave has high security. On the premise of guaranteeing the security
previously described, the CPU can process a blockchain transaction in a plaintext
form in the enclave, which has high operation efficiency, thereby guaranteeing both
data security and operation efficiency. The data in and out of the TEE can be
encrypted, so as to guarantee the privacy of the data.

[0065] The TEE can be created in a node on the blockchain, and can also be
created in a device off the blockchain. The specified TAPP collects the initial data
through an interface predefined in the codes in the TEE.

[0066] Step 112: the target data is sent to the data requestor.

[0067] The target data includes the initial data and the data validity claim. The

target data is sent to the data requestor. The data requestor can determine that the
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initial data is the valid data based on the data validity claim.

[0068] In the method shown in FIG. 1, the data use request of the data requestor is
obtained; the authorization information of the data owner is obtained; the data
authorization use claim based on the authorization information is generated, and the
initial data is obtained based on the data authorization use claim; the initial data is
verified to obtain the target data that passes the verification; the target data includes
the data validity claim used for indicating the validity of the target data; and the initial
data is sent to the data requestor. In the previously described method, the data of the
data owner can only be obtained after obtaining the data authorization use claim, i.e.,
any data requestor must obtain the consent of the data owner of the data when
requesting to use the data. The target data transmitted to the data requestor includes
the data validity claim, which can ensure the validity of the data transmission, so as to
ensure the security and the trustworthiness of the data transmission.

[0069] The embodiments of the present specification further provide some
specific implementations of the present method based on the method shown in FIG. 1,
which are described below.

[0070] Optionally, the data use request can include a data type of the needed data,
i.e. the data requestor can indicate the data type corresponding to the needed data
when requesting to use the data.

[0071] The step that the initial data is obtained based on the data authorization use
claim specifically can include the following:

[0072] the initial data is obtained by using a data collection method corresponding
to the data type based on the data authorization use claim, where the data collection
method includes a trusted application (TAPP) used for collecting data, and the TAPP
runs in a trusted execution environment (TEE).

[0073] In the discussion with respect to the method shown in FIG. 1, the data type
of the data corresponds to the collection method of the data, for example, real estate
data can be collected by using a TAPP1, and the credit report can be collected by
using a TAPP2. Here, “1” and “2” are only used for distinguishing different TAAPs,
and do not have practical quantitative meaning.

[0074] Optionally, before the step that the initial data is obtained based on the data
authorization use claim, the method can further include the following:

[0075] a TAPP specified by the data requestor is obtained, where the TAPP can

run in a TEE; and the trusted execution environment can be the TEE. The TEE is the
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trusted execution environment that is a security extension based on CPU hardware,
and is completely isolated from the outside world. At present, the industry pays close
attention to solutions of the TEE. Almost all mainstream chips and software alliances
have their own TEE solutions, for example, a trusted platform module (TPM) in the
aspect of software, and software guard extensions (SGX), Advanced RISC Machine
(ARM) trustzone, and Advanced Micro Device (AMD) platform security processor
(PSP). The TEE can play a role of a hardware black box. The codes and data executed
in the TEE cannot be peeped even by an operating system layer, and can only be
operated through the interface predefined in the codes. In terms of efficiency, plaintext
data is operated in the TEE instead of complex cryptographic operations in
homomorphic encryption due to black box properties of the TEE. There is no loss of
efficiency in an operation process. Therefore, the privacy needs in an off-chain
scenario of the blockchain can be satisfied to a great extent on the premise of
relatively small performance loss by deploying the off-chain TAPP of the blockchain
in an off-chain TEE.

[0076] In the previously described steps, in order to realize the controllability of
the data, the initial data is transmitted to the data requestor through the TAPP after
original data of the data owner is provided for the data requestor. It can be ensured
that the data is not used in the scenario without authorization of a user.

[0077] In some embodiments, if the data requested by the data requestor are not
the original data of the data owner, in this case, the data can further include the
following:

[0078] the initial data is collected by using the specified TAPP;

[0079] the initial data is processed by using the specified TAPP to obtain a
processing result; and

[0080] the processing result is transmitted to the data requestor.

[0081] In addition, in order to further guarantee the security in a data transmission
process, the original data can also be encrypted in the data transmission process. The
following two methods can be used when the data is encrypted:

[0082] Method 1, a data requestor specifies a TAPP, the original data is encrypted
by using a public key corresponding to the specified TAPP, and the data requestor can
decrypt by using a private key corresponding to the specified TAPP. Method 1 can be
implemented by using the following steps specifically:

[0083] the step that the initial data is obtained can specifically include:

12



10

15

20

25

30

[0084] the initial data is collected by using the specified TAPP, where the initial
data is data encrypted by using a public key corresponding to the specified TAPP.
[0085] Optionally, after the step that the target data is sent to the data requestor,
the method can further include the following:

[0086] the target data is decrypted by using a private key corresponding to the
specified TAPP.

[0087] Method 2, the data requestor does not specify a TAPP.

[0088] The initial data is the data encrypted by using a public key of the data
requestor or a public key of a data owner when the data requestor does not specify the
TAPP.

[0089] When the initial data is the data encrypted by using the public key of the
data requestor or the public key of the data owner, after the target data is sent to the
data requestor, the method can further include the following:

[0090] the initial data in the target data is decrypted by using a private key of the
data requestor when the initial data is the data encrypted by using the public key of
the data requestor;

[0091] the data authorization use VC includes the private key of the data owner
when the initial data is the data encrypted by using the public key of the data owner;
and

[0092] after the step that the target data is sent to the data requestor, the method
can further include the following:

[0093] the initial data in the target data is decrypted by using the private key of
the data owner.

[0094] In practice, the data can be encrypted by using a public key when
encrypted and can be decrypted by using a private key, so as to ensure the security of
information. The data can also be encrypted by using a private key and decrypted by
using a public key in a digital signature way, so as to ensure the attribution of the
digital signature. However, in some special application scenarios, the data owner can
encrypt the data by using its public key, and then send its private key to a
corresponding data owner, such that the data owner can decrypt the data by using the
private key of the data owner. In the present embodiment, the data authorization use
VC can include the private key of the data owner, and then is transmitted to the data
requestor.

[0095] By the previously described two methods, a data requestor can specify a
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TAPP for collecting data when requesting to use data. The proxy service provider can
collect the initial data by using the specified TAPP after obtaining the authorization of
the data owner. The TAPP can only run in the TEE, so a secure data reading
environment can be provided for data collection. In addition, the transmitted initial
data is an encrypted data, so as to ensure that both data acquisition and data
transmission are secure and trusted, and improve the trustworthiness of the obtained
data contents.

[0096] In addition, it is worthwhile to note that the TAPP mentioned in the steps
of the method can be selected and installed by various users (individuals, institutions,
enterprises, etc.). Which TAAPs to install is related to the service needs of each user.
Each user can select the TAPP that needs to be installed based on his own service
needs. Each TAPP can have corresponding description information. The description
information can be the name, type, version number, function information, or summary
information of the TAPP. The purpose and function of the TAPP can be determined
through description information. The description information can be stored in the
blockchain network. In the present solution, the proxy service provider can transmit
the description information of the TAPP into the blockchain network for storing.
[0097] Optionally, before the step that a data use request of a data requestor is
obtained, the method can further include the following:

[0098] a data directory issued by the data owner in the blockchain network is
obtained, where the data in the data directory is the data allowed to be disclosed by
the data owner.

[0099] It is worthwhile to note that, in practice, the data requestor can select the
data to be requested from the data directory when requesting to use the data. Entities
can issue the data held by themselves in the blockchain network. In an issuing process,
various entities can also claim which data they hold is allowed to be disclosed. The
disclosed data can be requested to use by other entities.

[0100] In the previously described method, before a data directory issued by the
data owner in the blockchain network is obtained, the method can further include the
following:

[0101] the blockchain network obtains the data issued by the various entities;
[0102] the data with an identifier in the data is determined, where the identifier is
used for indicating that the data including the identifier is allowed to be disclosed; and

[0103] data description information is added to the data including the identifier,
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and the data including the identifier and the corresponding data description
information are added into the data directory. The data description information can
include the data type, data owner information of the data, the collection method of the
data, etc.

[0104] The data directory can be stored in the blockchain network. The data
directory of each entity can be shown to the data owner and other entities
simultaneously. In the present solution, the proxy service provider can obtain the data
directory from the blockchain network. In this case, the data directory can only
include the description information of the data in order to guarantee the security of the
data. The data requestor can select the needed data only based on the description
information in the data directory when requesting the data.

[0105] Optionally, the step that authorization information of a data owner is
obtained can specifically include:

[0106] an authorization request notification is sent to the data owner based on the
data use request, where the authorization request notification is a uniform resource
locator (URL) address;

[0107] an operation behavior of the data owner in a web page corresponding to
the URL address is obtained; and

[0108] the authorization information of the data owner is obtained when the
operation behavior indicates that the data owner agrees to the data use request of the
data requestor.

[0109] The proxy service provider can directly forward a data use request of the
data requestor to the data owner after receiving the data use request of the data
requestor, and can also generate an authorization request notification based on the
data use request and send the authorization request notification to the data owner
instead of sending the data use request to the data owner. In this case, the
authorization request notification can include: information of the data requestor, data
requested by the data requestor, the data type of the requested data, a specified TAPP,
etc. In practice, the address of the authorization request notification can be sent to the
data owner based on the URL. The data owner clicks an address link to a
corresponding web page. The information of the data requestor, the data requested by
the data requestor, the data type of the requested data, the specified TAPP, etc. can be
displayed in the web page, and then buttons of “Agree” or “Disagree” are set. The

data owner can click “Agree” if the data owner agrees to the data use request of the
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data requestor. The data owner can generate authorization information (for example:
digital signature of the data owner) when the data owner agrees to the data use request
of the data requestor.

[0110] It is worthwhile to note that the data authorization use claim can be
generated after the proxy service provider receives the authorization information of
the data owner. The data authorization use claim can include the authorization
information of the data owner, or not include the authorization information of the data
owner. The proxy service provider generates the data authorization use claim, which
can prove that the data owner has agreed to the data use request of the data requestor.
[0111] In practice, the proxy service provider issues the data authorization use
claim, which also means that the data requested to use by the data requestor has been
approved. Therefore, the data authorization use claim can also include an approval
record, where, the setting of an approval process can be completed by the blockchain
network, and can also be completed by the proxy service provider.

[0112] The setting of the approval process can be set based on the owner of each
piece of data, can also be set based on the purpose of the data, and can also be set
based on the type of the data, which is not specifically limited in the present
embodiment. The approval process can include: at least one approver, criteria of
approval, sequence of approval, operations corresponding to whether the data is
approved or not, etc. For example: the approval process describes that each approver
should sign after the data passes the approval, and describes the processes of
approving, forwarding, signing, etc.

[0113] The approval records of each piece of data can be stored in the blockchain
network for subsequent query. The approval process can be stored in an authorization
service contract.

[0114] If the data requestor specifies a TAPP to collect data, the proxy service
provider can send the data authorization use claim to the specified TAPP. The TAPP
can collect the initial data from the data acquisition address in the data authorization
use claim.

[0115] Optionally, before the initial data collected by the TAPP from a data
acquisition address in the data authorization use claim is obtained, the method can
further include the following:

[0116] a first verification result of the TAPP for the data authorization use claim is

obtained;
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[0117] the step that the initial data collected by the TAPP from a data acquisition
address in the data authorization use claim is obtained can specifically include the
following:

[0118] a data acquisition request is sent to the data owner when the first
verification result indicates that the data authorization use claim is valid, where the
authorization use claim is used for indicating that an approval record of the data use
request is valid; and

[0119] the initial data returned by the data owner is received.

[0120] Optionally, the data acquisition request includes an identifier of the TAPP;
before the step that the initial data returned by the data owner is received, the method
can further include the following:

[0121] a second verification result of the data owner for the identifier of the TAPP
1s obtained;

[0122] the step that the initial data returned by the data owner is received can
specifically include:

[0123] the initial data returned by the data owner is received when the second
verification result indicates that the identifier of the TAPP is consistent with an
identifier of the specified TAPP.

[0124] Optionally, the method can further include the following:

[0125] the initial data is obtained by the data requestor by using a data collection
method corresponding to the data type;

[0126] the validity of the initial data is verified to obtain a third verification result;
[0127] a data validity claim is issued when the third verification result indicates
that the initial data is valid; and

[0128] the target data including the data validity claim is sent to the data
requestor.

[0129] It is worthwhile to note that the valid approval record mentioned in the
steps can indicate that the approval process is consistent with a predetermined
approval process, and includes the signatures of all specified approvers, etc.

[0130] The collection method of the data can be verified, and whether the
collected initial data is the requested data, or whether the data type of the collected
initial data is consistent with the requested data type can also be verified when
verifying the validity of the initial data, where, the operation of verifying the

collection method for the data can include verifying whether the identifier of the
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TAPP for collecting the initial data corresponds to the identifier specified by the data
requestor or corresponds to the data type.

[0131] It is worthwhile to note that the operation of verifying the identifier of the
TAPP can be executed by a proxy platform, and can also be executed by a data owner.
[0132] Before the step that a second verification result of the data owner verifying
the identifier of the TAPP is obtained, the method can further include the following:
[0133] whether the identifier of the TAPP is consistent with the identifier of the
TAPP specified in the data requestor is verified to obtain a second verification result;
[0134] or, whether the identifier of the TAPP is consistent with the identifier of
the TAPP corresponding to the data type of the data needed by the data requestor is
verified to obtain a verification result.

[0135] By the previously described method, the proxy service provider can only
select a corresponding data collection method for collecting the data from the data
acquisition address in the data authorization use claim after the authorization of the
data owner is obtained and the data passes the approval of the approver in a data
transmission process. The collected data and the data validity claim can be transmitted
to the data requestor only after the data is collected by using the specified TAPP and
the collected data is the data needed by the data requestor (the data is valid and has the
data validity claim), which can ensure the security and the trustworthiness of the data
transmission.

[0136] Optionally, the proxy service provider can monitor the use information of
the data requestor for the target data after the target data is sent to the data requestor.
The use information can include use range and use time. When it is monitored that the
use range is beyond the specified data use range, the use permission of the data
requestor for the target data is revoked; or when it is monitored that the use time is
beyond the specified validity period, the use permission of the data requestor for the
target data is revoked.

[0137] By the previously described method, the use range of the data requestor for
the target data cannot exceed the use range specified by the data owner, and the use
time can not exceed the specified validity period, so as to ensure the use security of
the data.

[0138] The method in the previously described embodiments can be implemented
in combination with two specific methods in FIG. 2 and FIG. 3.

[0139] Method 1, the data requestor specifies a TAPP to request to use original
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data.

[0140] FIG. 2 is flowchart 1 illustrating a trusted data transmission method when
a TAPP is specified, according to some embodiments of the present specification.
[0141] As shown in FIG. 2, the data transmission can include the following steps:
[0142] Step 202: A data use request of a data requestor is obtained, where the data
use request includes a specified TAPP.

[0143] Step 204: An authorization request notification is sent to a data owner.
[0144] Step 206: Authorization information returned by the data owner based on
the authorization request notification is received.

[0145] Step 208: A data authorization use claim is generated based on the
authorization information.

[0146] Step 210: The data authorization use claim is sent to the specified TAPP.
[0147] Step 212: The initial data collected by the specified TAPP is received,
where the initial data is the data encrypted by the data owner.

[0148] Step 214: The validity of the initial data is verified.

[0149] Step 216: A data validity claim is generated after the initial data passes the
verification.

[0150] Step 218: Target data including the data validity claim is transmitted to the
data requestor.

[0151] Method 2, the data requestor specifies a TAPP to request to use the
processed data.

[0152] FIG. 3 is flowchart 2 illustrating a trusted data transmission method when
a TAPP is specified, according to some embodiments of the present specification.
[0153] As shown in FIG. 3, the data transmission can include the following steps:
[0154] Step 302: A data use request of a data requestor is obtained, where the data
use request includes a specified TAPP.

[0155] Step 304: An authorization request notification is sent to a data owner.
[0156] Step 306: Authorization information returned by the data owner based on
the authorization request notification is received.

[0157] Step 308: A data authorization use claim is generated based on the
authorization information.

[0158] Step 310: The data authorization use claim is sent to the specified TAPP.
[0159] Step 312: The data collected and processed by the specified TAPP is

received.
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[0160] Step 314: The validity of the processed data is verified.

[0161] Step 316: A data validity claim is generated after the processed data passes
the verification.

[0162] Step 318: Target data including the data validity claim (the processed data
including the validity claim) is sent to the data requestor.

[0163] It is worthwhile to note that the TAPP for collecting the data and the TAPP
for processing the data can be the same one, or can also be different TAAPs. One or
more TAAPs can be used for collecting the data, and one or more TAAPs can also be
used for processing the data, which is not specifically limited in the embodiments of
the present specification.

[0164] Method 3, the data requestor does not specify a TAPP.

[0165] FIG. 4 is a flowchart illustrating a data transmission method when a TAPP
is not specified, according to some embodiments of the present specification.

[0166] As shown in FIG. 4, the data transmission can include the following steps:
[0167] Step 402: A data use request of a data requestor is obtained, where the data
use request includes a data type of the data needed by the data use request.

[0168] Step 404: An authorization request notification is sent to a data owner.
[0169] Step 406: Authorization information returned by the data owner based on
the authorization request notification is received.

[0170] Step 408: A data authorization use claim is generated based on the
authorization information.

[0171] Step 410: Initial data is obtained based on the data authorization use claim.
[0172] Step 412: The validity of the initial data is verified.

[0173] Step 414: A data validity claim is generated after the initial data passes the
verification.

[0174] Step 416: Target data including the data validity claim is transmitted to the
data requestor.

[0175] The solution can achieve the following technical effects by the steps of the
method in the previously described embodiments:

[0176] 1) Any data requestor who wants to use the data must be authorized by the
data owner.

[0177] 2) The data needs to be called based on the conditions described by the
data owner, the proxy service provider, or the blockchain.

[0178] 3) The data can only be used in the range specified by the data owner, and
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cannot be used beyond the range; and the data can only be used within the validity
period, so as to ensure the security of data use.

[0179] 4) The proxy responsible for forwarding and transmission in a transmission
process is a TAPP authorized by the blockchain network, which can ensure the
security of the data transmission process.

[0180] 5) The data of the data owner can be obtained only after obtaining the data
authorization use claim, i.e. any data requestor must obtain the consent of the data
owner when requesting to use the data; the target data transmitted to the data
requestor includes the data validity claim, which can ensure the validity of data
transmission, so as to guarantee the security and the trustworthiness of data
transmission.

[0181] The embodiments of the present specification further provide an apparatus
corresponding to the previously described method based on the same idea. FIG. 5 is a
schematic diagram illustrating a trusted data transmission apparatus, according to
some embodiments of the present specification; As shown in FIG. 5, the apparatus can
include:

[0182] a data use request acquisition module 502, configured to obtain a data use
request of a data requestor;

[0183] an authorization information acquisition module 504, configured to obtain
authorization information of a data owner;

[0184] a data authorization use claim generation module 506, configured to
generate a data authorization use claim based on the authorization information, where
the data authorization use claim is used for indicating that the data owner authorizes
the data requestor to use the data;

[0185] an initial data acquisition module 508, configured to obtain initial data
based on the data authorization use claim;

[0186] a target data acquisition module 510, configured to verify the initial data to
obtain target data that passes the verification, where the target data includes a data
validity claim, and the data validity claim is used for indicating the validity of the
target data; and

[0187] a target data transmission module 512, configured to send the target data to
the data requestor.

[0188] The embodiments of the present specification further provide some

specific implementations of the method based on the apparatus shown in FIG. 5,

21



10

15

20

25

30

which are described below.

[0189] Optionally, the initial data acquisition module 508 can specifically include:
[0190] a first initial data acquisition unit, configured to obtain the initial data by
using a data collection method corresponding to the data type based on the data
authorization use claim, where the data collection method includes a TAPP used for
collecting data, and the TAPP runs in a TEE.

[0191] Optionally, the apparatus can further include:

[0192] a TAPP acquisition module, configured to obtain a TAPP specified by the
data requestor, where the specified TAPP runs in the TEE; and

[0193] the initial data acquisition module 508 specifically includes:

[0194] a second initial data acquisition unit, configured to collect the initial data
by using the specified TAPP, where the initial data is data encrypted by using a public
key corresponding to the specified TAPP. The TEE is isolated from an operating
system layer. The specified TAPP collects the initial data through an interface
predefined in the codes in the TEE.

[0195] Optionally, the apparatus can further include:

[0196] a first decryption module, configured to decrypt the target data by using a
private key corresponding to the specified TAPP.

[0197] Optionally, the apparatus can further include:

[0198] a data directory acquisition module, configured to obtain a data directory
issued by the data owner in a blockchain network, where data in the data directory is
data allowed to be disclosed by the data owner.

[0199] Optionally, the authorization information acquisition module 504 can
specifically include:

[0200] an authorization request notification sending unit, configured to send an
authorization request notification to the data owner based on the data use request,
where the authorization request notification is a URL address;

[0201] an operation behavior acquisition unit, configured to obtain an operation
behavior of the data owner in a web page corresponding to the URL address; and
[0202] an authorization information acquisition unit, configured to obtain the
authorization information of the data owner when the operation behavior indicates
that the data owner agrees to the data use request of the data requestor.

[0203] Optionally, the initial data acquisition module 508 1is specifically

configured to:

22



10

15

20

25

30

[0204] send the data authorization use claim to the TAPP in a proxy service
provider device; and

[0205] obtain the initial data collected by the TAPP from a data acquisition
address in the data authorization use claim.

[0206] Optionally, the apparatus can further include:

[0207] a first verification module, configured to obtain a first verification result of
the TAPP for the data authorization use claim;

[0208] the initial data acquisition module is specifically configured to:

[0209] send a data acquisition request to the data owner when the first verification
result indicates that the data authorization use claim is valid, where the authorization
use claim is used for indicating that an approval record of the data use request is valid;
and

[0210] receive the initial data returned by the data owner.

[0211] Optionally, the apparatus can further include:

[0212] a second verification module, configured to receive a second verification
result of the data owner for the identifier of the TAPP;

[0213] the initial data acquisition module 508 is specifically configured to:

[0214] receive the initial data returned by the data owner when the second
verification result indicates that the identifier of the TAPP is consistent with an
identifier of the specified TAPP.

[0215] Optionally, the initial data is the data encrypted by using a public key of
the data requestor or a public key of the data owner when the data requestor does not
specify a TAPP.

[0216] Optionally, the apparatus can further include:

[0217] a second decryption module, configured to decrypt the initial data in the
target data by using a private key of the data requestor when the initial data is the data
encrypted by using the public key of the data requestor; and

[0218] a third decryption module, configured to decrypt the initial data in the
target data by using a private key of the data owner, where the data usage
authorization VC includes a private key of the data owner when the initial data is the
data encrypted by using the public key of the data owner.

[0219] Optionally, the apparatus can be further configured to:

[0220] obtain the initial data obtained by the data requestor by using a data

collection method corresponding to the data type;
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[0221] verify the validity of the initial data to obtain a third verification result;
[0222] issue a data validity claim when the third verification result indicates that
the initial data is valid; and

[0223] send the target data including the data validity claim to the data requestor.
[0224] Optionally, the data authorization use claim can at least include: an
approval record of the initial data and a data acquisition address of the initial data;
[0225] the data validity claim can at least include: a storage address of the initial
data, the data type of the initial data, a validity period of the initial data, and the data
collection method of the 1nitial data; and

[0226] the authorization information can at least include a specified use range of
the initial data.

[0227] Optionally, the apparatus can further include:

[0228] a monitoring module, configured to monitor a data use range and a data
use time of the data requestor for the target data; and

[0229] a use permission revoking module, configured to revoke a use permission
of the data requestor for the target data when it is monitored that the data use range is
beyond a specified use range,

[0230] or, revoke a use permission of the data requestor for the target data when it
is monitored that the data use time is beyond the validity period.

[0231] The embodiments of the present specification further provide a device
corresponding to the previously described method based on the same idea.

[0232] FIG. 6 is a schematic diagram illustrating a trusted data transmission
device, according to some embodiments of the present specification. As shown in FIG.
6, the network-side device 600 can include:

[0233] at least one processor 610; and

[0234] a memory 630 communicatively connected to the at least one processor,
where

[0235] the memory 630 stores instructions 620 that can be executed by the at least
one processor 610, and the instructions are executed by the at least one processor 610,

such that the at least one processor 610 can:

[0236] obtain a data use request of a data requestor;
[0237] obtain authorization information of a data owner;
[0238] generate a data authorization use claim based on the authorization

information, where the data authorization use claim is used for indicating that the data
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owner authorizes the data requestor to use the data;

[0239] obtain initial data based on the data authorization use claim;

[0240] verify initial data to obtain target data that passes the verification, where
the target data includes a data validity claim, and the data validity claim is used for
indicating the validity of the target data; and

[0241] send the target data to the data requestor.

[0242] The embodiments of the present specification further provide a
computer-readable medium based on the same idea. Computer readable instructions
are stored on the computer readable storage medium. The computer readable
instructions can be executed by the processor to implement the method as follows:
[0243] obtaining a data use request of a data requestor;

[0244] obtaining authorization information of a data owner;

[0245] generating a data authorization use claim based on the authorization
information, where the data authorization use claim is used for indicating that the data
owner authorizes the data requestor to use the data;

[0246] obtaining initial data based on the data authorization use claim;

[0247] verifying the initial data to obtain target data that passes the verification,
where the target data includes a data validity claim, and the data validity claim is used
for indicating the validity of the target data; and

[0248] sending the target data to the data requestor.

[0249] In the 1990s, whether a technical improvement is a hardware improvement
(for example, an improvement to a circuit structure, such as a diode, a transistor, or a
switch) or a software improvement (an improvement to a method procedure) can be
clearly distinguished. However, as technologies develop, the current improvement for
many method procedures can be considered as a direct improvement of a hardware
circuit structure. A designer usually programs an improved method procedure to a
hardware circuit, to obtain a corresponding hardware circuit structure. Therefore, a
method procedure can be improved by using a hardware entity module. For example,
a programmable logic device (PLD) (for example, a field programmable gate array
(FPGA)) is such an integrated circuit, and a logical function of the programmable
logic device is determined by a user through device programming. The designer
performs programming to "integrate" a digital system to a PLD without requesting a
chip manufacturer to design and produce an application-specific integrated circuit

chip. In addition, at present, instead of manually manufacturing an integrated chip,
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this type of programming is mostly implemented by using "logic compiler" software.
The programming is similar to a software compiler used to develop and write a
program. Original code needs to be written in a particular programming language for
compilation. The language is referred to as a hardware description language (HDL).
There are many HDLs, such as the Advanced Boolean Expression Language (ABEL),
the Altera Hardware Description Language (AHDL), Confluence, the Cornell
University Programming Language (CUPL), HDCal, the Java Hardware Description
Language (JHDL), Lava, Lola, MyHDL, PALASM, and the Ruby Hardware
Description Language (RHDL). The very-high-speed integrated circuit hardware
description language (VHDL) and Verilog are most commonly used. A person skilled
in the art should also understand that a hardware circuit that implements a logical
method procedure can be readily obtained once the method procedure is logically
programmed by using the several described hardware description languages and is
programmed into an integrated circuit.

[0250] A controller can be implemented by using any appropriate method. For
example, the controller can be a microprocessor or a processor, or a
computer-readable medium that stores computer readable program code (such as
software or firmware) that can be executed by the microprocessor or the processor, a
logic gate, a switch, an application-specific integrated circuit (ASIC), a programmable
logic controller, or a built-in microprocessor. Examples of the controller include but
are not limited to the following microprocessors: ARC 625D, Atmel AT91SAM,
Microchip PIC18F26K20, and Silicone Labs C8051F320. The memory controller can
also be implemented as a part of the control logic of the memory. A person skilled in
the art also knows that, in addition to implementing the controller by using the
computer readable program code, logic programming can be performed on method
steps to allow the controller to implement the same function in forms of the logic gate,
the switch, the application-specific integrated circuit, the programmable logic
controller, and the built-in microcontroller. Therefore, the controller can be considered
as a hardware component, and a device configured to implement various functions in
the controller can also be considered as a structure in the hardware component. Or the
apparatus configured to implement various functions can even be considered as both a
software module implementing the method and a structure in the hardware
component.

[0251] The system, apparatus, module, or unit illustrated in the embodiments can
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be implemented by using a computer chip or an entity, or can be implemented by
using a product having a certain function. A typical implementation device is a
computer. A specific form of the computer can be a personal computer, a laptop
computer, a cellular phone, a camera phone, an intelligent phone, a personal digital
assistant, a media player, a navigation device, an email transceiver device, a game
console, a tablet computer, a wearable device, or any combination thereof.

[0252] For ease of description, the apparatus above is described by dividing
functions into various units. Certainly, when the present application is implemented, a
function of each unit can be implemented in one or more pieces of software and/or
hardware.

[0253] A person skilled in the art should understand that the embodiments of the
present specification can be provided as methods, systems, or computer program
products. Therefore, the present specification can take a form of complete hardware
embodiments, complete software embodiments, or embodiments combining software
and hardware. Further, the present specification can take a form of a computer
program product implemented on one or more computer-usable storage media
(including but not limited to disk storage, CD-ROM, and optical storage) containing
computer-usable program code.

[0254] The present specification is described with reference to the flowcharts
and/or block diagrams of the method, the device (system), and the computer program
product according to the embodiments of the present specification. It should be noted
that computer program instructions can be used to implement each process and/or
each block in the flowcharts and/or the block diagrams and a combination of a process
and/or a block in the flowcharts and/or the block diagrams. These computer program
instructions can be provided for a general-purpose computer, a dedicated computer, an
embedded processor, or a processor of another programmable data processing device
to generate a machine, so the instructions executed by the computer or the processor
of the another programmable data processing device generate a device for
implementing a specific function in one or more processes in the flowcharts and/or in
one or more blocks in the block diagrams.

[0255] These computer program instructions can be stored in a computer readable
memory that can instruct the computer or the another programmable data processing
device to work in a specific way, so the instructions stored in the computer readable

memory generate an artifact that includes an instruction device. The instruction device
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implements a specific function in one or more processes in the flowcharts and/or in
one or more blocks in the block diagrams.

[0256] These computer program instructions can be loaded onto the computer or
another programmable data processing device, so a series of operations and steps are
performed on the computer or the another programmable device, thereby generating
computer-implemented processing. Therefore, the instructions executed on the
computer or the another programmable device provide steps for implementing a
specific function in one or more processes in the flowcharts and/or in one or more
blocks in the block diagrams.

[0257] In a typical configuration, a computing device includes one or more
processors (CPUs), one or more input/output interfaces, one or more network
interfaces, and one or more memories.

[0258] The memory can include a non-persistent memory, a random access
memory (RAM), a non-volatile memory, and/or another form that are in a computer
readable medium, for example, a read-only memory (ROM) or a flash memory (flash
RAM). The memory is an example of the computer readable medium.

[0259] The computer readable medium includes persistent, non-persistent,
movable, and unmovable media that can store information by using any method or
technology. The information can be a computer readable instruction, a data structure,
a program module, or other data. Examples of the computer storage medium include
but are not limited to a phase change random access memory (PRAM), a static
random access memory (SRAM), a dynamic random access memory (DRAM),
another type of RAM, a ROM, an electrically erasable programmable read-only
memory (EEPROM), a flash memory or another memory technology, a compact disc
read-only memory (CD-ROM), a digital versatile disc (DVD) or another optical
storage, a cassette magnetic tape, a magnetic tape/magnetic disk storage, another
magnetic storage device, or any other non-transmission medium. The computer
storage medium can be used to store information accessible by a computing device.
Based on the definition in the present specification, the computer readable medium
does not include transitory media such as a modulated data signal and carrier.

[0260] It is also worthwhile to note that terms “include”, “comprise” or any other
variant thereof is intended to cover non-exclusive inclusion, so processes, methods,
products or devices that include a series of elements include not only those elements

but also other elements that are not explicitly listed, or elements inherent in such
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processes, methods, products or devices. An element described by "includes a ...
further includes, without more constraints, another identical element in the process,
method, product, or device that includes the element.

[0261] A person skilled in the art should understand that embodiments of the
present application can be provided as methods, systems, or computer program
products. Therefore, the present application can use a form of hardware only
embodiments, software only embodiments, or embodiments with a combination of
software and hardware. In addition, the present application can use a form of a
computer program product that is implemented on one or more computer-usable
storage media (including but not limited to a disk memory, a CD-ROM, an optical
memory, etc.) that include computer-usable program code.

[0262] The present application can be described in the general context of
computer executable instructions executed by a computer, for example, a program
module. Generally, the program module includes a routine, a program, an object, a
component, a data structure, etc. executing a specific task or implementing a specific
abstract data type. The present application can also be practiced in distributed
computing environments. In the distributed computing environments, tasks are
performed by remote processing devices connected through a communications
network. In a distributed computing environment, the program module can be located
in both local and remote computer storage media including storage devices.

[0263] The previous embodiments are embodiments of the present application,
and are not intended to limit the present application. For a person skilled in the art, the
present application can be subject to various modifications and variations. Any
modification, equivalent replacement or improvement made within spirit and
principles of the present application shall be included in claims of the present

application.
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CLAIMS

What is claimed is:

1. A trusted data transmission method, comprising:

obtaining a data use request of a data requestor;

obtaining authorization information of a data owner;

generating a data authorization use claim based on the authorization information,
wherein the data authorization use claim is used for indicating that the data owner
authorizes the data requestor to use the data;

obtaining initial data based on the data authorization use claim;

verifying the initial data to obtain target data that passes the verification, wherein
the target data comprises a data validity claim, and the data validity claim is used for
indicating the validity of the target data; and

sending the target data to the data requestor.

2. The method according to claim 1, wherein the data use request comprises a
data type of needed data; and

the obtaining initial data based on the data authorization use claim specifically
comprises:

obtaining the initial data by using a data collection method corresponding to the
data type based on the data authorization use claim, wherein the data collection
method comprises a trusted application (TAPP) used for collecting data, and the TAPP
runs in a trusted execution environment (TEE).

3. The method according to claim 2, before the obtaining initial data based on the
data authorization use claim, further comprising:

obtaining a TAPP specified by the data requestor, wherein the specified TAPP
runs in the TEE,

wherein the obtaining initial data specifically comprises:

collecting the initial data by using the specified TAPP, wherein the initial data is
data encrypted by using a public key corresponding to the specified TAPP.

4. The method according to claim 2 or 3, wherein the TEE is isolated from an
operating system layer.

5. The method according to claim 3, wherein the collecting the initial data by
using the specified TAPP specifically comprises:

collecting, by the specified TAPP, the initial data through an interface predefined
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in codes in the TEE.

6. The method according to claim 2, after the sending the target data to the data
requestor, further comprising:

decrypting the target data by using a private key corresponding to the specified
TAPP.

7. The method according to claim 1, wherein the data authorization use claim at
least comprises: an approval record of the initial data and a data acquisition address of
the initial data;

the data validity claim at least comprises: a storage address of the initial data, a
data type of the initial data, a validity period of the initial data, and a data collection
method of the initial data; and

the authorization information at least comprises a specified use range of the
initial data.

8. The method according to claim 1, before the obtaining a data use request of a
data requestor, further comprising:

obtaining a data directory issued by the data owner in a blockchain network,
wherein data in the data directory is data allowed to be disclosed by the data owner.

9. The method according to claim 1, wherein the obtaining authorization
information of a data owner specifically comprises:

sending an authorization request notification to the data owner based on the data
use request, wherein the authorization request notification is a uniform resource
locator (URL) address;

obtaining an operation behavior of the data owner in a web page corresponding
to the URL address; and

obtaining the authorization information of the data owner when the operation
behavior indicates that the data owner agrees to the data use request of the data
requestor.

10. The method according to claim 2, wherein the obtaining initial data based on
the data authorization use claim specifically comprises:

sending the data authorization use claim to the TAPP in a proxy service provider
device; and

obtaining the initial data collected by the TAPP from a data acquisition address in
the data authorization use claim.

11. The method according to claim 10, before the obtaining the initial data
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collected by the TAPP from a data acquisition address in the data authorization use
claim, further comprising:

obtaining a first verification result of the TAPP for the data authorization use
claim;

the obtaining the initial data collected by the TAPP from a data acquisition
address in the data authorization use claim specifically comprises:

sending a data acquisition request to the data owner when the first verification
result indicates that the data authorization use claim is valid, wherein the authorization
use claim is used for indicating that an approval record of the data use request is valid;
and

receiving the initial data returned by the data owner.

12. The method according to claim 11, wherein the data acquisition request
comprises an identifier of the TAPP; before the receiving the initial data returned by
the data owner, the method further comprises:

receiving a second verification result of the data owner for the identifier of the
TAPP;

the receiving the initial data returned by the data owner specifically comprises:

receiving the initial data returned by the data owner when the second verification
result indicates that the identifier of the TAPP is consistent with an identifier of the
specified TAPP.

13. The method according to claim 1, wherein the initial data is data encrypted
by using a public key of the data requestor or a public key of the data owner when the
data requestor does not specify a TAPP;

after the sending the target data to the data requestor, the method further
comprises:

decrypting the initial data in the target data by using a private key of the data
requestor when the initial data is the data encrypted by using the public key of the
data requestor, wherein

the data authorization use verifiable claim (VC) comprises a private key of the
data owner when the initial data is the data encrypted by using the public key of the
data owner; and

decrypting the initial data in the target data by using the private key of the data
owner.

14. The method according to claim 2, further comprising:
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obtaining the initial data obtained by the data requestor by using the data
collection method corresponding to the data type;

verifying validity of the initial data to obtain a third verification result;

issuing a data validity claim when the third verification result indicates that the
initial data is valid; and

sending the target data comprising the data validity claim to the data requestor.

15. The method according to claim 7, after the sending the target data to the data
requestor, further comprising:

monitoring a data use range and a data use time of the data requestor for the
target data;

revoking a use permission of the data requestor for the target data when it is
monitored that the data use range is beyond a specified use range;

or, revoking a use permission of the data requestor for the target data when it is
monitored that the data use time is beyond the validity period.

16. A trusted data transmission apparatus, comprising:

a data use request acquisition module, configured to obtain a data use request of
a data requestor;

an authorization information acquisition module, configured to obtain
authorization information of a data owner;

a data authorization use claim generation module, configured to generate a data
authorization use claim based on the authorization information, wherein the data
authorization use claim is used for indicating that the data owner authorizes the data
requestor to use the data;

an initial data acquisition module, configured to obtain initial data based on the
data authorization use claim;

a target data acquisition module, configured to verify the initial data to obtain
target data that passes the verification, wherein the target data comprises a data
validity claim, and the data validity claim is used for indicating the validity of the
target data; and

a target data transmission module, configured to send the target data to the data
requestor.

17. The apparatus according to claim 16, wherein the initial data acquisition
module specifically comprises:

a first initial data acquisition unit, configured to obtain the initial data by using a
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data collection method corresponding to the data type based on the data authorization
use claim, wherein the data collection method comprises a TAPP used for collecting
data, and the TAPP runs in a TEE.

18. The apparatus according to claim 17, further comprising:

a TAPP acquisition module, configured to obtain a TAPP specified by the data
requestor, wherein the specified TAPP runs in the TEE; and

the initial data acquisition module specifically comprises:

a second initial data acquisition unit, configured to collect the initial data by
using the specified TAPP, wherein the initial data is data encrypted by using a public
key corresponding to the specified TAPP.

19. The apparatus according to claim 17, further comprising:

a first decryption module, configured to decrypt the target data by using a private
key corresponding to the specified TAPP.

20. The apparatus according to claim 16, further comprising:

a data directory acquisition module, configured to obtain a data directory issued
by the data owner in a blockchain network, wherein data in the data directory is data
allowed to be disclosed by the data owner.

21. The apparatus according to claim 16, wherein the authorization information
acquisition module specifically comprises:

an authorization request notification sending unit, configured to send an
authorization request notification to the data owner based on the data use request,
wherein the authorization request notification is a URL address;

an operation behavior acquisition unit, configured to obtain an operation
behavior of the data owner in a web page corresponding to the URL address; and

an authorization information acquisition unit, configured to obtain the
authorization information of the data owner when the operation behavior indicates
that the data owner agrees to the data use request of the data requestor.

22. The apparatus according to claim 17, wherein the initial data acquisition
module is specifically configured to:

send the data authorization use claim to the TAPP in a proxy service provider
device; and

obtain the initial data collected by the TAPP from a data acquisition address in
the data authorization use claim.

23. The apparatus according to claim 22, further comprising:
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a first verification module, configured to obtain a first verification result of the
TAPP for the data authorization use claim;

the initial data acquisition module is specifically configured to:

send a data acquisition request to the data owner when the first verification result
indicates that the data authorization use claim is valid, wherein the authorization use
claim is used for indicating that an approval record of the data use request is valid;
and

receive the initial data returned by the data owner.

24. The apparatus according to claim 23, further comprising:

a second verification module, configured to receive a second verification result
of the data owner for the identifier of the TAPP;

the initial data acquisition module is specifically configured to:

receive the initial data returned by the data owner when the second verification
result indicates that the identifier of the TAPP is consistent with an identifier of the
specified TAPP.

25. The apparatus according to claim 16, wherein the initial data is data
encrypted by using a public key of the data requestor or a public key of the data owner
when the data requestor does not specify a TAPP.

26. The apparatus according to claim 25, further comprising:

a second decryption module, configured to decrypt the initial data in the target
data by using a private key of the data requestor when the initial data is the data
encrypted by the using the public key of the data requestor; and

a third decryption module, configured to decrypt the initial data in the target data
by using a private key of the data owner, wherein the data usage authorization VC
includes a private key of the data owner when the initial data is the data encrypted by
using the public key of the data owner.

27. The apparatus according to claim 17, wherein the apparatus is further
configured to:

obtain the initial data obtained by the data requestor by using the data collection
method corresponding to the data type;

verify the validity of the initial data to obtain a third verification result;

issue a data validity claim when the third verification result indicates that the
initial data is valid; and

send the target data comprising the data validity claim to the data requestor.
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28. The apparatus according to claim 16, wherein the data authorization use
claim at least comprises: an approval record of the initial data and a data acquisition
address of the initial data;

the data validity claim at least comprises: a storage address of the initial data, a
data type of the initial data, a validity period of the initial data, and a data collection
method of the initial data; and

the authorization information at least comprises a specified use range of the
initial data.

29. The apparatus according to claim 28, further comprising:

a monitoring module, configured to monitor a data use range and a data use time
of the data requestor for the target data; and

a use permission revoking module, configured to revoke a use permission of the
data requestor for the target data when it is monitored that the data use range is
beyond a specified use range,

or, revoke a use permission of the data requestor for the target data when it is
monitored that the data use time is beyond the validity period.

30. A trusted data transmission device, comprising:

at least one processor; and

a memory communicatively connected to the at least one processor, wherein

the memory stores instructions that can be executed by the at least one processor,
and the instructions are executed by the at least one processor, such that the at least
one processor can:

obtain a data use request of a data requestor;

obtain authorization information of a data owner;

generate a data authorization use claim based on the authorization information,
wherein the data authorization use claim is used for indicating that the data owner
authorizes the data requestor to use the data;

obtain initial data based on the data authorization use claim;

verify the initial data to obtain target data that passes the verification, wherein
the target data comprises a data validity claim, and the data validity claim is used for
indicating the validity of the target data; and

send the target data to the data requestor.

31. A computer readable storage medium that stores computer readable

instructions; wherein the computer readable instructions can be executed by a
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processor to implement the trusted data transmission method according to any one of

claims 1 to 15.
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