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(57) Abstract: According to the embodiment of the present inven-
tion, policy storage means of an ID provider device stores a plurali-
ty of policy information units indicating affiliations and positions
of users for which transmission of service data is permitted. The ID
provider device, upon success of login processing, transmits a poli-
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100 User terminal

200 ID provider (IdP) device

201 IdP user repository

202 Service usage status store

203 Authentication collaboration policy store
204 SP user settings rule store

205, 305 Temporary storage unit

206 Key storage unit

207 IdP authentication collaboration unit

208 A icati i
209 A policy
210 IdP account provisioning unit

300 Service provider {SP} device

301 Trusted IdP store

302 SP user repository

303 Service data store

304 Usage status store

306 Verification policy store

307 SP authentication collaboration unit
308 Usage status provision unit

309 SP account provisioning unit

310 Service data communication unit
AA  User

unit

unit

cy evaluation request including the user ID used in the login pro-
cessing and the service provider ID within an authentication collab-
oration request. The ID provider device reads policy information
from the policy storage means on the basis of the policy evaluation
request. Transmission permission assessment means of the ID
provider device assesses whether or not to permit transmission of
the service data depending upon whether or not the affiliation and
the position within user attribute information comply with the aftil-
iations and positions indicated in the policy information.
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