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FOR A DATA PROCESSI NG SYSTEM TECHNI CAL FI ELD OF THE | NVENI ON
Thi s invent hapofrabgst €S i n general to the field of 5 dedaUsY6As8sSi NQ
systens, and nore specifically to a security apparatus and net hod
for a data processing system BACKGROUND OF THE | NVENTI ON
10 Many data processing systens include a collection of

i nt erconnected devices. The storage and processing capabilities of
t hese systens may be distributed anong t hese i nterconnected devices.
A user at a first device In a systemof this type may desire to
access the storage

SECURITY APPARATUS AND METHOD
FOR A DATA PROCESSING SYSTEM

TECHNICAL FIELD OF THE INVENTION

This invention relates in general to the field of

5 data processing systems, and more specifically to a
security apparatus and method for a data processing
system.

BACKGROUND OF THE INVENTION
10 Many data processing systems include a collection of

interconnected devices. The storage and processing
capabilities of these systems may be distributed among'
these interconnected devices. A user at a first device
in a system of this type may desire to access the storage

15 or processing capabilities of a second device in the
system.

As data processing systems become larger and more
complex to serve a variety of users, system
administrators may depire to restrict access to the

20 storage and processing capabilities of the system
devices. A known security technique allows users
. unrestricted access to system devices upon furnishing
appropriate access information, such as an identifier and
- a password. However, unauthorized users may thwart this
25 security technique by appropriating the access
. information. Furthermore, this security technique may
not provide user-specific access designations.
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In accordance with one embodiment of the present
invention, a processing system includes a submitting node
having an identifier. A processing node is coupled to
the submitting node and includes a memory that stores a
proxy associated with the submitting node. The proxy
specifies a location in the memory of the processing node
accessible by the submitting node. The processing node
receives the identifier of the submitting node and
provides the submitting node access to the processing
node in accordance with the proxy.

Important technical advantages of the present
invention include maintaining at a processing node a
proxy for a submitting node desiring to access the
storage or processing capabilities of the processing
node. The proxy includes one or more access parameters
that may specify a location in the memory of the
processing node that is accessible by the submitting
node. The access parameters may be stored as a proxy
associated with a submitting node or a user of a
submitting node. Another important technical advantage
includes providing both a remote proxy and a local proxy
to specify the access parameters of the submitting node.
In one embodiment, first access parameters specified in a
remote proxy take precedence over second access
parameters specified in a local proxy. In this manner,
the local proxy establishes baseline access parameters
for a class of users and the remote proxy designates
user-specific access parameters.

system
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appropriate access information,



the subm tting node and includes a nenory that stores a 10 pr oxy
associated with the submtting node. The proxy specifies a location
in the nmenory of the processing node accessi ble by the submtting
hode. The prgeessichy node receives the identifier ofpcriigosohssi tting
node and provi des the submtting node access to the processing 15
node i n accordance with the proxy. | nportant technica

advant ages of the present i nvention include maintaining at a
processi ng node a proxy for a supmitting node desiring to access the
storage or processing capabilities of the processing 20 node. The
proxy includes one or nore access paraneters that nmay specify a

| ocation in the nmenory of the proceSS|ng node that is accessible by
t he-subm tti nggg3 M MBS ers may be stored as a proxy
associated with a s b t u node.
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FIGURE 2 illustrates a remote proxy and a local

10 proxy used in a data processing system constructed

according to the teachings of the present invention; and
FIGURE 3 illustrates a flow chart of a method for
operating a data processing system constructed according
to the teachings of the present invention.
15

DETAILED DESCRIPTION OF THE INVENTION
FIGURE 1 illustrates a data processing system 10
that includes a processing node 12 coupled to submitting

20 nodes 14 and 16, and a processing node 18 coupled to
submitting nodes 20 and 22. In one embodiment,
processing nodes 12 and 18 may be two separate data
processing systems coupled by a link. Both processing
nodes 12 and 18 and submitting nodes 14, 16, 20, and 22

25 are referred to generally as devices. Submitting nodes
14, 16, 20, and 22 desire to access processing nodes 12
and 18. In general, system 10 manages the allocation of
and access to the storage and processing capabilities of
processing nodes 12 and 18.

30 Submitting nodes 14, 16, 20, and 22 may be computers
or other devices with storage and processing
capabilities, but may also be terminals or other
input /output devices without significant local storage or
processing capabilities. Submitting nodes 14, 16, 20,

35 and 22, although shown illustratively as separate



3 BRI EF DESCRI PTI ON OF THE DRAW NGS For a nore conplete

under st andi ng of the present I nvention and for further features and
advarft ages, reference is now nade to the foll ow ng description taken
5 in copj jon with the acconpanyi ng drawi ngs, in which: -

FI GURE 1if§%§$&é?€s a data processing system cons tTESAH9Z88: o1 di ng
to the teachings of the present I nventi on; FI GURE 2
illustrates a renote proxy and a | ocal 10 proxy used in a data
processi ng system constructed according to the teachings of the
present invention; and FIGURE 3 illustrates a flow chart of a
nmet hod for operating a data processing system constructed accordi ng
to the teachings of the present invention. 15 DETAI LED DESCRI PTI ON

OF THE | NVENT, F QJEE | r SSi Ng system
10 t ha gi>gr'1%tfsu'demsa:lya<‘°‘|c3)'rs c?cieoss ng&ﬁ%‘hée% %&%“%&ggggsﬁéﬁﬁ % 20
nodes 14 and 9B PXRRPSBiNG AO€ePn42ndB’ 18- cotpiasaeral., submiggingtting
nodes 20 and Ra3des ONaA&N20]i BRAL 22 may be McadyiegLNeAest¢2imnd 18 may

be two separaie r LNng ns coupled b jnk. Both
processi ng aﬁaréggékkﬁygf?ré%89§§§%%d %%ﬁﬁ%%ﬁ?rﬁ? ﬁ%%ggri¥,€36ftio, and 22
25 8re regosoeipted puesegsinganodeli2zcer 185ukhatt prgvideesaccess 14,
16, 20, and 2goUgke rerdrageC Qaas ppbeessshd Icdtiilities of prédésdthg | N

general, system1 nage f he al location of and access to the
st orage and p?gé%gégajicaégbllltles of processi ng nodes 12 and 18.
30 Subni tR¥oresfddes nede 18, igocoupked rogpbhitting medes 14
and 16 using a first interface circuit 24. A second
10 interface circuit 26 couples processing node 12 to
processing node 18 using link 28. A processor 30 and a
memory 32 are coupled to first interface circuit 24 and
second interface circuit 26 using bus 34.
Memory 32 may be any suitable memory, such as
is dynamic or static random access memory {RAM), read only
memory (ROM), magnetic media, optical media, CD-ROM, or
other suitable volatile or non-volatile storage media.
- Memory 32 stores information in files, directories, or
any other suitable arrangement that may be accessed by
20 first interface circuit 24, second interface circuit 26,
or processor 30. Memory 32 contains instructions for
execution by processor 30 to manage the operation of
processing node 12. ]
Memory 32 also contains lists of proxies that
25 specify user access to storage and processing
capabilities of processing node 12. A proxy comprises
one Or wmore access parameters associated with a device or
user of a device in system 10. Access parameters may
include read and write authorizatiomns, processing
30 authorizations, file or directory specifications, file
allocation limitations, processing allocation
limitations, or any other information that specifies
access to or availability of the storage and processing
capabilities of processing node 12.
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10 that are serviced remotely by processing node 12, such
as processing node 18 and submitting nodes 20 and 22.
Local proxies 38 are associated with devices that are
serviced locally by processing node 12, such as
submitting nodes 14 and 16. Local proxies 38 may also be
associated with direct users of processing node 12 that
do not operate a submitting node. Remote proxies 36 and
local proxies 38 may also be associated with programs and
instructions operating on processing nodes 12 and 18.
Remote proxies 36 and local proxies 38 may, in addition
to or instead of their association with a device, be
associated with the user of the device.

Processing node 18 is coupled to submitting nodes 20
and 22 using a first interface circuit 40. A second
interface circuit 42 couples processing node 18 to
processing node 12 using link 28. A processor 44 and a
memory 46 are coupled to first interface circuit 40 and
second interface circuit 42 using a bus 48.

Memory 46 may be any suitable storage media as
discussed above with reference to memory 32 in processing
node 12. Memory 46 stores information in files,
directories, or any other suitable arrangement that may
be accessed by first interface circuit 40, second
interface circuit 42, or processor 44. Memory 46
contains instructions for execution by processor 44 to
manage the operation of processing node 18.

Memory 46 also contains a list of proxies that
specify user access to storage and processing
capabilities of processing node 18. Each proxy comprises
one or more access parameters associated with a device or



ot her suitable volatile or non-volatile storage nedi a. Menory 32

stores information in files, directories, or any other suitable
arrangenent that may be accessed by 20 first interface circuit 24,
second interface circuit 26, or processor 30. Menory 32 contains

i nstruct i orf¥OPHP4666 execution by processor 30 to nanaS%T ration
of processi ng node 12. Menory 32 also contains |ists of
proxi es that 25 speci fy user access to storage and processing
capabilities of processing node 12. A proxy conprises one or nore
access paraneters associated with a de¥ice or user of a device in
system 10. Access paraneters nay I nclude read and wite
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: Access raneter in
processi ng no Vﬁﬁ?%nﬁ?ﬁ&eagFrgﬁﬁgac?ﬁ EFﬁggﬁin%yr858F3581n node, ggs 36 and
a list sf | ocabichorsoxippc@®sing phdart2 and submitting nodes 14 and

16. Local proxies 52 are associated with devices
serviced locally by processing node 18, such as
submitting nodes 20 and 22. Local proxies 52 may also be
associated with direct users of processing node 18 that

10 do not operate a submitting node. Remote proxies 50 and
local proxies 52 may also be associated with programs and
instructions operating on processing nodes 12 and 18.
Remote proxies 50 and local proxies 52 may, in addition
to or instead of their association with a device, be

15 associated with the user of the device.

In operation, system 10 manages the allocation of
and access to the storage and processing capabilities of
processing nodes 12 and 18. In one embodiment,
submitting nodes 14, 16, 20, and 22 may desire to log

20 into or interact with processing nodes 12 and 18.
Submitting nodes 14, 16, 20, and 22 may generate
instructions to be executed by processing nodes 12 and
18. These instructions may be arranged as a process to
be executed on processing nodes 12 and 18 or may be

25 generated by the user of a submitting node while
interacting with a processing node. Instructions
generated by submitting nodes 14, 16, 20, and 22 may
include commands to run a job or task, copy files, submit
additional processes, or perform any other suitable task

30 at processing nodes 12 and 18.

The instructions or processes submitted include an
identifier of the submitting node or the user of the
submitting node that is specified either indirectly in
the transmission or directly by a specific identification

35 statement. Processing nodes 12 and 18 use the identifier



described in nore detail with reference to FIGURE 2. 5 Renot e proxi es

36 are associated with devices in system 10 that are serviced
renot'ely by processing node 12, such as processi ng node 18 and
submitting neEAT2886and 22. Local proxies 38 are asRaWEssen28s t h
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associ ated with prograns and I nstructions operating on processing
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to receiving the identifier, processing node 12 retrieves
a local proxy 38 stored in memory 32 that is associated
15 with submitting node 14 or the user of submitting node
14. The proxy includes access parameters specifying, for
example, a location in memory 32 of processing node 12
that may be accessed by submitting node 14. Processing
node 12 then provides submitting node 14 access to its
20 storage and processing capabilities in accordance with
the access parameters specified in local proxy 38.
In another example, submitting node 16 having an
identifier desires to access processing node 18. The
identifier is communicated to first interface circuit 24
25 of processing node 12, which then communicates the
identifier to second interface circuit 26 using bus 34.
If processing node 12 is not already referenced in the
identifier received from submitting node 16, processing
node 12 may modify or supplement the identifier of
- 30 submitting node 16 to include an identification of
processing node 12. In a specific embodiment, the
identifier of submitting node 16 comprises a first
identifier associated with submitting node 16 and a
second identifier associated with processing node 12.
35 For example, if the name of submitting node 16 is "MIKE"
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6 user of a device in system 10. Access paraneters nay be
arranged in a list of renote proxies 50 and a list of | ocal proxies

52. Renot e RHuefss 50 are associated with devi ces t hefrnmbéeag Vi ced
renotely by processing node 18, 5 such as processing node 12 and

subm tting nodes 14 and 16. Local proxies 52 are associated with
devi ces serviced locally by processing node 18, such as

submitting nodes 20 and 22. Local proxes 52 may al so be associ at ed
with direct users of processing node 18 that 10 do not operate a

subm tting node. Renote proxies 50 and | ocal proxies 52 may al so be
associated with prograns and i nstructions operating on processing
nodes 12 and &fd the nameRefiopeopessims rdilearl® liec AREMODR| BstBhen rehe i n
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| nstructi ons node 16 or the user of submlttlng node 16. In one

10 embodiment, processing node 18 provides submitting node
16 access to its storage and processing capabilities in
accordance with the access parameters specified in remote
proxy 50. .

Submitting node 16 may provide information to

i5 processing node 18 to override the mechanism for
determining a proxy. In this case, the remote proxy 50
at processing node 18 is bypassed and either the local
proxy 52 at processing node 18 is used, or no proxy at
all. The specific local proxy 52 to be used is

20 determined by the override information provided by
submitting node 16. In a specific embodiment, the
override information is specified using an "SNODEID" or
"REMOTEID" statement.

In another embodiment, remote proxy 50 associated

25 with submitting node 16 or the user of submitting node 16
includes a local identifier. The local identifier is
asgociated with a local proxy 52 that establishes one or
more baseline access parameters. Remote proxy 50 may
then supply one or more access parameters that further

30 specify or modify the access parameters in local proxy
52. In this manner, processing node 18 maintains a
template or baseline access parameters specified in local
proxy 52 that apply to a class of users such as remote
guests, or a class of devices such as devices serviced

35 locally by processing node 12. This template may be
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associated, for example, with submitting ncde 16 that has
an identifier "MIKE@REMOTE." In contrast, a general
remote proxy 50 may apply to any submitting node that

10 desires access to processing node 18. In the specific
embodiment where the submitting node 16 is identified
using a first and second identifier, processing node 18
may maintain a specific proxy, either remote or local,
that matches both the first identifier and the second

15 identifier, a more general proxy that matches the first
identifier or the second identifier, or the most general
proxy that applies to all submitting nodes 16. In this
manner, specific and general proxies provide flexibility
to associate groups of users with defined access

20 parameters.

Processing nodes 12 and 18 may also desire to access
the storage or processing capabilities of another device
in system 10. For example, processing node 12 having an
identifier may desire to access processing node 18. Upon

25 receiving the identifier, processing node 18 accesses a
remote proxy 50 associated with processing node 12 or a
user of processing node 12, and optionally a local proxy
52, and determines the pertinent access parameters. The
present invention contemplates both local or remote

. 30 access of one device by another device in system 10.

FIGURE 2 illustrates the content of remote proxy 50
and local proxy 52 stored in memory 46 on processing node
i8. For purposes of discussion, remote proxy 50 and
local proxy 52 are associated with a user of submitting

35 node 16 that desires to access processing node 18. For



to receiving the identifier, processing node 12 retrieves a | ocal
proxy 38 stored in nenory 32 that is associated 15 with submtting node
14 or' the user of submtting node 14. The proxy includes access

par anmet er s wpeendeys ng, for exanple, a location in eRisye/ 1938801
processi ng node 12 that may be accessed by submtting node 14.
Processing node 12 then provides submtting node 14 access to its 20
storage and processing capabilities in accordance with t he access
paranmeters specified in | ocal proxy 38p I n anot her exanpl e,
subm tti ng node 16 having an identifier desires to access processing
node 18. The identifier is communicated to first interface circuit
24 25 of processing node 12, which then conmunicates the

identifier toezamplel itheensaceofi svlmit2hgisiode s md¥. desire td flog
processing Noged Zod SitiraBh! 2Lk %fé@é@é‘ﬁ?dﬁ ddid 8. The Eégf%ff'er

received fromsubmtting no rocessl ng nodi fy or
suppl enent  t hEUPRRHITS @odss 1§omay SRl 4 tqflrﬁ‘%dé‘tfﬁ'af“éﬂ’ﬁ%}’ R ¥
i dentificat | obatéh, mst:rmcmdeasl og pooeedsks |foxrn eseentliba efbodi nent, the

i denti f ier Pﬁggé% ‘trH‘gm'&%dﬁ gg‘ggéé ?w@ féd %.tnclal genﬂen_t i fier

associ afed w ] i fier associated
with processi #ge that peenkiEins Lhe uasre #a%b@itgw tting node
16 is "M KE" node 16. For é@afple46bhe identifier “MIKE@REMOTE"

PCT/U596/1928§pecifies that the user of submitting node 16 is named
“MIKE” and processing node 12 is named "REMOTE”. Remote
10 proxy 50 also includes a local identifier 102 that
associates the user of submitting node 16 with local

proxy 52.
Upon receiving the identifier of the user of
submitting node 16, processing node 18 relates the user
1s of submitting node 16 to a local identifier 102. The
translation of a remote user "MIKR@REMOTE” to a valid
local user “GUEST” provides an additional level of
security since neither submitting node 16 nor processing
node 12 have access to local identifier 102 maintained at
20 processing node 18. Any additional security mechanism
allowed for "GUEST" by processing node 18, such as
operating system security, may be honored to supplement
security supplied by proxy.
The access parameters in local proxy 52 apply to the
25 user of submitting node 16 due to the translation from
"MIKE@REMOTE" to "GUEST". Local proxy 52 includes an
identifier 104 which corresponds with the local
identifier 102 of remote proxy 50. Both remote proxy 50
and local proxy 52 include functional authorizations that
30 define what functional authority submitting node 16 is
granted to the storage and processing capabilities of
processing node 18, as well as how that functional
authority may be exercised. For example, a functional
authority specified in remote proxy 50 or local proxy 52
35 may include an indication of whether submitting node 16
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renot e proxy Hfunction ozt commarmd Stnprmeeesifgi noﬂgpb&semmher t he

| ocal POk p {§g%
all - The spec% I oc%éghprggflﬁséé o s*:écggf@at%&:et ercﬁﬁ%ﬁ?eéﬁ by the
override inf or]r?é% St igngyi yeRdyrit e 1m1§35|’r?f‘§r nBEPFRAE K& I n a specific

embodi mest, t Rerocessingo¥emitateiomy,0rand otheks, SpRgi bé ashpisiiea ap " SNODEI D

or "RE I not her enbodi nent, renote
proxy 50 associa ?L@Eﬁg?ﬂ%% SUDM hpﬁézﬁgdg Boor] fEY é? of
submitting nod@‘%lsed includes a local identifier. The local identifier
is associ at g wpllbad awtidr iHavion52 06hhdLcaEés iwHtheaNeher

nor e basel i ne ﬁ?ﬂq 0 t.nen supply one
or nore access‘f%ar %%e ersgﬁﬁfééfur 5%5’ éxogge%ﬁ?/r%artl%ﬁlﬂ t he access
paranmet¥s i n WeRAY AfoR§ Processing nodet A5 ARAMR Upkansksiiregtanie 18
maintains a 108 spbewhageaoalﬁwﬁiﬁwmaeeﬁeﬁ o tallee nfenfizgei fied in

| ocal ro to f,users such .a
guests, or a (F:}]a)é%'lg’% ge #;6%%9 %c f?‘%e@ gage?Wcset(f%%l Sf°rf“ggé9f‘y by
processi ng nodeceivedrfremt ehe|ugexr mfy Bb‘bmttmg node 16. Similarly,

a download authorization 110 indicates whether the user

15 of submitting node 16 may receive information stored in
memory 46 of processing node 18, and a download directory
112 specifies a directory or other suitable memory
location on processing node 18 that may be accessed by
the user of submitting node 16 to receive information. If

20 upload authorization 106 indicates authorization and
upload directory 108 is not specified, then the user of
submitting node 16 may store information in any portion
of memory 46 of processing node 18 without restriction.
Similarly, if download authorization 110 indicates

25 authorization and download directory 112 is not
specified, then the user of submitting node 16 may
receive information stored in any portion of memory 46 of
processing node 18 without restriction.

Local proxy 52 also includes a run directory 114
- 30 that specifies a directory or other suitable wemory
location in which the user of submitting node 16 can run
. programs, shell scripts, or other executables on

processing node 18. Additional security can be
maintained by prohibiting the user of submitting node 16

35 from issuing commands starting with a directory

This Sheet Has Been RTlaced

IR




WD 97/ 24666 PCT/ US96/ 19288
9 further custom zed by access paraneters in renote proxy
50 associated with a specific submtting node 16 or a speci fic user

of subm tti xR l6. Both renote proxies 50 p@Efussgsses Pr OXi es
52 may be 5 either specific or general in their association with a

subm tting node. A specific renote proxy 50 may be associ ated, for
exanple, with submitting node 16 that has an identifier

"MKE[err] REMOTE. " In contrast, a gengral renmote proxy 50 may apply
to any submtting node that 10 desires access to processing node 18. In
the specific enbodi nent where the submtting node 16 is identified
using a first and second identifier, processing node 18 may naintain
a specific prepgcifiehersuchhas aoislasbal(/) in a UNIXtopextathag bot h t he

first identif] '?Hﬂm S&&P ¢ i nlyd Lil gL, s eral proxy
t hat mat ches %_el |rs%ﬁ%a q%ﬁé%?ﬁf%&? g?ﬁ?%g@égggn _ﬁgégﬁgfier, or the
nost general directopy llA ¢ furbhermere, o2 pystep AdRiigtyates ®8Y In this .

nmanner, speci estabbilslycreightemedXisesupioyi be élesely Imdnaging thet 0
assocl atge grolpsge faﬂ&?&'gﬂﬁth o‘#e‘cf'i'igg AGEACS149d in %{na'é%%!:gorg
es 18 may al so e Storage or

Processing no 2 an esire to access t
processing capabrlities of another device

A submit directory 116 specifies the directory or
other suitable memory location at processing node 18 in
which the user of submitting node 16 can submit

10 instructions or processes to processing node 18. For
example, a set of instructions communicated from
submitting node 16 and executed on processing node 18 may
spawn an additional process having instructions.to be
executed on another processing node. The daisy-chain

is effect of submitting instructions within instructions may
be encouraged, limited, or prevented depending on submit
directory 116 specified in local proxy 52.

In one embodiment, local proxy 52 designated as
‘GUEST"” applies generally to users of remote devices that

20 desire access to processing node 18. If user-specific
access parameters are desired, remote proxy 50 includes
access parameters that take precedence over access
parameters specified in local proxy 52. For the example
illustrated in FIGURE 2, upload authorization 118 of

25 remote proxy 50 takes precedence over upload
authorization 106 of local proxy 52, and uploading by the
nser of submitting node 16 is not authorized. Similarly,
download directory 120 and run directory 122 in remote
proxy 50 specify different directories that are

30 accessible by the user of submitting node 16. Access
parameters that are not specified in remote proxy 50 are
established by entries in local proxy 52. .

Some of the access parameters in remote proxy S50 and
local proxy 52 specify a location in memory of the

35 processing node, such as a directory specification, that



in system 10. For exanple, processing node 12 having an I dentifier
may desire to access processing node 18. Upon 25 receiving the-
identifier, processing node 18 accesses a renote proxy 50 associ at ed
Wi th processwpgmassee 12 or a user of processi ng nod@®CIAISIGILS
optionally a |local proxy 52, and determ nes the pertinent access
paraneters. The present invention contenplates both |ocal or renote
30 access of one device by another device in system 10.

FIGURE 2 illustrates the content of reiBte proxy 50 and | ocal proxy
52 stored in nmenory 46 on processing node 18. For purposes of

di scussion, renote proxy 50 and | ocal proxy 52 are associated with a

user of submitting 35 | _node 16 that desires to access processing node
18. - For is acceggible fageubmitting node 16. For example, if the

PCT/ US96/ 19288 gubmitting node 16 desires to copy a flile from procéxsimye, the
user of submtti d Ial . j [_ynteract with
b3 94150 TAp4E3 Bullok O ton, and, Beoal

processi ng node e ] . nag subm t,
ei t her interacgiiveryory specificatippschn Femete @NWNS 58r apdodesads for

_eée‘CU_t } or on 5prﬁxyp$%)0@:§§l;c & %Qﬁﬁkiﬂx&d bE?@ﬁ ecHe @apyod s peregesedn
e 100 Bhe S50 485 Lot BBl Y U4l cory, cyD0F A 1T,
subm tti ng nodeceespiblg sy submitting node 16, then the instruction
will not be executed. Similarly, submitting node 16 may
desire to run a program at processing node 18. If the
10 run instruction specifies a directory that is different
from the run directory specification in remote proxy 50
or local proxy 52, then the instruction will not be
executed. Although particular access parameters have
been specified for remote proxy 50 and local proxy 52, it
15 should be understood that the present invention
contemplates any suitable access parameter that may be
specified to manage the allocation of or access to the
storage or processing capabilities of processing node 18.
The hierarchical structure of remote proxy 50 and
20 local proxy 52 provide several technical advantages. For
example, a.-general local proxy 52 for a group of users
may be established to specify a baseline of access
parameters. A more or lese restrictive list of access
parameters can then be maintained on a user-by-user basis
25 using remote proxy 50. Identifier 100 of remote proxy 50
may be specified by submitting node 16 or the user of
submitting node 16, thereby allowing access to processing
node 18 using different identifiers associated with
different proxies and different access parameters.
30 For example, the user of submitting node 16 may
attempt to access processing node 18 using the identifier
- “JOE@REMOTE" instead of *“MIKE@REMOTE.” Since submitting
node 16 may use processing node 12 to access other
devices in system 10, the last part of identifier may be
35 *"REMOTR" (the name of processing node 12). Identifier 100



"M KE" and processing node 12 is naned "REMOTE". Renote 10 proxy 50

al so includes a local identifier 102 that associ ates the user of
submi'tti ng node 16 with | ocal proxy 52. Upon recei ving
the identif{Ryeseieek e user of subm tting node 16, WEGGRehdgs N0de 18
rel ates the user 15 of submtting node 16 to a local identifier 102.
The translation of a renote user "M KE@GREMOTE" to a valid

| ocal user "QGUEST" provides an additional |evel of security since
nei ther subm tting node 16 nor processigng node 12 have access to

| ocal identifier 102 maintained at 20 processi ng node 18. Any

addi tional security nechani sm al l oned for "GUEST" by processing node
18, such as operating systemsecurity, nay be honored to suppl enent
security supplihedenigt®rpeoxy 50 may be spdbefied cigsiinmcalyt ¢ns in | ocal

proxy 52 appl b [0 1511

transl ation f%gﬁgnﬁbgééiqﬁﬁI§§§g§ﬁ5TEpﬁygghéhgg%x¥?@%Eégdgggggggébﬁ%cIudes

an i denedei 38 apAixacdycdyr a8pddertifi¢ation stasemen i dentifier .
102 of renot egphexyté&d.atBaubaietiheg poAsy160 Purtherfidgel, 0BE 58y 52

i ncl ude f unct Langl 2y NG 2804005 WGt Rl £y APTQGRILS Upgti ogal
authorléy subfit I 'nNg~ no 1S ranf% o the storage an
processi ng capapali tp apregessing nogdeodBssi ng node 18, as wel | as how t hat

f utnﬁt i _Otnal . ggirﬂ%fd%lé;aséumieteachéleé- 1f%afwmugggatf ggct i onal | ug
UL IOL Y DGt A SR boRh BLoL ISP Uk §5 dha 0. ™™ [0l U

For example, submitting node 16 may desire to access the

10 storage and processing capabilities of processing node
18. Submitting node 16 first accesses processing node 12
in accordance with the access parameters specified in a
local proxy 38 associated with submitting node 16. If
authorized by the access parameters specified in local

15 proxy 38, submitting node 16 then attempts to access
processing node 18 in accordance with one or a
combination of remote proxy 50 and local proxy 52.
Therefore, submitting node 16 may be subject to two
levels of access parameters established by proxy at

20 processing node 12 and at processing node 18. 1In this
manner, a submitting node that desires to access a
processing node through a number of intervening
processing nodes may be subject to proxy security at each
of the processing nodes in the communications chain.

25 FIGURE 3 illustrates a flow chart of a method for
operating system 10 according to the teachings of the
present invention. Throughout this description, all
references to submitting node 16 apply equally to a user
of submitting node 16. The method begins at step 200,

30 where submitting node 16 attempts to access processing
node 18. As described above, this may be accomplished by
first successfully obtaining access to processing node 12 .
in accordance with access parameters specified by local
proxy 38.



11 can upl oad, downl oad, submit, run, or perform sone other
function or conmand at processing node 18. Additional I nformati on,
such as directory specifications, conmand limtations, read/wite
I'i m tati ons,woBYMEee or 5 processing linmtations, and BCHEB%/19288y be
supplied to further define how the authorized functions may be
exer ci sed. An upl oad aut horization 106 indi cates whet her the
user of submtting node 16 nay store information in 10 menory 46 of
processi ng node 18, and an upl oad diretbory 108 specifies a
directory or other suitable nenory | ocation on processing node 18
that can store information received fromthe user of submtting node
16. Simlarly, a downl oad aut horization 110 indicates et her the

user 15  of subni}f BFPEEFETIcORS 18 SaRReS reFrdev_t B in
menory 46 of ppesesfcry subddtifngancde TBwat etepdi202¢t bthen processlihy

specifies a digf S} tg%‘gi%ﬁgg cald

pr ocessi ng nodrég‘i%c%tr%a(gtr?a%nqgésag%esse y ‘hode tlﬁehbgeﬁ%ﬁhsé&grﬁﬁ ting
node 16 to recktdentififfaption skatemeny at ghaR2P4ut ABr idemtbhicaldamdi cat es
authori zati on gfgkement speéRh®adsdin efdexyi ik iandneprspasiiyed, then the

user of subm tyi ode.l16. may. store inf ti,Qn | n rtion

of nenory 46 o?aﬁ%%‘isﬁqo%ggﬁgg"éég% ??f.(i)eutlesr'estﬁ cg?ﬁ (])'ﬁenéfffcyt%%m larly,

i f downl oad austatement de foonfnimncthesipsructiom Bér pEEP| 204 arfhefownl oad
directory 112 jSodésing nodeSB8Chéafehes Ny tdharetitte progybsdtti ng node 16

may receive info O {Q Lh any..aartd Q menory 46 of
processi ng nod%si%cﬁ%?%%tt#’egfl??félgg#g sPélc;L%ed 1%nggl proxy 52 al so
i ncl udeg0a r unidénteicfigation] sgetementat s3kep fA06s a directory or ot her

suitable memory  1f a |RF3eispBniindhiétotd g s0f isUBBLAd) Nthétpde 16 can
run . prograns, shell scrhpts 0 .é)t hecr eexsecutr%glegg oNe .
processi ng nodErAELESHE P°5Kart sggﬁ?‘}ﬁ/ RArpes P2 FEF Rt &Phed by
prohi bi ti ng t heubmsistisig awidei 16i hgsedden 1Bocal identifier 102 in
remote proxy 50 at step 208. These access parameters may
15 be retrieved from a local proxy 52 associated with local
identifier 102. The access parameters in local proxy 52
are then supplemented or modified by access parameters
specified in remote proxy 50 at step 210. Identification
information from the established access parameters, such
20 as a user identifier and optionally a password, is
validated at step 211 using, for example, operating
gystem security procedures. If identification
information is validated at step 211, then submitting
node 16 is provided access to processing node 18 in
25 accordance with the established access parameters and
other security restrictions on processing node 18, such
as operating system security, at step 212. If
identification information is not wvalidated, then
submitting node 16 is denied access to processing node 18
30 at step 216.
If submitting node 16 does not provide an
- identification statement at step 204, then processing
node 18 searches for a remote proxy 50 associated with
the identifier of submitting node 16 at step 214. This
35 identifier may be specified indirectly or inherently in



35 fromissuing commands starting wwth a directory. WO
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12 ' specifier, such as a slash (/) in a UN X operating

envi r onmentwoangsgeeeSt ri cting comuands to be in run PTG 114.
Furthernore, a system adm ni strator may establ i sh hei ghtene
security by closely managing the 5 files and content of files

mai ntained in run directory 114. A submit directory 116
specifies the directory or ot heggsuitabl e nenory | ocation at
processi ng node 18 in whi ch the user of submtting node 16 can submt
10 I nstructions or processes to processing node 18. For exanpl e,
a set of instructions communi cated from submtting node 16 and

execut ed on peommssicadiongebé8weey submittsipg\mode addandqpmbcqssingss havi ng
| nstructi ons. &dé’eis. It %%HEG AP HIL ERNACESS £ n@&&,

dai sy-chain 15 ef abni???n ﬁhs ruct ons mﬁ? ?Etructlons
may be &M% 31PHWPP Iy ?#%Rﬂ%%h&? 5eﬁ8?ﬁ§scﬁﬁ¥ﬁﬂﬁﬁQ¥s

di rect ory 116f®pesn]:im:¢d:mg hodel 1fraxysteds 208 and 210, lamdne enbodi nent,

local psoxy S2.GeRaRd 6badS1s 1e priviuRl uldsCqrose togsers of
renote eV| ce%ut t g%[ % |resaccess to progesm ng é‘%gﬂ%S 0H‘Iu
user - speci f j cremote proxy S50 1s not found at steps 206 or 214, then

submitting node 16 is denied access to processing node 18
at step 216.
If processing node 18 does not force the retrieval

10 of a proxy for submitting node 16 at step 202, then
processing node 18 determines if submitting node 16 has
provided an identification statement at step 218. If no
identification statement is found, then processing node
18 searches for a remote proxy 50 associated with the

15 identifier of submitting node 16 at step 214, specifies
access parameters at steps 208 and 210, and provides
access at step 212.

If an identification statement is found at step 218,

then the identifier and password in the identification

20 statement are validated at step 220. If the identifier
and password in the identification statement are valid at
step 220, then access parameters are specified based on
the identifier at step 222. Alternatively, upon
furnishing a valid identifier and password, submitting

25 node 16 may be granted access to processing node 18
without specifying access parameters, as indicated by
arrow 224. Submitting node 16 is then provided access to
processing node 18 at step 212. If the identifier and
password in the identification statement are not valid at

30 step 220, then the submitting node 16 is denied access to
processing node 18 at step 216. It should be understood
that granting access to processing node 18 upon
submitting node 16 supplying a valid identifier and
password may not be as secure as forcing access

35 parameters to be established by proxy.



access paraneters are desired, renote proxy 50 includes access
paraneters that take precedence over access paraneters specified in
| ocal " proxy 52. For the exanple illustrated in FIGURE 2, upl oad
aut hori zat i owoBY84686 25 renmote proxy 50 takes preceden@emmwsse/19agd oad
aut hori zation 106 of |ocal proxy 52, and upl oading by the user of
subm tting node 16 is not authorized. Simlarly, downl oad directory
120 and run directory 122 in renote proxy 50 specify different
directories that are 30 accessi bl elffy the user of submtting node 16.
Access paranmeters that are not specified in renote proxy 50 are
established by entries in |ocal proxy 52. Sonme of the access
paranmeters in renote proxy 50 and . local proxy 52 specify a_location
in nemory of the 35Althoygh,thesprgsaBleinterbion hasibeen: degcrberd fi cati on,
t hat wit MBSO @mbodiments, a myriad of changes,
PCT/ US96/ 19288 - . . is
accessible to gﬁf)’ﬁ?ﬁ?%sd KOOSRy g = %ﬁ%nsf‘%fmaftfmﬁéé and submitting
node 16 desireBodbfieanions may Ppofngeesteditr) one skiljgdeingthe rast,
downl oad saut hgahaa;gtona ailriftaa&aaal endt tg; p:ﬁér?ti(?fv)én_%ﬁéﬁi %hgﬁﬁﬁb; in
renote proxy c . _pt Wi e exam_ned before the copy
i s performed. Budf c%%%%e%ggﬁ?gﬁﬁé f BT ErRISRs 1 E?nﬁgaf't“%ﬁ‘%‘ﬁ/’ that is
not and modifications as fall within the spirit and scope of

the appended claims.



accessi ble by submtting node 16, then the instruction wi |l not be
executed. Simlarly, submttj desire to run a program
at processing node 18. |If thulmrmﬂmliﬂllmgmuct ion specifies a directory
that i1s diferonisss frontthe rtun®di fectory specificaty | te
proxy 50 or local proxy 52, then the instruction V\nﬂ ogtgng

executed. Although particul ar access paraneters have mg EENJ
for renote proxy 50 and | ocal proxy 52, it 15 shoul d be mﬁaﬁ
the present invention contenpl atges any suitable accesg.para

that may be specified to manage the allocation of or access to the
storage or processing capabilities of processing node 18. The
hi erarchi cal structure of renote proxy 50 and 20 | ocal proxy 52 provide

several technBHAI Z8vALATNED: IS:For exanpl e, a general |ocal proxy 52
for a group of usefs b '.f .a baseline of
access par a'rrlreters datér:?‘:ol&%sgﬁ'hgsgygggri ‘? &% ‘of access
parameters can theR BebWt ﬁ@éeohaxlnse?nbydmfexfmu angs usi ng .

renote proxy 50. adphbtdssingl diddel coapbed B Oxye @xmlttlng”%dge speci fi ed
by submigl ti ngtngdgraéegéug%@%a%nﬂ 3 memSty Gpdaditd 80 otoe ol her eby

al |l ow ng access EnBifiers
associ at ed wi PROXY asso%ﬂ#‘? by EBR §§bﬁhﬁtm9 frodent thec proxpar anet ers.

30 FepeeXByDhE, at]ttﬁzatievh Qfx &Hénhéﬁld)ﬂ@ dp%el‘in%‘éssn att enpt
to access prol\/ﬁﬁé elg:le8 {'{ﬁ“ gg:{]rtx' el CRENDTE"

i nst ead of %%Eﬁ %&; su nettrh g no ‘?Tocfé‘ﬁ@rﬁ&?sﬁiﬁgprocesm ng
node 12 to acBeds eperable to regejveethenidgmtifiel) oft thel aubmpatingf

i denti ficer Mayole 3Ad to prINIFEELhE! BELASERIAG MRS @RS RBIEHL2) -
Identifier 1Ogrocessing node in accordance with the proxy.

2. The system of Claim 1, and further comprising a
remote node coupled to the submitting node and the
15 processing node, the remote node operable to receive the
identifier of the submitting node and to communicate the
identifier to the processing node.

3. The system of Claim 1, and further comprising a
20 remote node coupled to the submitting node and the
processing node, the remote node operable to receive the
identifier of the submitting node and to communicate the
identifier to the processing node, wherein the identifier
comprises a first identifier associated with the
25 submitting node and a second identifier associated with
the remote node.

4. The system of Claim 1, wherein the identifier
of the submitting node is included in a process to be
30 executed on the processing node.
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14 in renote proxy 50 u HJMirectly in '

communi cati ons between submtti mguﬁ‘ﬂ“un dfm cessi ng node 18 or
directly by WR9TM6e& i fication statenent " ° generated at PETNGA%IBI8AG node
16. Furthernore, the user 5 of submtting node 16 may specify an
identifier that is | ocal to processing node 18.

Furthernore, submtted node 16 nay be subject to proxi es mai ntai ned
at both processing node 12 and 18. 19 For exanple, subnitting node 16
may desire to access the 10 storage and processing capabilities of
processi ng node 18. Submtting node 16 first accesses processing
node 12 in accorgﬁgce with the_ access parangters specified in a

| ocal proxy 38 assdci at ToEFIFFuGh CLRAR hodehaxein the proxy, i horized by
t he access parcemprésesspecified in |ocal 15 proxy 38, submtting node 16
then attenpts to agc e ek | gﬁﬁgr e Wkt h one or
a = conbi nat i oﬁ ?;?ﬁ?tenogxéoﬁi aQxy igggﬁgoﬁg%:%lgt%?oxy fgq%' rﬁé’héli‘herefore,
submitting no&é‘elﬁeﬁﬁWb%r%‘%jl%é’tmﬁo Rt access payapesergc@8dsapar anet er s
est abl i shed byopadxydentPfier for abessubyitoirg ldoddd aaid pr ocessi ng node
18. In this r 1t n t esi,r to.access a
processi ng node th?oggﬁgg B e%@gfgﬁh@g?’vggﬁlg&% ﬁéalp?"%g@g%?ﬁﬁrhodes may
be subj ect totBPo*PCBRFPFY haviggegecond acegess Raramateysi-ng nodes in the

comuni cations chain. 25 FIGURE 3 illustrates a flow chart of a
nmet hod for per ahy ?¥§¥e 1 of di 0. t t eachi ngs of the

present invention.?Thrgﬁgﬁ%; t |§Edg%ggﬁp§foﬂghéﬁﬁnlgie PrOFE erences to
submi t t¥thg noGOMPEL8PBFy equal |y to a user of subnitting node 16.

The nmethod begi ns atreméPe FHbxy associated with the submitting node,
the remote proxy having first access parameters and a
local identifier for the submitting node;

a local proxy associated with the local identifier,
15 the local proxy having second access parameters; and
wherein the first access parameters from the remote
proxy take precedence over the second access parameters
- £rom the local proxy.

20 7. The system of Claim 1, wherein the proxy
comprises:

a download directory specifying a location in the
memory of the processing node operable to store files to
send to the submitting node; and

25 an upload directory specifying a location in the
memory of the processing node operable to store files
received from the submitting node.



30 where subm tting node 16-attenpts to access processing node

18. As described above, this nmg | by first

successful |l y obtaining access tél@i)ﬁﬁ@mﬂmﬂam 12 i n accordance

Wi th acces 24kes ers speci fi etibye m s * proxy 38. WO

97/ 24666 “wa, PCT/USQG/lQéEgﬂK”@uxms

15 I f processing node 18 forces the retrieval of a

proxy for submtting node 16 at step 202, then processing node 18

determines if submtting node 16 has pgovi ded an identification

statenent at step 204. An identification 5 statenment specifies an

identifier and optionally a password for submtting node 16. If an

i dentification statenent is found in the instruction at step 204,

t hen processg Ng mawe siBtemabehedaimrl A winsmiin phexproly

associated wth informtion specified in the 10 identification statenent

at step 206. COMPrisSes: |t a correspondi ng renote proxy 50 is found, then

processi ng node 18 spwoilidads autbosizabieneindicatoing that §henitting node 16 -

based on | ocafybftrtidd Hodt0hayNreceivel EIEE dicbed a@ &hestep 208. These

access paraneters may 15 be retrieved froma | ocal proxy 52 associ ated

with local  Proce§ 199" 102. The access parameters in |ocal proxy 52
a download directory specifying a location in the

memory of the processing node operable to store files to
gend to the submitting node;
an upload authorization indicating that the
10 submitting node may store files at the processing node;
and
an upload directory specifying a location in the
memory of the processing node operable to store files
received from the submitting node.
15



are then supplenented or nodified by access paraneters specified in
renote proxy 50 at step 210. Id ul I IH; I nformation fromthe
est abl i shed access paraneters, am Hmtl nﬂlmeul er identifier and
optional |y awpawsses d, is val idatted™at *step 211 usi nBETASE18388NI e,
operating system security procedures. If identification

information is validated at step 211, then submtting
provi ded access to processing node 18 in 25 accordance w tﬂﬁﬁn F?ngég BEEN
establ i shed access paraneters and 21ot her security restrictio 8%

processi ng node 18, such as operating systemsecurity, at step 212.

| f I dentification information is not validated, then subm tting
node 16 i s denied access to processing node 18 30 at step 216.

| f submitting node 26 ddedmetdiodpfeyi BECYIAinG accasfe i B PEPFBRSERGt enent
at step 204, thehepro6MSSidihg: node 18 searches for a renote proxy 50

e e W repmA ol B! Shefia 2O dd D BRR Bl oD 211

WD 97/ 24666  from the submitting node to the pm;ﬁqgs@&' n9des
16 5  COMUNLgei &fhP Pﬁaﬁyssé&é&'élg El@%rlﬁe%@ﬂn@rﬁé&és' ng
ou

node 18. 1f reno
us&gg tgéyiégntf%ler og LR 1t(?H§ node, the proxy

specifying a location in a memory of the processing node
accessible by the submitting node; and
providing the submitting node access to the
10 processing node in accordance with the proxy.

10. The method of Claim 9, wherein the step of
communicating comprises:
communicating the identifier from the submitting
15 node to a remote node; and
communicating the identifier from the remote node to
the processing node.

11. The method of Claim 9, wherein the identifier
20 of the submitting node is included in a process to be
executed on the processing node.

12. The method of Claim 9, wherein the proxy
comprises:

25 a remote proxy associated with the submitting node,
the remote proxy having first access parameters and a
local identifier for the submitting node; and

a local proxy associated with the local identifier,
the local proxy having second access parameters.

30

I
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t hen processi ng node 18 establi shes the access parameters for
subm tting node 16 at steps 208 subm tting node 16 is
provi<ded access at step 212. ﬂ III ,unoxy 50 is not found at
steps 206 éﬁgghen su bmtting mode 16 is denie
processingqﬁgéé at step 216. | f proggggﬁﬁgﬁﬁgﬁe 18

does not force the retrieval 10 of a proxy for submtting node 16 at
step 202, then processi ng node 18 determnes if submtting node 16
has provi ded an identification atement at step 218. If no

i dentification statenent is found, th processi ng node 18 searches
for a renpte proxy 50 associated with the 15 I dentifier of submtting
node 16 at step 214, specifies access paraneters at steps 208 and
210, and provi des 33, Thémﬁé%iﬁdabfsbﬁglglg Jrherein the
identification stafenent is found at step 2 8 e i dentifier

and password FPMRFEPERfentification 20 statenent are valldated at step
220. If the identafremote proxyaadspesaved dvith tile istbaittingthede statement .
are valid at i%&g, a pgghfied based on
the identifi er atr%nt‘ééeeg) Ar;ht}?ﬂg ?%ﬁé Q&Eéggatpqr%m@&?ﬁgmgs%léng a valid

i denti f Per an¥ofRk sk QfliﬁﬂﬁﬂﬁPFlﬁbezﬁu mltﬁ%%%’%ﬁkﬁay be granted access to

processi ng node 18 1local piioxpoubsopiatédi vtRAIRs AoealARBERE S£i &S,

itgdi cat ed g)r/o'éesm no n&’?&’% at"%igr%%&.fgs %‘?g?%&%age%ﬁfgggggr%%%ded Reeess

password in the i cémyedindhieofissst anenes sparanstears ifgont the remots ep 220,
then the subnpidi &é]@%rk@dd%n&éanSraﬁﬁéséeécﬁxd accessPpRe&fst &8s Node 18

at step 216 underst ood that granting access to
proce55|ng no%ﬁpq. °°al P x¥ubmtt|ng node 16 supplying a valid

i dentifier and passmnrd may not be as secure as forcing access 35
parameters to be es abliHe adthodPbEX¥laim 9, wherein the proxy

comprises:
a download directory specifying a location in the
15 memory of the processing node operable to store files to
send to the submitting node; and

an upload directory specifying a location in the

- memory of the processing node operable to store files
received from the submitting node.
20

15. The method of Claim 8, wherein the proxy
comprises:

a download authorization indicating that the
submitting node may receive files stored at the

25 processing node;

a download directory specifying a location in the
memory of the processing node operable to store files to
send to the submitting node;

an upload authorization indicating that the

30 submitting node may store files at the processing node;
and

an upload directory specifying a location in the -
memory of the processing node operable to store files
received from the submitting node.

35
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17 Al t hough the present invention has been described

wi t h 'several enbodi nents, NE vari ations,

al terations, wd g’ Mat | OnS gl“l“"‘"“ mﬁﬁmt ions may bepcmgdesdes t o

one skilled in the art, 5 ahd 9t 4 s™ nfentled that the present invention
enconpass such changes, variations, alterations, tranSf(ﬁ*ﬁﬁﬁ%ﬁﬁ}“—-*-~ﬂ
and nodifications as fall within the spirit and scope of ﬁHﬁesﬁﬁﬁﬁﬁﬂéhBEENi
cl ai ms. 23 18 VWHAT RIPLACED _|
CLAI MED | S: 1. A data processing system conprising:

a submtting node having an identifier; a processi ng node

coupled to the submtting node,
16. A method for generating access parameters for a

submitting node accessing a processing node, the method

- comprising:
retrieving a remote proxy associated with the
s submitting node, the remote proxy having a plurality of

first access parameters and a local identifier for the
submitting node;

retrieving a local proxy associated with the local
identifier, the local proxy having a plurality of second

10 access parameters; and

generating access parameters for the submitting node
using the first access parameters from the remote proxy
and the second access parameters from the local proxy.

15 17. The method of Claim 16, wherein the remote
proxy ie retrieved in response to an identification
statement received from the submitting node.

18. The method of Claim 16, wherein the first
20 access parameters from the remote proxy take precedence
over the second access parameters from the local proxy.

19. The method of Claim 16, wherein the access
parameters comprise:

25 a download directory specifying a location in the
memory of the processing node operable to store files to
send to the submitting node; and

an upload directory specifying a location in the
memory of the processing node operable to store files

30 received from the submitting node.
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5 t he processi ng node having a nenDry operable to store a pr oxy
associated with the submtting node, th ﬁﬂ ecifying a | ocation

in the menory of the processi nﬂl“l‘!l&lﬂimﬁuﬂﬂ si bl e by the subnitting
node, the Q%ggﬁﬁéﬁﬂge and tnod

ive the |g§ E i.fi r of the
submtting 0 provide the submtting node Bt he

processi ng node in accordance with the proxy; and a renote node
coupled to the submtting node and the processi ng node, the renote
node operable to receive the ntifier of the submtting node and to
conmuni cate the 15 identifier to Re processi ng node. 2.
(Cancel ed) 3. The systemof Claim1l, wherein the identifier
conprises a first identifier associated with the subm tting node and
a second identifi as [ e 4,
The system of C a%nq 1, %%7% %Fﬂo?mhébl%le?tr? f1f62 whezeLe ?Rgﬁaeccse%m tting node
i s included |PP¥?Wﬁﬁﬁﬁ§s§°F8rb§e~ executed at the location in the nmenory
of the processi ng a downleadecasplest{zadidyy inddcatdny. that the WO
97/24666 submitting node may rec&Pd Y53¥s1 3288ea at the

5 processing node;

a download directory specifying a memory location of
the processing node operable to store files to send to
the submitting node;

an upload authorization indicating that the

10 submitting node may store files at the processing node;
and

an upload directory specifying a memory location of
the processing node operable to store files received from
the submitting node.

15



19 5. The systemof Claim1, wherein the proxy

conpri ses: a renpote proxy associated with the submtting node,
the renote proxy having first access paraneters and a 5 | ocal
identifier f@idBgegubm tting node; and a l ocalpoqﬂg;y,lm
associated with the |ocal identifier, .the | ocal proxy having second
access paraneters. 6. The systemof Claim1l, wherein the
proxy 10 conpri ses: a rdmﬂee £ oxy associated with the

submi tting node, he renote proxy havpng fi rst1g\ccess paranmeters and
a | ocal identifi for the submtti ngynode; a | ocal
proxy associa ' tifi er—LB——&-h-eZ-I-eeaJ—pr-e*/ havi ng

second access 5, and } wher eifn T 5S
paraneters frp the r te 1 prjoxy take pfd cedenceii)ver t hel second
access parane 'Tomt he | qcal prjoxy. The system

of daimi1l, wwre conpni,ses nl oad
directory spegif #gg ﬁl ﬁ dnbrdtidhe 4§'\mzzm)§% o4t he ro Pssi ng node
operable to sj¢pe=-t=+qgy+ sqnd to{the Py +ﬁg—ﬂ@ée hd 25
an upl oad dirg¢tig pdaqr '|lg hloqation inthe: t he
processi ng nofi¢ a BlidTO s{to gyl es r g det lflr T 'n'e submitting
node. | ] 1 X )

) 11 i | il 1

I 11 | / | 11 |

| 11 ! 28 | 1 |

Tt § Supuunt § I B4 DN N et § R

50

N 5

100~ 1p=MIKE@RENOTE e
102~ ocAL_ID=GUEST ID=GUEST 104
LN UPLOAD=N — UPLOAD=Y ~106
UPLOAD_DIR=/GUEST/ouT |~ 108
DOWNLOAD=Y 110
120-| DOWNLOAD_DIR=/MIKE/IN_| +—— | DOWNLOAD_DIR=/GUEST/IN |\ . ,,
199 RUNLDIR=/MIKE/BIN [ +—— | RUNDIR=/GUEST/BIN | "
SUBMIT_DIR=/GUEST/PROC | .

FIG. 2




20

conpri ses:
submitting node nay receive files stored at the 5
a downl oad Owbeshaesy specifying a location in the
processi ng node operable to store files to

node;

8. The systemof Claim1l, wherein the proxy
a downl oad aut horization indicating that the
processi ng node;
ITE B ysot19b8ae
send to the submtting
an upl oad aut horization indicating that the 10

&8cessi ng node;

and
menory of the

subnmitting node nay store fil e
an upload directory specifyin tion in the
processi ng node operable to storg files received fromthe submtting

node.

15

200~ SUBMITTING NODE ATTEMPTS T0
ACCESS PROCESSING NODE
202
DOES
YES _~PROCESSING NODI NO
FORCE A PROXY
204 4063 ' foes~_ 218
SUBMITTING SUBMITTING
NODE PROVIDE AN NO NO NODE PROVIDE AN
[DENTIFICATION - IDENTIFICATION
IS
REMOTE PROXY
YES FOUND FOR IDENTIFIER >0,  [YES
OF SUBMITTING
NODE?
YES D 220
REMOTE PROXY
o T Flig >
IDENTIFICAT o swsm:;n VALID v
206
YES YES DENY ACCESS
T T0 PROCESSING
RETRIEVE ACCESS PARAMETERS NODE
| FROM LOCAL PROXY BASED ON 224 S
208-"| LOCAL ID IN REMOTE PROXY S W 216
v !
w»g)m OR sumuzﬂr | !
ACCESS PARAMETERS L | SPECIFY ACCESS
! ON LOCAL 1D
}
}
! FICG. 8
I
I
|
¥

PROVIDE ACCESS TO PROCESSING NODE
IN ACCORDANCE WITH ACCESS PARAMETERS
AND OTHER SECURITY RESTRICTIONS
ON PROCESSING NODE
(OPERATING SYSTEM SECURITY)




21 9. Nﬁﬁﬁ4ﬁnffTW”EEg?Tdin access to é r SS| e |
conprising the SEEP[LACEM;ENT SHE gommni cating grﬁ{ﬁdi}§?ligjflr a,ngaz 88
ssubm tting nod 0 a renote node} comuni cating the ident rf

d PLEp 9985s| ny node; retr P&Mj %xéﬁlg Q?O

t he renote nod

t he processing{ngde using the jdentifier, the proXxy speC|fy|ng a Iocatlon
in a nmenory of {t 1 ofle accéddsi ble by the submtting node; and
providing the gubmtting node ackess to the processing node in accordance
wi th the proxy. 10. The method of Claim9, wherein the identifier
conprises a first identifier associated wth the submtting node and a
~second i dent i¢arrumbeti ddewnivad, t sebnéhpt suneder performilgsomEhetierhod of
caim9, wherﬁmbéf&I&f%ﬁﬁ&:&ao;ttgfoégeg%ﬁglﬁedws 'Saaagwsﬁﬁy na

process to be, executed on the proces od of
Claim 9, mher%ﬂﬁpﬁmﬁﬁkﬁ%mys%ﬁﬁmﬁ$s@%reCtorYaSP%ﬁbfécﬁFb?9Sas§6@W§P§d with

the subm tti rginpogkes i dde, rﬁ@aﬁwﬁ@éymﬂngl&msts@@ﬁagé Bar arreters and a
l'ocal identifier for.the}su miting & gssociated
p

wn T o et R g o SRR SR, "98S offiErs,, mag B BupBLEY BRI T o o

further define how the authorized functions may be

\1ZB) "4

exercised.
An upload authorization 106 indicates whether the

user of submitting node 16 may store information in

10 memory 46 of processing node 18, and an upload directory
108 specifies a directory or other suitable memory
location on processing node 18 that can store information
received from the user of submitting node 16. Similarly,
a download authorization 110 indicates whether the user

15 of submitting node 16 wmay receive information stored in
memory 46 of processing node 18, and a download directory
112 specifies a directory or other suitable memory
location on processing node 18 that may be accessed by
the user of submitting node 16 to receive information. If

20 upload authorization 106 indicates authorization and

) upload directory 108 is not specified, then the user of
submitting node 16 may store information in any portion
of memory 46 of processing node 18 without restriction.
Similarly, if download authorization 110 indicates

25 authorization and download directory 112 is not
specified, then the user of submitting node 16 may
receive information stored in any portion of memory 46 of
processing node 18 without restriction.

Local proxy 52 also includes a run directory 114

30 that specifies a directory or other suitable memory
location in which the user of submitting node 16 can run
programs, shell scripts, or other executables on
processing node 18. Additional security can be
maintained by prohibiting the user of submitting node 16

35 from issuing commands starting with a directory.
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(2:§Wpri ses: [“"J“J miiul-rgﬁlgﬁtﬂthgdp?gxg Zis;nogi amgr\?\ﬁi ghp‘ﬂém q h Ag &%88
Hdentitier 1or thetsubmting nodes o o oI BEAMS & Ug7

with the local identifier, the | ocal proxy having second access
paraneters; and wherein the {grst access paraneters fromthe
renot e proxy take precedence over the second access paraneters 10
fromthe | ocal proxy. 14. The method of Claim9, wherein the
pr oxy conpri ses: a downl oad directory. specifying a
location in tWEATSIS crpamEp afs:t he proceSS|ng node operable to store files

to send to the su%ﬁl |n% node .and an, upl oad directory
speci fying a | ocation i Fﬁ% SRS BRI FIRSEME hode oper abl e
to store files a submamtamgfmmﬁaﬂhawmﬂgnan|xﬁpnmmﬁneﬂ0 15.

The method of C‘a'H‘BroW%% QHQ'EQ%JMEQleed to the submitting node,

5 the processing node having a memory operable to store a
proxy associated with the submitting node, the proxy
specifying a location in the memory of the processing
node accessible by the submitting node, the processing
node operable to receive the identifier of the submitting

10 node and to provide the submitting node access to the
processing node in accordance with the proxy; and
a remote node coupled to the gubmitting node and the
processing node, the remote node operable to receive the
identifier of the submitting node and to communicate the
15 ' identifier to the processing node.

2. (Canceled)

_ 3. The system of Claim 1, wherein the identifier
comprises a first identifier associated with the
submitting node and a second identifier associated with
the remote node.

4. The system of Claim 1, wherein the identifier
of the submitting node is included in a process to be
executed at the location in the memory of the processing
node specified by the proxy.
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-co ri ses:-. a downl oad aut hori zation indi in h t e
b ' ﬂ!&%sg égyn]!dczzaa

subm tting node nmay receive files.stored at the 25

"ot acbesi ng ﬁil!llﬂjﬂﬂ&lﬂﬁﬂﬁﬂllﬂ‘s{‘%ri fites to " SMEARIShe D8k gy

node; n 'lpl®oad aut horization indicating that the 30

submtting node may store files at thegarocessi ng node; and

an upload directory specifying a location in the menory of the
processi ng node operable to store files received fromthe submtting
node. 35 23 16. A nethod for

generating access Par anktmeshddr farspboviting Acdesaceess RpFoe@sdeRssi ng

node, the method co lsing the steps of; - retrieving a renote proxy
associated\M%%é%Tmé%ﬁéﬁ%???%ggﬁ%dgge?ﬁeofénDte proxy having a plurality of
first access paraneter scanmunitatahgi dsnidentiffier tfhremsabsubniitd imgde;
retrieving ay e T 9XYe égcﬁaagg with the local identifier, the |ocal

proxy having a plurality of secon ) L
communicating the identifier from the remote node to

the processing node; _

retrieving a proxy stored at the processing node -
using the identifier, the proxy specifying a location in
a memory of the processing node accessible by the
submitting node; and '

providing the submitting node access to the
processing node in accordance with the proxy.

10. The method of Claim 9, wherein the identifier
comprises a first identifier associated with the
submitting node and a second identifier associated with
the remote node.

11. The method of Claim 9, wherein the identifier
of the submitting node is included in a process to be
executed on the processing node.

12. The method of Claim 9, wherein the proxy
comprises:

a remote proxy associated with the submitting node,
the remote proxy having first access parameters and a
local identifier for the submitting node; and

a local proxy associated with the local identifier,
the local proxy having second access parameters.
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13

access paranmeters; and ___ _generating access parame lig &g{%
node usi ng the first access parameters fromthe renp é
of

¢ access par \ocal pr oxy. 17. T
wherein th w“ﬂm m retrieved in response to an |dent|f|cat|on
statenent recelwved TMonftht submtting node. 18. The method of C aim

16, wherein the first access paraneter23fromthe renote proxy take.
precedence over the second access paraneters fromthe |ocal proxy.

19. The method of Caim 16, wherein the access paraneters conprise: a
downl oad directory specifying a location in the nenory of the processing
node operable to store files to send to the submtting node; and

oo et oy Spert Wl d e ANy U S IR 0Lss £k 10 o0
97/ 24666 submitting node accessipgr/aJsgs/cesssiang node, the method
24 comprising the steps of: -
retrieving a remote proxy associated with the
submitting node, the remote proxy having a plurality of
first access parameters and a local identifier for the
submitting node;
retrieving a local proxy associated with the local
identifier, the local proxy having a plurality of second
access parametefs; and
generating access parameters for the submitting node
using the first access parameters from the remote proxy
and the second access paiameters from the local proxy.

17. The method of Claim 16, wherein the remote
proxy is retrieved in response to an identification
statement received from the submitting node.

18. The method of Claim 16, wherein the first
access parameters from the remote proxy take precedence
over the second access parameters from the Yrocal proxy.

19. The method of Claim 16, wherein the access
‘parameters comprise:

a download directory specifying a location in the
memory of the processing node operable to store files to
send to the submitting node; and

an upload directory specifying a location in the
memory of the processing node operable to store files
received from the submitting node.
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20. The nethod of Cl aim 16, wherein the access paraneters Gggr +|PLR+
a downl oad aut horization indicating that the subm tting no%mrﬁ?
recei've files stored at the 5 processi ng node; ek oad

directory specifying a rrermry | ocati on of t he processigpepde

operable to sto les to %%ﬁ,au%%*ng nod EMES
an upl oad aut hoiﬁ;il on i nd| cating t gaticodhy subnmitti ng node nay
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(57) Abstract

A data processing system (10) includes processing nodes (12, 18) and submitting nodes (14, 16, 20, 22). Each processing node (12,
18) includes a list of remote proxies (36, 50) and a Hist of local proxies (38, 52). The remote proxics (36, 50) and local proxics (38, 52)
specify access to the storage or processing capabilities of the processing nodes (12, 18) by the submitting nodes (14, 16, 20, 22).




