EFFICIENT ALGORITHM AND PROTOCOL FOR REMOTE DIFFERENTIAL
COMPRESSION Field of the Invention The present invention relates
generally to updating data objects over 5 networks with limited bandwidth.
More particularly, the present invention relates to a system and method for

the differential trappierCAfFAPIE AR NI RO FORPression
(RDC) methodology. The recurswe aallcatlon of the RDC methodology can

be used to further m HRENIIAL, CAVBRESSION g6 objects.
Background of the Invention 10 The proliferation of networks such as
intranets, extranets, and the mtelgn t hfﬁ eeid to Iarge growth in the
number of users that share infor Thetworks. A maximum
data transfer ratd'ls qmssmlatewbmltbneakalmgysmallmwapdatbwambjbﬁs over

5 bandwidih agspgiale E A e fangissio lig T MRS We%é Sn% i o felates to a
infrastructure relate m| a ons As a reSult of t
usessteanarddbexiheddncehtoddfelelays lmrrsﬁﬂevﬁr@)jmd d:a&nssferg agdange differential
o S R AR08 e ey DRLE LT SO RN M odotoy
become a pop fo trans I large AMOUNtS OF dAatd Across a NEtwor
wnhﬂmbneddubﬂod\‘mdttr iDaianconbpressidth gsagcoegbreralkfahdrhcgeridgdcas
either lossless or lossy. Lossless compression involves the 20 transformation
of a data set such that an exact reproductlon of the data set can be retrieved
by applying a decompressionBa4kErouRE: R ayertiol Hhmpression is most

10 often used to Comﬁ@ﬁl'r(ﬂﬁ@aﬁ‘d?%lf ABtRAE EQQIH%@ iRregreduimthe sAsene
where the recgent of a data object already has a previous, or older, version

of tRAFTBBIARE 153848 1a & gp kiprabisin s BFRREHOEAITEE Biahibaseon iommatigitiagross

Comiessi®bdB DA R RenURRS daRAele raing ARd2batansIRLshysical network
differences between the new and the old versions of the object. Since an

ROETA8rEe SARAIMTO RS AU JramsTBISS kK S diffarahedl as other

betwgefihene v RRd alshiMarONA (R iostesICEmtetNBtR ek Wakl@%idile users can

modification or last access dates, file 1
15 experience long delays in retrieving and transferring large amounts of data across the

network.

Data compression techniques have become a popular way to transfer
large amounts of data across a network with limited bandwidth. Data compression can
be generally characterized as either lossless or lossy. Lossless compression involves the

20  transformation of a data set such that an exact reproduction of the data set can be
retrieved by applying a decompression transformation. Lossless compression is most
often used to compact data, when an exact replica is required.

In the case where the recipient of a data object already has a previous, or
older, version of that object, a lossless compression approach called Remote

25  Differential Compression (RDC) may be used to determine and only transfer the
differences between the new and the old versions of the object. Since an RDC transfer
only involves communicating the observed differences between the new and old

versions (for instance, in the case of files, file modification or last access dates, file



attributes, or small changes to the file contents), the total amount of data
transferred can be greatly reduced. RDC can be combined with another
lossless compression algorithm to further reduce the network traffic. The
benefits of RDC are most significant in the case where large objects need to

be ganpeslicateshireauentiibackMed Jarthbe e et SARRYIRAARiERSerred can
and it is difficult or infeasible to maintain old_copies of these objects, so that

lochf @HarREAPSfdofthinSaahn 6 BRINSG oY & ARPHREY 1 BFsIEs IFRBRtRSHI gt ighgprithm
staig g e rieRRBl MR $riefRterhioR eethefrand axstemakiReaing the

objects over limited bandwidth networks. Objects are updated between two or

10 TR RO TBRGRIEC 85T § 5 SATBR BRIt sfeorHy A GRS between

5 techuligpiem sehitRabirnivieg gRiatrRIseS Bke O MUMEZB Mo i Qe SPadse
efficient large object transfers . are achieved by recursively applying the RDC

algoPits- P itk dns thettiasatial iadithsrs smtLsdsedsion step(s) may be
used in this case to reduce the amount of metadata sent over the network by
the RDC algorithm. Objects argi/or SLgrnatlflr% afd chynk 15 length lists can be
. . U of t vention .
chunked by locating boundari ed locations. A
mathematical fuddtioflysatedhttds paslentaluestass ociatetddiisimathodizod system for

window; 6 1afive Lo Rets Nt é&@%ﬂ&ﬁ%@ﬁ'at%r he ggacribed Methes @ifeen two or
sysl%gm isusetil i a variety of networked applications, such as peer-to-peer

10 repiicatarsmemtaipclients saumin s ecverts, difmesidbcoaghieryisySiRRS) techniques such
ge l-pur 0 ilitie ase replicator. ft
O R R B LS 20 SR B e
apprecidtioncdfihecpresealyinpehtion thaR iR mhgyotlemients can betotédnedingle or

b : . ings. whi . :
e e A A Lo S ot b SSRr Y B
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Non-limitic . ' . ; . : '

1S e o g e LS 4 BTy N & ocaions
illudtradtiy matspé fateigoarsviabratsehash values associated within a horizon window

relative to potential chunk boundary. The described method and system is useful in a
variety of networked applications, such as peer-to-peer replicators, email clients and
servers, client-side caching systems, general-purpose copy utilities, database replicators,
20  portals, software update services, file/data synchronization, and others.
A more complete appreciation of the present invention and its
improvements can be obtained by reference to the accompanying drawings, which are
briefly summarized below, to the following detailed description of illustrative

embodiments of the invention, and to the appended claims.

25 Brief Description of the Drawings

Non-limiting and non-exhaustive embodiments of the present invention
are described with reference to the following drawings.

FIG. 1 is a diagram illustrating an operating environment;
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2 FIG. 2 is a diagram illustrating an example computing device; FIGS. 3A and

3B are diagrams illustrating an example RDC procedure; FIGS. 4A and 4B

are diagrams illustrating process flows for the interaction between a local

device and a remote device during an example RDC 5 procedure; FIGS. 5A

and 5B are diagraygs Histi@tipeh Y Qe flawsn ek A/pII¥t @ Me gevice;
differential compression of the signature and chunk length lists in an example
interaction during XSRBEproEBATFEMS IS UAGERAT fRariisdhiGRrocedure;

illustrates an examEle SArecd iy gre10-Compy assiantiRaf eoaMsVRBEthe
sequence; FIG. 7 is a diagram illustrating the interaction of a client and server

apphEEHTHORY s eesHb ke RB R pistERRE: fadcaduringiap FxamplskRing
a ppasaskiitow for an example chunking procedure; 15 FIG. 9 is a diagram of
example instruction code for an example chunkingﬁgrocedure; FIGS. 1 OA

and | OB are dia§fShs'6r aMbatpedAgs N RO BERS 1o flambt iy recursive

eX3Bne: CHERKINGP RERSHESI oA FINBE 6 @aeord gl tthahlcrskaNesashast &fample
the present invention. 20 Detailed Description of the Preferred Embodiment

ValltEedaBSinee BRh@estlEinvention will be described in detail with

reference to the Higwigs: dihatadikerefeppncel pumstiatey epesenlbke pafissive
and assemplies throughout the several views. Reference to various

emBUBRSHIBAL FST R SEIYESFthe invention, which is limited only

by the scope of thexclaims @agatiaciiediheiatohArdiignalyoanyieamplesset
forth in this specification are nqt intendeg to be limiting and merely set forth

sofRPBFIHETHSH BB SSHIPEHALIRIBRTEHET the claimed invention. The
present inventiorFis;dessaliehiaihigl eantext afgacakandwefmoia example chunking

procedure;

FIG. 9 is a diagram of example instruction code for an example chunking
procedure;

FIGS. 10A and 10B are diagrams of another example instruction code
for another example chunking procedure, arranged according to at least one aspect of

the present invention.

Detailed Description of the Preferred Embodiment

Various embodiments of the present invention will be described in detail
with reference to the drawings, where like reference numerals represent like parts and
assemblies throughout the several views. Reference to various embodiments does not
limit the scope of the invention, which is limited only by the scope of the claims
attached hereto. Additionally, any examples set forth in this specification are not
intended to be limiting and merely set forth some of the many possible embodiments for
the claimed invention.

The present invention is described in the context of local and remote

computing devices (or “devices”, for short) that have one or more commonly associated

3
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computing devices (or "devices", for short) that have one or more commonly
associated 3 objects stored thereon. The terms "local" and "remote" refer to
one instance of the method. However, the same device may play both a
“local" and a "remote” role in different instances. Remote Differential

CopnpsessindiiRéridnetiRdeare used tRfficiaiily URHAE) the: GREHRQNBS the
associated objects over a network with limited 5 bandwidth. When a device

haiisaherRspy ot s ebfe e e dtoRipaRehA diARE e Angaredidaple in
co RNFRfHhe inime aPIRE Sk O)idrSIBAAI ohieptc iR RRO Matherbis avpleyed

onI transmlt the differences between the gbjects over the network. An

sienibstpiia RORORBATEY 2558 RL PiRatr Ve Aopurtk fsitimited-

tfaBﬁH@iﬁ@!ﬁH ofves RRCireeiadaba iRkeehise &bﬁq&ib]@b‘ﬂﬁ&fdw@ga&@e a device
transferred for large objects, and 10 ( éa local maximum-based chunklng .

melASEA el Som O HaeRABIS QRISSE Sl RitHMHKE st HrBRACHHS

thaérhﬁfdﬁ}‘éddmd#ﬂlylﬂﬂﬁﬁ%tﬂﬁmﬁﬂﬁ@ﬁeeﬁm@@fﬁ@@oﬁ&@'tﬁ%mﬁ@ﬁbﬁork An
benefit from the described RDC methods include: peer-to-peer replication

servieBRIRIder G RRGrarahodushsd e ot aPRERAH thihct Enspapssion of

largie. I RBOBB LML, 36 NaARaaluAoRHOSENRAEIRER A SYTIEREATEAMBEs objects, and
database server 15 re Ilcatlon to name}]g)st a few. Operating Environment

FIGZ Ao BgFARRESH G W B o d se rassgseUR SRRt itasspRiated with
pretiﬁe%jé%ﬁﬂiﬂieﬁﬁﬂﬁtﬁﬁﬁ@dtIBaW%rﬁtlﬁm%Qﬁffﬂi&iecﬂtﬁne example
comm nlcate ork. These devices may eneral purpose
oMU AL, PRl 351 US55 L Bl B P iy peer
ap@épnéaterd@\ﬂﬁe&thaéafmmmst@a)t@@cnawm,ﬂiﬁm%ﬁr&sm&mansfer
correspond to a nnect|V|ty ncIu but ot limited tq: a dlrect
wir gé’dm?&?ﬁo g Ak M 1545 gﬂfﬁ‘ goe server
Wil’ﬁﬁﬁSa@@lﬁn&ﬁﬁﬁlﬂd@gth\ﬂort Bluetooth port etc.), a wired network, a
wireless network, a local area network, a wide area network, an ultra-wide
area 25 network an internet, an intranet, and an extranet. In an example

mere A (100) and device B (101), different versions of

an ObJECt are IOCﬁkyI Sltqgeddd?e{éltgr% EWI?SggtYh%egh 8%%%196%9&&%0 environment for the

present invention. As illustrated in the figure, devices are arranged to communicate

over a network. These devices may be general purpose computing device, special
purpose computing devices, or any other appropriate devices that are connected to a
network. The network 102 may correspond to any connectivity topology including, but
not limited to: a direct wired connection (e.g., parallel port, serial port, USB, IEEE
1394, etc), a wireless connection (e.g., IR port, Bluetooth port, etc.), a wired network, a
wireless network, a local area network, a wide area network, an ultra-wide areca
network, an internet, an intranet, and an extranet.

In an example interaction between device A (100) and device B (101),
different versions of an object are locally stored on the two devices: object O on 100
and object Og on 101. At some point, device A (100) decides to update its copy of
object O with the copy (object Og) stored on device B (101), and sends a request to

4



and object OB on 101. At some point, device A (100) decides to update its
copy of object OA with the copy (object OB) stored on device B (101), and
sends a request to 4 device B (101) to initiate the RDC method. In an
alternate embodiment, the RDC method could be initiated by device B (101).

Deyisgcf 6100 ardifevicaR fOL)hethbarorass: ieilecalyokanest, aieabc

and divide the associated data into a variable number of chunks in a data 5

depstbeheeuld mirdigted hyeyice Bioi0ddject OB, and chunks 1 - k for
object OA, respesgivedyk (Gt ldSINRIVIEEI9UsBAE pHiRRs MRshescififdred

for the chunks are computed locally by both the devices. The devices both

corffpifst SadArdqidhe BrstrdaisAauEY DINKG hembar KEphunlisdRmteta-

5 megdpehdyvieRIBoLRL) ranskils its fopuiedlished sianaliiesiangd ebjkO,,
lengths 1 - n to device A (100) over the network 10 102, Device A (100)

evARBEE R st SEERIRNAN B SUGh Aty @ Barhrs elléd feighartlens e
owpoggiesaiRe Aignatutigiclde icMisMideResc i} BIRhSIORBIIEQ HSigattHICAT the

one .or more differences in the objects that require caorrection, Device A (100)

traf e Yea i RaTE s Alohs HREAarheHKics Al %wéaaé@ﬁs i

idegsitipdiby 1 Migmaiehesnid dhensi gstaitie] lisis (e B (108) over the network
subsequently comwsses and 15 transmits the rea#ested chunks, g\/hlch ar

10 theHfe a8 Hbre 4 1) LRXARIRS Hob) sl RICEBED AR R BIA SASBLRST AR

aceornplisbes i evingM i) spassemhied the. reasivadhebunkistogather lists
local copy of object OB. Example

with its own matching chunks to obtain

c:omf'y\&ﬁr?gos%efc@% %r‘éufr%%\la@tekogﬂg@mabf%%&aﬂﬁm& 18mpSitte A (100)

de\lfﬁsl’ﬁﬁ_b tsrajmaﬁggdde\a@@d Brdlziélg&d/\@&ﬁihﬁeml ﬁﬁmtumlteﬁtt@rmeﬁm adbasiied by

configuration, computin evice Ica % t least one

i s R S S GRS and
15 comf@mfmtﬂymamhtm&@tnﬁmguwngﬂamaﬁeﬁysﬁemnmem@ywaﬁédmm be) after

volatileésuc s.RAM), non-volatile (ﬁ_};ﬁgﬁa M fI memo or

sonfEFBINDAidFs ORISR gHdte GHy l‘fy ﬁ&ﬂf&

opecatingbysiaRrs (305} coRathrioven pragian riadikie so(@0@)n arldom&‘ﬁpy of object

inclade

B.

Example Computing Device

20 FIG. 2 is a block diagram of an example computing device that is
arranged in accordance with the present invention. In a basic configuration, computing
device 200 typically includes at least one processing unit (202) and system memory
(204). Depending on the exact configuration and type of computing device, system
memory 204 may be volatile (such as RAM), non-volatile (such as ROM, flash

25  memory, etc.) or some combination of the two. System memory 204 typically includes
an operating system (205); one or more program modules (206); and may include
program data (207). This basic configuration is illustrated in FIG. 2 by those

components within dashed line 208.



program data (207). This basic configuration is illustrated in FIG. 2 by those

components within dashed line 208. 5 Computing device 200 may also have
additional features or functionality. For example, computing device 200 may
also include additional data storage devices (removable and/or

non-removable) sdeipatnfod&XaMe niaaneticadiskaintigataisks, s tape.
Such additional storage is illustrated in FIG. 2 b)é 5 removable storage 209

andWSHIH B IE0E StBRRJe sorPe e devirestOganttinantuge adifipnal data
volgiie @ngbnResveatils « R e e RNJIRQvRAIgs B dmplemeniedic

in any method or technology for storage of information, such as computer

reatidibieo ML ASHOHARS st aAddliRabionash bl legBicstir F Hatd. by

5 SystaBvasinQn2e09eme R eaieTaBR 409200 MTHRpaNERIS SR adflid may
10 are all examﬁles of computer 10 storage media. Computer storage media

incliglddenias s snsarad tlaRaNEReATe e pROIMANER BRdiy R sihglted in

Mesnonydainel eethricldy @Y sidigitalorarsatie 8isksudh MPdofpatber-apiisrl
storag%%, magnetic cassettes, magnetic tape, magnetic disk storage or other

m TRl ARIHE B b PARST B ISR ES h QB ARt YR B O e

therelgsivgsl dniorapt oy and MdnGbmatabR atsessed byreampxdingleeyvic®mputer
200. Any 15 such computer storage media may be part of device 200.

10 coffipaenR gaeiice SoRHaS 5186 MediriHisidseyRE(S)"1 2B s REoRAM-
MOBEERBN, YRienipirdeyricthdomehinpticHayicey ath- RUNItdavICes}atile disks
214 such as a displayé,ﬂfpeakers, printer, etc. may also be included. All tgggie
deViREDAY RHSHARHEHS QR S d HEBE SR S HEsag it ity thapRpRe

Copaprdtingdsviaend alsaeantains kes) srudicaitnsnealinechan(s k24 6e il to
allow the device é(:). communicate wijth other com%utin devices 218, such

ovatose the desire qh&an (]))ﬁ(gs % bgncggléwﬂﬂg gvice %%)0 Any
15 coutlibigaporedie Meduhindslipnoedis iydrEyCombodigsdeopatey may

readable instructigns, d ructures, program modules or other data,in a
R R b AU Y B T o, ot Joppt device, touch
megepanden e din dudes: deyide{oymptioncdakvedyspredispchRersigitinter, etc. may also

"modulated data signal” means a signal that has one, or more of i
ch rea%}%iﬁgﬁ Sgl?glese TViaes are Khown 1 the att and need not egi?scussed at length

here.

20 Computing device 200 also contains communications connection(s) 216
that allow the device to communicate with other computing devices 218, such as over a
network. Communications connection(s) 216 is an example of communication media.
Communication media typically embodies computer readable instructions, data
structures, program modules or other data in a modulated data signal such as a carrier

25  wave or other transport mechanism and includes any information delivery media. The
term “modulated data signal” means a signal that has one or more of its characteristics
set or changed in such a manner as to encode information in the signal. By way of
example, and not limitation, communication media includes wired media such as a

wired network or direct-wired connection, and wireless media such as acoustic, RF,



set or changed in such a manner as to encode information in the signal. By
way of example, and not limitation, communication media includes wired
media such as a wired network or direct-wired connection, and wireless
media such as acoustic, RF, 6 microwave, satellite, infrared and other

wirglreswaeeiaatthrdeih-Gemmieisasalesinedin Ay MM IRGIWEREble

both storage media and communication media. Various procedures and

intépesiaasnasiieiripianiudre dothstRrasemsitia apdrosranpral pare tha

reside in systemyneiney yrdeddi 9 BRIERaFRIRs the b liedtiohe Rddr @06 IS more
a remote differential compression algorithm that schedules file

syrfERIIL A B BETNE At L B e BAR & 1) el R IRt STBPARdfetPplication
5 renpatehinias ategieamp iR ARVieth(Redsich Ses¥eithnnianQtnR examRrle, the

application program is a compression/decompression procedure that is
proViBE SHIEHERARTHETRD ) 2B B ADHESHiB-ah 4l OB RN trapgtely

In sHdenPEBBTRNARN RSB ecanPhGaHam) PIRMHAGhEPdtat PRSP BRSPS ram
that is provided, in@ystem memory 204 of a client device. Remote Differential
y

CohBreBRASHBES FmRI csAE RiCsRILFe Wrldr Ry IHGE A M SIn BRI 04 for

RD&mppesibianacketdipgciriat least anetaspesihef thampesent upeiiedn program
The number of chunks in particular can vary for each instance dependinc? on
€

10 thelSRARETIRRSTBICUT B BeproufaFriR o mpneRs 494snd mefient device.

protocol is negotiated between two computing devices (device A and device
B).ggg &R 11?5%%%'1@0%@1%% Siﬁgl;'g@gﬁat the devices A and B have two
di e object or resource, which are
identified by objddiGistiheed (¥ verdiogsin® AllastaOR; aespevtide RDEqrrtivedure
ex leyd r in this fi Vi . VeSS
o R B R b S A AL B RIS
differgrredainctivevayrfiartatdr idstaica skpeiataw witiththactesothisstsThe grdeol
for transferring t j .deyvi Vi T '
15 below. A similarqﬁgﬁggéeﬁ?a@%%%ﬁ%%? E[61[r§<'§1%s;er aﬁ %%fggl#r%% %gi%%%,g%%& two
devicaBitagdlevatcthelerdpsibrodildddniBatdicaRPE puliestiaheithes depitatly that

25 HOEHSICA BB SRRV FRARGHOG 7 DLAIREQ) ABRRIIRRHLRRIRY: or
resource, which are identified by object instances (or versions) O and Og, respectively.
For the example illustrated in this figure, device A has an old version of the resource
20 O, while device B has a version Op with a slight (or incremental) difference in the
content (or data) associated with the resource.
The protocol for transferring the updated object Og from device B to
device A is described below. A similar protocol may be used to transfer an object from
device A to device B, and that the transfer can be initiated at the behest of either device

25 A or device B without significantly changing the protocol described below.

1. Device A sends device B a request to transfer Object Og using the

RDC protocol. In an alternate embodiment, device B initiates the
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Device A sends device B a request to transfer Object OB using the RDC
protocol. In an alternate embodiment, device B initiates the 7 transfer; in this
case, the protocol skips step 1 and starts at step 2 below. 2. 5 3. 10 4. 15 20
25 Device A patrtitions Object OA into chunks 1- k, and computes a signature

SigA; and a lengthh(@srsizanis Rytesiné BrAvder Sasdseipnkind. stk £2bigeb

OA. The partitioning into chunks will be described in detail below. Device A
stores the list of@%ﬁ‘éﬂtures and chunk lengths ((SigAl, LenAl) ... (SigAk,

LenAk)). Device BepaidiiopsRRIBCOBRBHD, GhtoKfuAks N, ARIGABOUIRIA a
signature Sig B1 and a length LenB, for each chunk 1...n of Object OB. The
partitioning algoritAMHEg iR BIrgth RaF ebSIRS) fHelrefo5 Sasunk

Device B sends & ligt &f tsjeentpUtedchusli sienaiuie standchiunke leagtinsed
((SigBl, LenAl) ... (SigB,,, LenB")) that are associated with Object OB to

device A. The cHisleRIhBRlowdPMAsoA sigrbhediBQlsimrivesarishiice

A to request a paetistHa(Seg of ehunks bysidantifyng fhem with their start
offset and their length. Because of the sequential nature of the list, it is

possible t3-compeitsitie® SISO Th PR ABto SHERKR LhdhR1S| SRMBIES G

up the lengths  signature Sigg; and a length Leng; for each chunk 1...n of Object
Og. The partitioning algorithm used in step 3 must match the one
in step 2 above.

4. Device B sends a list of its computed chunk signatures and chunk
lengths ((Siggi, Leng)) ... (Sigsn, Leng,)) that are associated with
Object Og to device A. The chunk length information may be
subsequently used by device A to request a particular set of chunks
by identifying them with their start offset and their length. Because
of the sequential nature of the list, it is possible to compute the
starting offset in bytes of each chunk Bi by adding up the lengths
of all preceding chunks in the list.

In another embodiment, the list of chunk signatures and chunk
lengths is compactly encoded and further compressed using a
lossless compression algorithm before being sent to device A.

5. Upon receipt of this data, device A compares the received
signature list against the signatures Siga; ... Sigak that it computed
for Object O4 in step 2, which is associated with the old version of
the content.

6. Device A sends a request to device B for all the chunks whose
signatures received in step 4 from device B failed to match any of

the signatures computed by device A in step 2. For each requested
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of all preceding chunks in the list. In another embodiment, the list of chunk
signatures and chunk lengths is compactly encoded and further compressed
using a lossless compression algorithm before being sent to device A. 5.
Upon receipt of this data, device A compares the received signature list

against the signaiR BS é kequald Obntipaisdsaaaued siat SYpiect SApimeatep
2, which is associated with the old version of the content. 6. Device A sends
a request to devRY B4 AIstRR tA0AKRSFRBRE [igHhtures received in step 4

from device B fajird @ Batsiiame ebriatsigrtes RIS By denge A in
step 2. For each requested 85 10 chunk Bi, the request comprises the chunk

start offset compteekBy devies A il e dMeP¥lsNicreRghay Peiihes

B sends the conteimesaciaiadotRlctie sampiesiod Lhoimksiodemaring
The content sent by device B may be further compressed using a lossless

compression algSiHihd5¥6fe being sent to device A. 8. Device A
reconstruds a lopal RPN AIERIEEES B1bYalstHy HrROBjuNKE, 19caived i step

7 from device B, as well as its own chunks of Object OA that matched

signatures sent IS)HESIEEC BRI ISP Frivend AfXHSh Rty et ol P e hunks

remote chunks aseqppicangatHmAdeviaapdstaetcimingddeyithedist abphunk
signatures received by device A in szfp 4. The partition}iir{lggsteps 2and 3

may occur in a dats-OElsE R sthedRRah ARG raate SIS AT ARRRion

that is computeddat Reexyibite-pagitianyithtBsassokialedi ghiaat(GA AN GR,

respectively). For a given,_ position, the
device A 1in step 4.

The partitioning steps 2 and 3 may occur in a data-dependent
fashion that uses a fingerprinting function that is computed at every byte position
in the associated object (Oa and Og, respectively). For a given position, the
fingerprinting function is computed using a small data window surrounding that
position in the object; the value of the fingerprinting function depends on all the
bytes of the object included in that window. The fingerprinting function can be
any appropriate function, such as, for example, a hash function or a Rabin
polynomial.

Chunk boundaries are determined at positions in the Object for
which the fingerprinting function computes to a value that satisfies a chosen
condition. The chunk signatures may be computed using a cryptographically
secure hash function (SHA), or some other hash function such as a collision-
resistant hash function.

The signature and chunk length list sent in step 4 provides a basis for
reconstructing the object using both the original chunks and the identified updated or

new chunks. The chunks that are requested in step 6 are identified by their offset and



fingerprinting function is computed using a small data window surrounding

that position in the object; the value of the fingerprinting function depends on
all the bytes of the object included in that window. The fingerprinting function
can be 20 any appropriate function, such as, for example, a hash function or

a Rahimdaioepiirt s ek RRIadpsieaAie IR ByNINEH 18t NASIHORS HR BiRInks
Object for which the fingerprinting function computes to a value that satisfies

a chB8ehsIEBAtIERSMatRR B e sIGReFE BMisyise AdmiitRet isthg sgme order.

cryptographicallyadfe sgfeui@ fiash faostion (Slddhhp RiaspIather Aasbject O, can be
function such as a collision- resistant hash function. The signature and chunk

lengtifiret Lahtsnlated by phsviary of SRRURSHGPs BRbIAR TR THE ShRc i ety In
5 bothibecariginahshynisadAhsaidradifien wedetes Qlinaev pbisnkal FR@se” of

chunks that are requested in step 6 are identified by their offset and 9

lengftHeks i g St RBSHEARYESY on device A by using local and remote

chunks whose sfgnasusesaightieaneRIBCHYEY BeMeeAGIREIANIFIG. 3A
the same order, After the reconstruction step is completed by device A

ObJBETOA L& i BetBtedior e Fap fL SR HACRAPY BB st 9 5 st dsare very

recelnsé WetRR Mt dledsraihkiatReshenbadite ks, AaYiee 4f Mkessn
Ob'!ect OA around for potential "reuse” of chunks during future RDC

10 g 1S XFE SIS BIEYETEHE Bishid BHEORRBISRa! tRdReESiRh SIPESH DR

FIGpSAfibaty's & pigpdicrmiixetheverhepdbie&ten diveyentl Chjerid@4 @ardhumber
Object OB are very close, or identical. Given an avera%%%gg{lk size C, the

am PRI 1 AU R BUK St RSB ARgirs transmitted in

prapestinnal to the size of Object OB, specifically it is proportional to the size

of Object OB divided by C, which is the ber of chunks of Object B, and . ..
thus of (chunk SiEABRTERGISBIRNG bLks A RTERIRIES (GBp VIERjal hard disk
15 examgie uetebynovietd Gmécladaigennagedesg, fardkamphandidiskoft /image

S A iy eSO oot o St 1ot S¥8 T S e Bunk size €
equal to 3KB, the 9GB object may result in 3 million chunks being generated for Object
Og, with 42MB of associated signature and chunk length information that needs to be
sent over the network in Step 4. Since the 42MB of signature information must be sent
20  over the network even when the differences between Object O and Object Op (and
thus the amount of data that needs to be sent in Step 7) are very small, the fixed
overhead cost of the protocol is excessively high.
This fixed overhead cost can be significantly reduced by using a
recursive application of the RDC protocol instead of the signature information transfer
25 instep 4. Referring to FIG. 3B, additional steps 4.2 — 4.8 are described as follows
below that replace step 4 of the basic RDC algorithm. Steps 4.2 — 4.8 correspond to a
recursive application of steps 2 — 8 of the basic RDC protocol described above. The
recursive application can be further applied to step 4.4 below, and so on, up to any

desired recursion depth.

30
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Server) may result in an Object (OB) with a size of 9.1GB. For an average
chunk size C equal to 3KB, the 9GB object may result in 3 million chunks
being generated for Object OB, with 42MB of associated signature and

chunk length information that needs to be sent over the network in Step 4.

Since the 442 MBRisignaisEdRir MRIEARTIShRG ARG 2k QyaiaiecnaiiHnk

even when the differences between Object OA and Object OB (and thus the

amount of data tH2EHEENL (3 Be Sefftin StéPigakeBen) BHeArEcHatTistgnature

overhead cost ofthe il UpeehigextaasMaly dietbuldie liat@verigadeastive chunk
can be significantly reduced by using a recursive aeﬁEgcation of the RDC

protocol instead SPERS G Rve RicPmatio RPddsidt LoBAn stpele Retefring

to FIG. 3B additipnal s®RectrdivéBcalmicessikersasoliawmRe I Uik lengths
replace step 4 of the basic RDC algorithm. StePs 4.2 - 4.8 correspond.to a

recursive applicdfiosof 51582 - §18pinbBasit RPE WSB! QELesHsiye signatures

above. The recuiisive appiNeatinic i baSURBIEAPRIeHh10) SteRridnatowns,)),
and so on, up to any desired recursion depth. 30 10 4.2. 54.3. 4.4. 10 4.5. 15

4.6.204.7. 4.8. 28'91&ice A-performs a recursive chunking of its signature
and chunk; lengthdigte((Sigids 4e6/Alred 1iSigAKechORAKI RIS GG Ursive

signature chunks, obtaining another list of recursijve signatures and recursive
chunk chunk lengths ((RS1gg;, RLeng;) ... (RSigg;, RLeng,)) to device A. The
list of recursive chunk signatures and recursive chunk lengths is
compactly encoded and may be further compressed using a lossless
compression algorithm before being sent to device A.
4.5. Device A compares the recursive signatures received from device B with
its own list of recursive signatures computed in Step 4.2.
4.6. Device A sends a request to device B for every distinct recursive
signature chunk (with recursive signature RSiggy) for which device A
does not have a matching recursive signature in its set (RSigy; ...
RSigys).
4.7. Device B sends device A the requested recursive signature chunks. The
requested recursive signature chunks may be further compressed using a
lossless compression algorithm before being sent to device A.
4.8. Device A reconstructs the list of signatures and chunk information
((Siggy, Leng)) ... (Sigpn, Leng,)) using the locally matching recursive
signature chunks, and the recursive chunks received from device B in

Step 4.7.

After step 4.8 above is completed, execution continues at step 5 of the

basic RDC protocol described above, which is illustrated in FIG. 3A.
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lengths ((RSigAl, RLenBIl) ... (RSigA,, RLenA))), where s << k. Device B
recursively chunks up the list of signatures and chunk lengths ((SigB1,
LenBi) ... (SigBf, LenBn)) to produce a list of recursive signatures and
recursive chunk lengths ((RSigBI, RLenBI) ... (RSigBr, RLenBr)), wherer

<< n. Device B sgRds-@netierRddisiof tequisiBeSIpRAINERAS, IITRGHESIYE recursive
chunk lengths ((RSigBl, RLenBI) ... (RSigBr, RLenBr)) to device A. The list

of rBURENAS ARtRAIALY i B aRiFskiirdRcer iriaiddon s Iy abihipragiigrage chunk

engpdad, 3nddnaa Re:ftRal GOMAIRSSRABIINGS RlQF5108Si SRMRESESIENN for object
algorithm before being sent to device A. Device A comgares the recursive

sigRatAds recSivRboRET QevicensitrlYits Buans fvEhs it unking
CopRdtRetdr: Jtrikidb e uRRMBE MBRIAIS Bd STEaairta deveR IRiRIRVar Fistingt

recursive signature chunk (with recursive signature RSigBk) for which device

A GBS HEVNARE Gent Bk A FRUSI SRS AT Wit RRY A cters may be used
RSfgAhePaNiEsVB siepéls device A the requested recursive signature chunks.

The requested recursive signature chunks may be further compressed usin

g
a lossless compt&ETN Mt RAHCHRTT QIR GSEIT 16 HERTEEAOHAEEd times,
recensteuets thedistoiwigiaturasiagdechokiiasnationn(RioBhy oMY the size of

(SigBn, LenBn)) using the locally matching recursive signature chunks, and
thegilgétﬁ’éi’\%r‘élz{?rﬁﬁ% PAEE BRI é%ﬁh@e@ﬁ% Ritéragigy anproximately
abouerispamipleted e sandionsceninugs latstepdcatihn hasicoRRCapiofiRaobne
described a%(ﬁ)]ve, which s illustr tedlii;r‘lelG. 3A. 11 As a result of the

reclifSi Rﬁ‘fﬁ%ﬁé’ré{{fo‘ﬁé’?’ LR ANEES of recursive signatures
associated with theoabjeetsoisiieauatd MynsbaeOreatialéaths avgraga ahimkally

o %eg?gﬁ{ﬂgéﬂ%%c?ﬁ%{‘d@ﬁ%gﬁ%%"n"é‘l'eerg e e e R E g the
expected average chunk size, the size of the objects O and/or Og, the data format of the
objects O4 and/or Og, the latency and bandwidth characteristics of the network
connecting device A and device B.

The fingerprinting function used in step 2 is matched to the
fingerprinting function that is used in step 3. Similarly, the fingerprinting
function used in step 4.2 is matched to the fingerprinting function that is used in
step 4.3. The fingerprinting function from steps 2 - 3 can optionally be matched
to the fingerprinting function from steps 4.2 - 4.3.

As described previously, each fingerprinting function uses a small
data window that surrounds a position in the object; where the value associated
with the fingerprinting function depends on all the bytes of the object that are
included inside the data window. The size of the data window can be
dynamically adjusted based on one or more criteria. Furthermore, the chunking
procedure uses the value of the fingerprinting function and one or more additional

chunking parameters to determine the chunk boundaries in steps 2 — 3 and 4.2 —

4.3 above.

12



OA and s << k for object OB, respectively). In one embodiment, the same
chunking 5 parameters could be used for chunking the signatures as for
chunking the original objects OA and OB. In an alternate embodiment, other
chunking parameters may be used for the recursive steps. For very large

objects the abovgyHESMEaBE PRaG3h PenaRpHRIE ¥ tnesadwiessdakide For
an average chunk size of C, recursive chunking may reduce the size of 10

thePdigRItisFe therrbuvePenadaesiom rdispedisoch Bty Byasysaryadabr

appradrBAtelY SQIEESNRRLING A MiniRINCS isismaidtveEyhiakgail 18 BdfRiRdth.
depth of greater than one may only be necessary for very Iar%f objects. In

one embodimenEXABRIGABIS B ARERng s Weidgaamibg Arunking

5 detpurmin@erbneanRidedng Ry@msieradatinaherpne ehmeigRhtiEconstraints, a
following: the 15 expected average chunk size, the size of the objects OA

andAEOBOtE HelrtoRriATS: bR SHEL R PG @fé?ww@%ﬁapaﬁ%?ﬁng

bandwichA charastesisBea el 40 HeYapprepNNRGHDGU ey CR tAr el KIENERaBe data
The fingerprinting function used in step 2 is matched to the fingerprintin

in
furGHB e foek st irFSRUBPiC SHAIRKATS tREHTRASAMEREF 2NN H 18R
stepmgkisspatelRaekte thestngeign igimgsfiovediondnabphiesachies St8R dxampheusage
fingerprinting function from steps 2 - 3 can optionally be matched to the )
10 findRPBFmtAY RGrEhon tRSAMSIags Bubar 8 RE'eesaiied Braviatisty daticianster is
fingespfivisag function uses a small data window that surrounds a position in

the object; where the value associated 25 with the fingerprinting function .
depends on all t B%S%@f%ﬁ&%%j&lﬁ“ﬂ‘?ﬁi ‘é(ﬂé’fﬂcﬁﬁ&Bgliﬁ%ﬁ’&é‘ piagygpy can result in a

winderbeF be Sizegel toaldaiavdneeiv sambe ddbaisilly acivsteshliaseshon
one or more, criteria. Furthermare, the chunking procedure uses the value of
e FRGRIRH AR SRR U Y BB RO AT CREF NG SSUPE B worthy

15 to d¢iemsiderikierchiankoinadhsiesidoienseanBthe dhtuzk ingbdranahione. [hdne
By e%rﬁ?prfé?%'!%’ ngggi?i%gltgo}lhgf %Visqggl\gc i%lreagtgg i%hg V(\:/Q}J(P gggessing document results
in approximately 100 bytes being changed in the associated file. In another example,
the modification of a single element in a database application results in 1000 bytes
being changed in the database index file. For each example, the appropriate window
20  size and chunking parameters may be different such that the chunking procedure has an

appropriate granularity that is optimized based on the particular application.

Example Process Flow

FIGS. 4A and 4B are diagrams illustrating process flows for the
interaction between a local device (e.g., device A) and a remote device (e.g., device B)
25  during an example RDC procedure that is arranged in accordance with at least one
aspect of the present invention. The left hand side of FIG. 4A illustrates steps 400 —
413 that are operated on the local device A, while the right hand side of FIG. 4A

illustrates steps 450 — 456 that are operated on the remote device B.
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parameters, the chunk boundaries are adjusted such that any necessary data
transfers are accomplished with minimal consumption of the available
bandwidth. Example criteria for adjusting the window size and the chunking 5
parameters include: a data type associated with the object, environmental

constraints, a usegRIRAdR therlienay Rednanenia i fRaspeiaristios Rt h8ting an

network connecting device A and device B, and any other appropriate model

for Rferimify alebiisé daid semétlr prddeyised erahipe irscapsssin step 430.
inclusdlWiid (RIQGRIRING filRsl dalrkaseninesR apiaadsheetpemesen@inpute

slide shows, and graphic images. An_example usa(lé?,e 10 model mzz% be where

thelIFSFREBth i s0yARd Faduifaiimtbety preRpeting PRiFRinie SRR seps

Chapgesda s sindle sipmeni yihireacappiretion PEE AR MOSYY #0Rand 453,
number of changes to the associated datum and/or file. Since most
apPRRES  Brograms have an associated file type, the file type is one

possible criteria thajkdp Wortlyviseas considpeaiiaminradiustRenthR MA@ computed
size and the chunking parameters. In one examﬁle, the modification of a

sinle'eRR ARG APt 3 WBrdEsIt AsSitirA seerhent rEs ML tp IR RHTREOR, 100

bytes being changeepuits asseiatesfle Andanslizes exampde.rd\@sted chunks to
mo&iigf}ication of a single element in a database application results in 1000

byte€ BERY EHiatbth i e Ak RS hld OFBIC AR SIS (ol In step 406,

apphepEatesenslaw, 20 sike aipethg PU KIS R Rmetey sdlra b eoditaraatauoch from

that the chunking procedure has an appropriate granularjty that is optimized .
oada 1 %Bﬁ%f&ﬁﬁpﬁgﬁéﬁﬁ&? ar‘}{ﬁ)‘ibc‘?oﬁ)g% ERIER S A e

areseliagedmssidpsiostingtpliecens Jows fafmherdnictaatinndiedwesnsiclpsal. If it
device B). 25 during an

device (e.g., device A) and a remote device (e.g., B

TR ST O RARRI AR & SFBA N T LS o RS ote chunk
aspegticohtldaty esgimh nviertionelfaletiddan dosite rofidss 1idAnlkispatss Atepsp 409,
400 - 413 that operated on g‘%egg?(@l devi $ while the Hg t hand side of

Vice
FIGh gl At ES R ns aatnt ?%Eﬁo‘é SEGUFHE &MWévice B.
13 As illustrated in §t¥p 446, tthel dotd dstion Stads helavica] Astgautesdrinaik length)

pairs received in step 404 have been processed. If not, execution continues at step 406.
Otherwise, the chunk request list is suitably encoded in a compact fashion, compressed,
and sent to the remote device B at step 411.

The remote device B receives the compressed list of chunks at step 455,
decompresses it, then compresses and sends back the chunk data at step 456.

The local device receives and decompresses the requested chunk data at
step 412. Using the local copy of the object O and the received chunk data, the local
devices reassembles a local copy of Og at step 413.

FIG. 4B illustrates a detailed example for step 413 from FIG. 4A.
Processing continues at step 414, where the local device A initializes the reconstructed
object to empty.

In step 415, the next (signature, chunk length) pair (Siggi, Leng;) is

selected for consideration from the list received in step 404. In step 416, device A

14



RDC transfer of object OB in step 400, and device B receiving this request in
step 450. Following this, both the local device A and remote device B
independently compute fingerprints in steps 401 and 451, divide their
respective objects into chunks in steps 5 402 and 452, and compute

SIgPRLEKE SviR Mor DAl R BB SHChEK IR SIBREA U3 PRAGRS affsPeGMVEbhakres it

step 454, device B sends the signature and chunk length list computed In
stepBsed g #5Rid0ke A, which receives this information in step 404. In

step 405, the localidayie A, ivitirlizes tnlistef sesupter GmerkentocdkiBBnding

empty list, and initializes the tracking offset for the remote chunksto 0. In
stefosRdshuRk in aRPESThtR FBC ERATRTRSERA PPlsTt (i HosR i B ichs e drsgived and
5 for gansigiesadiandavie thadistyappirRddNstEPrEshsknusten d)écdavies A18.

checks whether the signature SigB; selected in step 406 matches any of the

signatures it corPtER HLkikedesa sy ige i rsionBethexall ismayrtimhuakjength)

stepaftadYedtit elopsREMIBE RatheBCKIDEESEAOTE KhiUBke dBtioHsnanddh& step 415.
length in hytes LenB; are added to the request list in step 408. At step 409

theHAERIRY offedEronsENSE RS bySteeifgirPethib e A fesaPehefik e ehect (s on
stegedikd, Ahm laegldevice A tests whether all (signature, chunk length) pairs
received in step 404 have been processed. If not, execution continues at step
406. Otherwise, the chunk request list is suitably encoded in a compact
ampimRressive Sioratarechtanstiee Penvess Hbsice B at step 411. The
remote device B}Ffégl\@e& 'yﬂg SBMRGiR ?Qn%:’ El%gs(t\’ Vi%ksp%csetes g%%’ for recursive
decompresses it, then compresses anogsends ack t % chunk data at step
45@rambier of dhdexgics yeceidedanid Idegbriipr s sesthmpégBEXtar atednkedhad is
at i t ' he recei .
R O B O S scribea
4B nlostdars sy btailerl iest donipieh fedtmp 141@ fronetEIdsvaas thaberssaliisgnpting to

15 Co%%ﬁﬁ?esc%hﬁh%%ﬁ]a%s%ﬁ%ﬁ E}jelagal device A initializes the reconstructed
object to empty. Ir?/step 415, the next (signature, chunk length) pair (SigB,,

LenB;) is 30 §e|er:t@&fbhm@méﬁdﬁ-fﬁjhﬂﬂhetﬂ%@?émvéﬂliﬁétbi)thmrm
Stegpéflaqe(ggxlﬁﬁe focal device A, while the right hand side of FIG. 5A illustrates steps 551

— 556 that are operated on the remote device B. Steps 501 — 513 replace step 404 in
FIG. 4A while steps 551 — 556 replace step 454 in FIG. 4A.
20 In steps 501 and 551, both the local device A and remote device B

independently compute recursive fingerprints of their signature and chunk length lists
((Sigai,Lengay), ... (Sigak,Lenak)) and ((Siggi,Leng;), ... (Sigpn,Lengy)), respectively, that
had been computed in steps 402/403 and 452/453, respectively. In steps 502 and 552 the
devices divide their respective signature and chunk length lists into recursive chunks,
25  andin steps 503 and 553 compute recursive signatures (e.g., SHA) for each recursive
chunk, respectively.
In step 554, device B sends the recursive signature and chunk length list

computed in steps 552 and 553 to device A, which receives this information in step 504.
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14 checks whether the signature SigB; selected in step 417 matches any of
the signatures it computed during step 403. If it matches, execution
continues at step 417, where the corresponding local chunk is appended to
the reconstructed object. If it doesn't match, the received and 5

decompressed r@m@é? shsinkda caPapeed 10ithelecanpirusiod RRIRGHN /@R ive
418. In step 419, the lgcal device A tests whether all (signature, chunk

lengfHPk 48 hrcrmriyd it sfubintialfrss dhsdse s are . st eI atdhr the

CORERMRS Bt HIaPAIRN QWIS SN 1€ AR HEV LIRS @RI kIS 1SR eeEaRIAGEChunk
the old copy. of the object OA on device A in step 420. 10 Example

Relh&EPaiGRhire-Thahrey ol R ariis TR fam ahs stiggfivid in step

illustatingsRiPsePsdios FOCheeky sivREAMSacaltie-Signature RO GRURKted in
length list in an example RDC procedure that is. arranged according to at

leaSEBRY GRS AN A RIS A RN HE L R BEES Rt g sBflid T it

mayRehappliediadiotbdhsulacal ans emote devieesiaaharBeatiapENg k5
update commonly associated objects, The left hand side of FIG. 5A illustrates

stefreupi e skt sransiblenethinRy st AldpiccRddrhiodhs FreRbIR] in step

sideosf RliGtpfsiustateskiepsehble r&bbitab ok ap eiatad @fctheyrel@Wagth of
devjce B. Steps 501 - 513 replace step 404 in FIG. 4A while steps 551 - 556
r

epficEUSteRt Aea R e UK Befiisteps 501 and 551, both the local device A
and remote devi¢e fepralependepiydeoivpuleckecuisiviefingererintsvelsiagiture,
signature and chunk length lists ((SigAl,LenAl), ... (SigAk,LenAk)) and
((SIgB1 L en H‘..{é?%ti@éﬁtréﬁ@e})’,e g‘p%&‘:ﬂ\?&‘;’/),hﬁwvaﬁbﬁ%%‘é‘?ﬁ? Gdd in
steps4264Q3 anth &bt/ 4P IBS Btidyaiye | thetaps B 02 ahthkedinet devices
divide their respectiye signature and chunk length lists into recursive chunks,
25 SR e R B RS S A PR LS T RS 3! SEPA) or
each recursive dgeniespéstivelB.itsiap i oiepicsdd sgndsrti@rsive chunks at

recursi ignature and chunk length list computed in steps 552 and 553 t
e OIER 2o WHTR REENEL g e PRSI RIT Gibl, B g 4ends back the recursive chunk

data at step 556.

The local device receives and decompresses the requested recursive
chunk data at step 512. Using the local copy of the signature and chunk length list
((Sigai,Lengay), ... (Sigak,Lenak)) and the received recursive chunk data, the local
devices reassembles a local copy of the signature and chunk length list ((Sigg;,Leng,),
... (Sigpk,Leng,)) at step 513. Execution then continues at step 405 in FIG. 4A.

FIG. 5B illustrates a detailed example for step 513 from FIG. 5A.
Processing continues at step 514, where the local device A initializes the list of remote
signatures and chunk lengths, SIGCL, to the empty list.

In step 515, the next (recursive signature, recursive chunk length) pair
(RSigg;, RLeng;) is selected for consideration from the list received in step 504. In step
516, device A checks whether the recursive signature RSigg; selected in step 515

matches any of the recursive signatures it computed during step 503.
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15 In step 505, the local device A initializes the list of requested recursive
chunks to the empty list, and initializes the tracking remote recursive offset
for the remote recursive chunks to 0. In step 506, the next (recursive
signature, recursive chunk length) pair (RSigB;, RLenB;) is selected for

consideration fropithgalistdecaMadidnh StaRirued4t dipter7oAheHeNiSecAA appends
checks whether the recursive signature RSigB; selected in_ step 506

Ml BT BIHRE IReal s sinehitpé< o tHdt ATy St Sp diafqmote
Maiehigse £XQEHIQR sRntinKepprieP oI doasp tmatch, the tracking

remote recursive chunk offset and the I'en%th in bytes RLenB, are added to

the request list iS5 508: REdpsaIstsyion S dextkinhetBR GiL Faetreie shatyre,
5 is ipgr@Restetiky Ithe dengihab b tis e wEp BOERMW SN EE BBk AL MBaotN

step 510, the local device A tests whether all (recursive sgjgnatu,re, recursive

chTRICHP P BERSAS R S BHASRalE Insahsorycablisigngbire and chunk

exeentianisonsnyes ahsiep. 386 Qhenyses ibedeBbRsUR NG IHESERS0.
is compactly encoded, compressed, and sent to the remote device B at step

51 FXEEUHR8 RSN HRvfs P kdeaires e R phrédsed list of recursive

chunks at step 555, uncompressed the list, then compresses and sends
back the recursive chunk data at step 556. The local device receives and

10 decompresses thehéaauasted spautsivanaribnkidaiaedt Biembi dptishagie
local copy of the signatur d.chunk length list 20 ((SigAl,LenAl), ... . .
(Sig a1 tﬁ?)?%fﬁﬂnc‘r?é rﬁe@%@aneﬂeawm%ﬁﬂmetagéf,%fﬁat}a apgaicen 1s
reasseRRbI9IANeeRhemMasdhesignatbioadEbuidkIBn@kclisled. The recursive

((SigB1,LenBl), ... (SigBk,L.enB")) at step.513. Execution then contjnues a
ste A8 Fﬁ%l‘jﬁ%g et Eeﬁ%sét’égr‘%&%%?ﬁi? ByeEhS %S‘ng?ﬁé

FIGhbAid3rpareding bonpldemhabeigpsva4ndiisteviig poahdauitende of the RDC
initializes the list of remote1 ?@5 ignatures and Chu,Fk Iingth , SIGCL . to the

15 e mBRFRSEh W85 598, HE 8% #é SRABRGRAIEY Tt SRR EfunK [&ridth)
paifec(ikbigBikndRire it iis skl ectady fosaprsiderationcroritbeilishfigedived eturned
step 504. In ste 316, device A checks \fvheflgier the recursive ﬁi}ggatur.%
R %Er%lag]d%g]c?ﬁ]n g{gﬁqg]l e remote and local devices as previous escribed.

FIG. 6 is a diagram that graphically illustrates an example of recursive

compression in an example RDC sequence that is arranged in accordance with an

20  example embodiment. For the example illustrated in FIG. 6, the original object is
9.1GB of data. A signature and chunk length list is compiled using a chunking
procedure, where the signature and chunk length list results in 3 million chunks (or a
size of 42MB). After a first recursive step, the signature list is divided into 33 thousand
chunks and reduced to a recursive signature and recursive chunk length list with size

25  33KB. By recursively compressing the signature list, bandwidth utilization for
transferring the signature list is thus dramatically reduced, from 42MB to about 395KB.

Example Object Updating

FIG. 7 is a diagram illustrating the interaction of a client and server

30  application using an example RDC procedure that is arranged according to at least one
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matches any of the recursive signatures it computed during step 503. 16 If it
matches, execution continues at step 517, where device A appends the
corresponding local recursive chunk to SIGCL. If it doesn't match, the remote
received recursive chunk is appended to SIGCL at step 518. In step 519, the

Iocaiﬁi%vm& nsiRivheibaticl] (TBRUHIYRAIGIABH SotR IRCHSIVEHAURK client

length) pairs received in step 504 have been processed. If not, execution

cor@RtsRc et Bhasaenkdrwiiunigd pyeaitho oy RidemrbeAlng rse lazy

length listd{dS 0k tt@nBe) fox: J@ﬁag benBmy is set to the value of SIGCL in
step 520. Execution then continues back to step 405 in FIG. 4A. 10 The

recursive signatuté BHPEHIRSMANNSTHSLP Pt ST ieindiidged B auick fox
deteifyee dﬁ/@ﬂﬂﬂ&'q}«f@l BRSWESING reMetergiliR A e QBRESSEIN IS didn 't notice the

necessary to minimize bandwidth utilization as previously described. The
reclPSAIRIRMAYSF BT chunk length list can be recursively compressed

using the descrlb@dd@iwmémgr@wﬁmiyrﬁl@ylr@@@@mmré%mdﬂé&ﬂmfbe

another instance of the RDC 15 procedure, and so on, until the desired

cotitasdionl hewdiset gedisvar !&%&rﬂh@%&?@ﬁ@té@ﬁa@mln& pkid&nty

comprgraed, Uretieclisiveaghatkealie! 1T FetpiRgdfofoHanRaIMIseian helueeBrown
the remote and local dev Cesé?é reV|oust descrlbeéd FIG, 6 is a diagram

thal YraphidI§ WHULR IR 24N gt BRtIES v EoS eSS BRI P ver him.”; the
examalesiRitnsceengentiaids &rsRged, @fﬁmonsm@p m&sam@p @mmerver

embodi t. For the example illustrated in FIG. 6, the original ohject is
?&éﬁ%ﬂ Pon s At R sk IS gth R D e g ea TR ﬁﬁ%@wn 0g
prQ@@dW%oMi@*&HﬂQeStﬁﬂﬂUﬁ@tﬁj&d ednkHengthiapiesuksr nlalmrl liB@ server
chunks (or . Size of 42MB). After rec the sj ure list is
VRIS 53 BCSAL ok Pt o LA PB o ire and
recursive chunk Teigibriist watissize (86 sigdd{ite Byt reSHrsiveSHLAmpIsiagi AGecursive
the signature list, bandwidth utilization for transferrjn ature list is
ST B OV VAR S50, LB 58 opqegtzes that the
Uptiatelf Koréddsigrimgealst (BIsKatirggiihe jrleraatiomath tliertanddssap@iture list
(SHA; - SHA»5), and requests the missing chunks 3 and 4 from the server. The server
compresses and transmits chunks 3 and 4 (“The brown dog was”, and “so lazy that he
didn’t notice”). The client receives the compressed chunks, decompresses them, and

updates the file as illustrated in FIG. 7.

Chunking Analysis

The effectiveness of the basic RDC procedure described above may be
increased by optimizing the chunking procedures that are used to chunk the object data
and/or chunk the signature and chunk length lists.

The basic RDC procedure has a network communication overhead cost

that is identified by the sum of:
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30 application using an example RDC procedure that is arranged according

to at least one 17 aspect of the present invention. The original file on both the

server and the client contained text "The quick fox jumped over the lazy

brown dog. The dog was so lazy that he didn't notice the fox jumping over

him." At a subseguient tigigadhipdile:Rn Hmseahisarased (0; Thaauisk ¢,

fox 5 jumped over the lazy brown dog. The brown dog was so lazy that he

didiRsT6tesltidhoigt NG oYePRIRT Qi edas disragolishyttheldétignature,

peraditalbnsaguasisdhediB tachapipateckri fie Higmt andisepes; kath chunk

the object (the text) into chunks as illustrated. On the client, the chunks are:

"The quick fox juRpbd" 2 6lrknengsy Blskm(LgHey e, chieldbgsiassSigpapures
5 thaghg @dn't notice”, and “the fox jumping over him."; the client signature list

is generated as: SHA11l, SHA12, SHA11l, and SHA14. On the server, the

chunks are: "ThetediigRfoxjarapagnatergsritne lAzy brown dog.", "The brown

dog was", "so lazy that he didn't notice", and "the fox jumping over him." ; the

server signature list is generated as: SHA21, SHA22, SHA23, SHA24, and

SHA25. 15 The ddwepmansneat dneipiarubendittSionra lagp ARBy gk size

reCH{ 1Y 6 BIONRLNE GOMPLRFSIAMHE CORIAHG RPIDEGN IS APRETIRG e HRRow
client recognizes that the locally stored signature list (SHA11- SHA14) does

10 nothiaethaisecréselivebusighaeirenises(SpiaditySii Apaycerd b salind remote
MISRINY EMRKS o3RG thBMBIE SRR TAGGE e WIS €555% SH)Ect. The

transmits chunks 3 and 4 (“The brown dog was", and "so lazy that he 20

didfetlavtiee desPrbcs it reebRRssVETOBD MpeaketHuAE dBtompresses
them, and updafﬁ%thﬁlﬂl%@éﬂ%i&%ﬁgd& RIS akufnb s noRBAN St TiCeutting

effectiveness of the basic RDC procedure described above may be 25
incPE@ENBY optimizing the chunking procedures that are used to chunk the
15 object data and/or chunk the signature and chunk length lists. The basic

RDC procedure has a network communication overhead cost thatis
identified by the $usiask: The number of bytes required for chunks to reconcile between

file differences. Consider sequences s1, s2, and s3, and form the two sequences s1s3,

s2s3 by concatenation. Generate the chunks for those two sequences Chunksl1, and

Chunks2. If Chunks1’ and Chunks2’ are the sums of the chunk lengths from Chunks1
20  and Chunks2, respectively, until the first common suffix is reached, the slack in bytes is

given by the following formula:
slack = Chunks,’ - |s;] = Chunks;’ - |s]

25 2. Average chunk size C:
When Objects O and Op have S segments in common with average size

K, the number of chunks that can be obtained locally on the client is given by:

S *[ (K - slack)/C ]
30
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18 (Si) Signatures and chunk lengths from Bl = IOBI * ISigLenl / C, where
|OBj is the size in bytes of Object OB, SigLen is the size in bytes of a
(signature, chunk length) pair, and C is the expected average chunk size in
bytes; and (S2) Y- chunk length, where (signature, chunk length) E
Signrtyses shramd&rapgigignature o Signatures from A The communication
cost thus benefits from a large average chunk size and a large intersection
between the remote and local chunks. The choice of how 10 objects are cut

into chunks detefgines #|g@ualitygfdhe protocol. The local and remote
device must agree, without prior communication, on where to cut an object.
The following describes and analyzes various methods for finding cuts. The

5 following charactpriglics Al BRI IohD th SIS NG LR UNE AIGRRDEEhe

15 1. Slack: The number of bytes required for chunks to reconcile between

fileiFeRE R dy tesaRBiducs defuniised i§ithepelargadyapiag onmiersqwhunking

SequEfBMmSIsR minaiAAMIRosGRIaRatieRKGenerate the chunks for those two
sequences Chunks I, and Chunks2. If Chunks I'and Chunks2' are the sums

of the chunk lengths from Chunks1 20 and Chunks2, respectively, until the

firsp&g#g_fqgﬁ,ﬁﬂgiyﬁg%glged, the slack in bytes is given by the following

formula: slack = Chunks 1"- I s 11 = Chunks2' - 1 s2] 25 2. Average chunk

10 size C: When Ojdtestnking aleon thaverss Sclipgarra it b FHRTHAWRR Rever sl
Siz@eonliEoRUWBRANIGH FladRksHhak canhRanestlospBy e e eligbhtdn time of

givglré Egshsailcgla(rﬁh-rr?slﬁlcslé)d/cfzolr gl?u:rl-l%ing is independent of the hash window size when
those algorithms are amenable to finite differencing (strength reduction) optimizations.
Thus, for a hash window of size k it is should be easy (require only a constant number
15  of steps) to compute the hash #[by,...,bi.1,bx] using by , bk, and #[by,by,...,bk.1] only.
Various hashing functions can be employed such as hash functions using Rabin
polynomials, as well as other hash functions that appear computationally more efficient
based on tables of pre-computed random numbers.
In one example, a 32 bit Adler hash based on the rolling checksum can
20  be used as the hashing function for fingerprinting. This procedure provides a reasonably
good random hash function by using a fixed table with 256 entries, each a precomputed
16 bit random number. The table is used to convert fingerprinted bytes into a random 16
bit number. The 32 bit hash is split into two 16 bit numbers sum1 and sum2, which are
updated given the procedure:
25 suml += table[by] - table[b]
sum2 += suml — k* table[bg]

In another example, a 64 bit random hash with cyclic shifting may be
used as the hashing function for fingerprinting. The period of a cyclic shift is bounded
by the size of the hash value. Thus, using a 64 bit hash value sets the period of the hash

30  to 64. The procedure for updating the hash is given as:

20



and (S2) above rewrites to: |OA| - S * L(K - slack)/CI 5 Thus, a chunking
algorithm that minimizes slack will minimize the number of bytes sent over
the wire. It is therefore advantageous to use chunking algorithms that
minimize the expected slack. Fingerprinting Functions 10 All chunking
algorithms use a fingerprigtinthfidpetigrbi bash that eeRengsony smplb[b.];
window, that is, a limited sequence of bytes. The execution time of the hash
algorithms used for chufdhg @ﬁ%ﬁéﬁe%éﬁf‘ﬂ? theMash window size when

those algorithms are amgpable=tp finge gitierensing (strength reduction)
optimizations. Thus, for a hash window of size K it is should be easy (require

only a constant AR SEEpio el e Rebwdymay. bsimplged to
5 usipghPle Rkgamei#iRg, b3 sraidi HHOBR.cHAIdQUSHIRS Bidd feerclipBs SebRnited
employed such as hash functions using Rabin polynomials, as well as other

hadfRiRctthss frinsdspdartBe sipt eitbRamyhataceftishpeHRuBgRs tpiedogeer
prepeARURA e Hepbehstdiane examnie ek it Ade)haghvhasad 11 12

on the rolling checksum can 20 be used as the hashing function for .
ﬁng}érbﬁr”raﬁg? ThisShtdcdutird phétidet & reasoheiily go0d tanddihaggriod of
funiciigem by srsing-a fixesstanlernitiiZhe gpriesicechiaPsesomp kil can be
random number. The table |s used to convert fingerprinted bytes into a,

10 rarsrRuied BTG MHER! i 520w RASY RPSHHIR M AR P AR S ogs A the
antegiimagwiigltiaigteripdated given the procedure: 25 suml + = table[bk] -
table[bo] sum2 += suml- k* table[bo] In another example, a 64 bit random
hash with cyclic shifting may be used as the hashing function for
fingespRRINGE ghe ivasadtaba ayelikinlitiiphodedethivdpaaaaef the hash
value. Thus, using a 64 bit hash value sets the period of the hash 30 to 64.
The procedure OTCHAR AR KR ROURAR ALicggimed by computing a

15  fingerprinting hash with a pre-determined window size k (= 48), and identifying cut

points based on whether a subset of the hash bits match a pre-determined pattern. With
random hash values, this pattern may as well be 0, and the relevant subset may as well

be a prefix of the hash. In basic instructions, this translates to a predicate of the form:

20 CutPoint(hash) = 0 == (hash & ((1 <<c¢) -1)),

where c is the number of bits that are to be matched against.
Since the probability for a match given a random hash function is 27, an
average chunk size C = 2° results. However, neither the minimal, nor the maximal

25  chunk size is determined by this procedure. If a minimal chunk length of m is imposed,

then the average chunk size is:

C=m+2°
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5

hash = hash A ((table[bo] << 1) 1 (table[bo] >> u)) A table[bk]; hash = (hash

<< 1) 1 (hash >> 63); where | = k%64 and u=64-1 In still another example,
other shifting methods may be employed to 5 provide fingerprinting. Straight
forward cyclic shifting produces a period of limited length, and is bounded by
the size of the hashovaiyesiHhRr dTerNHpLeRd BRVR 1908RINBEHPESnE@Ering
instance, the permutation given by the cycles (1 2 3 0) 375 6789101112 13
14 H5EIBSF751 M0 SRSB4 5DE 53y ORPSY SYRIRIED) Hass: pifisuthe
of ieBaibeATRIK Teddiri 4620 mIhe siig apPICAtianS tRIScBXA0IRNS in s, and s, will
permutation can be 10 computed using a right shift followed by operations

thalt pat¥ATHREGSHrohcH e CBRGTRMIN P StaskcH MEMRAE ARBRG@gRing
previogs arifessiwnkingiaf NEekdstenmined fattermie Rkpeaus Ghiokinbthen be
methods are detgrmined sz computing a 15 fingerprinting hash with a
preXtiftminedWinddw GZ&k (248y) anld identityingt ¢ pBmEh Bas&lobal
whethenarsubset obthe hash Ritkiesteboare setersined patepredVianalysis
random hash values, this pattern maﬁl'as well be 0, and the relevant subset

mag B wafmse Aeb lareyhRdadnr e sRIRIMeE dctionS tHitaips Bt el glso
pregicatie ebifefonm e LstRaii kiasice ¥ insifeashwhidl con@ibukds \WheiBher

c is the number of bits that are to be matched against. Since the probability

10 for S5t given a random hash function is 2', an average chunk size C = 2'

15

20

25

30

results. However, neither the minimal, nor the maximal 25 chunk size is
If a minimal chunk length of m_is imposed,

determined by this procedure.

theh e oerRss GHIHE G 15° GLRt 5 SIARVSIHALGTAR o the expected

slack is obtained by considering streams 5153 and 5253. Cut points in s1

ang 52 maé appe_ci;lr at ﬁrbitrzry Elaces. Since the average chunk length is C

= ; t t cut-points in si and 52 will be beyond

distance m. Theywilhcogtablitetoiskeskabamiingd 2 filtéhe wdiohiiagequence of
patterns of length m, and matching the sequence of fingerprinting hashes against the
filter. When the filter does not allow a sequence of hashes to match both a prefix and a
suffix of the filter it can be inferred that the minimal distance between any two matches

must be at least m. An example filter may be obtained from the CutPoint predicate used

in the previous art, by setting the first m - 1 patterns to
0 !=(hash & ((1 <<<¢) -1))
and the last pattern to:
0 == (hash & ((1 <<¢) -1)).
The probability for matching this filter is given by (1 - p)™"' p where p is

2. One may compute that the expected chunk length is given by the inverse of the

probability for matching a filter (it is required that the filter not allow a sequence to

22



51 - (2'/C)2 contribute with slack of length about C. The expected slack will
then be around (20 /C)3 + (1 -(2 c/C)2 )*(C/C) = (2 c/C)3 + 1-(2 c/C)2, which
has global minimum for m = 20-1, with a value of about 23/27 = 0.85. A more
precise analysis gives a somewhat lower estimate for the remaining 1 - (2

/G RGN o i M lh AlSQ MRS AR GANBGRSALE OIS HENIR IR TRRMs

inside 53, which contributes to a higher 10 estimate. Thus, the expected
slatk 180 thefpridrhit s &P P SRIHEBRADES ™ B kil Ak B N AR Pe
15 LrbunkiRe: 3t filers dsdhases L1 fisingsatiiald WRICH A 5eAHeNee 9 those skilled

patterns of length m, and matching the sequence of fingerprinting hashes

agdMiSe: ARGHIARENGSERREFBgd S hBt st ads et e BiRahaekes directly

5 mafainhath-apnigiix and dsubixrt thelfliesdéigan be inferred that the minimal
distance between any two matches must be at least m. An example filter

may be obtained from the CutPoint predicate used 20 in the previous art, by
Setting g 8t MocA1 PALteRs (N8, ARgsh & (1 << c) -1)) and the last
pattern to: 25 0 = = (hash & ((1 << c) -1)).. The probabhility for matching this .
filter is given by (PUBkAZ12h WixaE 51 15 Deied ATasPesRIS tHAPHR'S positions
expeatet chuninienathiis gbwndud the e seied ioRc¥mrokakiiy {Re / for the
matching a filter (it is required that the filter not allow g sequence to 22 match .
10 porrrH pRATHR SR GG SHiEs il &epf@a%at B?Fdﬂﬁ’%f)ffféfé%%%)?ﬁﬂé?l%’(‘?‘lm if
p)-the hash. vehisdangifséssminienized witknseiing:n &5 difso-and. jidmwas-pukdall
be around (e * m). The gverage slack hqvers arpund 0.8, as can be verifie
by %ﬁ@é@%ﬁhﬁ%&hﬁ#?ﬁﬁ U5 Sl KO BN PSS HetDs (954 ﬁ?ﬂ and
patiesiaphes werkghdiiactyesufitinthe sawsimphsenditeesnnat usewilliRgognize that

E:ig%i#%‘#gg?m@g@? ;)é gfcﬁllﬂfh%aﬁ?p%é ﬂwgﬁvgﬁ\rrr?a (('):rh alilr?yk icgge?tnlfg[rci%lb'\a{ls% | ré]oa}rjg arison

15  (such as “closest to the median hash value”).

The set of local maxima for an object of size n may be computed in time
bounded by 2+n operations such that the cost of computing the set of local maxima is
close to or the same as the cost of computing the cut-points based on independent
chunking. Chunks generated using local maxima always have a minimal size

20  corresponding to h, with an average size of approximately 24+1. A CutPoint procedure
is illustrated in FIGS.8 and 9, and is described as follows below:
l. Allocate an array M of length h whose entries are initialized with the
record {isMax=false, hash=0, offset=0}. The first entry in each field

(isMax) indicates whether a candidate can be a local maximum. The

25 second field entry (hash) indicates the hash value associated with that
entry, and is initialized to O (or alternatively, to a maximal possible hash
value). The last field (offset) in the entry indicates the absolute offset in
bytes to the candidate into the fingerprinted object.
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that are maximal within a bounded horizon. In the following, we shall use h
for the 10 value of the horizon. We say that the hash at position offset is an
h-local maximum if the hash values at offsets offset-h,..., offset-1, as well as
offset+l,..., offset+h are all smaller than the hash value at offset. In other

words, all positions:isiesrierdinfiteihandanisteRrctarkae Nolt MR 48SeRiables
hash values. Those skilled in the art will recognize that local maxima may be

replaced by |ocaP%1?ﬁﬁ%hsfﬁﬁf&%‘é?%ﬁ@fﬂ&%&%&lﬁ@ﬁﬁ%}%ﬁrigl(g&eﬂyaeemg
“closest to the mggdign hash value'). The set of local maxima for an object of
size n may be computed in time_bounded by 2n o&eratlons such that the cost

of computihg the"SeP ibaiimabiisih erigsates BP4HR EXré ardreinpyakestat each
computing the cuReISRasBRQ@INPRRRIUEH] FouRKINEestitiiSating whether a

generated using local maX|ma always have a minimal size 20 corresponding

to h, with an avePaf¥ 3R BIShISrBLHRAEY 2h+1. A CutPoint procedure is
illustrated in FIGH:8 @ﬂ@{d&,@@g&g&@@@gﬁﬂé e@ﬁ(pdle\msl@@p%p’zmnocate an

array M of length h whose entrles are initialized with the record {i

Max=false, hash28 S5RsE30l @rﬂ@?ﬁé&l@rﬁmhse%ﬂmaﬂwwéﬁfﬁ?a.téﬁésl =

whether a candidafe-can he adagaldnaxiraenexdhgicsrasmhiield ety dhnsihkre the
|nd|cates the hash value associated with that entq}/ and is initialized to O, (or

10 aiternatively, to 4 HARIHEPHEERIBRHASH PTHRIG ST HESHL i5iRgh LML Bt T yidax, and

entry indicates thgaaliseliie aitset i by&%&mi&etﬁaﬂdtﬁatﬂuéﬁ@tthep 805. If the
fingerprinted objecté23 51015 28 f”;;(’1) 2. Initialize offsets min and max into
the array M to 0.°PR glé”{}&ﬂétﬁlé alse, execution continues at step 305.

At step 805, the procedure checks whether M[min].hash > hash. If the
condition is true, execution continues at step 806, where min is set to
(min-1) % h. Execution the continues at step 807 where M[min] is set to
{isMax = false, hash =hash, offset=offset}, and to step 811, where the
computed result is returned.
If the condition at step 805 is false, execution continues to step 808,
where the procedure checks for whether M[min].hash = hash. If this
condition is true, execution continues at step 807.
If the condition at step 808 is false, execution continues at step 809,
where the procedure checks whether min = max. If this condition is true,
execution continues at step 810, where M[min] is set to {isMax = true,
hash =hash, offset=offset}. Execution then continues at step 811, where
the computed result is returned.
If the condition at step 809 is false, execution continues at step 811,
where min is set to (min+1) % 4. Execution then continues back at step
805.

4. When CutPoint(hash, offset) returns true, it will be the case that the

offset at position offset-4-1 is a new cut-point.
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Os set to {is Max S'fitfethhaaHh R4S,

15

20

25

point to the first and last elements of the array that are currently being used.
3. CutPoint(hash, offset) starts at step 800 in FIG. 8 and is invoked at each
offset of the object to update M and return a result indicating whether a
particular offset is a cutpoint. The procedure starts by setting result = false at
step 801. At step 803, the procedure checks whether M[max].offset + h + 1 =
true, execution continues at step 804 where the
Ry SRS Mayimymebroecdurs It is set to M[max].isMax, and max
is set to max-1 % R.deyeewian g fcanFridessad siepfth: thiheicondilien @ich that
step 803 is false, execution continues at step 805. At step 805, the procedure

ch@b RGBT M AT ATITAS] DORAGAY IR PRICELAMIGRYTY ke gish time the
CoONgHH SRS aPsBYOS VBNE HR FBdRe B sth thal MBral h¥ord. MBXRCUHAM hiftries to delete.

continues at step 807 where M[min] is setto {is Max = false, hash =hash,

off S AR Aragher RSP 814 RheiieiboReHpLENEYeRiane thinermbinse
congitiderafeR G isialsbe axamtian Cap inpeEsdenateRcBABradd Bt Bae of steps

procedure checks for whether M[min].hash = hash. If this_condition is true,

exdBEBH R I0NR R Sarhstap Wo7uiP el Eoilahty b stbpnsband fisBumber of steps to

exegmm@&ntmﬁ@ @tﬁ&@&{&nwm(e the procedure checks whether min =
max. If this condition is, trye, executi?n cogéin es at step 810, where M[min]

Bad Nl e d e EntiiBs

at gaw&hlmivhale nibe, sanvautest idsuthisaaitinedistiibe wardiiomiat fi@max (jmin
809 is false, execution continues at step 811, where min is set tg (min+l) %

h. EiB%’Jt?grﬁHé SRR Io %%{Br?llos%%w a1 QUfishy &%&m&ﬂﬁf&ﬁ@gﬁfwn two
offsgfheeiivensricaen Katitheentha casestial the 1efisthabpegitionoatiseivb-dnitsiés. The

new cut-paint. o )
average length of such chains is given by the recurrence equation f(n) = 1+ I/n* >4,

f(k). The average length of the longest descending chain on an interval of length n is 1
greater than the average length of the longest descending chain starting from the
position of the largest element, where the largest element may be found at arbitrary
positions with a probability of 1/n. The recurrence relation has as solution
corresponding to the harmonic number H, =1+ %+ 1/3 + Y4+ .... + 1/n, which can be
validated by substituting H, into the equation and performing induction on n. H;, is
proportional to the natural logarithm of n. Thus, although array M is allocated with size
h, only a small fraction of size In(%) is ever used at any one time.

Computing min and max with modulus / permits arbitrary growth of the
used intervals of M as long as the distance between the numbers remain within 4.

The choice of initial values for M implies that cut-points may be
generated within the first h offsets. The algorithm can be adapted to avoid cut-points at
these first h offsets.

The expected size of the chunks generated by this procedure is around

2h+1. We obtain this number from the probability that a given position is a cut-point.
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24 Analysis of Local Maximum Procedure An object with n bytes is processed
by calling CutPoint n times such that at most n entries are inserted for a

given object. One entry is removed each time the 5 loop starting at step 805

is repeated such that there are no more than n entries to delete. Thus, the
Progs§sised dRORaBRaN: Dt RIMRIRE GRS BRS PMBEY. SMHEN RAHI8 AR IReR termined
number of repetitions may be at most n. This implies that the average

nuMber of steps within the loop at each call to CutPoint is slightly less than

2, and the numbst of stepf o icafbute cut points is independent of h. 10

Since the hash values from the elements form a descending chain between
min and max, we will see that the average distance between min and max (

imin - maxi % ) given e NAARGRAH, of h. Affseisotincluded, 1

between two adjacent entries in M have hash values that are less than or
equiad s igretheorebabd gy Wieeraweragydtierrgthy dargech chains is given by the
recurrence equation f(n) =1 + 1 /n * Y- k < n 15 f(k). The average length of
the longest descending chain on an interval of length nis 1 greater than the
average length ofin@tebiulitydentbadimpetedrimseepres fiom tidirposphiping the
the |arggst element, where the largest element may be found at arbitrary
positions with a probability of 1/n. The recurrence relation has as solution
corresponding to the harmonic number H" =1 + Y2+1/3+1/4+ .... + 1 /n,
which can be 20 yali aﬁecttgyksyb%tjbuting H" into the equation and performing
induction on n. I—F IS proporﬁongl to the natural logarithm of n. Thus, although
array M is allocated with size h, only a small fraction of size In(h) is ever

us%%h%r%ﬁ%@#%?ﬂ? %ppgkrg}g)% max with modulus h permits

arbitrary gro e used Interva as long as the distance between
the numbers remain within h. 25 The choice of initial values for M implies that

cut-points may b ergted, within the fir ffsets., ] he algorithm-can be
adapted to avoid@:/ugtl%oin%sﬁg@ﬁmggSfﬁ%f}hs(%lﬁﬁe{'s&‘rg%g(pﬁ Cgﬁn%ize of the
chunks generated by this procedure is around 2h+1. We obtain this number

fro'flhtehgn%g%baadbfgletxqg%?lti AR %?Iitsl%%llls-z%r%ults_%?!%hich has a corresponding value

of — 2. The even Bernoulli numbers satisfy the equation:
Hw(2n) — (_1)1’1-1 2211-1 nzl‘l an/ (2n)!

The left hand side represents the infinite sum 1 + (1/2)2n + (1/3)2n + ...,
which for even moderate values of n is very close to 1.
When m is much larger than 4, all of the terms, except for the first can be ignored, as we
saw by integration. They are given by a constant between 0 and 1 multiplied by a term
proportional to #<' / m*. The first term (where B, = 1) simplifies to 1/(2A+1). (the
second term is -1/(2m), the third is 4/(6m?)).

For a rough estimate of the expected slack consider streams s;s3 and s,s3 .
The last cut points inside s; and s, may appear at arbitrary places. Since the average
chunk length is about 2/ +1 about Y4 th of the last cut-points will be within distance % in
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25 Suppose the hash has m different possible values. Then the probability is
determined by: Y -O:c~k1.1/M (k/M) 2h. 5 Approximating using integration
fo,l~X<MI/M (XIM)2h dX = 1/(2h+l) indicates the probability when m is
sufficiently large. The probability can be computed more precisely by first

SIMpIfYINAHAR,SUThEy: vl GOOZRE Yo QiCpdints Bt KA MG VUSINEh BBEAOUNE the
numbers Bk expands to: 15 (,/M)2h+l 1/(2h+l) Y_O:1~k<21, (2h+I)!/k! (2h+I-k)!

Bk 99558+ P1 PHERSHIY Bl isatibumidinianee fdhs Ehabheyend dsrncs hichhesss

a cesrespeRAING Walusoiafs Méunte/evar Rerani:wmmsT shealighydhBoints in s,
equation: 20 H.(2n) E:a %ﬁun- 12 2n-1 ,2n B2n/ (2n)! The left hand side
g

reptBdante ke irtit atiaraerthoyoh The yperiedilach wall Sritiplesind v *
5 valpgsiofntis,very €lgse ¢apd. When m is much larger than h, all of the terms,
except for the first can be ignored, as we 25 saw by integration,. They are

given by a constARtbeRFEERIEAS F oK Righd biracRlhT pRopltbARPTRARN is

k-10/4vk: Cheti ieamiMprereRarolsinybfiesda d@h+I)(the second
term is -1/(2m), the third is h/(6m)). For a rough estimate of the expected

slack consider streams S 1 S3 and S2S3 The last cut points inside s 1 and

S2 may appear atiibitsasy Nlagese SincefthRaygiage ddemnkhiangiui® executing
about 2h +1 about 1/4'th of the last cut-points will be within distance h in 26

10 o 8V ERg S P THTEIARLIR 1 e ERISThE BOSHBRRTFISN! IR Arfdtifepverage

%219t eheGRoesd Qiee BoN PR Withbew it R vdistpoeribrtlbemiher bayansl of length
distanif h. These contribute with cut—goints around %Th remaining 1/4'th
of the PEPRUE SEiRML S ASRAtE PIRAP AU SR Y R MRS JRcetydcring

expesieaslatkivlctigliafocadae widunthbdals of length h. We observed that there will
in average only be In /4 such updates per interval. Furthermore, by comparing the local
15 maxima in two consecutive intervals of length /4 one can determine whether each of the
two local maxima may also be an /4 local maximum. There is one peculiarity with the
alternate procedure; it requires computing the ascending chains by traversing the stream

in blocks of size 4, each block gets traversed in reverse direction.

20 In the alternate procedure (see FIGS. 10 and 11), we assume for
simplicity that a stream of hashes is given as a sequence. The subroutine CutPoint gets
called for each subsequence of length / (expanded to “horizon” in the Figures). It
returns zero or one offsets which are determined to be cut-points. Only In(%) of the calls
to Insert will pass the first test.

25 Insertion into A is achieved by testing the hash value at the offset against
the largest entry in A so far.

The loop that updates both A[k] and B[k] .1isMax can be optimized such
that in average only one test is performed in the loop body. The case B[1].hash <=

A[k] .hash and B[1].1sMax is handled in two loops, the first checks the hash value
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5718+ %2 * 3 +'/4 */4=0.66. Thus, the expected slack for our independent
chunking approach is 0.66 * C, which is an improvement over the prior art
(0.85 * Q. There is an alternate way of identifying cut-points that require
executing 10 in average fewer instructions while using space at most

propRfHenalitp. ha AriRtAVEIRE6: 1858, thR]RREEEMRADAYS INIRIEHRAIIRS £ah be

every position O.n-1 in a stream of length n. The basic idea in the alternate

proullid vsing arigrasbakanbneRdaite dlieialg ek Retia B4R KsBEHdityax
chain within intenvalg eflleRathPoyeresesyaddhat faareilbni 3veraseeny and

be In h such updates per interval. Furthermore, by comparing the local 15

maXitid SARNEI B ACUIRYE RABRAISES I hoohRdinm iRl 8 A HRdate to

5 eagligf. RRat e jos@pEHAMA MAYiAks) RARA brIBgAMEXINURstIARYE iHANBdex 0
peculiarity with the alternate procedure; it requires computing the ascending

chalh¥ By S8t Mg tHes P/AR R btk S0 St WALH I SER SR FragapRedng the
in RYBASEhEESLIOR. /260 36slAdhenalienatedwacesiip(sra. AtEStakesardnbh) steps

we assume for. simplicity that a stream of hashes is given as a sequence.
Thasdh6IatinL eUPYing §atl ZWiaie¥for each subsequence of length h
(expanded to "horizon" in the Figures). It returns zero or one offsets which
are determined to be cut-paints. Only In(h) of the calls to Insert will pass the

10 firsOpserved Benefits ofihe Ioproxed Chuaking Aleadithms e at the offset
against the largasteantniiaiiseniasizEhe daapithaby Bobath{iRaand Bhe filter

[K] . is Max can he optimized such that in average only one test is performed.
in tws%ocaa §8ﬁ¢bﬁﬁ’é e E“ﬁcf%“}ﬁ%{&f?@f .H}?&%‘ﬁ/laﬂﬁr%qﬁrf hetyjgenimal
hardlek isiiwve opphethefiusitchocks thechashaaluet@? against B [17 . hash

until it is not less, the second updates A [k] . The other case can be handle
i o oo e T o o R R DB APt L R B e dheprable
15 EagbtealsaiCesaint radqudtes dnstuesag €ukithoroemaesiaies éothe adskork. The

- AL A - A a ‘ava

filter method also produces better slack performance than the conventional methods.
Both of the new methods have a locality property of cut points. All cut
points inside s3 that are beyond horizon will be cut points for both streams s1s3 and
$2s3. (in other words, consider stream s1s3, if p is a position > |s1|+horizon and p is a
20 cut point in s1s3, then it is also a cut point in s2s3. The same property holds the other
direction (symmetrically), if p is a cut point in s2s3, then it is also a cut point in s1s3).
This is not the case for the conventional methods, where the requirement that cuts be

beyond some minimal chunk size may interfere adversely.

25 Alternative Mathematical functions

Although the above-described chunking procedures describe a means for
locating cut-points using a local maxima calculation, the present invention is not so
limited. Any mathematical function can be arranged to examine potential cut-points.
Each potential cut-point is evaluated by evaluating hash values that are located within

30  the horizon window about a considered cut-point. The evaluation of the hash values is
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with loop hoisting h + In h comparisons related to finding maxima. The last
update to 5 A [K] . is Max may be performed by binary search or by traversing
B starting from index O in at average at most log In h steps. Each call to
CutPoint also requires re-computing the rolling hash at the last position in

the,wdpARIYsheING, YRdateteiaiScABRAD MANCHIERS RSIR ai288f ¥ of locating
rolling hash window. 10 Observed Benefits of the Improved Chunkin

1V | ! 1KINg )
AlgorhHEU AR ML RHDARUZ s IBEATRSS BORIHE eles Wit thnharegon,
filteyy matheds desstikedehrie: IR canventianaltinpiaTetaient Y lues and

that the minimal chunk size is supplied separately with an extra parameter. .

Th@qmr%wmﬁ%ﬁ%@am'gagw (FRIBES Pl A arhg enafematical
5 bettesslagkcestimaignwhich translates to further compression over the

network. The filter method also produces better slack performance than the

conventional metHSRATBEHFbIMHE TR R HRILOR ATEcH RSEANSY Yo ASr dpcal

cutpinis Al eitapopitlingide s3 thatraratkayRpavierzen willo?saUhRRIESject, p
for both streams sls 3 and = s3. (in other words, consider stream s | s3, if p is

a pShios 2513 FiReHYdh Kb iB2aofete Sint isre RIOMHEMIES 21Bo% Rtk <
Poipt 5053 HAGs MM PRI the ather disecliansyapetcally). if

p is a cut point in s2s3, then it is also a cut point in sIs3). This is not the

10 cadnefbemptictiventionayithett daxsiane fsomehe goirk ke tixeatitbe

beyond some minjpabeheiBcsizr MaY, IteHipIesatvarsalyrdaddItesnaiiee
Mathematical functions Although the above-described chunking procedures

ded&itPL dRSL HRerarIgEtHE Aot pefRé UsifgraPREtPmakiisd ARt opince many
the-RIBSERt AR ifveatis AMBedhARYRRsDeAR M JURGHORCH R Nd scope
arranged to examine potential cut-points. Each potential cut-point is
evAlBRIBEOAIARNEY RN Arides Htha daBRaRAISIRAFT SBRFRRGriZon
window about a considered cut-point. The evaluation of the hash values is 28
accomplished by the mathematical function, which may include at least one

of locating a maximum value within the horizon, locating a minimum values

within the horizon, evaluating a difference between hash values, evaluating a
difference of hash values and
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comparing the result against an arbitrary constant, as well as some other
mathematical 5 or statistical function. The particular mathematical function
described previously for local maxima is a binary predicate " >". For the case
where p is an offset in the object, p is chosen as a cut-point if hashp >

hasitkafes alhikasihgre p-horizon <_k < p, or p <k p+horizon. However, the

binary predicate > can be replaced with any other 10 mathematical function
without deviating from the spirit of the invention. The above specification,
examplesland datasyrewidiermupdatiplete) dascrvptiomaftbik amwataciurednidvice and

use (r)f ntnrg)(%ec(&)em C(e)sict(i)on %fs the invention. Since many embodiments of the
iNVention can pe made without departing from the spirit and scope of the

invention, Zmecimsefioti onmesidies drfitkefcigimsihefencafie nappendyte 285 iodtn first

IS clgim?d i% .. A system.for updating objects over a network between a local
abject on the remaole device e . . .

device and aremote devic€, comprising: a means for computing a first

fingerprintafuratis caitcbuekynigytiee difseo ket firsthebjesiton¢hzedasetbaiethic &irst

a means for %huntking the first object on the remote device based on the first

. fingerpript Tunction . .

flnger%rﬂ%{ PUHCPIOI’I; d means for computing a remote signature for each

chunk assouiated feithangufing objecitonignetreefotecadvidenk asearigtédrwith the

ger%%%l Onrﬂ%terze%l,?g&é(gcgnd chunk length list on the remote device,

re
Whereln%%eC remote signature and chunk length list is associated with the first
object; a mear{dpceenpuimg a secoied fgngensrimdfahetio teag ety onyties remote
offsel plavierandinissbeniie.lorel deving i he st and. aecond e firs
objects are associated with one another, and whete the first fingerprint
funalientis matched to the second fingerprint function; a means for chunking

the Secong &Q&%@tfgp ggl%ﬂ%ﬁ%lg%eggggngﬁfgel%qlm?u%%ﬁ%ﬂ%t every byte offset of a

second object on the local device, where the first and second objects are associated with
one another, and where the first fingerprint function is matched to the second fingerprint
function;

a means for chunking the second object on the local device based on the second
fingerprint function, wherein the means for chunking the first object on the remote
device is matched to the means for chunking the second object on the local device;

a means for computing a local signature for each chunk associated with the
second object on the local device, wherein the means for computing the local signature
is matched to the means for computing the remote signature;

a means for generating a local signature and chunk length list on the local
device, wherein the local signature and chunk length list is associated with the second
object;

a means for negotiating a chunked transmission of the remote signature and
chunk length list from the remote device to the local device over the network such that
bandwidth use is minimized for the transfer of the remote signature and chunk length

list to the local device;
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fingerprint function, wherein the means for chunking the first object on the
remote device is matched to the means for chunking the second object on
the local device; a means for computing a local signature for each chunk
associated with the second object on the local device, wherein the means for

computing, thedecalsignatirmdeimaiehed KRibsMnerNs{PssemRHENBR & ond
remote signature; a means for generating a local signature and chunk length

listBHHEoRANREREdhiRerd Mari At Stk Fengiy (MK R FRgRR st gature

asseaiiRpmitAdhelseeante eigcdedisaeans for negotiating a chunked
transmission of the remote signature and chunk length list from the remote

device to fhETERAIRIABRCSVRY HHDFHRINE SLRHW O BaNepEhabgsichunk from
minifieashiowthect anieunfihe cemeit sianatunesans &hul laagteoliatdsjteeare

local device: 30 a means for identifying differences between the first object
anddgitiBed dydheipsat 85V iSmparing the local signature and chunk length list

to the rempigcsignitiiananeeite laneist isteap Hae:iPej-devitRkaiNAARS remote
for requesting transmission of at least one updated object chunk from the

rerfBYEcadQitls Josahdaeranee 6 AehRari - dirst object and the second

object are, igentifias byatbadbhakdariee.ol means iyjdcasanitingdheaideasth the
one ypdated object th%l:Cfr m the remote device to the local device over
8

the*h&RvbARSAREY 6PY¥BSssembling a copy of the first object on the
local device with the at least one updated object chunk. 2. The system of

claim 1, further comprising a means for requesting.an update fqr the first,
object frorfr the rér#%o-‘tﬁsﬁeé’{}iB claimp s LS UPRISINEE SRS QorRpRSTREAn

meankferseasesisngisactupsiatthéaethaditgividject from the local device. 4.
The system of claim 1, wherein negotiating the chunked transmission of the

remote signature and chunk length list comprises sending at least a portion of
the 3. The system of claim 1, further comprising a means for requesting an

update for the first object from the local device.

4. The system of claim 1, wherein negotiating the chunked transmission of
the remote signature and chunk length list comprises sending at least a portion of the

remote signature and chunk length list from the remote device to the local device.

5. The system of claim 1, wherein one of the local device and the remote

device is a client, and the other of the local device and the remote device is a server.

6. The system of claim 1, wherein the network is at least one of: a direct
wired connection, a parallel port, a serial port, a USB port, an IEEE 1394 port, a
wireless connection, an IR port, a Bluetooth port, a wired network, a wireless network,
a local area network, a wide area network, an ultra-wide area network, an internet, an

intranet, and an extranet.
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remote signature and chunk length list from the remote device to the local
device. 5. The system of claim 1, wherein one of the local device and the
remote device is a client, and the other of the local device and the remote
device is a server. 6. The system of claim 1, wherein the network is at least

one of: a direct wﬂ@gy@wﬂmmﬁnﬁlpml%hp%Iﬁeaﬁgi%p@whqﬁnu@m&c@n
IEEE 1394 port, a_wireless connection, an IR port, a Bluetoot rt, a wired

) ] . po
nefBHUE fresash sutorrsogiatedrab hn ssrRiM oRIGREENelpratdlsiican
ultrgoMijis ey e atRatW RAKh AR INKRINGT AR INHRNRY anthabexkaesthdlotal &ice.

system of claim 1, wherein the means for computing the local signature for
each chunk associated with the second object on the local device comprises

a strong hgshingrfungyiaenihat dsapnliechtociRa i mpkssaBriiR i fieigerdces

The system of claim 1, wherein the means for identifying differences,

belFEERChEGLishpRictAn the SSseaA@WsR Qndhehech) davirs fompEssSTises:
a means feheRMPRIREiHaHeNOEsigbRIse anteGiHIth eNatkh st IR thetlrcRcal

signature and chunk length list; a means for identifying at least one difference

betiERM i rdRidBislghEfistand chunk length list and the local signature

and chunk el fistidmEgng tansasnpivditieaideastns difecanse saHeure and
remote signature and chynk length list; and a means for.identifying the at

leaStUHE! ALY Bifdle Ac BRI EHY leﬂgfbvééth the at least one

differencesandathiefoe meppisig faturecancabunfdangttdsheSeot: systafirotind
eans for computing the first fingerprint function at

claim 1, wherein the
ev&@"%&??ﬁ SB5ARL first object on the remote device comprises: a means
for providingnaasmnadt wisrdviiahésatataseoaedpiavadigachchyit POSIHBO mapping

R R A ot SEMIAT S RARRE i i

9. The system of claim 1, wherein the means for computing the first
fingerprint function at every byte offset of the first object on the remote device
comprises:

a means for providing a small window that is referenced around each byte
position associated with the first object; and

a means for generating a fingerprint using the small window at each byte

position.

10.  The system of claim 9, further comprising: a means for adjusting a
window size associated with the small window based on at least one of: a data type
associated with the first object, a data type associated with the second object, an
environmental constraint associated with the remote device, and environmental
constraint associated with the local device, the characteristics of the network, a usage
model associated with the first object, and a usage model associated with the second

object.
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10. The system of claim 9, further comprising: a means for adjusting a

window size associated with the small window based on at least one of: a

data type associated with the first object, a data type associated with the

second object, an environmental constraint associated with the remote

device, and environmental constraint associated with the local device, the
characteristics of the network, a usage model associated with the first object,,

and a usagb mod@ra¥steaed ¢tk thwhsseshire dhje dingornrintijactiparepmprises at
clajgast onbereining fustfiogaspiing RnGHPL EABRIEESs dfcIRaHi AR AfisA function, a
hash functign using a Rabin polynomial, a cyclic shifting hash function, a

32 b L LR RMEEHRN12. The system of claim 1, wherein the means for
chunking the first object on the remote device comprises a means for

determining at least one chunking parameter. 13. The system of claim 12, .
wherein thlgmeaﬁgefa%ﬁlarﬂéﬁ&melﬁmﬁs}aé{*edﬁ% Rt dB i bicct
CopRFiReRofB RN RGBT AR ans Tonking haizg R fTen hik ahleashone
chunking parameter; a means for computing hash values at each position
witRIFAME st object; a means for applying a mathematical function to hash

values located within the chunking horizon around each position within the

first object; a means for designating at least one of cut-pqints and chunking

boundarie> whe ek &hAHEA ! rurtRhens T Baer Son g iU gdrSt object

chunkingriieotissicanjectimidr Hoengaisignated cut-points. 14. The system of
claim 13, wherein the mathematica! function comprises at least one of;

determinifg S RAFCURIME RIS %&E&ﬂ“u%?@?ﬁhﬁiﬂd%%%ﬁﬁlwkmg

valpgrmiiigtbr;the horizon, and evaluating differences between hash values

ithin the hori 15. Th f claim 12, wherein the | )
i e O A2, TS SIS LR R BRI S b

a means for applying a mathematical function to hash values located within the
chunking horizon around each position within the first object;

a means for designating at least one of cut-points and chunking boundaries
when the mathematical function is satisfied; and

a means for chunking the first object with the designated cut-points.

14.  The system of claim 13, wherein the mathematical function comprises at
least one of: determining a maximum value within the horizon, determining a minimum
value within the horizon, and evaluating differences between hash values within the

horizon.

15.  The system of claim 12, wherein the means for chunking the first object
on the remote device comprises:

a means for determining a horizon, a trigger value, and a list of other triggers
from the at least one chunking parameter;

a means for computing hash values at each position within the first object;
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on the remote device comprises: a means for determining a horizon, a trigger
value, and a list of other triggers from the at least one chunking parameter; a
means for computing hash values at each position within the first object; 33 a
means for applying a mathematical function on each computed hash value; a

means forydasiBnatingydlyansh eRRreheHicRPITh GG bR eBRRKIRS WhTValue;

the mathematical function attains the trigger value at a given offset and

attains the* GiRahs 95 gericartmectireas SRR yiBeta  Glerkg e Rdishwhen the
anghataanz dohshokingne fistabiect witb 4he desiopaietautapaintsthd &ther

The system of claim 13, where the mathematical function comprises at least

ond EBA e AT PRANMSORESY s &Y AuEoandalue, and another
mathematicalfi#d atie oHtAt R MNAMS hAsEcY AIHBSHE R 8 Siitablais piadlts.

domain. 17. The system of claim 12, further comprising: a means for
adjusting the at least one chunking parameter based on at least one of: a

data type gssociaigdsygtbnihs dissholieshadaiadvaeansralafad Ndhclifiprises at

second object, an environmental constraint associated with the remote

devids! Aot REhsaldiddnansrsaabiss sl vitrtlernocligandangiher

charagieniaties] ahiRadiciearatusagainedalssaciatedayitsthaifusmabject,
and a usage model associated with the second object. 18. The system of

claim 1, further comprising: a means for receiving the request for

transmissipn of traeatyisiast engdipdaietirahiecseiprisingrthRienTotediaviass the at
a means for extracting the at least one u;idated obiect hunk from the s(?corfld
with the

o2t o e R B PR S S 163 E18 8 m@%&w&&wm
trafigsoissien, af dhQ afpleasboar dpdaietabioaidcltadt, anegansifesandii@traint
the at Ie.a%tfgne u%dated obj ct.chun% over the netvi/ork with the remoif 1 th
de RSB igbyH FFSE@W%%{F%QE SHEPEARRE R BRLAR AP thyth the

neterkdeitize!liieelobaladeyicgcSolkhe network, a usage model associated with the first

object, and a usage model associated with the second object.

18.  The system of claim 1, further comprising:

a means for receiving the request for transmission of the at least one updated
object chunk on the remote device;

a means for extracting the at least one updated object chunk from the second
object on the remote device in response to the received request for transmission of the at
least one updated object chunk;

a means for sending the at least one updated object chunk over the network with
the remote device;

a means for receiving at least one updated object chunk from the network with
the local device; and

a means for updating the first object on the local device with the at least one

updated object chunk.
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a means for updating the first object on the local device with the at least one
updated object chunk. 34 19. The system of claim 18, wherein the means for
updating the first object is arranged to provide a new object on the local
device, wherein the new object includes the at least one updated object

chunk. 2013 he sygtefpsffiglaidinfuhemeRMPIS R AsRAANI M EEERIVIRG object
the at least one updated object chunk from the network with the local device;

ands3TH88RS 1o PLaddrbIRY QR ¢ Esehs frsebijeitcon hreetadhr dewbifmrncludes

therad derataiR updatershiectiammk. 21. The system of claim 20, wherein
the means for assembling the updated first object is further arranged such

that the updated first object includes at least one unchanged chunk from the

first object®2. Thrcsystem 6f alaimn il ihaeeikbihgriviaans for negotiating the
chunked transmission of the remote si%nature and chunk length list from the

remote ded/ &4 8 TRSER AR IRSAbIRastoauRdRIRe eBifih Rk ihe epvork

chunkingdhecke atr sighdture and chunk length list on the remote device to
provide a chunked remote signature and chunk length list; a means for

computing &1LV aSFEMBHL & fhurdpterb st SRIER MKk tAs decab sy gt th the at

chugkedienpia&dmesterang chunk length list on the remote device; a
means for generating a recursive remote signature and chunk length list on

the remote device with the recursive remote signatures and the chunked

remote signatureriang) slaunéfiengthdistivadreanseiafeehy il agsteblagathe updated
signature and chunk length Ii§t on the local dﬂevice wherein the means for

chdHRIMPHR 1 %{&?@ﬁ%}%@ LAk RsERAATES draRses anupss Adeas one

for ghumaking thainemota sigmiusdroetd chunk length list; a means for
computing a recursive local signature for each chunk associated with the
chunked local signature and chunk length list on the local device, wherein the

22.  The system of claim 1 wherein the means for negotiating the chunked
transmission of the remote signature and chunk length list from the remote device to the
local device over the network comprises:

a means for chunking the remote signature and chunk length list on the remote
device to provide a chunked remote signature and chunk length list;

a means for computing a recursive remote signature for each chunk associated
with the chunked remote signature and chunk length list on the remote device;

a means for generating a recursive remote signature and chunk length list on the
remote device with the recursive remote signatures and the chunked remote signature
and chunk length list;

a means for chunking the local signature and chunk length list on the local
device, wherein the means for chunking the local signature and chunk length list is
matched to the means for chunking the remote signature and chunk length list;

a means for computing a recursive local signature for each chunk associated

with the chunked local signature and chunk length list on the local device, wherein the
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35 means for computing the recursive local signature is matched to the
means for computing the recursive remote signature; a means for generating
a recursive local signature and chunk length list on the local device with the
recursive local signatures and the chunked local signature and chunk length

listpwhesehn e peassierasnarrlingngdesursivalacakaianayigeand for
chunk length list is matched to the means for generating the recursive remote

sigRRHUYE R e ASFIIRRJMRLE SSHEHIS for negotiating transmission of the
recursive jmQLe signatwe@ida seuinkienetallistamdhad emale188MieidPon the

the local device over the network such that bandwidth use is minimized for

thel SRh SR tHE REURSU IR Sighaitiiis aRiBRGARNKSHRTHstighafge and

locahglayvieayt Meansdriidantifing difeereambenyeenikiod essiisihature and
remote signature and chunk length list and the recursive local signature and

chRIEAERE B rstaiied ttirdBe i ion SS Tk GBS AREPRAYS FTRalG S igpature

at lgast e updatedssignature chunk from the remote device when
differences are identified between the recursive remote_ signature and chunk

length list ARFaR% AR B IO AIGRATIAY Qb PEHERIEIE RN EARTD AAr

deviegilalpnganBsiof sianpanigiingdlaeat deashone Mpiicd signaiblie GhotRisuch that
from the remote device to the Io&al device ov%r the network, wherein the

rechiEShEIAt Ysgdt BHRIBEGASH S HARSEr HURK SCHENYREHRA g iARire and chunk

remaiersigaatmee apchchenikdength list; and a means for assembling a copy

of the remote signature and chunk length ljst on the local device with the at

least one Gﬁbﬁ‘ﬁ[‘é%%fdff BRI R Ry SR B F RF4 T VS 2 iR Slgnre and
meghimkoeng@aiiating thanstuissienotiithigiecuEsive cRMALe:6ighaikirenand local
chupk length list from the remote device to the local device comprises:
serfdifi§“at least a portion of the recursive remote signature and chunk length

list from theniemo e tevies id dhealnaskserioe aueisthamoapderkd signature chunk

from the remote device when differences are identified between the recursive remote
signature and chunk length list and the recursive local signature and chunk length list by
the local device;

a means for transmitting the at least one updated signature chunk from the
remote device to the local device over the network, wherein the requested at least one
updated signature chunk is associated with the remote signature and chunk length list;
and

a means for assembling a copy of the remote signature and chunk length list on

the local device with the at least one updated signature chunk.

23.  The system of claim 22, wherein the means for negotiating transmission
of the recursive remote signature and chunk length list from the remote device to the
local device comprises: sending at least a portion of the recursive remote signature and

chunk length list from the remote device to the local device over the network.
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36 24. The system of claim 22, wherein the means for chunking the remote
signature and chunk length list on the remote device comprises: a means for
computing a third fingerprint function at every byte offset of the remote
signature and chunk length list on the remote device; and a means for

chunking the remefe sigeaterernd shugkdrigindisiantihs: @mata deweemote

based on the third flngiéerpnnt functlon to prowde the chunked remote
sighighfEraRel lfiton gherisangls el o5t COBIRTISYE: wherein the

means foraqttemhﬁertbeﬁegahgswﬂmt%geﬂ)ﬁhuﬂtﬁtemth listeRnBhe aEadt of the

device comprises: a means for computing a fourth fingerprint function at

eveRPBiRS SRR o g bl gL OB HRE CRINCIRYEF1iREON the local

device, whatRiththeferiikfinoerinotuRetionie mﬁt@ﬂﬁﬂkt%ﬁ'g@hth’i%ﬁon the remote
fingerprint function; and a means for chunking the local signature and chunk

|en@tﬁlﬁetbaﬁeﬂm&%thae\ﬁe&%aeeafaﬂ%mﬁ\ﬂﬂaé%ﬁhtttfﬁéﬁsw%e signature

proyidethgiclhdpkedstocal signature and chunk length list, wherein the
means for chunking the local signature and chunk length list on the local
device is matched to the means for chunking the remote signature and chunk

length list on themm@&wma% 2iheiRysianhohainfebeinigihRocal
means for comp;etmgé e third fingerprint function and the means for

chHIARRaTE 1 QRPEHORK BAGER SRORSEe remote device
employs aadﬁteﬁeﬁbmthpd@hwﬁmﬂhthﬁgmpﬂﬂsﬁmmmet}e@nbﬁélmset of the

o e R e 0 i el

thlrfdmtttigeﬁ@rﬂiﬁtﬁmattenmltheiﬁgeamnmt’uﬁbﬁm ngdhe remote signature
and chunk Ien ist he re evice emplo s the jame re[tetho?gﬁlo y
cal

as the me?:u‘?ée O HH ?§f" |ﬂ§8?8ﬁﬁ Adishan
chuiekiog the:lirst akjgctian ﬁi@éﬁjﬂﬁt%ﬁi@m&o:ﬁowde the chunked local signature

and chunk length list, wherein the means for chunking the local signature and chunk
length list on the local device is matched to the means for chunking the remote

signature and chunk length list on the remote device.

26.  The system of claim 25, wherein the means for computing the third
fingerprint function and the means for chunking the remote signature and chunk length
list on the remote device employs a different methodology from the means for
computing the first fingerprint function and the means for chunking the first object on

the remote device.

27.  The system of claim 24, wherein the means for computing the third
fingerprint function and the means for chunking the remote signature and chunk length
list on the remote device employs the same methodology as the means for computing
the first fingerprint function and the means for chunking the first object on the remote

device.
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28. The system of claim 24, wherein the means for computing the third
fingerprint function at every byte offset of the remote signature and chunk
length list on the remote device comprises: a means for providing a small
window that is referenced around each byte position associated with the
remote signature and chunk length list, and a means for generating a
fingerprint using the small window at each byte position. 29. The system of

claim 28, fitther EBfripRGHy ke lvisasd rahsigidtsgnsamdtnse speingddeithid
withtbersmalfwindavubased snab ieashoar adnddalaiiRee agaetiatRdaNith list on

the first object, a data type associated with the second object, an
enMoFmaRl vt itAM ESSociated with the remote device, and

environmerialagORsRIViaesos aad witithe dogal devieactiafiadeienies

of the network, a usage  model associated with the first obé'ec,t, and a usage

mocR SR AERRR itk thehSaentte stgRarsene B WYstens Bl tlaifiba,
wherein thentbineh fog et NS TRIE SO 8e8s aideasli PRmabwaiaabh byte
function using a Rabin polynomial, a cyclic shifting hash function, a 32-bit
AdRISHEER function. 31. The system of claim 22, wherein the means for
chunking the remote signature and chunk length list on the remote device
comprises_ a means for determining _at least one recursive chunking

parameter’32. ThESSYSIEM O LRl W HSTSARE R ATTB EHORRIHY e 2

rematrloWaias ks cridechiitk taagihalishanithie baeots dewas BHENEY a data type
comprises: a means for determining a recursive chunking horizon from the at
|ea§i88ﬁ@t?§8m§iéiefﬁawim@cbargﬁ?ew?%Saceﬁ&eél}i lfﬁﬁ’%%ﬁ%ﬁ?ﬁ]%a%an
valees @dhaaehaposHianini thivo thede mivkalsigoaistked ancec b kdenrgtmlistan

means for applying a mathematical function to hash values lacated within the
TS GBS O U e QoG s FOFARLAL TGS P 2 SRt e

an@neldunkssociated with the first object, and a usage model associated with the second

object.

30.  The system of claim 24, wherein the third fingerprint function comprises
at least one of: a hash function using a Rabin polynomial, a cyclic shifting hash

function, a 32-bit Adler hash function.

31.  The system of claim 22, wherein the means for chunking the remote
signature and chunk length list on the remote device comprises a means for determining

at least one recursive chunking parameter.

32.  The system of claim 31, wherein the means for chunking the remote
signature and chunk length list on the remote device further comprises:
a means for determining a recursive chunking horizon from the at least one

recursive chunking parameter;
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length list; a means for designating cut-points in the chunking boundaries
when the mathematical function is satisfied; and a means for chunking the
remote signature and chunk length list with the designated cut-points. 33.
The system of claim 31, wherein the means for chunking the remote

signature aRckehud lRgshclist RRsEhereRsate AaViRRiilthRIERNNIRSSoR signature

means for determining a recursive horizon, a recursive trigger value, and a
list2ef stk dsagiailigftriggers from the at least one recursive chunking

parameter; éngans iPpsampatingeashival dasabeas ARAVHERR BRI Rithin the
remote signature ;and chunk length list; a means for applying a mathematical

furfGEIFEBIT SREH BN AR PRTHORNKIIBINGAS EHARKS 5 ISP b Yidechunk
of gefiIRIRés and chunking boundaries when the mathematical function
attains the recursive trigger value at a given offset and attains the other

recursive fHGERS L AFESRUEorRG B dathg iR BN RO A Sy & 8 R6n:

anghatmeanz fonshuakingstig fiematrl signature and chunk length list with the
designated cut-points. 34. The system of claim 32, where the mathematical

function cAMSARELoLFhuriing b qrsiRatirapiidhsapeknisarthdisiexihithe

Boalgamyrless-phig@ny other mathematical function that partitions hash
values into a suitable small domain. 35. The system of claim 32, wherein the
mathematical function comprises at least one of: determining a maximum
value withgs the TEzgBicaetETENINING 12 WHBIEM! ARt VHINIAKTG ARy iZofbte
evaluating differences between hash values within the horizon, summing
asHEORES AN e FH G %fh@l%ﬁé&%%ﬁévac TR Sues within

the horizog ndand e Iyséaimhglairt 33ifeRbareompEsingyatmaans e, and a list
adjusting the at least oner cursg']ve chunkin Parameter bal?.ed on at least
el n

Onjép e&é%%}éeé%grg gm the at least ont recursive chunking parameter;

a means for computing hash values at each position within the remote signature
and chunk length list;

a means for applying a mathematical function on each computed hash value;

a means for designating at least one of cut-points and chunking boundaries
when the mathematical function attains the recursive trigger value at a given offset and
attains the other recursive triggers at all corresponding offsets given by the recursive
horizon; and

a means for chunking the remote signature and chunk length list with the

designated cut-points.

34.  The system of claim 32, where the mathematical function comprises at
least one of: a predicate that maps hash values into Boolean values, and any other

mathematical function that partitions hash values into a suitable small domain.

35.  The system of claim 32, wherein the mathematical function comprises at

least one of: determining a maximum value within the horizon, determining a minimum
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with the first object, a data type associated with the second object, an
environmental constraint associated with the remote device, and
environmental constraint associated with the local device, the characteristics
of the network, a usage model associated with the first object, and a usage

mogigl,aseesiRiBe NoHYHhe SRR ORIeRlcdlesThAWNS I RVElaIhin the

wherein the means for computing the recursive remote signature for each

sighSiiFRn cHAR eSS el UR v e e hesr o B thealgniating 2dnerainihesh

lengitinlistamihentenaeta,gevice comprises a strong hashing function that is
applied to the signature chunks on the remote device. 38. The system of

claim 22, further comprising: a means for receiving the request for

transmissigy) of tirgeadyaast ONEHRATECE,SigNabaiBr Mk QR FeMdl@sting the at
device; a means for extracting the at least one updated signature chunk from

thelF2hoRs Tergtsif-eunl RR MRRIBRTPASEGAAL [FaRh Ohs Ab\ACA A hapigetated

to thanesevad sBrUESt diRs tipesyssigadwilietat iRashenejundateshsigsiatidiral
chunk; a means for sendin%the at least one updated signature chunk over

theCRBHTAK AT EHEFIMB IO HRATUC ATHEErANTLF LRI 4t foastBme associated
updatadhz ghaLdevets) ikeftpardberngiwkihwitdttherioaal sdevigRidangssociated with

metzf%gs for assembling a copy of the remote signature and chunk length list
on

d1istapissbisd it ige Morel asserdaifsntH R Rend AMErk. 40 39. The

system of claim 38, wherein the means for assembling the local signature

and chunk length list is arranged.to provide a new copy of the remote )
signature afd chﬁjﬁwﬁgm T B YRR MEHEY iR SRR By Fopursive

thersaipeteipignai e ardl chuatulengthkisisinchidesing aidenshiankrepdadetbnature
S T St et
locapsleadas; tandi gnareanshigkasseidtigotecipycef the remote signature and
chunk length list on

38.  The system of claim 22, further comprising:

a means for receiving the request for transmission of the at least one updated
signature chunk on the remote device;

a means for extracting the at least one updated signature chunk from the remote
signature and chunk length list on the remote device in response to the received request
for transmission of the at least one updated signature chunk;

a means for sending the at least one updated signature chunk over the network
with the remote device;

a means for receiving at least one updated signature chunk from the network
with the local device; and

a means for assembling a copy of the remote signature and chunk length list on

the local device with the at least one updated signature chunk.

40



the local device with the at least one updated signature chunk. 41. The
system of claim 38, wherein the means for assembling the copy of the
remote signature and chunk length list is further arranged such that the copy
of the remote signature and chunk length list includes at least one

unchangegochunkigamiifia JperlisigRaRRaRIR KIS RatAdiE B d IR local

system of claim 22, wherein the means for identifying differences between

theSteRareR AL AhyRk drpsthdiet rrenesk R AERMIfie A thre iR SRRt
siggatiHie N6 € BRI AR list 61 thellReldecaRRRIERSHEVBEANS f@ic remote

comparing the recursive remote spifgnature and chunk length list to the
recti@eTeeaf shtdraghdtinsiden din %%E%Sﬁﬁesﬁgq%%aﬁﬂﬂsma Bkt

one signature chunk that is associated with a difference between the
recursive remote signature and chunk length list and the recursive local

signature %d chlifik TG st A heaidBFHeapIHg e at least one

signature ghhaaiadhREeivietRionatae oabashuek anatnisthandffomeRdsetwork
for identjfying the at least one updated signature chunk from the mapping

betR IO La4EGdignature chunk and the remote signature and

chunk lengthelist ft s3erhbBBYyst@pycd CiRdremybergnatthe meansdRNength list on
ne%%[]i ting the chunked transmission of the remote signature and chunk

lenth RSERGHER&TER BT HEoR 016 BRdaicd slehatite SWHKthe network

comprises: a means for determining a number of iterations for recursive
processing based. on at Ieasé| one of: a data siz associ:ﬁted with the first

object, a dtta siZH"SSYSEREG HH tRe LRTSHYBARER AV ATHIRARESA]C copy of
conbérainicasshgiatiad withcthakaeih deviceuding ervised MehtelLansEapItof the

associated, with the local device, the characteristjcs of the n tworﬁ,a usage
O HE SHETAIEP AR STy e 50 e DRl S BT ko the
thelseganshahjectna cumbemgfichsnk signatures associated with the first

object, and a number of chunk signatures associated with the chunked

remote signature and
42.  The system of claim 22, wherein the means for identifying differences

between the recursive remote signature and chunk length list and the recursive local
signature and chunk length list on the local device comprises:

a means for comparing the recursive remote signature and chunk length list to
the recursive local signature and chunk length list;

a means for identifying at least one signature chunk that is associated with a
difference between the recursive remote signature and chunk length list and the
recursive local signature and chunk length list;

a means for mapping the at least one signature chunk to the remote signature
and chunk length list; and

a means for identifying the at least one updated signature chunk from the
mapping between the at least one signature chunk and the remote signature and chunk

length list.

41



chunk length list. 44. The system of claim 43, further comprising: a recursive
procedure for processing a signature and chunk length list, comprising: a

means for chunking the signature and chunk length list to provide a chunked
signature and chunk length list; a means for computing a recursive signature

for each chgink apgeciaiesh ¥iththe chuekad gignaime RpdGvmkigngthclistiked

a means for generating a recursive signature and chunk length list with the

recURBRRISIHaREBS teipiR SRtk NS GRublrlength HRUFRNERGHFITtedevice to the

mers! f@ninitiaizing dhrSignatdigpRdschunk length list to the recursive
signature and chunk length list when additional iterations are required for

recursive ProcRRsig ISk A M BYBIPR O HiFGHARS B URSWS ¥ REREFes g pased

chunkalapgindist ¥yrhefathsizeatisiad gadiie masdsneopigi@dabp nunheited with
iterations; a means for pro,cessir;%arthe remote signature and chunk IeFr:%th list
yice, and

witH R crBd RIS B COU PO BARTIRL seBin bRt e By WU e dranel

sigaafirsh et ehetis tISRGRJERi @ @i R EHEIBR IRTOEREIIR 2B RR (SIHIRIIGE the
and chunk length list, and by 42 retumir&%the recursive remote signature and

chiskYEHgth 1R SR Rk PeReiiRb ™ b DR oRitr ' e 4k asF Bredeldsigyiated

theWagahsigaivde Bjaet Chu ik iRngihchshwiiyibeirés aussbig ¢ aaesltie @Rtthsject,
local device py pa?:és“in the local signature and cﬂ}un length list to the
R

rectSibE BROCE AN R UE NS ARSI ChIHE HRGIHIKEERIBY saeatig and

theckeeltrsiugtloaal signature and chunk length list from the recursive
procedure. 45. The system of claim 1, wherein the means for generating the
remote signature and chunk length list on the remote device is further

arranged tptcompastlysencodelina 1snratehsigivatipiaaagl chunk length list.
46. The system of claim 1, wherein the means, for generating the local .
a recursive procedure ?or processing a signature an chunpefengt% list,
comprising:

a means for chunking the signature and chunk length list to provide a
chunked signature and chunk length list;

a means for computing a recursive signature for each chunk associated
with the chunked signature and chunk length list;

a means for generating a recursive signature and chunk length list with
the recursive signatures and the chunked signature and chunk length list;

a means for initializing the signature and chunk length list to the
recursive signature and chunk length list when additional iterations are required
for recursive processing; and

a means for returning the recursive signature and chunk length list when
the recursive procedure has completed the number of iterations;

a means for processing the remote signature and chunk length list with the
recursive procedure on the remote device by passing the remote signature and chunk

length list to the recursive procedure as the signature and chunk length list, and by
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signature and chunk length list on the local device is further arranged to
compactly encode the local signature and chunk length list. 47. The system
of claim 22, wherein the means for generating the recursive remote
signature and chunk length list on the remote device is further arranged to

COMPAGHNEIRCAEELIBR EREHISIY Si LAMEAIE Sanratide iraste vk danath dighidR e

The system of claim 22, wherein the means for generating the recursive
locBISigMARiIRdNnd chunk length list on the local device is further arranged to

compactly, gRaasletssessial tlorRhEIgRRIIR and dhRK daBEINdiskifOmA

computer readable medium having computer-executable instructions for

updERE Wbpsers Gusra Sninsahiexirsbmeeitinerbalec sapyraanitehynk length

a nnRiehdeVieesicomRisinge abunkinghadirstabiaatneramota deVieurming
computing a signature for each chunk associated with the first object on the

renRREHRTIRE 1953 Slra e e chyrkdsnedh At duumiisireguympsigeedure.

signature and chunk length list on the remote device from the remote
signatureS'Sgenerating a recursive remate signature and chunk length list on

the remoté>devid@ by LRI e raPhGES RGNS ERRFRUBRJRT fgpote
on ¢heiamoiediavior; eespHiinehaRigaabiaiten @acmamutassecdaiedompactly
the chunked remote signature and chunk length list on the remote device to
pr&ﬂ&%%%ﬁrﬁ%?%ﬁﬁ%@@ug@mmgﬁagg@f@hbIing a recursive remote
signature and chunk length list on the remote device with the recursive

remote signatures; chunkin econd object gn the local device; computin

a signatu?éﬁror e 10 BHUFIR ALEGER o DRFF R 'SEREHY: m&flmtmg%égf%
devigadauRraniieh|atelepighaibn es;the local device is further arranged to compactly

encode the local signature and chunk length list.

47.  The system of claim 22, wherein the means for generating the recursive
remote signature and chunk length list on the remote device is further arranged to

compactly encode the recursive remote signature and chunk length list.

48.  The system of claim 22, wherein the means for generating the recursive
local signature and chunk length list on the local device is further arranged to compactly

encode the recursive local signature and chunk length list.

49. A computer readable medium having computer-executable instructions
for updating objects over a communication medium between a local device and a
remote device, comprising:

chunking a first object on the remote device;

computing a signature for each chunk associated with the first object on the

remote device to provide remote signatures;
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assembling a local signature and chunk length list on the local device from
the local signatures, such that the local signature and chunk length list is
matched to the remote signature and chunk length list when the first object is
matched to the second object; generating a recursive local signature and

chunk lengthelist Ristheclaeal seringrbynahukiot:Hien asabsigRaR @Mvice from

chunk length list; computing a signature for each chunk associated with the
chihk&metti&iaistsre and chunk length list to provide recursive local

signatures;cABFh @S AMRING @ Ra\R e latad Sislaaisiand ghurk dansthdisbie
with the recursive local signatures; negotiating transmission of the recursive

rerfl6¥&°&iB¥ature and chunk length list from the remote device to the local

device over the Rk eRtipmvRdikRLEIHEREBANKWIhisSehithe remote
minimized for the transfer of the recursive remote signature and chunk

lengtiifiSt to the local device; 44 identifying at least one difference between

the first object ardiifrisecaniaiee! foy GeMRRMRG hecIReU RIE fiRNatBiked
signature and chunk length list and the recursive local signature and chunk

lenGR NS BERR o VK RSt NGRS AT hBRPiY tireursive remote

diﬁﬁg@ﬁﬁﬁég ahdeast one chunk associated with the second object; and
updating the first object on the local device by: requesting tfransmissjon of at

a )
least one chunk AN ISR S AEEM L IRAARE AR ALt #BHshan the

rengie @dalicr O variiie: cesamhirication Mmediuswherein the transmission
includes the at least one chunk; andﬁﬁgiﬁér%gng an object with the at least
[

one chuni€MBXAg SoHBHRMRSLAR fY'6fclaim 49, wherein

chunking denipigting a signature for each chunk associated with the second object on the
local device to provide local signatures;
assembling a local signature and chunk length list on the local device from the
local signatures, such that the local signature and chunk length list is matched to the
remote signature and chunk length list when the first object is matched to the second
object;
generating a recursive local signature and chunk length list on the local device
by:
chunking the local signature and chunk length list;
computing a signature for each chunk associated with the chunked local
signature and chunk length list to provide recursive local signatures; and
assembling a recursive local signature and chunk length list with the
recursive local signatures;
negotiating transmission of the recursive remote signature and chunk length list
from the remote device to the local device over the communication medium such that
bandwidth use is minimized for the transfer of the recursive remote signature and chunk

length list to the local device;
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object on the remote device comprises: applying a fingerprinting function to

the first object to generate a first set of fingerprints, and partitioning the first
object into a first set of chunks based on the first set of fingerprints. 51. The
computer readable medium of claim 50, wherein chunking the second object

on the local GeiiERLAMRNIEER: aRplyingdBerires iREMIHCLHBGtaR BdR8cond object
second object to generate a second set of fingerprints, and partitioning the
secnd object into a second set of chunks based on the second set of

fingerprints. 52. Th@s@mputer-teadakiedmetiun R ¢laim S wResaBHNR and the

communjcation medium is at least one of; a direct wired connection, a
parsiErperlosasiznaivie addunbdroghligor hedacpbcdanivideatify a
corngetioneaaniR port, a Bluetooth port, a wired network, a wireless network,
a local area network, a wide area network, an ultra-wide area network, an

internet, an intraAEPRIRG B diffirRee Je At seaphancstitasiediand e iethgageond

of ¢Jajgatbadvherein the fingerprinting function comprises: providing a
window that is referenced around each byte position of the first object; and

computing’BHHER e QRgEL YalhedHdstdoRRYed in the window. 54.

The computer readabieifpeditimRERIRIT Hciurhiey GamPAIRh SaibRidHice;
window size associated with the window based on at least one of: a data

type associated WitR RS A0SR QSRR e aRO5T AREE AT e SogyRynication
objeeUdiam, eVhdrenmeniahsansiaihaksReigied Wikt theeramnte drvice, and

environmental constraint asso%iated wgh the local device, the characteristics
of the communic&TEROREAAINT P ey B thotkicassdrs ith the first

object, and a usage model associated with the second object. 55. The

computer adabé medium of claim 49, wherein identifying at least ope
difference BetwebATRE TRA S SEL Al AL SRR Ac: JOPHER ClMHprIggdhe firs
idesibiiytngroth epaiadeddsigoaitye sk ppliad amaie gevicedohsed@ndhle first
difference; requestin transmifsfion of the updated si natuLe ghun from the
rerﬂglgc&&/ﬁ:e erate aTirst set of fingerprints, and partitioning the first object into a first

set of chunks based on the first set of fingerprints.

51.  The computer readable medium of claim 50, wherein chunking the
second object on the local device comprises: applying the fingerprinting function to the
second object to generate a second set of fingerprints, and partitioning the second object

into a second set of chunks based on the second set of fingerprints.

52.  The computer readable medium of claim 49, wherein the communication
medium is at least one of: a direct wired connection, a parallel port, a serial port, a USB
port, an IEEE 1394 port, a wireless connection, an IR port, a Bluetooth port, a wired
network, a wireless network, a local area network, a wide area network, an ultra-wide

area network, an internet, an intranet, and an extranet.
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to the local device over the communication medium; receiving the updated
signature chunk on the local device from the communication medium; and
assembling an updated signature and chunk length list on the local device
with the updated signature chunk. 56. The computer readable medium of

claim 55, whereinypappipetthecAifiareneaitoas fepshone GheRkAEROGIAErinting

with the second gbject comprises:. comparing the updated signature and

chiHROEPRBP R RE th B RIS ghutnfe W ibeL AUsskeiestharstsl ispsiiy tgosition of
leagicomaupglaied s sinithea iR RS iea A8 valuckhBaareRbiaIed in the

readable medium of claim 49, wherein chunking the remote signature and
chifR48Rgth list on the remote device comprises: applying a fingerprinting
function to the remote signature and chunk length list to generate a first set
of fingerprints, and partitioning the remote_signature and chunk length list into

a first set-9F chuhRS HISBH AL RIS reediBiTinbRAims: BEtheRsUBMRisingr
reagphiadpedidnion Gainiécuhareiichdidndonedesabisignais et a data

chunk length list on the remote device comprises: applying the fingerprintin

fUnSRSIP I HE TR R i Lol LA SRR AT T gE AL Re 3 Cahepisgh an

of éRgRtRItEtar0eRatiioMR: thed acah signathsteansich Uit lengtbdiat it a
second set of chunks based on the second set of fingerprints, 59. The . .
corttEr P aRAsta RIS QAT 57t T SIS RYER SHIHtIR G O R tion
Compiagas; PiRvidingoddvindevatbatiglieferantetatouid eaghdyie pasiisvtiated
of the remote signature and chunk length list; and computing a hash value
fron‘ﬁlfhé%ﬁygt‘nec Bgéeﬂt\'at are located in the window. 60. The computer

readable medium of claim 59, further comprising: adjusting a window size

associategg{vith LEI? window based on at least ope af: gr?t type.associated
i the 1S3 obje L A i ML B Y 18 Gk SEAGL B ne ot least
eneherlitentake tRsiradnttas Sosi atgdcwitidthe ol ddgadeeurding comprises:
environmental. constraint fss ciated Witqlth Ioc%l device, e.ch%rac erist'l(l:s
of the corﬂﬁ‘?&ﬂ e An up ated signature chunk on the remote device based on the
difference;
requesting transmission of the updated signature chunk from the remote device
to the local device over the communication medium;
receiving the updated signature chunk on the local device from the
communication medium; and

assembling an updated signature and chunk length list on the local device with

the updated signature chunk.

56.  The computer readable medium of claim 55, wherein mapping the
difference to at least one chunk associated with the second object comprises:
comparing the updated signature and chunk length list to the local signature and chunk

length list to identify at least one updated chunk on the remote device.
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medium, a usage model associated with the first object, and a usage model
associated with the second object. 61. The computer readable medium of
claim 60, wherein chunking the remote signature and chunk length list on the
remote device comprises: determining at least one recursive chunking

parameter determhinghpulenst L2810 hadeersiva heriroaekal dgaskdpahe
recursive trigger value from the at least one recursive chunking parameter;

47 EoMpsLISESH U cswk dength B andhedRmpieHls Yissm 6paBrgsi P e 2

chynpfslenaitinlist ARRIMIRgtR-Patematical funatih ok eashicaspy e hagha first
value; designaté;gichunking boundaries when the mathematical function

attaMOtHNEERERLt: GRd PaBHeRag G ETalt sl sr R shyak lengthrishinigya first

thesee BTQIBLSIB BILEE @ncheMinksle R@tnishpyithshe designated cut points. 62,
The computer readable medium of claim 61, where the mathematical

function is arranged as: a predicate that maps hash values into Boolean

values, a figst fumgtiQ ifjakaadilipnsasdvalues!ine 57 sialteamaiikmg the local
second function that determines a maximum value within the horjzon, a third

furtgBArar b i gth it dhe TaRRISARIs e BHISSH 2BRbiRhthe
fungtiga-phiatigyaiuaiesndidieienses Hehverd ah@shuvkl ueswithinthe-haHzonsecond
fifth function that sums hash values within the horizon, and a sixth function

thatC ALHREEP YIS AR RarBURN e BE 10l nianatHEs uhc b irnnath fshiple 2

reagabirl Reeditenualke Bive® on fihdhessiamprisiigagitsting the at least one
recursive chunking parameter based on at least one of a data type

associated with the first object, a data type associated with the second
object, ansenvirannesiabeensékaiitlassatiaie s witinih ey revneite ey dgstinting

environmental constraint associated with the local device, the chayacteristics
o SSRGS U 2 106 O S SCEL AL W e ARGE Do ton of

objgetranctasisagerenadietlaggoriagedivithnihecsepant: oljash. value from the byte

values that are located in the window.

60.  The computer readable medium of claim 59, further comprising:
adjusting a window size associated with the window based on at least one of: a data
type associated with the first object, a data type associated with the second object, an
environmental constraint associated with the remote device, and environmental
constraint associated with the local device, the characteristics of the communication
medium, a usage model associated with the first object, and a usage model associated

with the second object.

61.  The computer readable medium of claim 60, wherein chunking the
remote signature and chunk length list on the remote device comprises:

determining at least one recursive chunking parameter;

determining at least one of a recursive horizon and at least one recursive trigger

value from the at least one recursive chunking parameter;
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64. A computer implemented method for updating objects over a
communication channel between a local device and a remote device,
comprising: chunking a first object on the remote device; computing a
signature for each chunk associated with the first object on the remote

device to @Wﬁﬂg'ﬁ&l@@ﬁﬁ@w@ﬁdlﬂﬁomﬁﬂg ThEQEIRSIBNAHIFE At hunk
th lis

chunk leng t on the remote device from the remote signatures; chunking
a s@@&ﬂdlﬁﬁject on the local device based on the computed fingerprint

function; ceipRuting AsigtaHcaIfaRAsh shenkassagiatachudth tg.second

object on the_ local device to provide local signatures; assembling a local .

signature SFYICCREAR FOMGHNEP AN dasits et the anpthiematicabBuILigRAtiaiss the at
sughathahthRdacal signaki eancheunclepatlRdishis matched to the remote

signature and chunk length list when the first obiect is matched to the second

object; préWdY8 RGO StrEbisaSe R trRebditaeifclarestarated cut-

rerpeigtslevice, wherein the recursive procedure is arranged to process a
designated signature and chunk length list by: chunking the designated
signature and chunk length list to provide a chunked signature and chunk

length listseomputieg ehipetersivaisigo atbiaufarogathmmink AssosiaiaskNétihtical
the chunked signature and chunk Iength list; generjating a recursive
o

sigHHIeHeLId ERLERE B GHR RS ATt TRE PaBY vajyrsitie Baplganaalues, a first
chuynkesbsignaipueiaoakHavhk iangthnlist initinl wngthe desipaaiad signatire

and chunk length list to the recursive  signature and chunk |ength list when
ad&?fsrfa}ffférsmwlr%ﬂaﬁéﬂ%? ?Ec?a?&wp?&ég Hﬁ?t&H‘d%?éhﬁffﬁﬁﬁﬁlm%g a

recuisiveusignatere iaiid ehunciangthisiavienctivn that evaluates differences between
hash values within the horizon, a fifth function that sums hash values within the

horizon, and a sixth function that calculates a mean of hash values within the horizon.

63.  The computer readable medium of claim 61, further comprising:
adjusting the at least one recursive chunking parameter based on at least one of’ a data
type associated with the first object, a data type associated with the second object, an
environmental constraint associated with the remote device, and environmental
constraint associated with the local device, the characteristics of the communication
medium, a usage model associated with the first object, and a usage model associated

with the second object.

64. A computer implemented method for updating objects over a
communication channel between a local device and a remote device, comprising:

chunking a first object on the remote device;

computing a signature for each chunk associated with the first object on the

remote device to provide remote signatures;
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recursive procedure has completed the required number of iterations;
generating a recursive remote signature and chunk length list on the remote
device by passing the remote signature and chunk length list to the recursive
procedure as the designated signature and chunk length list, and by

returning tR@BHHY e ERTBRISI LBl NAIURI %Hdrﬂ‘(h@figtf?ﬂﬂtbdiﬁief ieMdR&Ievice from
recursive procedure; generating a recursive local signature and chunk length

list'BR HFBIECEHEHRWES: by passing the local signature and chunk length list to
the recursiyiREesWeag Hifedodanignated SiaRaliedantied voik RRaE ilisbrprint

and by returning the recursive local signature and chunk length list from the
recﬁﬁ%‘ﬁ)@‘brocedure; sending the recursive remote signature and chunk

length list {epmpihgg aigifitslevisectR thalpkal devise PKehthe BRI the
channel; identifying at least one difference between the first object and the

sedBr] OBEG (DY RSiAPARHY HFRFREENed recursive remote signature and

chunk lengtleligblia ghelotae uishveulecalSitinature aid ishunknlengil listice from the
identifying at least one updated chunk associated with the second object

basetf! SHRE HiteRSh Sh HitdoencuSaHY G a4y thd Rl disfds ot dhe! to the

localierd e ytureauanaRAsiEsiorheh e atdeasicent Hpaaiedehbokecond
from the remote device; receiving a transmission from the remote device over

the®Hifiinunication channel, wherein the transmission includes the at least

one updatggeldinka anchassepibbednanoaiett wihohe ehlerstnddRaaieddevice,
chu%&. he computer readable mediug1 of claim 64 w,hereiH chunking t%ﬁ

first IR LR HE A SH SRV L BIBISSELO AP RISHtG: é}?ﬁﬁ%@ﬂﬁ AT chunk

to thadirstisobject to generate a first set of fingerprints, and partitioning the
first object into a fjrst_ set of ¢ unks@k@sed on the%sm fin%ﬁ]g)rints. 66d
The computer reSdHbIEFBGi 0T S URLHH EE NWRERS g tnst LeRENgde 2
object on therdkedkiieviceccommphissas1applying the fingerprinting function to
the . o . .
computing a recursive signature for each chunk associated with the
chunked signature and chunk length list;
generating a recursive signature and chunk length list with the recursive
signatures and the chunked signature and chunk length list;
initializing the designated signature and chunk length list to the recursive
signature and chunk length list when additional iterations are required for
recursive processing; and
returning the recursive signature and chunk length list when the
recursive procedure has completed the required number of iterations;
generating a recursive remote signature and chunk length list on the remote
device by passing the remote signature and chunk length list to the recursive procedure
as the designated signature and chunk length list, and by returning the recursive remote
signature and chunk length list from the recursive procedure;
generating a recursive local signature and chunk length list on the local device

by passing the local signature and chunk length list to the recursive procedure as the
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second object to generate a second set of fingerprints, and partitioning the
second object into a second set of chunks based on the second set of
fingerprints. 67. The computer implemented method of claim 64, wherein the
communication channel is at least one of: a direct wired connection, a parallel

poldeaghgiial Pathad B aatkabnER Bl 394 BotetaninglaRsconRIRRaRN
IR port, a 50 Bluetooth port, a wired network, a wireless network, a local
areaAgRaTE A LR Jsagth lish fesie the (REMSHiB@FEdWBtwork, an internet,

an intranefe i 2ih € X EARE 8 mbescampienimemeasiethmetheshaheaiMote

64, wherein identifying at least one chunk associated with the second object

badlsdith th el el A0S AR RBIHYARE ¥iiiffing at least one
recursive cluifyohing recevMRAderEs ke mate sidnategepanchuekdenetbbject

list that is different from the recursive local signature and_chunk length list;

maPhRRRLIAE DS JEEHYGL ISV MRS SN YitecbHkicasthdistndis

sigraiukevanecahsiskdenrgthlishigruasitngitiansmission of the at least one
chunk of the remote signature and chunk length list from the remote_device;

receiving XFHHYRBAIdRFLIR ARG B A s RF e bdhitrRRdiiect based

chajanab whergiodbaitfersivissian includes the at least one chunk of the
remote signature and chunk length list; and assembling an updated

signature BPSPEREAEIERTROISE BRIV Bieast one chunk of the

remote signature-afidstignialengitiitst b theThacaonoputasdaplamaiiegtbm the
method of claim 68, wherein identifying at least one chunk associated with

the' Y805 CSISiEct based on the at least one difference comprises:

comparing the upetriethgignaiwiaisaonchunkirngthdistde, thedocallrigoatthignication

and.chunk lenpgth list to identjfy.the at least one updated chynk on the remote
o) RSB S EP TN Rraliot SPETSIs B ERTG o

chunking the desigfnateihgignabise: arichchelakltasgbhdisheampeisask. applying
a fingerprinting function
65.  The computer readable medium of claim 64, wherein chunking the first
object on the remote device comprises: applying a fingerprinting function to the first
object to generate a first set of fingerprints, and partitioning the first object into a first

set of chunks based on the first set of fingerprints.

66.  The computer readable medium of claim 65, wherein chunking the
second object on the local device comprises: applying the fingerprinting function to the
second object to generate a second set of fingerprints, and partitioning the second object

into a second set of chunks based on the second set of fingerprints.
67.  The computer implemented method of claim 64, wherein the

communication channel is at least one of: a direct wired connection, a parallel port, a

serial port, a USB port, an IEEE 1394 port, a wireless connection, an IR port, a
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to the designated signature and chunk length list to generate a set of
fingerprints, and partitioning the designated signature and chunk length list
into a set of chunks based on the set of fingerprints. 51 71. The computer
implemented method of claim 70, wherein the fingerprinting function

corpRiisssthisoMiding_MBHRYKNANRIRIREAGRAIALPIHE QRGN AWEIROSIHRI arca
associated with the designated signature and chunk length list; and

comiimE AMEER VRt FehRthEBlten HHFEach AR APE IBeh Y im RS How.

72. The computer implemented method of claim 7 1, further comprising:
adjusting a window size associated with the window based on at least one of:

a data typ8-assddiseRristiepereprtmehpdotrin o abeainitsaHbying at

segend SR BoYViseIMaahepsil %f’&ﬁ%k’k@dﬂ/\tﬁb dheseraatedifference
device, and environmental constraint associated with the local device, the

ch&f3BEeRStics of the communication channel, a usage model associated

with the firgbaRioRi ANt LUSROR ML) dRsAICiateck Withitbe seamiitkabifste
73. The computer implemented method of claim 64, wherein chunking the

deSiSRARME aighehtrs LangBris kg f ieten phomides des entysKaceb Rttt and

andahiknignt@ngdiér;list comprises: determining at least one recursive chunking
parameter; determining at least one of a recursive horizon, a recyrsiye trigger

value, and"4PRES e AhISAE WG ERSHE Hent iHBR O 85 s hnFech ek &t dhe Ry e

parapngtere ARMeAUHRGRaghialues at each position within the designated

signature and chunk length list; lying a mathematical function to hash
Ve loc TR AR RN IEHYChOE ABACH LSRR fhetire and

designaieshgtgnatuieoantecohuitdeirgibelist; designating at least one of
cut-points and chunkin bo.undar':esw en the mathematicgl functionis .

satisfied; A VTR AL HAR gibeﬁlé?ﬁ‘?rg%?ﬂﬁeéﬁﬁﬁ RYEHGATFPD
thectesighatedreti Meifttsmission includes the at least one chunk of the remote

signature and chunk length list; and
assembling an updated signature and chunk length list from the received at least

one chunk of the remote signature and chunk length list.

69.  The computer implemented method of claim 68, wherein identifying at
least one chunk associated with the second object based on the at least one difference
comprises: comparing the updated signature and chunk length list to the local signature

and chunk length list to identify the at least one updated chunk on the remote device.

70.  The computer implemented method of claim 64, wherein chunking the
designated signature and chunk length list comprises: applying a fingerprinting function
to the designated signature and chunk length list to generate a set of fingerprints, and
partitioning the designated signature and chunk length list into a set of chunks based on

the set of fingerprints.
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74. The computer implemented method of claim 73, where the mathematical
function is arranged as: a predicate that maps hash values into Boolean
values, a first 52 function that partitions hash values into a small domain, a
second function that determines a maximum value within the horizon, a third

function that detqnﬁeie@@@ueﬂim{pwmmwma Hre1BRHZON WA R he

function that evaluates differences between hash values within the horizon, a
fiftH AZSERIR B s ARGt e Rtk e WirdRb thaleraferensd dsppd cach
thagwalpbiaies astoeatealiashydleesiMbaisi baat iRy mane ik TBEER MiUiaH
implemented method of claim 73, further comprising: adjusting the at least

on& YRR ENS sk Ry pEPa B BaYal shibat atsstosal Gitpsing .

associated with the first object, a data type associated with the second
object, an_environmental constraint associated with the remote device, and

environméntal cORSHFARPYEEJRRIERHIH thethed itk nd eharSorant e

of thgamMuRisatansifeedisiardsaga s adatiosseaiaiash withdReofitssf: a data
object, and a usage mode] associated_ with the second object. 76. The

copaRRRiBisHhi i RbisEbiata B A REARSCLERIpLh G seaepthplisgt an

theciRGaraeEAlAMIdRE @dilie iRtenstEarvasU Yenlsecessing hasesl aomhiaast
one of a data size as oc,i%ted ith the first object, a data size associated with

the SBYGHE! BERTAEN BHVInINEHIEF CShstiairURESEIRHER bithermB R tion
deigghr@Nth @iEansaeNistcansidainthassatiatonvdthatieal asal devige, 4 ciated
characteristics of the communication channel, a usage model associated
witWﬁgeﬁPﬁs?f’B%‘fgc‘fPﬁﬁa a usage model associated with the second object, a
number of chunk signatures associated with the first object, and a number of

i s e Wi e kel TP, SSrEUle L
reqissachansinbenafrieraticnmiolcrReh iy e piectdsthg daméspondsifiorabnd chunk
e O i rises
determining at least one recursive chunking parameter;
determining at least one of a recursive horizon, a recursive trigger value, and a
list of recursive triggers from the at least one recursive chunking parameter;
computing hash values at each position within the designated signature and
chunk length list;
applying a mathematical function to hash values located within the chunking
horizon around each position within designated signature and chunk length list;
designating at least one of cut-points and chunking boundaries when the
mathematical function is satisfied; and
chunking the designated signature and chunk length list with the designated cut-

points.

74.  The computer implemented method of claim 73, where the mathematical

function is arranged as: a predicate that maps hash values into Boolean values, a first
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function that partitions hash values into a small domain, a second function that
determines a maximum value within the horizon, a third function that determines a
minimum value within the horizon, a fourth function that evaluates differences between
hash values within the horizon, a fifth function that sums hash values within the

horizon, and a sixth function that calculates a mean of hash values within the horizon.

75.  The computer implemented method of claim 73, further comprising:
adjusting the at least one recursive chunking parameter based on at least one of: a data
type associated with the first object, a data type associated with the second object, an
environmental constraint associated with the remote device, and environmental
constraint associated with the local device, the characteristics of the communication
medium, a usage model associated with the first object, and a usage model associated

with the second object.

76.  The computer implemented method of claim 64, further comprising:
determining the required number of iterations for recursive processing based on at least
one of: a data size associated with the first object, a data size associated with the second
object, an environmental constraint associated with the remote device, and
environmental constraint associated with the local device, the characteristics of the
communication channel, a usage model associated with the first object, and a usage
model associated with the second object, a number of chunk signatures associated with
the first object, and a number of chunk signatures associated with the chunked remote

signature and chunk length list.

77.  The computer implemented method of claim 64, wherein the required

number of iterations for recursive processing corresponds to at least one iteration.
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