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Field of The Invention [0001] The present invention relates to a

structuregfﬂé J such as a card, a bank note, securities,
etc., whi Q@qg;}&éﬁ&; orged or counterfeited and which requires

aut hentication to check whether it is authentic or not. The invention
also relates to a nethod for identifying authenticity of such the

oplect. RERKD RANE Mhﬁg@%ﬁﬁmﬁyx%m%@%%ﬁﬁ%ﬁm ch is

often calTed a Card-orien SOocCi e a great number fferent
types of cards are widely propagated. Specifically, a cash card and
a credit card issued by a credit conpany which are relating to the
asset s OfFieldr 6f0Hid Ihvewriglis and a prepaid card as securities, and
identification cards such as a driver's license, a health insurance
card and [0Passport are wi dely used. [0003] In many of the cards
relating to property or securities and bonds, necessary infornmation
i s writtechhepresenhgvention selatepdo ditpste Arantdhect suekhoe agardm hank

rear surface of .the card. . By, %ztien automati c chi nes such as.an ATM
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or ocessi riae et i B LG R3F gubbehbchdon "D se8tdn KB FRalieor
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such as an ATM a sensor at the card slot senses the inserted card,
and t he

Background Art

[0002]

In the present-day society, which is often called a card-oriented society, a great
number of different types of cards are widely propagated. Specifically, a cash card
and a credit card issued by a credit company which are relating to the assets of
property owners and a prepaid card as securities, and identification cards such as a

driver's license, a health insurance card and a passport are widely used.

[0003]

In many of the cards relating to property or securities and bonds, necessary
information is written on a magnetic stripe disposed on the surface or on the rear
surface of the card. By using automatic machines such as an ATM (automated
teller machine) or a manual reading device, the magnetic information is read from

the magnetic stripe, and various types of processing are executed.

[0004]
Fig. 1 shows an example of a flow of processing the cash card currently in use,

(1) When an owner of a card inserts the cash card into a card slot of a terminal



card is taken into the device. [0005] (2) Wen the card is taken
into the device, the termnal device reads card information froma
magnetic recording portion of the card. In case of a cash card, the
card i nf dewiseisseh asan AEMaa sgnsorasdbe cardplasansesn the nsaeted sard, gad dhe
account, account nunler, etc. is read. A card identification
nurber , lcﬁ%i’éiﬁk‘?%’cqt%ﬁh%l €WCC.5 type of account and an account number
are recorded as the card information on the nagnetic recording
portion of a credit card. If a personal identification nunber is
recor dedp@?@ cash card or a credit card, the personal identification
o]

nunber i read. [0006] (3) The term nal device judges whether
or not the)ingreq ek 6aH]s 'rﬁ?(e% G, tlﬂ: &, tha@rﬁﬁn@%vte@ aadkpd by
the term nal device. [0007 (4) It 1S not confirmed that the card

can be hafdtmstidyfromea dRghetic féc@m]hggoﬁafndof thafcardratln efsd Hius cashachrd,or
if the information on the card cannot be read because the card is

br oken otthetaidnefbramtgaon Bhdugdnatblank cadea] ai sank brahéhdcaries d typdef acepuntnah
device judges that it is an invalid card which cannot be handl ed and
di schar g@scquné nggbgr, etL.oe08ad. (5 cwiedentlfecatm aumpen the expiraieridatada

when the information on the nagnetj recor in port| on t he car
has been tYR& %FGPWE&H N ACSRRRNTEH ‘?ro?{evﬁeﬁ ?16 t%ﬂ'@f’l tigp Qpithe

[0009] - Wﬁlﬁ?g ??e%og grpo %ﬁ:} GRS ﬁ’ a pefsd%af tcfenﬂficatlonhnumber is

per sonal
recorded on a cash card or a credit card, the personal identification number is also

read.

[0006]
(3) The terminal device judges whether or not the inserted card is a valid card,

which can be handled by the terminal device.

[0007]

(4) If it is not confirmed that the card can be handled by the device from the card
information thus read, or if the information on the card cannot be read because the
card 1s broken or stained even though the card is a valid card, the terminal device

judges that it is an invalid card which cannot be handled and discharges the card.

[0008]
(5) When the card is a valid card and when the information on the magnetic
recording portion of the card has been read correctly, communication with a host

computer starts.

[0009]



[0010] (7) In response to the request fromthe host conputer, the
card user inputs the personal identification nunber. [0011] (8)
When the card user inputs the personal identification nunber in
response 3 The hpsiosnuter requestsdbe irpiiting of the perserd ddensifigaen
conpares the inputted personal identification nunber with the

per sonal DWRRRL i cation nunber which is stored in the host conputer
and which corresponds to the card information thus read. [0012] (9)
If the nunbers differ, this fact is recorded on the nagnetic
recordinqg@?@Lion of the card, and the inputting of the personal

i dentificati nunber is requested again. In a case where the

Cobscquent’ preceataie o BYFicst B UREnGAToRP S HRPEd EEC AL fhe

nunber dige-gdnal {deatifitftRnsiengg. nunber, the inputting of the personal
identification nunber is requested further again. If erroneous

inputting of the personal identification nunber is repeated three
times, the card is invalidated and is, for exanple, taken into the
ternminal [@ikte as the result of invalidation procedure. [0013] (10)

In a case ere the personal, identificatiaon nunbers are equal, the
host conﬁﬁﬁ? eW%FH dhe sandrizser puts shes persenal; léerzetlffcggm DHEDET HKFEEPEFFato
and requests the er.to input the unt to be paid. 3 [0014 (11)
The user ThhgeauEst abRR st commitsn Hie RaRapmplora®ritBds ths MbRGRA 5
personal identification number with the personal identification number which is
stored in the host computer and which corresponds to the card information thus

read.

[0012]

(9) If the numbers differ, this fact is recorded on the magnetic recording portion
of the card, and the inputting of the personal identification number is requested
again. In a case where the personal identification number inputted again is proper
and valid, subsequent procedure is carried out. In a case where the inputted
number differs from the stored number, the inputting of the personal identification
number is requested further again. If erroneous inputting of the personal
identification number is repeated three times, the card is invalidated and is, for

example, taken into the terminal device as the result of invalidation procedure.

[0013]
(10) In a case where the personal identification numbers are equal, the host
computer judges that the card user is a legitimate card owner and requests the

user to input the amount to be paid.




(12) When the anmount to be paid is proper, the anount is paid and the
cash card is discharged fromthe term nal device. Then, the paynent
is recorded on a bankbook, or a slip indicating the deallng IS

i ssued, d®@l4he processing finishes. If the personal identification
nunber |s recorded on the cash card, .the &;allng is carried out
under t he(ldds hhg 1egy inputs the amesnt sikigh heishel rwishes thdi¥ber i s
valid. Then, the personal identification nunber is erased fromthe
magneti c recording portion. [0016] Fig. 2 (a) illustrates an

exanpl e 3% i@ﬁ cash card used in the processing flow of the

currentl 9 cash card as shown in Fig. 1. The reference nunber 1

shows a (197 Ee‘ﬁg g?é’,.d{%ﬁo{lﬁtd&) I?J péd & Pﬁ@egl g\aﬁ%ﬁoﬁ% fi%ﬁﬁtahﬁsche st Bfta

surface o a nmagne ere 1n mat 1 on

recor ded janckcAayga HOM TR {%n?mﬁ;ﬁ de9RiC aTEen tthe p@%ﬂh@ﬁ'@ iR chidel r&fﬁei t the
cash card are disposed. A'though not shown in't draw ng, ot her

necessar ybafiRbdok; or arstipandieatdth thieedeating by isend 256 dhe bacorssing $inishkH.017]
As information witten in the nagnetic stripe can be easily read by

usi ng a déthecpersomdllidehtificstidmmembet fserecarded maythioecatlv capeld theadehlingtie n
causes damage by usi nght he card thus forged. .[0018] . To cope with
this pr ob]aélﬁ? almt yucles hel 2psieRBtssy et e perSerald tewn nbmhegfISh\aéld

been use ks and er ani za |ons have . bee efforts to
ot opagat eTham A poRanideiialion PERVSES eHAChEGROMECPeBTElic TeaoTdb o)
However , tEP |nfornat|on stored in the nenory of the IC card is stil

possi bIe read. If nore el aborate forgery is attenpted, we my
not be able to say that the

[0016]

Fig. 2 (a) illustrates an example of the cash card used in the processing flow of
the currently used cash card as shown in Fig. 1. The reference number 1 shows a
cash card body made of a material such as plastics. On the surface of the card, a
magnetic stripe 2 where information is recorded and an arrow mark 3 to indicate
the direction to insert the cash card are disposed. Although not shown in the

drawing, other necessary matters are entered thereon by embossed characters.

[0017]
As information written in the magnetic stripe can be easily read by using a device
called a skimmer, the card may be forged, and often causes damage by using the

card thus forged.

[0018]
To cope with this problem, an IC card incorporating a semiconductor memory has
been used. Banks and other organizations have been making efforts to propagate

this type of card to replace the magnetic card.




IC card is absolutely safe. In addition, the IC card is very
expensi ve conpared to the magnetic card, and it would be hard to
expect the rapid propagation of IC cards. [0020] In case of the cash
card used in banks, it would suffice if the card can be used wthin
t he bouncﬁrig‘gf one country. However, in case of the credit card, the
card is H8 sary to be used also in foreign countries. It i
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[0022] If the magnetic card or the IC card is lost or stolen, and if

the card returned into the hand of the card owner, in particular,
when the card owner does not aware of the fact of stealing, it is
|iabl e td08230ke danmge by the use of the forged card. [0023] A
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[0021]

Further, in cash cards and credit cards, the information such as the name of the
card owner 1s marked by embossing, and these types of information are also used
for the magnetic information. In this respect, the embossed information may be

used as a clue or a key in the preparation for forging a card.

[0022]
If the magnetic card or the IC card is lost or stolen, and if the card returned into
the hand of the card owner, in particular, when the card owner does not aware of

the fact of stealing, it is liable to cause damage by the use of the forged card.

(0023]
A personal identification number, consisting of 4-digit numbers, has been used not
for preventing cards from being illegitimately used by the prevention of the forgery

but as the means to determine whether or not the card user is proper. Since




nunber. It is now very difficult to prevent the illegitimte use of
cards by using the personal identification nunber. [0024] For the
pur pose of preventing the damage caused by the forged card,  sone
adopt s  taseumppllagtumbers davmbegreofien need fos these: perponad adantificatinn numbers,
t echnol ogy. Tﬂe typi cal exanpl_es ff thg bi onetrjc technique are iris
recogni t | BATE RYEgRESH MARY C3ses & the {asn and samagey i [ntecentght. tthe personal

e Sk ESROT Br 4D B Bt 5728 BB 0 o SR 9
Fagi ot rarish ASERE fueaty B sBHnRY RAGEY B BhoftifentCOt St Her' iyt Ipftication
recogni tigpnedy tfigs fﬁﬁ%@éd’ggiiﬂiéﬁl'tfto gPéireB?Eh%ﬁl% I8 1138 of AsthiAlsing
results higher costs. [0 n case of the Contact-type

recogni t i1@8, perdhal fiRhtifititonGRAEHdrNt 0 direct contact with the
detection device, and there arises a problemthat the user may feel

physi ol ogi cal repugnance or disgust. Also, in a case where the user
has injury on the physical part necessary for the bionetrical
recognitigﬁﬁ)%br in the worst case, where the user has |ost the
physi cal bITpart to be needed for the recognition, it is inpossible to

use the DiGHRERUERISE ABEHRNINGEhe AaBge CARsedodhs foresd Gasd,some adapys
T oct 1B HARCRicOaSRRaR uklE R bR BRE ol cEhe il °
nor own carmRye TR RioEl o EliRle 8 BE' SRSt TP e ki,

card per ﬁ%ﬂﬂlﬂr}ﬁtQ Ee&%ﬁ&ioﬂ?ﬁn ki r&&frggit%ogﬁﬁ?l/&ﬁ rdEYdit o SRE LY

even if the ‘user wants to entrust a repreSentative or an dgent to
use the agmd.batk vem RLbgnifibh OVIRS- thdsd PecogniviBhyit i GLEMLSAYyEd  reRber! tAR
user.
pattern in advance. Time and procedures are required for the registration of the
pattern, and also time is needed for the recognition of the pattern itself and for

determining, and that results higher costs.

[0025]

In case of the contact-type recognition, the user must come into direct contact with
the detection device, and there arises a problem that the user may feel
physiological repugnance or disgust. Also, in a case where the user has injury on
the physical part necessary for the biometrical recognition, or in the worst case,
where the user has lost the physical part to be needed for the recognition, it is
impossible to use the biometrical recogmtion. Also, the recognition is partially

made during the process of identifying, and accordingly, it is not a perfect method.

[0026]
In the system using the biometrical recognition, the card user himself or herself

can only use his or her own card. When the card user has not enough time to use




[0027] As one of the neans for preventing the forgery, an enbossed
hol ogramis nmounted to formsurface irregularities on the plastic
surface in case of credit cards, prepaid cards, securities, etc.

Thi s enbdbe earchpdroonailm arsdoes mpt dinfl fai cand pracessing idevige meathy, evén i the
respect, it is actually inpossible to forge the card provided with

t he enbodisetl WaRts topenimist jarrepreseatative i 288Nt tonsethe ¢asd,uig és nefovnever
it is a t%ﬁrson, ,Mno.read . the epbossed hol ogram at a gl ance. Thus, it
i s possi BleWetlat Thipds ¥eygncanvegiept domthe Ysefng t he enbossed hol ogram
of simlar type. [0028] Fig. 2 (b) illustrates an exanple of a
credit card with the enbossed hol ogram on which the card

aut hentic[%bb Is verified according to the human sense. The

ref erence nuneral 1 shows a credit card body made of a nmaterial such

as plastigsope @“ﬂfehﬁeag’a%rfg)ﬁg?e@ntihﬁ%é %ré%@ alTRMHIsE&d BoIbkRe % MBEARd

information 1s record an arrow 3 toindicate the

di rect i onotferoh REMde irfgubaiiiesor thegplfstiti PRBEGh cashl dffieedih cirdt, srepiid
in the drawi ng, other necessary matters are entered thereon by

enbossed cahds; setietties, £202This éthbassedablogeaml id very diffeeltttediupht¢ate.a In
termnal device wth a portion with the arrow mark placed at the
f orenost thissiespest, it e aetualiempossiisto focge thencasd provwdedwith the embossed
enbossed IRABERantt S GBCF SAnTERSBEIE hecrMovsughdt 1 Beppevhe read
0 spose e L EGAM 5% Buntl, et 538 pAUEHRSEhe e iy
e ATyt of i e 0 read the maret
[0028]
Fig. 2 (b) illustrates an example of a credit card with the embossed hologram, on
which the card authentication 1s verified according to the human sense. The
reference numeral 1 shows a credit card body made of a material such as plastics.
On the surface of the card, a magnetic stripe 2 where information 1s recorded and
an arrow mark 3 to indicate the direction to insert the cash card are disposed.

Although not shown in the drawing, other necessary matters are entered thereon

by embossed characters.

[0029]

This cash card 1 is inserted into a terminal device with a portion with the arrow
mark placed at the foremost position. Near the foremost portion on the card, an
authentication verifying chip 4 consisted of, for example, an embossed hologram is

mounted.

[0030]




card is reverse to that of the cash card. [0031] 1In the

aut hentication verifying chip 4, a pattern "A", as an exanple, is
confirmed by a person, who inserts the card into the termna

devi ce, Viheumbgnetic stape by dispesadouslikardwneashivard, iop thetrearsutfasy of ke
card term nal device. [Q032] The authentication verifying by
sensuous CEediheardr bt hesliracynn do inseristhecasd intathe temmpaldavicepisithet s
reliability is,|ow because,.there are variations.in the abiljty of
each i ndPeduAP AFeSUbDRIEFECHAN 19 Feadihg TeATelinOsmgon AR the Bredity 5o
variations_in the ideptifyin nyi rronment and psychol ogi cal and/ or
physi cal ﬁﬂFWSﬁEt8ﬁﬂgﬁgtb8%§§hgnﬂ[0033] The nethod for reading the
enbossed hol ogram pattern by nmachi ne can be roughly divided as a

nmet hod for reading an image in a planar shape by neans such as a
canera; dgpg3p) nethod for reading data in a |linear shape by the

conmbi nation of light emtting elenents and |ight detecting el ements.
The net hdd theautheadidtibnt Weaifyiigehip 4, pdteernl "ANads ahepenpls, wfdoatimadby
for verifying the authenticity, while the anount of information to
be processprsors wiar psers dhe harddetd the teomirtahdevioe tshsuwhlly si.evdiyesensuous
conplicated. [0034] The arrangenents for reading data in the |inear
shape ar dneAnschwsis ot gearbbia Heseard pexmingl deyiee. Open Publ i cati on Nos.
HO6- 124866, HO6- 318282, HO7-220077, H09-319849, 1111-180079,

H10- 143621, 2000-47557, 2000-48146 and 2002-74283. -8 [0035]
Accordin%ohgzgach of the methods described in these references, the
enbossed ? gramis read along a straight line in |ongitudinal

di rectionnf  AndRaABE YeAfying by sensuous means provides high effects in primary
screening but its reliability is low because there are variations in the ability of each
individual person who confirms and identifies or there are also variations in the

identifying environment and psychological and/or physical conditions of the person.

[0033]

The method for reading the embossed hologram pattern by machine can be roughly
divided as a method for reading an image in a planar shape by means such as a
camera; and a method for reading data in a linear shape by the combination of light
emitting elements and light detecting elements. The method for reading the image
in the planar shape 1s effective for verifying the authenticity, while the amount of
information to be processed is large and the device for this method is more

complicated.

[0034]

The arrangements for reading data in the linear shape are disclosed in Japanese
Patent Laid-Open Publication Nos. H06-124866, H06-318282, H07-220077,
H09-319849, H11-180079, H10-143621, 2000-47557, 2000-48146 and 2002-74283.



shape card where the enbossed hologramor a diffraction grating is
formed. As a result, the device used is relatively sinple in
structure and it is easy to use, however, is less resistant to
forgery. [0036] 1In addition to the above references, Japanese Patent
Lai d- Open Publication No. H11-272836 discloses an identification

t echni qud00335hg a diffraction grating, Japanese Patent Lai d-Open
Publ i cati on No. 2002-279480 discl oses_an identification technique

usi ng entfwseuting t eaphaoh tha dnetbpdedesgribied apthase aefeseraes, the emiggpssad
8Bl 4 o 0 O T AR
Pat ent - LAMPACHEA ke D e rort e S 6Bl 88 rebsn 3 iR, oo 7,
200- razss TR AEY A deel i TS RL e 8% s AR B8N Bl
these refigLRIELSs 1ds8GeEiTRAE 8 thrgdQ! 0gramis read al ong a strai ght

line in longitudinal direction of "a rectangul ar shape card where the
enbossed hol ogramor a diffraction grating is forned. As a result,
the device used is relatively sinple in structure and it is easy to
use, hov®036] is less resistant to forgery. [0039] -9 In addition to
t he above references, Japanese Patent Laid-Open Publication No.

H11- 272838 adiision dg dbe abovedenietentcesa fapsnese Paent; Laid/@peny Publatatipn 8. on
grating, . Japanese _Patent Lai d-Open Publication No,_ 2002-279480

di scl osedTHn?(ahdlisclose iagridentification trehnigugdising,e difraction Hghag and

oire, a gpa‘ijl%gg Phtent Ii%ltcﬁaﬁerlf f"ugfic%%lq No. 2002-279480 discloses an identification

technique using embossed hologram and moire, and Japanese Patent Laid-Open
Publication No. 2002-341733 discloses an identification technique using embossed

hologram and latent image.

[0037]

The arrangements for reading data in the linear shape are disclosed in Japanese
Patent Laid-Open Publication Nos. H06-124866, H06-318282, H07-220077,
H09-319849, H11-180079, H10-143621, 2000-47557, 2000-48146 and 2002-74283.

[0038]

According to each of the methods described in these references, the embossed
hologram i1s read along a straight line in longitudinal direction of a rectangular
shape card where the embossed hologram or a diffraction grating 1s formed. As a
result, the device used is relatively simple in structure and it is easy to use,

however, 1s less resistant to forgery.

[0039]



Publ i cati on No. 2002-341733 di scloses an identification technique
usi ng enbossed hoI ogram and | atent inmage. [00401 When veri fyi ng the
aut hentication using an auxiliary tool, it is .carried out

ultra-fink ds\%@ﬂ t%ﬁ@cT] e|TefeEences o) InpRess- Eﬂ&ﬁmtale%@eayl’ltmmrafo
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used. However, hese are a low I n re | ab t ecause recognl t1on

and |denthmbgﬁﬁnQﬂdﬁmgnlgggaequentIy relying on the human sense.
[00421 The authentication verifying by nechanical processing is to
verify authenticity by nmechanically detecting the property of the
object material. The nagnetic property and the optical property nmay
be used f&904Me detection. [00431 Practically, a light- enitting

mat eri al a na netic materi.al.is mxed into.a base . mater.
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mechani caf an artitact-
generating optical interferences.

[0041]

Practically, a light-emitting base material or a material having a special optical
property such as a light-emitting laminated film, light-emitting ink, thermo-chromic
ink, photo-chromic ink, etc., is mixed into the base material, laminated film or ink
and the auxiliary tool of a special filter, a ultra-viclet ray lamp, etc. is used.
However, these are also low in reliability because recognition and identification are

consequently relying on the human sense.

[0042]

The authentication verifying by mechanical processing is to verify authenticity by
mechanically detecting the property of the object material. The magnetic property
and the optical property may be used for the detection.

(0043]

Practically, a light-emitting material or a magnetic material is mixed into a base

material, laminated film or ink and a detection device is used. Or, specific coded

- 10 -



systemusing an artifact wthout having reproducibility, randomy
arranged in a nedium is used instead of the information specific to
the living body. This is  described in "Financial Business and i
Arti f act -iIMormaten ipupgnetivelly loy optieallyrasided by aistngr OCRosharaotersaoromagnetic
Econom ¢ Studj es, the Bank of Japan X ..

(htt p: / / Jafeadesandod magnety proptiak deteqtian dewag equsedi2. pdf) and " The
Patterns of Artifact-Metrics in Financial Field"; 6th Information
Security Synposium

(http: //Wgﬂes. boj . or. | p/japanese/ ki nyu/ 2004/ kk23- 2- 6. pdf) . [0045]
In the artl t-nmetrics system a light reflecting pattern of

| | | aligh g patternof
2 para| A e Bl Beston VAR BAUR e BlcaP BBt an MLE O

magnet i ¢ R8tneBin@fanBEBRE WithouPBiving PeprBMHInTife ¢RdéAly WRANSEd tn a
pattern, a random nagnetic pattern of a magnetic stripe, a random

el ectri c médinge ipadddeinsteadl ofl tive mormat@hl speaific €6 chalichg @y er Thisfis

el ectrically conductive fibers, a resonance pattern of a vibrating
seal , et aescmibiccin "Firanciab Busuheby and Anafact-bletricss pablished4s] theAgstituge for
matters subject to the illegitimte use or the forgery of the card,
"the i nfMpheteroandEcenmnigaiudienthe BangrofJamancar d"  added when t he
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I's accorded and printed on the card body when issued to the user,
and which is relating to the

[0045]

In the artifact-metrics system, a light reflecting pattern of granular substances, a
transmission light pattern of optical fibers, a parallax image pattern of polymer
fibers, a fiber image pattern, a magnetic pattern of magnetic fibers, a
random-recorded magnetic pattern, a random magnetic pattern of a magnetic stripe,
a random electric charge pattern of a memory cell, a resonance pattern of
electrically conductive fibers, a resonance pattern of a vibrating seal, etc., which are

formed by chance, are used.

{0046]

As the matters subject to the illegitimate use or the forgery of the card, "the
information of the descriptions of the card" added when the card is issued to a user
and "the information of the card” given to the card in the manufacturing process are
included. ("Handbook on the Technique to Prevent Forgery on the Surface of
Affiliated IC Cards", published by the National Printing Bureau, the Ministry of
Finance (see: http://www.npb.go.jp/ja/info/ichb.pdf) .
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card issuance such as the card owner information, the period of
validity, etc. [0048] Falsification, which is a typical act of the
illegitimte use of the card, is an act to alter all or a part of
the information of the descriptions of the card, done by erasing the
genuine information and adding illegitimte information. [0049] The
i nformati d®¥48f the card is the information of the card itself, other

EE?S,. t Plf The iderTRaskB ot fst%gcr?&%%ioﬁéﬁé’ G the OB ingwﬁnﬂﬁ a% s
7 or o pr RS 42 Be S okt gk Faye «bPie i p Rpichis pealigh 15 e
d._|l am d IS i)l I

Carr i od ot FeRetfesiel e s By pvieMomibl (R SR e rphRf oeR o

imtating the design, patterns, etc., relating to the card body to
forge a card, which is simlar to the authentic card in the external
appear ancgp48¢tual | y, the design, patterns, etc. on the surface of
the authentic card are read by the neans such as a scanner, which
ar e t hen, Fasificattbng whivheisdetypirgl actioigh¢ fikegtiane ussudthasaml, pr amketrto
[0051] Many types of techniques to prevent the forgery of the card
body are &teswl orthpast gh theomiformatigntai dhe desariptignsrotithe eargedonstby etasing
printing patterns,. etc., only in -12 the printing art, but no

deci si ve Hhegeanmgdniosmetionand addigg eeitimate infaronbiop. The net hods f or
aut hentication verifying to recognize and identify the forgery can
be roughly classified as a nethod based on human sensuous ability; a

net hod Uslfd?ﬂg]

The information of the card is the information of the card itself, other than the
information of the descriptions of the card in the issued card. It is the information
relating to the card body such as the physical shape of the card, background
patterns applied to the card in pre-printing factory, printing layer on underlying

layer and protected laminated layer, etc.

[0050]

Forgery 1s an illegal act carried out for the card body. It is carried out by
duplicating or imitating the design, patterns, etc., relating to the card body to forge
a card, which is similar to the authentic card in the external appearance. Actually,
the design, patterns, etc. on the surface of the authentic card are read by the
means such as a scanner, which are then, edited or amended by using the means

such as a printer.

[0051]
Many types of techniques to prevent the forgery of the card body are known
through combining the printing mode, types of ink, printing patterns, etc., only in
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auxiliary tools; and a method by nechani cal processing. [0053] In
the authentication verifying by the human sensuous ability, the
authenticity of a card is identified by the sensuous ability such as
t he vi suahe pemsieg arfydut actdetisivecrekniqueiscknoMreyeteatrpresenti denti fy by

t he visual sense includes colors of the card itself, a watermark and
an enbossed hol ogram which changes the col or and patterns provided
on the Cﬁ{d by changing the viewing angle. The neans to identify by
the tacti®825ense includes detecting the surface irregularities

e 2 PR ek e Y b
opt | ot oy BRFARRE R hRlod RE SRR PGP FAbbA wsing
to dupl 'ﬁ%ﬂ%ﬁ?fod}s?g%daa”ﬂeﬂ{bd"w ﬁgfﬁﬁwgw&ggih ity of the card can

be easily 1 Ifie by the vi'sual sense are used. And enbossi ng,
surface irregularities, perforation, etc. are also used, on which
the authenticity can be identified by finger feeling or by the
vi sual sel®83] [ 0054] Fig. 3 shows a conventional exanple of a card,
to which an artifact-nmetrics chip using netal granules is nounted as
di scl osednithe aapwnbisatigmayerymgdiydthedumanrsgiisieas alghtynshe suthentagboof a
Fig. 3 (a) is a general view, Fig. .3 (b).is a c¢ross-sectional, view
and Fig. carmﬁﬁ%n B the SRIuonIPIBY Quch asdhg .Vl?[ll@gsg}smﬂ@ fatilerpense,
card 1, the agtifact-petrics .chip 4 in thin-plate shape. qade of
Cranspar it THemRSns SEHen i rioul shirenirRl S PLRb iR RS sde e
base ne i r r p ty, i C
base. e efnpli T bR GABR! Sl ORI e A g
noN- t 1 aNSPELIARE ofi dhel Rt TRERnBtrY e rid Wink U THRVRESH tol ey B the
tactile sense includes detecting the surface irregularities added on the card and
detecting the texture of the card body itself. Actually, a logo mark, a special font,
printing lines for preventing duplication, special color ink, embossed hologram, an
optically changing material, a latent image pattern, etc., which are difficult to
duplicate or copy and in which the authenticity of the card can be easily identified
by the visual sense are used. And embossing, surface irregularities, perforation,
etc. are also used, on which the authenticity can be identified by finger feeling or

by the visual sense.

[0054]

Fig. 3 shows a conventional example of a card, to which an artifact-metrics chip
using metal granules is mounted as disclosed in Japanese Patent Laid-Open
Publication No. H10-44650. Fig. 3 (a) is a general view, Fig. 3 (b) is a

cross-sectional view and Fig. 3 (¢} is an enlarged view of the card.

[0055]
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a magnetic stripe 2 and an arrow mark 3 are forned thereon and

anot her opening 1is arranged at the sane position as the opening on

the card base nenber 7. [0056] The netal granules 5 are m xed

t hr ee- di fenhe omal 1,\thé nrtifaet-meatspehied tn thaiplatevihnpe niade e al taarispyrenAs
a result, the _arrar]%]errent pattern of the netal granules 5 observed

t hr ough trhsnopead ngth metal igsamnies b ns baeredodn a lgardabasefmembet,r hayenghi p
4. By wutilizing these characterjstics, a light to pass,through the
arti f act NeBttFansRatent property, whpd bag aheranng § femhesshentication yeyfyang

arrangenmept pattern.,of the netal granules 5. can he pbserved. . .
Therof or €M g1 1t A4 & nsingirars ko 0, Stskitn Bt s duehcr [ayered, in which
artifact-nmetrics chipo,4.and then, t card. 57 Fig. 4,shows .
Aot her - 2TVEIRER aPE Zammamea iy ek 4 rmbd BRetkon Sb sndhner Rining o
chip usi | Lscl i Lds
Publ i cat ?%a’!n Ikﬁgéajg%g%@%ggﬁﬁ&ﬂg’& j'%?%éﬁuﬁ‘? ‘5""‘%@%%%?’5%’? éﬂ\% 'l 4 ()
IS a cross-sectional viewand Fig. 4 (c) is an enlarged view of the
artifact-metrics chip. [0058] 1In the card, the artifact-metrics chip
8 cont ai Miog6la mesh nenber 9 and short fibers 10 three-di nensionally
mxed in a transparent resin is placed into an opening of the card
base mentJdie metahigraiuldsa are mored thaes gumensionglly pre they transpazentengsst i ¢
stripe 2 and an arrow mark 3 are di sposed on the surface thereof. On
the artivithout segantly. cAs g wsulhnthe Frsngement pattemtof the imetalogranules § by
the pattern of .the h menber. 9 _and t.he short fibers 10.. -14 [0039
This | nt OPPEACByEh 67 ADEIRE i EWIEHEN i cage it Hhe FRBCRIGHHsS PR 1 e
chip 8, i. & . | each card. By, utjlizing.thi haragcteri stic,.the
pattern 61;1?1?41}5 tﬁ??ei %éa&':gcftﬁg%hqscé llgm ho gassgchroug?l the A ffacCnettics ¢hip Il 18
photographed via the opening, and the arrangement pattern of the metal granules 5
can be chserved. Therefore, it is possible to identify each individual

artifact-metrics chip 4 and then, the card.

[0057]

Fig. 4 shows another conventional example of a card, to which an artifact-metrics
chip using fibers as disclosed in Japanese Patent Laid-Open Publication No.
2003-29636. Fig. 4 (a) is a general view, Fig. 4 (b) is a cross-sectional view and
Fig. 4 (c) is an enlarged view of the artifact-metrics chip.

[0058]

In the card, the artifact-metrics chip 8 containing a mesh member 9 and short
fibers 10 three-dimensionally mixed in a transparent resin is placed into an opening
of the card base member 1, which has a non-transparent property and a magnetic
stripe 2 and an arrow mark 3 are disposed on the surface thereof. On the
artifact-metrics chip 8, an interference pattern is generated by the pattern of the

mesh member 9 and the short fibers 10.
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of the authentication verifying chip is photographed by a transmtted
light or a reflected light for the card to be identified. [0060]
Mechani cal readi ng of such the pattern of bionetrics or
artifact-metrics is generally performed by an image-pi ckup device
and the r 55 is identified by a pattern recognition technique. In
this resﬂ§® there is a possibility that forgery can be nade

Feadi ng QoS irEFRcE LA LrReral & srdtpiobe RS BECERD g
7 e i SR, 05 SR i

these 1ol o oneaseatidtoa P R e PR i

logrami's read al ong a strai ght

line in Irefleiteddighfordhe egid @beoideatifiet:t angul ar  shape card where the
enbossed hologramor a diffraction grating is forned. As a result,

the device used is relatively sinple in structure and it is easy to
use, however, is less resistant to forgery. [0063] |In addition to
the abovel0080Lr ences, Japanese Patent Laid-Open Publication No.

o 5538%%9 s 5ok SR oo Sa b b
di _scl oses tification,l5 techni usi ﬁlbﬁﬁﬁ (g hol o am and
i re. ﬁ@gmaéﬁt Blodp A it e R i HRRGRET hD3 el

d I

a'i)iie"sesfe@@%ﬂlﬁ&”é&h Foel ot RS i3 10 o HORABEEL thf Ty Qpédf*’?seif
is not yrﬁ%déé&ﬂi‘d{nf% gt@ubﬁ&@ﬁl‘g t@&ﬁn&u&ard whi ch cannot be forged,

is not realize
[0061]
The arrangements for reading data in the linear shape are disclosed in Japanese
Patent Laid-Open Publication Nos. H06-124866, H06-318282, H07-220077,
H09-319849, H11-180079, H10-143621, 2000-47557, 2000-48146 and 2002-74283.

[0062]

According to each of the methods described in these references, the embossed
hologram i1s read along a straight line in longitudinal direction of a rectangular
shape card where the embossed hologram or a diffraction grating is formed. As a
result, the device used is relatively simple in structure and it is easy to use,

however, is less resistant to forgery.

[0063]
In addition to the above references, Japanese Patent Laid-Open Publication No.

H11-272836 discloses an identification technique using a diffraction grating,
Japanese Patent Laid-Open Publication No. 2002-279480 discloses an identification
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Al so, the technique to elimnate the use of a forged card is not yet
realized. [Patent Docunent 11 Japanese Patent Lai d- Open PubI I cation
No. H10-4465Q [Patent Docunent 2] Japanese Patent Laid-Qp

Publ i cat iteshmgue nglog cpgwssed holggrapt ang@lSPFFéntln Jlapaa%%@énmlmpen

o B b e e
e A ESE R e e i
o igao%ﬁ%w cHRBRERCF G SR A 8 Mo

No. H11- %§§§‘§e t&aﬁﬁ@% t6d23%l {ﬁ%ﬂat ﬂ%luskaﬁai"féng‘ef &7 nbfy & feRed,

Publ i cation H10 Pat ent Docune Japanese Pat ent

Lai d- Open[ Rt Beduntnt NG, ROSR-sA it LREOpeh IROSiusRUH NOLH10a656's e
Pat ent Lai d- Open Publication No. 2000-4814 [ Pat ent Docunent 121
Japanese [RatenttDocaineen®2dn Japhidsedatent Nod-CRea P fificson NBa2@03-29636
Docunent 131 Japanese Patent Lai d-Open Publication No. 2000-298880
[ Pat ent OdRatensriPocuaient agankepeneaegt Ratent) Ldid-Opse PublibatianalNp oHOd 24866

Publ | cat | L4 Dami0acns 7 94 olbaess RN LR RRD f Cai esopaes2

pat ont | LA ol | BRIGE 608 %%@?&ﬁ Ptﬁﬁﬁaw@n g BREE 1

d
e rasé*gt;d g el ARk PR f@%@ﬂwﬁﬁg bisuig
o e oA S5O0 s by o

Fi nanci al [Pﬁ't@itqj@cunﬁ%dﬂ 180 f Rpamdse PhtSRCLEIA-DpeRVPIMISASEH No. H11 272836
(http://ww.ines. boj.or.jp/|apanese/ ki nyu/ 2004/ kk23- 2- 6. pdf)

[ Non- Pat efRatéxddocmiens] 97 HapaiselkPaventt Ined-Upehrfublieation RoeHa0114862per y

on -1 [Patent Document 10] Japanese Patent Laid-Open Publication No. 2000-47557
[Patent Document 11] Japanese Patent Laid-Open Publication No. 2000-48146
[Patent Document 12] Japanese Patent Laid-Open Publication No. 2000-66567
[Patent Document 13] Japanese Patent Laid-Open Publication No. 2000-298880
[Patent Document 14] Japanese Patent Laid-Open Publication No. 2002-74283
[Patent Document 15] Japanese Patent Laid-Open Publication No. 2002-279480
[Patent Document 16] Japanese Patent Laid-Open Publication No. 2002-341733
[Patent Document 17] Japanese Patent Laid-Open Publication No. 2005-205897
{Non-Patent Document 1] "Financial Business and Artifact-Metrics" published by
the Institute for Monetary and Economic Studies, the Bank of Japan
(http://www.imes.boj.or.jp/japanese/jdps/2004/04-J-12.pdf)
[Non-Patent Document 2] "The Patterns of Artifact-Metrics in Financial Field";
6th Information Security Symposium
(http://www.imes.boj.or.jp/japanese/kinyu/2004/kk23-2-6.pdf)
[Non-Patent Document 3] "Handbook on the Technique to Prevent Forgery on
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the Surface of Affiliated IC Cards", published by the National
Printing Bureau, the Mnistry of Finance

(http://ww. npb. go.jp/jafinfo/ichb.pdf) [Non-Patent Docunment 4]

Ni kkei EltheSndfacecef Affibatedde Caids'; Ipublisheddiy thieeNatmuwshPriotin@Bureau, dhe
The Invention [0064] It is an object of the present invention to

provi de #MigistocefuFigarde thttnif/wwHoRpD.govYiadrioAghbspdflri ty wi t hout addi ng
basi ¢ changes_to cash card or a.credit ca practically used,
and to pﬁ@%ﬂo@tﬁn P‘Fl’dﬂe‘?to‘{] p&ré}é@égl%m%;i@%ggénd a card

processi ng device. Means [0065] To attain the above object, an
aut hentication verifying chip formed with an enbossed hol ogram or

wth a di@%@%ﬁ%%ﬁgﬂeﬁm&ﬁﬂf non-separably fixed on the card.

[ 0066] A i‘cation verifying device is provided in an
appar at upiQh Rreeapsemiod he card. For detecting information of the
verifying é I'p, in addition to making the card in a fixed condition,
scanni ng [posdly utilizing the novenent of the verifying chip when the
card is taken into the apparatus is carried out. Effects of The

| nvent i ot is] A0Ej¢ctBd the peedene irventies ¢ol photidea stouoture o adiafd forct i on
grating utilizing the optical interference has a three-di nensional

st r uct ur aNCreasing seqvpivy sithogt adding basie shanges to @rtash sapst ey credit ¢asplas ca
directly fromthe prototype. .For thjs_ reason, even when the nmagnetic
r ecor di ngrafdicallipnseds and 4 Brovade pangthod Forpraegpsing g spedianda sardct i ced

-17 . .
processing device.

Means
[0065]
To attain the above object, an authentication verifying chip formed with an

embossed hologram or with a diffraction grating is non-separably fixed on the card.

[0066]

A card authentication verifying device is provided in an apparatus for processing the
card. For detecting information of the verifying chip, in addition to making the
card in a fixed condition, scanning it by utilizing the movement of the verifying chip

when the card is taken into the apparatus is carried out.

Effects of The Invention

[0067]

Because the embossed hologram or the diffraction grating utilizing the optical
interference has a three-dimensional structure, it is impossible to duplicate it
unless produce a replica directly from the prototype. For this reason, even when

the magnetic recording data or the data in the IC chip may be copied as practiced
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in the past, it is practically inpossible to use a forged card.
[00681 Further, when it is attenpted to illegally use the card, such
the use can be rejected  and damage or | oss can be prevented before

i t act ualinyhe pasir §.1s @ractigally 1mm§rsi%ﬂenm@se t&rdeduyrdoe al l owed for the
use to sone extent, but it is easily possible to specify the user of

t he iIIegitimate card by finally ensuring to hold the illegitinmate
card. k@g@e il1legitimate card can be prevented before it is
actual ly 083 or the use of the illegitimate card can be easily

ot 2 AL el B b 2500 S
show a flqw dﬁina%g%rﬁéég"&ﬁ% e%nt% FJrS 0 bty ﬁﬁgcﬁﬁ?fh (ﬁaﬁg ﬂleé: t'éﬁiatez

shows a cash ca a creait car conventi'ona

shows an @xaiRyDHedlloveadny e 1N sdnyPextedt, hud Sﬂ i%gea@ﬂiv 'pB%lSle %tsbé&ﬁr
by using netal granules; Fig. 4 shows an exanple of a conventi onal

t ype car dhesisegofthicl 1ﬂagt1mm§ tardybiynallyiengurihg loe held thedlledtimatersard.

card using an enbossed hol ogram according to the present invention;
Fig. 6 sﬁfimumwofaidaglpnmt@tammanuhegpxaumtedtbeﬁme ifors actuallryised ol dhe use
using an enbossed hol ogram . Fi g shows exanpl es of .t he nmounti ng

posi ti on Q£1t ¢ Hl@gstumf@rﬁard: 621 by e@@bf depected @nd gecordingly, dlegabuge elithe

exanple o uth ticatjon verifying data of the present invention as
prepared U?@ tedei g, 9 is an exanple of random numbers to be
used in the verlfylng chip according to the present invention; Fig.
10 shows an arrangenent exanple of random nunbers to be used in the

Brief description of the drawings

[0069]

Fig. 1 is a flow chart to show a flow of the processing of a currently used cash card;
Fig. 2 shows a cash card and a credit card of conventional type;

Fig. 3 shows an example of a conventional type card using artifact-metrics by using
metal granules;

Fig. 4 shows an example of a conventional type card using artifact-metrics by using
fibers;

Fig. 5 shows a card using an embossed hologram according to the present invention;
Fig. 6 shows an example of writing authentication verifying data using an embossed
hologram;

Fig. 7 shows examples of the mounting position of the authentication verifying chip;
Fig. 8 shows an example of authentication verifying data of the present invention as
prepared by a computer;

Fig. 9 1s an example of random numbers to be used in the verifying chip according
to the present invention;

Fig. 10 shows an arrangement example of random numbers to be used in the

verifying chip according to the present invention;
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verifying chip according to the present invention; 18 Fig. 11 shows
an exanpl e where the random nunbers used in the verifying chip are

arranged .i.n binary nunbers according to the present_. nventigi%; Fiu%
12 shows Hg& By showesi gramBRlgpherethe fandofe NHRREBYTAdB A8 VEEaHANg Rliphe

YﬁCéL;yi ortrE BrgneEin oy Sl Rtk b aithe bR Bafom numer s
12" shows 1E 2ot S0Pt dufi el phR R AR Dk RS TP ot ©

verifyin | r: ' ' H?@ ] .0t he

pr esent %r?\?gﬁtlgcc)ﬁ{p K dﬁ%ﬁ?gﬁg@s&gﬁ%égﬂp e&\g\lﬁeeﬁ e g%n??%é\%’ random
nunbers yg§gdi3 thdvAary 8karhilend th€ AuditiBAR rBhdR A8Fhbels A4S B tha Yerifying
nunbers according to the present invention; Fig. 16 shows an

ar r angenefiip socerdihg tovkley preisbet ingentgen; nunbers used in the verifying
chip are in quaternary nunbers according to the present invention;

Fig. 17 dhpgwsi shovexampkamplkevkera adtimoabl tapdah menhbery iused ahthesvenfeing
obtained from one random nunbers group; Fig. 18 shows a verifying
chip readihfyagcirageddn hipazy numRees Mcerding e thepreseRignvertighows a

e R o T
G FEP e i Wby 2 R,
ChiP 1 Sa R Sl S BN eSS TS R i |,

array; Figrifdfig %wafgqn \@htekdr) huritePs hERPAIRG toeNe pResdRE IRRHoNY th a

par abol oid mrror an
Fig. 17 shows an example where a plurality of verifying chips are obtained from

one random numbers group;

Fig. 18 shows a verifying chip reading device using an image pickup device;

Fig. 19 shows a verifying chip reading device using reading elements in a matrix
form,;

Fig. 20 shows a verifying chip reading device using a mono-color reading device in
array;

Fig. 21 shows arrangements of a device detecting the mono-color in array;

Fig. 22 shows a verifying chip reading device using multi-color reading elements in
array;

Fig. 23 shows an arrangement of a device detecting the multi-color in array;

Fig. 24 shows a verifying chip reading device designed with a paraboloid mirror and
a polygonal mirror combined;

Fig. 25 shows a verifying chip reading device using a single reading element
according to the present invention;

Fig. 26 shows a verifying chip reading device using two reading elements according

to the present invention;
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a polygonal mrror conbined; Fig. 25 shows a verifying chip reading
device using a single reading el ement according to the present

Feadi ng direheho S FRAGe GJ THETREYER: | nvention: 19 Fig 27

G 1 or ontt iy s SErRAEEpEd AR matie O 1o Tout o of a ver | fying
chi P ST P50 Shd ARCRMAMIRE S s velifing RSP AN KA R Rndie

feature extrdction on a ying c ary om nu

Fig. 31 %@ﬁw : [ ; LiEawi

chip usi %E@u%eﬁ%k%ﬂgo%qﬁ%ff er s;&lg%.hbg%hsﬁgev\rg? glg éé@alrlr%?ig 'T%?ary
anal og priag&ssindentes:t he verifying chip using binary random nunbers;
Fig. 33 shows an exanple of a mark for position alignnent, a reading
start |irféig. 31 shieedameximplesdf the fieatu@nekteaction lonfoverdfyinghohipnugiagi on
signal; Fig. 34 shows an exanple of a flow of card authentication
veri f yi ngluatessarysiandomAiugnbe3s; shows anot her exanple of a flow of card

aut hentication verifying processjing; and Fi % 36 .shows sti]ll another
exanpl e df1€a34 plporn exaaPis AL RBAICE PEecesRINg o the VARIYING b dsINgPIaY; of

Description,of Theb Ref erence Nunerals [00701 1, 11 card 2 a magnetic
stripe random numbers;

Fig. 33 shows an exampie of a mark for position alignment, a reading start line, a
reading finish line, and a mark for synchronization signal;

Fig. 34 shows an example of a flow of card authentication verifying processing;

Fig. 35 shows another example of a flow of card authentication verifying processing;
and

Fig. 36 shows still another example of a flow of card authentication verifying

processing.

Brief Description of The Reference Numerals

[0070]

1,11 card

2 a magnetic stripe

3 an arrow

4, 8, 11, 12, 15, 18, 21, 22, 32, 42, 46, 78, 124, 126, 128
an authentication verifying chip

5 metal granules

6, 14 a surface plate

7, 13 a base plate

9 a mesh member

10 fibers
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3 an arrow 4, 8, 11, 12, 15, 18, 21, 22, 32, 42, 46, 78, 124, 126,
128 an authentication verifying chip 5 netal granules 6, 14 a
surface pl ate plate 9 a nesh _nenber 10 fibers -20 16,

7,..13 a_bas
19, 22, 2@%1@5?&£ﬁ&§5ibﬁkliéﬁlmidﬁ7,¥@§ aPPit 17, 20, 24, 103 a
portion § it is .not forned .48 a positjon alignnment mark 49
a line tgpggﬁr%£§H§ reBOFHAR WHFTRSUS RY 18PPE 50 a [ine to finish
t he readi ' | ng_.di ' 51, 52 a line to indicate the end
portion 1@ %chr)gelg%l5 EE"U %Irﬁr:ecrh%‘%nnatri x 112, 123, 131, 133 a reading
el ement ]&931aﬂi§ét@sﬁ9f‘ﬁf%ii&§&in§q %‘q&%airé ing elenents array 115R
re t ments 115

an array of 't g reading el e an array of green |ight

readi ng e4ENEAS to kARB 88 résdiRy iPidb|ngaditdcibh T eadi ng el ements 119
an i mage pi ckup device 120 a reflecting mrror having a parabolic

cyl i nder 51152 a linegftt intlicatestiiesgidogortiohe 122 a pol ygonal mirror 125,
127 a reflecting mrror having a parabolic cylinder
111 a reading elements matrix

112, 123, 131, 133 a reading element

113, 114 a container contains a reading elements array
115R an array of red light reading elements

115G an array of green light reading elements

115B an array of blue light reading elements

119 an image pickup device

120 a reflecting mirror having a parabolic cylinder

121 a light transmission hole

122 a polygonal mirror

125, 127 a reflecting mirror having a parabolic cylinder
130, 132 a container

132, 120 a straight line route

133 plural lines route

Best Mode for Carrying Out The Invention

[0071]

Detailed description will be given below on the best aspect for carrying out the
invention by referring to the accompanied drawings.

Fig. 5 shows a basic arrangement of a card, on which an embossed hologram chip is
mounted. Fig. 5 (a) shows a general view, Fig. 5 (b) is a cross-sectional view,
and each of Figs. 5 (¢) to (e) shows an enlarged view of the embossed hologram

chip.
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130, 132 a container 132, 120 a straight line route 133 plural lines
route Best Mbde for Carrying Qut The Invention [0071] Detailed
description will be given below on the best aspect for carrying out
the invention by referring to the acconpanied drawings. Fig. 5 shows
a basic ﬁbragﬁenent of a card, on which an enbossed hol ogramchip is
nount ed. pa. 5 (a) shows a general view, Fig. 5 (b) is a

sk BB o bk S B
S
1o o il B i S BBl e iR b s

The enmbogsegrde ek B arehiishdséd.conposed of a pit portion with depth
equal to 1/4 wavelength of a | aser beam used and a portion where the
pit is not formed. On the pit portion, a reflected | aser beamis
elimnated by an incident |aser beam and the reflected | aser beam

I s not de[l()@%%/]ed. On the portion without the pit, the reflected |aser
beamis detected as not elimnated by the incident l.aser beam

[0074] Thkhg %@b@sssaatﬂqgg@a ohp 1§ £ompos eﬁa |pst§aqrtl%aﬁ#m¢mh@quqhtar%faa)

= 780 n o G PRl Bk o823 STpoRi P etefe 62555 ndt BRe” B

the pit portion, a reflected laser beam is eliminated by an incident laser beam, and

A

the reflected laser beam is not detected. On the portion without the pit, the

reflected laser beam 1s detected as not eliminated by the incident laser beam.

[0074]

The laser beam used is an infrared laser beam with 1 (lambda) = 780 nm (1 /4
= 195 nm) in case of a CD. In case of a DVD, red laser with 1 = 650 nm (/4
= 151.25 nm) is used. In case of the next generation DVD, using blue-violet
laser with A = 405 nm, ultraviolet laser with 1 = 351 nm or far ultraviolet laser
with 4 = 266 nm is under study. A /4 is 101.25 nm, 87.75 nm or 66.5 nm

respectively.

[0075]

Fig. 5 (c) shows the most basic structure. Pit portions 16 with the depth of 1/4
wavelength of the laser beam used and portions 17 without a pit are arranged with
an adequate distance between them one another on an embossed hologram chip
15. In the example shown in this figure, each solid line shown by bidirectional
arrows indicates that both incident light and reflected light are present. Each

broken line shown by a uni-directional arrow indicates that there is incident light
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= 151.25 nm is used. In case of the next generation DVD, using
blue-violet laser with A = 405 nm ultraviolet laser with I = 351 nm
or far ultraviolet | sgr. Wth A =266 nmis under study. 1 /4 is

101. 25 nriut g9 re e‘ftﬁﬁiiﬂg 6% . BYERFRL: r espectively. [0075] Fig. 5 (c)

shows the nobst basic structure. Pit portions 16 with the depth of 1/4
wavel ength of the |aser beam used and portions 17 without a pit are
arranged ?@g an adequate di stance between them one anot her on an
enbossed ramchip 15. In the exanple shown in this figure, each

solid |i ﬁﬁggﬁg&g ShéwRla! BRIIO Hhere Al @YEHOATUEIRE Bidel BRAm 10Iined

i nci dent ect ight are present. oken T'1ne

shown by 1gn1dy mébriReioh atheallf aigit MdlheaAkBR, itH3dififgf fo téad theiddent
light -22 but no reflected light is present. [0076] Fig. 5 (d) shows
an exanplverittéretieertine th tids ekamplef a tivdinkd pétr pdraemlDswitlncheé degth of UM ess
information on the tilt angle is available, it is difficult to read

t he dat a wamelemgtinof therlasar. beam ustdsanskamshned poitiwal 3hwithpatta pgrar¢ on 19
with the depth of 1/4 wavel ength of the |aser beam used and_a

i ncl i ned apEngedwithanadeqyate distanee hetwveen thamagene HWotheron ap sFbasted

di st ance b?t ween.th gn one another on an enbossed hol ogram chip 18.
[0077] II}?QW%E e shown in this figure also, each solid |ine
shown by bidirectional arrows indicates that both incident Iight and
reflected light are present, and each broken Iine shown by a

uni - di regb'w | arrow indicates that there is incident |ight but
reflected I'ight is not present. It is alnost inpossible to duplicate

the enbqssRe ehhprr sHvwaNinRhif figdre alstl e $U1RL lide! sHowiPBy BidideBtidhrat
the structure shown
arrows indicates that both incident light and reflected light are present, and each
broken line shown by a uni-directional arrow indicates that there is incident light
but reflected light is not present. It 1s almost impossible to duplicate the
embossed hologram chip of this structure. It is possible that the structure shown

in Fig. 5 (¢) and the structure shown in Fig. 5 (d) coexist.

[0078]

Fig. 5 (e) shows an example where laser beams with a plurality of wavelengths
are used. Unless information on all of the laser beams used is available, it is
difficult to read the written data. In this example, a pit portion 22 with the depth
of 1/4 wavelength of the red (R) laser beam; a pit portion 23 with the depth of 1/4
wavelength of the green (G) laser beam; a pit portion 25 with the depth of 1/4
wavelength of the blue (B) laser beam; and a portion 24 without a pit are arranged
with an adequate distance between them one another on an embossed hologram

chip 21.

[0079]
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in Fig. 5 (c) and the structure shown in Fig. 5 (d) coexist. [0078]
Fig. 5 (e) shows an exanple where Iaser beanms with a plurality of

wavel eng
used is
exanpl e,
red (R

03 BifnbRESon R BT, 00, Shifhide oty hRRRLARRATS.
| aseré bﬁﬂ:raﬁésoﬂﬁatzgotw ih8ak Bgﬁ%ﬁ refidctdd ﬁgﬂ\ﬁ%%fﬁ?%ﬂ ofradihne

eam a pit portion wth the de

wavel engtgrordn HRE sBEWE 'BK (aqlmlcﬁl%%ﬁo&ﬁ aftovAindlicatd¥Othht BHeré3s Wcident Mght

depth of

1/4 wavel ength of the blue (B) laser beam and a portion 24

Wi t hout aupinb reflected Night BOprevénith Pcrls atipgitdinposiible FaaBe PR d@sitatethe)
one another on an enbossed hol ogram chip 21. [0079] -23 In the

exanpl e smhusséd hologeani ichipref thissstructareh Eak iatsol passibiehthan thiy structure
bidirectional  arrows indicates that both incident |ight and

ref | ect eshowghin Eigeb ddbsadtthe Biisturpsbren inifig % kelusopyista

uni -directional arrow indicates that there is incident light but no
reflected light is present. It is alnpbst inpossible further to

dupl i cat
possi bl e
shown in

e[tqtqgﬁ] enbossed hol ogram chip of this structure. It is also

the structure shown in Fig. 5 (d) and the structure

' t 1 of th
aut hent i cﬂz%?%%(ﬁr\r/léﬁ? ;;;?Eﬁ‘éﬁ the{lg%%@ér ri Jrfimg%@g 6, C)desc(ral ptions
bel ow ar eReFBrrii t3CHYg! Ga@és%HpMSﬂé HAbR%re %haau‘fﬁérftfcﬁﬁon O8riffirigSdatd %t&%nt S

where data is to be displayed are arranged regularly to ensure

r eadi ng.

dnnpitd. 9 The. pienwhétet deh &l to e dieplapét st fivariged rofdhilpno @ﬁsaﬁa

pits. Fig. 6 (a) and Fig. 6 (b) show exanples where a | aser beam
with a sﬁhglreadmgellarﬁ;grﬁ iome dot etlaiarithevindicatet lthe satinohatof pits. Fig. 6

recorded.
mul tiple

Fig. 6 (c) shows an exanple where |aser beans with

W varideRigt Bs(b) t $trove ewanplee ndiens ailzser thieamcuk 1 sangle weavelength is
used and where the same data is recorded. Fig. 6 (¢) shows an example where

laser beams with multiple wavelengths (three wavelengths in this case) are used.

[0081]

In Figs. 6 (a), (b) and (c), the pits where data is recorded are arranged at regular
intervals. Fig. 6 (a) corresponds to Fig. 5 (¢). A pit 101 is formed at a position
where data of "101010110" of an embossed hologram chip base member 15 is

recorded, and a protective layer 100 is disposed on it.

{0082]

[Embodiment 2 of the authentication verifying chip]

Fig. 6 (b) corresponds to Fig. 5 (d). In order to record data of "101010110" of an
embossed hologram chip base member 18, a pit 104 having a inclined surface at a
position of the data 1 is formed and a inclined surface 103 is formed at a position of
the data 0, and a protective layer 102 is formed on it. In order that the data can be
detected from a direction different from the inclined surface 103 and the pit 104, a
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[0081] In Figs. 6 (a), (b) and (c), the pits where data is recorded
are arranged at regul ar intervals. Fig. 6 (a) corresponds to Fig. 5

Zvnbﬁsé"eé lﬂé’irnoegr e BB e e MO g romd Bt B, 2"
llayer 10Q,j.% Be it. [0082] [Enbodinent 2 of the
aut henti c lgl on %g ?yl ng ‘chip] Fig. 6 (b) corresponds to Fig. 5 W In

order to record data of "101010110" of an enbossed hol ogram chip
base nenber 18, a pit 104 having a inclined surface at a position of
the data [hogg] forned and a inclined surface 103 is formed at a
position of the data 0, and a protective layer 102 is fornmed on it.
I n order [Embodiinentiatod tihanuthenticktioacteeryifig ehipd direction different
fromthe inclined surface 103 and the pit 104, a -24 inclined
surface dfg. & (p} tcomesporesciof Figr @r('ﬁ)i A Ipitnk(8; fon datag0810%03 A foires@80 nm

| | b d, mbodi 3 of
it hent 1 CBUTISH e g T O o LS 100910t o foha el I, beany ayd

5 " ot P TSSO 81 QoL e O,
108 1o aissddRoRR fba%eﬁr@%sﬂé_ﬁ g PRI 08y o

di sposed jpn it. [0084] [Enbodi nent 4 of the authentlcatlon
verifying chip] In a verifying chip, which is to be read by a

machi ne, there is no need that a pattern such as characters, design
etc. recogni zable by a person is witten. Fig. 8

[0084]

[Embodiment 4 of the authentication verifying chip]

In a verifying chip, which is to be read by a machine, there is no need that a
pattern such as characters, design, etc. recognizable by a person is written. Fig. 8
shows a pit arrangement example of the verifying chip, prepared by using binary

data by a compute, suitable for mechanical reading.

[0085]

In this verifying embossed hologram chip, 1024 binary data are arranged in a matrix
form of 32 X 32, consisting of an embossed hologram. In this figure, the position
where binary data "0" is written is shown in blank, and the position where the

binary data "1" is written is shown with a mark "*"

[0086]

Now, a method to obtain the binary data is described. Fig. 9 shows an example of
true random numbers with hexadecimal numbers of 256 digits, which are obtained
by detecting a radiation ray irradiated as the result of nuclear fission of radioactive

substance. Random numbers used for a crypt key or the like are generally
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shows a pit arrangenent exanple of the verifying chip, prepared by
using binary data by a corrpute suitabl e for nmechani cal reading.

[0085] Int rif ssed hol ogram chip, 1024 binary data
are arrar@’é’a{]?qsta%gﬁﬁd%Flﬁ% Fﬁﬁeﬁ? aRBUGR- 32 consi sting of an enmbossed
hol ogram 1In this figure, the position where bi nary data "0" is
written is showmn in blank, and the position where the binary data
"is w dogr is showmmn with a mark [0086] Now, a nethod to obtain
the bi nargl ata is described. Fig. 9 shows an exanple of true random

number s VF%hl@%H@»@@ﬁbﬁﬁ%ﬂecﬂ%ﬁﬁ%&nﬁ’hu%@r@é&v&rﬁn Mg 9 ?@e&"ﬁ{ e Rdtrix

by detecting a radiation ray irradiated as the result of "nuclear
fission obrmhafdisogtimie < S3EdwIC TheRRRAQEBimbMRehBerd 2afl beGixpledstd By
key or the |like are generally -25 supplied as hexadeci mal nunbers as
such. [ O@flakingi with bihashdwiigihaxabers. mal random nunbers shown in Fig.
9 arranged in the matrix formof 8 colums X 32 rows. The

hexadeci mBhatrignioe pfsthfalmemde@m} aumber bqrres—p@pﬂsat:o HYORH phbibaryapymbers.

4 d| git n rrbers That is, hexadeci mal nunber corresponds

to, " 0000"S1gp aﬂwn%tr"@ﬁ&m o "@@Qﬁ" % cprresponds 4pdd '[35 cpgespgs to
corr 22;2‘2@@91“”4"@5@%8&?@ to LGS 58‘ %@ﬁé &5 110201576 spfresmongisde 1 o
01107, 11@0“ "ec%gxgagﬂén&s% B g’ & %p&ﬂcf‘ss@ogﬁéo"tagtd '-§099rregg)§g% %?O

correspon corréspon ¢orrés
"1011 "y Pl(_)l’ﬁ ﬁ t ! 'ih. "R Ez) hg§ 1ﬁ [ Tal alq " N =l
corr esponggot o "1110" 0 (‘Ps =4 ?ggr esponrégﬁfo Eﬁ)m % Spondgto
"1100", "D" corresponds to "1101" "E" corresponds to "1110" and "F" corresponds to
"1111"
[0088]

Based on the expressions as given above, 256-digit hexadecimal random numbers
shown in Fig. 9 are substituted by binary random numbers as shown in Fig. 11.
One digit of the hexadecimal number can be replaced by 4-digit binary numbers.
Thus, 256-digit hexadecimal numbers correspond to 256 digits X 4 digits = 1024
digits in binary numbers. These binary numbers can be obtained directly in a
random number generator, and in such a case, it is not necessary to perform

substitution operation.

[0089]
These numbers are arranged in the matrix of 8 columns X 32 rows as shown in
Fig. 10. Further, for each digit of binary numbers, matrix of 32 columns X 32

rows are arranged as shown in Fig, 12.

[0090]
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Based on the expressions as given above, 256-digit hexadeci mal random
nunbers shown in Fig. 9 are substituted by binary random nunbers as
shown in qu One digit of the hexadecinmal nunber can be

repl aced Pbx}a 14! &iegp@sm@rngmryremwﬂ@gsto "O“rﬁhﬂle EBEydiugmheris the awatry of Fig.
nunber s c to 256 d gits = 1024 di.gits.n binary
nunber s. &lmweﬁlg df@é@h P@%&wﬁsa tait %EP\‘Plygﬁl N’“él t am

number ge,p,erator L.Sugh a _case nat..nece ary r

Subst! t ot OW%ESQPP‘gﬁOn][ o385 ERESen ahsbe SRHARE FRb o e &
matri x of1 ﬁnfs()' dX 32 rows as shown in Fig. 10. Further for each
digit of b nar’y nunbérs, matrix of 32 colums X 32 rows are arranged

as shown i p

25 200w s Slflenhioh 903Rlng Bip B IE A9 g P9Rd) ut
writing the] data.102atatsi Br WithehEeation \telﬂﬂylﬁﬁsmht fmlﬂ/hatsmnt Hfhemidation ™'

to correspond to "1". The arrangenent of the verlfylng chip as shown
in Fig. &erifyaing keg of @024bned. The authentication verifying chip
prepared in this way has 32 colum x 32 rows x 1 bit = 1024 bits for
aut hentication verifying, that is, it has an authentication

verifyi ng[ﬁk i/ of 1024 bits. [00911 For the enbossed hol ogram chip
shown in 516 (c), the lights with a plurality of wavel engths can

of o car donihe Ao Byl %@eéﬁh\%ﬁ?ﬁaﬁ?@m%ﬂ%ﬁt it oSt ©
car oo r SRR e s R N B OEIC BF e ol e iR 3 Vetifying

chip of a card, which 1s prepared by computer su1table for mechanical reading of

,..

binary data, and which uses the lights of generally called red (R), green (G) and
blue (B) is described.

(0092]

These "R", "G" and "B" can express a total of four conditions including "0" where no
data is written. In other words, these can be handled as quaternary numbers.

The quaternary numbers can be expressed by four 2-bit numbers, 1.e., "00", "01",

|110|r, and l|11!|-

[0093]

Fig. 13 shows hexadecimal random numbers of 256 digits shown in Fig. 9 and
further hexadecimal random numbers of 256 digits which antecede those. Here,
what is shown as "hexadecimal random numbers group a" is the same random
numbers as shown in Fig. 9, and "hexadecimal random numbers group b" is the

random numbers, which antecedes "hexadecimal random numbers group a".

[0094]
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[00921 These "R', "G' and "B" can express a total of four conditions
including "0" where no data is witten. In other words, these can be
handl ed as quaternary nunbers. The quaternary nunbers. can be

expr essed hgperhsxadecimak rapdemdpanbers group iggronvergad to a bigry ragfom 11

[00931 Fig., 13 shows hexadeci mal random nunbers. o 56 digi}s. shown
P, GUBRETS R b dRoue e RN R EL s TRV BiS Wb o
ant ecede thosge. re, at._1.s.shown .as "R ecl L wer s
group a" qrgel:[ ﬁ)ecogg'ﬁgt tioat#go a{%:fpger}lgnlgesrs éeﬁﬁ%%g?(ﬁ%%’. lg’dgﬂémj@
"hexadeci mal random nunbers group b" is the random nunbers, which
ant ecedes "hexadeci mal random nunbers group a". [00941 -27 These

hexadeci ngpgspndom nunbers group is converted to a binary random
nunbers group. Fig. 14 shows the random nunbers divided for every 2

bits in HRirtledr, bidason@bér 100" ideorbreatet o Yuiteibaryafusnlr P0S Bitdy aumber
"R', "G'" and "B". [0095] Further, binary nunmber "00" is converted to
guat er nar"91'ntundpeatern@iy nismber {R"nbmagy nuthbér "105 toyastermay ynumberdG" aikl |

bi nary nunber "10" to quaternary nunber "G' and binary nunber "11"

t o quat ertiady nhesr'11'Bo euatemmaghnumbes '$" assshopwoodjig. The quaternary
nunbers thus obtained are arranged in the matrix of 32 colums X 32
rows, simlarly to the binary nunbers shown in Fig. 8 or Fig. 12, and
t hese arg)oégfwn in Fig. 16. The verifying chip thus prepared has the
dat a of ums X 32 rows x 2 bits =2048 bits for authentication

‘2’828“ %: t”gl‘hé QuRLAGEy RRRHErs fhlus WRaint arRUrBRREl SRS Thatifk bf ¥2 RBIuli O
X 32 rows, similarly to the binary numbers shown in Fig. 8 or Fig. 12, and these
are shown in Fig. 16. The venfying chip thus prepared has the data of 32 columns
X 32 rows X 2 bits =2048 bits for authentication verifying, in other words, it has

an authentication verifying key of 2048 bits.

[0097]

[Embodiment 5 of the authentication verifying chip)

Now, referring to Fig. 17, a method to obtain a plurality of verifying chips from one
random numbers group is described. Fig. 17 (a), Fig. 17 (b), Fig. 17 (¢) and Fig.
17 (d) each shows a matrix pattern of 16 X 16 based on the matrix pattern of 32
X 32 in Fig. 8. Fig. 17 (a) has the origin at the coordinates (0,0), Fig. 17 (b)
has the origin at the coordinates (1,0), Fig. 17 (c) has the origin at the
coordinates (0,1) and Fig. 17 (d) has the origin at the coordinates (1,1). In this
way, it is possible to have a plurality of matrix patterns from one matrix pattern

obtained from the random numbers group shown in Fig. 6.

[0098]

For the purpose of obtaining a plurality of matrix patterns from one random
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[0097] [Enbodiment 5 of the authentication verifying chip] Now,
referring to Fig. 17, a nethod to obtain a plurality of verifying
chips fromone random nunbers group is described. Fig. 17 (a), Fig.
17 (b) , TRimbers Broup, itaiscals gossw%crtq uye sanoussmethoda stel as 2 rpetbﬂértcn of
16 x 16 based on the matrix pattern of 32 X 32 in Fig. 8 Fig,

(a) has t#henge thi Hsepositien &@ﬁa&a thetrand f(lnrm;n er:wm@?sfww lnrlérg 6rﬁ>éa

origin attecoodrnaes as t natth
coor di nat™@&thog 9) ed)r %‘9‘5‘ pﬂ%&‘(’ ﬁ‘é(sgeh B?%mépmi H@%}) g@‘
(1,1). Inpthis way, it is possible to have a plurality of matrrx
patterns Tromone matrix pattern obtained fromthe random nunbers
group shown in Fig. 6. [0098] For the purpose of obtaining a
plurality of matrix patterns fromone random -28 nunbers group, it
is al so puwsbbl e to use various nmethods such as a nmethod to change
the use position to start the random nunbers group shown in Fig. 6 or
a net hodnts ddingigecdrt éssuee pa ataintainpsestddydy drpangivg dnd Fandoni nambers
pattern shown in Fig. 7. [0099] In so doing, a card issuer can
mai nt ai n greup @sy ystexr remdguhglmh@srgmutmandmmbebtsm g pbulityof Mmatest er
random nunbers group and can obtain a plurality of . matrix patterns
based on naﬁ@msﬁgwrl %@@dﬁ@ﬂ@hﬁ@d@mgm@nbersrgmm dt soalpe sessihle t@o

automatically control pl .matri x patt rns ba ed e
[ nf of mat | 10 %rhcaﬁirréfoarrpgﬁw blithon o Rty Restes gt dg ot
Fi g. % @} the authentication verifying dat a i s recorded
by bi nar?ﬂ THEEY s expressed in 1 bit, and in the exanple shown in

[0100]

In the examples shown in Fig. 8, Fig. 12 and Fig. 17, the authentication verifying
data is recorded by binary numbers expressed in 1 bit, and in the example shown in
Fig. 16, the authentication verifying data is recorded by quaternary numbers
expressed in 2 bits. In addition to these, it is also possible to use octal numbers

expressed in 3 bits and hexadecimal numbers expressed in 4 bits.

[0101]

[Mounting position of the authentication verifying chip]

Fig. 7 shows examples of the mounting positions of the venfying chip according to
the structural features as described above. The verifying chip 46 can be mounted,
other than the position at about the central portion of the card body as shown in
Fig. 5, at the following positions: at the foremost position in the middie portion as
shown in Fig. 7 (a); at the central position in the middle portion as shown in Fig. 7
(b); at the posterior position in the middle portion as shown in Fig. 7 (c); at the
foremost position in the lower portion as shown in Fig. 7 (d); at the central

position in the lower portion as shown in Fig. 7 (e); and at the posterior position
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Fig. 16, the authentication verifying data is recorded by quaternary
nunbers expressed in 2 bits. In addition to these, it is also

S
authent | SRR e D RGRLR] L RO S DGR B AR 2,
o descr | REHGAIRC (FUE, Sy WA LR A8 SEMARD A rea b i o

in Fig. faformatibh@ohPtleomiapfetROstiipbons: at the forenopst position in
the mddle portion as shown in Fig. 7 (a) ; at the central position

in the mddle portion as shown in Fig. 7 (b) ; at the posterior
position in the mddle portion as showmn in Fig. 7 (c) ; at the
forenost {#36R1ion in the lower portion as shown in Fig. 7 (d) ; at
the central pgsition _in the |ower portion as shown in Fig. 7 (e);
and at t hiEpbedigent] of the ffifadﬁlg@@’mfﬁ the | ower portion as shown in
Fig. 7 (f). Wile [t can also be unted at .a position in the upper
borti on.  DEsgtiaEs bEigh e sy thereaRBR Y As BEGE chign MRy G ibs et
osition,n er L ther I . t
Feadi ng diotediam SRR A BRI it bRoSed o LB R o ne, o
Enbodi [ i ipHi I t
Feadi ng. Qe bt pRAE Rl fbably IRk Bl LSRR AR & e tan

et hod t gs6&@Blyt dffiotTRRSIERfvI0l ogram chip sinply as a plane, a
nmethod to read a plane as an assenbly of lines and a nethod to read a

pl ane as an assenbly of dots are known. [0103] Fig. 18 shows an
exanpl e u[si ng] an i mage pi ckup device of the nost basic
0103

Fig. 18 shows an example using an image pickup device of the most basic
arrangement 1n the method to read the embossed hologram chip simply as a plane.
From a card body 11, which consists of a card base plate 13, a card surface plate 14
and an embossed hologram chip 15, the embossed hologram chip 15 is read by an
image pickup device 110, and the result is verified by the pattern recognition

technique.

[0104]

When the card 11 is taken into a reading apparatus and is stopped, the image
pickup device 110 photographs the embossed hologram chip 15, which is irradiated
by a laser beam source (not shown). By the image thus photographed, the
embossed hologram chip 15 1s authenticated, and accordingly, the authenticity of
the card 11 is verified.

[0105]
[Embodiment 2 of the reading device]
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arrangenment in the nethod to read the enbossed hol ogram chip sinply
as a plane. Froma card body 11, which consists of a card base pI ate

éﬁt’)ogsgg:ﬁ%é%‘];g%eg% Eb,z@ela%ﬁpﬁggaﬂaﬁﬁg‘?e?ﬁahm ; I%HFF% Srable.oh
' 0104
tvmhgnrteﬁg & seading dqvice; avhih ForRRAgRS gﬁf@@%ﬁ%ﬁ” 6 of SFurih h9 ]
15, whi oh” P@hfpﬁ’iﬁﬁ‘gg%g “% serr%‘ggm e, BR0S ﬁgwﬁav%w%‘yct he
i mge th %PQ‘?Qa(Hﬁ%ﬂFw@éﬁﬁﬁé ﬁ%t 0} t99§ﬁ(59v§ 'ﬂ?epc&rgeép%n g ﬁlation

aut henti cate accor enticity e car

veri fied. be[t%@ﬁ]the Eﬁ@tm'ﬂﬁe%acﬁnghehb@ rmﬂg ngo, dcﬁé! iréRlek@ Reh&hr 109

to Fig. 19, description will be given bel ow on an arrangenent exanple
of a reastiong dearddody WG afbasoplate;Sldsa setfaet plate; ahd 1B atverifying hhlpt or m
of matrix and which perforns reading in the planar shape. Fig.

(a) showswhichdsenaimbossedhojegmant clup. aThe seferapcd avimpralabld stiogys al_gea@mg
shows the corresponding relation between the card and the readi ng
devi ce. |¢lemegts matrg whereosialb pize rpaing glements dhdare arranged idhe plangr 5

onbosaed ﬁm@m BIRORST R 1 Seriff g in e, acm e tiading eléhls b 2"
The. ol analgtt opiid Syl  sSORORIRRE BGEDF MR dfy Mokt ALEERET '

t he readi a%m%h@@gﬁ%ﬁgﬁ ;ﬁqotédngﬂ%oxsﬂiérlﬁﬁe conprising a sem conduct or

| aser or t 11 ght ecting elenent conprising a
phot odi ode or the |ike. [0106]

[0106]

When the card 11 is taken into a reading apparatus and is stopped, the verifying
chip 15 is positioned under the reading elements matrix 111 in planar shape.
Then, the reading elements matrix 111 reads authentication verifying data of the

verifying chip 15.

[0107]

[Embodiment 3 of the reading device]

Description will be given below on a device for reading the plane of the verifying
chip as an assembly of lines.

Fig. 20 shows an example where the reading elements are arranged in array. Fig.
20 (a) shows a general arrangement of a detecting unit of a reading device and
Fig. 20 (b) shows the corresponding relation between the card and the reading
elements in array. The card 11 is the same as the card shown in Fig. 19, and the

detailed description on the card i1s not given here.

[0108]
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When the card 11 is taken into a reading apparatus and i s stopped,
the verifying chip 15 is positioned under the reading elenents
matrix 111 in planar shape. Then, the reading elenments matrix 111
reads autlhdfigi 2Bithemefeeericeyiumerdal B8 sowsha containief yithga demigph, 18hich §51.07]
[ Enbodi nent 3 of the reading device] Descrjiption will _ be given beI ow
on a devistightlylongendhanytherwidgh immoyme; dieeclionof yhmgenfymgoclus 1an A
assenbly |ne Fig. .20 shows an _exanpl e where the readin

el ement s piur@llw AgaE; GleTRe g ATay, Ql 2 arg(p qc&;i g Hdmaaagaﬂg@rmngr within

Chove ¢ ndbe SBplass A R M st B amER ArEG  EReh PEI Tt
Tor "ana (qienehsiiis it aBlftemyiisiie AR R dF SR véh%%ér %ﬂf 2
[ 01081~ Sfank Refefing Remd RIS SrdiRaRlor WS imEovS a cont ai ner

with alen slightly nger than the wdth in noving
direction of the verifying chip 15. A plurality of reading elenents
array 112 are placed in a linear arrangenment within the container
and nmake [@109bget her a reading el enents array. Each of the reading
el ements has a |ight source conprising a sem conductor |aser and the
li ke and When tieardelleisttaken wite award wadme appatatus, phpasses saderothet he

| i ke. [0109], When the card 11 .is taken into a card readin

appar at ugeadipg glements @ﬁra@r A his ﬂ%ﬂﬁgﬂ@ EALRE SlemenRty. arwgkl;?q' reads

\r/rte)mep;l n@ﬂ@éﬁrﬁl adi. n‘?ﬂ %@‘?Hﬁ) c{i‘)&}%am henti cati on

[0110]

Fig. 21 shows examples of arrays of the reading elements in the reading device as
shown in Fig. 20. As shown in Fig. 21 (a), 32 reading elements are placed from

"DO0" to "D31" 1n a single column on a base. These may be placed from "D00" to

"D31" in a zigzag arrangement as shown in Feg. 21 (b).

[0111]

[Embodiment 4 of the reading device]

Fig. 22 shows an arrangement example of a device for the card authentication
verifying when a plurality of different colors are used, which are quaternary
numbers as shown in Fig. 16. In this example, according to the reading elements
array shown in Fig. 20, a container 114 contains an array of red light reading
elements 115R, an array of green light reading elements 115G, and an array of blue

light reading elements 115B.

[0112]
The red light reading elements array 115R, the green light reading elements array
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Fig. 21 shows exanples of arrays of the reading elenents in the
readi ng device as shown in Fig. 20. As shown in Fig. 21 (a), 32

reading el emenis eHethlRe HgRE rdAIRP elefBlts dreay PBHE ateﬂg@eﬁ hBgd Sinfly 48
on a base. These may be placed from"D00" to "D31" in a zigzag

ar r angenengxagpleshand it 18 feedles? to 64y thak Qi l:bmbilﬁtlbmdnf gelot lighsfmhpee used.
readi ng device] Fig. 22 shows an arrangenent exanple of a device for
the card authentication verifying when a plurality of different
colors are used, which are quaternary nunbers as shown in Fig. 16.

In this exﬂﬂhl% according to the reading el ements array shown in

Fig. 20, a_container 114 contains an array of red | r eadi ng
el enents 1HigR23 ahmeﬁ AR PrIgngeReRineYample of aayhet r@aMrﬁ %m@ritg@fheah@j laggr

F s R d d |igh
readi ng el 8 Esa T%ea gi‘rfis(%%nﬁﬁﬁgg&te%ﬁ%l%t%”%@g Fineda, s
-32 115G \
nere si ol S o Ay O 1ESFNCAR R (EURRL BIHERY RO o R & ek of

combi nat i %e%se@‘ﬂe% G'r@ﬁl&ﬁg %Péfné}ﬁs ug8d" to [(ﬁ]ll:gjnd':alrﬂarr@ﬁoﬁﬁfévﬁs&rbeam
arrangenent exanpl e of arrays of reading el enents when a | aser beam

R, a | aserBheafihgGerntbnts 'BOETtoB3 MY, BaamgIromading diérgentd2agh arelaftangddn
this exanple, an array of the | aseér beam R readi ng elenents "RO0" to

"R31", an iarthese aflumhke | aser beam G readi ng el enents "Q0" to "G31",
and an array of the | aser beam B reading elenents "BOO' to "B31",
havi ng 32 readi ng el enents each are arranged in three colums.

[0114] [ Oogj ment 5 of the readi ng devi ce]

fEmbodiment 5 of the reading device]

In the efforts to develop the next generation DVD, it has been under study that
laser beams of a laser for CD, a laser for DVD and a laser for the next generation
DVD can be detected by an optical detector applicable to three wavelengths by
using an optical head using the optical system to be integrated or by using a
3-wavelength laser which can emit three laser beams by a single element. (See
Nikkei Electromics, No. 883, p.119, September 27, 2004). When the optical
detectors are aligned in one row and are used, it i1s possible to have an
arrangement of the reading elements array for the laser beam R, the laser beam G

and the laser beam B, similar to the arrangement shown in Fig. 20.

[0115]

[Embodiment 6 of the reading device]

Fig. 24 shows a reading device with the new arrangement. Optical scanning
means to use the reflection of the laser beam by a rotating polygonal pillar mirror
is adopted in the device such as a laser beam printer. In this scanning means,

optical scanning can be performed only by the rotating movement of the polygonal
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In the efforts to develop the next generation DVD, it has been under
study that |aser beans of a laser for CD, a |aser for DVD and a

| aser for piigr Ror.9BRaddd & rMRiGRNgheheAn B5thRed Y réffecdt! inCradial

detector applicable to three wavel engths by using an optical head
usi ng the dpectiom, tisey Biletrbdam bees mitegnet pekpendibylatly itagn @bjest.wduehingt h
| aser which can emt three |aser beans by a single elenent. (See

Ni kkei El est¢nsenthesoptidal s@aaingmhyl th@, pcbegunahpdiar girrrop GOrt. thVoptimahmeans
optical detectors are aligned in one row and are used, it i

S
possi bl e t & hausedas the detagiingemeany farta ¢abersad helogrsn chipahy egading the
the |l aser pbeam R the |aser hbeam G and the |laser beamB, .simlay to
the arr angmmat@ﬁmﬁoqdﬁlﬁcg&ez@pﬂ[ eﬁm amf b hcAE engh of theygcident
r eadi ng derik(l:e] Fig. 24 shows a reading device with the new
arr angement tical scanning neans to use the reflection of the
| aser beam by a rotating polygonal pillar mrror is adopted in the
devi ce such as a |l aser beamprinter. In this scanning neans, optical

scanning cagils performed only by the rotating novenent of the
pol ygonal -33 pillar mrror. Because the reflection |ight beam

obt ai ned | Parabblogtisathedrin na@dflattingtel@ecbpoor atpagabblagiiitedend® theaiestto
enter perpendicularly to an object. In this sense, the optical
scanni ng bybtaheparallgldennis. pFigl 84 (a3 rshowsithe relativh detyptdanna parabalosl artdo
be used as the detecting neans for an enbossed hologramchip b

readi ng t hparallelhaams: i bnthig Egvie, negference ymbepXirepfesentssX uts armly thee
wavel ength of the inciden l.ight. [0116) Paraboloid. s used in a
refl ect i ngSYiBb@sk wgewnta&p@%wc& wrirthogangdorraxisagd dhe symbph §i n

B par al Facisaihfhe fginn) The spapel P rbrsReHas Bnbot. ek Sourred o
X-axis andythey . -y parabola has a focal point F at the position of X = 0 and Y =
-1/4. All straight lines running in parallel to Y-axis are concentrated to the focal
point F when reflected by the parabola P. In other words, any straight line starting
from the focal point F runs in parallel to Y-axis when reflected by the parabola 100.

[0117]

A basic arrangement of a device for reading an embossed hologram by applying this
principle is shown in Fig. 24 (b). In this figure, the reference numeral 120
represents a reflecting mirror having a parabolic cylindrical surface. It is designed
in semi-cylindrical shape with its length running in a direction perpendicularly
croésing the drawing surface. Also, a light transmission hole 121 where light can
pass through is formed at a position which corresponds to the origin in Fig. 24

(a). Further, at the focal point of the reflecting parabolic cylinder mirror 120, a
polygonal mirror 122 is disposed, which has a rotation axis in parallel to extending
axis of the reflecting parabolic cylinder mirror 120 and has a polygonal reflecting

surface. The reference numeral 124 represents an embossed hologram chip.
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synbol Y represents Y-axis which is orthogonal to X-axis and the
synbol O represents the origi n. The synbol P represents a parabol a,
which is expressed as Y = -X . This parabola has a focal point F at
t he p05|t|on of X=0and Y =-1/4. Al straight lines running in
par al | el t0d18l axi s are concentrated to the focal poi nt F when

s Dt R G SRy b o
0117 [
o <o S SRR 200y P e Sl PR B
h ' 0
o oo E e R 12 O P i

ving ap arb

surface. ddiy g@ﬁﬁ%@ﬁ 68l refledtePfd médentd dif fle éﬁ@&?ng"bitﬁbélkscﬁlﬁﬂéi h

running in a direction perpendicularly crossing the draw ng surface

Al'so, a |hipfér 120anThes Sit ¢ réflelctedlahll Woidests! drotie @mbosspd$i8ldghim ¢l
formed at a position whi ch corresponds to the originin Fig. 24 a)

Further, at the focal point of the reflecting parabolic cylinder
mrror 120 a_ polygonal mrror 122 is disposed, which has a rotation
axis in pdHaPiel to extending axis of the reflecting parabolic

e ;PSﬁLQ&?ﬂa{é@iéo%@ﬁ%Bﬁigzﬁ dist eB sk arahpriag fgﬁaeiﬁﬁ%scﬁn%?ﬁabohc
0118

[1ﬁ3 :]n ﬂ.qvbeﬁ?errwu%?r bt Eost il s §I““o§9ﬁ PR Rae g 2
mrror 1730 BRGARG e@%ﬁl&t@%&ﬁ?@éﬁ%&ﬁbgﬁ%ﬁfﬁﬁw ygoﬁgjlnﬂr%mr 23
Is refl eci%‘%@qﬁéﬂé’d ir{‘& 'dﬂ%&rl érQl‘Pelrtﬁ Jh@%&ir n%la@gﬁgeam

mrror 'S r ted an |nC| on t osse

hol ogr am &hitfed e thé @éﬂ@émﬁﬁn@'ﬂ@te}éﬂhy Q%iﬁéntrm%réh"d it ﬂ?ed nddRe B8 dhét

the focal point of the reflecting parabolic
embossed hologram chip 124. When the laser beam, which has incidented on the

pit of the embossed hologram chip 124, is reflected without being eliminated, the
laser beam runs along the same route as the incident laser beam in reverse
direction and the reflected laser beam incident on the light emitting/detecting
element 123. As it can be understood from the above explanation, all of the laser
beams emitted from the light emitting/detecting element 123 incidents on the

embossed hologram chip 124 in a direction perpendicular to it.

[0120]

[Embodiment 7 of the reading device]

In the embossed hologram reading device as shown in Fig. 24 (b), it is not
possible to read the information on the embossed hologram chip 124 on a portion,
which 1s on rear side of the polygonal mirror 122 as seen from the direction of the
light emitting/detecting element 123. It can be so designed that necessary

information is not written on this portion or that only unnecessary information is
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cylinder mrror 120, the |aser beam which is reflected by the
pol ygonal mrror 122 and incidents on the reflecting parabolic

cylinder yai&®bn RS, porios. e THAGERY, A9 aPrankEmehf s BEFRI24NCR is
direction in parallel to the advancing direction of the | aser beam

em tted fadeptelintheré @hho Bitidn, RdMdrt@edsppgdeteiRNteat Sidleasidhé polyReal
i ncidents on the enbossed hol ogram chip 124. Wen the | aser beam

whi ch haanirroei I22nphediald of theeinfaidatioh wiiter i tiesexdbbssied dwkoprarhighipl P24
is reflected without being elimnated, the |aser beamruns along the
same routcande neh@ olihici dent | aser beamin reverse direction and the
reflected | aser beamincident on the light emtting/detecting

el ement 123. As it can be understood fromthe above expl anation, all
of the | @ﬁ{z beans emtted fromthe light emtting/detecting el enent
123 inci Q on the enbossed hologramchip 124 in a direction

he: embodubehioghant PEaHest bk AEahEher 40 ol BuhRe ACRider Bl
"L POSSylbhe kARt B¢ RUBIGER ROl G, 2RRORSAY BRkORAMELp

124 on a portion, S on rear side o onal mrror

as seen fgrepheflis' £Edflcefin® nitroe with 8 phragblold suteHcd e4iRT1: 119 desibRAEt
123. It can be so designed that necessary information is not witten
on this pentiicghndrical bldpecavinguits temgsls ar y direétismadnndng parpeddicwatlyt en
on this portion. However, if an arrangenent shown in Fig. 24 (c) is
adopt ed, arossing the drewpu surtace ontyi o thopemoporkizetthe tvalmerad 2% 1snegative
the polygonal mrror 122, and all_of the information witten in the
enbossed MélBHakchiThelEht trasmissiondiple 421 as phawnjin Fig.24 O jspot

oo TRl P Sh RSERIAL B BRSS!

refer enc%aﬁypnagb%hic cylinder mirror 125, a polygonal mirror 122 is disposed, which has a
rotation axis in parallel to the axis in extending direction of the reflecting
half-parabolic cylinder mirror 125 and has a polygonal reflecting surface. The

reference numeral 126 represents an embossed hologram chip.

[0122]

After being emitted from the light emitting/detecting element 122 in direction of
the polygonal mirror 122, the laser beam is reflected by the polygonal mirror 122
and incidents on the reflecting half-parabolic cylinder mirror 125. Then, it is
reflected and incidents on the embossed hologram chip 126 in a direction
perpendicular to it. In this embossed hologram reading device, it is only an end
portion of the embossed hologram chip 124, which is on rear side of the polygonal
mirror 122 when seen from the direction of the light emitting/detecting element

123. Accordingly, the portion which cannot be read has little influence.

[0123]
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125 represents a reflecting mrror with a paraboloid surface, and it
is designed in sem-cylindrical shape having its length in a

di rect i o E M LCWlard - --arossi ng the drawi ng surface only
on the pgrE:l on o Iétfgbtp e tée“ad{?g dof%(nc)%qi S negative in Fig. 24 (a). The
l'ight trangfResSivien i Berdl pastiGhefw refnacﬁhg parfal (pRYaboRoid e§lindrealN @t ror
because it is not needed. Further, at the focal point of the
reflecting7 ivabducedragshbiva i WHig.rthe (d)mand o islcdnfig@redcthygo pattion where
122 is disposed, which has a rotation axis in parallel to the axis

i n ext endhegolyigora trivroraf22t faeesr tef the aefleayinghseinti-paaatibio | oy hndayrl mirder 127
mrror 125 and has _a polygonal reflecting surface. The reference
nuner al 19 6ffsestadesdhere wrmemoss pediono eanapt pe real ang it iafpossiblgetong

emtted fromthe light em.tting/detecting el enment 122 in direction of
the pol yd&#hFheninfrgation writep iy @Jgeartﬁeéﬂiq gm @#ﬂeééwﬁtmv Q%HéIZCS-

pol ygonal mrror 122 and incidents on the reflecting half-parabolic
cylinder mrror 125. Then, it is reflected and incidents on the
enbossed [Iatib,gpram chip 126 in a direction perpendicular toit. In

t hi s enbossed hol ogram reading device, it is only an end portion of

t he enbosypghdimhest 0F Y Readdd dedflegh is on rear side of the
pol ygonal mrror 122 when seen fromthe direction of the |ight

eni tti ng/Wkéea pluralis! Erreading Hedice\as oheimén Figst Be (BOr (¢)oandM(dyr hare
cannot be read has little influence. [0123] -36 [Enbodinent 8 of the
readi ng deovided chwespoadingwioenplutwity ehtvaedlepgths; ions phssible ¢b reatt a ng
partial paraboloid cylindrical mrror 127 is reduced as shown in
Fig. 24 (pil)fathOfiWa\iegemhﬁ-i gured that a portion where the polygonal
mrror 122 faces to the reflecting sem -parabolic cylinder mrror 127
is offsetted. There is no nore portion, which cannot be read, and it
IS possib(lg read the information witten in all parts of the
embossed ?%gram chip 128.

[Embodiment 10 of the reading device]

Description will be given as below on a reading device, which reads the plane of
the authentication verifying chip as an assembly of dots. Fig. 25 shows a reading
device using a single reading element. Fig. 25 (a) shows a general arrangement
of the relation between the card and the reading device and Fig. 25 (b) isa
drawing to explain a data detecting method. The reference numeral 11 represents
a card body; 13 a card base plate; 14 an upper surface plate of the card; 15 a
verifying chip; 131 a reading element; and 130 a container to accommodate the
reading element 131. The reading element 131 moves in a direction which
perpendicularly crosses the direction that the card is taken into the reading

apparatus.
(0126]

For the movement which perpendicularly crosses the direction that the card is

taken into the apparatus, either of appropriate methods such as a pseudo-linear
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[0124] [Enbodi ment 9 of the reading device] Wien a plurality of
readi ng devices as shown in Figs. 24 (b), (c) and (d) are provided

corr esponRgéveend® baséd bf @he FotaBbn WR\LEE PORtHS.a fulcrhm, RAFREPhRVERchead a
plurality of wavel engths. [0125] [Enbodi nent 10 of the readi ng

devi ce] [Basal optheovomiersionérom yaaramobemeit tinliear enshieng=md evid adineahi ch
reads the plane of the authentication verifying chip as an assenbly
of dots. niovemelfs baberdwen a lineadimogor chevivecadapséca g Fag. 45n th)e shewsia tgpical
element. Fig. 25 (a) shows a general arrangenent of the relation

bet ween texampler of anwvement cadendnddis samplel the geadisg elgmend movegraiwheg
to explain,a data detecting nethod. The reference nuneral 11

r Fpr es ePt‘%llfoﬁ'ﬂ @QE@ﬂ %aﬁ!fe@@%1W$%E%®%b%@ @m%maﬁplbn Fig, Zﬁa@d
15 i i Lp; 13 i :

150" Condalimte bl MBI R AR BRI i
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For the niuewBhedtsssiily REGWRE Al GUEA Be/ usddORS fidvingeto jnrﬁﬁrﬁtraé? r?g@ﬁfontiﬂe

card is taken into thé apparatus, either of appropriate ds such

as a pseuddirdctiogavhicts peifevdiranilyireses ehe liectic af thercagd 10mein@oiakén,as
a fulcrum a linear novenent based on the conversion fromrotary

movenent and byifoang itnthessrent and a |inear novenment based on a |inear
notor can be adopted. Fig. 25 (b) shows a typical exanple of a
novenent route. In this exanple, the reading el enent noves at the
uniformspeg% in a direction indicated as shown by an arrow mark in

Fig. 25 (8}
[Embodiment 11 of the reading device]

While a single reading element is used in the reading device shown in Fig. 25, a
plurality of reading elements as shown in Fig. 26 allow the reading by a plurality of
routes. As a result, the reliability of the reading can be increased. Because the
information to be processed is linear information, this does not increase the load of

processing.

[0128]

Fig. 26 (a) shows a general arrangement of the relation between the card and the
reading device and Fig. 26 (b) is a drawing to explain a detecting method. The
card 11 is the same as the card 11 shown in Fig. 25, and detailed description on the

card 1S not given here.

[0129]
In this Example, in addition to a first reading device which comprises the reading
element 131 and the container 130 as shown in Fig. 25, a second reading device is

provided which comprises a reading element 132 and a container 133.
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and noves along a linear route 132 which is resulted fromthe
novenent synthesized with the noving direction of the card itself.
The readi ng el enent 131 does not necessarily nove, and it can be
used by noving to an arbitrary position in a direction which

per pendi §pizn]ly crosses the direction of the card 11 being taken,

and by fixing it there. [0127] [Enbodi nent 11 of the reading device]
Whi | e a hegeecondasidig ddviceecimpased 9f the reading element §32iand clee stmamer n
Fig. 25, a plurality of reading el ements as shown in Fig. 26 allow
t he readil3d niyvea iplautizdctivy reverse o ths moxingadirassion tof theErstaieading devige
of the reading can be increased. Because the  information to, be

pr ocessegomposadrefthe irpadingrglamnnt 134and the sonainer ddPe aHowerer, tocan kg

processing., [012 Fig. 26 shows eneral _arrangenegnt of the

rel ation S%@P%&é’%‘?’f? hh”é th%nwvmégﬁrwonwé%ge@m @%’l%ﬁ%c?%ﬁir@? SPFE(b) is
a drawing to explain a detecting nethod. The card 11 is the sane as
the card 11 shown in Fig. 25, and detailed description on the card

i s not giﬁﬁﬁjhere. [0129] In this Exanple, in addition to a first
r eadi ng £EVICE whi ch conprises the reading elenment 131 and the

cont ai nefF\i\%% a9 Shewda itipibdl Gxariple 6 &@Qﬂ(ﬁkﬂn%@@&bﬂghﬁﬁn‘i’s efample, the
provi ded ich conprises a reading elenment 132 and a contai ner 133.
- 38 [ 013}st rehding dleoind andahé sgcaidvieading dlepioe etows att the undfatinngpeed émant
132 and the container 133 noves in a direction reverse to the noving
di r ect i odirettiorhindidatest respeatively atestiaven by armpvsmdrksfintFig. 2@4t) repd move
el ement 131 and the container 130. However, it can be

along linear routes 132 and 120 which are resulted from the movements

synthesized with the moving direction of the card itself.

[0132]

[The reading route]

A reading error may be caused from an error in the route or from the operation
failure of the reading device. In such the case, reading is performed by a plurality
of reading elements at the same time as shown by the reference numeral 134 in
Fig. 27. By finding an average value or by a value determined according to the

majority value, the final reading information is determined.

[0133]

[Embodiment 12 of the reading device]

Description will be given below on the cases where the reading devices shown in
Fig. 25 to Fig. 28 are applied to the verifying chips shown in Fig. 12 and Fig. 16.
To facilitate the explanation, an example using binary numbers as shown in Fig. 12
is described referring to Fig. 29. This can also be applied in similar manner to the

example using quaternary numbers as shown in Fig. 16.
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so designed that the noving directions of the reading devices are the
sane. [0131] Fig. 26 (b) shows a typical exanple of the noving
route. In this exanple, the first reading device and the second
readi ng device nove at the uniformspeed in a direction indicated
respecti vVghy4ps shown by arrow marks in Fig. 26 (b) and nove along

| i near routes 132 and 120 which are resulted fromthe novenents
synt hesi Zgrigi 29) aifientieMiciOvetify Bt daen oR't lidear datedting saltt frd 162

[ The reading route] A reading error may be caused froman error

t he rout eoordifiateri0jihetwther @ordinatef €§1,31) eisodhotwneay eadi ng devi ce. |
such the case, reading is perforned by a plurality of reading

el ement s "hi000A6100H0081101080 31 10hDIH 10Y;  tAlso, rantleandscattomuentyalg dadal on ra
Fig. 27. By finding an averagf val ue or béla val ue det erm ned

accor di ndinear defectingraite fspmy dhe eoordingte (Bal) tedbe seordimate fAL0brisi s

determ ned. [013 i f rreadi ng device] Description
w il be 9\@’% aﬁgﬂwﬂbﬁwfﬁi@g@@%}m@?@ﬁeadi ng devi ces shown in
Fig. 25 to Fig. 28 are applied to the verifying chips shown in Fig.
12 and Fig. 16. To facilitate the explanation, an exanple using

bi nary nL{@i?ggP as shown in Fig. 12 is described referring to Fig.
29. This can also be applied in simlar manner to the exanple using
quat er narphen@étb&irfy fAutd ROMG liMitéd € thebroumtS&PshdWB# Figl R9F Bor #8tance, an
aut hentication verifying data on a linear detecting route fromthe
coor di nataghit@rPyoute shbende Figli 38ainay (3 addped] or tHrommtasan be changed each
"11000101001001101010101101110111". Al'so, authentication verifying
dat a on dime when the reading is performed.

n
n

Also, converting the coordinate can be made within the apparatus after the reading

has been performed.

{0136]

The combination of the data detecting routes as described above may result in a
substantially large number as 32 X 32 = 1048, even under the condition that the
data detecting route does not turn back. However, the data of the pattern to be

stored in the reading appartus for comparison is as small as 1024 bits.

(0137]

Compared with the example of the quaternary numbers, the example of quaternary
numbers shown in Fig. 16 is merely different in that the amount of information of

the pattern for comparison is increased to 2048 bits, and then, detailed description

is not given here.

[0138]
[The reading route]
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| i near detecting route fromthe coordinate (0,31) to the coordinate
(32,0) is shown as "11100101001010000000110000010011". [0135] The

st ance FigyP¥ %nieﬂsts?e%%gﬁl BB G C Feadiit U ygsL%SZ?%ﬁ & B¢ e

conver ¢ | 0TR N EARRHI A Bind A el Bla RRE ROV LkslR BLER Aelihe

readi ng ¢Hags g %Elaﬂﬁg:f & L[?ﬁgg g%) 438l readifif r ! N&YEsh Ofp n?{}r E@goﬁ?ﬁl to
escri be subst

detecting routes as above may result ina ntrally

| ar ge nunieithe ct2miredreadinkQdfteseven under the condition that the
data detecting route does not turn back. However, the data of the

pattern to be stored in the reading appartus for conparison is as
smal |l as 1024 bits. [0137] Conpared with the exanple of the

quat er narl913finbers, the exanple of quaternary nunbers shown in Fig.
16 is merely different in that the amount of information of the

pattern flheseseashng suries san plse dagealized hyosrdedsingsindghanging ihe geading ed
e Pt Bl S e Bk iy P L ST 26 e
Coy - (1 Pe Aty ERITL Rl 21 Bt ¢ REReRgRE kol ofoecath B R or*°
Al'so, it IRy DIR, PRSSDBSE. L OD28SE28, Rt DAR! fhe' A 192 540G il Big391
25 is obtained. The reading routes are not limited to these examples, and any
arbitrary route can be adopted. Further, it is also possible to electrically read in

irregular order.

[0140]

Description will be given below on a method for verifying the authenticity on the
verifying chip as shown in Fig. 12 and Fig. 16 by applying the feature extraction
method used in biometrics. Referring to Fig. 30, a method for verifying the
authenticity on the venifying chip based on the binary number data of 0 and 1
shown in Fig. 12 is described. In Fig. 30, when the number "0" continuously
appears in four or more times, the figures of "0" are shown as white-black inverted
figures. Similarly, when the number "1" continuously appears in four or more
times, the figures are shown as enclosed figures.

For instance, there are 13 occurrences of the figures "0000", starting from the
coordinates (16,1).

There are 7 occurrences of "00000", starting from the coordinates (15,5).

There is one occurrence of "000000" at the coordinates (13,31).

There are 3 occurrences of "0000000", starting from the coordinates (24,2).
There is one occurrence of "000000000000" at the coordinates (6,12).
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These reading routes can al so be realized by selecting and changi ng
the reading elenments of arrays for detection as shown in Fig. 21 and
Fig. 23. 3 ' 1 [ hik t he
etect | ng rSLar S Defrrcple ofRRRORXRIBNTAR hE sRbizdes (TIST s,
...... D28, D29, D30 and D31, the route 132 as shown in Fig. 25 is
obt ai ned. The reading routes are not limted to these exanples, and
any arbi[gnarly route can be adopted. Further, it is also possible to
electrically read in irregular order. [01401 Description will be
gi ven belThereara lfecturderfces of the figures "1 Hid " astatiéngt fraint the enordumates
verifying chip as shown in Fig. 12 and Fig. 16 by applying the
feature elédacti on nethod used in bionetrics. Referring to Fig. 30,

a method for verifying the authenticity on the verifying chip based
on the bitherg apsfisscugencessf "dlHdg siaﬂ%lséwmitﬁe epepdingges Eo,a scri bed.

In Fig. , _When th nber .0 Nt I in f

i mes. o Fbery dhpes OfRRee of P RS B Prna BT er' a1 gur os.
Sim | arl Ve pOGNohOGNFREE of 111998 RURHIL Y ARRERTE2 ) four or more
imes, the Trgures are shown as éencl ose rgures. FOr i'nstance, there

are 13 ocrs QRC 8 oclhrbm@sidf9¥1 8911 POCRrting hdhi tHelcdok@te8(17,6).
coordi nates (16,1). There are 7 occurrences of "00000", starting from

t he coor ditieaé ésofd bedrencd RENEL1131 D114 " Q¢ € esvrtmatds (1AQO00" at the
coordinates (13,31). There are 3 occurrences of "0000000", starting
f r om t he Byodetditing es-h(&4hede feafiires and by adetecting woorimwaeo bf the starting
“000000000000" at the coordinates (6,12). -41 There is one . )
occur r en@esitions 06 deseJewonso tte arthentecioeandinversied @ 8y verifymeachip.
There are 12 occurrences of the figures "1111", starting fromthe
coordi nat es

[0142]
[Embodiment 13 of the reading device]

Referring to Fig. 31, a method for verifying the authenticity on the verifying chip
based on quaternary numbers shown in Fig. 16 is described. As shown in Fig. 16,
as the features in the matrix, there are 5 occurrences of the figures "000", 3
occurrences of "0000", 0 occurrence of "00000" and 2 occurrences of "00000Q",
aligned 1n the transverse direction.

Also, there are 9 occurrences of "RRR", four occurrences of "RRRR" and 0
occurrence of "RRRRR" aligned in the transverse direction.

Further, there are 5 occurrences of "GGG", 4 occurrences of "GGGG" and 1
occurrence of "GGGGG" aligned in the transverse direction.

Also, there are 8 occurrences of "BBB", 0 occurrence of "BBBB" and 3 occurrences

of "BBBBB" aligned in the transverse direction.

[0143]
By detecting each of these features and by detecting the coordinates of the starting
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(14,4). There are 8 occurrences of "11111", starting fromthe
coordinates (0,7). There is one occurrence of "111111" at the

di . i u 111" t
coor di naPagtipdsof thesd Tt BerfRRy 366 WelvRARRA RN, the vhiilving o LAS the
from t he (GeedioNRt &&rictdd, G addifiBRE the s2NE veREHA aﬂﬁ%ghed fnlfhkl11111"

at the coordinates (14, 3). By detecting each of these Teatures and by

det ect i Nngrag&RIrdé Akeso fthé Rems tvarfying dataasighed s tief lohpesdindlalitdetion or
the authenticity can be verified on the verifying chip, [0142]

[ Enbodi melnd sdiBe otrifytiveg detadiliggediava bedkddefoemnrmamg bé ms€d.g. Fudtheraspeeiflrod
for verifying the authenticity on the verifying chip based on

quat er napgrangerentssusha@an ORGBiof diffegentsinflesationathy bealshawadi n Fi g.
16, as the features in the matrix, there are 5 occurrences of the
figures "000", 3 occurrences of "0000", O occurrence of "00000" and
2 occurriﬁgﬁg of "000000", aligned in the transverse direction.

Al so, th re 9 occurrences of "RRR', four occurrences of

RRRR'
o000, LR, Sl T i OB o Dy IR o

and 1 oguihese (o paPeairs 3 HARHitk DR DIRAPUBKLTOR SGBEL (0O of

Al so, there are 8 occlUrfences o 0 occufrence of and 3

occur r eng@steridry nBRIBRES. Atica@b QfrahPernbfts! AR 0EIEHES aBbVeS Gidke cartydrgt it
By detecting each of these features and by detecting the coordi nates

of the stfawyeryngore diffiquilsi Alsm svheh dsiessome o "Huh hkebimiry datadfor te
verified on the verifying chip. As the feature to be extracted, in
addi t i onintermediatearadorvione fagidummigs athsd wyhbutlien entharrass those who attempt

to forge.

[0145]
The intermediate color tone can be similarly used in the case where the quaternary
data such as 0, R, G and B is used, and this makes it possible to be of 3-bit octal

numbers, 4-bit hexadecimal numbers, etc.

(0146]

The authentication verifying methods as described above are to digitally process
the authentication verifying data recorded digitally. Fig. 32 shows an arrangement
of analog processing of authentication verifying data which has been digitally

recorded.

[0147]
In Fig. 32, the pattern of the verifying chip as shown in Fig. 32 (a) is scanned, for
instance, along the routes shown by the reference numerals 132 and 120 by using

the venfying chip reading device as shown in Fig. 25 or Fig. 26 and electric signals
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transverse direction, the sane verifying data aligned in the
| ongi tudi nal direction or the sane verifying data aligned in a

hooked f enhBwiEM Hig. 35 €6 ahdFife32 (OPafd dbitginedr r%ng #xing thelde afectric
"ORGEB" of different infornmation nay be al so used. [0144] Also, in

case of signaty pdtterhs nathythdatalid pattemsaghogtorenly aiumiteforgdintifeinglshecare. g. |
internediate two gray colors in the white-black binary data, it is
possi bl e authamticty 1s yeafiedt ant thencarmb etself cIin s @authentingtedent s, as

descri bed above, make carrying out forgery nore difficult. Also,
when using some of "0" in the binary data for the internediate color
tone as &Liﬂmn S, this will further enbarrass those who attenpt to
forge. | Aé? The internediate color tone can be simlarly used in

th th . dat h 0, R Gand B i d,
bna oo s eSS flthingd®iRed 20 tm T nobers. 4-bit

o ador | _ al | A

ot hode. AabsRlEAGnalkh-a tath (hd ale PUCIERY 58 ey Pl Hed from the
aut hent i GadvwRiint/6ff the YirddicdPhide. " AcPbRthI¢ i fhysRhl dtandar@s oftheSddRponehts

arrangenment ~ of anal og processing of authentication verifying data
whi ch hagoleanothtgi toalit Yire dlec etritely. prbVitidd] Notwithistanddyg, itti8@op @htifgip
of the verifying chip as shown in Fig. 32 (a) is scanned, for

i nst ance,dealablgthah defoombren stagvarciay dudtn thef excessiee nserer al s 132 and
120 by using the verifying chip reading device as shown in Fig. 25
or Fig. 26 and electric signals -43 shown in Fig. 32 (b) and Fig. 32
(c) are ft a'éfed. By conparing these electric signals patterns with
t he vali OB erns as stored, a unit for identifying the card

To cope with such the problem, it is desirable to arrange a position alignment mark
48 as shown in Fig. 33 on the verifying chip. In the simplest case, only one
position alignment mark may be used. Preferably, two or more marks are provided
to ensure the more reliable position alignment.

The position alignment mark is useful not only for the reading in the linear shape

but also for the reading in the planar shape using the image pickup device.

[0150]

In order to perform the reading more reliably, at the same time with the use of the
position alignment mark, it would be desirable to arrange some other marks at the
position to start the reading and the position to finish the reading of the unit for
identifying the card. For instance, a line 49 to start the reading in moving
direction and a line 50 to finish the reading in moving direction and further, lines
51 and 52 to indicate the end portions may be arranged.

[0151]

The reading of information on the card identifying unit is performed by the relative




authenticity is verified and the card itself can be authenticated.
[0148] [Enbodi ment 14 of the readi ng device] Physical standards for

a cash cansledfitht Bf ShEEIrd iG&tHyRESinH ziﬂéiistgl'eyreﬁﬁihgld'eﬁc@.‘j 16 QabhrRShe

vi ewpoi nt of the practical use. Accor gly, physical standards of

t he conpesRiME reddihd) 6t RAERESANPT sfnchféhizd &k Mbvémbhts dthy cgied.

Notwi thstanding, it is not entirely deniable that deformation may
occur dugddmifyihg vaitcmelsthe aeading dpOitd9]If a Tnarkdi3efonisyhclaunizatidresignal is
problem it is desirable to arrange a position alignment mark 48 as
shown i n diipgsedan tiee tird identifypgnot; the mavament ofthepteadingaleyee aanlbe
one position a_Iié‘gnrrent, mark may be used. Preferably, two or nore
mar ks ar ypehsonided acqosding 4o the réadingelethegnadkbl e position al i gnment.
The position alignment mark is useful not only for the reading in the
| i near shape but also for the reading in the planar shape using the
i mge pi %g{s‘z device. [0150] In order to performthe readi ng nore
reliably, he sane time with the use of the position alignnent

o, U Beadige 6ROk L A RAGRCSRAD, LSRR al R

position to’'start reading and the position to
of the urihcHrBhizatidieSighdlydal bel (eddaf the MtmaliBsici6ftheasigrdaeh AR éi%nal
start the'reading in noving direction and a line 50 to finish the
readi ng ippodeeyingg direction and further, lines 51 and 52 to indicate
the end portions nmay be arranged. [0151] The reading of information
on the cdhe poserm dignmentmiark) thepreadiog reeatt/fipishlmes endfor the matl for
novenent of the card jidentifying unit and the readi ng device. To
ensur e t sEnchrenizamresigaal dire giadetofifiorrssentssubptanee Pprietheso and shesee

novenents of the card . C :
particles can be prepared by an adequate printing means such as an ink jet printer.

[0153]
(Embodiment 1 of the processing flow]
Fig. 34 to Fig. 36 each shows an example of a flow of card authentication verifying

processing. Fig. 34 shows Embodiment 1 of a basic arrangement.

[0154]
(1} A card user inserts a cash card into a card slot of a terminal device such as
an ATM by setting the portion of the card marked with an arrow at the foremost

position, the sensor at the card slot senses 1t, and the card is taken into the device.
[0155]
(2) When the card is taken into the device, the terminal device reads the card

information from the magnetic recording portion of the card.

[0156]
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identifying unit and the reading device. If a mark 53 for

synchroni zation signal is disposed on the card identifying unit, the

novenent t i I; i . el - fhe

Foading b ¢ b foFtal Qe By el Wbhetfer REIGEAN R SHALACAR bhich

readi ng {.hhhs rbée@@e@?f“tl%térﬁﬁn?%’ﬁcfa% notynchroni zation signal can

be used tfor the normalization of the signal in the signal

processi ng. The position alignnment mark, the reading start/finish

| ines and/or the mark for synchronization signal are made of

fl uorescgfisgubst ance particles, and these particles can be prepared

by an adequate printing nmeans such as an ink jet printer. [0153]

[ Enbodi néa}  If iifis ot cenfiroresisthaigthel candl cfi e pBdcessed by the3dewes froghthes

an exanple of a flow of card authentication verifying processing.

Fig. 34 sts\iafaemabon dbug reedoer § the snfermatiamefciberard fomea pe read becagse d
of term.nal device such

3 o Sy A R el P
Lhe£oreSRiks 1A% 1 ALk AETSET VAl S5O iR s hra

into the.gdevice, the termnal device reads the card information from
the magneti ¢ recording portion of the card. [0156] -45 (3) The

term nal device judges whether the inserted card is a valid card

whi ch can be processed by the term nal device or not. [0157]

[0158]

(5) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.

[0159]
(6) The terminal device judges whether the card authentication verifying data

thus read is valid or not.

[0160]

(7) In a case where the terminal device judges that the card authentication
verifying data is not valid, it is judged that the inserted card is not a valid card.
Then, the card is discharged from the terminal device, and the processing is
terminated.

The judgment on the validity of the authentication verifying data and subsequent

processing of the card may be carried out in parallel with the other processing.

[0161)

(8) In a case where the terminal device judges that the card authentication
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(4) If it is not confirned that the card can be processed by the
device fromthe card information thus read, or if the information of

th d ] : ' |
hough | Fer G if TR, IERENSELS MRLeEripbodh AHado AjeistoR ¥4,

i1 egiti gRimpeaifhutahcie aadiat tdara.ocessed and discharges the card.
[0158] (5) Il)'he term nal device reads the authentication verifying

data fromthe verifying chip by nmechanical scanning using the
novenment of the card when the card is taken into the device or under
the stoppétbzlondition after the card is taken in. [0159] (6) The
term nal device judges whether the card authentication verifying data
t hus read9 s Tha userdellows the meBotion 7)d perfermsathe npetr eparhigon such arathe
devi ce judges that the card authentication verifying data is not

val i d, ithRutingahthe amedntitade paiérted card is not a valid card.

Then, the card is discharged fromthe term nal device, and the
processing is termnated. The judgnent on the validity of the

aut hent i iﬁi&gn verifying data and subsequent processing of the card
may be carried out in parallel with the other processing. [0161] (8)

In a casqighermet it tBmPlRe judifyl wikethe@RScdnbéit dfhtfe SR operation such
authentication -46 verifying data is valid, 1t instructs the user to

per f or m fythdemounPtd bo padds h@dduatd oF notexanpl e, input on the anmount
to draw. [0162] (9) The user follows the instruction and perforns
t he i nput operation such as the

[0164]

(11) If the host computer judges that the content of the input operation is

inadequate, for example, the balance short in the deposit, the card 1s discharged

from the device, and the processing is terminated.

[0165]

(12) When the host computer judges that the content of the input operation such
as the amount to be paid 1s adequate, the output operation such as paying of the
amount is performed. Then, the card is discharged from the terminal device and

the processing is terminated.

[0166]

[Embodiment 2 of the processing flow]
Referring to Fig. 35, Embodiment 2 of the flow of the card authentication verifying
process is described.
In the flow of the card authentication verifying process, if the card authentication
verifying data is not valid, the card is discharged from the terminal device in the

example as shown in Fig. 34. In the Embodiment 2, if the authentication verifying
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inputting of the anbunt to be paid. [0163] (10) The host conputer
j udges whether the content of the input operation such as the anount

to be paigitd & RAAUA ReTard ¥ takER 1&blthe ¢dihlinhf ddvii@, BRS Tan QIR isSiven.

judges that the content of the input operation is inadequate, Tor

exanpl e, Ihhwe dvingrcearshoeisy to dipaipdbpdBéditimhteecardr d i s di schar ged
fromthe device, and the processing is termnated. [0165] (12) Wen
the host conputer judges that the content of the input operation such
as the amount to be paid is adequate, the output operation such as
payi ng of[0l6@é] ampunt is performed. Then, the card is discharged from
the termnal device and the processing.s term nated

[ Enbodi ety 2Waen tarf@r% HERICHISETY afqa kY 2 cog ot of agte[rggnal ]devxce
E?‘Sﬁfﬂ's? Ruch a8 i AEM b Fetbng B sortian Sribe cid kel °”f W b at the
Vel i) 1 PR Bhsiigh ISR s YA YR LEE s i Gl e U R B8

exanpl e age$faoB. in Fig. 34 In the Enbodi nent 2, if the
authentlcatlon verifying -47 data is not valid, the card is taken
into the term nal device, and an alarmis given. |In so doing, it can
be easy to dig up the illegitimate card. [0167] (1) Wen a card user
inserts a0dé8h card into a card slot of a term nal device such as an
ATM by settln‘%hthe portion of the card marked with an arrow at the

en the card is taken into the device, the terminal device reads the card

information from the magnetic recording portion of the card.

[0169]
(3)  The terminal device judges whether the inserted card is a valid card which

can be processed by the terminal device or not.

[0170]

(4) Ifitis not confirmed that the card can be processed by the device from the
card information thus read, or if the information of the card cannot be read because
the card 1s broken or stained even though it is a valid card, the terminal device
judges that it is an illegitimate card which cannot be processed and discharges the

card.

[0171]
(5) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.
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forenpst position, the sensor at the card slot senses it, and the
card is taken into the device. [0168] (2) Wen the card is taken
into the [@e¢ysre, the term nal device reads the card information from
t he magnetic recording portion of the card. [0169] (3) The term nal

devi ce | u@yesThhadrhififial tdeeick jeétdsadhathed tlicscard vathentiesich wifeing daen be
processed by the term nal device or not. [0170] (4) If it 1s not

confi r medhthetadtiseralidiod noan be processed by the device fromthe card
information thus read, or if the information of the card cannot be
read because the card is broken or stained even though it is a valid
card, the termnal device judges that it is an illegitimte card

whi ch car[l% ﬂ]e processed and discharges the card. [0171] (5) The

Vel Tyi n ) cHigh B HEMTA e S raga %r?ﬁgﬁ%ﬁ{aﬁtﬁ%w%@rﬁén@%%ﬁ card
cond H‘ﬁn%ihd%é i S5 g, % SO e o ot él?iésssﬂeﬁ@ Bl e
devi ce I Uiaas HOBINGE R B eANARNhE MY AARKGE lahng data thus

read is valid or not In"a case erethetermnal devi ce
j udges t amayh %ﬁ@ﬂ)l@tﬁah%ﬂé ke i9 issué@ lonfyyatnOplled derbteN@PbémMaE itékminhl

is judged that t inserted card is not a valid card. Then, the card
i s taken demice, adtba deassage, ofaopedrition fallarenisi dispayedron the terminal device.

This makes it easy to have the user of the illegitimate card under control.

The judgment on the validity of the authentication verifying data and subsequent

processing of the card may be carried out in parallel with the other processing.

(0174]
(8) In a case where the terminal device judges that the card authentication
verifying data is valid, it instructs the user to perform further input operations, for

example, input on the amount to draw.

(0175]
(9) The user follows the instruction and performs the input operation such as the

inputting of the amount to be paid.

[0176]
(10) The host computer judges whether the content of the input operation such

as the amount to be paid is adequate or not.

[0177]

(11) If the host computer judges that the content of the input operation is
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It may be possible that the alarmis issued only at a place renote
fromthe term nal devi ce and a nessage of operation failure is

di spl ay?ﬁilfa%'gqlﬁ {Oe re%llﬁ e, AR bzﬁgnceTgHo?t lﬁ?]ﬁ%stjiéggsﬁ 31—?1 ctan a&ﬁ@cﬂa??e Ser

of the ilTeql car under contr gnien

of the awﬂt @sFﬂ:(QFAnH%éfp}‘cbd%Qsﬂétlf‘ Hifinste ﬁsequent pr ocessi ng of
the card may be carried out In para w th the other processing.
[0174] (8) In a case where the term naI devi ce judges that the card
authentication verifying data is valid, it instructs the user to
per form flQLT8ler i nput operations, for exanple, input on the anount
to draw. [0175] (9) The user foIIovvs the instruction and perforns

t he i nput{183peVihémtheshast camputer judggsuhi thy amtenteofdire umput topetasiopaiugh
[0176] (10) The host conputer judges whether the content of the

i nput  opd# 4h¢ amognkte beypaidie ademate, or@tﬁ@pgéatwm %lca@éqaam Asrtheot .

[0177] 11) If th host r dg s t hat ontent 0
i nput opéfra’ﬂl%r? P ﬁgggcf&} [‘:éMJ Omt gt %lamalﬁlcéevg%r&d in
the depo t card is.discharged fromthe device, and the
pr ocessi rsﬁlé pgocpgalﬂghs Eeé’a’ma[t%‘i?s] (12) When the host conputer judges
that the content of the input operation such as the anount to be
paid is adequate, output operation such as paying of the anount is
per f or medgifdien, the card is discharged fromthe term nal device and
the processing is termnated. [0179]

[Embodiment 3 of the processing flow]

Referring to Fig. 36, Embodiment 3 of the flow of the card authentication verifying
process is described. In the flow of the card authentication verifying process,
while if the card authentication verifying data is not valid, the card is quickly taken
into the terminal device and an atarm is given in the Embodiment 2 as shown in
Fig. 35, if the authentication verifying data is not valid, the process to use the card
continues in the Embodiment 3. In so doing, it can be easy to dig up the use of

the illegitimate card.

[0180]

(1) A card user inserts a cash card into a card slot of a terminal device such as
an ATM by setting the portion of the card marked with an arrow at the foremost
position. Then, the sensor at the card slot senses it, and the card is taken into the

device.
(0181]

(2) When the card is taken into the device, the terminal device reads the card

information from the magnetic recording portion of the card.
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[ Enbodi nent 3 of the processing flow] Referring to Fig. 36,

Enbodi nrent 3 of the flow of the card authentication verifying
process i 1§ cribed. In the flow of the card authentication
verifying process, while if the card authentication verifying data

I's not vals)d, Thd Gerfithdl dewatju Swhéhifthd Msertbdaldsis i Vidld GLY whcrand
an alarmis given in the Enbodinment 2 as shown in Fig. 35 if the

aut hent i Q@ﬁlb@rpm@ggsé&byghgaémmsl dsicev@d nt, the process to use the
card continues in the Enbodinment 3. In so doing, it can be easy to
dig up the use of the illegitimate card. [0180] (1) A card user
inserts a cash card into a card slot of a term nal device such as an
ATM by se{DﬂB&b t he portion of the card marked with an arrow at the

f or enost osi tion. t he sensor at the card slot senses it, and

the card § tléktelﬁ Imca meed a@tfﬂaeecarpc:@wp Pr()Qf}SSW\@ﬁ the deyige drong the

taken into t he naI evice reads the c

ot or oo Pioration thus i B TLabR infoRgafth b B ard Calitit e ead pgcause

el AT A

[0183] gfelsfthhtt itli$ afl 9lie cg?tiﬁ’rﬂ?ﬂerdﬁ?@' whid ﬁtj Bt Bé‘ %f&@&i@&?&é&dﬁ@’

the device Tromth car ntor mati on thus rea
i nf or mat icagpd. of the card cannot be read because the card i s broken or
stai ned even though it is a valid card, the term nal device judges
that it is an illegitimte card which cannot be processed and
di scharges the card.
(6) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.

[0185]
(6) The terminal device judges whether the card authentication verifying data

thus read is valid or not.

[0186]

(7) In a case where the terminal device judges that the card authentication
verifying data is not valid, it instructs the user to perform further input operations,
for example, input on the amount to draw.

The judgment on the validity of the authentication verifying data and subsequent

processing of the card may be carried out in parallel with the other processing.

[0187]

(8) The user follows the instruction and performs the input operation such as the
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[0184] (5) The term nal device reads the authentication verifying
data fromthe verifying chip by nmechanical scanning using the

novenent : : ed ﬂ%l?lﬂ: d is taken into the device or under
t he stopé@&lt%gggfﬁ oa af't e card is taken in. [0185] (6) The

term nal device judges whet her the card authentication verifying data
thus read is valid or not. [0186] (7) In a case where the term nal
devi ce | Uydgsgs] that the card authentication verifying data is not
valid, it instructs the user to perform further input operations,

for exanpgPg¢, Then,theocardne taramumto the threnmal Theice vatgihaemalaom 1$ gven.
validity of the authentication verifying data and subsequent
processing of the card may be carried out in parallel with the other
pr ocessi r\t%.%%iowﬂ (8) The user follows the instruction and perforns
t he i nput ation such as the -51 inputting of the amount to be

B an allaty draed g egfin I<SisyREEoh LR e ol REm AR
| ssued onl i iy GeRLAGRqASRBL Egf AR HERR Folis VAP (R0 rhing

nessage O era i 0 ai l'ure m nal evice.

This makeyich. epg ntmkéaqv Bady® h’a’ir@rth@fuséfléf itel ifgkitiniRe BarRiaifiler REf¥oL.

control. [0190] (10) In a case where the term nal device judges that
card authentication verifying data is valid, it instructs the user
to performfurther input operations such as the

[0190]

(10) In a case where the terminal device judges that card authentication verifying

data is valid, it instructs the user to perform further input operations such as the

input of the amount to draw.

[0191]
(11) The user follows the instruction and performs the input operation such as

the input of the amount to be paid.

[0192]
(12) The host computer judges whether the content of the input operation such

as the amount to be paid 1s adequate or not.

[0193]
(14) If the host computer judges that the content of the input operation is
inadequate, for example, the balance short in the deposit, the card is discharged

from the device, and the processing is terminated.

[0194]
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i nput of the anpbunt to draw. [0191] (11) The user follows the
instruction and perforns the input operation such as the input of
the amoungidh @%ﬂ@ bénentOkddscribdd botae tiOfiineC QRN %idhu@l@q&ewer
t he contenlt g? t eﬁlgnput operatlﬁon such as the ambunt to be paid is

adequat e \@es g8 jllelzRiak caftd ddes thettbEmMab e s Rgh e dxtetgRE. t Tals hibshs

content of the input operation is inadequate, for exanple, the

bal ance sfohly that bved dgraet ttimé e captuhngsthdicaphaseebut dlsothdtheakes it
device, and the processing is termnated. [0194] -52 Wth the

ar r angenmgossible teshtain fethehevidendehsuchiasghe diser'sifingdrpohts yethesimputvho
uses the illegitimate card uses the term nal device, can be extended.
Thi s neardperaisn. oHlacontact-type, touch swaieh is adeptedrthisamakes te takmgcdr d
user, but_ al so.that kes it possible to obtain further evidence
such as tHECTEUNS MUChERSIEEr i nts by the input operation. If a
contact-type touch switch is adopted, this nakes the taking of
fingerprints nmuch easier. [01951 Physical standards for a cash card
and a cregy 5]card are strictly stipulated fromthe viewpoint of the
practical use. Accordingly, physical standards of the conponents to

be nount gehyRRal §taRdRdP bt Sdshi Gid ¥ndh Yédieeard He¥BM dtly dtipulted ®om the

entirely deniable that deformation may occur due to’'theé excessive

use. | nduséwpaiht efogpeiptadidal tise. [A¥ESklingly, physical standards of the components
to be mounted on 1t are also strictly provided. However, it is not entirely deniable

that deformation may occur due to the excessive use.

Industrial applicability

0196]

The card authentication verifying chip and the card with the card authentication
verifying chip as described above can be adopted in the applications such as bank
cash cards, credit cards, prepaid cards, membership cards, securities, ID cards,

admission allowance and other types of certificate.
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The card authentication verifying chip and the card with the card
aut hentication verifying chip as described above can be adopted in
t he appl i@aAM®s such as bank cash cards, credit cards, prepaid
cards, nmenbership cards, securities, |ID cards, adm ssion allowance
and other types of certificate. -53 CLAAIMS 1. A card conprising a
base plate and an authentication verifying chip, wherein said ]
veri fyi nd.chi# caxl ¢oaypnisng obasapltdandap huthenticattnaverdying ohipd wherein
hol ogramis disposed on said verifying chip. 2. A card according to
cl ai m 1, saitevesifiing chip fsdaxergt anesaidsbasgrplater andygr eBbossedshglogram is
verifying.chip, and said surface plate is conprised of a synthetic
resin w t@ﬂ?ﬁ@‘h% saidy BEEAIP-property. 3. A card according to claim
1 or 2, wherein said enbossed hologramis conposed of pits with the
sane depth di sposed perpendicularly to said chip. 4. A card
according to gl.aj : i i: i :
conposed gzc')f p“ig tcglldv@(%ﬁ%?§ F%?@ﬁ‘ﬁ qd gqp})l? ﬁ%ﬂ § ?@B@gé ?ﬁrt)% ?gpgl%{ch% (E:n &%@rr ?c%/ %t (‘;’ aid
sai d chi Rerifying Chipahld 348 QuFadIphte 5! @ntrikellof 4 syWRRAR fRsHAkTh highly
enbossed hol'ogramis conposed of pits wth the sanme depth disposed
i ncl i ned teamspariedt pfupertyd. A card according to claim 1l or 2, wherein
sai d enbossed hologramis conposed of pits with different depths

di sposed inclined on said chip. 7. A card according to claim1, 2, 3,
4, 5 or 6, wherein said pits are disposed in.a matrix form 8. A
card accérdi ny carsl adcardmgto olama di o & avhierpin said embagsedrhpdegram Bi nary
random nunbers, e(9 A card according to claim8, wherein said pits
are a pa,cpn}ppserh Pits gntarthgﬁg@@ deply disposed perpendicularly to said chip.

4. A card according to claim 1 or 2, wherein said embossed hologram 1s

composed of pits with different depths disposed perpendicularly to said chip.

5. A card according to claim 1 or 2, wherein said embossed hologram is

composed of pits with the same depth disposed inclined on said chip.

6. A card according to claim 1 or 2, wherein said embossed hologram is

composed of pits with different depths disposed inclined on said chip.

7. A card according to claim 1, 2, 3, 4, 5 or 6, wherein said pits are disposed in a

matrix form.

8. A card according to claim 7, wherein said pits are arranged by binary random

numbers.

9. A card according to claim 8, wherein said pits are a part of the pits arranged
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by bi nary random nunbers. 10. A card according to claim?7, wherein
said pits are arranged by quaternary random nunbers. 11. A card
according to claim 10, wherein said pits are a part of the pits

ar r anged py yn Ay hdod@nMmibepgdom nunbers. 12. An embossed hol ogram chip
r eadi ng deV| ce for reading the enbossed hol ogram of an

aut hentication verifying chip nmounted on a card, wherein said

readi ng device has a |light emtting/detecting elenments matrix with

t he sane 18r ed\ asrdsmicording teecltin 21 whereie saifl pits gire himangadby gnatermssgsed
hol ogram chi p readi ng device for reading the enbossed hologram of an
aut hent i candosmnumbersyi ng chi p nounted on a card, wherein said

readi ng device has a |light emtting/detecting eI enents array with the
same width as said authentication verifying chip. 14. An enbossed

T, O ooy e o o PR i PO A b s MRl
readi ng %eoT'@gdﬂ‘%ﬁ' r%n&&];lln(?ﬁﬁﬂ paraboloid mrror in a cylindrical

shape, nrror an a light emtting/detecting el ement, a
rotation axis of said polygonal mrror is arranged at the focal
point of said reflecting mrror, and the light emtting/detecting

el ement 12, di spestdsdtahdldgram anp eéddagd derdeafor resding $he émbessedssed

hol ogram chi p readi ng device according to claim 13, wherein said
par abol oilthlogama df unl aupleerication derifying diip miouateshors aicand, Indleeein said

di sposed at the center of the reflecting mrror, and said |ight

det ect i ngeadingdarice hasarlmhy ethittingidetectingiedemeits ematrmgmnh theosamagdrea as
behind said Iight transm ssion hole. -55 16. An enbossed hol ogram
chip reacﬁaldgalﬂgwt@éha%déﬂﬁimﬂgchlﬁ claim 13, wherein said paraboloid
is a half-parabol oi d.

13. An embossed hologram chip reading device for reading the embossed
hologram of an authentication verifying chip mounted on a card, wherein said
reading device has a light emitting/detecting elements array with the same width as

said authentication verifying chip.

14. An embossed hologram chip reading device for reading the embossed
hologram of an authentication verifying chip mounted on a card, wherein said
reading device has a reflecting paraboloid mirror in a cylindrical shape, a polygonal
mirror and a light emitting/detecting element, a rotation axis of said polygonal
mirror i1s arranged at the focal point of said reflecting mirror, and the light

emitting/detecting element is disposed behind said reflecting mirror.

15. An embossed hologram chip reading device according to claim 13, wherein
said paraboloid is a full-paraboloid, a light transmission hole is disposed at the
center of the reflecting mirror, and said light detecting element is arranged behind

said reflecting mirror and behind said light transmission hole.
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17. An enbossed hol ogram chi p readi ng device according to claim13,
wherein said paraboloid is a paraboloid smaller than a

hal f - parabol oi d, and said polygonal mrror is disposed in an offset
arrangenment. 18. An enbossed hol ogram chi p readi ng device for reading
t he enbossed hol ogram of an authentication verifying chip_nounted on
a card, vifer éhmembpeseddialegremochip reasingwleneeaccerding (o gaymn dd, wherean
light emtting/detecgting. ele t.. movable in direction of the wdth
of said ﬁ@#*ﬁ?ﬂ%&mgﬂ$B?mgﬂﬂﬂggﬂﬁdlight em tting/ detecting el enent
reads the enbossed hol ogram of the verifying chip in noving. 19. An
enbossed hol ogram chi p readi ng device according to claim17, wherein

sai d reading eV 68 ANGAPhSp by 8ibd AOSHARE 85 Ll 18] GABRNn
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said paraboloid is a paraboloid smaller than a half-paraboloid, and said polygonal

mirror is disposed in an offset arrangement.

18. An embossed hologram chip reading device for reading the embossed
hologram of an authentication verifying chip mounted on a card, wherein said
embossed hologram chip reading device has a light emitting/detecting element
movable in direction of the width of said verifying chip, and said light
emitting/detecting element reads the embossed hologram of the verifying chip m

moving.

19. An embossed hologram chip reading device according to claim 17, wherein

said reading device has one more light emitting/detecting element.
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