METHOD AND SYSTEM FOR EFFI Cl ENT DI STRI BUTI ON OF E- MAI L ATTACHVENT Fiel d of
invention 5This invention relates to a nethod and a system of sending file
via e-mail. Mre particularly, this invention relates to a nethod and a
system of allowing a sender to send one or nore files via an e-mail to

mul tiple recipi Still { I [,S, i | ates to a
nmet hod and a sﬁgtﬂPPoéNhéﬁfﬁEﬁ’bE%ﬁ%bﬁ'}'ﬁﬁﬁﬂﬂ@hﬁ'&%ﬁg‘"é@c| pi ents and
storage systens. 10 Background ATTACHMENTE-MRI | to send file attachment
is a convenient way for sharing docunents. However, nost e-mail systens
inpose file attachnent size limts in order to prevent overl oading the
server. In a known system a cloud-based e-nail 15 attachnent service is

i npl enented to relieve the e-nuilFieldrofénvdrdish and to el i m nate the need for
a size limtation by shifting the storage of e-mail attachnents to cl oud
storage® HoweveThisdnysotion splaier torp Methosleandep syelent f spnsingriiiet Yig eamail

reci pi ents_downl gad the sane copi %i%of attachnents fromthe

|.oud
si mul taneoulgfe;/:pa“f*ﬁijlérw’sth& Y RAHSAR BY dm e dp_@'&ci)Iaes’ifs’rtuer_{1 hoefc%lg’uimcgear ead
their e-m rfdﬁ'r o Bk Yokl em@peowest\;i? apzcgglﬁﬂ% hlfBe CRPRNAD ReR\Worget work

traffic an us sl'ow ng down the downl oading process of retrieving e-mails

wi th | ar gepatit@siyTaRis. inlohtdnTRYateE Gbira nidiio%AaTA @ystehte forp@apadgingiranidves in
the office in the norning and read their e-nails wth the attachnment, and

starts to detubltrarfié bmoat redpientatant storageesyistegnsaar ound t he sane tine. 25Thus,
those skilled in the art are constantly striving to provide an inproved

met hodl&nd system for sending and receiving e-mails enclosing file
attachnments. Summary of |nvention The above and ot her probl ens
are solved and an advance in the arqaqur%bq ovided by a nethod and a system

of sending fil eu¥fn8 gfn%i lto ‘éénécﬁ@r g%ﬂ\é’?ﬁtig Eh(i:o?wenient way for sharing
documents. However, most e-mail systems impose file attachment size limits in
order to prevent overloading the server. In a known system, a cloud-based e-mail

15  attachment service is implemented to relieve the e-mail server load and to eliminate
the need for a size limitation by shifting the storage of e-mail attachments to cloud
storage. However, a bottleneck on the server occurs when multiple recipients
download the same copies of attachments from the cloud simultaneously. This is a
common problem since people in the office read their e-mails in the office about the

20 same time, causing heavy network traffic and thus slowing down the downloading
process of retrieving e-mails with large attachment. This may occur, for example,
when people arrives in the office in the morning and read their e-mails with the

attachment, and starts to download the attachment for viewing around the same time.

25 Thus, those skilled in the art are constantly striving to provide an improved

method and system for sending and receiving e-mails enclosing file attachments.

Summary of Invention
The above and other problems are solved and an advance in the art is
30 provided by a method and a system of sending file via e-mail in accordance with this

invention. A first advantage of a system and a method in accordance with



invention. A first advantage of a systemand a nethod in accordance with
enbodi nents of this invention is the efficient downl oading of the file from
various sources. A second advantage of a systemand a nethod in accordance
wi th enmbodinents of this invention is that thereis nolimt on the file
size of th i : Nt V] t b t f a
system and%ﬁbﬁé@ﬁbg%ag)fnm?%'ngg%to?b?d%ntﬁ%aevfﬁﬂenn?éﬁg@lg?%@ﬁtés? thg fﬁ%:@n} ?\%@Htgl on is
that it al kewees SERNEBHNd Ads&MEgd e o ishGehbid Dasetiod & GRcdridhfceSitg tO
multiple recipients via an e-mail w thout overloading the server. In

accor dance emibbtinemsoafi thisritgentibn tihtrat theve ig nofimit onstys tfiensiaa df ehenfite hioed f or

10 sending and receiving file via e-mail anong a nunber of e-mail clients
via a servErYyabrl sgnblviar ania-nadf 4 third adventegei ¢ prostatedndnatmethpdl inowi ng

A d I -mai |l _cli ] . -mai |l . The fi [
ST ced o) REPoRneE P sritodmonts o4 it ADERIeR o 1 dCoHA EordREf Fkpo
vari ous S| jecy RUPRESs sl AL LIENEBToGABhEVM 806 RICLTRLL Bk RLaRe! ¢

sliced file'is generate he file I'n IS replaced 15pr oxy
at t achnment yngdradgbsequently transmtted to the server. The e-mail is then
transmtted to a nunber of recipients.Preferably, the file size of the
proxy attachnment is smaller than the file size of the file. I n

accordance with enbodi ments of this invention, the attachnent information
20i s generat ed troaqcardanee wih eatbodirends of thi, inveméor e pusternand iaxmeteogrigr|
address, of th regipients,ﬂand a s%ssion k?%'b ,Iq_aéfordance wth
embodi frent §88H"S ATS FoRYERt e Pnalepoikd HBPPEOEPTTHGCIERE Ut AV Ent
| nf or mat i 09,4 LA FERE] Cordbi Gl?rlgf;am F1A Go/fat L¥ink And
25persist¢n? s?ﬂ%aggoln thgﬂgégvgéﬁgﬁgﬂgﬁéﬁg§ t e gﬁ%%éhnéﬁﬁgln%gbngtion in
the new fi ben®INdliENt creates an e-mail. The file is sliced using a secret matrix to a number of

slices and transmitted to various slice stores. A proxy attachment containing

information of said sliced file is generated. The file in the e-mail is replaced by the

15  proxy attachment and subsequently transmitted to the server. The e-mail is then
transmitted to a number of recipients. Preferably, the file size of the proxy

attachment is smaller than the file size of the file.

In accordance with embodiments of this invention, the attachment information
20 is generated to include an attachment ID, the secret matrix, e-mail address of the

recipients, and a session key.

In accordance with embodiments of this invention, in response to receiving
the attachment information from the sender, the server creates a new file entry in a
25  persistent storage in the server and stores the attachment information in the new file

entry.

In accordance with embodiments of this invention, prior to slicing the file, the
e-mail client may determine a file size of the file is above a predetermined file size.

30



I n accordance with enbodi ments of this invention, prior to slicing the
file, the e-mail client may determne a file size of the file is above a
predetermned file size. 30 I n accordance with enbodi ment of this
i nvention, the proxy attachnment conprises an file attachnment 1D, a; |Ds of

each of the sli ﬁqe %O%j%e% W|thn%m$&?1men F Mg ﬁverﬁ%ns%e Ogrogg L GESHA N 1S

t he nunber of s docu een sI i hto’ ni nmum nunber of

slices, m c&ﬁ?ﬁi‘%@ atnoﬂléea’tt%@iﬁmérﬂemt he @gc(wgz\a% of heBRIe’, Rhysa Sheckgym for
each of the slic =rz, r3,...rj, wherein Rrefers to the set of e-mil

enai | addr gA&@ss & the é’et SfBlices BA@REs e nemBaN bf SI46E 855 dofuneait hasTbesai d
reci pient; a session key for authentication; and server ID, a, containing

an | F addr eizeddhtos ai mindeumenumtied| of siices)rfdane@adi tohreemmdhemmﬂ dogunnérits
i nvention, |n response to receiving the e-mail one the e-mail clients

used by> on¥hee MR ar@*tqcbwmfer each ot thenglices; cﬁ’ré’ﬁt r2t®arf§n¥"'ﬂ%’e¥§‘ '?«é%{ﬁ@stp to the
server for I’etl’lfv_l ng the. file, wherein the rgquest e alt,achnment

D e Lot el of A bt s S G 1o B Pt el ShE S oy
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file, the server retrie t he attachnent ormation according to the
request angf ganssradres a |ist of downl oad i nformati on based on the retrieved
attachnment information. The server then transnmts the |ist of downl oad
information to the e-mail client. Preferably, the list of downl oad

information 20 conprises, D(a,$)={l where a is the attachnment | D, si is
the sl1®e 1D of INcrCsPidaace #ith eir@opmentpf Heglinueriopr ingeprRRNSHI te Fecehings Wl er
having 0 slice. rdance

eenonse by oe dhe e e E S b aS T B Telbishls Bk RBY SR Lne
of the e- Fﬁ‘%rllsnﬁ{s'z?%qieg%rth@‘é@ ot R$ re@éwﬁ%'tﬁ@ﬁleb%@%lrpfhet rlegueétsfr‘iclﬁi‘es

downl oad ormation in the follow ng man The Tist of downl oad

i nf or mat i otheigtasigraoman, a A dmvot grd IDSTOERRL iSoN..L 1S3t has al ready been
retrieved will be renmoved fromthe list of download informati on. The e-mail

client then selects a subset of download information and subsequently
determnes if each of the download information in the sel ected subset of

downl oY i nf or n&t3GArdFase wih emaedined ghiis Pveriipne KTespenseds ;5%?%‘6”& e
et T R A e SR LORBI € e SRR ok ot

according to the request and generates a list of download information based on the

retrieved attachment information. The server then transmits the list of download

information to the e-mail client. Preferably, the list of download information

20  comprises, D(a,s)={l;}, where ais the attachment ID, s;is the slice ID of " slice, and

I, is the IP address of a recipient or server having /" slice.

In accordance with embodiment of this invention, in response to receiving the

list of download information from the server, one of the e-mail clients retrieves the

25  slices based on the list of download information in the following manner. The list of
download information is scanned. Any download information that has already been
retrieved will be removed from the list of download information. The e-mail client then
selects a subset of download information and subsequently determines if each of the
download information in the selected subset of download information has more than

30 one IP address. In response to determining that each of the download information

remaining in the list of download information has more than one IP address, the IP
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addresses are re-ordered. The I P addresses are re-ordered in the follow ng
manner. The downl oad cost for each of the |IF addresses in each of the

downl oad infornmation is determ ned. The |IF addresses in each of the

downl oad i nformation are then arranged according to | owest downl oad cost to

highest douRdQateinste otlifer AR @ MALAs Ofe G0N, BAoiRhg YR

det er mi ned“by Pl Rgl RY. 84C €SSES term ne

speed of eaﬁ@dewmw@c&&fad&erchsﬁ% IFP5 @l 84sa8lirY eadér taé@gwn@auwamenanl e
I nternet Control Message Protocol (ICWP) ping. In accordance with

enbodi ment isofletemiised. NVt IPDAdditebseseinmBadh of trentiopeibédrinfermatiochOarehtben
foll ow ng manner when retrieving each of the slices of the sel ected subset
of downl oadrrangedr Aegdréing tThéweshredawnidaide aestninihiaghest [dewnipad| fesé r dbhei eved.

The e- client then determ nes a validit he sli.ce be|n i eved
I'n accgdaﬂ%t@rr\m'f‘ﬁ b8 dHrEIRad ORI HNRY |bﬁv‘éeﬁ%/|”?5he PHPIRIIRG §aCR |9 éh I|%erforms

in 15 the L%ﬁ %ecﬁg g%?e?@ﬁ{te}’]"ggsmggé% NG, h%ﬁéﬁ’eahﬂ Q&ﬁ §&f3. tF%}Efe?A

retrieved. I'Ir'ce e rieve cal cu e chiécksum

is verifi eﬂwetﬁ?n%’lrgq :%rarglrﬂ Ie'IhteVr@t'G%n{?@IS\%issgﬁe Prab&st KewP)igng. he proxy

at t achnment e e-mail client updates the server that the
retrieved slice is available at the recipient. If not valid, the retrieved
sliced is discarded. 20 In accordance with an embodi ment of this

i nvention, the karsoidapbé with epdotionend of thés iNventioni thg eamed cligréperfemisny a
slice. The. e-mil client d termnpes if t he subset, K of downl oad

|1
i nf or nil i offiegiellowing ‘hanpel Whep girjeving; ft%e' g%%%ﬁ&ie 8?'8%'* &Bﬁwgad
ar o1 e« Claifad FEhRYEE, THaCe RilRibaChblks 46! PLML AR Ao e Atie!
unber of

25 slices retrieve nunber a mninum n

sli ces, mcﬂeht%ﬁd@fé?ﬁﬁ)heétat@mwtthe;ﬁ% HRifPrelrictbd ent generates a request
for the secret matrix in response to the total nunber of slices being equal

to or nore than the m ni mum nunber of slice in the proxy attachnent. The
e-mail client then transmts the request to the server. In response the
request, t he selmancordanes with smbiediressy ok thimaventionathessmeil slierd PeOIeiny equest

dt h t t to th I
Fecel vihg o' UBENS: magnt wrerofreranger g veidi &t 1Mes [BRED. cBnbi nes
the sli Pesg@%?%gn g% thggllcsee(éh%hegr?sfcgdl Iétgd f ?h@ch%‘?suhllgverﬁr E[B dg{%:?rﬁr ption

of draw ng ove and. ures and ant ages o 2 Fethod and a
systemin AGe/ Bas&s oW 4 Bnbddstm MVERT preRy @[tﬁcrﬁﬁéﬁr ' Ib&@hdj Nthe hemiap | diiewd ng

detail ed description and are shown in the foll ow ng dr awi ngs:
updates the server that the retrieved slice is available at the recipient. If not valid, the
retrieved sliced is discarded.
20
In accordance with an embodiment of this invention, the e-mail client performs
the following after retrieving a slice. The e-mail client determines if all slices of the
subset of download information are retrieved. |If all slices of the subset of the
download information are retrieved, the e-mail client determines a total number of
25  slices retrieved and compare the total number with a minimum number of slices, m, in
the proxy attachment. The e-mail client generates a request for the secret matrix in
response to the total number of slices being equal to or more than the minimum
number of slice in the proxy attachment. The e-mail client then transmits the request

to the server. In response the request, the server retrieves the secret matrix

30 associated to the request and transmits the secret matrix to the e-mail client. In



Figure 1 illustrating devices and systens conmmuni catively connected to a
network to provide or performa system and/or nethod in accordance with an
10enbodi ment of this invention; Figure 2 illustrating a
representative processing systemin one or nore of the devices shown in

oure 1 I RAGSSAIER M b SRS, O L hNERk) e comppEboUr e 32

illustrati I'rst recipient sending

file via a Rl ; aY in accordance with an
LEerbod: maheSIceE t%]asge_oﬁ {IEREL Ritri% BFfolth Y fle.

I'sS invention Figure 3b illustrating a sequence
diagramin respect to a second recipient retrieving the file in accordance
with an enbodi nent of this invention; Figure 3c illustrating a
sequence diagramin respect Boiefideseniptioreef grawings etrieving the file in
accordance wi th_an enbodi nent of this invention; 20Fi g}%rdgq4 illystrating a

f1 ow didagr am f of "&@peNengnd pther {paiiras 26d REY3NeYEsLl fLME nd-3&YPPBls in
accordance wth an enmhodinent of this.inventien: . . Fi - d 6
illustrati ﬂ(‘gcoéyq‘nICSW'tgit@&”B’ﬁpﬁ%r} arree(?erslcar\)ﬁ%la%%go'ﬂ?\{v‘ng qeﬁa'lggc?%rgé@?i'gg a\?‘\nat h an
enmbodi ment ,hingwh Y #RbIRINIng drawings: Figure 7 illustrating a flow

di agram of a process perforhed by a server in 25accordance with an

enbodi ment of tFligﬁrd' MViIRRia@Ry devices anbii geteensBcorhmusicatiteiyngomnetenmtadagr am
of a process perfornmed by the server to create a new file entry in

accor danceneiivotk & peosidedionmersrfooh @ Hiysteimaeditor onethod in accpidggee vgth an
illustrating a flow di agram of a process performed by the server to update
an at t Hthn@Rbodinest ofdlis SventiPtaccor dance with an embodi ment of this

201t 0% oo B iR Eb A R ShaS BB P oo
enmbodi ment 4Qficdsfingwh Y 8lirk @ accordance with embodiments of this invention;
Figure 3a illustrating a sequence diagram in respect to a first recipient
sending file via an e-mail to a number of recipients in accordance with an
15  embodiment of this invention;
Figure 3b illustrating a sequence diagram in respect to a second recipient
retrieving the file in accordance with an embodiment of this invention;
Figure 3c illustrating a sequence diagram in respect to a third recipient
retrieving the file in accordance with an embodiment of this invention;
20 Figure 4 illustrating a flow diagram for sending file via an e-mail to a number
of recipients in accordance with an embodiment of this invention;
Figures 5 and 6 illustrating a flow diagram for retrieving the file in accordance
with an embodiment this invention;
Figure 7 illustrating a flow diagram of a process performed by a server in
25  accordance with an embodiment of this invention;
Figure 8 illustrating a flow diagram of a process performed by the server to
create a new file entry in accordance with an embodiment of this invention;
Figure 9 illustrating a flow diagram of a process performed by the server to

update an attachment information in accordance with an embodiment of this

30 invention; and



Detai |l ed description 5This invention relates to a nethod and a system of

sending file via e-mail. Mre particularly, this invention relates to a
met hod and a system of allowi ng a sender to send one or nore files via an
e-mail to nmultiple recipients. Still nore particularly, this invention

relates to a ne {%@Fe glgqlg§t§?sté @L%.ag%anﬂ‘ %P'?npggges% %'rf%FrﬁécPH% H{égsé(r{/éretoamng

reci pi ents and SI onéd at a system

and/ or et haglhila 36681 HAPK WL RDI B Sofmbli idIvoBRoAN My be used

to allow a user to sen le via e-mail to nmultiple recipients. In current
system a sender may send an e-mail enclosing one or nore files to nultiple
reci pients. A server upon receiving the e-nmail with file transmts a 15copy
of the e-mail with the file to cethiled deseritinrended reci pients. This is
inefficient as the server is required to transnmt the e- mau%f with file to

nul tipl® reci pi &Regnvention re'ateﬁ tac%m%c@“%tws?l%%?ﬁ%i‘% filgs vig igrrgaill.

i nvention nst e f thefll to all, t eci t le is
sliced andwg’f%rpga'cfi%r%n&s VR Eq?tg% t%torrnee§h()dlggr"5 Bp%%ﬂp%sae'swgla

di scussi ongefyel ith &e ¥1§ GHY ot Rbte AREUWIR HhSe-nidfB@EmUitbRS rechitdts fStllIQﬁoreor any
ot her docunents or | es that can be attached to an e-mail. The file is

then repl apaticiidrya IsOXyedtidnacdures tio hintdihedrindi assysfeen fieceasagiyg and
information to retrieve a required nunber of slices to re-conbine the
docunent . Aistribolimg Baemosgeedsipingistand storagd systamvel y di scovers ot her

reci pients who have possession of any of the slices and 25 retrieves the
sliceslYromthe other reci pi ents inst ead of downl oading the slices from

ﬁlo![ CEE?]E O,[ gsr eI B?%%%’%gr&ﬁitggél egfs %ratarr]l /or %%I%Jdrlﬂr% %&%aﬁ@er\x% GI%EO% Fﬁ%a{ I le is

"ows e reC|p|ents ownl oad

the slicedyf e ;mﬁ%ﬁ{s i Iydbﬂ‘?fsgd gh fdnswewsxr s isBad aild Qsaaé nedile@d makiprRr K

which is typically downl oading the sliced file froma w de area

networ k. Macighes.aiin suednttdysteh) \eesenidenmaly| senb ean3@esi caniclos thg beleor. more

One skilled in the art will recognise that nore than one file can be sent
via an e- nfies toimuitinie rm;pamtsl fy séverrupdre réagiving thene-nrilrwithefile tianemésias no
restriction on the file size for each of the files. hl_ﬁ?rreansth files

with shal | ooy & tag sunaimthaing fileie eaghof iedpisifedssRIeNthg 18 SrlefiEeNiRent i on.
> t uSrGEVf]gtl ! rr%gldgt% ofgafq%gﬁ{ég‘?nnénlv% #1084 nﬂﬁ{oLorre idprocesses for

provi di ng accordance w odinents of this
i nvention. The system 100 includes an attachnent server 110, e-mail clients

121-124, and slice stores 131- 133.
In accordance with embodiments of this invention, instead of sending the file

to all the recipients, the file is sliced and stored in one or more slice stores. For
20  purposes of this discussion, a file is any text documents; image files; audio files; or
any other documents or files that can be attached to an e-mail. The file is then
replaced by a proxy attachment which contains the necessary information to retrieve
a required number of slices to re-combine the document. A recipient receiving the e-
mail actively discovers other recipients who have possession of any of the slices and
25  retrieves the slices from the other recipients instead of downloading the slices from
slice stores. This helps to lessen the load from the server as the file is not sent to
recipients directly and also allows the recipients to download the sliced file faster and
more efficiently using a local area network which is typically faster than downloading
the sliced file from a wide area network. More details of the invention will be

30 described below.



10 Attachnent server 110 is a processing systemthat connects to
e-mail clients 121-124 via a conventional wre connection, wreless
connection or any other nmethod. Although not shown, it is understood that
e-mail clients 121-124 may al so be connected to attachnent server 110

o rectly, via COTLCR b SYh IS SR TSRS AR IR
to slice sponasyaii é%;?arﬁﬁﬁ%aqrﬁn\h%ﬁtl?ﬂgﬁ#ﬁ%ﬁ ShrO RS HdsBbtioNVoh BhE e

connection or any ot me roug e area network 140. Attachnent

server 110sig¥@sldRH AR fileal IMARSMmESs BNAGS Mihidnealisli®siageanfaldo beserecei ved
fromone of email clients 121-124. Attachnent server 110 manages the

| ocati on ofvithdwne depérting frat theg iR@ntist ored in e-mail clients 121-124 and slice
stores 131-133 in accordance with enbodi nents of this invention. One
skilled®in the art will recogni ze that although only one attachnent server

110 i s shown, apy nugh b d_wi ing f
hi's © nventi on. " S48 pelfiotaiosch b a9, TpseEpERTY R REFodish ML VERR had® MO
M crosoft %&Rérﬁ?&ﬁnd PALARRHN BX R EiRe WRHEM i ERS bf thiddhi&Hibn. YAOSPsterdl C t hat

are execut on processing systens such as a desktop conputer, |aptop

conputer, 000 Pichees apmdtifhenteeRicnal s, d-mall chemsagt-100, aid sichstinés $&r-ver 110
via a conventional wire connection, wreless connection or any other

met hod. E-#83. clients 121-124 are al so connected to an e- 30mail server
t hat manages the transm ssions of e-mails anong e-mail clients 121-124.
Procesk{ ng systemof e-nmail clients 121-124 are also interconnected to each

oL VIS OB She T BRSSP B R SR M0, o e

met hod. Each e- attons™t pertrormthe

Processes 91 888 Qfganconbiiin el BHFRLIAN: wiHEsSIbhhafioh ot By afberti ||

. n
recogni ze that although our e-mail clients 121-124 are shown, any

nunber of grefid AtHoRHh hotBhore iCienmeskstsbdihbheutailSsiepar 1214 maynatsoi s

i nvention. Slice stores 131-133 are processing systens that provide
resour ces becemyectad tbktaghuiert-geavdr 14 Diirtitestiyl gia comnunichtigneovasnvide aied to a
wi de area network 140 via a conventional wire connection, wirele

connectd on"IWoENTAGWilRUL depAERg TrREHIs IBwRNtion o FyEpeT ARRGITENL SBVaF i%‘l@t

limted to_storage Qcessin ire, .and appli.cations. skil ].ed i.n the
art will r%%@&ﬁ%getot %g © 3?%?15088&'15% Yt hr% ge%r?tioeéf g’t‘%r %&%gﬁf}ﬁl%?&a’?gg shown,
any nunber o Qf,o8{d 6 §5>P1511ﬁ§r FRhRENRGR SIS SN AdMRsk CRPaktdcRBeht dR&MI S
invention. 15Figure 2 illustrates exéenplary processing system 200 t hat

r epr esent s11(hexgyuekesshliagticissior Managingtthactoregd of fleweceilddfrom-ora bf € i ent s
121-124 and slice stores 131-133 that execute instructions to performthe
processes ueicliéried2bdRdw Atlachment stavarel 1@ manadesshe fagatien ehthedirethekisl | ed in

the art will recognize that the instructions may be stored and/ or pef\]rformad
as har%ﬁ/var%t,oreldi I“]T\%.Wé',l Qientsof 21wdpd and slice stores”131-133 in accordance wit

embodiments of this invention. One skilled in the art will recognize that although
only one attachment server 110 is shown, any number of servers may be connected

without departing from this invention.

25 E-mail clients 121-124 are typical software such as Microsoft Outlook, Outlook
Express, Eudora, Gmail, Hotmail, Yahoo, etc that are executed on processing
systems such as a desktop computer, laptop computer, or other computer terminals
that connect to attachment server 110 via a conventional wire connection, wireless
connection or any other method. E-mail clients 121-124 are also connected to an e-

30  mail server that manages the transmissions of e-mails among e-mail clients 121-124.

Processing system of e-mail clients 121-124 are also interconnected to each other

7



20 wi thout departing fromthis invention. One skilled in the art wll
recogni ze that the exact configuration of each processing system nmay be
different and the exact configuration executing processes in accordance
with this invention may vary and processing system 200 shown in figure 2 is

KR LA NS R R b M %o )
conbi nati op ofy &ERF%SPMe)?e’&Qteg‘gﬁéﬁe)c%\%&ﬁ]%?ﬁﬁeﬁfotrrﬁ%e ??&%%Ee% in Qééorr%bons to

performthe processes in accor e present 1 nvention. 205
connect s t QitAEN® invehtith. 28R akfbd ARKY ér@%ﬁlp#étco%rﬂiéé%abblﬁh&)gﬁ-onWBDKU—n’@JS 210
connects CPU 205 to nenories 220 and 225 to 30transmt data and

i nst ruct i onlientet Aee4 bhe s rang swuathér GPEF24BcliehfsOnby e 2bBnededh edhsutCPU 205
to peripheral devices to transmt and receive data between CPU 205 and the
peri phet al dersriinekomdpia inyePlianed in the art will recognize that 1/0 bus 215
and nenory bus 210 nmay be conbined into one bus or subdivided i nto many

ot her busses and the exact configuration is left to those skilled in the

art. S5A non-vol gfid ﬁgﬁ%%%m%i%ﬁ p?%ﬁ%g?iﬁ? sGstERath E%vid@@&é(rcé%ewé.r.s

connected to nmenory e’ nenory stores 1 nstructions
and data neeslaAd et APEIcAtL1 MA12055d ldlconyiEE8aTo afwids arRssdtRerksot waa200 and
to boot the systemat start-up. One skilled in the art will recognize that
any nunber cafvehiigres wirk coanectipnnairelbes usedctian peahybinet hieshdduni@ésoconces10
A volatile menory 225, such as Random Access Menory (RAM, is also
connect®d MGy riagtets butuare md limited 4@ stosagee PERGPSPIG tigtepad apREcatiass.r (€ ons
and data needed. by CPU 205 to perfo software instructions fqr, processes
olf‘eé‘aee@#J F { g}”é v3i38 K 35

such as t h&¢ e ST WG R PRy ANgE cUiPa ALYES h'§
i tion. i | in i ]| ' h f
[ventt on o SIS IES ckicatio bl oohRRBBDIEOL Blo s, PUTORE ©F

used is | efntemmna design choice to those skilled in the art. /O
devi ce 230, keyboard 235, display 240, nenory 245, network device 250 and
any nunber of other peripheral devices connect to I/O bus 215 to exchange
data 20 with CPU 205 for use in applications being executed by CPU 205.
|/ O deld ce 230 Figueny Hesirates exemplierarserssngsisiem 28e dhatetermsentst heém cPU

205. Keyboard 235 | ifict f 11O that i input and
Cransmits PRESTMBLISETRFZ68To 5y 19ugmal g d2ar e Hiet $Bom ceu
205 d di [ t AV /S

dovi oo that L nar ey MAEPOTR [psfoll? e FodRSes SRR BIP S, ori ng

data to a s&@rdanchleh®rikisdevesdn2S KO RRMEE Sin GRY 2R5will OredofiRieMandt frer
transm ssion of data to and from ot her processing systens. O her devices

such as a petrgitishemhas tber sigednayd/al perfdvenedr av indedivara, pmoeassiongolyateem 200.
A persistent storage is a storage device that preserves data when its power
i s of f20  without departing from this invention. One skilled in the art will recognize that the
exact configuration of each processing system may be different and the exact
configuration executing processes in accordance with this invention may vary and

processing system 200 shown in figure 2 is provided by way of example only.

25 Processing system 200 includes Central Processing Unit (CPU) 205. CPU
205 is a processor, microprocessor, or any combination of processors and
microprocessors that execute instructions to perform the processes in accordance
with the present invention. CPU 205 connects to memory bus 210 and Input/Output
(I/O) bus 215. Memory bus 210 connects CPU 205 to memories 220 and 225 to

30 transmit data and instructions between the memories and CPU 205. /O bus 215

connects CPU 205 to peripheral devices to transmit and receive data between CPU

8



30A system and nethod for sending file via e-mail in accordance with an
enbodi nent of the invention is described. Figures 3a, 3b and 3c illustrate
sequence diagrans for transm ssions between e-nail clients 121-124,
attachment server 110 and slice stores 131- 133 in accordance with an

nbodi E d f the f
11 ust at o207 PO RIPARET 86Vt REs Sl ok Hot | e vt RbENERE 2 Po send
or retrievg @In%e%&ylbngzﬁsmﬁ b8 Ao BaBib ok i Al

Figure 3a il ustrates a sequence di agram of sequence 300a I n which a sender

320 sends guédes@nditie @tacecdiglration PUbfk tdihesd Skl ipiesadnd a first reci pi ent
310 receives the e-mail in accordance with an enbodi nent of this invention.

For purpose of this discussion, sender 320 sends e-mail using any of e-mail
clients 121-124 and 10 recipients receives the e-mail using an of e-nai
clientsd121-124A pon-vplallgi qumea?or eushrang tReade by Meperryr (R} piSent s,

k h h
eci pi ent s COLBIE B TRBoabor 210paloTitial TerEol, tAESREE ParidBr sy
creates and?t'a’Wéh eaellitd B @raté l/ﬁ'lo%%ts%y%ggtepn% &rb?o%g,tg@gtsystgm 960 Eﬁ’d iops&ndi ng

the e-mail e reci |ents e systemw |l It any file i1s

attached t ehetdRted BRSthrt-ubl Ghd sKilRdiiB RS draGedcbghitdBaanphlimbérnd tgyest em
will slice the file to snaller pieces with a matrix and store the sliced

file in sl pteesibormsy b8 Lsedto3®Eriorm3Hi®hunction.3110, sender 320 sends
attachnent information to attachnent server 110. 20 At the sane tine, the
file i 80replaced by a proxy attachment and the e-nmail is sent to the
recipients via an serv In res e tp receivin at t nent

i nf or mati on fro%} Yﬁ%tﬂaéﬁ%{@?w %ﬁ SN e §B$ 'chfﬁs %P%rg Hﬁﬂ)at? gg nment
0t of LT OBofrikefbd" B bRl Ab! FGAME Morh Hy PoBREE thdinkiduiiBRE She HER!

storage. The attac ormation can al 5o be stored in nenory for faster

access. Funédyd BEtGPU 208f todperoresstavars anstiuddordd f@ prodesas esutRids thiel | be
described below with reference to figure 4. Further details of attachnent

server 110pmeessiegifoprovidingtat systemeimtaccafdancmwitio thisvinvéntios. d?macfriqﬂbém thel ow
with reference to figure 7. One skilled in the art will recognise

that sldciAg V\eﬂkre@@@'%ﬁ)@ah@w nqu;,ertgé tXP@B@f MSMPBEMBY berrsed e Br@H‘ﬁiﬁrYP'aE@r ver
110 i nsteag Oforg; 0% tendets t‘;’ge(')us\l\édI noutde gsrlgt;rlw D%ild Qb liREER tHeH.

I/O device 230, keyboard 235, display 240, memory 245, network device 250

and any number of other peripheral devices connect to I/O bus 215 to exchange data

20  with CPU 205 for use in applications being executed by CPU 205. 1/O device 230 is
any device that transmits and/or receives data from CPU 205. Keyboard 235 is a
specific type of 1/O that receives user input and transmits the input to CPU 205.
Display 240 receives display data from CPU 205 and display images on a screen for

a user to see. Memory 245 is a device that transmits and receives data to and from

25  CPU 205 for storing data to a media. Network device 250 connects CPU 205 to a
network for transmission of data to and from other processing systems. Other
devices such as a persistent storage may also be provided in processing system 200.

A persistent storage is a storage device that preserves data when its power is off.

30 A system and method for sending file via e-mail in accordance with an

embodiment of the invention is described. Figures 3a, 3b and 3c illustrate sequence



In 3115, first recipient 310 receives the e-mail containing the proxy
attachnent and transmts a request to the attachnent server 110 for a
downl oad information. In response to the request, the attachnent server 110
perfornms a lookup 5 in the register for the attachnment information based on

h .. Th h 110
|t or mat 1 o B b A REF 607 HEVGE ot THINTERE To0f Gt P RO PEA8: (s ¢ he
downl oad | Bh@EHRL419Rs11B 11438 ifidce rdéﬁ'&a‘ RHEBE eAbddinfbrd b2 the ihdntdRWHRARd

information 1s stored in nenory future requests fromclients. Since the
first recipi me&eraéadér%fﬁﬂi&fiédrwmuﬁwtés)ﬂrb\/ev\biagrraafsedf\pe@ce@se@pafwmbam twemai | at
this 10 juncture, the download information will contain information that

t he sli cescempormntytosead batdtievetfilesbeing sentyia aee-maite smuliiple EZPieni.t h t he
downl oad information, the first recipient transmts a request for a portion
of the 3lices to the slice stores 131-133 in 3125. The requested portion of

Cequest ed por 1 birUBt S naier § Pard PR ladfark ok 6y hEt Blod Pt e bl 15°

request ed porti oGt
updat es t hgr@tLRRBLISER ¥EhSi tjollqul%‘le t-B&pighisGR d ﬁrsh%%lp%bﬁ ah Hesbeiad
repeats from 3115 to request for download information until a required
nunber of #lel €Akilam acéRinc@veith ad Rhibodlmemdf tHig Bilventeel pFendurdddd éfcthis
determne if other portions of the slices are available fromthe other
reci pi ent sdisgdssprhesenger BRBnsenos ehwilsbsivgsanyr of womaihwdipntabl &1-12%mndt her
recipients, the first recipient 310 continues to request for another

porti ol of restpiqnireseive she ?mﬁ"twgswc@ el glents121-334. Fpr BrteH'é\f* %Pt i ons

f th | f 310
Cequest o { SRR BRRt AALE RN I k€ P aERh et bR el BledSPaRE™ o7 c s
the requir %%H@?@Br REipRtC e P48 tﬁéeéé\)x&‘é‘?)@rf&nmﬁg ftid Sbcdgetpi ent 310 25

transmts a request for a mtrix fromthe attachnent server 110 in 3135. In
response to the request, the attachnent server 110 transmits the matrix to
the first recipient 310 in 3140. The attachnent server 110 further updates
the attachnent Sefidarnidli oeates amdetoalt avithhe file adeshedviai thabg-madt ey i r st
reci pi ent 310, Wth the matrix, the first recipient 310 re- conbl nes the
sliced¥il %ertdﬁ‘ggt@ﬁ&@?'étottﬁé r%?‘?‘@”tﬁatheﬁ’?t@m vill Aetest it ary Helisatigsgpd éo rst

reci pi ent i t he,. docynme nce to
figures 5 éﬁ%eﬁ \ﬁ! ?t%%tﬁa"g“saé\” F}ee?ﬂ'a{' ¥s§achr'r£§|?°e§§%8\gtwf%”£ cei \% ng the
request wijh Q%éir%@&rﬁd beg melsﬁaédm.lémgnﬁé%fo%gces1t@3§ ing3o8. 7. One skilled in
the art will recognise that nore than one docunent can be sent 5 via an

e-mai | w thout departing fromthe invention. Further, there is no
restriction on the file size for each of the files. This nmeans that
docunent wi t h skra3110f B$@6§i32@ seads attadhnmnt gdenmaiion ﬁ@@tta@‘é@%mtsewgrﬂﬁ@m t he

i nventj on. ure 3b il]ustrates sequence di am o equence 300
whi ch se’ébtl'? sgoerEee ghefte '85@"’?“@8&%9@%@“@% it ar\‘ﬂﬁgﬁge{“%' ‘éo“*ﬁatg‘)’

reci pi ent 0 es_the e- the egi t a
request fot?ﬁgt Bec%?ovml\i% nlr?frg?nael%eﬁ in %g%%s %P rﬁ:j)reﬁ %%?6@1?'1@10

perforns anigpktich framttrhl@sé&wrsgu%eh%eﬁt éefa@eratm%fdw@me au%%aﬁtt.h@ﬂnmed on
the request. If a download i nformation associated to the attachnent

i nformati oin hasgibeenf gaaeckatedinfdrmatiat tracthpendisteet seragkl 0 The [ dttackethenteve 15
t he downl oad i nfornmation associated to the attachnent information.

O her wi se, infaeation gammast be stared in Toemgendpafasteraactesm| d%\mthiahﬂ@iaﬂmqf @&n based
on the retrieved a ta(f‘hrrent i nfor matl on and transmt e downl.o

i nf or mat i ofFNEE" & leefq 6Peﬁ1f“a§5‘d PR 0g5aTtPed edqyivg r? éer?qertgtf'gf‘?m pi ent
310 has Oblgt?r'[h%?gle%ﬂg%ﬂg{tacﬁwhenﬁ@grv% 1?8§ece \n)e %Vg? agﬂquhﬂt}?)'}HB@dno\Wlllvﬂe”
a e Tirs

contain information C€s af e avai | e at
described below with reference to figure 7.

One skilled in the art will recognise that slicing of the document may be
30 performed by the attachment server 110 instead of the sender 320 without departing

from the invention.
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20 recipient 310 and various slice stores. Wth the downl oad i nformation,
the second recipient 350 attenpts to retrieve a portion of the slices from
the first recipient 310 by transmtting a request for the slices in 3215.
In response to the request fromthe second recipient 350, the first
recipient transmts the requested slices in 3220. After the requested
portion of slices is retrieved in 3220, second recipient 350 updates the

25at tachment sef, V%‘rﬂglgwﬁn ddiSierst! '39§Srécglvg'§sth8b%%ﬁ?%oﬂ%mﬁ&%@t rok§yOm 3205

to request for downl 0a ornatlon unttl a required nu |ces are

retrieved. attachment bAd ttRAsRUER rdduestl for ik ét%@hrlﬂbﬁ?t_néer\?oéroﬂ@moé dewhione or the
slices are no |longer available, the second recipient 350 then transmts a

request f oinfamabon.i loregdonsbéo tieiregsestheattdvbnsint severt Ui0geerfodts a3®kup 3225.
In response to the request, the slice store 131- 133 transnmits the
request®d wothﬁurwst@fffogﬁh%@téachmemh@f@@@ts@mbw&?51@ﬁtreguﬁﬁt A hg 28gchme er t he

Updat st heohen Sbfien Beufs plicpRip s Binoritasge of HEBhudRs el Mhen >
repeats frpm 3200 bRy SRR th%qo%ﬂ%%ll%ﬂn%tWEQBm FiRP rdéidr 3@0“@9‘1‘26 ed

nunber of slices are retrieve he required nunber of

slices is phéablMbad INAEMAB6P RGt6re81IM reRordR8 RutlileaBglstSfrémroientes Sirfcer a
matrix to re-conbine the sliced file. In response to the second recipi ent

350, the atheafrbimectpiesdrd1Oris 1t firstaessun who ecaiwdsr orxopers nedermed atHbis
attachpent information to indicate the slices available at the second
reci pi Eht Bweture; ghe wpwhlogf dnfeapation, wﬁ'r@néeér&dﬁam?%@nﬁhewes%@e%@m)ﬁ'és t he

| d file to te t i nal th | d
Coci o ent | PEE; evra?'Pﬁ%s 7 Pord B30 b B et o PitdeBhne e 4PRS our s
5 and 6. F f ttrgﬁ rﬁ erQ uetsh?orsaeé&%n B%g's‘}’ LOothe sﬂ@éqk't%?és Y1138

descri bed oW Wt nce to figures 150ne skilled in the art

will recogpize Trlr@reqﬁaét@d tpRaRnIli¢ds i€ tiﬁ‘émreltl%vé@rﬁ 3v3@from the Bidd staigshout
departing fromthe invention. Further, there is no restriction on the file

size for eteh18d. Afier thelresueskhi poriicraofsliceats reirlegedirt B 30néifst rédigientsiife can
al so be sent without departing fromthe invention. 20Figure 3c illustrates

a sequlhceVrRAadRf Hﬂﬁﬁ %PCQ@&DE?{%S@OU@ omithnilices & hemiqhipiped PpH &PReAB0Mecei ves
the e-mail 60 receives .t he e-nmail ird
Foci i ent 350 1 afbipet S opuiag i PimelRR DR A VES e B PO 805, The
attachment . cgafugr Tﬂn%oallﬁ@vg kirsh Pé%iﬁ)l&ﬂ 3t166c'o g@@F ﬁw@ dctﬁl'—,[r doRfordtoF HeYHBE are
i nformati on based on the request Information associated to
t he attachaembble Tfoph MR bRr recipients. If other portlons of the slices are not available
from other recipients, the first recipient 310 continues to request for another portion of
20  the slices from the slice stores 131-133. If other portions of the slices are available

from other recipients, the first recipient 310 requests for other portions of the slices

from one of the recipients.

After the required number of slices are retrieved, the first recipient 310

25  transmits a request for a matrix from the attachment server 110 in 3135. In response
to the request, the attachment server 110 transmits the matrix to the first recipient

310 in 3140. The attachment server 110 further updates the attachment information

to indicate the slices available at the first recipient 310. With the matrix, the first
recipient 310 re-combines the sliced file to generate the original file. Further details

30  of a first recipient receiving the document will be described below with reference to

11



25 has been generated, the attachnment server 110 wll retrieve the

downl oad i nformati on associated to the attachnment information. O herw se,
the attachnent server 110 generates a downl oad i nfornmation based on the
retrieved attachnent information and transmts the downl oad information in

socond_r ecTRTENE S50E naYE siar sl (66 ALAgIaN cope 140 FEeV e i ong
i nformati O(lellvﬂel &ﬁg&&ﬂ&@ ?ﬁtﬂ?é@?e!nggté @%e t7_he slices are available at the

first recipient second recl pI ent and various slice stores.

Wth the downl oad information, the third recipient 360 will attenpt to
retrieve the slices fromeither the first recipient 310 or the second

reci pi ent 350. Dneckited intthe spesi reqgoghise tipat ooes shanf orreedadueneinhgarabé seMe
slices, the third reci pient 360 may request a 5 portion of the slices from
the firkst riadnm-ewil vathoutdrpagingtimsn thsoinversienofr urther dhere dsne residline °8econd

i pi ent 350, He , the third i pi ent 360 t 1t t f
por t| on of TEre SFP dakea P thE=seadimeas proreara il I EEE saor t ne
slices frogllsg_tgg_sfehwigg%gg%%ﬁﬁf{% tihventlof. F€sponse to the request from

the third recipien reci pient 310 and the second recipi ent
350 transmt the requested portions of 10 slices in 3320. After the
requested portions of slices are retrieved in 3330, third recipient 360
updat es t he att Bighreedt illssrater s sddi@noa didyears of sepiente BRGH inlwhaca decond

repeats from 3305 to request for download information until a required
number 1&f Eaciniens 358 recaivasdbe g:maib| Whene warend redirienti 368 repeivesoingrmeto s

t | i th | i. l. i | abl ith, t first. L pi ent
370, *Che' I PR R B0 RaH (< B ot dot Eo vl LR R dp EEER of t ne
10. th it S50 ] CYRER °Bd0 CPOR of
Second reci I CRPETTY sl oBlTAPIORG, SORPRRG Y Ry oL RE Rt O

avai | abl e Wdrihalib® bakéStonatié RREesd neai Mvaidad FiSniiion ddocibted fohthed
recipient 360 20 transmts a request for a portion of the slices fromthe

slice st oretachdieni 8Borimati833as bern rgespmtsk the attddhnrantseser 11 Bavilk Fatidevest or es
131-133 transmt the requested portion of slices to the third recipient 360
in 3340 Atheefowrnirad isfumstietagmctatesh tothesatiasbepkinfasmatien, e PH§IWSg46€ t hi r d

i pi t 360 dat t {t t 110 t h | i it h
ool pient. 200 URChER | WO ISEINE SENSE A% 00 bhecsbh She Ll |
252 requi r g6, RUIDEeT o ibh GHY t'treﬁ]esﬁﬁt%.r th€ \mioad inform&idrelo {ens ¢8&lbierd

nunber of slices is obtalned, ird reciprent 360 transmts a request

for a matrgso nBX16: PRELINGER the@rss tddRehtfI1beak dbtdedsivetr ABBeisiced3d 1 n
response to the request fromthe third recipient 360, the server 330

transmts theni8&iaforimatiamavillpatdtie Snfoheatant thgthtive rilicénéreravaildide at &d firdi cat e

the slices available at the third recipient 360 in 3350. Wth the matrix,
the tGd resEigteP |eovarious sies ﬁ@geq.hgvnh the download information, the second

recipient 350 attempts to retrieve a portion of the slices from the first recipient 310 by
transmitting a request for the slices in 3215. In response to the request from the
second recipient 350, the first recipient transmits the requested slices in 3220. Aiter
the requested portion of slices is retrieved in 3220, second recipient 350 updates the
25  attachment server 110 on the slices it has obtained and repeats from 3205 to request

for download information until a required number of slices are retrieved.

In the event the first recipient 310 is not online or the slices are no longer
available, the second recipient 350 then transmits a request for a portion of the slices
30  to the slice stores 131-133 in 3225. In response to the request, the slice store 131-

133 transmits the requested portion of slices to the second recipient 350 in 3230.

12



sliced file to generate the original file. Further details of the third
reci pient receiving file will be described belowwith reference to figures
5 and 6. Further details of the attachnent server 110 receiving the request
will be described belowwth reference to figures 7-10. 5 One
skilled in the art will recogni se that nopre than docunent. ca sent
via an e- nﬁh?r W& ﬁ?ﬂh‘@sﬁgp%‘?r{"?rhé’?fﬁ“@?ﬁ tSheetiaNrdnty 82510%?%% rr,eC'P\?Qpésgﬁs no
restrictio ' ' C f. & [ ' !

docunent w[]?(ﬁﬁgérrxtah%l gt*glcﬁgééfgee&égr%nﬁgl és]jo eeéhggsn[t Hﬁgméalﬁgog%ﬁ%@ﬁg rngmthe

invention. 3365 to request fbrIH6®NIGad lihfdmhatRhesnt? d réyidt aglinabBrods picesesrs 400
performed by a systemin one of e-mail clients 121-124 used by a sender 320

att enpti ngrdtdeveend an e-mail attaching at |east one file to nultiple

reci pients in accordance with an enbodi nent of this invention. The system
is provided by processes stored in software, firmvare, or 15 hardware.
Process 400 begins in step 405 slicing the fi W th a secret rix
into a nunber of\€] tk@e@gu%ngm%%g\l a&‘cﬁst'ﬁ@??at'?%dngpﬁ SPEYY Becfprlneents%%e
stores 131 1N : skilled in .t k! 10" £SBUSH fHaat
prior to srr%'i%r]\'gs ?ﬁé&%sﬁé}v@ ?ﬂﬁ?%@ sréeggrg%)mgotnﬁasﬁﬁdxwebrgcesg 400 may verify

if the fil gedohd@bcifiehttoNtHeldt@chinéat sehfert1ng trahémitd hebedimabdepdasd men file
size, no slicing of the file is required If the file is above the certain

file size, agdéhmang irdbrmdtion fio liredicsté lthe sinesreeilatie at desse@ddirreipiegbfgl.at es a

"proxy attachnment” file for the sliced file in step 25 415. The proxy
at t achhent Wi thggnatk| hesesand redirignt 330 eombpipes dsnsliged Sile g épﬂ%r?reowe
regarding the attac t. Furth the file size of the. pr attachnent is
smal | er tharoipa e {yg‘?tg?rz%e%‘fs ohther sqcgnd fﬁ‘ép'ﬁ?to%ﬁe'é{'f‘ﬁgfﬁ?qr‘@me Crg"p?tdi onal |y
be encrypt fQr: ecuy | T r t , i -

17t achneap o GERREEnSE Rt fiddid o v 6" Riindh ARSIThe SORF HEBRING e 1116
S = {Si, Skquedt WiNBE Aestribed bBRWSRIt ﬁéfferéh&ec@afggfestmo.sl iced file and n is

t he nunber of slices the file has been sliced into; 3. The m ni mrum nunber
of slices needed to re-conbine the attachnent,
15 One skilled in the art will recognise that more than one file can be sent via an
e-mail without departing from the invention. Further, there is no restriction on the file

size for each of the files. This means that file with small file size can also be sent

without departing from the invention.

20 Figure 3c illustrates a sequence diagram of sequence 300c¢ in which a third
recipient 360 receives the e-mail. When the third recipient 360 receives the e-mail,
the third recipient 360 transmits a request for the download information in 3305. The
attachment server 110 will look up the register for the attachment information based
on the request. If a download information associated to the attachment information

25  has been generated, the attachment server 110 will retrieve the download information
associated to the attachment information. Otherwise, the attachment server 110
generates a download information based on the retrieved attachment information and
transmits the download information in 3310 to the third recipient 360. Assuming the
first recipient 310 and the second recipient 350 have obtained some or all the slices,

30  the download information will contain information that the slices are available at the

first recipient 310, second recipient 350 and various slice stores.

13



5m where nxn; 4. Checksum of each slice; 5. The recipients' enai

addresses, Rr2, r3,. ..r}, wherein Ris the set of recipient e-nai
addresses; and rt, r2, r3,...r are the e-mail addresses of the each of the
reci pients; 106. Session key, which can be used by recipient e-nmail clients
to authenticate each other; and 7. Attachnment server ID, a.

Attachnment Server |ID, a, may include a donain nanme or an |F address of the

Loatt achment Se(nd Hunioad informdiin>h8RNTE eoidid) dobl i alemBPicreffL 1 S

repl aced by the proxy a MERL . %rocess 4 ntransmts an attachnent

i nf or mat i ofhet HickHBomt dideniRMrstSREPRNt 316 of theSdRBnd Zvipiditessat tiacdhd@ b
information includes, but is not [imted to, the 20 attachnent ID, the

secret mat speedugeitietpooclss obretrieirlgi dilethe alidgeacihpiteint relcipint 360 chayhreqeasssi on
key. Subsequently, the e-mail qontainin% the proxy attachnent is
t ransmit t egortion phihersbiesspiremttiae fingt ecipied 300 wing agathet pefitipn sbihgelicesthemski | | ed

inthe art will i hat the slici f file may b f d b
he. at t achiflriecoBf JeHPeTo3tha eaer. ofe HE et CBP iR SmIS 2. 2aBHdBR by o
sender 320 Wtigrt?%ﬂhle?s‘%&r ANl %8{@@{}%\%;@%?9%& Qﬂothgrlspor‘fi?n of thb'kjidds ggodi ment

of the inygntlon, I'S” assune “when an e-nail client starts up, the
e-mai | cli gRtfirdrbbipeBOihS385. It esBofBdl tb tREI RSS! fdmdl tHeo®iRd rddbigdldoeshemappi ng

to the server by sending the server the mapping informationwhere 1.
first recipient 310 and the second recipient 350 transmit the requested portions of
10 slices in 3320. After the requested portions of slices are retrieved in 3330, third
recipient 360 updates the attachment servers 110 on the slices it has obtained and

repeats from 3305 to request for download information until a required number of

slices is retrieved.

15 In the event the first recipient 310 is not online or the slices are no longer
available with the first recipient 310, the third recipient 360 transmits a request for
another portion of the slices from the second recipient 350 instead. Further, if both
first and second recipients 310 and 350 are not online or the slices are no longer
available with the first and second recipients 310 and 350, the third recipient 360

20  transmits a request for a portion of the slices from the slice stores 131-133 in 3335.
In response to the request, the slice stores 131-133 transmit the requested portion of
slices to the third recipient 360 in 3340. After the requested portion of slices is
retrieved in 3340, third recipient 360 updates the attachment servers 110 on the
slices it has obtained and repeats from 3305 to request for download information until

25  arequired number of slices is retrieved.

After the required number of slices is obtained, the third recipient 360

transmits a request for a matrix to re-combine the sliced file to the server 330 in 3345.

In response to the request from the third recipient 360, the server 330 transmits the

30  matrix and updates the attachment information to indicate the slices available at the

third recipient 360 in 3350. With the matrix, the third recipient 360 re-combines the
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r is the IF address ofOne skilled in the art will recognise that in order
to prevent spoofing, the server may use whatever nethod to check that the
| F address is real (by DNS query, reverse |F | ookup, etc) w thout departing
fromthe invention. Figures 5 and 6 illustrate flow di agrans of processes

500 and 600 per f d 5 system | f e-mail . cli 121-124 used
oy oot orieRa e TosRner he, SR e Eﬂﬁ*ﬁe?em&?a"éﬁ%ﬁ?%ﬁﬁ R aF A Oachnent
that has bﬁl@%ﬁﬁ@tdegé?ridé%rt?elév@mn?@r%r Sr}%(e"tB!ﬂgUFes'd“a@&ég.‘)%ﬁﬂ&edé%ﬁé"oﬂﬂe

enbodi nent of I's 1Tnvention. e systemi S provi by processes stored in
sof tware, hitddRineseQbr NAY [¥ETIRg tHRHOES I BEBe Bk M BelbW vAtheRiP& ety
generating a request for download i nformati on based on the proxy attachnent
and transnfiguren@-1ohe request for downl oad i nformation. The request
conprises attachment id, a, and list of slice IDs it requires, S = S2,

Sni. 15Based on the request, the server will find the attachnent

i nf ti iated to th . t. Th th t
{ransm ts a 11 SOBAHUBHA Bad il R Ee B aP Lt ool RLre B PR ne

attachment }/igg'ndé—niaﬁ Wi Su@aéé)%ﬁgmlgtﬂ gn(f ifbantdn3:FurthBs, thete id ko PULERSbn @h slices

avai |l abl e for downl oa . ~ddwnl'oad information éontalns nyn!nun1of one
address t hite MasizEN6r SddnCs 184 filkk. ahisAmeHRa fHat dodinerftiwithtsniiCii®sRBlcanr 1,

requests for downl oad information, the server will send D(a, sl)={1i,sd for
1=0, 2, 3. . . diso bheest Witleout démartidiefrdrf treedidveagionof the slice store for the
respective slices i. This is because the slices may be stored in different

slice thres. Assumi ng a second recipient, r2, request for download

e 30 5 ) 4l RIS SO bbb 80 pSFa S St o
1. Furth i j fio, t | Staaf : j i il

be' descri b BLrouP IS of srtnaaed 64 Senisl R aRifthG3 Sohl ARt

510, the eatf@hingCatiiedd ohEGRI t¥8RUILAIE rddisitntefin Heoundarrd withf 41 labb@menPsfocess
500 then scans the list of download information in step 515 and renoves any

300f downl thédiniveritionmalthecystehats driveded bhyptocebsesngtorab rie aofjwaret firmevease,. orAf t er
step 515,

P 15 hardware. Process 400 begins in step 405 by slicing the file with a secret matrix into
a number of slices. The slices are then transmitted to the slice stores 131-133 in step

410.

One skilled in the art will recognise that prior to slicing the file with the secret
20  matrix, process 400 may verify if the file is of certain file size. If the file is below the
certain file size, no slicing of the file is required. If the file is above the certain file

size, slicing of the file will commence.

Process 400 then generates a “proxy attachment” file for the sliced file in step

25 415. The proxy attachment is typically a small text file that contains information

regarding the attachment. Further the file size of the proxy attachment is smaller

than the file size of the file. The proxy attachment may optionally be encrypted for
added security. The proxy attachment comprises:

1. Attachment ID, a;

15



process 500 randomy selects a subset of download information in step 520.
The subset of download information is a portion of the remaining downl oad
i nformation. Process 500 then determnes if each of the downl oad
information in the selected subset of downl oad information contains nore

th | F add i 22. 1f 5t i ly.. I d h It
e one P 2o e TSR, 2 e Dl ST 58 0 B o
t t 540 t tri t i f.r. ] 1St : t | P
9,21cP 540,10, 111 Afa 55 B 6% BB e Sk PoBgEe? oo

random sel ection of gicsylaeatic phs BuMdiieadintd)f or mation for retrievabl e of
slices helps to achieve sone parallel downl oads to inprove performance. The

random sel ecti 08. of &hsulrseum dlnisdr of slivesomdded o revedmivine they attdcbment
controlled to cater to the possibility that nore than one e-mail client may
start the downl oad affWhfse&me tinme. At this juncture, none of the slices
are avail abl e | gcal Iéh%gﬁany of thle e-mail clients and the slice stores may
be inundated with to UL §BELESSf or the same slices. After step 540,
process 500 repgats fﬁ@ﬁgﬁﬁeﬁ'@%@ﬁ%}%{gﬁ?reﬁs%,Rngﬁ,,é,trgp.rﬁ%eréiﬁRtig‘?ﬁ@séts nor e

than one I F address in ntornat i process 500 proceeds to
step 525 to ping theof desibief e-hifniladdFes6s; landirh e, donnbrafe iethall s@dresgest 0
determ ne the downl oad speed for each of the IF addresses in the list. The
pi ngi ng of the |F additessactsoftharaerigentml e | nt ernet Control Message Prot ocol
20 (1 CWP) ping. This nmeans that the e-mail client is not a first recipient
and thH  some of- al | Sesfions|kegeyvhicin cBe BewHIasad¥draciient| g-Malosligie ©Bf t he
e-mail clients who havg con&l et Fd downl padi ng some or all the slices. The
process of determ ni AY EHEAFRAT c?ngrs?f@gd may al so determine the round trip
delay to each I® add I LSt of downl oad information. 25

In step 530, prg)'cessAg%%ﬁ?egl-tg?%%ﬁ?’ %}he downl oad information to a sorted
i st based on the downl oad speed fromthe fastest downl oad speed to the

sl owest downl oad speed. By re-ordering the |ist of downl oad information,
the e-mail cli eAttachayend Senleodd] d, mmay iodedef dohwin sampicent 4P addises of then from
the slice stores. Taking the exanple fromthe above for the second

reci pi Ent , altasemest seder B downl oad information for slice i may be DO
5={1/71, 4} for i=,2,3.. n). One skilled in the art will recogni se that
besi des determ ning the dowl oad 5 speed, the system may al so be extended
to include calc O fathgnetyar k sheed g GfSertncurred
for a particul aw %{gltpmggf ‘h%n@ef@rwgegﬁe%i ﬁégdﬁcﬁg ngﬁe ﬁ%yﬁgﬁ%omldéad

i nf or mat i oProsksda00 tHRPRArshiig dnf sttachient s iation to fheserich@khtyservdre! 10
re-ordering of the list of download information may be nodi fied based on
consi deri nig step 25t floe ditashheatiinfgrodteons lirchees, Pot iexmtplineitedd dwntheadi ng
of slices 10 fromslice stores nmay be cal cul ated based on per downl oad.

Hence,2( n atfagdmeny | dbe secrelypatrixugad & slicertherdilp: 7 rpdRieNtish@nd W PEs™g from
the slice storgs will not be rmtted after a _certaln.nunber.of . recipients
have obt ai ‘?ﬁ%’d glétﬁsfqéﬂ?nt&r Ihes?“!"lb)a@sc iaér_ﬂﬁ‘q ﬂ'ée RIOXE ﬁg?w%rg:us }fjg%sé‘%'g%d (t)%ﬁ} e
re- order edreeitnofn dounboath LILGHAPLIS. GRS SR1ERid we!drel agsavis at
| east one slice accordingly in step 535. Process 600 continues from step
535 of progesscirg@r the file may be performed by the attachment server 110 instead of the e-
mail clients 121-124 used by a sender 320 without departing from the invention.
25

In an embodiment of the invention, it is assumed that when an e-mail client

starts up, the e-mail client will register its e-mail address and local IP address

mapping to the server by sending the server the mapping information (’Tﬂf"’?'z) where

"r?‘-; is the IP address of ':. One skilled in the art will recognise that in order to prevent

16



Process 600 begins with step 605 by nonitoring for a slice retrieved. After
a 20 slice is retrieved, a checksumis calculated for the retrieved slice
in step 610. Process 600 then conpares the checksumw th the checksumin
the proxy attachnment in the e-mail that is associated to the slice. This is
to prevent slices wth incorrect data being.injected in the system |If the
checksum i SPPEPICIHF SeEtEr ”ﬂ?ryo‘é%s‘gh%m?rdp?}bgg&% C{‘%&sﬁ@*pghéi% Wr%érjr%\r/‘?%g t he
slice fro HUBSTY: r e ; | f checksum
IS correcm ypr o%égg 6%83%%&2?0%‘(%@&%%@ U‘é’?@%ec‘?‘ﬂ’? fgqq? ?f-eeqﬁ %eg%rgré'ci pi ent has
obtained in step 622. Further details regarding the updating of the server
on the slices obtained by recipients will be described below with reference
to figures 7 anHigQresP aak6 siluehatetfvendiggraceed prdcessésef0o2 6@ prfeemetine i f
all slices of the selected subset of download information has been

retri eved. byg Sustemgn ohe oBesmalsdients fl 28dwAlused by aireeipign| BientWing & reseivPve

downl oad i nformation, process 600 w | determne jf five slices.have been
retrieved. 27 19"5?'{0%9"?'6’@% Pb?xyteﬁtécgfumté&‘atd}ascmﬁ|S&&H{Cﬁ PG IHRAT PR SRS H ot
retrieved, . p r t . X h i p SiSeP B

pr oceeds to é&%gé%gg% O?R%ﬁibiqd{r@/?rﬁ“p@&ﬁ%g@%ﬁ@%lflﬁé(s“ts?%%egslggﬁrgr o%es of
retri evi ngpeRessekistfe®@in ddMald, ifRald ben#Blire. Hence, one skilled in the art
will recognise S5that nmultiple iterations of steps 605-625 in process 600
may be perforned at one tine if step 535 of process 500 retrieves nore than

one slice fromdifferent sources. In step 630, process 600
determthes if aPracasmf®Onbedies infsten i298sby rgenaeatine da treqvest dentsiondlogde fil e
have been received, The determnation is perforned in 10 the fol| ow ng
et - ThEGeHe henkarn B PepeGeBers abdtrrea i ket FhAedrioga
nunber is - ' tegi ot al ..aunber is
equal to of‘%rgé 'hi’?\é %qtu'? %teggnr‘riE %g%%ﬁﬁﬁﬁbﬁﬁ}”%g %ﬁ?@gg&isg(:éaf:%t lgbegqal.lrg%j’f t he
reci pi ent deeg, not _“hagr? the required mninumof slices, process 600
proceeds to step 505 of process 500. |f the recipient has the mini num m
slices it requires, process 600 15 generates a request for the secret
matrix to the server in step 635. For added security, the e-mail client

needs to use t hBasgskssinothekggaugst.atiivegeiver tWil P xie aattagbmeehtinfesns#tivguest
for the secret, matri Process 600 then tﬁjransrrit t he reguest . frix to
o)

. L f t
the ser ver SO (5468 OB Lo REE NERCOSISIRIEE o PaRISeE LT x ¢ he
! | eSHOTSE' o PREIT! : ]
server tr agsiibs: AraRaNeh, BRUILY, | BheeS SURDLRIIMIRT N LRSeld ol ¢ he

file. Furt _ er sending e secret matrix w
described hetow wit R Hef uRibee df0slfcedusRFatflearlt d@wnload. Each downideelp 645,

process 600 receives the secret matrix. Process 600 then re- 25conbi nes the
slices to htrmatidrecdnthias nsningint beorseaddrbssriitat has Breogliesss; 600 Asslgniad teer
20  first recipient, ry, requests for download information, the server will send D(a,s)) ={/;s./}
for i={1,2,3...,n}, where I, is the IP address of the slice store for the respective slices

i. This is because the slices may be stored in different slice stores. Assuming a

second recipient, r,, request for download information after ry downloaded some or all
the slices, the server will send D&, 5.3={ I, , I+ } for i={1,2,3...,n}, where I;,; is the IP
25  address of r;. Further details of generating of the list of download information will be

described below with reference to figures 7 and 8.
In step 510, the e-mail client receives the list of download information.

Process 500 then scans the list of download information in step 515 and removes any

30 of download information that the e-mail client already retrieved. After step 515,
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step 645. After conbining the slices to formthe original file,
the individual slices may be cached for a period of tinme in the nenory of
the e-mail client so that it is available for 30downl oad by ot her

reci pients. Wien the e-mail client purges the slices, the client updates
the server so th server will renove its |F addresses fromt d | oad

o mat | oRIOSPTS 200 SHURAAL SHieE SAREHSLAPHERRS GTTSTI o) GIEA O70- afe. mai |
client mys&ose@%h%\ﬁnlggf intoinfop G dohdn SnYRERLR @oWééé?fnforh@tiéth

ci rcunst ances, the e-nmail S ent Ry Tecelve stale downl oad i nformation.

When a recppi@Bé 5b0itREN ldeteiRMekandadthef fel 68FnIbaP MibMcation MRithe GEleelR WhO
has deleted the slices, the recipient wll not be able to downl oad the

i nt ended skulzses of Thenlvad irjorerdttioatcoetEptssmore temnedd adueess| incésp $22mift he
next |F address available in the list. The recipient may_also informthe
server 1hathem®is em ogpilPeaddsess, Homeansglbpt eas-mall destistthbrskresifient@fent who
has del eted the i ces sp that e server,ca rge,l P address of the

orai |l | BIRETh e hE e SR AL TS TUEE P S e T B4 oo B on.

Duri ng thetH%rI?’Ca%ﬁfee%fir‘\)cﬁcaﬁgc?icr)wgtﬁgisglggted%U@se?%?&&ﬂﬁlggé’ in%m%@&rﬂ.rﬂ'?@ﬁnebfml.S

sel ecting a subse own ormation to retrieve sonme of the slices

from some efletthtd df @GUBEEIYfSoivAloal Riforeviion Fatrétigvatid1ef QicBBhéips td &iMieveay
random se the sel ection of the subset of downl oad information. By doing so,

it increassesmt paratibladuvadoddsad irdpfolre periormencei The Irardons selagtiodoial sviddet
different slices. This is to allowthe e-mail clients to downl oad different

sl i cesl®ronf sawHoast indermagige inay alapbe peptrpliad tadiatedl trythe peesipibly Heat Me'$ copy

f list of d | oad i nf ti i, th , det i i f
o 115t of onolose Lot on, T 5 e LoD Sepuer o Lo Gotgr e
the list b;ggrgé]& {HOWHQade b%i@ﬁ@gés@glgp'a%y%h@%%?fﬁaﬁ REeRPLATHD Flonglhrad

sour ce, on 1ts perspective. gure ustrates a fl ow di agram of

process 70fhapesd aHumBgteBYwth J¥S iRyl Rqaédtaabmert saae vaites. 1Mfieh sigreerdance
wi th an enbodi nent of this invention. The systemis provided by processes

stored i n pakesabt) rebeatfnestep50bar dware. Process 700 begins in step 705
by nmonitoring and receiving data frome-mail clients. Process 700 then
deternihes the type of data received frome-email clients in step 710. |f

the 30data is an aliachrept | nformation, By gess, 790, RoARREETAMabRP 715

process 500 proceeds to step 525 to ping the list of IP address in the download
information to determine the download speed for each of the IP addresses in the list.
The pinging of the IP address is via a simple Internet Control Message Protocol
20 (ICMP) ping. This means that the e-mail client is not a first recipient and that some or
all the slices can be downloaded locally from one of the e-mail clients who have
completed downloading some or all the slices. The process of determining the
download speed may also determine the round trip delay to each IP addresses in the
list of download information.
25
In step 530, process 500 re-orders the download information to a sorted list
based on the download speed from the fastest download speed to the slowest
downioad speed. By re-ordering the list of download information, the e-mail client

may download from one of the recipients rather than from the slice stores. Taking the
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file entry in the register containing attachment information and store the
attachnent information in the newfile entry. The attachnment information is
stored in a persistent storage of the attachment server 110. A persistent

storage is a storage device that preserves data when its power is off. The

ttachnent jnf { | sp_be st 5.in t f th
2t 1 achnont SEPRr T9B, MencPare ;B 116y AFo e Bt Bonie gUFAE] SRBR®F ne

usage of both persjstent stora Rd menory is |eft as a design choice to
those oki | MEITRROT Iog SR anrb L St ot dord PUGebet- 7y downs 0ad

i nformation, process 700 proceeds to 10 step 720 to retrieve the
attachment information according to the request and based on the attachnent
information, gepgkakpedanthd bANGINrEcAnlskSthattbedifuant&asnihing ahéRbivarRatio t he
e-mail client. Further details of creating a generating and transmtting
the |is3 obpabaywnheoagstient erayatlisorbeniekiented de secludeedaloelation wif tthe rrefvwerence t o
figure 8. 151f the data is an update on the slices retrieved, process 700
proceeds t 8pesidépropgbput andpehirees: iheursed & lerearticular etwetk bk foy re96d_i@Png or
removing the | F address of the e-mai| client, Further details of creating a
updating t K& list i”aigﬁﬁ@Wf"oﬁﬂfrg?rr%?f{l'PBW'%‘\th ée@@“@@é@r’i‘ B@dnbﬂt@ﬂl %SF‘F{‘tPg#’er ence
to figure 9. 20 . | - r [ i £00

pr oceeds t_(%esfe e{));df?ggqetog%gtﬁrsﬁe(se&ﬁﬂﬁga}teééfg{m%ﬁ rﬁ%yg@hoﬁﬁ%ﬁj P g t 8 request
and transnpdndide®ing 86d 88st 18K ddwhioddid theTslistat aF drsex@hpleetdbivRbbitig dndlices
transmtting the Secret matrix will be described below wth reference to
figurel@O. fréinogies stat8d resdbe afalceilatsd epsetlbn ph2Gownkador HERER, 2 BFdeyuoe 8
illustrates a flow diagram of process 800 performed by a systemin

at t achnent reseeg epst1 tt® systene swydamese iiat WowRloagipg diore Hie gicetstires Wil et i on.
The systemis provided by processes stored in software, firmware, .or
har dwar e. nb?(?@g@'ge%@g‘eb@g‘?eﬁ?'q AUBP&LC 8@3'9@?%% BaYR ABeRE Sc?&’v%%ﬁ@ Sji%Suest
recei ved ferM‘tﬁ%glﬁ:I’e{E%rles.d ient. The request includes attachnment id, a, and

list of slice requires, S =30S2, ... Silt Based on the information
in the request, an attachnent information that correspond to the request is
retrieved in step 810. In step 815, process 800 reads the IP

addr esks f or eacBasdd oa tred reohizesflidist loy dpeméragt egoranationn itfeac-nail ailiemsit | on,
D(a,$), for each slice in step 820. A download infornmation contains an
addr ess t hegirigyas af leeskenecgics acerdmglyrio step&app| Rrocegs 600 continues from step

535 of process 500.

Process 600 begins with step 605 by monitoring for a slice retrieved. After a

20 slice is retrieved, a checksum is calculated for the retrieved slice in step 610.
Process 600 then compares the checksum with the checksum in the proxy
attachment in the e-mail that is associated to the slice. This is to prevent slices with
incorrect data being injected in the system. If the checksum is not correct, process

600 proceeds to step 620 by removing the slice from memory. Process 600 then

25  proceeds to step 625. If checksum is correct, process 600 update the server on the
slice the recipient has obtained in step 622. Further details regarding the updating of

the server on the slices obtained by recipients will be described below with reference

to figures 7 and 9. Process 600 then proceeds to step 625 to determine if all slices of

the selected subset of download information has been retrieved. Assuming the

30  subset of download information contains five download information, process 600 will
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5 slice nunber 3, 83, is only available on slice store nunber 2, 3.svr2,
then the downl oad information for s3 is D(8,s3)={13,8vr2l1. If slice nunber
3, 83, is now available on slice store nunber 2 and recipient nunber 5, rb5,
then the downl oad information for 83 is D(a,s3)={13,8vr2 13,4 10After a

downl oad i nformation has been generated for each slice, process 800
transmts fREMINedl e ﬂ’@?\ﬁ'}h%‘éﬁg??ﬁ gitreiedon't ?ﬁ sfigrs ofdls ﬁl‘gﬁg BWPatest ed

f he d i nf i i 8 T i I i |
sored: i n [RUPRol Al RRvES BEBsre0 . B8uE0 i oacn U Thehllsn® ' °°
15Fi gure 9pidcbassiRbRsedts b FbaET /B Blevit), PFGRss 800 iIRSHARE EBstoBYssfSy st em

in attachnment server 110 in accordance w t'h an enbodi nent of this

i nvent i on. retevirgySiceslice Df fHetalicae dleloniyr Hewss eae skitksith tha astofitl wegognise
firmvare, or hardware. Process 900 begins in step 905 by reading the

updat ed i nfhat medticteniteratioos veeteps 68%-8R5 & pracess@00enay, b aip@dteéane AMer mat i on
contains the attachnent ID, a, and slice nunber, shﬁ that the recipient
has obt ai nbdtePE0&H PEITeshR0Q Isiriaves Mare Hareteaice BAmaTeteMROHIC P nf or mat i on
that correspond to the updated information is retrieved in step 910.
Process 900 then append the attachnent information to include the IP
address of the [feleBl &8, drocd3Cedd lqeRsmindatif lSmiMALMARLIRLET BMshdRe, m,

reci pient. The previously generated downl oad i nformation for the particul ar
at t achment négdeartopé-combieanheadils habe begtriceite@5The detetryinafsrois pesoE iends
after step 915. Figure 10 illustrates a flow di agram of_process 1000
per f or Hed the fallawieg sranner. af heatotatenimbse of slices Telripyedhie cistelaynas. w ik toial

enbodi ment of this invention, The systemis provided rocesses stored in
sof tware, PHPRSEE EOMBAraday e iorbHiesRo508 %\Si H?gﬁaﬁngm%‘ﬁ '3 665by

reading ! he, GeaBRhan Ihend BT, ROAHLAALctLRANEIBY AN ine HOGoBHE ASTEN!

I D, a. Based on reques an a ornmation at correspond to

the requeshot Bafelite Rl Midelin 18 1iced Nsros&Gr 680 HRédekds it6 dtderpoeesd from
the attachnent information and 5 transmitted to the recipient in step

1015. Opti pivabssy 50Qr af ewsrePientenast the shinthedrar/m giees it reheirese prgiesat600
requesting for the secret matrix has obtained the m ni num nunber of slices
requi red f eenatatebianienyeshiordhe sesrat ongfende dhe seRer dn isiem 8BS dotemadttedpr i or
to transmtting the secret matrix to the recipient. The determi nati on nmay
be perfor meRPYH: tthe § 88 oxleRly NRETHL? .us?h@enﬁ?ﬁ%é’i” ¢y Sitpg éﬂ/gPi‘? PY for

downl oad f‘[ﬂ?‘{?hﬁ{]@?‘}] tcilgeéqhgi?tifgt Er%;sn%c%t Iat%&.mFﬁlg%ssﬁb%ttﬁgmh%@;t t@% ?@%@sl‘ s then

conpared w i ntormati on. e nu Ices is
equal to Ofor FRAS ARG sERePhREGSE40l000 transnits the secret matrix.

O herwi se, process 1000 may request for all slices available on the
reci pient prior to sending the secret matri x.
20 In response to the request for secret matrix, the server transmits a secret
matrix for re-combining the slices to form the file. Further details of the server

sending the secret matrix will be described below with reference to figures 7 and 10.

In step 645, process 600 receives the secret matrix. Process 600 then re-
25  combines the slices to form the file using the secret matrix. Process 600 ends after

step 645.
After combining the slices to form the original file, the individual slices may be

cached for a period of time in the memory of the e-mail client so that it is available for

30  download by other recipients. When the e-mail client purges the slices, the client
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15The above is a description of enbodinents of a systemin accordance with
the invention as set forth below. It is envisioned that those skilled in

the art can and will design alternative enbodi ments of this invention based
upon this invention that infringe on this invention as set forth in the
fol l owi ng cl ims 1. A nmethod for sepdi and ece e via
e-mai | ampH aée?)Itrlﬁ' %ﬁ*ri’?r sqyhab srver Wil resppve i \tsﬁ &7 gd @?ﬁleér dﬁg/ﬂ(péfil ty of

slice stores r%%ﬂgﬁl sing: creating an e-mail on a first of sal d plurality of
e-mail client slicing file in said created e-mail to forma plurality of
slices using a secret matrix; transmtting each of said plurality of slices
to various ones of said pl ural ity of slice stores; generati ng

a proxy attachnmenbcapddnae niithgohe eathisainent ob fthes aiventidn, aade-hidileclietOmapl aci ng

said file in said e-mail wth said proxy attachnent; transmtting an

at t achnfent delafedherstidesut il dabipdate theegerveindn wcarpyﬁvmﬁﬁaﬁge% Hede-gaihglientt o a

I it f ts f d pl
fi i”easl zé By SRFeiU S, SaVC RER JRAET S Uora A PBr (PR FiEF dodonsiB b o
file. %Iiceyf’l% teheo% Rt Wh@gna:[sode(fétgé gﬁe sllcgén;tﬁf rrecﬁ#?@ﬁ)tr\ﬂn !nBBbeQSBEV ?t i ng

said attac ment orma I on wWherein sai ormati on conpri ses:
an att achwaovbr%a&%dntéﬁ@éoeéncem fTh we&p@ﬁt‘ dtteRtil RSSovtlofaind dabey Abmt y of
e-mail clients, and a session The net hod according to claim

1 wherein the rexs[Foakkedstaviabaise \n ﬂhg lisai The reC|p|ent may also inform the server that
10 the slices are no longer available on the e-mail client who has deleted the slices so
that the server can purge IP address of the e-mail client who has deleted the slices

from the download information.

During the processes of 500 and 600, the system may be optimised by

15 selecting a subset of download information to retrieve some of the slices from some
of the recipients in step 635. Further the e-mail client may randomise the selection of

the subset of download information. By doing so, it increases the chances that
different e-mail clients may download different slices. This is to allow the e-mail

clients to download different slices from each other. Each client may periodically

20 refreshes its copy of list of download information, D{a. 53| from the server, to
determine if there are better, lower-cost download sources. By continuously re-
ordering the list in the download information, it chooses the optimum download

source, based on its perspective.

25 Figure 7 illustrates a flow diagram of process 700 performed by a system in
attachment server 110 in accordance with an embodiment of this invention. The
system is provided by processes stored in software, firmware, or hardware. Process
700 begins in step 705 by monitoring and receiving data from e-mail clients. Process
700 then determines the type of data received from e-email clients in step 710. If the

30 data is an attachment information, process 700 proceeds to step 715 to create a new
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attachment information fromsaid first of said plurality of e-mail clients,
said server perforns the follow ng steps: creating a newfile entry in a
persistent storage of said server. 4. The nmethod according to claim3
further conprising storing said attachment information in said new file
entry in said persistent storage of said server. 5. The nethqd accqrding
to ¢l ai m 1M ) FRsYsteri oG taing aHas RNt Ayor tign At e 2Be BRIt i o i s
above a pr mned file. si [ |2k wherein
abote 2,0 FAFHERER OF e ehayrhaf. 1 FEnTRL ARG8T € il SbBichuther
plurality eforfld &ahe afachitrent servePd10NA SorSisicht SBLhens Wr Ablaby delicslthaies and
nis the nunber of slices said file has been sliced into; a m ni num nunber
of slices, praseneedath wieerries- movdbinef.t Tiee &ftdddmsheinérmation aag lasok=swstoretior each
of said plurality of slices; e-mail address of each of said plurality of
e-mai | i énthe, memenyf thegattachnent aprereefon fastersretrigaals et heoexack eppficefatios- mai |
address, rl, r2, are e e-mai | address of each of said recipient; a

sessi on ke§" g ”ﬁ%ﬂ%@%p?@a‘i‘?rﬂﬁt?”%ﬂaragérﬁf& mepong IS '@ﬁrﬁsa? ] Ra O|®® Bddress
of said Se{h‘égé'skii]rgg'rnm%aﬁm hod according to claim®6 wherein in response to
receiving sard e-nmall by a one of said plurality of e-mail clients used by
one of said plurality of recipients, said one of said plurality of e-mail

clients perforns the foll ow ng step: transmtting a request to said
server for retrifeuée nigtesai @ réquest fortvemwaigadsiafadmatayesocdsa 00dgrs ceisdto
attachnment 1D, a, and a list of slice IDs, S =Sz, .. Sn).

)
10 step 720 to retrieve the attachment information according to the request and based
on the attachment information, generates and transmit a list of download information
to the e-mail client. Further details of creating a generating and transmitting the list of

download information will be described below with reference to figure 8.

15 If the data is an update on the slices retrieved, process 700 proceeds to step
725 to update the attachment information by including or removing the IP address of
the e-mail client. Further details of creating a updating the attachment information

will be described below with reference to figure 9.

20 If the data is a request for secret matrix, process 700 proceeds to step 730 to
retrieve the secret matrix according to the request and transmit the secret matrix.
Further details of retrieving and transmitting the secret matrix will be described below

with reference to figure 10. Process 700 ends after step 715, 720, 725 or 730.

25 Figure 8 illustrates a flow diagram of process 800 performed by a system in
attachment server 110 in accordance with an embodiment of this invention. The
system is provided by processes stored in software, firmware, or hardware. Process
800 begins in step 805 by reading the download request received from an e-mail
client. The request includes attachment id, a, and list of slice IDs it requires, S = {Sy,

30 S, ..., S,}. Based on the information in the request, an attachment information that

correspond to the request is retrieved in step 810.
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15 8. The nmethod according to claim5 wherein in response to receiving
said request for retrieving said file, said server perforns the follow ng
steps: retrieving said attachment information according to said request;
generating a list of download information based on the retrieved attachnent
20i nformati on; and transmtting said |list of download information to
said one of said plurality of enail clients. 9. The nethod according to

claim8 wherein said, 143 t‘??é’ %%%t 80 a%a'dgf em?ib' Qﬁ'drgﬁézqg{)réa%ﬁs I:ce and.

D(a,sjrzilisi ereal rrent S, Ist ., Is the

| F addr ess s@set@6ithi Ritkratds a BAMHIBA In?d?m%hd)rﬁ@ a%[l)_d‘ol' gichlslide i step 820. As the
nunber of slices avail able for downl oad. he net hod according to

cl ai m 8 whédoenlpad mfmmmﬁonsenmmsraﬂcmdvessghsmﬁ the wtite abf ianf Faar rexginple, fr om
said server, said one of said plurality of e-mail clients perforns the
f ol | owi hg §h0@p1urm®tr < éwwhsavajlablremnaﬁhp@ §tos? ndmbees 'pas dieroie SaMAIRAst of

downl oad i nfor od acc to claim,10 wherein said
step of r el TR\ rr? ?%Ta?sds a}%ﬁé‘r&%\sy §l|ciecr§gnc{te6 %;,Sggww LADe el e

store number 2 and recipient number 5, rs then the download information for sz is

D(ays3)={/3,svr2 3 /3,r5}-

10 After a download information has been generated for each slice, process 800
transmits the list of download information to the recipient who requested for the
download information in step 825. The download information is also stored in the

attachment server 110. Process 800 ends after step 825.

15 Figure 9 illustrates a flow diagram of process 900 performed by a system in
attachment server 110 in accordance with an embodiment of this invention. The
system is provided by processes stored in software, firmware, or hardware. Process
900 begins in step 905 by reading the updated information received from an e-mail
client. The updated information contains the attachment ID, a, and slice number, s,

20  that the recipient has obtained. Based on the updated information, an attachment
information that correspond to the updated information is retrieved in step 910.
Process 900 then append the attachment information to include the IP address of the
recipient to the slices that is available from the recipient. The previously generated
download information for the particular attachment information can also be updated

25  directly. Process 900 ends after step 915.

Figure 10 illustrates a flow diagram of process 1000 performed by a system in
attachment server 110 in accordance with an embodiment of this invention. The
system is provided by processes stored in software, firmware, or hardware. Process

30 1000 begins in step 1005 by reading the request. The request should at least contain
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scanning said |ist of downl oad information,; removi ng downl oad
information fromsaid |ist of dowl oad i nformati on which 10has al ready been
retrieved; selecting a subset of downl oad information; determ ni ng
if each of said download information in said selected subset of downl oad

i nformation has nore than onéﬁl P address; a - 0Or d@ri nrgatsai dIF

d .
addr esses fe @gém%‘é 'Po Yet ?ﬁ%ioﬁgthﬁhéﬁquﬁgltct?rbfattg%{'?'ﬂe'ig'gmﬁ Ayt
i nfornati ogorrrgs%hqg)-n@?lﬁgq%gk %Oréfrig[/eo%&?e%\é\mt@ad i nformati on has nore than

one | F address accor 0 claim1l wherein said step of
re-ordering said | F addresses conprises: 20determ ning a downl oad cost for
said | F addresses in each of said download information in said sel ected
subset of downl ORel $avhetr medtibons then read @&orartgé ngttschinegnt Fnfaddatzssesdi n each
of said download information according to | owest downl oad cost to hi ghest
downl oall ctiersmitied B thaeesipeniod stapc V@i ipticoaltyl araees2 90 Bewfirst daieimseep of

det er m ni ng sai d downl oad _cog}f5 conpri ses;. ‘r{Oi ngi % each of bsai | F
address t o'l 4% ECRIFE reAusstiRd élhesg%éﬁ ’B?t“égéﬁ oBiai q?_et FETAaUe88°¥074. The
met hod accgfdy r}gq6iPedC#o?'cg}njo?fwirX{&qﬁ{eeélQe§% deib@ts Ble BliglRhNgb et PlidPe

transmitting the secret matrix to the recipient. The determination may be performed

in the following manner. The number of slices available for download from the

10  recipient is determined. The number of slices is then compared with m in the
attachment information. If the number of slices is equal to or more than m, process
1000 transmits the secret matrix. Otherwise, process 1000 may request for all slices

available on the recipient prior to sending the secret matrix.

15 The above is a description of embodiments of a system in accordance with
the invention as set forth below. It is envisioned that those skilled in the art can and
will design alternative embodiments of this invention based upon this invention that

infringe on this invention as set forth in the following claims.
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I nternet Control Message Protocol (ICWP) ping. 15. The method according to
claim 12 wherein said step of retrieving said file conpri ses:

retrieving each of said slices of said sel ected subset of downl oad

i nformati on 5froman | P address having a | owest downl oad cost. 16. The

met hod according to claim15 further conprising: moni toring for one
of said slices F#%%id subset of downl oad information being retrieved: and

10det er m nijng aé}’rﬁﬂétllagé\?ﬂfs%Ediﬁaisagpgkéﬁrﬁﬁﬂeﬂ%e%-%ﬁﬂaEFé{ a fugan\t% e, R hod

according to cl erern ermnin idity of

sai d_slicecktd |ig¥ednePaRd bty 6pbictsfrédgrprisiigeksum for said slice
retrieved; 15determ ning said checksumis valid based on a checksumin said

proxy attachnentreatydan esmmili orga frat of saet pluevy of bincal dlientsesponse to sai d
slice being not valid. 18. The nethod according to claim 16 wherein said
step of5 det er ni #licing fdaindsaibergbiedierpaibto form @ PiIralde of dices 8¢ied adSRTH i si ng:

matrix;
transmitting each of said plurality of slices to various ones of said plurality of
slice stores:
generating a proxy attachment containing information of said sliced file;
10 replacing said file in said e-mail with said proxy attachment;
transmitting an attachment information to said server; and
transmitting said e-mail to a plurality of recipients from said plurality of e-mail
clients, wherein a file size of said proxy attachment is smaller than a file
size of said file.
15
2. The method according to claim 1 further comprising generating said
attachment information wherein said attachment information comprises: an
attachment ID; said secret matrix, e-mail address of said plurality of e-mail clients,
and a session key.
20
3. The method according to claim 1 wherein in response to receiving said
attachment information from said first of said plurality of e-mail clients, said server
performs the following steps:
creating a new file entry in a persistent storage of said server.
25
4. The method according to claim 3 further comprising storing said attachment

information in said new file entry in said persistent storage of said server.

5. The method according to claim 1 further comprising:

30 determining said file size of said file is above a predetermined file size.
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cal culating a checksum for said slice retrieved, determ ni ng said
checksumis valid based on a checksumin said proxy attachnent; and
updating said server on retrieval of said retrieve slice in response to
said slice 25being valid. 19. The nethod according to any one of claims 17

and 18 whegei n Sfﬂ*e%estlltoeoo %]:')I’Jlé;[ Se?ﬂgﬁearl Wﬁlr 0%8%}]%%30% e%? r?s%g an

determ ning all i Ces of RS ormatl re retrieved

30det er m nigfgctindrRi@l a; 1 nryéreﬁéacﬂfof §élavpﬁ§amgbf diR¥E® L rps,r 85PoNSe fixre &iid
determination that all slices of said set of downl oad i nformation are

retrieved; saidqipality n0slgas dnd otsthe mumber ofodliced sai¢ fllewiak hesaistiteanintd; aai d pr oxy
attachnment; generating a request for said secret matrix in response to said
t ot al nunb@"r'mmmsmtirﬁfé@ oheliaes, Equeddeddo oa-corobiae thedile waer mﬂn ra @mc&sm oxy

attach and transmttin aid request to said server. The et hod
accor di g %e@F%Pﬁ? ‘g e‘?gfr???er? P rrdesspf Fé%?f\ﬁ%‘fbplg%“a qfécm@'ét for

said secre rd X, said .pef. L&
retrievi ngEsegﬁ% R’segr’ et rﬁa?f%%ées'@g:'% g{ere%t%)g%scgﬁn rg\geqé]u'gas S%ofﬁ '3 'Ber’si st ent
storage of afathd eSRAVEddress of each of said recipient; a session key for authentication; and

server |D, q, containing an IP address of said server.

10 7. The method according to claim 6 wherein in response to receiving said e-mail
by a one of said plurality of e-mail clients used by one of said plurality of recipients,
said one of said plurality of e-mail clients performs the following step:

transmitting a request to said server for retrieving said file, wherein said
request includes said attachment ID, a, and a list of slice IDs, S ={S;, S,, ..., S,).

15
8. The method according to claim 5 wherein in response to receiving said
request for retrieving said file, said server performs the following steps:

retrieving said attachment information according to said request,

generating a list of download information based on the retrieved attachment
20  information; and

transmitting said list of download information to said one of said plurality of e-

mail clients.

9. The method according to claim 8 wherein said list of download information
25  comprises:
D(a,s)={l;}, where a is the attachment ID, s;is the slice ID, /;, is the IP
address of recipient, r, having " slice, and i={1,2,3...,n} is the number of slices

available for download.
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10transm tting said secret matrix to said one of said plurality of e-mail
clients. 21. The nethod according to claim 20 wherein in response to
receiving said secret matrix fromsaid server, said one of said plurality
of e-mail clients performs the follow ng step: 15re conbi ning said slices
he et hod .according to

based on saiyd s orm

claim1l V\ﬂlgr ein eWﬁsal %}H&% 5&’26 4&? etcr’&?“gw W'qe%'a r?siplons§ E?HFP.%Y'”%S ri ses:
retrieving geahiag hrﬂf&%ati% R hiP&dregt §é1d %HQ%%a.@Blu@é?%f%ﬂah Biepgrati on from
20said at least one slice store in response to determning that only one IF

addr ess i s paxfainisaihkdolioRihg siéye nmet hod according to claim23 further
conpri si ng: nmonitoring for one of said slices in said subset

of downl oad i nf ésethieyin®pridelunjityorsices kased onaed libé pedawnioasdgniermatidndi ty of
sai d sléce being retrieved. 24. The method according to claim23 wherein
said step of determning said validity of said slice retrieved conprising:

30cal cul at '1‘?9 aﬁ@%&ﬁéﬂ%&%;ﬁg%dd %'1%ewr§eer&rn's%\|/desqép of retrieving said plurality

of slices comprises:
scanning said list of download information;
removing download information from said list of download information which
10 has already been retrieved;
selecting a subset of download information;
determining if each of said download information in said selected subset of
download information has more than one IP address; and
re-ordering said IP addresses in response to determining that each of said
15 download information remaining in said list of download information has more than

one IP address.

12. The method according to claim 11 wherein said step of re-ordering said IP
addresses comprises:
20 determining a download cost for said IP addresses in each of said download
information in said selected subset of download information;
arranging said P addresses in each of said download information according

to lowest download cost to highest download cost.

25  13. The method according to claim 12 wherein said step of determining said
download cost comprises:
pinging each of said IP address to determine a download speed of each of the

IP address.

30 14 The method according to claim 13 wherein said step of pinging is a simple

Internet Control Message Protocol (ICMP) ping.
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determ ning said checksumis valid based on a checksumin said proxy
attachnent; and renoving said retrieve slice in response to said slice
bei ng not valid. 525. The nethod according to claim23 wherein said step of
determning said validity of said slice retrieved conprising: calculating a
checksum for said slice retrieved, determ ni ng said checksumis

val id based on a checksumin said proxy attachnent; and 1Oupdating said

server on netri euamddhoddrdif] ol @M 12 ifeihRaleINPHSL{Oing3bM d | ce being
valid. 26. The method according to any one of clains 24 and 25 wherein

said step obmpedast eving said file further conprises: 15determ ning al
slices of said subset of download information are retrieved, determ ning a
total number of regfligurgeachofisaidedicesrisesirnirnied subsai of dpunisediinfatasiont hat al |

slices pf said subset of download .info tion are retrieved; conparing said
t ot al ngnb PMgtn 'glqdé’é%ss\ﬂaflﬁ‘g?al%e%qgwnbga&%ﬁ' oxy attachnent; generating a
request for said secret matrix in response to said total nunber of 20slices
bei ng equal to or nore than said min said proxy attachnment; and

transmtting, sairfe hRAWRBIccbRIIRAoIHAMEIUrther compfisingne method according to

claim 26 wherein in response to receiving said request for said secret

matri x, said semoeitonpeyfboomsoftdadd §lioks Bvéandsittsepst.download information being
retrieved; and

10 determining a validity of said slice being retrieved.

17. The method according to claim 16 wherein said step of determining said
validity of said slice retrieved comprising:
calculating a checksum for said slice retrieved;
15 determining said checksum is valid based on a checksum in said proxy
attachment; and

removing said retrieve slice in response to said slice being not valid.

18. The method according to claim 16 wherein said step of determining said
20 validity of said slice retrieved comprising:
calculating a checksum for said slice retrieved;
determining said checksum is valid based on a checksum in said proxy
attachment; and
updating said server on retrieval of said retrieve slice in response to said slice

25  being valid.

19. The method according to any one of claims 17 and 18 wherein said step of
retrieving said file further comprises:
determining all slices of said subset of download information are retrieved
30 determining a total number of slices retrieved in response to said

determination that all slices of said subset of download information are retrieved;
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25retrieving said secret matrix fromsaid persistent storage;

said secret matrix to said one of said plurality of e-mail

cli

The net hod according to claim27 wherein in response to receiving said
secret matrix fromsaid server, said one of said plurality of e-mai

clients perfor n%orlhlagrin?’osfa% {ogé’aﬂnggwp;g% gf?élicerse\ﬁli?hogg)lcii ri%l N%ar ri>rcoixys<l=1

said secret matrix ' toform

t'tacc%

transmtti
ents.
S bgsed on
ment,

generating a request for said secret matrix in response to said total number of

slices being equal to or more than said m in said proxy attachment; and

transmitting said request to said server.

5
20. The method according to claim 19 wherein in response to receiving said
request for said secret matrix, said server performs the following steps:
retrieving said secret matrix associated to said request from a persistent
storage of said server;

10 transmitting said secret matrix to said one of said plurality of e-mail clients.
21. The method according to claim 20 wherein in response to receiving said
secret matrix from said server, said one of said plurality of e-mail clients performs the
following step:

15 re-combining said slices based on said secret matrix to form said file.

22. The method according to claim 11 wherein said step of retrieving said file

further comprises:

retrieving said slices of said selected subset of download information from

20  said at least one slice store in response to determining that only one IP address is

available.

23. The method according to claim 23 further comprising:

monitoring for one of said slices in said subset of download information being

25 retrieved; and

determining a validity of said slice being retrieved.

24, The method according to claim 23 wherein said step of determining said

validity of said slice retrieved comprising:

30 calculating a checksum for said slice retrieved;

29
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determining said checksum is valid based on a checksum in said proxy
attachment; and

removing said retrieve slice in response to said slice being not valid.

25. The method according to claim 23 wherein said step of determining said
validity of said slice retrieved comprising:

calculating a checksum for said slice retrieved,;

determining said checksum is valid based on a checksum in said proxy
attachment; and

updating said server on retrieval of said retrieve slice in response to said slice

being valid.

26. The method according to any one of claims 24 and 25 wherein said step of
retrieving said file further comprises:
determining all slices of said subset of download information are retrieved,
determining a total number of slices retrieved in response to said
determination that all slices of said subset of download information are retrieved;
comparing said total number of slices with said m in said proxy attachment;
generating a request for said secret matrix in response to said total number of
slices being equal to or more than said m in said proxy attachment; and

transmitting said request to said server.

27. The method according to claim 26 wherein in response to receiving said
request for said secret matrix, said server performs the following steps:
retrieving said secret matrix from said persistent storage;

transmitting said secret matrix to said one of said plurality of e-mail clients.

28. The method according to claim 27 wherein in response to receiving said
secret matrix from said server, said one of said plurality of e-mail clients performs the
following step:

re-combining said slices based on said secret matrix to form said file.

30



