11111171211212111211211 1*159159* DESCRI PTI ON SECRET SHARI NG SYSTEM APPARATUS,
{AND STORAGE MEDI UM Fi el d Enbodi ments described herein rel ate
generally to a secret sharing system apparatus, and st orage. nedium--

Backgr ound In recent years, an information SBMMI m" I”’”Im
techni que 10for digital data has gained inportance. The inf

security technique ains at assurance of confidentiality, integriityy and
avai lability, and inportance is given to confidential rty—dueto-growing
interest in information | eakage recently. 15In general, as a technique for
assuring the confidentiality of dbgitalCdata, Pan En@ryption technique is
used. The encryption technique encrypts digital data to be secret (to be
referred to as "secret information" hereinafter), and make it difficult to
20reconstruct secret information when a correction encryption key is not
known. FI G SEORPS aHBRAS GYagEdm SHGRIRAT Uen SRUhHTORHCEAEDIUN
information security system 3 using the encryption technique. 25Initially,
at a user termnal 300, a control unit 302 transmts secret information in
a storingsunit 301 to a storage server appféféus 320 via a conmuni cation

Embodiments described herein relate generally to a

secret sharing system, apparatus, and storage medium.
Background

In recent years, an information security technique

10 for digitai data has gained importance. The
information security technique aims at assurance of
confidentiality, integrity, and availability, and
importance is given to confidentiality due to growing
interest in information leakage recently.

15 In general, as a technique for assuring the
confidentiality of digital data, an encryption
technique is used. The encryption technique encrypts
digital data to be secret (to be referred to as "secret
information" hereinafter), and make it difficult to

20 reconstruct secret information when a correction
encryption key is not known.

FIG. 10 is a block diagram showing an example of
an information security system 3 using the encryption
technique.

25 Initially, at a user terminal 300, a control unit
302 transmits secret information in a storing unit 301

to a storage server apparatus 320 via a communication
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1111111212121121212211212122112121111 *@&001102* 2 unit 303. The
,Storage server apparatus 320 executes an encryption operation for this
secret information, and a decryption operation of the encrypted secret

5i nf or mati on. In the encryption operation, when a comunication unit
323 receives the secret information fromthe user termnal 300, a control
unit 322 acquires an encryption key of the2user who transmitted this secret
information 10from a key nanagenent unit 324. An encryption/decryption unit
325 encrypts the secret informati on based on the acquired encryption key,
and wites the emctypoed secret information in a storing unit 321. 15In the
decryption operation, when the comunication unit 323 receives a secret

i nformati on read-out Theqatstafrosetrhierusepatrettmisnai2 03@&ectfiescamt r ol uni t
322 acquires a decryption key in the storing unit 321 fromthe key
management uni teBRUYPROTFhi speeatypni 6arkehiss sergetofinthemasapnwhend a
possesses the secret information. The encryption/decryption unit 325
decrypts the enéeypryedisecpeerphiennafi 6hehgsedysiechée&dqli red decryption
key, and returns the decrypted secret information to the user term nal 300
via the 25comuh?tafPahiafrt 323. In such an information security

system a method Of ?%'%EE”%n%rgg E%Rtb%%rg%'énﬁ %%%nk%yc%%&% %%%ng%nlt

unit 323 receives the secret information from the user
terminal 300, a control unit 322 acquires an encryption
key of the user who transmitted this secret information

10 from a key management unit 324. An
encryption/decryption unit 325 encrypts the secret
information based on the acquired encryption key, and
writes the encrypted secret information in a storing
unit 321.

15 In the decryption operation, when the
communication unit 323 receives a secret information
read-out request from the user terminal 300, the
control unit 322 acquires a decryption key in the
storing unit 321 from the key management unit 324.

20 This decryption key is that of the user who possesses
the secret information. The encryption/decryption unit
325 decrypts the encrypted secret information based on
the acquired decryption key, and returns the decrypted
secret information to the user terminal 300 via the

25 communication unit 323.

In such an information security system, a method

of deleting a decryption key in the key management unit



3 when original secret information is to be deleted is known. As a nerit of
- ;this method, even when a copy of data is left in the storage server
apparatus, since there is no decryption key, the secret information 5cannot
be decrypted. However, since the security of the encryption technique is
based on the conputation cost of the current conputer perfornmance and

deci phering technique, there is a fear thatszdecryption of the secret
information fromdata left in the storage 10server apparatus could be

achi eved, ow ng to progress in computer performance and deci phering

t echni ques. whefNothgigkhesehand, 1hFoaddithioan il @ eLRE RO s
techni que, a secret sharing technique as a technique for assuring

confidentialityxabwdi gi hal adakaiRasrlbhecemeetiod,l @lvedf waldrent icopy Bre
secret sharing technique has the following features. That is, secret
information is diavkded tlefgenar ahe stplhugal iskyvelfr pippees tafs,skaree
information. O these pieces of share information, the original secret

i nformati on canther20iecansteueyedibnoiey,setheofseshrarte iinffoommaatiioon, whi ch
satisfies a predeterm ned set. However, the original secret information
does not Peak araahbtfpendacsgptefl.shdoweiviefiror mrtiasn thehisslvudddy redt
satisfy the predeterm ned set. 25The encryption techni que and secret
sharing techni qiBcaPBCFaP§ePy §PFhatane ilf PREE ke ddeuGompuR fling

encryption techni que i s conputational theoretic, 4
cost of the current computer performance and

deciphering technique, there is a fear that decryption
of the secret information from data left in the storage

10 server apparatus could be achieved, owing to progress
in computer performance and deciphering techniques.

On the other hand, in addition to the encryption
technique, a secret sharing technique as a technique
for assuring confidentiality of digital data has

15 received a lot of attention. The secret sharing
technique has the following features._ That is, secret
information is divided to generate a plurality of
pieces of share information. Of these pieces of share
information, the original secret information can be

20 reconstructed from a set of share information, which
satisfies a predetermined set. However, the original
secret information does not leak at all from a set of
share information, which does not satisfy the
predetermined set.

25 The encryption technique and secret sharing
technique are largely different in that the security of

the encryption technique is computational theoretic,



but that of the secret sharing technique is information theoretic. For
.exanple, since the security of the encryption technique is based on a |arge
conput ati on cost required for deciphering, there is a fear of 5information
| eakage due to inprovenent in conmputer performance. By contrast, since the
security of the secret sharing technique is based on the shortage of share
information required for reconstruction, there is no fear of information

| eakage due to inprovenents in 10conputer performance. In this manner, the
security of the two techniques largely differs. Furthernore, the

secret sharing E@ghg%g%?ﬁganh%§§%k%e%vgwg@@4§t%séﬂhfﬁygt1§n1g5$rmati%th

confidentiality, an t hreshol d secr aring schene propose

15 Shamir is repheseatald verothe do1d) Wresheld seeisl shad ngschere

di vides secret information into n preces of share information, and all ows

arbitrary k pi eeesr@lrshar @ doMraligiRl i8N Ha@ de e st nuclgd heongeaAtion
i nformation, but does not allow arbitrary (k - 1) 20pieces of share

information to keeansichudlrbhe oyedeeti phrirdmpt it rNatse 4 Mafak amd n are
respectively natural nunbers which satisfy (2kn). Si nce such secret
sharing téchni qiefagsartésn Nfearkmgisd a@uea heorietdroveeeunt tiyy condattaesi ze of
each 25share information cannot be smaller than that of the original secret
i nformati on. Fopettfiogmagason, Byhewrgaersdat, isifraerdthicosaaimity defd it o n

pi eces of share 5 information, the total data size of the n pieces of
share i nfor mat i 68 BEECORES TANG FESHHEUST i1 fpalsesk @rett anfdratdtdah, o & hus

posing a problem On the other hand, in recent years, a resource
share information required for reconstruction, there 1is

no fear of information leakage due to improvements in

10 computer performance. In this manner, the security of
the two techniques largely differs.

Furthermore, the secret sharing technique can
assure availability in addition to confidentiality, and
a (k, n) threshold secret sharing scheme proposed by

15 Shamir is representative. The (k, n) threshold secret
sharing scheme divides secret information into n pieces
of share information, and allows arbitrary k pieces of
share information to reconstruct the secret
information, but does not allow arbitrary (k - 1)

20 pieces of share information to reconstruct the secret
information. Note that k and n are respectively
natural numbers which satisfy (2 < k < n).

Since such secret sharing technique assures
information theoretic security, a data size of each

25 share information cannot be smaller than that of the
original secret information. For this reason, when

secret information is divided into n pieces of share



Sproviding service in which a resource provider of a third parity provides
,a huge resources to users using, for exanple, cloud conputing or the |ike
is growi ng. As resources, computer resources such as Central Processing
Unit (CPU), nenories and hard discs (HDD: 10Hard Disc Drive) are provided
as needed. According to such resource providing service, since hard discs
of large quantities are available, the aforenentioned problem of the data
size can be conpensated for. FIG 11 is a block diagram show ng an exanpl e
of a 15secret sharing system4 using a resource providing service. In the

secret sharing sysbemndion,denketodpPanatls s40@ siForas ar pdiekals sEcr et
i nformati on deposited fromthe user, and executes sharing processing, a

di stribution opshateobhnfanaaaidfr eeesmbeuat itamcgpenat bet gahatlhisecyeer et
information. Storage server apparatuses 420, 430, and 440 are those
possessed by a iefoumetipnpvibes. posing aFproexanpl e, in a case of the
sharing processing and distribution operation, in the deal er apparatus 25
400, a share infornmaPhothgeptheatri hgndni tin4Q3cexdc ye@s sshar inggoprassessi ng t o
secret information in a storing unit 401 in accordance with an instruction
of a contPol 6PHEAVEA4DY. SAsELRE LRatDERs 2sH&FPHGChr BEEYLIRE i°€ Based on a

(2, 3) threshol d secret sharing schene (k = 2, n = 3). .
third parity prdvides a huge resources to users using,

for example, cloud computing or the like is growing.
As resources, computer resources such as Central
Processing Unit (CPU), memories and hard discs (HDD:
10 Hard Disc Drive) are provided as needed. According to
such resource providing service, since hard discs of
large quantities are available, the aforementioned
problem of the data size can be compensated for.
FIG. 11 is a block diagram showing an example of a
15 secret sharing system 4 using a resource providing
service. In the secret sharing system 4, a dealer
apparatus 400 stores original secfet information
deposited from the user, and executes sharing
processing, a distribution operation, and a
20 reconstruction operation of this secret information.
Storage server apparatuses 420, 430, and 440 are those
possessed by a resource provider.
For example, in a case of the sharing processing
and distribution operation, in the dealer apparatus
25 400, a share information generating unit 403 executes
sharing processing to secret information in a storing

unit 401 in accordance with an instruction of a control



After the sharing processing, the deal er apparatus 5400 respectively
,distributes three pieces of share information froma comunication unit 404
to the storage server apparatuses 420, 430, and 440 via a network 410. The
storage server apparatuses 420, 430, and 440 1Orespectively receive share

i nformati on addressed to such apparatuses via comunication units 422, 432,
and 442, and store the information in storigng units 421, 431, and 441.
Further, in a case of the reconstruction 15operation, the deal er apparatus
400 transmits a share information read-out request fromthe comunication

unit 404 to thegﬁ&‘é”@@?.Seﬁﬁgﬁmé‘f{?ﬁéét VRT3 é%gr%ﬁgggfaegsﬁg%;iig ba8ed

network 410, and recelves the returned pieces 0 e intorration. Note

that the dealerogogppgra&vstﬁPQsﬁaﬁasQEE§eEh%h§9§ﬁ§ sBhergRtkon pead- aut
request to k (k = 2) or nore storage server apparatuses. The storage server

apparatuses as gyansm ssion targets of the share information read-out
request are arbitrarily selected according to a user 25operation. Also, an
i nformation conbi ni ngfuairt tA85sharbhpep rokhe skeegi vetepidects robpphate us

information according to an instruction of the control unit 402, 7 thereby
reconstructi ng ¢be oesgenalivségréistnibniesi ohree pieces of share
information from a communication unit 404 to the
storage server apparatuses 420, 430, and 440 via a
network 410.
The storage server apparatuses 420, 430, and 440
10 respectively receive share information addressed to
such apparatuses via communication units 422, 432, and
442( and store the information in storing units 421,
431, and 441.
Further, in a case of the reconstruction
15 operation, the dealer apparatus 400 transmits a share
information read-out request from the communication
unit 404 to the storage server apparatuses 420, 430,
and 440 via the network 410, and receives the returned
pieces of share information. ©Note that the dealer
20 apparatus 400 transmits the share information read-out
request to k (k = 2) or more storage server
apparatuses. The storage servef apparatuses as
transmission targets of the share information read-out
request are arbitrarily selected according to a user
25 operation. Also, an information combining unit 405

combines the received pieces of share information

according to an instruction of the control unit 402,



In such a secret sharing system a nethod of deleting pieces of share
dnformation in the k or nore storage server apparatuses when origi nal

secret 5information is to be deleted is known. Citation List Patent
Literature Patent Literature 1. Jpn. Pat. Appin. KOKAI Publication
No. 2009-103774 10Non-Patent Literature Non-Patent Literature 1: A
Shamr: "How to share a secret"”, Comrunicatjions of the ACM 22, 11, pp. 612
- 613 (1979) Summary of Invention 15Techni cal Problem However, in the
aforenenti oned secret sharing system the resource provider normally

automatically cepkesp§haceohBfonPREhgNthR 82GR18LA 8ge reer Ve oRRRRAAMHUS 1N
order to assure availability and prevent 20data | osses, and stores the

copied information (@ Bacheheseedelo sas ric@PY yistear, Mat dithdaerai nafter) in
an uni ntended storage server apparatus. Thus, even when the user intended
to invalidate odegenahgspeeetsi bFOBRBEEOANISIrHiGe ibhe iQopYe if ormabiren is
|l eft in the 25uni nt ended storage server apparatus, the secret
storage server apparatuses when original secret
5 information is to be deleted is known.
Citation List
Patent Literature
Patent Literature 1l: Jpn. Pat. Appln. KOKAI
Publication No. 2009-103774
10 Non-Patent Literature
Non-Patent Literature 1: A. Shamir: "How to share
a secret", Communications of the ACM, 22, 11,
pp. 612 - 613 (1979)
Summary of Invention
15 Technical Problem
However, in the aforementioned secret sharing
system, the resource provider normally automatically
copies share information in each storage server
apparatus in order to assure availability and prevent
20 data losses, and stores the copied information (to be
referred to as "copy information" hereinafter) in an
unintended storage server apparatus. Thus, even when
the user intended to invalidate original secret
information, since the copy information is left in the
25 unintended storage server apparatus, the secret

information is not deleted.

A solution to such a problem of the present



information is not deleted. A solution to such a problemof the present 8
jnvention is to provide a secret sharing system apparatus, and storage
medi um whi ch can invalidate secret information even when copy infornmation
is left in an unintended storage server apparatus. 5Solution to Problens

I n general, according to one enbodi nent, a secret sharing systemincludes a
secret sharing apparatus, a plurality of figrst storage server apparatus, at
| east one second storage server apparatus. The secret 10sharing apparat us
is configured to execute a (k, n) threshold secret sharing schenme (for 2k

n) which divides,seqes nLEEOEHHbEBQiBQtQ Bbeces Qhathake sikeryation as

many as the nunber n o ares, and is configured to reconstruct the secret

i nformation frOﬂb%QBQEuE?S§th§@oKaBEeﬁ§§iQR,Smﬁﬁ%hi&E@rﬁﬁhbgﬂdékeis an
arbitrary threshold) of the plurality of pieces of divided share

information. Theepkdtakhtyrabtibhstvehohaga sebyelindpprakzativseds each of

whi ch includes share information storing unit configured to 20individually
store share infanmahi anidishdebuked rhgenseeeseappb rahtarsi.ng appar at us, and
is configured to control copy processing of the stored share information
accordi ng>to a fiséntoper abi BmobThassecond st orage server apparatus which
includes share information 25storing unit configured to individually store
share information di $trigsnesd lf r apcoreisgcitet ofasmRpHFFatat s, SHHES s

configured to execute copy processing _
sharing system includes a secret sharing apparatus, a

plurality of first storage server apparatus, at least
one second storage server apparatus. The secret

10 sharing apparatus is configured to execute a (k, n)
threshold secret sharing scheme (for 2 < k < n) which
divides secret information into pieces of share
information as many as the number n of shares, and is
configured to reconstruct the secret information from

15 not less than k pieces of share information (k is an
arbitrary threshold) of the plurality of pieces of
divided share information. The plurality of first
storage server apparatuses, each of which includes
share information storing unit configured to

20 individually store share information distributed from
the secret Sharing apparatus, and is configured to
control copy processing of the stored share information
according to a user operation. The second storage
server apparatus which includes share information

25 storing unit configured to individually store share
information distributed from the secret sharing

apparatus, and is configured to execute copy processing



9 of the stored share information at a predetermned timng. The secret
,Shari.ng apparatus includes the various units. For exanple, a storing unit
is configured to tenporarily store the secret information. 5A unit is
configured to accept inputs of the threshold k and the nunber n of shares
according to a user operation. Aunit is configured to divide the secret
information in the storing unit into n pieges of share infornmation based on
the accepted threshold k and the 10 accepted nunber n of shares, and the
(k, n) threshold secret sharing schenme. A unit is configured to sel ect not

ess than n - (be-odd BLECES OhaphATRCOBROLTBL! on of pLhActephores, o

di vi ded share in mat | on. unit is confrgured to ihdivi stribute

the pieces of 1psglggtedrghace-iptoLaRLiAg ERpkPsthir sheataeagenser ver
apparatuses. A unit is configured to individually distribute pieces of

share informatiparexebudhngsnot rbessxbhigheN a tkorik)h Bheeessof sel ected
share information of the n pieces of divided share 20information to the

second storage sefiveguappatat usmpbrupilyi steesf tpur edctrett namsrmhtdodel et e
request, which includes name information indicating a name of share

i nformation di shrubut etlst ooréichuotdt he &cesptstopage sérvee appeasavuses and
requests to delete that share 25information and copy information as a copy
of the share inkoandtfa nombhe nespeshivesf prsprdtiopgage serder appar at uses
according to a user operation. Each of the 10 first storage server
appar at uses i ncPRIE3TPR- vali BOTuhpt SONFdEUERANPPedIF18R0fFBFe SFESELI ON
information storipg unit is.configured to store the nanme information and

st or age positiohnf%?%?ﬁh?PohHSFﬁﬁi§F86é?9yuph8i&QFPnQ EﬂSFSﬁeoggébﬁFSns of

share Lnfor | g andcoRy LOLeLTSL pR.l adLcated By She dars LpfoLg ion I
posi tion 4 nfor nBtLon 23SQGHALEdn W ENf DE DaME, GNEREMRET Of) T AMLLAG 5t OF age
secret sharing scheme. A unit is configured to select
not less than n - (k - 1) pieces of share information
of the n pieces of divided share information. A unit
is configured to individually distribute the pieces of
15 selected share information to the first storage server
apparatuses. A unit is configured to individually
distribute pieces of share information excluding not
less than n - (k - 1) pieces of selected share
information of the n pieces of divided share
20 information to the second storage server apparatus. A
unit is configured to transmit a delete request, which
includes name information indicating a name of share
information distributed to each of the first storage
server apparatuses and reguests to delete that share
25 information and copy information as a copy of the share
information to the respective first storage server

apparatuses according to a user operation. Each of the



10position information storing unit based on name information in the
received del ete request, when a delete request transmtted fromthe secret
'shari’ ng apparatus is received. A unit is configured to delete all of share
information and copy information indicated 15by the name information in the
recei ved del ete request based on the readout storage position information.

Brief Description of the Draw ngs 10FIG 1 is a block diagram
showi ng an exanple of the arrangenent of a secret sharing system according
to 20the first enbodi nent. FIG 2 is a table showi ng an exanpl e of

I nformation Stgg?gskns%o§58%?g§r9%§'%?g%r%Qh%%@aHh%Qu%E%rk%% YRt cdgcor di ng

to the first e I ment is a bl e showi ng an exanpl e of

25i nformation stgred ingbhecghprage Bo%ltfdr%@e' Rar FBbnon nFlodiatd dani t
according to the first enbodi nent. is a flowhart show ng an exanpl e

of secret 11 5B@bk&ﬁgphﬂﬁﬁs§bn@oﬂﬁlbﬂQe%BQkE%t%&%rth@ sysieem according to
the first enbodinent. FIG 5 is a view showi ng an exanple of the secret
information and storage position information
5 individually indicating storage locations of share
information and copy information indicated by the name
information in association with each other. A unit is
configured to read out storage position information
assoclated with the name information from the storage
10 position information storing unit based on name
information in the received delete request, when a
delete request transmitted from the secret sharing
apparatus is received. A unit is configured.to delete
all of share information and copy information indicated
15 by the name information in the received delete request
based on the readout storage position information.
Brief Description of the Drawings

FIG. 1 is a block diagram showing an example of

the arrangement of a secret sharing system according to
20 the first embodiment.

FIG. 2 is a table showing an example of
information stored in a storage position information
storing unit according to the first embodiment.

FIG. 3 is a table showing an example of

25 information stored in the storage position information
storing unit according to the first embodiment.

FIG. 4 is a flowchart showing an example of secret



sharing processing of the secret sharing system 5according to the first
.embodi nent . FIG 6 is a flowhart show ng an exanple of secret
information invalidation processing of the secret sharing system according
to the first enbodinent. FIG 7 is a block diagram show ng an exanpl e of
10t he arrangenent of a secret sharing systemaccording to the second
enbodi nent . FIG 8 is a table show ngian exanple of information
stored in a storage position information storing unit according to the
second enbodi nent. 15FIG 9 is a flowhart showi ng an exanple of secret

i nformation invahpdahyo rBE@%@%ﬁEP%fOf]t_BEh%e%‘%%rtefsh%rl.‘%'fligngy%x%hem according

to the second enbodi nént. is a block diagram show ng an

exanpl e of the actapgeRgntoothan rijkker BRbioanreaeyrity system using 20a
resource providing service which inplenents encryption/decryption of secret

i nformation. FFGG.1% iis a hlieek sticadmamashewang lan ofxamal eecefretthe
arrangenent of a secret sharing systemusing a resource providi ng service.
25Det ai | ed Descshptiinog procesEihgdiofenhe welcrehe stesdnigbed sttemei nafter with
reference to the draw ngs.

5 according to-the first embodiment.

FIG. 6 is a flowchart showing an example of secret
information invalidation processing of the secret
sharing system according to the first embodiment.

FIG. 7 is a block diagram showing an example of

10 the arrangement of a secret sharing system according to
the second embodiment.

FIG. 8 is a table showing an example of
information stored in a storage position information
storing unit according to the second embodiment.

15 FIG. 9 is a flowchart showing an example of secret
information invalidation processing of the secret
sharing system according to the second embodiment.

FIG. 10 is a block diagram showing an example of
the arrangement of an information security system using

20 a resource providing service which implements
encryption/decryption of secret information.

FIG. 11 is a block diagram showing an example of
the arrangement of a secret sharing system using a
resource providing service.

25 Detailed Description

Embodiments will be described hereinafter with

reference to the drawings.



12 Note that each of the follow ng apparatuses can be inplenented by either
a hardware arrangenent or a conbined arrangenment of hardware resources and
software. As the software of the conbined arrangenent, 5prograns, which are
installed froma network or a non-transitory conputer-readabl e storage
medium Min conputers in advance, and control the conputers to inplenent
functions of correspondi ng apparatuses, asjgshown in FIGS. 1 and 7, are
used. 10Al so, the present enbodi ment has the foll ow ng characteristic
feature. That is, n - (k - 1) pieces of share information are stored in

first storage serverygppagabuseschooasthe Tialidel SpathRke dslaimid on

ina (k, n) threshold secret sharing schenme (for 2K 15n). Thus, since only

k - 1 pieces of;3haLRehPEQr BBt LORhBLCaShALGtarB 88¢ARGeREARABR SO VersS,
secret informati on cannot be reconstructed. Therefore, the nunber of second

storage server Sc@ﬁﬁibédngkraﬁlt;émbh@no'fkhara'warén&etsbar&@@bahdof first
storage servers can be 20not [ess than "n - (k - 1)". Note that storage of

many pi eces of shaétearafornmratthe sBftharki bt theoragdisenversangement,
preferable in terns of availability. For this reason, in the description of
the foll oW ng epbodiamat syhingh-agk ingkralpiedcérofn ghaegwopkoomati on, 25t hat
is, "n- k + 1" piece of share information as the m ni nrum nunber of share

i nformati on st ohed-thanhétony ePMPUESE-SEedagd eseteerIf MedddmeXedpl i fi ed.
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computers in advance, and control the computers to

implement functions of corresponding apparatuses, as
shown in FIGS. 1 and 7, are used.

10 Also, the present embodiment has the following
characteristic feature. That is, n - (k - 1) pieces of
share information are stored in first storage server
apparatuses so as to surely delete share information in
a (k, n) threshold secret sharing scheme (for 2 < k <

15 n). Thus, since only k - 1 pieces of share information
are stored in second storage servers, secret
information cannot be reconstructed. Therefore, the
number of second storage servers can be not more than
"k - 1", and the number of first storage servers can be

20 not less than "m - (k — 1)". Note that storage of many
pieces of share information in the first storage
servers is not preferable in terms of availability.

For this reason, in the description of the following
embodiments, "n - (k - 1)" piece of share information,

25 that is, "n - k + 1" piece of share information as the
minimum number of share information stored in the one

of first storage server will be exemplified.



(First Enbodi ment) FIG 1 is a block diagram show ng an exanpl e of
the arrangenent of a secret sharing systemaccording to the first

enbodi ment. 5ln a secret sharing system1l, a dealer apparatus 100 is
connected to two first storage server apparatuses, 120 and 130, and one
second storage server apparatus 140 via a network 110. Note that in the
arrangenent of this enbodi nent, the nunber ef first 10storage server
apparatuses is two, and the nunber of second storage server apparatuses is
one. However, the present enbodinent is not Iimted to such specific

nunbers of servers. Imithirspepbadijaent, the first storage server
15appar at uses 120 ané f§b i ndi cate st%rage server apparatuses, which can

control copy processigg of; ghanephpter fbGAS @R i dnhes@nfh1r age server
apparatuses according to a user operation.” The second storage server

apparatus 140 i pHecatresngefbarage Sek¥ekc20aPRataLUS yWiieah aeX0GWieS GRPY
processi ng of share information stored in this storage server apparatus at
a predeterm nedthenthgstThabodsmedpon recepti on of a copy request, which is
transmtted fromthe deal er apparatus 100, includes nanme information

i ndi cati ng 25nanes ofinpiesesret shareénignfsgrsriedt dn ian delad est Grrage sgersver
appar atuses 120 and 130, and requests to copy these pieces of share

i nformation, théOPiist conoeaged ta swpvédrsppatatrages se20@eand 130 execut e

copy processing :
apparatuses, 120 and 130, and one second storage server

apparatus 140 via a network 110. Note that in the
arrangement of this embodiment, the number of first

10 storage server apparatuses is two, and the number of
second storage server apparatuses is one. However, the
present embodiment is not limited to such specific
numbers of servers.

In this embodiment, the first storage server

15 apparatuses 120 and 130 indicate storage server
apparatuses, which can control copy processing of share
information stored in these storage server apparatuses
according to a user operation. The second storage
server apparatus 140 indicates a storage server

20 apparatus which executes copy processing of share
information stored in this storage server apparatus at
a predetermined timing. That is, upon reception of a
copy request, which is transmitted from the dealer
apparatus 100, includes name information indicating

25 names of pieces of share information in the storage
server apparatuses 120 and 130, and requests to copy

these pieces of share information, the first storage



of these pieces of share information based on the received copy request.
JFurther, the first storage server apparatuses 120 and 130 do not execute
copy 5processing of share informati on when they do not receive any copy
request fromthe deal er apparatus 100. Such deal er apparatus 100 and first
storage server apparatuses 120 and 130 are preferably inplenented by a
private cloud of a resource provider in tenps of easy 1lOmanagenent of the
copy processing. Note that "name information indicating a nane of share
information” may be nane information sll, nane information s12, and nane

!nfOfUHFiOn_513seth%ha%@%&ﬁ@@s@anQQ afh dS age e xleRIAETRIIAN Hocid i ng
identification nunbers 1, 2, and 3 15of pieces of share information, and

i ndi cate nanmes eff theseophiespendifnghRirecas fAfrmsftalce bafsd®id ahe Al so, the
second storage server apparatus 140 does not execute copy processing based
on a copy requeseckiordt hepgeakecappar alurs he@() hite ditramatdtealdge execut es
the 20copy processing at a predeterm ned timng. Such second storage server
appar at us 140 carrberi apbemettedsby 28 pnil i180cKoudothiecte carnatopgasi | y
manage the copy processing. The deal er apparatus 100

i pl enent 8 a se®recezsihar PAgshpper andoroftilea Whem)thew eilshalad secr et

sharing schene (for 2k n), which divides secret information into pieces of
share i nformati 6fC&4VRaAPYa§OPY request from the dealer apparatus 100.

Such dealer apparatus 100 and first storage server
apparatuses 120 and 130 are preferably implemented by a
private cloud of a resource provider in terms of easy
10 management of the copy processing. Note that "name
information indicating a name of share information" may
be name information sll, name information s12, and name
information sl13, which include a name of secret
information sl and identification numbers 1, 2, and 3
15 of pieces of share information, and indicate names of
the corresponding pieces of share information. Also,
the second storage server apparatus 140 does not
execute copy processing based on a copy request from
the dealer apparatus 100 but automatically executes the
20 COopy processing at a predetermined timing. Such second
storage server apparatus 140 can be implemented by a
public cloud which cannot easily manage the copy
processing.
The dealer apparatus 100 implements a secret
25 sharing apparatus of the (k, n) threshold secret
sharing scheme (for 2 < k £ n), which divides secret

information into pieces of share information as many as



15 the nunber n of shares, and can reconstruct the secret information from
Jk or nore pieces of share information (k is an arbitrary threshold). Note
that the deal er apparatus 100 can be 5i npl enented as a secret sharing
apparatus of, for exanple, an (n, n) secret sharing schene in place of the
(k, n) threshold secret sharing schene. In this case, the deal er apparatus
whi ch inplenents the secret sharing apparatbs of the (n, n) secret sharing
schenme 10i s used whil e being connected to one first storage server
apparatus and n - 1 second storage server apparatuses via a network.

Details of thistgdeahgmbapparatusnheirkls, bandesen kedohatefictThtedealoget
apparatus 100 includes a storing unit 15101, control unit 102, share

i nformati on genend@birngtibht £1013, kShar eoiraf erikalkison fsehaatd dm foninia tio4,
conmmuni cation unit 105, and information combining unit 106. Note that the
storing unit 101ki $saast erbhgrdeyi car2Bnhbilch .is read/ wite accessible from
the units 102 to 106, and tenporarily stores secret information. The
storing unit 101 nmayNbéepthati lthestomed egatt@psaiatg spriddesed dsy the units
102 to 106, and n pieces of share information divided by the share

i nf or matien ZSQéHQEQWPﬁgednﬁF B0SECTRE EHALLHI @RPRIE¢X Sedeutt® processi ng

for accepting inputs_of the aforenentioned thtesholg k and
example, an (n, n) secret sharing scheme 1n place of

the (k, n) threshold secret sharing scheme. 1In this
case, the dealer apparatus which implements the secret
sharing apparatus of the (n, n) secret sharing scheme
10 is used while being connected to one first storage
server apparatus and n - 1 second storage server
apparatuses via a network. Details of this dealer
apparatus will be described later.
The dealer apparatus 100 includes a storing unit
15 101, control unit 102, share information generating
unit 103, share information selection unit 104,
communication unit 105, and information combining unit
106.
Note that the storing unit 101 is a storing device
20 which is read/write accessible from the units 102 to
106, and tempdrarily stores secret information. The
storing unit 101 may temporarily store data being
processed by the units 102 to 106, and n pieces of
share information divided by the share information
25 generating unit 103.
The control unit 102 executes processing for

accepting inputs of the aforementioned threshold k and



16 the nunber n of shares according to a user operation. Also, the control
unit 102 executes processing for controlling the operations of the units
103, 104,..., 106. 5The share information generating unit 103 executes
processing for dividing secret information into n pieces of share
informati on based on the (k, n) threshold secret sharing schene using the
threshold k and the nunber n of shares accepted by the control unit 10102.
The share information selection unit 104 executes processing for selecting
n - k + 1 pieces of share information of the n pieces of share information

di vided by the sharg.pBLor gatison gener %Ucrg)%d[i@% 03 Jotg dhat; dhe n - k

+ 1 pieces of share information nean n - pi eces of 1 nfornation

that is, k-1 ﬁh%%?stﬁé_%B%%%oﬁnh%&%aﬁb@ne%%éhﬁ%sr%E@d@égld@”ﬁ&? of
pi eces of share information after deletion. The comunication unit 105

execut es processbR@rbon i 3@dicsler bRUlHaRG ohikke oF Rineces iefs s ,e 1igf,ormation
divided by the share information generating unit 103 to the n - k + 1 first
storage server apparatuses 120 and 130 and the k - 1 second storage server
apparatus 140 (for exanple, when k = 2 and n = 3), and readi ng out pieces
250f shar & i nfor mat i Ghedissiariehundd e ttilve Steorearpe: igey weri apdt atxusss R0,
130, and 140. Al so, the communication unit 105 executes processing for
i ndi vi dual |y processing for dividing secret information into n

pieces of share information based on the (k, n)

threshold secret sharing scheme using the threshold k

and the number n of shares accepted by the control unit

10 102.

The share information selection unit 104 executes
processing for selecting n - k + 1 pieces of share
information of the n pieces of share information
divided by the share information generating unit 103.

15 Note that the n - k + 1 piecés of share information
mean n - (k - 1) pieces of information, that is, k - 1
pieces of share information as the remaining number of
pieces of share information after deletion.

The communication unit 105 executes processing for

20 distributing the n pieces of share information divided
by the share information generating unit 103 to the
n - k + 1 first storage server apparatuses 120 and 130
and the k - 1 second storage server apparatus 140 (for
example, when k = 2 and n = 3), and reading out pieces

25 of share information distributed to the storage server

apparatuses 120, 130, and 140. Also, the communication

unit 105 executes processing for individually



17 transmtting various requests to the respective storage server
,apparatuses 120 to 140. More specifically, the communication unit 105 has
the follow ng functions (f105-1) to (f105-6). 5(f105-1) A function of
individually distributing n - k + 1 pieces of share information sel ected: by
the share information selection unit 104 to the first storage server
apparatuses 120 and 130. (f105-2) A functien of individually distributing
10pi eces of share information except for the n - k + 1 pieces of selected
share informati on of the n pieces of share information divided by the share

i nformation generghkRgc¥ihl 193:bAst PEGRESRRT tB! @HRIG SPLKRN RPRAALY: 140.

15(f105-3) A function of transmtting a del ete request, which includes nane

information i ndseat,bRgappRageuetseasch thana i nf Pt ispadisstdailayt ed o the
first storage server apparatuses 120 and 130 and requests to del'ete that

share informati eBmandieapyYohnfiai BBL08NHAS @he2@oQaRW il e cshare
information, to the first storage server apparatuses 120 and 130 according

to a user operat(if@an5-1) to (£105-4) .A function of transmitting a copy
request required to copy each piece of share 25information distributed to
the firstSstorage ser(féOSappar at desesti2® afd iH80 vtigiudld f idistt rSitortagey
server apparatuses 120 and 130 according to a user operation. 18

(f105-5) A func®i onkoft dr RASAESt Phgshareadndormpédyasiselegiiadednt dheead out
each piece of distributed share information to the storage server
appar at uses 120SP8re4bnaecwrting celactier gpétatif§nto the first

storage server apparatuses 120 and 130.
(£105-2) A function of individually distributing

10 pieces of share information except for the n - k + 1
pieces of selected share information of the n pieces of
share information divided by the share information
generating unit 103 to the second storage server
apparatus 140.

.15 (£105-3) A function of transmitting a delete
request, which includes name information indicating a
name of each share information distributed to the first
storage server apparatuses 120 and 130 and requests to
delete that share information and copy information as a

20 copy of the share information, to the first storage
server apparatuses 120 and 130 according to a user
operation.

(f105-4) A function of transmitting a copy
request required to copy each piece of share

25 information distributed to the first storage server

~apparatuses 120 and 130 to the first storage server

apparatuses 120 and 130 according to a user operation.



5(f105-6) A function of receiving each piece of share information returned
fromthe storage server apparatuses 120 to 140 in response to the read-out.
request transmitted to the storage server apparatuses 120 to 140. 10The

i nformation conbining unit 106 executes processing for conbining pieces of
share information received by the conmuni cation unit 105 to reconstruct
original information. In other words, the hgformati on conbining unit 106
execut es processing for 15reconstructing secret information fromthe k or
nore pieces of share information received by the comruni cation unit 105

- based on the (k, n) qu@@ugci;@%uﬁfgﬁﬁqQﬁgﬁﬁ?ﬁgﬂitggyafdr;gaémﬁﬁgge

server apparatuses 120 and 130 20and the sec st orage server apparatus

140 wi Il be desetighedtbebow: rNet @ o halhasidge e Yikdle HOMAAR SSTMY
apparatuses 120 and 130 have the sanme functional block arrangenent, the
fol | owi ng descr ispliren iwifbolkmBe ignver takl R drhed iseitveit MARGA aIRISMEY 120
apparatus 120 as 25a representative exanpl e. The first storage server
apparatus 120 i neol ddés aacshrarieg o rmatsiean cpleataitignuni t 121, storage
position 19 information storing unit 122, conmmunication unit 123, and
share infbrmati on del@liodgaini A hction ofNotereaihdiing fea dhariedenfat mat i on
storing unit 121 is a storage device or a storage area of the storage 5
devi ce, which i s$heggdiwioraaidesas siefugnedorhrone tingi ts¢ or2Years¢rv24, and
stores share information distributed fromthe deal er apparatus 100.

The storage posPPP&hAtHEEEMAEOokOstldli A FFSPOTE2 ite &Nhst dieage c¥évi ce or a

storage area of the storage .
request transmitted to the storage server apparatuses

120 to 140.

10 The information combining unit 106 executes
processing for combining pieces of share information
received by the communication unit 105 to reconstruct
original information. In other words, the information
combining unit 106 executes processing for

15 reconstructing secret information from the k or more
pieces of share information received by the
communication unit 105 based on the (k, n) threshold
secret sharing scheme.

The first storage server apparatuses 120 and 130

20 and the second storage server apparatus 140 will be
described below. Note that since the first storage
server apparatuses 120 and 130 have the same functional
block arrangement, the following description will be
given taking the first storage server apparatus 120 as

25 a representative example.

The first storage server apparatus 120 includes a

share information storing unit 121, storage position



10device, which is read/wite accessible fromthe units 123 and 124, and
,Sstores nanme information sll, nane information s21, and nane information s31
i ndi cati ng names of respectlve pi eces of share information distributed from
the deal er apparatus 100 to the first 15storage server apparatus 120, and
storage position information individually indicating storage |ocations of
share information and copy information indigated by each nane information
in association with each other, as shown in FIG 2. 20Note that pieces of
share information corresponding to the nane information sll, nane

i nformation SZlan@B@m@@H@n‘%E%&E%b'%ﬂ1%3i2@rec%h%h%Qda%lbmeuBhESHZ%tOrage
server apparatus 120, as shown in FIG 2. Copy information of the share

i nformation of 2hthehaage infbemaRtioon dellktiihgstuaried 1i2@ .a backup appar at us
(not shown). Also, when share information is stored in the first storage
server apparatus 120Notewth2® rtow istfaorendn farrnstiicn atsadingt es1inarte 1

i nformati on and storage position information "first storage server
apparatus” is added istiorhgestevage pasiat istw riagormet of sther istgragiet 122,

as shown in FIG 3. Likew se, when 5share information stored in the first
storage server SppaFsrughigh iis é@ﬁﬁé@rlﬁ@w@ﬁ@ﬁsﬁﬁbdﬁnéﬂpﬁht@ﬁl@Wlts

associ ates nane_information and storage position informatiaon "backup

appar at us" is a&laédapf# tlﬁé'staﬁfda§§°|§8§| tSF‘é‘r’Tei rlrpétoﬁﬁ‘taitéﬁnstdérsﬁﬁdb&lﬁletd 122.

10Upon receptlo SE |9fornat|on di stributed fromthe deal er apparatus

100, the connun 8P| ? ffSaQﬁéEﬁF€§ ﬁpgce55|ng for witing the

recei ved share infor t|on in the sh %rnatlon st oring unjt %%xgnd
ation storihg unit

e)
processing for witing s?orgﬁgepgqsﬁl&ﬁn l'fn'orma ion
is a storage device or a storage area of the storage

10 device, which is read/write accessible from the units
123 and 124, and stores name information sll, name
information s21, and name information s31 indicating
names of respective pieces of share information
distributed from the dealer apparatus 100 to the first

15 storage server apparatus 120, and storage position
information individually indicating storage locations
of share informafion and copy information indicated by
each name information in association with each other,
as shown in FIG. 2.

20 Note that pieces of share information
corresponding to the name information sll, name
information s21, and name information s31 are stored in
the first storage server apparatus 120, as shown in
FIG. 2. Copy information of the share information of

25 the name information sll is stored in a backup
apparatus (not shown). Also, when share information is

‘stored in the first storage server apparatus 120, new



150f that share information in the storage position information storing
unit 122, Also, the comunication unit 123 executes processing for
receiving various requests transmtted fromthe deal er apparatus 100. More
specifically, the comunication unit 123 has the 20fol |l owi ng functions
(f123-1) to (f123-4). (f123-1) A function of witing, when share
information distributed fromthe deal er appgratus 100 is received, the
received share information in the share information storing unit 121.
25(f123-2) A function of reading out, when a delete request transmtted

fromthe deal er rgppafabufal@8ni FhkieRCLYEE i SkREAGRMROS hiflc@maltAbAr BRid on
associated with 21 nane information in the received delete request from

the storage posktbeRgkNbekARLbLANipkeHhAd 1WAl 122 thasedor hakcrame
i nformation. (f123-3§ A function of copying, when a copy 5request
transmtted froappheadaslen sappaedt 4s 16Q is:oreeel yed.itshar & nifefiraadidnon in
the share information storing unit 121 based on the received copy request.
A function of wetbrhggcapyti Aar maki shoglnt dnnéd Ghy 3t.he Lddjeyiisg i whanbackup
apparatus (not shown), and a 10function of witing storage position

i nformati on of sharecopyoirmboimat strred time tdeofdges tpesiottiage isefraerat i on
storing unit 122. (f123-4) A function of reading out, when a read-out
request transmi BPRATREBM LRE dearepigppangiugow information which

associates name information and storage position
information "backup apparatus" is added in the storage
position information storing unit 122.

10 Upon reception of share information distributed
from the dealer apparatus 100, the communication unit
123 executes processing for writing the received share
information in the share information storing unit 121
and processing for writing storage position information

15 of that share information in the storage position
information storing unit 122. Also, the communication
unit 123 executes processing for receiving various
requests transmitted from the dealer apparatus 100.
More specifically, the communication unit 123 has the

20 following functions (f123-1) to (£f123-4).

(£123-1) A function of writing, when share

information distributed from the dealer apparatus 100
is received, the received share information in the
share information storing unit 121.

25 (f123~2) A function of reading out, when a delete
request transmitted from the dealer apparatus 100 is

received, storage position information associated with



15 100 is received, share information fromthe share information storing
unit 121 based on the received read-out request, and returning the readout
‘share information to the deal er apparatus 100. The share information
deleting unit 124 has a 20function of deleting all of share information

i ndi cated by name information in the received del ete request and copy
informati on of that share information basegjon storage position information
read out by the communication unit 123. Also, the share information 25
deleting unit 124 has a function of deleting, after all of share

{ nf or mat i on_andneRy :kRELARLION i0f (Al shated AW I Ay A delgied, all

pi eces of row information 22 each indicating nane Infor ion of the share

i nformation andt§k0k286 28RS HUsaR jloAf QrTRiARIT @3S AtiAtel Wit the kg
i nformati on based on the nane information fromthe storage position

i nformati on st obhn@humi hakd2.inTbhaaseeend storage server apparatus 140

i ncludes a share information storing unit 141 and conmuni cation unit 142.
The share information fSR@-3g Wiftunkdl i eyescahairgy, Mosmed | @pdi stri but ed
fromthe deal er apparatus 10100 in the sanme manner as the share information
storing uhit 12tegneshe tiransmistedade ogernher dappamatappa@tus 100 idpon
reception of share information individually distributed fromthe deal er
appar atus 100, tREcd¢yRfunisbaiiconnwirmat4@rexec ihes sprageessifmymadrianiting
15t his share information in the share information storing unit 141. Al so,
upon reception 6FC&1pgadnalt lrdqiesect Pomtfe IEEA1dE hFRatifIVERy. - t He

comruni cation unit 142 executes  processin or readi ng out share
information fro upﬁélgﬁapg WELSH tFBﬁyéﬁgP%ﬁﬁmGﬁQP © talneJ“%y the

copying in a backup apparatus (not shown), and a
10 function of writing storage position information of
that copy information in the storage position
information storing unit 122.
(f123-4) A function of reading out, when a
read-out request transmitted from the dealer apparatus
15 100 is received, share information from the share
information storing unit 121 based on the received
read-out request, and returning the readout share
information to the dealer apparatus 100.
The share information deleting unit 124 has a
20 function of deleting all of share information indicated
by name information in the received delete request and
copy information of that share information based on
storage position information read out by the
communication unit 123. Also, the share information
25 deleting unit 124 has a function of deleting, after all
of share information and copy information of that share

information are deleted, all pieces of row information



20141, and returning that share information to the deal er apparatus 100.
.The operation of the secret sharing systemwth the aforenentioned

- arrangenment will be described below with reference to FIGS. 4, 5, and 6.
The operation of 25sharing processing of secret information wll be
described first taking a case of k = 2 and n = 3 as an exanple. 23

As shown in FIG 4, the control unit 102 agegepts inputs of a value "2" of
the threshold k and a value "3" of the nunber n of shares of the (k, n)

t hreshol d secret sharing schenme according to a user operation 5(step Si)

Subsequently, thg $harg i QR QR %Wﬁ&é%gxp%f 403 Sqil%,'ges secr et

information sl in the storingunit 1 nt o ree pieces of share

i nformation baseq, frihe dnhiesheld rzre ﬁdﬁﬂlﬁmefnfgrﬁ@fﬁ assocAkd he

10(2, 3) threshold secret sharing schenme, as showmn in FIG 5, thereby

generating shar eviitf ai@hiagR Shifo rstatien Haydmidon 1sd hamddi shedeat ion
information s13 (step S2). Note that the share information sll, share

informati on s12,frand t$learse drafger atd i1 il 3 rgened=ad iesh | St St Py Shiat e122.
15stored in the storing unit 101. Next, the share information

sel ectionsunit 104 sdltectsedony pittoegyofseheae dpdarames ohdCoinespadesliang to
n- k + 1 pieces of information of the three pi eces of generated share

i nformation (st &hasy) infosuwd iomats tzoting shdrte T4 crrhtd rmeel @xtioh unit
104 selects the share information sl11 and share information sl12. Af ter
that, the commuiiddtilde-unit 105 individually distributes the selected

share information sll_and share information s12 to the fjrst storage
The share information storing unit 141 stores

share information distributed from the dealer apparatus
10 100 in the same manner as the share information storing
unit 121 in the first storage server apparatus 120.

Upon reception of share information individually
distributed from the dealer apparatus 100, the
communication unit 142 executes processing for writing

15 this share information in the share information storing
unit 141. Also, upon reception of a read-out request
from the dealer apparatus 100, the communication unit
142 executes processing for reading out share
information from the share information storing unit

20 141, and returning that share information to the dealer
apparatus 100.

The operation of the secret sharing system with
the aforementioned arrangement will be described below
with reference to FIGS. 4, 5, and 6. The operation of

25 sharing processing of secret information will be
described first taking a case of k = 2 and n = 3 as an

example.



25server apparatuses 120 and 130, and individually distributes the
Jemaining share information s13 to the second storage server apparatus 140
(step S4). 24 Thus, the sharing processing of the secret information
is conpleted. After that, the storage server apparatuses 120, 130, and 140
execut e copy processing of the share information sll, share 5information
s1l2, and share information s13 as needed. 23 I nval i dation processing of
secret information will be described bel ow. Now assune that the processes
of steps Si to S4 have already been executed, the share information sl and

share information sl3sareostoried it 10t he Hd r&dntStr ags seroera at uses
120 and 130, and the share information sl13 is stored in the second storage

server apparatusnpd@s Alfsa, vasseme 2thatr haek up rappanat usesmdfa tha st or age
server apparatuses 120, 130, and 140 store correspondi ng pieces of copy

i nformati on 150f'3t'"hefshaerenunbermat iodn s$lalress ke e hienf ([, mat)i arhreholahd
share information s13. Initially, the communication unit 105
transmts a del eeereéquestinggsichethet @cdelretima e sharsed mfpgmeadticon sl and
share information s12 in the first storage 20server apparatuses 120 and 130
to the fiPst stdp&§e Sédver apparatuses 120 and 130 (step S11). In this

case, the communication unit 105 transmts a del ete request including nane
information Hsi.'" ofUPREIEFATE Yirnfidendiadi® ANt AIFaheeT 9t otie server

apparatus 25120 so _as to delete the share information sl| in the first
storage server Bﬁbﬁrzpésdiﬁédﬁﬁds@ﬁﬁftiﬁPSPﬁHPﬁ&ﬁnoF Hat Eifargering

I nformation. L'BEYQS?OltQ%tgogggggc%ﬁk%%s of share information based

on the threshold "2", the number of shares "3", and the
10 (2, 3) threshold secret sharing scheme, as shown in

FIG. 5, thereby generating share information sll, share

information sl12, and share information s13 (step S2).

Note that the share information sll1, share information

s12, and share information sl13 generated in step S2 are
15 stored in the storing unit 101.

Next, the share information selection unit 104
selects two pieces of share information corresponding
ton - k + 1 pieces of information of the three pieces
of generated share information (step S3). Assume that

20 the share information selection unit 104 selects the
share information sll and share information sl2.

After that, the communication unit 105
individually distributes the selected share information
s1ll and share information sl2 to the first storage

25 server apparatuses 120 and 130, and individually

distributes the remaining share information sl3 to the

second storage server apparatus 140 (step S4).



25 apparatus 105 transmts a delete request including nane information
,'sl2" to the first storage server apparatus 130. The conmmunication unit 123
in the first storage 5server apparatus 120 receives the del ete request
transmtted fromthe deal er apparatus 100 (step S12). Likew se, a

comuni cation unit 133 in the first storage server apparatus 130 receives
the delete request transmtted fromthe dealer apparatus 100. 10Next, the
conmuni cation unit 123 reads out, based on the name information "sl|" in
the received del ete request, storage position information "first storage

server apparatus' angrstorage RAslLin o armtion ¢ hagkup. appar at us:

associated with this nane 15information "311" fromthe storage position

information stofihfgriBitoh2ds(ebap18tdl. Lilk@Wrsenlkhe tgmunj¢ald on unit
133 reads out, based on the nane information "sl12" in the received del ete

request, storageeposict bpbairatasest 100, ag30Gi ahad 1wiot B xkhiv R v
20i nformation "sl12" froma storage position information storing unit 132.
After that, thepshaeesinbopffathensdalret ingoutiat 1524 sdeal,etsézral | of the
share information sll and the copy information of the share information sl
based on 25t he ieddonetspor adé, pesit soarenfiofwatiadn ohf isilsSt ast oreagedser ver
appar atus” and storage position information "backup apparatus” (step Sl14).
Li kewi se, a share Invalidation processing of secret information will
be described below. Now assume that the processes of
steps S1 to S4 have already been executed, the share
information sll and share information sl2 are stored in
10 the first storage server apparatuses 120 and 130, and
the share information sl13 is stored in the second
storage server apparatus 140. Also, assume that backup
apparatuses of the storage server apparatuses 120, 130,
and 140 store corresponding pieces of copy information
15 of the share information sll, share information sl2,
and share information s13.

Initially, the communication unit 105 transmits a
delete request required to delete the share information
s1ll and share information sl1l2 in the first storage

20 server apparatuses 120 and 130 to the first storage
server apparatuses 120 and 130 (step S11). 1In this
case, the communication unit 105 transmits a delete
request including name information "s11" of the share
information sll to the first storage server apparatus

25 120 so as to delete the share information sll in the

first storage server apparatus 120 and copy information

of that share information. Likewise, the communication



26 information deleting unit 134 deletes all of the share information si12
and the copy information of the share information s12 based on the readout
storage position information. 5Al so, after all of the share information sl
and the copy information of the share information sl| are deleted, the
share information deleting unit 124 deletes all of pieces of row

information indicating the nane informationg"sl|" and pi eces of storage
position 10i nformation associated with this name information "sll" in the
storage position information storing unit 122. According to the

af orenmenti oned bbbstra@MROdiONERlra Wit & Re RITAge®fedt WMHIGRIIRE iy age
position information storing units 122 and 132 are arranged in 15the first

storage server appaiabuses 1239 cand ol3GMHiGH tCat GO e GRRY YHRGAISING,
pi eces of share information and copy information in the first storage

server apparatugé9.120 and 130 can be managed, and all pieces of share
information and copy information in the 20first storage server apparatuses
120 and 130 can be délhet edrmmuriespdrse ura tt He Ielrettehe effuest .storage Not e
that the first enbodinent is not limted to the (k, n) threshold secret
sharing séhene, sBiivecanprbe rpitast i1@8d revsi viesi idia e l(af,e Medwstet sharing
schene 25using the threshold k which is equal to the nunber n of shares, as
descri bed abovetrsPsRétird. firem fihe cgsd erom@ranadtusstifihges tsar verl) -

apparatus 120 need onl
PP ElgerS%, a communication unit 133 in the first storage

server apparatus 130 receives the delete request
transmitted from the dealer apparatus 100.

10 Next, the communication unit 123 reads out, based
on the name information "sll" in the received delete
reqﬁest, storage position information "first storage
server apparatus" and storage position information
"backup apparatus" associated with this name

15 information "sl1ll1l" from the storage position information
storing unit 122 (step S13). Likewise, the
communication unit 133 reads out, based on the name
information "sl12" in the received delete request,
storage position information associated with this name

20 information "sl12" from a storage position information
storing unit 132.

After that, the share information deleting unit
124 deletes all of the share information sl11 and the
copy information of the share information sll based on

25 the readout storage position information "first storage
server apparatus" and storage position information

"backup apparatus" (step S14). Likewise, a share



27 be arranged, and remaining storage server apparatuses 130 and 140 can be
,second storage server apparatuses 130° and 140. Al'so, in step Si, an input
of the value "3" of the 5nunber n of shares is accepted (the threshold k is
not input). In step S2, share information sll, share information sl12, and
share information s13 are generated based on the nunber of shares "3" and
the (3, 3) secret sharing schene as in thez2gbove description. 10 In step
S3, one piece (=n- n+1=n- (n- 1)) of share information sll is
selected. In step S4, the comunication unit 105 individually distributes

the sel ected pi eagophashahedentenmat woAtShizat delike fd 8t rorage spareer
apparatus 120, and individually 15distributes the renmaining share

information sl2iafidrmhaieni BIOr gald @hest3ph0 inlfe raeaarth HOKAGE shameer
apparatuses 130" and 140. In the invalidation processing, assume that the
first storage sentermappanati® baQest onheshicheeshiame istfoararet posislilon and
the 20second storage server apparatuses 130" and 140 respectively store the
share informati énfetRadmdnshare i nformation si13. Then, assune that

backup apgaratuses of the storage server apparatuses 120, 130', and 140
store 25cerrespondi n§lprecéster edgy ainftdenahiagie oM ftanastare S1df ¢t i on

sll, share inforpation s12, and share information s13. In steps Sl to S14,
the operation ofheogopy information of the share information sll are

deleted, the share information deleting unit 124
deletes all of pieces of row information indicating the
name information "sl1ll1" and pieces of storage position
10 information associated with this name information "s11"
in the storage position information étoring unit 122.

According to the aforementioned first embodiment,
with the arrangement in which the storage position
information storing units 122 and 132 are arranged in

15 the first storage server appafatuses 120 and 130 which
can control copy processing, pieces of éhare
information and copy information in the first storage
server apparatuses 120 and 130 can be managed, and all
pieces of share information and copy information in the

20 first storage server apparatuses 120 and 130 can be
deleted in response to the delete request.

Note that the first embodiment is not limited to
the (k, n) threshold secret sharing scheme, but can be
practiced even using the (n, n) secret sharing scheme

25 using the threshold k which is equal to the number n of
shares, as described above, since 2 £ k £ n. In this

case, one first storage server apparatus 120 need only



the first storage server apparatus 120 is as descri bed above. However,
since the (n, n) secret sharing schene does not use any second storage
'server apparatus 130, the aforenentioned operation of the first storage
5server apparatus 130 i s skipped. Note that as for inplenentation
using the (n, n) secret sharing schene in place of the (k, n) threshold
secret sharing schene, the sane applies toothe foll ow ng enbodi nents.

10( Second Enbodi nent) FIG 7 is a block diagram showi ng an exanpl e of
the arrangenent of a secret sharing systemaccording to the second

embodi ment’, Thep,8ap  LeLRHENGRNYTREALS o oFbBagh deNke LipatamRduinct i on

units as those in 15FIG™ 1, an etail ed description thereof will not be
repeated. Diffengpt ahungliooRaUNiES sWicbhdbe tFRaRley sdese hesbealtewe Not e
that in the follow ng enbodi nents, a repetitive description wll be

avoi ded. The se¢gond embodiument is a nodification of the 20first enbodi nent.
Unlike in the arrangenent shown in FIG 1, a storage position information
storing unit 107 is alsangdc isted dagl an dppartatdfs tH0 valuyd dc off siter age
position information storing units 122 and 132 in first storage server
appar at usés 120namdet30. oZ5Fhatreiss ist hecepdlest (Apywartdingshp0@ ikndlsudes a
storing unit 101, control unit 102, share information generating unit 1083,
shar e informati é6APsél ect Lon stspt S229shags, lademnstden ¢ lunishardsa,
information conbining unit 106, and storage position infaormation storing
unit 107. Note LR&PIMAfdPRuEldm SN6r 882FR £RE SGHLNg ¢t are

generated based on the number of shares "3" and the (3,
3) secret sharing scheme as in the above description.

10 In step S3, one piece (= n ~-n+ 1 =n- (n - 1)) of
share information sll is selected. 1In step S4, the
communication unit 105 individually distributes the
selected piece of share information sll to the first
storage server apparatus 120, and individually’

15 distributes the remaining share information sl12 and
share information sl3 to the second storage server
apparatuses 130' and 140. In the invalidation
processing, assume that the first storage server
apparatus 120 stores the share information sll, and the

20 second storage server apparatuses 130' and 140
respectively store the share information sl2 and share
information s13.

Then, assume that backup apparatuses of the
storage server apparatuses 120, 130', and 140 store

25 corresponding pieces of copy information of the share
information sll, share information sl12, and share

information s13. 1In steps S11 to S14, the operation of



5101 and functions of the control unit 102, share information generating
unit 103, share information selection unit 104, and information conbining
unit 106 are as descri bed above. The storage position information storing
unit 107 10stores nane information indicating a nane of each share
information distributed to the first storage server apparatuses 120 and
130, and storage position information indiygdually indicating storage

| ocations of share information indicated by the name information 15and copy
information as a copy of that share information in association with each

other, as shownths FliGst8stthRabel erlrBe Shphage uR0shh 9B aRf eleRidigRd -
storing unit 107 stores pieces of nane information of share information and
copy i nfor mati oabster.ed Howedklr, 20t heef ithst ($t,0nageeserveshappaatdtesel 20
and 130 and correspondi ng pi eces of storage position information in place
of those for oneokikrsbtstigeageyseervehdapparalges sk2@ecar appd,raasissiadn in
FIG 8. The communi cation unit 105a has, for exanple, the
25f ol | owi ng funthieonfEfrédBatipnied pbacetdbnt b fthectfiiost( 5105a3)k of the

af orenmenti oned comuni cation unit 105. Note that the conmunication unit
105a has ?Phe saf8rvsg Popetridus asOt he PWA®Pedns (f105-1), (f105-2), and
(f105-4) to (f105-6) of the aforenentioned comuni cation unit 105.
Furthermore, the conf@tiecdtiddn agnifor15R leReaiadd oD isddssithg fGr dpdati ng

row i nformati on_of nane , _
secret sharing scheme in place of the (k, n) threshold

secret sharing scheme, the same applies to the
following embodiments.
10 (Second Embodiment)

FIG. 7 is a block diagram showing an example of
the.arrangement of a secret sharing system according to
the second embodiment. The same reference numerals in
FIG. 7 denote the same function units as those in

15 FIG. 1, and a detailed description thereof will not be
repeated. Different function units will be mainly
described below. Note that in the following
embodiments, a repetitive description will be avoided.

The second embodiment is a modification of the

20 first embodiment. Unlike in the arrangement shown in
FIG. 1, a storage position information storing unit 107
is arranged in a dealer apparatus 100 in place of
storage position information storing units 122 and 132
in first storage server apparatuses 120 and 130.

25 That is, the dealer apparatus 100 includes a
storing unit 101, control unit 102, share information

generating unit 103, share information selection unit



information and storage position information stored in the storage position
information storing unit 107 when it transmts a delete request and copy
request to the first storage server apparatuses 120 and 130. More
10specifically, the communication unit 105a has, for exanple, the follow ng
functions (fl1l05a-2) and (f105a-3). (f105a-1) A function of reading
out nane information stored in the storagepposition information 15storing
unit 107 and storage position information associated with that nane
information according to a user operation, and transmtting a delete

request which i ngadesndig iready Hare 1050 Bl AhAnGStQmgs RRI ti on
informati on and requests to delete distributed 20share information and copy

information of tatt Siey,e anief etdRN g o [ilrito 9l-0riRge SQIMelg unit
apparatuses 120 and 130. (f105a-2) A function of deleting, when a

del ete request, Mhi.ch includes nane informati on and storage 25position
informati on and requests to delete share information and copy information
in the first storage Negreyérhadpparfatmussasi I Gstamnced 30y titee tgtamsimd twdit 31
according to a user operation, row information of the nane information and
storage p6siti ol Glnfacrdtinst iomst Iffs tde exan trsjuesti tf fldA + dhastor age
position informgtion storing unit 107. 5(f105a-3) A function of witing,
when a copy reqd€<CTEGIO e dos rediy S haYid i 1Hor fddtéh infametianst st or age
server apparatuses 12Q and 130.is transmtted according to a user reguest,

row i nf or mat i on S6F- STAHE T ARG EmaLi%en 3R SHGEIGE 1985 iIGBH D MRS P9 n t he

10st or age position ggf%%g%ga%gdsggkkgg unit 107 in

The storage position information storing unit 107
10 stores name information indicating a name of each share
information distributed to the first storage server
apparatuses 120 and 130, and storage position
information individually indicating storage locations
of share information indicated by the name information
15 and copy information as a copy of that share
information in association with each other, as shown in
FIG. 8. That is, the storage position information
storing unit 107 stores pieces of name information of
share information and copy information stored in all
20 the first storage server apparatuses 120 and 130 and
corresponding pieces of storage position information in
place of those for one first storage server apparatus
120 or 130, as shown in FIG. 8.
The communication unit 105a has, for example, the
25 following function (£105a-1) in place of the function
(£f105-3) of the aforementioned communication unit 105.

Note that the communication unit 105a has the same



association with each other based on the transmtted copy request. The
first storage server apparatuses 120 and 130 and a second storage server
apparatus 140 will be 15descri bed bel ow. Note that since the first storage
server apparatuses 120 and 130 have the same functional bl ock arrangenent,
the follow ng description will be given taking the first storage server
apparatus 120 as a representative exanple. 38l so, the arrangenent of the
20second storage server apparatus 140 is as descri bed above. The
first storage server apparatus 120 includes a share information storing

unit 121, comuriuaatieAsudkt thd3Fundnd oplRar & lios-annatiaamdeljet ijpg unit 124
25Not e that information stored in the share |nfornat|on storlng unit 121 is

as described abo¥e05Fhe eemmyniocats)or fukine La3adrrs ta dnwaction of 32
executing processing for receiving a delete request transmtted fromthe

deal er appar at usom@Oniipapliaceuafi tt H@5f.uncti on (f123-2) of the

af orenenti oned communi cation unit 123. 5The share infornmation deleting unit
123 has a function ofudéhetrimege,badhed commsirndreage qrosirtiitor 05 exmnitdsn a
del ete request received by the comunication unit 123a, all of share

i nf or mat i on andPEBE§SFARET Aari sRdemdingated by fvame tilsfoofamiaoe i n t he

10del et e request
information and storage position information stored in

the storage position information storing unit 107 when
it transmits a delete request and copy request to the
first storage server apparatuses 120 and 130. More
10 specifically, the communication unit 105a has, for
example, the following functions (f105a—25 and
(f105a-3).
(f105a-1) A function of reading out name
information stored in the storage position information
15 storing unit 107 and storage position information
associated with that name information according to a
user operation, and transmitting a delete request which
includes the readout name information and storage
position information and requests to delete distributed
20 share information and copy information of that share
information to the first storage server apparatuses 120
and 130.
(f105a-2) A function of deleting, when a delete
request, which includes name information and storage
25 position information and requests to delete share
information and copy information in the first storage

server apparatuses 120 and 130, is transmitted



The operation of the secret sharing systemw th the aforenentioned
arrangement will be described belowwith reference to the aforenentioned
flowmchart of FIG 4 and a new flowhart of FIG 9. 15lnitially, as for the
operation of sharing processing of secret information, the operations of
steps Si to S4 shown in FIG 4 are executed as in the above description.
- However, imrediately before or after step $4, the comrunication unit 105a
writes nane 20information indicating a nane of each share infornmation to be
distributed to the first storage server apparatuses 120 and 130, and

storage positionctstarAgt tenai ndik dpakby ibpRdi ¢akd N9 rfa@Hage orogald on of
share information indicated by this nane information 25in the storage

posi tion informbnenisterinagibhi tnd04tbRagespeiatiion Wt r@ach oot her . Thus,
t he sharing processing of secret information 33 is conpleted.

I nval i dati on probéssdagede sequetti ifommahieostwirblgeb@oddsdonbed bel ow. Now
assunme that the processes of steps Sl to S4 have already been executed, the
shar e 5i nfor mat inhoshétand sharénpgnfioitafliddn s12 are stored in the first
storage server apparatuses 120 and 130, and the share information s13 is
stored i n°t he second (§18Pagé)sePvéungparacds vr4dina,soheas sumeptvhat backup
apparatuses of the storage server apparatuses 120, 130, 10and 140 store
correspondi ng pf8EBSSbf FEBPYIPAf P nEPPYNSHBR I EhéNSRAFS tilpNodRatthen fdst
share infornatiop s12, and share information _s13. , _

_ storagé server apparatuses 120 and 130 is transmitted
according to a user request, rbw information of name
information and storage position information in the

10 storage position information storing unit 107 in
association with each other based on the transmitted
COpy request.
‘The first storage server apparatuses 120 and 130
and a second storage server apparatus 140 will be
15 described below. Note that since the first storage
server apparatuses 120 and 130 have the same functional
block arrangement, the following description will be
given taking the first storage server apparatus 120 as
a representative example. Also, the arrangement of the
20 second storage server apparatus 140 is as described
above.
The first storage server apparatus 120 includes a
share information storing unit 121, communication unit
123a, and share information deleting unit 124.
25 Note that information stored in the share

information storing unit 121 is as described above.

The communication unit 123a has a function of



Initially, as shown in FIG 9, the comunication unit 105a reads out nane
information stored in the 15storage position information storing unit 107
and storage position information associated with that nane information
according to a user operation (step S21), and transmts a del ete request,
whi ch includes the readout nanme information and storage position

20i nformation and requests to delete the digstri buted share infornmation and
copy information of that share information to the first storage server
apparatuses 120 and 130 (step S22). In this case, the conmunication unit

105a transmts axdeh@liQ g @aueelssifg YdNG NaNE, 2R if dmidOn-cqldst
indicating a nanme of the share information sl and storage position

information to thenfistest Frage t$RF Ra 1P thr0 190 as tw el efe the
34 share information sll in the first storage server apparatus 120 and copy

information of the Sharce iionf qrrmeGi-an /fl .tHd kedireeneitdieorcadmuni cati on uni t
105a transmts a del ete request including nane information 5"s12" and

st orage positi ocommuoricattiion toitthd 2f3i.r st st orage server apparatus 130.

Al so, the conmmunication unit 105a deletes all pieces of row information
each indi€ating the e shafrer nmtficomaitri arh el aled teitrey ruegidest2 Ak Stor age
position informati on associated with that 10nane information after

transni ssi on of fREtdEONeré Fededdng, basedopn s ogdss Haid:1Ahe

comuni cation unit 123a in the first storage server apparatus 120 receives

the del ete requeSt OrFARENLL 8d IelEiet Ké terregspdicat & 1800 (step S23).

Li kewi se, a Cong%%h%%ﬁhg@igglhn%%3§25g, all of share information and

copy information indicated by name information in the

10 deiete request.

The operation of the secret sharing system with
the aforementioned arrangement will be described below
with reference to the aforementioned flowchart of
FIG. 4 and a new flowchart of FIG. 9.

15 Initially, as for the operation of sharing
processing of secret information, the operations of
steps S1 to S4 shown in FIG. 4 are executed as in the
above description. However, immediately before or
after step S4, the communication unit 105a writes name

20 information indicating a name of each share information
to be distributed to the first storage server
apparatuses 120 and 130, and storage position
information individually indicating a storage location
of share information indicated by this name information

25 in the storage position information storing unit 107 in
association with each other.

Thus, the sharing processing of secret information



the first storage server apparatus 130 receives the del ete request
transmtted fromthe deal er apparatus 100. Next, the share information
deleting unit 124 20deletes all of the share information sl| and copy
information of the share information sll based on storage position
information "first storage server apparatus” and storage position

i nformati on "backup apparatus” in the del egg request received by the 25
comuni cation unit 123a (step S24). Likew se, a share information deleting
unit 134 deletes all of the share information s12 and copy information of
the share 35 inGoeBRpLERe§12 based on storage position information in the
del ete request received by the comunication unit 133a. According to the
af orenmenti oned secondnegbadiafaitn, 2Wdd3stifgy arfr aREamRNt i o Mid toifort ke 11
storage position information storing unit 107 is arranged in the deal er
apparatus 100, bbkedrunbeébedf bpileces olbwshasemenftoammatthen ardacsses of
information stored in the first storage server apparatuses 120 and 130 and
st orage 10l ocat strpsoBlt hes€4pheves adfreshiar beienf exertuted arndagnare
information can be nanaged in the deal er apparatus 100. Al so, the
second enbdodi nealfeanabéopr aétli ead sdieng thé orpatiprns édietd hHFINE S dene
in place of the %k, n) threshold secret sharing schene as in the above
15description. F etﬁﬂ§5§a§é9r§9€p§eSWeFoaSEaéQ%U§@Spﬂéﬁ%i%ﬁﬁj#3@rtﬁéméane
manner as in the_aforenentigned exanpl e of the &n, n) secret sharing
schene. In the FRFaPP8ati SRIPEBEELSNGL3adSuREOrRSt ohé S rC¥E%r age

server apparatu%t%%gggtgé%%ekhgp%g%% u%nﬁabqatﬁﬁgcﬁlgssume that backup

apparatuses of the storage server apparatuses 120, 130,

10 and 140 store corresponding pieces of copy information
of the share information sll, share information sl12,
and share information sl13.

Initially, as shown in FIG. 9, the communication

unit 105a reads out name information stored in the

15 storage position information storing unit 107 and
storage position information associated with that name
information according to a user operation (step S21),
and transmits a delete request, which includes the
readout name information and storage position

20 information and requests to delete the distributed
share information and copy information of that share
information to the first storage server apparatuses 120
and 130 (step S22). 1In this case, the communication
unit 105a transmits a delete request including name

25 information "s1l" indicating a name of the share
information sll and storage position information to the

first storage server apparatus 120 so as to delete the



20and the second storage server apparatuses 130' and 140 store the share
information s12 and share information s13 as in the above description.

Li kewi se, assune that backup apparatuses of the storage server apparatuses
120, 130', and 140 store correspondi ng pi eces of copy 25information of the
share information sll, share information s12, and share information s13. In
steps S21 to S24, the operation of the firglyy storage server 36 apparatus
120 is as described in the second enbodi nent. However, since the (n, n)
secret sharing schene does not use any second storage server apparatus 130,

the af orementi orgd r@Pehdbir@ tafonunilhs i133%and k34 Judb AR Hdrirlr storage
server apparatus 130 is skipped. Note that this enbodi nrent can be practiced

using the (n, nhpgpacha@iusShan RGES PR iinT dthdes of diheaHK snard hreshol d
secret sharing schene, as described above. According to at |east one of the
af orenenti oned ide€ohoditient $,11w t lLitkeer iSeSt eMeardoam@geneiadt (W e its a9 She
first storage server apparatus which can control copy processing and the
second storage seawnemigppar atele twhirehuasttonatdlcalilng exaecuties commt ion
processi ng together, even when copy information is left in the second
15st or age>ser ver sagpagatdustogeiog pals igdemetinfigfmyatbdtdrort ccdmebd iindtal i dat ed
The nmet hod described in the above enbodi nent may be stored and distributed
in a storage nedtQFRgEcReayes PRPIEETAESIlSO -( sdEtPas TS ISHRP TS Ker ed

tradenmar k] 20di sk .and a hard di sk), .an optical_ disk (such as a CD
unit 105a deletes ‘all pieces of row information each

indicating the name information in the delete request
and storage position information associated with that

10 name information after transmission of the delete
request.

On the other hand, the communication unit 123a in
the first storage server apparatus 120 receives the
delete request transmitted from the dealer apparatus

15 100 (step S23). Likewise, a communication unit 133a in
the first storage server apparatus 130 receives the
delete request transmitted from the dealer apparatus
100.

Next, the share information deleting unit 124

20 deletes all of the share information sll and copy
information of the share information sll based on
storage position information "first storage server
apparatus" and storage position information "backup
apparatus" in the delete request received by the

25 communication unit 123a (step S24). Likewise, a share
information deleting unit 134 deletes all of the share

information sl12 and copy information of the share



ROM and a DVD), a magneto-optical (MO disk, and a sem conductor nenory, as
a program whi ch can be executed by a conputer. The storage nedi um
may adopt any storage form as 25long as it is a conputer-readabl e storage
medi um whi ch is capable of storing a program Part of the processing to
carry out the above 37 enbodi nent nmay be executed by an operating system
(0S) which operates on the conputer, or mggleware (MN such as database
managenent software and network software, based on instructions of the
programinstalled fromthe 5storage nediumin the conputer. In

addi tion, the siQraggsFedhugnbnybieqeshodimRabel §o8ot ibhmihed hatapedi um
i ndependent of the conmputer, but also includesS a storage nmedi um which

stores or tenpofarihy §keres fepLHAgrap:dawnlaadedaretoambANCAE 148t he
| nt ernet. The storage nmediumin the present invention is not limted

to one. The pregent i1Bggntion also includes the case where the processing
in the enbodinent is executed by using a plurality of storage nedia, and
t he 15storage nedi unhoaeyrhavig eot hae afotrlkeeesitrivekdr egcond embbldmeonput er
in the enmbodi ment executes the processing in the above enmbodi ment, based on
t he program st ovethi hha stroeagempeti Um whndhmahebetamagpparatasosuch as a
personal conputer, or a system 20obtai ned by connecting a plurality of
appar at uses t hr bughrmanhépnoskoring unih a8di isoarrengedoiputee deatlied
enbodinent is not limted to a personal conputer, but also includes a
apparatus 100, the number of pieces of share
information and copy information stored in the first
storage server apparatuses 120 and 130 and storage
10 locations of these pieces of share information and copy
information can be managed in the dealer apparatus 100.
Also, the second embodiment can be practiced using
the (n, n) secret sharing scheme in place of the (k, n)
threshold secret sharing scheme as in the above
15 description. In this case, steps S1 to S4 can be
practiced in the same manner as in the aforementioned
example of the (n, n) secret sharing scheme. 1In the
invalidation processing, assume that the first storage
server apparatus 120 stores the share information sll
20 and the second storage server apparatuses 130' and 140
store the share information sl2 and share information
sl3 as in the above description. Likewise, assume that
backup apparatuses of the storage server apparatuses
120, 130', and 140 store corresponding pieces of copy
25 information of the share information sll, share

information sl12, and share information sl13. In steps

521 to S24, the operation of the first storage server



processing unit or a mcroconputer included in an 25informati on processing
apparatus. The term "conputer” in the enbodinent is a general termfor
‘appar'at uses and devi ces which are capabl e of achieving the function of 38
the present invention by the program Wil e certain enbodi nents have
been descri bed, these enbodi nents have been presented by way of exanple
only, and are not intended to limt the scqpe of the 5inventions. |ndeed,

t he novel enbodi ments descri bed herein nay be enbodied in a variety of
other forms; furthernore, various om ssions, substitutions and changes in

the form of the,gghodi Nk sqdeschibad Rengln TRY B made W (gl deharting

fromthe spirit i nventi ONs. € acconmpanying clains an elr

equi valent's areyqaleaded b COYRL SHCN ) OIXE At ThdlTiGA s Ay Ml d fal |

within the scope and spirit of t I Avent i ons. . A secret

sharing system gbar agkehngedebyna0aRbrsyRY s ed vesC o a3hanidg RPPaLAL us
configured to execute a 5 (k, n) threshold secret sharing schenme (for 2 k

n) which divi dearseemehtiibhednBpiel tiBho ofi @68% s0f1 33hared nfar ngt g as
many as the nunber n of shares, and is configured to reconstruct the secret
informati dbn fromimet kessatbaBekvpireappadhtalanso nfsorsrappl .( K Notean
that this embodiment can be practiced using the (n, n)
secret sharing scheme in place of the (k, n) threshold
secret sharing scheme, as described above.
Aécording to at least one of the aforementioned
10 = embodiments, with the system arrangement which uses the
first storage server apparatus which can control copy
processing and the second storage server apparatus
which automatically executes copy processing together,
even when copy information is left in the second
15 storage server apparatus, original secret information
can be invalidated.
The method described in the above embodiment may
be stored and distributed in a storage medium such as a
magnetic disk (such as a floppy [registered trademark]
20 disk and a hard disk), an optical disk (such as a CD-
ROM and a DVD), a magneto-optical (MO) disk, and a
semiconductor memory, as a program which can be
executed by a computer.
The storage medium may adopt ahy'storage form, as
25 long as it is a computer-readable storage medium which
is capable of storing a program.

Part of the processing to carry out the above



l0arbitrary threshold) of the plurality of pieces of divided share

g nformation; a plurality of first storage server apparatuses, each of
whi ch conprises share information storing unit configured to individually
store share information 15distributed fromthe secret sharing apparatus,
and is configured to control copy processing of the stored share

i nformati on according to a user operation;3and at | east one second
storage server apparatus which conprises share information storing unit
configured to 20individually store share information distributed fromthe

secret sharing appafahdar ABY be €QBELBHAEHy! Anexpekhei6gP¥yREBREYDENY Of
the stored share information at a predetermned timng, the secret sharing

appar at us conpr wBiB8g: og88a8E8r bAJtHAI togpategyr ed hodHeaparari(My)skaca t he
secret information; a unit configured to accept inputs of the 40 threshold
k and t he nunbeasndetashaeesanagendhngsbotaaunseandperawoat;, softwara,unit
configured to divide the secret information in the storing unit into n
pi eces of sharebarfdromat inatbhaseédnenofhehacpepgednt hneshdllgdk fapa tthe
accept ed

5 storage medium in the computer.

In addition, the storage medium in the embodiment
is not limited to a medium independent of the computer,
but also includes a storage medium which stores or
temporarily stores a program downloaded over a LAN or

10  the Internet.

The storage medium in the present invention is not
limited to one. The present invention also includes
the case where the processing in the embodiment is
executed by using a plurality of storage media, and the

15 storage medium may have either of the structures.

The computer in the embodiment executes the
processing in the above embodiment, based on the
program stored in a storage medium, and may be an
apparatus such as a personal computer, or a system

20 obtained by connecting a plurality of apparatuses
through a network.

In addition, the computer in the embodiment is not
limited to a personal computer, but also includes a
processing unit or a microcomputer included in an

25 information processing apparatus. The term "computer"

in the embodiment is a general term for apparatuses and

devices which are capable of achieving the function of



nunber n of shares, and the (k, n) threshold secret sharing schene; a unit

configured to select not less than - (k - 1) pieces of share information
of the n pieces 10of divided share information; a unit configured to
individually distribute the pieces of selected share information to the
first storage server apparatuses; a unit configured to
individuall'y distribute 15pi eces of share kaformation excluding not |ess
than - (k - 1) pieces of selected share informati on of the pieces of

di vided share information to the second storage server apparatus; and a

unit configured.Q F%ggggktigvg l.et8 %§q%$%£ﬁg%gﬁg&ph i ncl udes nane

i nformati on i ndi cat nane of share-in ticon distributed to each of

the first storage sepugn caRRAHALYS AR BAUEHS d Bls] Rl dhialephare
information and copy information as a copy of the share information to the

respective firsthster agBodIHRhE hARRALRLWS BT c2CeRIE BY A JiS@&kample
operation, and each of the first storage server apparatuses

conprising:. 4lonly, agtoaagenpasiihitefdedl aomatimdit $her isk@penidf aorf i gur ed
to store the nane information and storage position information individually
i ndi cating storageehodcahsons Iatiegliar € hienhonedt ieoi carithetitpy defcaritetd on

herein may be embodied in a variety of other forms;

furthermore, various omissions, substitutions and

changes in the form of the embodiments described herein

may be made without departing from the spirit of the

10 inventions. The accompanying claims and their
equivalents are intended to cover such forms or

modifications as would fall within the scope and spirit

of the inventions.



5indicated by the nane information in association with each other; a
unit configured to read out storage position information associated with
the nane information fromthe storage position information storing unit
10based on nane information in the received del ete request, when a delete
request transmtted fromthe secret sharing apparatus is received; and

a unit configured to delete all of share inbormation and copy information

i ndi cated by the nanme 15information in the received del ete request based on
t he readout storage position information. 2. A secret sharing system
characterized by conprising: a secret shard ng papparatus configured to
execute a 20 (k, n) threshold secret sharing schenme (for 2 k n) which

divides secret informati @nJddit@tPi8GOS f Sl IdHYImlid O as yypny as the
nunber n of shares, and is configured to reconstruct the secret information

fromnot |ess thampkipieges of share information (k is an 25arbitrary
threshold) of the plurality of pieces of divided share information; a
plurality of first storsageetershar iapparatarssss ot fdapiread twhieteoonprd ses
share information storing unit configured to individually store share
i nformatidn di st(kibot edhfresimotible seegredt slraringg sapgarcat(for ahd iks < n)

configured to control copy processing of the stored _
which divides secret information into pieces of share

information as many as the number n of shares, and is
configured to reconstruct the secret information from
not less than k pieces of share information (k is an

10 arbitrary threshold) of the plurality of pieces of
divided share information;

a plurality of first storage server apparatuses,
each of which comprises share information storing unit
configured to individually store share information

15 distributed from the secret sharing apparatus, and is
configured to control copy processing of the stored
share information according to a user operation; and

at least one second storage server apparatus which
comprises share information storing unit configured to

20 individually store share information distributed from
the secret sharing apparatus, and is configured to
execute copy processing of the stored share information
at a predetermined timing,

the secret sharing apparatus comprising:

25 a storing unit configured to temporarily store the
secret information;

a unit configured to accept inputs of the



5share information according to a user operation; and at | east one
second storage server apparatus which conprises share infornmation storing
‘unit ‘configured to individually store share information distributed from
the secret sharing apparatus, and is configured to 10execute copy
processing of the stored share information at a predeterm ned timng, the
secret sharing apparatus conpri sing: 4@ storing unit configured to
tenporarily store the secret information; 15a storage position information
storing unit configured to store nanme information indicating a nane of

share information dighhbut egyt oneaghnBbrt Reoki E8LreLORBEBrAERYEED a
appar at uses, and storage position information individually indicating

storage | ocati ofser 20pbeseishare information indicated by the nane
information and copy information as a copy of the share information are
stored, in associatignuwithceachgatberro divida dhet seemkitginddrtratdoaept
i nputs of the threshold k and the nunber.n of shares according to a 25user
operati on; inathai steohhgguned totdi vi deéethe sécebbrenfiofpatmaschonn t he
storing unit into n pieces of share information 43 based on the accepted
t hreshol d® k andbahed acuephedapoabeedntbteshatdsk and the ekceryeehreshol d

secret sharing schene;
number n of shares, and the (k, n) threshold secret

sharing scheme;

a unit configured to select not less than
n - (k - 1) pieces of share information of the n pieces

10 of divided share information;

a unit configured to individually distribute the
pieces of selected share information to the first
Storage server apparatuses;

a unit configured to individually distribute

15 pieces of share information exclﬁding not less than
n - (k - 1) pieces of selected share information of the
n pieces of divided share information to the second
storage server apparatus; and

a unit configured to transmit a delete request,

20 which includes name information indicating a name of
share information distributed to each of the first
storage server apparatuses and requests to delete that
share information and copy information as a copy of the
share information to the respective first storage

25 server apparatuses according to a user operation, and

each of the first storage server apparatuses

comprising:



a unit configured to select not less than 5n - (k - 1) pieces of share
information of the n pieces of divided share information; a unit configured
to individually distribute the pieces of selected share information to the
first storage server apparatuses; 10a unit configured to individually

di stribute pieces of share information excluding not less than'n - (k - 1)
pi eces -of selected share informati on of thgyn pieces of divided share
information to the second storage server apparatus; and 15a unit configured
to read out the stored name information and storage position information

associated with the @ee‘eabaaﬁbg&w% 36ERRHIRG o0 s 4S8l @R@Rat i on, and
transmt a del ete request, i ch includes the readout nanme information and

storage 20positienrighipeavtbonrand taAUARSKS Lardehateaodnhand stobirBgked share
information and copy information of the share information to the respective

first storage spoyetiappanabumesioandndividually indeachiol tsherhigest
st orage server apparatuses 25conpri sing: a unit configured to delete
all of share infocaatona afdshapy taformation andi capgd ibforivetiame 44
5 indicated by the name information in association with
each other;

a unit configured to read out storage position
information associated with the name information from
the storage position information storing unit

10 based on name information in the received delete
request, when a delete request transmitted from the
secret sharing apparatus is received; and

a unit configured to delete all of share
information and copy information indicated by the name

15 information in the received delete request based on the
readout storage position information.

2. A secret sharing system characterized by
comprising:

a secret sharing apparatus configured to execute a

20 (k, n) threshold secret sharing scheme (for 2 £ k £ n)
which divides secret information into pieces of share
information as many as the number n of shares, and is
configured to reconstruct the secret information from
not less than k pieces of share information (k is an

25 arbitrary threshold) of the plurality of pieces of
divided share information;

a plurality of first storage server apparatuses,



information in the received del ete request based on the storage position
Jinformation in a received del ete request, when a delete request transnmtted
fromthe secret sharing apparatus is received. 53. A secret sharing
apparatus which is configured to communicate with a plurality of first
storage server apparatuses, each of which conprises a share information
storing unit configured to individually stsore share information distributed
fromthe secret 10sharing apparatus, and is configured to control copy
processing of the stored share information according to a user operation,

and at |east ong SeANG Sty AW e SPPAE af Hiso MM €116 0NiS 1 SRF @nShar e
information storing unit configured to individually store share

15i nformati on dicifiited £4 oMdNe Secrel shard nehappalaf dsmadsh i S
configured to execute copy processing of the stored share information at a
predet erm ned tdimtrgbwered whtarh Eppasadtst i shaoitd peardouexeudeia (k, n)
threshol d secret sharing schene (for 2kn) 20 which divides secret

i nformation i ntaprfiiepesedftshasre toilf aropt immesssiamy @ the stoerbed n of
shares, and is configured to reconstruct the secret information from not

| ess thar® k pi edesreofinsfarmetidoramtiohiqk (e ansebi eperytionestiofd) of
the plurality of pieces of 25divided share information, the secret
sharing apparat us chidr @7 z@tk bseeomprisPryde asrver appasabif nghufit
configured to tenporarily store the secret information;, a storage position
i nformation st AR WFfit ToHTS gUHera Rbr - Pty | W b e R oh # R cBPi ng a

name Sof Sharefﬂgf¥i &£f¥§‘¥€§5étét§¥£tf%ﬁ%%ﬁ%éﬁo&*ﬁié%éf%uted from

the secret sharing apparatus, and is configured to

10 execute copy processing of the stored share information

at a predetermined timing,

the secret sharing apparatus comprising:

a storing unit configured to temporarily store the
secret information;

15 a storage position information_storing unit
configured to store name information indicating a name
of share information distributed to each of the first
storage servér apparatuses, and storage position
information individually indicating storage locations,

20 where share information indicated by the name
information and copy information as a copy of the share
information are stored, in association with each other;

a unit configured to accept inputs of the
threshold k and the number n of shares according to a

25 user operation;

a unit configured to divide the secret information

in the storing unit into n pieces of share information



storage server apparatuses, and storage position information individually
Jndicating storage |ocations, where share information indicated by the nane
information and copy information as a copy of the share 10information are
stored, in association with each other; a unit configured to accept
i nputs of the threshold k and the nunber n of shares according to a user
operation; a unit configured to divide thessecret information 15in the
storing unit into n pieces of share informati on based on the accepted
threshold k and the accepted nunber n of shares, and the (k, n) threshold
secret sharing §§§@Gﬁénatﬁéiécé@?ﬁégufﬁﬁekﬁo§§|ECénaothbeéécbb@@dzon - (k
1) pieces of share information of the n pieces of divided share
information; a wmuhbeeonfbgusrdres, i afdividealky d)sthirbuheltheepireces of
sel ected share information to the first storage server apparatuses; 25a
unit configuredstarindgi ycdamakty distribute pieces of share information
excluding not less than n - (k - 1) pieces of selected share information of
the 46 n pieces of di vhdedcshénguiraflocmasedrctonphelsssotdhast orage server
apparatusg and

n - (k - 1) pieces of share information of the n pieces
of divided share information;

a unit configured to individually distribute the
pieces of selected share information to the first
storage server apparatuses;

10 a unit configured to individually distribute
pieces of share information excluding not less than
n - (k - 1) pieces of selected share information of the
n pieces of divided share information to the second
storage server apparatus; and

15 a unit configured to read out the stored name
information and storage position information associated
with the name information according to a user
operation, and transmit a delete request, which
includes the readout name information and storage

20 position information and requests to delete the
distributed share information and copy information of
the share information to the respective first storage
server apparatuses, and

~each of the first storage serﬁer apparatuses
25 comprising:
a unit configured to delete all of share

information and copy information indicated by the name



a unit configured to read out the stored nane infornmati on and storage
position information associated 5Swith the nane information according to a
user ‘operation, and transmit a del ete request, which includes the readout
nane i nformati on and storage position information and requests to delete
the distributed share information and copy information of 10the share
information to the respective first storagggserver apparatuses. 4. A
non-transitory conputer-readabl e storage nmedi um storing a program execut ed
by a processor of a secret sharing apparatus, the secret sharing apparatus

15whi ch is conf ii%&%attQO%?%?i}%treeé@i%cﬁ A iﬁ%’%lgsgiﬂa%ecﬁtcﬂ{%

server apparatuses, each o ch conprises a share ormatil on storing

uni t configured sttQriaRd Yodualilon StrfEehald i of mddon Ji sididut ed from
the secret sharing apparatus, and is configured to 20control copy
processing of thedgletedwshar & QI TEih AAC A M 10 & US@Im ORES at i on,
and at | east one second storage server apparatus which conprises a share

i nformati on st orsicageatnishacdnlg gieddtmsd nd wWedigalvad st ore share information
distributed fromthe secret 25sharing apparatus, and is configured to
execut e cbpy processihg &f seheedt grred isharappararatvwioinchati s pretiedered ned

timng, and which apparatus is configured 47
to communicate with a plurality of first storage server

apparatuses, each of which comprises a share
information storing unit configured to individually
store share information distributed from the secret

10 sharing apparatus, and is configured to control copy
processing of the stored share information according to
a user operation, and at least one second storage
server apparatus which comprises a share information
storing unit configured to individually store share

15 information distributed from the secret sharing
apparatus, and is configured to execute copy processing
of the stored share information at a predetermined
timing, and which apparatus is configured to execute a
(k, n) threshold secret sharing scheme (for 2 < k < n)

20 which divides secret information into pieces of share
information as many as the number n of shares, and is
configured to reconstruct the secret information from
not less than k pieces of share information (k is an
arbitrary threshold) of the plurality of pieces of

25 divided share information,

the secret sharing apparatus characterized by

comprising:



to execute a (k, n) threshold secret sharing schene (for 2 :5_ kn) which
divides secret information into pieces of share information as many as the
nunber n of shares, and is configured to reconstruct the secret
5information fromnot |ess than k pieces of share information (k is an
arbitrary threshold) of the plurality of pieces of divided share
information, and conprises a storing unit agd a storage position
information storing unit, 10the program characterized by conpri sing:

a first programcode for controlling the processor to execute processing

for tenporarily witiangtbhe n3eciste 'd@;rﬁrif%iﬂélﬁ i) dHSELFI NG ke thhe
second program code for controlling the Ibprocessor to execute processing
for witing, instheestendgempesicni;on i nformation storing unit, name
information indicating a nanme of share information distributed to each of
the first storage senvertoappa aossias orant Siragerpasidd oty infior mat i on
20i ndi vidual Iy indicating storage |ocations, where share information

i ndi cat ed by t heondiguirefiotwatsitonr eamemeo py forfrertietn dmdiscat icgpya ofantehe
share information are stored, in association with each other; a third
progr am céde forfceharel Lndgrmed ipmoddéssari2Biast de@nad mrioddssifig Stor

accepting inputs of the threshold k and the nunber n of shares according to
a user Operatioﬁ;orage server apparatuses, and storage position

information individually indicating storage locations,

where share information indicated by the name

information and copy information as a copy of the share
10 information are stored, in association with each other;

a unit configured to accept inputs of the
threshold k and the number n of shares according to a
user operation;

a unit configured to divide the secret information

15 in the storing unit into n pieces of share information
based on the acceptéd threshold k and the accepted
number n of shares, and the (k, n) threshold secret
sharing scheme;

a unit configured to select not less than

20 n - (k - 1) pieces of share information of the n pieces
of divided share information;

a unit configured to individually distribute the
pieces of selected share information to the first
storage server apparatuses;

25 a unit configured to individually distribute
pieces of share information excluding not less than

n - (k - 1) pieces of selected share information of the



48 a fourth program code for controlling the processor to execute
processing for dividing the secret information in the storing unit into n
i eces of share information based on the accepted threshold k and the
5accepted nunber n of shares, and the (k, n) threshold secret sharing

schene; a fifth programcode for controlling the processor to execute
processing for selecting not less than n -46k - 1) pieces of share
information of the n pieces 100of divided share informtion; a sixth

program code for controlling the processor to execute processing for

I ndi vidual |y digtpibubsngrt BevPhegesn Qe Seheotrdr$Bar 8ol Bhar seEbaR to the
first storage server apparatuses; 1b5a seventh program code for controlling

t he processor tgtgggggt§e9599e§§%gga{9§;ianvidualIy di stributing pieces of
share information excluding not less than n - (k - 1) pieces of selected

share information of athain pbageguetddiyi deddshare tBei Btomreat namet 0 t he
second storage server apparatus; and ' an ei ghth program code for
control ling theipfoersasoont anéxecotagprpoessing faformading assocheatstor ed
nanme informati on and storage position informati on associated with the nanme
i nformation 25aectbhdihg tema usEprmpeiati epcoaddnyr &nsai tisemg a del ete
request, which includes the readout nane information and storage position
i nformati on andop@pation, and transmit a delete request, which
includes the readout name information and storage
position information and requests to delete the
distributed share information and copy information of
10 the share information to the respective first storage
server apparatuses.
4. A non-transitory computer-readable storage
medium storing a program executed by a processor of a
secret sharing apparatus, the secret sharing apparatﬁs
15 which is configured to communicate with a plurality of
first storage server apparatuses, each of which
comprises a share information storing unit configured
to individually store share information distributed
from the secret sharing apparatus, and is configured to
20 control copy processing of the stored share information
according to a user operation, and at least one second
storage server apparatus which comprises a share
information storing unit configured to individually
store share information distributed from the secret
25 sharing apparatus, and is configured to execute copy

processing of the stored share information at a

predetermined timing, and which apparatus is configured



- requests to delete the distributed share information and copy i nfornmation
of the share information to the respective first storage server

apparat uses. 5. A secret sharing system characterized by
5conprising: a secret sharing apparatus configured to execute an (n, n)
secret sharing schene (for 3n) which divides secret information into pieces
of share information as many as the nunbergmn of shares, and is 10confi gured
to reconstruct the secret information fromall the pieces of divided share
i nformation; a first storage server apparatus, which conprises a

share informatipg skar,pg ynik configuesHotq sBdixtdugblyngt argerpare
information distributed from 15the secret sharing apparatus, and is

configured to copbrob QORY<PKPCRSSENTIPFisbe stered shabembbiehmahien
according to a user operation; and a plurality of second storage

server apparat usescesach ehawbi chreomptisasasa shayeasntaemumde rshowbifng
20unit configured to individually store share information distributed from
t he secret sharshgrappasatiuss aodfigueedf tguredohetexecuteecspyrgtocessi ng
of the stored share information at a predetermned timng, the secret
sharing appar at usfeomprishngro@saost besagtbant kcpatirgar ed sbatrenporarily
store the secret information; a unit configured to accept an input of the
nunber information (k is an arbitrary threshold) of the
plurality of pieces of divided share information, and
comprises a storing unit and a storage position
information storing unit,
10 the program characterized by comprising:
a first program code for controlling the processor
to execute processing for temporarily writing the
secret information in the storing unit;
a second program code for controlling the
15 processor to execute processing for writing, in the
storage position information storing unit, name
information indicating a name of share information
distributed to each of the first storage server
apparatuses, and storage position information
20 individually indicating storage locations, where share
information indicated by the name information and copy
information as a copy of the share information are
stored, in association with each other; .
a third program code for controlling the processor
25 to execute processing for accepting inputs of the

threshold k and the number n of shares according to a

user operation;



50 n of shares according to a user operation; a unit configured to divide
the secret information in the storing unit into n pieces of share
i nformati on based on the accepted nunber n of shares and the (n, n)
5secret sharing schene; a unit configured to sel ect one piece of
share information of the n pieces of divided share information; a unit
configured to distribute the sel ected shargglOinformation to the first
storage server apparatus; a unit configured to individually
di stribute pieces of share information excluding not |ess than the sel ected

share information Ofat?%u@tﬁigﬁ% Ig&lg% ided share InfarfptiQn to the

second storage server l1lbapparatuses; a unit configured to

transmt a de'?b%o&%956§ttoWQ&%EuE%Cb%@%%s@Q%%_EBEOGE%@dyﬁd Riicald g a
nane of share information distributed to the first storage 'server apparatus

and requests toidebekh@ttBat ishahe 2QLRiogMahien iakd ¢ORY dddfOTalsheReas a

copy of the share information to the first storage server apparatus, and

the first storagefsenveioappacatiusnCahpr asicedted $heka®® 1RDX tand the

information storing unit configured to store the nane infornmati on and

storage 5 accepted number n of shares, and the (k, n) threshold
secret sharing scheme;

a fifth program code for controlling the processor
to execute processing for selecting not less than
n - (k - 1) pieces of share information of the n pieces

10 of divided share information;

a sixth program code for controlling the processor
to execute processing for individually distributing the
pieces of selected share information to the first
storage server apparatuses;

15 a seventh program code for controlling the
processor to execute processing for individually
distributing pieces of share information excluding not
less than n - (k - 1) pieces of selected share
information of the n pieces of divided share

20 information to the second storage server apparatus; and

an eighth program code for controlling the
processor to execute processing for reading out the
stored name information and storage position
information associated with the name information

25 according to a user operation, and transmitting a

delete request, which includes the readout name

information and storage position information and



25position information individually indicating storage | ocations of share
information and copy information indicated by the name infornmation in
association with 51 each other; a unit configured to read out
storage position informati on associated with the nanme information fromthe
storage position information storing unit based on 5nanme information in a
recei ved del ete request, when a delete reqyest transmtted fromthe secret
sharing apparatus is received; and a unit configured to delete al

of share information and copy information indicated by the nane

10i nformati on i pethesteceivad)deketsor aguest thased saarkhe nreadaut o5t or age
position informtion. 6. A secret sharing systemcharacterized by

conprising: a sgﬁae&oﬁga&h@grﬁaﬁ%«%\t ¥$ eoRrf isgured ihFoexpeuba tsamhen, n)
secret sharing schenme {(for 3n) which divides secret information into pieces

of share infornmatkpacasvennyras therayebeerveaf aphpanesusand is configured
to reconstruct the secret information fromall the pieces of divided share
informati on; 20a first sSRoksageeierhalriappayattes) oMarateonpeadsey a share
information storing unit configured to individually store share information
di stributled fromphpeiséspet sharing apparatus, and is configured to control

copy processing of the stored share information .
a secret sharing apparatus configured to execute

an (n, n) secret sharing scheme (for 3 < n) which
divides secret information into pieces of share
information as many as the number n of shares, and is
10 configured to reconstruct the secret information from
all the pieces of divided share information;
a first storage server apparatus, which comprises
a share information storing unit configured to
individually store share information distributed from
15 the secret sharing apparatus, and is configured to
control copy processing of the stored share information
according to a user operation; and
a plurality of second storage server apparatuses,
each of which comprises a share information storing
20 unit configured to individually store share information
distributed from the secret sharing apparatus, and is
configured to execute copy processing of the stored
share information at a predetermined timing,
the secret sharing apparatus comprising:
25 a storing unit configured to temporarily store the
secret information;

a unit configured to accept an input of the number



25according to a user operation; and a plurality of second storage
server apparatuses, each of which conprises a share information storing 52
unit configured to individually store share information distributed from
the secret sharing apparatus, and is configured to execute copy processing
of the stored share information at a predetermined timng, 5the secret
shari ng apparatus conpri sing: a storgpg unit configured to
tenporarily store the secret infornmation; a storage position information
storing unit configured to store nane information indicating a nane 10of

share [nformati anodi shel-aut adboqilie tr st aicor age Senyer; apparatus, and

storage position information in I ng storage | ocations,

where share informat iopniiRdicatrad e d he RaE dhfgrdaldar @nd, caMation |
information as a copy of the share information are 15stored, in association

with each otherin the s&ouiny caAki gutednt @iaceephb rar’hiateuUti ndlo e iwnber n
of shares according to a user operation; a unit configured to divide
t he secret infobaatdonni hhehacskprtiedgnubicke ri mt @ £n spiag@ees adfd shhar n, n)
i nformati on 20based on the accepted nunber n of shares and the (n, n)
secret sharing sehegs; sharingasghetmewhi ch sel ects one piece of share
information of the n pieces of divided share information;

a unit configured to select one piece of share
information of the n pieces of divided share
information;

a unit configured to distribute the selected share

10 information to the first storage server apparatus;

a unit configured to individually distribute
pieces of share information excluding not less than the
selected share information of the n pieces of divided
share information to the second storage server

15 apparatuses; and

a unit configured to transmit a delete request,
which includes name information indicating a name of
share information distributed to the first storage
server apparatus and réquests to delete that share

20 information and copy information as a copy of the share
information fo the first storage server apparatus, and
the first storage server apparatus comprising:

a storage position information storing unit
configured to store the name information and storage

25 position information individually indicating storage

locations of share information and copy information

indicated by the name information in association with



25a unit configured to distribute the selected share information to the
~first storage server apparatus; a unit configured to individually
distribute 53 pieces of share information excluding the selected share
information of the n pieces of divided share information to the second
storage server apparatuses; and 5a unit configured to read out the stored
nane information and storage position inforqation associated with the name
information according to a user operation, and transmt a del ete request,
whi ch includes the readout nanme information and storage 10position
information and Jgquests t.0 delete the distributed share information and
copy information of the share information to the first storage server

apparatus, and the fiJSiySt AR08 REFUET APRAYAIYS: COMPELFE NGos 1PN T

configured to delete all of share Information and copy 1 hfornmation

i ndi cat ed by the drymndtif@r mlden dudd WitaeiMd fielet o feauestiobasesh on the
storage position information in the received del ete request, when a delete

request transm tired Socraddeo2Qsaereti iFvamatg PRt sy 1 $ni€asd ¥&d. on

7. A secret sharing apparatus, which is configured to comunicate with a
first stobage serarer iafparattisn Vvl ¢h rearirtse e stmrsedqud of mathean st ori ng
unit configured to individually store share information 25distributed from
t he secret sharidsgedsparcaugst dnmdnissiitted from the secret sharing

apparatus is received; and
a unit configured to delete all of share
information and copy information indicated by the name

10 information in the received delete request based on the
readout storage position information.

6. A secret sharing system characterized by
comprising:
a secret sharing apparatus configured to execute

15 an (n, n) secret sharing scheme (for 3 < n) which
divides secret information into pieces of share
information as many as the number n of shares, and is
configured to reconstruct the secret information from
all the pieces of divided share information:;

20 a first storage server apparatus, which comprises
a share information storing unit configured to
individually store share information distributed from
the secret sharing apparatus, and is configured to
control copy processing of the stored share information

25 according to a user operation; and

a plurality of second storage server apparatuses,

each of which comprises a share information storing



configured to control copy processing of the stored share informtion.
according to a user operation, and a 54 plurality of second storage server
‘appar'atuses, each of which conprises a share information storing unit
configured to individually store share information distributed fromthe
secret sharing apparatus, and is 5configured to execute copy processing of
the stored share information at a predeterg%ned timng, and which apparatus
is configured to execute an (n, n) secret sharing scheme (for 3n) which

di vides secret information into pieces of share information as nmany as

10the nunber n ahiENaKAEs cANdd 300t guredity LeconsGl. LR ciRRRly

information from all i eces of re i nfornm

secret sharing aeee&%ueeeh% 86" €517 8 DL QBRI RINGiok5a, ST 10 W !

configured to tenporarily store t secret a storage

posi tion informabhengst-enl kg WRkkue@ntiodyr gqofce@tl%e Jrarmd et i on
i ndi cati ng a nane of share information distributed to the first storage

20server appar akHsreandfstabaagenpasi bi predafermaticen dikding,dual |y
i ndi cating storage | ocations, where share information indicated by the name

i nformati 6n and copy tihef Gerateitonshas i gc @pyacfa tiure chare 5 ifgr mati on are
stored, in association with each other;

a storing unit configured to temporarily store the
secret information;

a storage position information storing unit
configured to store name information indicating a name

10 of share information distributed to the first storage
server apparatus, and storage position information
individually indicating storage locations, where share
information indicated by the name information and copy
information as a copy of the share information are

15 stored, in association with each other;

a unif configured to accept an input of the number
n of shares according to a user operation;

a unit configured to divide the secret information
in the storing unit into n pieces of share information

20 based on the accepted number n of shares and the (n, n)
secret sharing scheme;

a unit which selects one piece of share
information of the n pieces of divided share
information;

25 a unit configured to distribute the selected share

information to the first storage server apparatus;

a unit configured to individually distribute



25a unit configured to accept an input of the nunber

to a user operation; a unit configured to divide the secret information
in the storing unit into n pieces of share information based on the

accept ed number

n of shares and the (n, n) secret sharing schene;

n of shares according

55

a unit configured to select one piece of share 5informati on of the n pieces
of divided share information,; a unitggonfigured to distribute the
sel ected share information to the first storage server apparatus; a unit
configured to individually distribute 10pi eces of share information

excluding the s
information to

st or age
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e second storage server apparatuses; and a unit configured

to read out thesgkpeed,papRalobnf QEMBLEOR BRA-8506J@ iRl @RalrRf Or mati on
associated with the nane information according to a user operation, and

transnit a del etgréediesbn WBi ehei BekYHES stbeayeadeut chamBphrbeiFRisi;on and

and

a unit configured to read out the stored name
information and storage position information associated
with the name information according to a user
operation, and transmit a delete request, which
includes the readout name information and storage
position information and requests to delete the
distributed share information and copy information of
the share information to the first storage server
apparatus, and

the first storage server apparatus comprising:

a unit configured to delete all of share
information and copy infofmation indicated by the name
information in a received delete request based on the
storage position information in the received delete
request, when a delete request transmitted from the
secret sharing apparatus is received.

7. A secret sharing apparatus, which 1is
configured to communicate with a first storage server
apparatus, which comprises a share information storing
unit configured to individually store share information
distributed from the secret sharing apparatus, and 1is
configured to control copy processing of the stored

share information according to a user operation, and a



position informati on and requests to delete the 20distributed share

. Information and copy information of the share information to the first

Storage server apparat us. 8. A non-transitory conputer-readabl e
storage nedium storing a program executed by a processor of a 25secret
sharing apparatus, which is configured to conmunicate with a first storage
server apparatus, which conprises a share gpformation storing unit 56
configured to individually store share information distributed fromthe
secret sharing apparatus and is configured to control copy processing of

the stored shar g, BLQLER Lon AEGANAING, 1A M58 OBELALLAY AN dhon of

S5plurality of s st orage server apparatuses, |ch conpri ses a

share 'nfor”at'Qﬂléhokb&%rE@b% %ngbg%r%%ﬂd}ﬂdﬁ¥dﬂ‘gﬁﬁﬂﬁhéHﬂﬁﬁ:Share
information distributed fromthe secret sharing apparatus,” and is

configured to exegtgueepy tBl Q68 %ihadfl t Re HeOrs@d rE0Sharanidfiyrmat i on at
a predetermned timng, and which apparatus is configured to execute an (n,

n) secret shari Agssehene edf @rodn) hahisel rditvistes i$ec gipd niftargyatdran it o

pi eces of share information as many as the nunmber n of shares, and is

configured to lbpecagsiredctot keesmtreicopyf rovateseriniy afi ale tdtyEECes
share information at a predetermined timing, and which
apparatus is configured to execute an (n, n) secret
sharing scheme (for 3 £ n) which divides secret
information into pieces of share information as many as

10 the number n of shares, and is configured to

reconstruct the secret information from all the pieces
of divided share information,

the secret sharing apparatus characterized by
comprising:

15 a storing unit configured to temporarily store the
secret information;

a storage position information storing unit
configured to store name information indicating a name
of share information distributed to the first storage

20 server apparatus, and storage position information
individually indicating storage locations, where share
information indicated by the name information and copy
information as a copy of the share information are
stored, in association with each other;

25 ' a unit configured to accept an input of the number
n of shares according to a user operation;

a unit configured to divide the secret information



of divided share information, and conprises a storing unit and a position
information storing unit, the program characterized by conprising:

a ninth programcode for controlling the processor 20to execute processing
for tenporarily witing the secret information in the storing unit;

a tenth program code for controlling the processor to execute processing
for witing, in the storage position inforgmtion storing unit, name

i nformation 25indicating a nane of share information distributed to the
first storage server apparatus, and storage position information

i ndividual | y i ndj,catbng: 51 0£a0en1 573 hoGah A8, NBEesARREE nLenIRY bAN

i ndi cated by the nane In tion and copy Information as a copy of the

share informatigpsafeost PREJactBpBEQ0RLABEGNNWENSsRAGB OB th2anngl ayent h
program code for controlling the processor to execute processing for

accepting an inpgtret thernngbesnhsmet shares according to a user operation;
a twelfth program code for controlling the 10processor to execute

processing for dividengntibecsael gireaf abmakilenti bneh@istoer iafy strirte i Nto n
pi eces of share informati on based on the accepted nunber n of shares and
the (n, n) secrénfehmathgnscheniee a pheckeepthdprégedmstede for controlling
the information;
a unit configured to distribute the selected share
information to the first storage server apparatus;
a unit configured to individually distribute
10 pieces of share information excluding the selected
share information of the n pieces of divided share
information to the second storage server apparatuses;
and
a unit configured to read out the stored name
15 information and storage position information associated
with the name information according to a user
operation, and transmit a delete request, which
includes the readout name information and storage
position information and requests to delete the
20 distributed share information and copy information of
the share information to the first storage server
apparatus.
8. A non-transitory computer-readable storage
medium storing a program executed by a processor of a
25 secret sharing apparatus, which is configured to

communicate with a first storage server apparatus,

which comprises a share information storing unit



15processor to execute processing for selecting one piece of share
information of the n pieces of divided share information; a
‘fourteenth program code for controlling the processor to execute processing
for distributing the 20sel ected share information to the first storage
server apparatus; a fifteenth program code for controlling the processor to
execute processing for individually distribgting pieces of share

i nformati on excluding the 25sel ected share information of the n pieces of

di vided share information to the second storage server apparatuses; and 58

a sixteenth progiam cofgafor £oRtLeblLIgyLBEAPLOCRSSEr shocexarybe

processing for reading out ored ornation and storage position

i nformation assge helbe PROEsLALREMBLLEANg2GERRALRYS! OaRduser
operation, and tr§§£§?%¥%%gfa8ﬁeeeggsrequest mh?gh ?%cludeg tﬁe r eadout

name informatiopoapdgstenags pesttbonchbpiopretien;iandoreguestsoreddel ete
the distributed sharé information and copy information of the share
information to therdOihrsimst 0bag8cE6FMEhgappakatieer operation, and a
5 plurality of second storage server apparatuses, each of
which comprises a share information storing unit
configured to individually store share information
distributed from the secret sharing apparatus, and is
configured to execute copy processing of the stored
10 share information at a predetermined timing, and which
apparatus is configured to execute an (n, n) secret
sharing scheme (for 3 £ n) which divides secret
information into pieces of share information as many as
the number n of shares, and is configured to
15 reconstruct the secret information from_all_the pieces
of divided share information, and comprises a storing
unit and a position information storing unit,

the program characterized by comprising:

a ninth program code for controlling the processor

20 to execute processing for temporarily writing the
secret information in the storing unit;

a tenth program code for controlling the processor
to execute processing for writing, in the storage
position information storing unit, name information

25 indicating a name of share information distributed to
the first storage server apparatus, and storage

position information individually indicating storage
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locations, where share information indicated by the
name information and copy information as a copy of the
share information are stored, in association with each
other;

an eleventh program code for controlling the
processor to execute processing for accepting an input
of the number n of shares according to a user
operation;

a twelfth program code for controlling the
processor to execute processing for dividing the secret
information in the storing unit into n pieces of share
information based on the accepted number n of shares
and the (n, n) secret sharing scheme;

a thirteenth program code for controlling the
processor to execute processing for selecting one piece
of share information of the n pieces of divided share
information;

a fourteenth program code for controlling the
processor to execute processing for distributing the
selected share information to the first storage server
apparatus;

a fifteenth program code for controlling the
processor to execute processing for individually
distributing pieces of share information excluding the
selected share information of the n pieces of divided
share information to the second storage server

apparatuses; and
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a sixteenth program code for controlling the
processor to execute processing for reading out the
stored name information and storage position
information associated with the name information
according to a user operation, and transmitting a
delete request, which includes the readout name
information and storage position information and
requests to delete the distributed share information
and copy information of the share information to the

first storage server apparatus.



