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invention relates generally to data protection, and in

5 TEbr AR M foB OF PRITEG IR pATA R ERYfifNCaTION
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including at least a personal computer (PC), and often also include wireless mobile

communication devices and other types of electronic devices. Confidential or
otherwise sensitive user information, employer information, or both, may be stored
on any of this equipment. Although user equipment, such as a PC, which remains at
an employer’s premises is physically secured by the employer, portable or mobile
deviées, by their nature, are more likely to be misplaced or stolen, and are thus less
secure. It is therefore often desirable to protect sensitive information on mobile
devices to prevent an unauthorized party from accessing such information on lost or
stolen user equipment.

One common type of security measure for mobile devices enabled for
communications, such as wireless mobile communication devices, for example, is to
ensure that sensitive information is transferred to such mobile devices securely.

Although information transfer is secure, these measures only protect information
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during transfer, not after the information has been

recei ved by a nobile device. According to another
whpemn7zerurity schene, received informtion iBCT/CA2003/000291

encrypted when or before it is stored in a nenory.
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crypt og inb ich a sin eke i s used r both .
encr ypt'&%(?P'é Naen fpwn ge Hléﬁﬁ epmepF@eé\chglafomp(non is
nobi | e devi ces haV| ng limted processing resources,
encrpplieduskers onbeiore & ig @tored iy ptroginaihi Becpyiianics storagdlencrypted
faster and | ess processor-intensive than those
inforasgiooiratjgicesatdesstibercrepipptagriakdy. Swphevatrc kég captodraphy, in
this single key nmust be controlled, using password

whlcﬁfﬁlﬁglbl IRy i& Qéeémlﬁ ené%/pﬁlbﬁtan@irdééﬁﬁwd?p id @éﬁ’er‘éﬂfbreferred
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operational state conprises a key store configured to
contgallede uaingl pasgward protentippt fogrexphipte key thateameimauthorized user
configured to store data, and a data protection

canrtsimplycead tigrikeyfrom meatdry @ndlost ot stoléri mobil@device and then
whet her the 20 communi cation device is in the first
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encrypt the received data using a first o
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or a second of the plurality of cryptographic keys
devigfrer e t he communication device is in the second
operational state, and to store the encrypted
received data in the nenory. -2 WO 2004/ 077782
PCT/ CA2003/ 000291
SUMMARY

A system of protecting data on a communication device having a first
operational state and a second operational state comprises a key store configured to
store a plurality of cryptographic keys, a memory configured to store data, and a data
protection system configured to receive data, to determine whether the
communication device is in the first operational state or the second operational state,
to encrypt the received data using a first of the plurality of cryptographic keys where
the communication device is in the first operational state or a second of the plurality
of cryptographic keys where the communication device is in the second operational

state, and to store the encrypted received data in the memory.
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A nmethod of protecting data on a comuni cation device
conprises the steps of storing a first protected
wa@eoopoogsaphi ¢ key and 'a second crypt ographi cPREZA2@5/000291

t he conmuni cati on device, receiving data at the
cormuniéat [ gn dgvi ge,, dc%téer m ni ng whet her ‘the first,
pr ot ect2 PO PHRIRHING dalg opa cRIBEMIBIgatien deNiceyemmniiges the
5 the recejved data using the first protected

stepg of$io6p8 &dfinst Praigoiad eryptoamphia key pnradacacend cryptographic key
cryptographic key is accessible, encrypting the

on thecedmatlnicationusientpet heceirimndiata r yiptiogr egrhinunication device,
where the first protected cryptographic key is

deteinmiafeewRbbicr inafigst piéieticttor/PRoPASHIY RE S hesRistRE, Sidniing
in menory on the conmunication device.  Further

the r N B e NP AT AR BBy P D t5{ protpcted
e f ol l.ow et ai |l ed descri ption. R| EF .
crvifie- 1Bl 4 sfiBlsr AT e teqvert HRla sinoatheaspcond
showi,ng a cqomunj cation systemin which nobile .
C*’yptaaﬂp&wg k%ﬁ“}f‘é@ &@%ﬁrstﬁomw orvipéographisdievdis dareaassivle, and
~mobile device in which a systemand nethod of data
storing heeenerypiest receivpt slata irethenfory . ordthescamimunieadivagleaine.
illustrating a nethod of enabling data protection.
Fi g. 4 Fuatterfleaturdbagfr data protettien isygtemseintothethods will be
protecting data received 20 at a nobile device. Fig.
deschbed 8r AillBermél] f ! ' ipti
bl ock di agram %?pg?]@gﬂ} ?)etpﬁgtgﬁf/% %@f‘%"@?’@@@%ﬁ%@ agé‘(f@tlon.

a fl ow di agram showi ng a net hod of accessing protected
data. Figs. 7-11 are screen shots of a display on a

'BRI I " ] 'W'ié%hﬁWli\l%W 2004/ 077782

Fig. 1 is a block diagram showing a communication system in which
mobile devices may be used.

Fig. 2 is a block diagram of a mobile device in which a system and
method of data protection are implemented.

Fig. 3 is a flow diagram illustrating a method of enabling data
protection.

Fig. 4 is a flow diagram illustrating a method of protecting data received
at a mobile device.

Fig. 5A is a block diagram of a data format.

Fig. 5B is a block diagram of an alternative daia format.

Fig. 6 is a flow diagram showing a method of accessing protecied daia.

Figs. 7-11 are screen shots of a display on a mobile device in which a
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system and net hod of data protection are inplenented.

Fig. 12 is a block diagramof a wireless nobile
w@oomri7eat i on devi ce.  DETAI LED DESCRI PTI ON 5P@Ei/gA2d3/000291

is a block diagram showi ng a conmuni cati on systemin

whi C bil e devices may be, used. The conmuni cati on
systel) s B Orst iR BrloghaL ik IRk (VAR 5.

coupl ed to a conmputer system 14, a wirel ess network )

gat eway ig-18 igdblack giagearatal a wicelpsa\mebilReomnunicapy device.

18. The wreless network gateway 16 is also connected

to a wireless comuni cati on network 20 in which a

wi reless nobile 10 comruni cation device, the nobile

DETAREE e RISTIcgnf i gured to operate. The conputer
systiem 14 nmay be a desktop or |aptop PC, which is

confi gyed ' : VAN, : I .
for exal#r'rg'l Qé)?’ &stﬁfgﬁ?éa@ éht%f‘%\'glmg%nput@r%mséf??) Qrﬁgff%rﬂ% which
normal ly access t I nternet .t hrough, an .l.nt er net .

mobilid s By i e (TSR icAoR S8 DbEUAR o ige Area
(ASP) or the like. 15 The corporate LAN 18 is an

Netvv@klaﬂé(rﬂé\!)o‘lf& govplacciana gempLi sYalam dAndnrirelessingiwark gateway
mul ti pl e conputers 28 are connected in a network. Such

16 and acomerite looal Arga NebvarkddANhBndThe vdealess netwiork gakeway 16
24. Wthin the corporate LAN 30, a data server 26,

is alsopehattied ton wirdlespodemuratativh ddiwofk 2@inabihicE 4 wirtéss mobile
as the primary interface for the corporation to

face | _ : )
comrﬁﬁﬁf&éﬂ@rﬁ ddaica, B moWile Rielick®, hs‘\&briﬁf%réa do wp%ggteir ner

external zo systens and devices vi e WAN

erver e hoRbuBRaveidh it e i fadecl BBl e, which is

Lot us Dom noTM  seryer e, servers al so provi
configgiactiogampiels BV pN EdnS Seistaior exalitapags, such as

storage for data |ike cal endars, todo |ists, task _
the compder sysigm 14amermedy assasaitheolnternet Hyagah an tetnabbarvice

server 26 is shown in the LAN 18, those skilled -4 WO

Provig® {iSF) 7 Apalidafioh(Pe0 ey Pkt (ASP) or the like.

The corporate LAN 18 is an example of a typical working environment,
in which multiple computers 28 are connected in a network. Such a network is often
located behind a security firewall 24. Within the corporate LAN 30, a data servér 26,
operating on a computer behind the firewall 24, acts as the primary interface for the
corporation to exchange data both within the LAN 18, and with other external
systems and devices via the WAN 12. The data server 26 may, for example, be a

™ Exchange Server or a Lotus Domino™

messaging server such as a Microsof
server. These servers also provide additional functionality, such as dynamic
database storage for data like calendars, todo lists, task lisis, e-mail and

documentation. Although only a daia server 26 is shown in the LAN 18, those skilled
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inthe art will appreciate that a LAN may include nore
than one server, including other types of servers
waaEport78ng resources that are shared between PEECA2003/000291
networked conputer systems 28. The data server 26
provi des data conmuni cati on capabl lities to
in thenait woll lRpareciaiedhal adydh enay Ieledripise then ore iwnwclwdlng
typi cal LAN 18 includes nmultiple conmputer systens 28,
other bamds affsenvers isupppitisgeassurans dpgirare shatad bétineen the networked
conmuni cations with the data server 26. In the above

Compg@rgylsgérﬁé oglectronic nessaging, within the LAN 18,
nmessages are received by the data server 26,

distri Iq%eg 0 sk e(/fd@%ed%' bsmléé’ﬂioﬁi%ﬁ %glhtles io

accounts a TESSE |n t recel ved o rressage

e R TSES Il BB, TR DA e

types of data than el ectroni.c, nes Si m
Ut SO YR B DM FEP TR 0 WSREPUaIEdient for
26. Multiple-purpose clients such as Lotus Notes, for
commeuzioplians Mihdihe dpiscsevier2Gresivaties akevaaramge @t alectronic
types of files and data. 15 The wirel ess gateway 16
messabing, deithinrthent ANf t8,emessages raet aeseivetvioy khe 2iafa server 26,
t hrough whi ch data, including data that should be

d:stntﬂit@&% ﬂ%japmyénéfé REMHRESEr u¥dridtcauiiddessad ibengreceived

he nobil e device 22 may, for exanple, be a data

messagwﬂg ap frp%'ﬁ %&g&bg& bi'a %lggr Wa%ggg%%%m%%@g tgﬁé(r‘a‘t‘ﬁg on
a coriob By SPei oA LR B Mg 0518 B rapspoes s

) pes of comruni cations, a personal di gital ant
SImllqrgfm)atéa@ys@@ qligpisgonapaiile wiiihe daka sMer 26 Maﬁlp?e -purpose

wi rel ess nodem operating in conjunction with a | aptop

~ clientsrsubbsas bptusoNpiese forsgxanepiephandieseleciroric Messages amwell as

exenpl ary nobile device is described in further detail
otherigp&vof feetaridudthi ons as addressing of the nobile

devi ce 22, encoding or -5

The wireless gateway 16 provides an interface to a wireless network
20, through which data, including data that should be protected, may be exchanged
with a mobile device 22. The mobile device 22 may, for example, be a dala
communication device, a dual-mode communication device such as many modern
mobile telephones having both data and voice communications functionality, a
multiple-mode device capable of voice, data and other types of communications, a
personal digital assistant (PDA) enabled for wireless communications, or a wireless
modem operating in conjunction with a laptop or desktop computer system or some

other device. An exemplary mobile device is described in further deiail below.

Such functions as addressing of the mobile device 22, encoding or
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WD 2004/ 077782 PCT/ CA2003/ 000291 ot herwi se
transform ng nessages for wireless transm ssion, or
w@tdven71ezessary interface functions are perfpeTed2dy/000291
the wirel ess network gateway 16. Were the wreless
network gateway 16 is configured to operate with nore
otheryisgntranefonning Bwssages er NWieiess; iraRsRissiftt, ompthes necessary
nost |ikely network for locating a given nobile 5
interfae funetiags anel ppdegnbtpytthaskirclesshinelwvatls gateway 36.uy¥éhere the
roam bet ween countries or networks. Although only a
wirelesisnH o P@ﬂeﬂ&sj e ivedifiggre ¢ i@mppdite svilbhoore thanFome wircless
the nobile device 22 could be configured to

netw&RBDBIN SRiCIMchniiBY § théi”lil{fég'y? e loé&tﬁv@f 8%i%en mobile

corporate netvvorli< gateway and a WAP gat eway, for
cevic 2B O ORI 6 5 e WA s o
et e RSS! 555 LA cY £ by i 1. e

comuni cations. Alternatively, private wireless
mobileedaminad apWadpscalighres iagaramesicale withanors ihagane gateway,
Network (VPN) routers could also be inplenented to
such pis@vcolpormipmenadik gaieealyans a YVAPWatewagsior example .
For exanple, a wireless VPN inplenented in the LAN 18
may pr afydgodpliferPsystarhewiti tartbes eo fihe e 1Qﬁma%8pét@nﬁahy
one or nore nobil e ‘devices such as 22 through the

exch%ﬁéﬁgf?@%ﬁﬁfﬁ@ﬁ%ﬁg dggfg%%aﬂ th;rJ | fHerWirélag? Wiefv%rg%?teway 16,

gat eway ri‘vate intertrace t

. il e device 22 via the w.r Ss n r wa .
providag i mifl Finfcs Eo3s RERIERIGL IR OMIRLY- AR B Kudgtveny
. be extended to entities outside the LAN 18 b
privajs WirelesE deiwart GatewaXasYCR #sorreless Na@w'd?lf'\@é NetvpratVPN)
operates in conjunction 20 with the data server 26. A
routers oellss alsoebaompl@dentadhit Ipyoddeia privattainierdacaid & vdraless
comuni cation devices such as the nobile device 22 via

netwb¥k. tFane@mplepawiksibse¥PN haslensingdd tmtheaAINdS/magprovide a
The wirel ess network 20 may, for exanple, be a data-

privaﬁegim%rt ’e"‘fgc?rﬁgﬁéa EQF\P% JSr?]ee t@mt& RrobABIdevicedisueh@s®2 through
the wireless network 20 without requiring the wireless network gateway 16. Such a
private interface to a mobile device 22 via the wireless network gateway 16 and/or
the wireless network 20 may also effectively be extended to entities outside the LAN-
18 by providing a data forwarding or redirection system that operates in conjunction
with the data server 26.

A wireless network 20 normally delivers data to and from
communication devices such as the mobile device 22 via RF transmissions between

base stations and devices. The wireless network 20 may, for example, be a data-

centric wireless network, a voice-centric wireless network, or a dual-mode network
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-6 WD 2004/ 077782 PCT/ CA2003/ 000291 that can support
bot h voi ce and data conmuni cati ons over the sane
WO pdopmstsrct ure. Recently devel oped voi ce andPdE{CA2003/000291
net wor ks i nclude Code Division Miultiple Access (CDWVA)
net wor ks, G oupe Special Mbile or the d obal System
that cearsuppeTt Roth Eeiemantdatasesmusioptians| O@rtaeaanw%.mr@@trucw re.
Radi o Service (GPRS) networks, and 5 third-generation
Recep8BEienaloped keickiaosl cfatlaaned:wdrk@émdudaﬂedef@'vis@rdﬂaItiple Access
Evolution (EDGE) and Universal Mobile

(CDME) eeonsmel @idupas Spesiat NFlobidN diSkhe vBioblal agstem for Mabile
currently under devel oprment. O der data-centric

Com@@ﬁé&r@%@%{f)g&l\d&@%ﬁeﬁﬂ ?dl\&/g%ti hé&i‘ot%ncgc(qfﬁ?%anetworks and
tnirc-GBRG AR R “Fﬁt‘é@%aﬁ@c%‘mﬁﬁgt kﬁw& oy FGlRa Evolution
EDGR) 19 v eieeL VDT AP ey Sr e i SYRR N ), which are

available in North Anerica and world-wi de for several
currepyuvpder develeprgat dddendata-captirmsiwanisdnclodasbutisee not limited
corporate LAN 18 may provide an enployee with a
to, theokiobitex’éVRadioc2Rebmarkaiiebiex™, A thw Data BAE ™ Radid Network
15 Corporate data can then be accessed and stored on

(‘DatblTA0TPDI i) dR¥MbRA 2doickliRnid haatiseheliorkBe iRBRidEe Personal
device 22 has access to the LAN 18 through a conputer

Comm{ictio tb €t ike ERIMCEnd Tifrfe" rs°18n Multiple
%82”1%'*’ S) WP i EEIEand 162 pRISHE

communi ca accessi ng and s
evi ce e avail bIe

AcoesR O B ?@e(@%ﬁh{ﬂ? S dF NP Rt ApBidia-wide

transferred to the nobi | e 20 device 22 by using secure
for sevatalyRatat i on techni ques, these techniques do not
protect the data once it is received and stored at the
mobi | e ldéhé sgstem 10sa despanyashieh ovwns ibacoypoiaie LAN 18 may
data when or before the data is stored in menory on
provr_?ben@hplovedwrrca macbilef device 22rRdERRBYS €0 tHe s@PUrate)LAN 18.
0
Corporate data can then be accessed and stored on the mobile device 22. Where
the user of the mobile device 22 has access to the LAN 18 through a computer
system 28 with which the mobile device 22 can also communicate, other paths for
accessing and storing corporate data on the mobile device 22 are available.
Although such data is commonly protected while being transferred to the mobile
device 22 by using secure communication techniques, these techniques do not
protect the data once it is received and stored at the mobile device 22.
As described above, encryption of data when or before the data is

stored in memory on the mobile device 22 offers some measure of security. To

reduce data access time delays and processor load associated with data decryption,
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reduce data access tinme del ays and processor | oad
associated with data decryption, -7 WD 2004/077782
w4203/ 000291 synmetric key crypt ographyP@BCA2003/000291

preferred. However, security neasures inplenmented to
protect the symetric key may al so render the key

symmeliekey Sryptegrapsy igiateienred. Howeves$ecrily eeasHie:implemented
where the nobil e device 22 inplenents password

to protect ¢ud isgmmaetriskayemnay alée yenderdthibokeydeaacessiblepyvhen data is
m ght be accessible only when 5 the nobile device 22

receiléd. barn ErA@BISdwhYre ahé enbbRet devied 22 Sapilsdblits password
password or passphrase. In this exanple, if the

. N i G i , . bt
protefRGh. & gficiRc Koy 5|k e BhayPRGR TibhitT 9B sRiblo aply when
, vi ng. been,r.equest ed he, . s | 6 K [
the e e 2o e o b T BB ey B o PRl password or
storage. Systens and net hqQds according.to ects .af
pasSPREASS: B diiF SHATEIR GRS MBI sicRa? cbpiesits pgRdTiS locked,
recei ved data when a nobile device is in any of a
whergldatalis pysbed tethe mwbilpidpvice 22 vatheub brvidpdpeaiegtieated, the
nobil e device in which a systemand nethod of data

symretricekdyi ismaaecesgibleant ¢ide dhta sdrndidebenappiadeot stovage.
those skilled in the art that only the conponents

i nvol Ve@xbfén@s 4Rl FndBHSE GLLORivY £ 85petis of HPrdseniivention
Fi.g. 2. nobi e device typically includes further

proviS TP AR rafEelod HateluhelP Aol Biddis h fy 6 a PRfalty of
protection system 49, a processor 50, a user

stateSnterface (U) 52, a wireless transceiver 54, and an
interface or connector 56. The nmepory 32 preferably
i ncl udeida2sisdt RlpsKHagrag of @rmgb"%@}éb’!ﬁ&r'é which a system and
applications, a key store 42, and a plurality of data

metrsidoofetatd pretoctioniardmpiementes. tbshould Be apparant tathdseakilled in
includes, a witeable store such as a RAMinto which

the &t ﬂrfat ofiBViheecorapmRITRS irivoliy iwd tgtadarbectibhesystdnh wee shown in
appl i cat’i on
Fig. 2. A mobile device typically includes further components in addition to those

shown in Fig. 2.

The mobile device 30 comprises a memory 32, a data protection

4 system 49, a processor 50, a user interface (Ul) 52, a wireless transceiver 54, and an

interface or connector 56. The memory 32 preferably includes a storage area 34 for

software applications, a key store 42, and a plurality of data stores 36-40 and 44-48.

The memory 32 is, or at least includes, a writeable store such as a
RAM into which other device components may write data. The software application

store 34 includes software applications that have been installed on the mobile device
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store 34 includes software applications that have been
installed on the nobile device -8 WO 2004/077782
wEOMeAZ8D3/ 000291 30, and may include, for eREPA2003/000291
an el ectroni c nessagi ng application, a personal
i nformati on managenent (PIM application, ganes, as
30, andInmapinchtdes foraaamples an edectroniemaspagingtapmhicatiors a personal
store 36 stores information associated with the

inforrmafiomaiznagepiéniq®iip applicatione gapied, easdewll ae cther applications.
i ncludi ng not only data, such as cached web 5 pages

The %EB‘K?&%‘P\O&@@ S 8'3? kR4 in fc?rn{dtio‘?\s aéécﬁﬁat@d Wﬁf\t%r Software

i cati ons configuration data
appi RO ke 3@3@%@5’59@@?@2?%%@%@%@ web
paceR gt A Rifdines, erRIGe Tt Follrs Wane B SpBlars PRI Sndk alse

store 40. The task store 44 is used to store tasks _
configheetion dedeforgiolimese epplicalitns. Rde@EONGNEssagessuch as received
entered by a user are stored in the nmeno store 46. The
and/oreséniesthaly nedssaged arestioreskinathsomesbage storedd&.t iDatarsuch as
whi ch supports, for exanple, predictive text entry and
scheduleQn®trinatien f &3 dit@lwi@rﬁ*s | £ MImGIRdE RXdrel ssorealtie tigslcglBndiestore
nobi | e devi ce Although shown as separate data

40. 'Fﬁ@féas'k st&lé%@lsﬁﬁ‘é@]lj fodktbit ks ﬂfag a‘é‘ﬂééég gﬂglg§§gié§‘é§<..t Néfes and

or all of the stores co

mem?ﬁse&?%’s%ﬁ%ﬁsé b SieratbPed RanPTASS side 46, *ﬁ%i@ﬁ%@ﬂv store 48

i fferent ata stores than
store§wo\o<ﬂrc( list gy alctlgnaww&lﬁlwue%rﬁ% qrzewen?'@sp@%tvsd%kﬁﬂtef and
keys used to support data protection on the nobile
autoalic esroB oorreation nitcariest ip anderiegieen the mobie dericesitbr Although
conmponent or a secured part of the menory 32 to which

shovarasesspdratecdath storee dthobe skiléd énxierd rewillappseciate that some or all
software application should not be able to delete or

of th651e8 él‘JuldjBbﬂ:d?fs@h&&t‘eki%td‘&ysmgletdﬁa leeoreShahg mMemohf32. It

one enbodi nent, access to the Key store 42 is

shoulc?é%ﬁ'b‘étajﬂ)atré’m{tﬂﬁt %grﬁc?oll@rd%tv?c%t 8y lf?bYl?&eemrﬂ‘\%r &R dc?rtcf'i'fferc-'ent

pr ot ect
data stores than those shown in Fig. 2.

The key store 42 stores cryptographic keys used to support data
protection on the mobile device 30, and preferably resides in a secure memory
component or a secured part of the memory 32 to which access is controlled. For
example, a user or a software application shouid not be able to delete or change a
data protection key in the key store 42. In one embodiment, access to the key store
42 is restricted to the data protection system 49. The data protection system 49
encrypts received daia and decrypts encrypted data stored in the memory 32, as

described in further detail below.
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encrypts received data and decrypts encrypted data
stored in the nenory 32, as described in further
waledoaiob77821 ow. -9 WO 2004/ 077782 PCT/ CA2003/ 00BCBTA2008600291

processor 50 is connected to the wirel ess transceiver
54 and t hus enables the nobile device 30 for
communildw proesssardliswonaeeted tadhawirrlessi@nsceiver 54 and thus
i nterface/ connector 56 provides an alternate

enabtesTthen nuaidilieotieied B0t for acdiimanioatibas vialev virelesavingtyvosk. The
cooperating interface or connector. The

mterfaaé/%bha@@(o@ eRaelRes2h étté‘rﬁatéﬂc&amﬁcaﬁonqoah%@l PEYor other
of data transfeer conponents, including, for exanple,

dewc%ﬂpg@ﬁé ﬁ&g@é@gg Clﬁfaéﬁa% (%l“f: é?ﬁ&rr S§hb lﬁ%ﬂ%@@écorhnecior 56

, Some

coul PR, ﬁ?%ﬁwi“@éy oh BReEEER %§%p‘é§%{* s”ip%ﬁé‘vgfgoglexgmme an
Serlal Bus ég) port, or a Secure D g éSD)

opticaiRaiA raswinriniesiage Sueh ap @@énﬁamat@aﬁaseﬁ@“ M‘é%he% some

i ncl ude for exanple, BluetoothTM lo nodul es and
othensﬁmrl-tamgmwwemslqommumdaa'oa@ pHedacetor 2 Mited inldrfdcedsuch as
in the art that "Bluetooth" and "802.11" denote sets

seriabpospe Urivarasl Sadal BusiUSH) sort,rara SbeurerBigliaiuSd)adlot. Known
El ectrical and El ectronics Engineers (IEEE), relating

shonteanyer\ﬁiré\%s 'eﬁhﬁg ?aﬂbﬁsei'n?eﬁ%cé%eihé@%' f&ré@rﬁ\ﬁémrd@%othm

respecti vel ore, a communication |1nk
modgﬂﬁé&aé%ﬂds ng %Iu e@e t%ﬁ FE{?;‘ E%%r%'ﬁ? (o} tt@éseB gkd@é{ lrkP ®héart that

on O
“Bluq‘ié&@%%?w'ei“’%@zaﬁﬁgaaotf’eise't%&mdeﬁ'c PrischvafiSEBrpOR g Ertiute o

whi ch accept inputs fromor provide outputs to a user
Eleciicat ard Figstranicringinests ( IE\EEﬁd@@imgH@\mrei@,SSaLéNﬁgar@ wireless
block in Fig. 2, it should be apparent that a nobile
persdealiarea ngpivoikis| mspectlwelyasTherQOrteh arcoommubicatiandink ketabllished
52 is 20 therefore intended to represent one or nore

via. thé htetabe/doanesior BE maynbé@aywREeledk| copihettion dataphyQcdswired
on a nobile deV|ce may be
connection.

The Ul 52 includes such Ul components as a keyboafd or keypad, a
display, or other components which accept inputs from or provide outputs 1o a user
of the mobile device 30. Although shown as a single block in Fig. 2, it should be
apparent that a mobile device typically includes more than one Ul, and the Ul 52 is
therefore intended to represent one or more user interfaces.

Data in any or all of the data stores on a mobile device may be
protected as described herein. In most implementations, it is unlikely that software

applications instalied on a mobile device would be protected, although the other daia

stores 36-38 and 44-48 commonly store data that a user, for personal data, or an

-10 -
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protected as described herein. In nost
i npl ementations, it is unlikely that software
wa@ppkiotast ons installed on a nobile devi ce wouPdI/ba2003/000291
protected, although the other data stores 36-38 and
44- 48 cormonly store data that a user, for personal

-emplayera forgrorparate tdataymay vistopnaeeaCT/ CA2003/ 000291

enpl oyer, for corporate data, may wish to protect. In
t he nobnlilee dwbileaie¥ite 3@,Ereess to tHeemerTawy 3238 coatrolled by the
controlled by the data protection system 49, which

data ?F&é&ﬂiﬁrﬁsﬁs@@ﬁ' AE WIS Bndwy ?tssﬂe@éﬁléd%%ﬁé ¥RY %@o@@te@\cn}ﬂed data

he menory 32, and decrypts stored data for other

io lh%ﬁ@%ﬁ\ééﬂﬁ d%8 &BPéd déta! foﬁ?t‘ﬂgpt gb@%'@égﬂ;%@o?nﬁgnenm. All

evi C are connec

onelpRPERNeRE o EnE %tc?%! R Togre (g B grotection

t hr ough t he data rotectlon system 49. Data received
sysiggy 49@%3195“0%“8?8 &ﬂ%ﬂ“‘@y@@%ﬁ?‘%s by tapsq RibaricosRanents are

transcei ver 54 or the U 52 through the processor 50,
performedh threogh wae edaip ppiotentioonsysiemg48x ePaia deggivedt oy the data

processor 50, or lo fromthe interface/connector 56,

protectioR ey efd, Uramghe Wiesless araedceivet B4 dethesUdise #h2ough the
Simlarly, when a request for protected data is

procESSRIB0e SRy al Snvibaagliehfsh be gﬁé’)@éc@%d %9 tﬁé%@essor 50, or

conponént or softvvare applicati on the hobil'e device

from fie irfaci el 55 s BRe Tt @ RSy h e eygore

Simif Gheh e e drretectas 468es ishied sl dl padtiopsstem
that may be enabl ed or disabl ed, as descri bed in

49 frogt eheempeleenti or sefiware applicaiigndaathe mrlilcede\dee 39 thel data
to manage the nmenory 32, specific parts of the nenory

prote®@ion ey sizan 49 delceyptsiticeerstrpptes data andeaseés the decrypted data to
shoul d be appreciated that the arrangenment shown in

the r&@estidg compdHRitdFreidRita prdtosidradystempierip aapRndiiid as either
and that the inventionis in no way linmted 20

a softt\ﬂﬁfeerﬁ‘@g gf;egc%rrlﬁ@g{‘iﬂt'aﬁléndy'bé‘é‘néﬂlé& bPaidapfeds HRUYHSERBE in further
detail below, or a hardware module configured to manage the memory 32, specific
parts of the memory 32, or particular data stores or types of data.

It should be apprepiated that the arrangement shown in Fig. 2 ish
intended for illustrative purposes only, and that the invention is in no way limited
thereto. For example, in an alternative embodiment, the processor 50, the
interface/connector 56, and other device systems have access to the memory 32,
and interact with a data protection system when encrypted data retrieved from the

memory 32 is to be decrypted and received data is to be encrypted before it is stored

to the memory 32. In this case, mobile device systems and components pass data

-11 -
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i nterface/ connector 56, and other device systens have
access to the nenory 32, and interact wth a data
w@e@ueTI78DN syst em when encrypted data retri evREdI/CARIUS/000291
the nenory 32 is to be decrypted and received data is
to be encrypted before it is stored to the nenory 32.
to the datapsoteatien syeiem tordendrypiicyand gechmdiotonben aecessary, but
pass data -11 WD 2004/077782 PCT/ CA2003/ 000291 to
accetdthedabemary gRedliectinng Altsdegh frerareaegeménishaantin Fig. 2 provides
decryption when necessary, but access the nenory 32

for tighté€&dritiol oﬁgr Poy@hadion iﬁﬁﬁaﬁtg@fa;egg@{o FRAWBrIdlY B cnirolied by

provi des tighter control data protection in
the 2o RSy S b 8 PR HRR et Rt U sl iy non-
protegl QLA T 5E B -l Y CPER (U oEh BELY Rt B memory

the menory 32 without any involvenent by the data

32 withautany ibMoypresahby the 8pte Bitatesiion sustert a prot ecti on
system 49 accesses cryptographic keys in the key
st ore 48.opseationlithg daia gmoiestiec tsyefent HE acnesses anypiog@phic
key store 42 stores several keys. As described above,

keys iy FAEBEkEV StoFe YIPt OBcRPOIMNitE _a@ﬁ!‘%ie@t by tHeoinReRfieH, tRE ke9Istore 42
processor-constrai ned nobil e devices, such that the a

store%ﬁ@@réf Rel&Y dﬁﬁ%gcﬁﬁd QB%U?,‘;%?@E@%ﬁlﬁg%@gyi%%ﬂ{brany

protected als store
t rotecti ' I . .hough rit :
profel BeB(eB PO G p 2o fird0RY ridhie, A/ el FaHEA dunagtric key
aj nst unaut hori zed use, further sur.es. are,
useddgrbpth eycryPiaRARd dectnliop ol Protesiamaatads plajed injhe key store
thus encrypted data, against so 15 called hardware
42 whenatata prélectien mm@oleaaﬁm@ughm ety passwer aopassphrase

protect nenory content where physical conponents

secugagihie Sholgild kievivend0 \agaihstr enautkorzexd usepfurtier melaisles are
device 30 to directly read the data stored therein.

gene&'élﬁl PIRYSWED fd Srdt€dt symrhdivie keSS Aicriiug HcpyRtddidatd, : a(ienst so-

ey store 42 in an éncrypted form Decryption of

calleﬁy%ﬁdgg KoK LI ESxrRBIEE HasEitbry fibicdtilfi®hoss not protect

password.

memory content where physical compdnents comprising the memory 32 are
removed from the mobile device 30 to directly read the data stored therein. The
symmetric key is thus preferably stored in the key store 42 in an encrypted form.
Decryption of the symmetric key requires correct entry of a user’s password.

Once decrypted, the symmetric key is typically stored in the key store
42 or another memory area or cache so that it need not be decrypted each time it is
needed. However, the decrypted symmetric key is preferably deleted when the
mobile device 30 is locked, in response 10 a user command or automatically after a

preset security iimeout period or when the mobile device 30 is stored in a carrying

-12-
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20 Once decrypted, the symetric key is typically
stored in the key store 42 or another nenory area or
weawhe7we2t hat it need not be decrypted each tPEOECAR00BS00291
needed. However, the decrypted synmmetric key is
preferably deleted when the nobile device 30 is
caselastiotsder, for exaspples d heonext tiger theonobiteddevica B0 dsraniockéed with a
after a preset security tineout period or when the
corretd passwvorel tieeefryptedssymertiickey Baigain dgcryptdd WO
20%4/ 077782 PC?’?yCAZOOBB?ﬂOOOZM @::aseg or holster, for

exanpl %thﬂ“u%h”tﬁét aﬁdd@l@yﬁ@n&?ﬁhéﬁ s@ﬁéh\‘éept%%de% 8 high level of

unl ocked witth a correct” pas the encrypte

prote%égﬂ'g%i{: ér %r{%ﬁ%#té %%8%@8 tﬂ?s«/cﬁ%gteﬂgr;ﬁﬁé@ U? @g%é %?m?nl?éiylg k@y, no
decrffif§etieh oy e SYimaBy Keids %aﬁ%@%ﬁh fi R dice 50 i

the symmetric key is avail abl e when the nbbil e device
lockesly AsSyebiasy.dais reerived wigndhe amokilecdames W émiocked cannot be
nobi |l e device 30 is | ocked cannot be encrypted using

encryfited usingethd sykeyetriddent dilaintgjningetheéedecrppied symmetnid key in
key in nmenory after the nobile device 30 is |ocked,

mem®?y dftatihdatcbiradevice 80 & Ivkat! sohRat ddig canpbidnengeyd éBen the
30 is |locked, |eaves the data stored in the menmory 32

mobi ‘3@9!0%036 G Ui AN EaHd ﬂfé‘%ﬁt&t“‘%fo%@% O}H@' ﬁ‘lerﬁ(ﬁf 35 Bfone 1o

coul be pronpte 'to enter the passwor ever

hafd?V%Le g@%@% Rl R 89@@24%@?‘3%??@%{5%@8 sy

tored in, t ? | east until the next tine
every §16 Bl S SeEdbIN sl Usamimafiale A etmihe password,
stored on the nobile device 30. In the latter case,

howaves, thedecaived dateamust o siopediindhe clearpaideass sl thegezttime the
and nust be 15 retransmitted to the device. In

user antopkd ane mokile deaices3exrtsimplytring storedoni the mobike deice 30. In
store 42 also stores a public/private key pair. A

the l@l*Hé’f1 éé‘sekﬁ’!e teceidld a8er |§tdr0915’é’d hﬁtﬁé“ﬁfo‘biléro%vﬁieo@@@nﬁﬂnust be
the clear, even when the nobile device 30 is | ocked

etra%ﬂtﬂfbrﬁ‘,@tc?eqnéé' ng the public

In accordance with an aspect of the invention, the key store 42 also
stores a public/private key pair. A public key is not secret, and is tﬁerefore stored in
the clear, even when the mobile device 30 is locked. Data encrypted using the public
key can only be decrypted using the private key, which can be protected in a similar
manner as a symmetric key. Thus, the public key is used to encrypt data received
when the mobile device 30 is locked.

Therefore, a first cryptographic key, the syrﬁmetric key, is used to
encrypt data received when the mobile device 30 is in a first, unlocked, operational

state, and a second cryptographic key, the public key, is used o encrypt daia
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key can only be decrypted using the private key, which
can be protected in a simlar 20 manner as a symetric

whey4/0Ti1es, the public key is used to encrypt Ber/aA2003/000291
recei ved when the nobile device 30 is |ocked.

Therefore, a first cryptographic key, the symmetric

receiveRYwhER ths gtblile dedisy 301s iid sec@REilvskbdroperativmanskitd.e The
device 30 is in a first, unlocked, operational state,

beneﬁ’l@ ‘i*)é %tyﬁﬁgﬁfg%yp yyﬁggﬁbw%%eﬁzﬁ%%%ge%géd foK&Yy dhtd received
when t O%Peggé@%% %8%% &ubg)g‘,ﬁé%pg}eﬁ@f@}%h& {(gc{?\ &eﬁ%ﬁgﬂsﬁ& 20 less
procqzsaﬁn;é@sl% FOIRIE (8. CVRORAPTIGRGIETIRG: (oK @ Rek e, ihe

30 is unl ocked. Decryption of such data is faster and
above esarifafiod veisgic Piokrciad symmaitiakey is avpigedhey storing a public key
cryptographi c schenes. On the other hand, the 5 above

for dat@enthationofhars tnegmabiie deeiceaD isyorketd: i [Oaﬂaandrﬁpted using the
avoi ded by storing a public key for data encryption

pubhé’"ﬁég éé ?@c%‘i’éd anﬂg\’thé%o?n‘ésbénd k;ﬂﬂlat@fkb? Qf(lﬂfoh@h%hbhc key

usi he " "public key is ecrypted using"t

oreiGEFRIE AR ST Y o ﬁfé?ﬁbﬂ@wﬁﬁx i access

delaya%a%gs%?%&vﬁh@%& e S EERY arcBimtieD ReRisBU RN SRR EHY Bubii
i 0 key cryptographi c schene haV|n fast decryption

key capipafiapbitsschrane aRxingl fast @@cprvawra: Pelatipas ¢ FpsesgMpipyelliptic
(EGC) offers significantly faster decryption than

curveRirypiigrgplay{ ECCRdifersesigriiftSitivt fasteridgeagptionshae Kivegisshamir-
briefly above, the data protection system 49 may be

AdlemBRl( pzm)ttgdhmaugs_software nmodul e or utility that is
enabl ed when data is to be 15 protected. Fig. 3 is a

flow d'ﬁ?&ﬂ@é‘ér‘nﬂé&ﬁﬁé@f eV, 1L 826 BiotEarI bf@eﬁ*ﬁ?g may be

protection. At step an operati on to enab

oS 478 SRR UMY gy e o v

b t
protected. Elg. § IS g?low rsléerr(]?trrs3 {llusga’ung a method of enabling data protection.

At step 60, an operation to enable data protection is executed by a mobile device.
This operation is preferably invoked by a user of the mobile device, by entering a
command or selecting a menu item using a keyboard, keypad, mouse, thumbwheel,
or other input device, for example. However, it should also.be appreciated that a
mobile device is preferably configurable to require that a user enable data protection.

For example, where an employer provides a mobile device to an employee user but
wishes to ensure that any corporate data on the mobile devi'ce is protected, a
configuration control software module or utility and configuration conirol information

specifying that data protection must be enabled, are inseried onto ithe mobile device
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conmand or selecting a nmenu item using a keyboard,
keypad, nouse, thunbwheel, or other input device, for
wex@apras2 However, it should al so be appreci at BAT/CAA103/200291
20 nobile device is preferably configurable to require
. that a user enable.data protection. For exanple, . o
eitigh DeSTa e MARIpAIoviF i Bz D474 seriwiaer thesmobile device is
enpl oyee user but wi shes to ensure that any corporate
firsegrfigitied fier apdiationduvineeussr. pFlae eontigyragion control module then
configuration control software nodule or utility and
autoovwatically iavokes thendperbtionbd stept 6®ror repigicts somg dr kdltother mobile
data protection nust be enabled, are inserted onto the

devid@bbpératiomns eftil ddid PAGIetSBA/HAE ik &aHIE42003/ 000291

ei ther before the nobile device is provided to the
user or ) ' ' - i : f i .
for oper e iF gt 8 tipEfic foy LEES ol Ode, dHeffion and o
. | h tomatical ly invokes the.operation a
priVRE Ko B or BT TR PR Ip AR BeREISH Shha Hgd becanapled
operations until data protection has been enabled, 5
whethobhefgre é%taﬁ}rete@@pnas IRtedr Akstepp2,a&iptemningtienis made as to
encryption and a private key used for data
whefger passveerd praiestion bapabeadyt hean aiablkdl \Where passwarlpedtection
when or before data protection is enabled. At step 62,

hasnatdleensnadléd)the aseves prermpted to\WmableagsratdPretection and set a
protection has al ready been enabl ed. Were password

passiwdir§ at 5P 6412DalPhrd8SHbrERER &@théﬁ%eHéF‘egeg Zﬂsngir \A%l??o:@ a key

to enabl e password protection and set” a 1
st P88 es M BPLaLRDPBEtEHEoid ARENSORIBhERGA et tne
rotection has already been enabled or after the user
“Seﬁé?sém?%p%%%%%rWM%&tiS&P é& step 64. The data
protection keys generated at step 66 include a .
symmet r i th&edgia pietagtipg keys ganeiséeq pt stap 66anclude a syeretric key
when the nobile device is in an unlocked 15 state
useskefos heth lkacqpiingidata treceisled nvheeniheymobile lievioebislie an unlocked
device and for decrypting this encrypted data when
stateehéfory #b Haians seoRedyin Memdes 6hithe thelllv@sviédaAd for decrypting
this encrypted data when retrieved from memory. As described above, this
symmetric key is itself encrypted using the password established by the user. A
public/private key pair is also generated at step 66. The public key is stored in the
clear, since it need not be kept secret, and is used to encrypt data received when the
mobile device is in a locked state. Data encrypted using the public key can only be

decrypted using the private key, such that compromise of the public key is not a

-security concern. However, the private key, like the symmetric key, is preferably

stored in the key store in an encrypted form, by encrypting the privaie key using the

password, for example.
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symetric key is itself encrypted using the password

established by the user. A public/private key pair is
w@bk®a/0geser at ed at step 66. The public key is BCDCA00B3/000291

the clear, since it need not be kept secret, and is

used to encrypt data recei ved when the 20 nDblle

devi ce Ary dataareteivkddit st mbbile Gevizecaltangdiaprotection hae been

public key can only be decrypted using the private

enable®l is 8HER/pidRbeteraPt 951 sterelf irf RferbR). T Fidey usSa rﬂéwv @hagram
security 'concern. However, the private key, ik

iilustrlaﬁ tﬁ’\bﬁwd‘de%f epJ‘O?ed?ﬁrﬁfcthQ%é(ew #8{ gqﬁ%e {he kY St ore

n encr encr pr|v ‘e key

her) M@%@%@z@%ﬁ %\é@@afﬁﬁem@ﬁg SEE 0 TR PEER Fio. 2,

devi ce after data protection has been enabled is

the mopipdavice B fsgyat ligweogiosﬁegeé@ dala Misnibeywirglpgs trangepiver 54 or
flow diagram illustrating a nmethod of protecting data

the intstisicedadrmiectorndB las deli ee.user wpats TiB thatldl i52. Software
received at the nobile device. Referring to Fig. 2, 5

appmt:dit&:rfmgé 8/picallyerndthte atoftrisgeragd in the meaiorg 3datehariether
the wirel ess transceiver 54 or the

mterfh@é@é?é‘g?d\ﬁ@é@%ﬁcw sI5§ d\ﬁ@dﬁ@ég fterts slldivﬁ%hae%’f& ddfnple,

of twar'e ~appl [ cations soty ically generate
step {3 el BouBed @¥alidhe e CB Y 4 fr%’mbsﬁf? Iigfrages
nmenor tick r ader for 72 al
e uadbe it optational SAE ot melig telGals fgsgetermined at
interfaces. 10 The current operati onal state of the

step #fbiWeesr ihe devisetin iackast Hrenbulblic key isstedieved anthdereceived
the device is |locked, the public key is retrieved and

data ishencrgpleidwesing thee faub\'a: lencalygicpdausi tree tnobilp delice ik eplocked,
at step 78. If the nobile device is unlocked, then

then tHeesyiimERid kéy iseiallabiay mHeadécﬁyptEa%yﬁﬁﬁém@t@ is retrieved from

syrmetrlc key is retrieved from thé key store or a

the k&)ﬂﬁ ﬁl& a ctacwgﬁ élg)r@%ée éé%’fr?ﬂ WHeﬁ ﬂ‘?e t‘ﬁBBIIé 869 §¥ WER UMScked by
corre(c)ﬁy enygrlng a E)Qgsv%]r r Wt‘w%rwus mﬁ%tér{cryp 8 s'yfc’nrﬁéettna'k%y is retrieved
from the key store, decrypted, and then used to encrypt the received data at step 76.

According to a further aspect of the invention, a determination is made
at step 80 as to whether the received data is relaied to existing data that has already
been stored on the mobile device. At step 82, the encrypted received data is sfored
to memory where it is not related to existing data. If the received data is related to
existing data, then the encrypted received data is appended to the existing data at
step 84. For example, when a sender of the received data, or an intermediaie

system such as the data server 26 or the wireless network gateway 16 in Fig. 1, is

configured to send data to the mobile device in biocks of up 10 a predetermined size,
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fromthe key store, decrypted, and then used to
encrypt the received data at step 76. According to a
wo mootlogr7saspect of the invention, a determ nat POTYCAZ003/000291
made at step 80 as to whether the received data is
related to existing data that has already been stored
then @fartb eatifemes Splitiinid.separatt eiodke, thatereasat ¥pthednobile device.
received data is stored 20 to nmenory where it is not

In thfs@a%beéaérpd% tﬁbbl@gséjc%lé’tedﬁtﬂ éﬂ?ﬁft%ﬁlr\(ﬂi‘a dekProcaived daﬁer a

related to existing data, e encrypted receive

first dﬁé%l?cﬁ( fb?ﬂ@% dedyd 9! b ﬁeﬁf S?e’l%lgg 48t a/a%revf’é ?e%en};e‘?:[ data

R Lnde 6 erve ata

i nternmediate system such as the data server 26 or t he
bloc{‘ﬁﬁ?ﬂihgs AdEfMbrk gateway 16 in Fig. 1, is configured

to send data to the nobile device in blocks of up to a

pr edet dNeAcakitgd & the B3t Wil Zopageiater et where a data item is

PCT/ CA2003/ 000291 then a large data itemis split
sepaiate®inde pateaivlecks, @alch hivek inaludes informatiemthaiebows a receiver to

device. In this case, each data bl ock associated wth

recorisiivet the dag it@at. a THiefoeasgiioesd afpiciiyan thirfokmdstt 8 session
bl ock for the sane data itemis related to any

ident@b?vé ) ﬁweﬁﬁ'nYﬁﬁ r, 4afiR né’f'n%c‘éssécgfenbﬁen bér reéﬁme other

hose Skl In thé art Wl appreciate t ere

dontfiRh i€ Uhed oy HEF RNt ab Mt et i °?<@°f 6l e

ons datalte This ipformati
A”hOHQE f‘&}lﬁ%@#qoi‘ésfe&%{%ﬁe fse@s@cewedlaiéﬁelnwlafe d%\V"é%taadata
itemidentifier, a file nanme, a sequence nunber,
item idaniifigr pe transtsmad versiarinereef sueiasta hagh rcédbevl@enmfter is
identify other data blocks for the data item io

prefefhiiihstaybd ehitte nhabile klevick in sheoleay phddisetién stepcdl edetermine
the nobile device, a data itemidentifier or

whetﬁéraméfr@b@védwateﬂmlétbart@@&usﬁhgfaaévas a hash of the
dentifier, is preferably stored at the nobile device

e B RASEMTPLE g OER orfog oos
encrydsgfleiabitj gﬁgea dlg ?ecrgi'\l/etd IOAl'tahoug aeabclh%al?a blgcrl](ec%rﬁgr?s%s a part of
the same data item, the data blocks are encrypted separately, using an algorithm
and key dependent upon the operational state of the mobile device when that data
block IS received. Therefore, a received muliiple-block data item is stored as a series |
of independently encrypted data blocks. Fig. 5A is a block diagram of a data format
that supports such data items.

'The data item 85 includes a data item reference 86 and three data item
parts 87, 88, and 89. The data item parts 87, 88, and 89 are preferably siored in a

byte array referenced by the data item reference 86. The data item reference 86

includes a daia item identifier, such as an email message identifier or a session
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15 encrypted and stored as it is received. Although
each data bl ock conprises a part of the sane data

WO t@ai717Be dat a bl ocks are encrypted separ at el pCT/Ga2008/000291
an algorithm and key dependent upon the operational
state of the nobile device when that data block is

identifies, ébvexhmplecard anecatn'cier ipoidentol the by & Hiragin whith the data
itemis stored as a series of independently encrypted

item H% §?°g§ ahrh::l 89 2R isfordgP! fﬁ"\% daggiidm ‘?&elﬁlf@@ts@lg)ports the

at supports such data itens

sl ahPERHT Bt gt ﬁ?@uﬁ#ﬁﬁc@ﬂ?gn%%%*'par gllows the
data [lingpait B By, ATRLEAG BeTFBIRVEET SASHUA BdEmeNg; 56, and 22

itemreference 86 includes a data itemidentifier

includas dada hlockhwedenBZ8ag8A aeh?A pingra datadblaels 87 BnBSBaqT 89B.
WO 2004/ 077782 PCT/ CA2003/ 000291 identifier, for

The dadanplbek haades 80AaB8Anand 89A pwiuden lengthlmdbys.tl@y identifier
array in which the data itemparts 87, 88, and 89 are

correép@ﬁ@iﬁg id RecHaa®a bloeRs7eceBB! had @mnqhé SatdiBem 85. The data
determnation at step 80 i n Flg 4, and, in

oo GEATG B i it SRAIBE 19 o Mg gthion o
N e PR

The data bl.ock headers 87A, nd 89A i ncl
propersgtiievasy thadsy lﬂa@wﬁrﬂm&?ate@éh@ E%)bdh@ CHRger 6@&'@?{“’ or both,
data bl ock 87B, 88B, and 89B in the data item 85. The
that was ased to ekcryphgtdata blackditia requiead teedensypl thaidasa bliock. The
the length, or alternatively a |ocation of or pointer

data blocks 87R] 888, bhhd 808 mepeinmnt regeiviad datal odks, sorriphiaing a single
each data block can be 1 o properly retrieved. The key

data itgﬁﬂﬁhéﬂr%véﬁlé’érpéﬁ@r? {dee key, the cipher algorithm or
h, that was used to encrypt a data block or is

roqui ggm@ SJEERIPndiiS iRl 5B, Bl pIOBR 1044 Fodbhekinen the

87B, 8 represent' reterve
moh&@&;ﬁé ig/g uarllldc’clke%, and gg tsach &/%g]entcpyaptted %fﬁg*ﬁe symmetric key to

generate the encrypted data block 87B. The length of the encrypted data block 87B
is determined, and this length and a “symmetric’ key identifier are added to the
encrypted data block 87B as the block header 87A. The block header 87A and the
encrypted data block 87B are then stored to memory.

A data item reference is préferably created and stored when a data
item, or the first data block of a multiple-biock data item, is received on a maobile
device, so that the data item can be retrieved and subsequently received related data
blocks can be identified and appended to the corresponding byle array referenced by

the daia item reference. Thus, the data item reference 86 was created when data
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In the exanple shown in Fig. 5A, data block 1 was

recei ved when the 15 nobile device was unl ocked, and
w@sg0moctismas encrypted using the synmetric keyP€TDCA2003/000291

generate the encrypted data bl ock 87B. The | ength of

th encr ted data et er m ned nd. this
blogio e reelvad e Eeitla plek Wit PhaS BtediagsBSd on the

the encrypted data bl ock 87B as the bl ock header 87A.
mokrite dgyige kan inrdides7an igantifise of Hircdgls: it dndaa InGatiRndngicating

are then stored to nenory. 20 A data itemreference is
whenedhe daitd jteor pait 87 hasdoatrooedilMbestotediata item or

the first data block of ‘a nultiple-block data item is

recei vedrignsacombdbin bidekiicehe tiatd tam, data didck 21 was received
can be retrieved and subsequently received rel ated

whél@tfe mdbskevidnyhe Iddeat aﬁg e RRsteapRe BRI h&ﬁﬁ? the public

correspondi ng byte array referenced by thé data I

ke){t ?Eii% 5@%\%‘%&@%@@ éé)@ &@%H@@%%@%@Q%& %6 1170 e}q@@pted data block

3/0 0291 block 1 was, recej or. . possi bl
B AeSAba0 e, EnDegreH e era hareBe BRCEHRE the block
nDblle deV|ce and includes an identifier of the data
heades®8Aranditheenerymad data black 5B aisappended inihe data jfem part 87
part 87 has been or will be stored. The second data
in thearkay ref¢leacddtoy theedgtadiEna réfleoarice286 wader tireli dagd black, data
when the nobil e device was | ocked, and therefore was

blo@l@ Qf N @staUsibte 1! Was PEERIVEd Witk thd hfobileadvick Wasd@locked, and

IS generat ed and added to the encrypted data bl ock

waé%ﬁcﬂ@ S8%s H%’ll‘i"% Q{?ﬂ?ﬁ%ﬂl@ﬂgyt Al &étﬁs%%{"sgd%ﬁ\grkﬁ{ﬁ the block

|nc bl oc header and

nodE A B0y BB aDBLRHIal b d L f hl Bt tor

reference 86. The third data bl ock, data 1o bl ock 3,
part BRdn dag arpy seflerancaghly thedaiadiemkeiesenda86ubi | e

device was unl ocked, and was encrypted using the

synmet r i kn thisymanner, gabsequant dat bloekmel ataig itare are earypted, a

header 89A and the encrypted data bl ock 89B, is
blogk Mekadel ¥s gonermated ahd dddeddiat ihel érorypted data block, and the block
header and the encrypted data block are appended to a preceding encrypted data
block. In one known scheme for effectively adding new data to an existing byte
array, a new array is defined, contents of an existing array are copied 1o the new
array, and the new data is written into the new array. The memory space occupied
by the existing array is then de-referenced or otherwise reclaimed for storage of
other data. The copying process in this technique tends to be slow, and is memory
intensive in that it requires sufficient available memory space for two copies of the

existing data array. The appending scheme described above is faster and requires

less memory space than this known technique.
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part 88 in the array referenced by the data item

reference 86. In this manner, subsequent data bl ocks
wobkooa/odEsa item are encrypted, a 15 bl ock heapeT/CA2003/000291

generated and added to the encrypted data bl ock, and

the bl ock header and the encrypted data bl ock are

appendgdhéwir dute e 8% isaoGeydicedsadtsuchllsogen & nisenselects

known schenme for effectively adding new data to an

the dgc;éi itdeh 6k &\éf)f;‘z]«\g/, ﬁfer%e aﬁa%wmﬂﬂg%é é%tﬂeﬁén’i‘ ﬁgnsmghsnagd 89

an exi st arr are‘copled to the new array, an

o Q1 R84 b B e AR B4 B T BB o
ror SEALEHSHERT o eBoHLESBeBESal 1Y, bbbl decpion

tends to be slow, and is menory intensive in that jt
schemeduicrlesaiupr ihel wr&edidam)bl@olymmt@r@m@iémm the gy identifier
copies of the existing data array. The appendi ng

and lenginin thes coirbsebradimuy bidck feaderr 8ahd88Agand &2A.1 &wh of the
menory space than this known techni que. -19 WO

encryfRFG9ia8ekFE7R, GRE) GA0EHR2R Feadiem theddabaal bRNR@2rypted,

is to be accessed, such as when a user selects the

. Can] . . . .
and tiEh8ch bR 8t 106 g gohtingiy ko A'itfe HBcpte udidhom which
in_ the oL V., Usin he | t i.n i I
correpfpdist begita TR el Wps PR pERY G b Bl oo
and 89 the appropriate, decryption 5 sche an )
| engt h resersidiegrie @w"b%ﬁ%regna&tbatéﬁ‘a%\t\&?mer@edaftﬁmﬁaﬂs
the key identifier and length in the corresponding
87, 88| andt 8Reurachosnin FgAA and desaribeziehouve asheingsiorgpined byte
data bl ocks 87B, 88B, and 898 is read fromthe byte

arrayatii@dasitedepanpiregd natngedessadgchy gtardddatcontigocks memory
are conbined into a single decrypted data item which

Iocat{bﬁgf ﬁgigﬁlgﬁ éid?ntbﬁeofj@werii&@ﬁ‘ﬁﬂé?@taré\@?pibél@nﬁgétg *tfﬁ?g?i@any Jink

evice. 10 Those skilled 1'n the ar
blocl%ppred ate that although the data itemparts 87, 88,
hd 89 are shown in Fig. 5A and descri bed above as

bei ng ?i&f&? isi an bl%c%tla%ram of an alternative data format. The data item

90 represents the logical structure of a data item, and includes a data item header 92

and three encrypted data blocks 94, 96, and 98. The header 92 includes a data item

identifier and such information as a length, location, and key identifier for each data

block 94, 96, and 98 in the data item 90. The header 92 and data biocks 94, 96, and

98 are preferably logically linked, but need not necessarily be stored in contiguous
memory locations.

As in the example described above with reference to Fig. 5A, the data

blocks 1, 2 and 3 were received when the mobile device was unlocked, locked, and

unlocked, respectively. Data blocks 1 and 3 were encrypted using the symmeiric
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array, the data item parts need not necessarily be
stored in contiguous nenory | ocations. Menory
w@oioaner782 or ot her identifiers are typically uBECA2003/000291
Iogi cally link Dblocks. 15 Fig. 5B is a block diagram
n alterpative data format. The data item 90
key,r daianblock e WasgRREYPiad uRing tae grublic deya it herheasien 92 was
includes a data item header 92 and three encrypted
preferably ¢restadsargistossd whed tbe firstidatahbloglk ©492as radeivdsls eacrypted,
data item identifier and such information as a

and Istargtinon L atokile, devide ket thatehti firsiedataobloeR @ daih de properly
bl ock 94, 96, and 98 in the data item 90. The header

retn&?ediaﬁd Qﬁc@y;ﬁé@c ki 9 ibsBBueAid r28bive @él&lé’& ahel %Hd%s can be

| ogically | I nked, but need not necessarily be stored

iden dﬁe& ol'?l Eﬁ‘n P tghé/ Cefa?%g g@@é %eoéé/p'léb @%% tﬁﬁ@@fend 98 was
addg & ﬁ'}ﬂ %%@i%raéhdwgﬁ“ﬁhea% &t BBk e racived. yingH the Thobile

Data bl ocks | and 3 were encrypted using the symmetric
device is wplogled an7thexdaigritarnibis/ aweseed orelie mekilgleyice, each

bl ock 2 was encrypted using the public key. The header
blocR2s Wecategrusirey e yocatieat &l daryistiortbe heacker t32 thée rappropriate
data bl ock 94 was received, encrypted, and stored on

decrypBoriethédrae dcubRemMitay trbﬂithbh@yfdérﬁtfle@ﬂ’( thehader 2, 688 each
be properly retrieved and decrypted, and subsequently

datarﬁ]?@k aHeh§h Fe%@ddéé@rgg e%C'éﬁd B?ﬁeé td pé‘dUdsftrH%P‘rhe data item.
I S

nf or mat 1 on or the ond |rd encrypte

?LZEZ%@ﬁ%ﬁa@%@%@v#ﬁé?ﬂwﬁaﬁ%#2 FAFhd Buicibie data em

devi ce | cked .and the data i is accessed gn
maygRgUiS sRiabRERs SEICTRER Camyeies LG Eiesa AP idusohemes,

| ocation and length in the header 92, the appropriate
whetrtheygatadnogkmwete receidacaiihedtobilmdevine Whan the mobile device

identifier in the header .92, and each | o data block is

wastimdifferettropevaiibnal statget ks alzogossibts ihetltheomobiledeticads in the
the data item
same operating state when data blocks for the same data item are received. For
example, if data block 2 were received when the mobile device was in the unlocked
state, then it would also have been encrypted using the symmetric key. In
accordance with a further aspect of the invention, before a received data block is
encrypted, it is determined whether a current operational state of the mobile device is
the same as the operational state of the mobile device when a preceding data block
of the same data item was received. Where the operational state, and thus the data
protection key, is the same for the réceived data and a preceding data block of a

data item, both the preceding block and the received data are encrypted in the same

manner. In this case, the preceding data block is preferably decrypted if possible,
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As described above and shown in Figs. 5A and 5B, a
single data item may include data bl ocks which were
weeonyppt7erl usi ng di fferent encrypti on schenes, PCTMIa2@®3/000291
the data bl ocks were received at the nobile device
when the nobile device was in different operational
the reseMegisdath bldck iabppempassdiothe decapted prevadingdateilosk toform a
in the 15 sanme operating state when data bl ocks for

combiri® R HikHi@ drideRerEEmbRERI Math blRk isexiiphted ad ddrad to
lock 2 were received when the npobile device was in

b

memale  SPCET S RhG ceiabioos is" Bt i enlpfPEBRnineg data
a_further aspect .of,,.the invention, befqr. LI i ved .

blockgme oy SpREr Soc Br FYE PRGNS GiedinihieatiRCe rTen wih
current operational state of the npbile device is 20.

the eppypigthecmsinasdaipdiegh eapdsayeiialle 1o sioeaineedaidyi ce
when a preceding data block of the sanme data item was
recei vddis Wherod opatatiopds possibl, farexamplenvdhanaigrecading block
data protection key, is the sane for the received

and rdatiRedtihia aps esedvatpwilie shd bpoknatfic key dabacedsivte. Mhbre the
t he preceding block and the received data are

prece?ﬂﬁgg b@cﬁ%ﬂﬁth@%céﬁ@@ daRBREFecdived When §86 BevichSs locked and
precedi ng data block is preferably decrypted if

i =27 1 Q: ) .000 .
ererBS581EL s Ab Sef HE TEETAR SR 20 i Bacosing
tonk b lstpited St S T LAl ocess

menory. Since the preceding data block is part of the
is possibleywhen the pivaie keyhegomasorsceskibiprspchpsceher fippeageding
by the preceding data block is either overwitten wth

blockbandhtheerevesdedhta @rbiaceds sk, mshdesckibed imBdthaendsitaibbelow.
to store other data. This type of operation is

possi bl gihdueh BBt ptivhed-edchptioadhrogidesdek cositihing more

received data are received while the symetric key is

ran BRESSAN G RSB0 o BT sl appshd it encppi ca
bloclﬁ%gj%%gsncg%git doe{ﬁjr']\pcg%% @ﬁg lﬁﬁ#eie g%%ﬁﬁ@' tapu'a d%rté \6%0%35%, and is
therefore generally preferred on constrained mobile devices with limited power,
memory, and processing resources.

Fig. 6 is a flow diagram showing a method of accessing protected data.
At step 102, a data protection system or a mobile device system or component,
depending upon how the data protection system and memory access scheme are
implemented, retrieves encrypted data. The data protection system then determines
whether the encrypted data was encrypted using a symmetric key or a public key,
based on a key ideniifier. A corresponding private key is used to decrypt the

encrypted data at step 106 where the encrypted data was encrypted using a public
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| o bl ock cannot be decrypted. However, a simlar
decryption and re-encryption process is possible when
wo b@4pri7sat e key beconmes accessi bl e, such as wWleTCAb@®3/000291
preceding block and the received data are accessed,
as. described in . further detajl below, Al though t
ey d LR TBRT ek eie e T eghlinaatoRlitedgabr algp tbBanere the
than one data block into a single encrypted data )
encryried dadp yasdengryetrd Ypingdhgaayammetlicpkeis k Pagsypted data is then
descri bed above involves |less tine, nenory, and data
outpuidodbs inmapileaghelices systemedoc@ngenentavihigh pesicred ed requested the
constrai ned nobile devices with limted power,

dataE Mg, reBlRbeprans $onl¥rideepluesliy oftgia Blocks,ahbhake steps 104
di agram showi ng a nethod of accessing protected data.

threioh™t RPa0geridmiad forldaReth @ty st em or a mobi | e

i ce system or conponent, 0 dependi ng upon how t he

data pr ClLi t a r A
o ement Bt fRpRFE SEPE N, TR0 ARIIHER AP RBE ke or the
rotection systemthen determ nes whether .the
YOSk O e P RO e A oBd A ey PRl e & WBlpoked when
a public key, based on a key identifier. A
protasieddpisrigiasgepsed; Abesxk kgyy sragitner eyatiefiim memory or can be
encrypted data at step 106 where the encrypted data
deompstednc Hyibeekeyss iang reot paddeissible, 2heOh20priédédd@ata cannot be
PCT/ CA2003/ 000291 key. The symmetric key is used to
dedisiedpt the encrypted data at step 108 where the
encrypted data was encrypted using the symetric key.

Decrypt eds dak@idety hBSTE, RIHIRKey! @ybidGrdfH tsGySRYiIF Slower than
system or conponen %l retri e‘“f/}_gd gr rdqued _eé fﬁe
bR o 8 SR R5h B oo

. perforned for_each data bl ock. The decryptio eeps .

is lagda Rt 2 BataaliMinBCiUGHRO BHeh Pak iie dRep/Pipd.t key decryption
symetric key are accessible. As long as the nobile

opetatiopnemust be ipeciosmenttmthepnobiée devicelaVdhers sueht datadd decrypted
these keys are either available fromnenory or can be

at step 106, then the decrypted data is available on the mobile device. During

st
lic

decryption operations, the mobile device is in an unlocked state, such that the
symmetric key is also accessible. According to another aspect of the invention,
decrypted data that was previously encrypted using the public key is re-encrypted
using the symmetric key. If necessary, a data item header is also updated
accordingly. Aliernatively, where any data blocks of a data item were encrypted
using the public.key, the decrypted data blocks are concatenated to form a single
combined data block, which is then re-encrypted using the symmetric key. The
original data item is then replaced in memory with the re-encrypted data item. In this

manner, further public key decryption operations are avoided when the data item is
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decrypted. If the keys are not accessible, then the
protected data cannot be |0 decrypted. As descri bed
w@bon®777publ i ¢ key cryptography is typically sPOmMEA2003/000291
than symmetric key cryptography. Each tine data that
is received while the nobile device 1is |ocked, or a
SUbSEAYUCHLACESRSPAdi ng such data, is decrypted, public
key decryption operations nmust be perforned on the
nobi | e d)ésh@dd algedie aRpRcigieciihat maisiajing gen@ata engrpted data
106, then the decrypted data is avail able on the
blocksidior a nieltipleebloCkidatagterd evayipstean mppredeired.sFot diample, where
nobil e device is in an unlocked state, such that the
a mejtiebldck deay itbm igbﬁ@rﬂaﬁpm@gs@g@,-di?%@ﬁ@m&néé‘s@mh R@r“Inbox”
aspect of the invention, decrypte ata that was
or rRé& %th@ﬁﬁe&ﬂ&é @Iaﬁazfrg@'l nc%@? raﬁgé?ikd fia ‘bfc%/cld. Sn this case, building

re-enfcrypted using t ey. necessary, a

n L B RS2 P8Pl ot o

re.encrypted, using the public key, the decrypted
ea a?"g'rﬁlr'&%%%gﬁrés W&@Qnat ed to forma single
conbi ned_data bl ock, which is then re-encrypted using
t he synmEhe particelar impiementiagipn ainddeandiguraiian ef alsiata protection
replaced in nenory with the re-encrypted data item In
systémsandhateteod depenhdexpgrutile typeeyf devicy fin ivahiclo piatatpirotestion is
are avoi ded when the data itemis -23 WD 2004/077782

profidEdCARRRR A e HRUERAHAAE datd pPERERGh sYdtemAHY Be different
al so be appreciated that naintaining separate

o SIGRUR SR By i, 2P ARl i) S o

o[ i Byl Sietet B ghSocer S Baiplecop M dmplgmenlegt as an

om %_ht require data from pnlly a first data block. In _
illugtrgtiye eaganple @f oapRpssiie implesnatalionst The spiran shais & Fig. 7-11

if just the first data bl ock of each nessage, instead
aregepresgrttaidre df ecreensadjeplayed dea yperedn a mobile device display at
various stages during configuration of security features. In Figs. 7-11, data
protection is referred to as content protection.

In Fig. 7, a user has selected an operation to enable content protection
on the mobile device. However, as shown at the top of Fig. 7, password protection
has not yet been enabled, and the user is prompted to enable password protection.
If the user enables password protection, by moving a cursor from “No” to “Yes” and
selecting “Yes”, then the user sets a password and security timeout period, 2 minutes
in this example (Fig. 8), and password protection is enabled. If password protection

is not enabled, and no alternate means of securing data protection keys is available,

then content protection cannot be enabled. These above operations are
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The particular inplenentation and configuration of a
data protection system and nethod depend upon the

wo ye/0of7szevi ce in which data protection is 1BCT/CA2003/000291
provi ded. Interaction between a user and a data
protection systemmy be different for different types

sub@lfan‘ﬁﬁrr%g?l‘égoﬁh%ﬁ;stgpsléoeﬁg 6£8f Bhptss of a display

on a evice 1 n i'’ch a systeém and net hod of

data pr tL.on il jllustrative,.
examl ¢ R yRB ApReRGE Mok ErelrBRied coH il BigréEton keys
shots .in Fig, 7-11 are representative of screens .

are geapiaisdd r”t g'ga BUé@r CQ¥Heqt %%Eﬁqt'@”d@\}’i R&dr '8ias®lFt&5‘P?FHtvai% key pair.
various stages during configuration of security

Psepgatiandem diaiaFsggathgrerh {or dhe keyvpgainasation @pesatiost temedser key
to as content protection. In Fig. 7, a user has

pressgseont adkegpad pe kay/board ancemalybmend of erthupretheet input dewnice on
the nobil e device. However, as shown at the top of

the AnBbile . dRASEWOOR BI PICECEIEH daltSis "Obickely §RRBreNaRA mouse
and the user is pronpted to enabl e password

moVReRE! !I%We\ié)}, Fost %H@%e%%f\%mﬁﬁﬁgé\o@gpla% and no mouse,

profection, nmovi ng a cur

| ecti "Yes", then_,the user,.set sswor,d and .
such Zualikey §oerdieeyisiarg LEPd T Conlpicinniuitn fhe PRibuwiegtiout device to
(Fig. 8), and password protection is enabled. If
prongg EWHPQJ r@p@@r@&qddjata thamenuld eigesgrated yising eliheekeyapriesses or
means of securing data protection keys is avail abl e,
thumbetheebinpuistalpne: Eig. Sahovermetrebs véhiclh pravidethiesdbablotaea user
operations are -24 WD 2004/077782 PCT/ CA2003/ 000291

indicatirsy & peddrgsef Yapwdoatndbepihfddhated celiuttion. ofn &igeferred
3. Once password protection has been enabl ed, content

emBRIRAL 18D e §f d%%r@%ﬂé&b?%seh%ﬁh@éprﬁ/até Rg\{,ﬁﬂﬂﬁ §Hich the

protection-key pair Is a public/private key p

ol BT S AL RS a5 R B Bttn

and. novenment of a thunb ut devjce on
' ‘qr@‘ner pseudo-

s ePRUIRDEITY GUIATBS SMa nseuogaRdaR: afaBatap:
ran grtnhir?froer}%altjigniw %%Ilggrlég?n a similar manner. The number of key presses and
thumbwheel movements is preferably reduced by using the same pseudo-random
information for both key generation operations. Where a data protection system is
configured to use a 160-bit private key and a 128-bit symmetric key, for example,
160 bits of random information are collected and used as the private key, and 128 of
the 160 bits are used as the symmetric key.

When the data protection keys have been generated and stored, data
protection is enabled, and a security options screen appears as shown in Fig. 10.

Where the mobile device implements other security features, the security options

screen provides access fo enable, disable, or configure these features, as well as
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novenents. However, nost nobil e devices have smaller

di spl ays and no nouse, such that keyboard keys are
wa@s@d/orTiszonj unction with the thunbwheel i nputPdBCAZ@®3/000291

to provide further random zed data than coul d be

generated using either key presses or |o thunbwheel

contenBptoisctidrona.Fifh 10, aethfinysieatuse iof TkiMy the rasioid dedce when it
feedback to a user indicating the progress of

-~ is plaB&§ W8 ca o l@f) &Pierake |t§lé’|ﬂ|1r%bh9ﬁe sbeuﬁty%pﬁfo‘ﬁérs%?een

enbodi nent, its of ata are coll ected used as

privat ﬁ.skgyfug%f’fE&M@%@A&@% A 8!1@%&%985 %gﬂ rel‘%ents for

sym*ret rrc I’'s “sTm ener cont
ctlon i, S abl ed, , usin .
contet BicigticihrsicreRharnaet Bh? B RS codEnldPlertionirmmpbioc.
information collected in simlar manner. The nunber
For eypmialy, disaldingspagsyvore ﬁmi@@mam%@@ﬁmﬁ sequity piheiiyrie key
reduced by using the sanme pseudo-random i nfornmation
and tihe symodirik kgy.géfmerag usar aipempts todisabl passwortipratection while
protection systemis configured to use a 160-bit

contepit gr@ﬂe@n&sﬁys athbied, ABe albrt 9yi6BEAidd ehé®M, mflag exa;@rmn@played
bits of randominformati on are coll ected and used

Pass%rd Bﬁt@étL‘fﬂé‘?zo'f&n‘éabl%ﬂ%n?e%% Eter%ﬁrdt@@hd‘rﬁ@ Jd §isaBI8d. Some

USG e symmetric dat a protection

types & M@Féeagﬁ§§ﬁ§3 esfé%ﬁ??ﬁt PHEhBEF £l bR fiBaE 1€ Turner

n e th devi ce i npl enents
CO”"BF‘H@'PM%@ g? gan @&t ed ?ﬂg @%&ﬁﬁy adhi8"ons screen
provi des access to enable di sabl e, or configure these
f eat ur ¥¥hemsomsint psetectiosiswisaitied, FeveT@mpeérations are possible.
PCT/ CA2003/ 000291 content protection. In Fig. 10, a

In onsegmbodiyndrdasiored ehchpddd dgtd isemaidihainedde\anceyptbe oim. The
is placed in a carrying holster is accessible through

data pRteBEN koY RETASIIPpIBAr ARNthed r@eﬁ&n‘;@ol‘@i WHRCH Irpréc‘z{etermmed
measure, any configuration requirements for content

e} 504 00 L SEREERRY 7 BBk Ayt ot kAo
encrfa?é’@\gﬁéa Rg;;ﬁ&:%%lhga 888&“1&? % }1 deicigcplajrﬁ)'tet 1on keys and thus
decryption of encrypted data when it is accessed, does not require entry of a user
password. In this scheme, the same data protection keys can be used if content
protection is enabled again. In an alternative embodiment, all stored encrypted data
is decrypted and replaced in memory when content protection is disabled. No
decryption operations are then required for subsequent access to stored data. If
content protection is re-enabled, then new data protection keys are generated or
obtained, stored data may be encrypted where possible, and subsequentiy received
data is encrypied as described above,

Fig. 12 is a block diagram of a wireless mobile communication device.
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and the symretric key. Wen a user attenpts to disable
password protection while content protection is
wepablogdg2 t he al ert message shown in Fig. 11 iBCT/CA2003/000291
di spl ayed. Password protection is not disabled unless
content protection is also disabled. Sone types of
The mobile deviee 508 iaprierablipa two-nayfdagumanication davice having at least
information to further 1o control which features can

voicebenctdatal conmodicdiisr bapabiliiesa The enobildlienice@D0gEierably has the
protection is disabled, several operations are

capabflipsidddmmunita? QiR wﬂbute‘ffs%t@?nsemfﬁ@lh@&n@@tc?epsemmg

mai ntained in encrypted form data protection

on t%e%cﬁéﬁ?ﬁﬂﬁ@g&ﬁgg&l b&gﬂgtrﬂs&lé 899 B%@O‘(’)t 'ﬁ%éhﬁé ﬁag)eri @@1 Joasa

r-acces
dat dat a %rot ct.i on stem_Althou Istolre 15 eanég
aa&%ﬁsﬁ UHEAT % hEt VRS D IREPHDS VI e Mesraging
){, and thus decryptjon of encrypted data when it
Capabﬂl g8 c ydrelessdptasneiApplizgeer er @ ek communieation device (with or
password. In this schene, the sane data protection
withaué yelephany eapalaititied). denmentiongd abees,i suchi devicedhredreferred o
again. In an alternative enbodi nent, all stored

geneeally grefrdisicailpas insolsliecdenitss] and repl aced in nmenory
when content protection is disabled. No 20 decryption

oper at In{@n@bﬂ?tdé%rbermiﬁcﬁsbé@é Hr2HBSS0seET 1 :{ﬁﬁ@%p%essor

stored dat a content protection IS re-en

S e b L

auigRe BRaRLE el defiges 4558 G padied: akpuRv 582, a speaker
Wi rel ess nobile comunication device. -26 WO

534, agoisraphpre 536 Stp gang@vieless conmuricaticnssstbrsystes0640, and
is preferably a two-way communi cation device havi ng at

othet dadce swivsysiearsb4iat Eheansodiverts 1drprefepalbly irdudss trafsenit and
nobi | e device 500 preferably has the capability to

receiv BMEH et 51 6)5H 8, 9?&%1@@@&)‘5‘12 8 YehemRtt& T%N§14, one or more
I nternet. Depending on t functionality provided by

local'd8GilaRRS B0 S S nd Waigltds STGHal PRodetkE (58P 2 SWithin the non-
volatile memory 524, the mobile device 500 includes a plurality of software modules
524A-524N that can be executed by the microprocessor 538 (and/or the DSP 520),
including a voice communication module 524A, a data communication module 524B,
and a plurality of other operational modules 524N for carrying out a plurality of other
functions.

The mobile device 500 is preferably a two-way communication device
having voice and data communication capabilities. Thus, for example, the mobile
device 500 may communicate over a voice network, such as any of the analog or

digital cellular networks, and may also communicate over a data network. The voice
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5 data nessagi ng device, a two-way pager, a nobile
tel ephone with data nessaging capabilities, a
wWoweelozss2 | nt ernet appliance, or a data conmunPCHCAI03/000291
device (with or wthout tel ephony capabilities). As
nmenti oned above, such devices are referred to
and dataaedivbiksterealapictediin Figad 2rinidheeoteviunieation hevendid.eThese
devi ce 500 includes a transceiver 511, a

voiceaued dat00staReks mby Bedsoparad Mh%nﬁ%@nonﬁ@?wﬁﬂés@]élhg?separate
menory 524, random access nenory (RAM 526, auxiliary

infra tﬂ%ﬂ&/e‘)l&d%t aé Idddk Ybﬁ§ é%rkaco?\%’fdll FE%. HReydnay be
éf( er ne 536, a

eyboard 5 a spea a mcrop

oo %ﬂa@ﬁm&%@%ﬁ%@“gﬁ%@s S SR8 o

I d t t and recel ve ant ennas
thersirg b%ff,'%?er% PledaEeRE NSO 2 SRGRYRIGE AT QTR ebyark and

one or nore 15 | ocal oscillators (LGCs) 513, and a
sepaggigineivosiSgnal processor (DSP) 520. Wthin the non-
vol atile nenory 524, the nobile device 500 includes a

pl ur al iThe cdmsmirivetion sodybesn 552441824 Mb thaimerivaizewith the
executed by the mcroprocessor 538 (and/or the DSP

netwbd0319. TRelDGP '&Oﬂs\(.@b@% SeRWNACRCERR dBrauRicRRAA: s@nals to

dat a cormunl cation nodule 524B, and a plurality of

and ‘Prto'ﬁ‘? r %g%hﬁ’ﬁ% Sqﬁdghﬁ °re? %‘U@rf@{ C%Byggﬁeggéhaﬂpee control

uralty I ons hem)

oo Boh B 48 e S BN 1A SR e an ot

Thus, .for exanple, the nobile device 500 may
Comfesﬂﬁaﬂ@fa%%cwv%tra 8ingln RAYRNWePK cl%@&ﬁ@@eﬂﬁet@ﬁ fieeencies,
anal o digital cellular networks, and may al so
then @oﬁimg?ﬂ t&t 618vmny dbalasad netmdnctmihewmutbe trar®mitdr 514 and
2004/ 077782 PCT/ CA2003/ 000291 and data networks are

receidepi Btxd iAldrnatively, by dilerep@nTrogiuendie®natoVelized9 for voice
These voice and data networks may be separate

com 3L 805 0l U HE e SPRE P SRS OB or
comrh{fitéaflB¥s B more than one network 519, then a plurality of LOs 513 can be
used to generate frequencies corresponding to those used in the network 519.
Although two antennas 516, 518 are depicted in Fig. 12, the mobile device 500 could
be used with a single antenna structure. Information, which includes both voice and
data information, is communicated {o and from the communication module 511 viaa
link between the DSP 520 and the microprocessor 538.

The detailed design of the communication subsystem 511, such as
frequency band, component selection, power level, eic., is dependent upon the

communication network 519 in which the mobile device 500 is intended to operate.

For example, a mobile device 500 intended fo operate in a North American market
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integrated into a single wireless network. References

to the network 519 should 5 therefore be interpreted
w@s3gooezapassi ng both a single voice and data PeTr/aardo3/000291

and separate networks.. The comuni cati on subsystem

el RS R ST AR et aon PRt

s to. and fromthe transmitter 5 nd receiver
or '?@%TA&%@OBI'% Qa@&ﬂﬁﬁ'ﬁ‘&@'%ﬁf‘ METWaksiands %8?%‘9“ {%orerate with
transmtter 514 and receiver 512. If the voice and
anytial a vagetyminicice comgunieationanetwosks gushfasefiiétinyl DA, CDMA,
cl osel y-spaced set of frequencies, then a single LO
PCS1®icnywitEreas egl maobiteogievicet 500 intenletihfort ussnsm Earepe may be
514 and receiver 512. Alternatively, if different

corﬁ"iﬁg@%@%b?éra’%é Guith tHe G@qt%é %Faié’@bﬁﬁnurﬁ@é’ﬁﬂmhéﬁ%rﬂ%d the GSM
versus data conmuni cations or the nobile device 500 is

t
VO'%Mﬂgﬁﬁét%fﬁergﬂgt“y' S7eBedq dride, A8 s BRANBAS, botn
enerate. fr CI es orres ondi n. e used
sertfalE RGeS ol R B e TR, i ORI RS adb,
depi cted i n Flg. the nobi | e device 500 could _be
used wt Gowmm@at@nd}ﬁt\@ﬁﬂsa@eﬁa gauiremanis i ke m@lle device 500
whi ch i ncludes both voice and data information, is

alse varyLche peadind uporathe type of neevarhna’rﬂniFmemmﬂpimdmﬂw MMobitex and
via a 20 link between the DSP 520 and the

DataTA O plags ertworks 3dnobileedgit es lapd rdgistgredodn tthe network using a
communi cati on subsystem 511, such as frequency band,

umﬁeglrigmﬁmbaﬁ&% RGbRP as8SMEled \ﬁl‘t’l‘?bacl‘?ﬂéwce' f ﬁppﬁﬁéﬁtﬁtnetworks

comuni cati on network 519 I n whi

hOW%ﬁ%ﬁ%ﬁk BEoeils lobdatafth %33&%@!@??% ¥ the mabile device
50Goe BRAED B aYig DU FagUr G SdRST Hes HATHEaocile (‘SIM), which is

subsystem 511 designed to operate wth the Mbitex or

reqpired TAOrdes ke peergie %ed@ﬁmmdewt:e SROparaNG PSS aefwvadk.d@cal or non-
designed to operate with

network communication functions (if any) may be operable, without the SIM, but the

mobile device 500 is unable to carry out functions involving communications over the
network 519, other than any legally required operations, such as ‘911’ emergency
calling.

After any required network registration or activation procedures have
been completed, the mobile device 500 is able to send and receive communication
signals, preferably including both voice and data signals, over the network 519.
Signals received by the antenna 516 from the communication network 519 are
routed to the receiver 512, which provides for signal amplification, frequency down

conversion, filtering, channel selection, eic., and analog to digital conversion. Analog
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any of a variety of voice conmunication networks, such
as AMPS, TDMA, CDVA, PCS, etc., whereas a nobile
walewuoz77800 i nt ended for use in Europe may be BCT/CA2003/000291
configured to operate with the GPRS data comruni cati on
network and the GSM voi ce comuni cati on networKk.
to dightaheonvgrsicn of thiatreceined sinad allietwaonkes cooipfex semanatieation
and integrated, nay also be utilized with the nobile
functides| each @@ d@amafmoamleﬂ@n REIV@E O GG, EBShe PEHDIABE NIsing the
for the nobile device 500 also vary dependi ng upon

DSP t539). tlelsf Fh?sf?ﬁild]?::r%éﬁﬁgr, %i%}am'i?i g@@&ﬁérﬁgté id e NORIdrR519 are

and |o Data ata s, nobile devices are
procd SN Bl B g e N BB e B B oy e s 52 o ave

GPRS, dat a, netf wor ks owever, network access.is

then BEA RS G TS A Rem et b G1oe] 12, 8BRI0g70aTE SieiD eiuency up
devi ce 500. A GPRS device typical I%/ requires a

conveigit filteeng; aplifieationoangd wapsmigsion foniectormgunicagion medwork
in order to operate the nobile device 500 on a GPRS

519 vie tiveakiennacid 8. Gxithoogh Esinglevirariscetvemdn i dashovwn for both voice
functions (if any) may be operable, w thout the SIM

and dith cohfmuARatibes,deBliemMANE dribdtAings, ttRe ¢RI dilice 500 may
functions invol ving conmuni cati ons over the network

inclugé%téq@a?ﬂst%?ﬂaﬁ@é’eib alihoh 5%??#%’{%%&%(\@ Eé’rr’tg‘dnsﬁﬂﬁfﬁg and

enmergency calling. er any require

network registration or activatiqn procedures have. .20
recei S35 S5 By hEBnSh a0 BESER RS Bnd B0 cate
. nd recej ve conmmuni cation signals, preferably
S‘gnq?%&r@d fraktr wqe'%iceeﬁaw(@daapaggat@ waihdn a figed fregiyency band, and
network 519. Signals received by the antenna 516 from
a seqdnd ransasiver Konfigurest iacopersitowithis a sexanstfreguenay band.
recei ver 512, which provides for signal anplification,

f r equennwyddition topeosessirigthe coitrhenication eigaakethe DSP 520 also
sel ection, etc., and analog to digital conversion.

ool atposth R RGBSR OEECEARRIO e b g
comiAARLESNn SHYAEL IrF e Reiver 512 and transmitter 514 may be adaptively
controlled through automatic gain control algorithms implemented in the DSP 520.
Other transceiver control algorithms could also be implemented in the DSP 520 in
order to provide more sophisticated control of the transceiver 511.

The microprocessor 538 preferably manages and controls the overall
operation of the mobile device 500. Many types of microprocessors or
microcontrollers could be used here, or, alternatively, a single DSP 520 could be
used to carry out the functions of the microprocessor 538. Low-level communication

functions, including at least data and voice communications, are performed through

the DSP 520 in the iransceiver 511. High-level communication applicaiions,
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functions, such as digital denodul ati on and decodi ng,
to be perfornmed using the DSP 520. In a simlar
worewaer778si gnal s to be transmitted to the net waeRCAL®3/000291
are processed, including nodul ation and encodi ng, for
exanpl e, by the DSP 520 and are 5 then provided to the
includinghihe vaiee comniivicalivnyapplicationsszd A garsbihecdatamommunication
frequency up conversion, filtering, anplification and

applicadion 8228 are boréddn ceemon-Gakiile magionp B4 ot BxvbatidBy the
antenna 518. Al though a single transceiver 511 is

micréF%sé@{ SWtﬁ%rVéaéaﬁ?pleﬁﬂ% VORI R 'a@iéhirﬁgg%le 5244 provides
a e nay

_ ternat|ve_e|od|_rren_ts, them)l_ evi ce
o gL, BB | REIEAY Bl BRpgeen e
monf 218 43R S eSS TS GhSleet e e pork s,

. transceiver configured to operate within a first _
Simifarlygiherigjiasarmunigation moskiém 824 B areddes e higholevebuserdnterface
to operate within a second frequency band. In addition
operablepliocn sesdinggricheceivinu daiza suon asiegmail snesdegeBSMes 20rganizer

al so provides for receiver and transmtter control.
inforfrdtiogrc st Baxt hitss@abs, diey BeBvadinegfobile dehice 500 and a plurality
communi cation signals in the receiver 512 and

of othbtﬁaém dditesdid tH@%e‘Rﬁoﬁ{?@ ively controlled through

automatic galn control algorithns inplenented in the

DSP 52 her L¥er contr al i thms. could ‘
2l 50 beT 1A IS HRrdEBf 5l ShsetBlarhts, P Blck HDigs YibSystems,
rovi de, nore sophisticated control of the transceiver,

suc aqihﬁﬁ'ép\%v(éﬁ?@p?f&ééé@52§3@ep%@wmmd%ﬁ%@ég8am serial port
controls the overall 20 operation of the nobile

530,dte keymeod Sihtheysnaaker §ﬁ4c rtbe rroiceepimone 686, the short-range
m crocontrol l ers could be used here, or,

comalurdsaiansvsliysysterni 540 e ab8Pahy (othetlldbvive subsygstbms generally
carry out the functions of the m croprocessor 538.

desigRiteene! s40MEEH eRAMpe, thenAiddanss 5PRALNCARD eRbeliBaShy the
data and voi ce comuni cations, are performed through

i cEEEa ) e BARACS HEh SR B il o ueor ot
mob!laeCT e%zeoaonscf 8\%0%%%ile device. This interface typically includes a graphical
component provided through the display 522, and an input/output component
provided through the auxiliary /O devices 528, keyboard 532, speaker 534, or
microphone 536.

Some of the subsystems shown in Fig. 12 perform communication-
related fqnctions, whereas other subsystems may provide “resident” or on-device
functions. Notably, some subsystems, such as keyboard 532 and display 522 may be

used for both communication-related functions, such as entering a texi message for

transmission over a data communication network, and device-rasident functions such
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i ncludi ng the voi ce conmuni cati on application 524A,
and the data communi cation application 524B are
wa@t@new 78N t he non-vol atile nmenory 524 for exeRUr/CanoByoo291
the mcroprocessor 538. For exanple, the voice
conmuni cati on nodul e 524A provides a high-1level user
as a calcalafiercer tapk tistdreoiher PDaNpetfuaaibrisecei ve voice cal l's
between the 5 nobile device 500 and a plurality of

ot her \Oph&RLAGYSEREMY isditivife NPy W mickbPidcessdr 538 is

the data communicati on nodul e 524B provi des a

prefe'?lékﬂgi'é\;&rg? %?%eré@éﬁ{tfﬁ&% SOBFTRONR hEh-vORifL ;ﬁ?erﬂBR/ 524. In

rec as e-nail nessages,

.organpzer informtion hort text.nessages tc.
additgry Gl PReralbg: 116 0 ANeE CORMUNRR R, Mg p24giN, the non-

other data devices via the network 519. 10 The )
volaillg EpIpeBcads snaswiudess Tigsusiam ongiprngdaa. déw sen-volatile

subsystens, such as the display 522, the RAM 526, the
memankb24 atsp inclodee it tesst 8@y sibke, ssniall appratected@lata described

keyboard 532, the speaker 534, the m crophone 536, the

abovehoThe ropegstinge Q%Stem', Gickiiicsdoubs wphbitatoHe, oaRtbdus, or parts
Sy

ot her device su stens generally designated as 542.

there%ﬂrar@fmlgnsteﬁ{b%réﬁQ Wk Y Dbl feiI% ﬁ?gﬁ?%ﬁ?ﬁeﬁmb@% for

m croprocessor 538 and may provi

astel SHEEABREVRELIR < BeliefooRmbBi P Rbh st §5aBeemBSrany

store] Ao, FRTR St i 85 et st N8 n e
auxiliary 1/0O devices 528, keyboard 532, speaker 534,

non-ygflatilgiree@iemn Aa4s Jde non-velatileomentery H24dsyel dissimiemented, for
Fig. 12 perform comuni cation- related functions,

examherwills Feshememdry ysdrewslatiieyRAM) r dattenebaciad-tip GRAM.
on-device functions. Notably, sonme subsystens, such

as keymaedempharaappit&RIANoBaR BPIN RSat Maghe IBadE@0Mto the
communi cation-related functions, such as entering a

bl CE 001 P e AR 18, PUBI Ay syt g el
eventg'sl,J %Bpoi'n%r%ents, and task items. This module 524N may also interact with the
voice communication module 524A for managing phone calls, voice mails, etc., and
may also interact with the data communication module 524B for managing e-mail
communications and other data transmissions. Alternatively, all of the functionality of
the voice communication module 524A and the data communication module 524B
may be integrated into the PIM module.

The non-volatile memory 524 preferably provides a file system io
facilitate storage of PIM data items on the device. The PIM application preferably

includes the ability to send and receive data items, either by itself, or in conjunction

with the voice and data communication modules 524A, 524B, via the wireless
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WD 2004/ 077782 PCT/ CA2003/ 000291 as a cal cul ator or
task list or other PDA type functions. Operating

wa ymem7snf t ware used by the m croprocessor 53BCT/€A2003/000291
preferably stored in a persistent store such as the

o551t ST Ve e W et A A

atile nmenory i ncl ude ile systemfo
a”‘it’@?‘@‘i@& Yig e W"ﬁ%‘eﬁ% ﬁei;'tﬁq’fgtﬁﬁ% W'ﬁe@rﬁPV eéégﬁfétﬂg @et of data items
includes at |east a key store, as well as protected
stotket ar @@S@@Iamtlwﬂht@\t@s’f Ehmpcb!ttﬁr sMatens, sﬂ’!ﬁf@gy Csgriricf & gnirrored
devi ce applications or nodules, or parts thereof, are
sysigrpifontibia itempesaotibied w‘midaqaartiMaaus@i atile store,
such as the RAM 526 for faster operation. Mreover,

recei vedT§® MBHIECRM@BR 9 MedfudInsyALRONRR I ifP8 h@éi‘ dy¥iam by
10 stored to RAM 526, before perimanently writing them

plaé@gath%‘hrhgblfé’ I léb%gh% i'n'tbﬁ%% cr%.aré WHI@II} Fgﬁ'efé%{tg%%enal port

non-vol atil
non voIa

exa Fl ash | e M .o
530, 3} ther Stk Bevh FORIRA SRAPLRGSH H}%h%%awiegt- EﬁA S e
524N that may be | oaded ontg the nobile device
may afsqp Bped tpactcp\@swoaﬂé\th@‘ anplieaiion meetlesa4N {pr l@ﬁt@llat@g onthe
cal endar 15 events, appointnents, and task itens.
mobié slewiod &i08. T IﬂlsNN'rragl dawntoddpathanay fnirthier baeisedielead encryption
conmuni cati on nodul e 524A for managi ng phone call s,

keysoorite tha rlcbile@levice S0THfor B imbecure Roairmahicatibns, tvtsich is a more
data communi cation nodul e 524B for managi ng e- mai |

Se%ﬁtg‘mgtélém 5 @ﬁ‘i’tgﬂid‘?@%@ u@a’lclbf%ﬁﬁ?b egl?\% wmées\/sorllegveyork 519.
R TR e h T E&é@@@ﬂd@‘%fgﬁmﬂ%@%@fﬁhd above,

The n-vql atile r refer rovid
datgySoBsAPY Keh o] B JeeRAag DYATGNA SETam & Fagsiel e to the
device. The PIM application preferably includes the
mogile devigetaDGsieribisamannetei ve data itens, either by
itself, or in conjunction wth the voice and data
conmuni c8ofiwareragplicsiod?dhadulez4524Ninaay be loaded esto the mobile

device 500 through the network 519, through an auxiliary 1/O subsystem 528,

through the short-range communications subsystem 540, or through any other

suitable subsystem 542, and installed by a user in the non-volatile memory 524 or
RAM 526. Such flexibility in application installation increases the functionality of the
mobile device 500 and may provide enhanced on-device functions, communication-
related functions, or both. For example, secure communication applications may
enable electronic commerce functions and other such financial iransactions to be
performed using the mobile device 500.

When the mobile device 500 is operating in a data communication

-33-



-32 WD 2004/ 077782 PCT/ CA2003/ 000291 network 519. The
PIM data itens are preferably seanl essly integrated,
wa@ynalrost zed and updated, via the wirel ess ne¢TOAR003/000291
519, with a corresponding set of data itenms stored or
associated wth a host conputer system thereby
modeg; ree adcaigedh signal,oswah asyes texh messalge @ria areb pagedmirddad, is
with a particular user. 5 The nobile device 500 is

proce@@@élfﬁy' thevaldtener 28d and Providesto ﬂ*)éﬁtrﬁcﬁbbbbcel@b@%sl which
he nobil e deV|ce 500 in an interface cradle, which

prefeféyflfﬁr?hér oESé t':]etgehost lgﬁaltf%? 18 tPlé I%a?%@z or,

serl stem e serla

a*terr%i?fﬁﬁy”?g @%L%h’%'ﬁwff@t dpias a2, WP%@“@%%&B@%@U'§e@ﬂab'ed,

Thi s wired downl oad path further to ,
feC@'Y%Qa?n@rWY@ﬁdP@ @%'%@ﬁt%b% $H6ER @m@e%}P @%h@ grobile

_use in secure communications, which is a nore secure
devicagid{h dAt Use Oémcbkalegdwgc%@ﬂypav@so AOBPOREE idsia e, IsCh as
wirel ess network 519. As an alternative to the

emaibmesadges, dadiag pihet &etboardk §32gewhicht i prdéablybed complete
above, data protection keys could be generated by

alphafilﬁu%é}ﬁf k&SR8 1ardolif RS QWERTY tdhge, ARRbLGh ‘é)ﬂ’vércﬁyles of

in thts manner. 15 Software appli cati on nodul es
consi e s W p U
usedg fser dnpitipaamoniy Gryies 5085 fmRL %%b‘cy‘é{:‘m@%s iy o
installed by a user in the non-volatile nenor

auxiligay @Zj@V'CS%-JIQaf whighgnay WI"LFCHE afpimiaheel r‘ﬂﬁqjﬁgﬁﬁpﬁa@ FQMthad
i ncreases the functionality of the 20 nobil e device

a vargfpobswlitchms, prrockerdnputrewitelg ett - Tlew composad tatmiems input by
comuni cation- related functions, or both. For

the BEIMalE thel ClifsraiaTL VSR the 'cEnmiuniaitionnaetvyk 8Nablie the
el ectronic comrerce functions and ot her such financi al

transg%iggﬁg?f JAPmbS alB bPSbFY MRS 1BE 1diE oA B Indbile¥bHiBe 500.

When the mobile device 500 is operating in a voice communication
mode, the overall operation of the mobile device 500 is substantially similar to the
data mode, except that received signals are output to the speaker 534 and voice
signals for transmission are generated by a microphone 536. Alternative voice or
audio 1/O devices, such as a voice message recording subsystem, may also be
implemented on the mobile device 500. The display 522 may also be used to
provide an indication of the identity of a calling party, the duration of a voice call, or
other voice call related information. For example, the microprocessor 538, in

conjunction with the voice communication module 524A and the operating system
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When the nobil e device 500 is operating in a data

comuni cati on -33 WD 2004/ 077782 PCT/ CA2003/ 000291
woeee/07H82 ecei ved signal, such as a text mnmessapPeT/OA2@3/000291

web page downl oad, is processed by the transceiver

11 and pr.ovided to th 1.Cr aprocessor. 538, which, .

sofffdrea Pl gStest fi bl e BEatbh a7 PERRloR o anghgsming voice call

output to the display 522, or, alternatively, to an ]
anchgigpiaydi9n thealigeiay 225 Aghovgl fheydata nyptacioniteghnigues described

enabl ed, 5 received data is encrypted as descri bed
abasoveghiehot exdressayilytlor egpliad tthevarodi canmimidatiens08inca voice

user of nobile device 500 may al so conpose data itens,

corﬁnﬁjmimion%l?méls RS PO0BPicallg ishgetiNSoke oy coradlinidMiiotivelated

is preferably a conplete al phanuneric keyboard |aid

inf&%at{o'ﬁ g téc?fr‘l}’érﬁﬁea}@nt, H%@h&@&t@@t yl es of

conpl et e al phanuneric oar as the known

OVCRAK Sl TR S50 2y 38 o] S8V s 4o hinoucea
e Tl bbbl TSt bEa S MRl an nrareo

variety of switches, a rocker input switch, etc. The
de\jeerpod agseriated citvils Bng gomppneniseoid Blueipeihion8a2.11 short-range
transmtted over the communi cation network 519 via the

wirtlegssorimenicatidn maoddlenmypralisie fbecahmumibationavitty simliady-enabled
formon the nobile device 500. 15 When the nobile

sydiemisehcb@évicss.operating in a voice conmuni cation
node, the overall operation of the nobile device 500

i s subst i ' t
that recaiLsHoiePleed il haodia! dedtRifion FERE 1o preforred
nd. voi.c signals fqr transm ssion. are nerated by, a
emfBErgHS By R0 St bl TGy o5 GBI ps ant Methods
devi ces, such as a voi ce nessage recordi ng subsystem -
desggibed aoyr: Wikl g ebvavedo JRosh &newigdgealls i dhgdigld, Tad such
di splay 522 may al so be used to provide an indication
ob\ibus mariaiiams areywithinaghe sicbpe @f phe inventine agudesicribad @ndsclaimed,
voice call, or
whether or not expressly described.

For example, a device in which systems and methods described above
may be implemented may include fewer, further, or different components than those
shown in the drawings. Although data protection is perhaps most pertinent to mobile
devices, which by their nature are difficult to physically secure, the techniques

described herein are also applicable to PCs, as well as other typically fixed systems.

The invention is also in no way dependent upon any particular
communication features. Data protection as described herein could be implemented

in two-way or one-way (receive only) communication devices.
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other voice call related information. For exanple, the

m croprocessor 538, in conjunction with the voice
wa@eowmoni7eat i on nodul e 524A and t he operati ng SPGI/€AR003/000291

-34 WD 2004/ 077782 PCT/ CA2003/ 000291 software, may

detect the caller identification information of an

i ncom ng sdditienc althoughddatas ptagctian drast beedi dgsaiped above

522. Although the data protection techniques described

priméﬁlm 1A Pont@lof B8 SeaEivEY diraiith ipdidcton tiadebeen enabied,
nlcatlons Sl nce Vol ce conmuni cati on S|gnals ar e

o] LT ks Y, bEBATS SrCHTIRIAN' L5 b

I On Suc ormati on

o

| e, the subsystem 540 may i nclude an infrared
Whe@e&hﬂd@”ﬁﬂtﬁ%ﬁ@fﬁq deladoiMilsui t s and conponents, or a
Bl uet ooth or 802. 11 short-range wreless
comuni cation nodule to provide for conmunication wth
simlarly-enabled |o systens. and devices. It will be
appreci ated that the above description relates to
preferred enbodiments by way of exanple only. Mny
variations on the systens and net hods described above
wi Il be obvious to those know edgeable in the field,
and such obvious variations are within the scope of
the invention as described and clained, 15 whether or
not expressly described. For exanple, a device in
whi ch systens and net hods descri bed above may be
i mpl enented may include fewer, further, or different
conponents than those shown in the draw ngs. Although
data protection is perhaps nost pertinent to nobile
devi ces, which by their nature are difficult to
physical ly secure, the techni ques 20 descri bed herein
are also applicable to PCs, as well as other typically
fixed systens. The invention is also in no way
dependent upon any particul ar
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communi cation features. Data protection as descri bed
herein could be inplenented in two-way or one-way
W@ c@a o762 onl y) commruni cati on devi ces. -35 WO PCT/CA2003/000291
2004/ 077782 PCT/ CA2003/ 000291 In addition, although
data protection has been described above primarily in
WEGLAMNt ext of data received after data protection has
been enabl ed, existing data that has al ready been
stored on the nobile device before data protection is
enabl ed is preferably also encrypted when data

1. pr ¥ esbiepn dispriedtined datd orher eotsurliedation delicet RaGHg a first
e p-sa \%2004/ 07 %E l

data permts. 7782 PCT/ CA2003/ 000291
opefafiidl staie AntYs 5&E0Rf sﬁ’ér%iiSﬁél' %'{Qted @bﬁga‘?

cormunl cation device aV| ng 'i onal state

* o Bl SRR PR Bl AR 3‘&?%1%3??@@2@%?9%@%2%h. c

keys a mam) confi to store data; and a data
pr&@@!“%cg? %dcferﬁg?@ﬁ%a 28Cr ecei ve data, to

determ ne whether the comunication device is in the

f i rsdatgpseigciionaysismeaniiguredie regetyadiadpde detesmine whether the
state, to encrypt the received data using a first of

conrhanichtiombevige ¢ indhg fitsi @perdtionakshate eitthe setond bperational state,
comrmuni cation device is in the first operational state

to eﬂbryfpt FReREVel ddig uBlng @fitst ¥f thef piGraiBf SArAPBLPaptiy Reys where

where the conmmuni cation device is in the SecoOn

the BBﬁfrﬁﬁhlg&zdn dé\%@é ﬁqm"i‘ﬂg fitt o?)bgétﬁl[atﬁvgta?é‘ 6F é{'%?gng of the,plurality

recei ve

ot ARGR A SAOR GBI AL HIRBSEERA Borationa

operational state. 3. The system.of claim2, wherein
Sta’fﬁhénﬂu’@ storg ﬁ‘%@ %PW#&@C‘ Eﬁc&d\éeq datg ip dog e8Pk e and

2. The system of claim 1, wherein the second cryptographic key is inaccessible

when the communication device is in the first operational state.

3. The system of claim 2, wherein the first operational state is a locked state and

the second operational state is an uniocked state.

4, The system of claim 2, wherein the first cryptographic key is a public key, and

the second cryptographic key is a symmetric key.

5. The system of claim 1, wherein the communication device comprises a

wireless transceiver, and wherein the data protection system is configured to receive
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the second operational state is an unlocked state. 20
4. The systemof claim2, wherein the first
wa@eoopoogsaphi ¢ key is a public key, and the sPCDOA2003/000291
cryptographic key is a symmetric key. 5. The system of
claim1, wherein the conmunication device conprises a
datavirogl BRswireREes ¢@ingesiveand wherein the data protection
systemis configured to receive -37 WD 2004/077782
PCT/ CA2003/ 000291 data fromthe wrel ess transceiver.
6 The system of claim5, wherein the received data

I f : :
o CorA PSRRI Lher e AR A b S e
H’gﬁmOf claimy5, whe leecommmc ’
recaudi B BrE RS COMRY S ort YR tAigle S HB BN fYbvorlc
data protection systemis further configured to
receive data fromthe connector. 10 8. The system of
claim7, wherein the connector is selected fromthe
7. gr dihe sysbersicl claiy 5 wheteindhé abmpuunicationidevicerfegher comprises a
Serial Bus (USB) port, a Secure Digital (SD) slot,

confBeior, She wwr@ﬁqﬁe\uau@bﬁﬁ@cmymem@fgnhm@bm@ur@d to receive
The syst em of claim4, wherein the data protection

dat?Yr%?ﬁfﬂé éorflr‘l’é é&er 15 configured to receive a request
dat a, eterm ne whet her the comruni cati on

device is |n the second operational state, and to
decrypt the requested data where the conmunication
device is in the se erational state. ., The
8. systharsyste of ffem Puherel the COBHEEYY 13 Selestnt Foh the group
encrypted data to be 20 decrypted bé t he data .
congistingcif asedgliasina Wniversad Seyigt Bus QYSE) aom 8 Semwes Bigital (SD)
the request identifies requested data, and wherein
slot} haddaslorpraigectviroless yohwnunieatioevesiued decrypts the

request ed dat a.
9. - The system of claim 4, wherein the data protection system is further
configured to receive a request for data, to determine whether the communication
device is in the second operational state, and to decrypt the requested data where

the communication device is in the second operational state.

10. The system of claim 9, wherein the request includes encrypted data to be

decrypted by the data protection system.

11.  The system of claim 9, wherein the request identifies requested data, and

wherein the data protection system retrieves and decrypts the requesied data.
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-38 WD 2004/ 077782 PCT/ CA2003/ 000291 12. The system
of claim 10, wherein the public key is associated with
w@2priovase key, and wherein the data protectiPOI/€X31081000291
is further configured to determ ne whether the
encrypted data was encrypted using the public key or
12. t hdheysysiemiaf diaiyn 101 whelksin fipe pubkic key isyassatiatad avith a private
using the private key where the encrypted data was 5
keyeand yWwhe@ini $he gadid eroteblibs gyetem dedutthedeontigiiretine determine
encrypted data using the symetric key where the

A A RSB D IEYETS it oy

to oES Bl ARGRPRE SRl IE R AR R SV re v

delete .o the decrypted data en communi cation .
oncHEITL IR dPs PRI Rrbs 2B3cPalEoNR! 1Gp ARENPied Oapusing the

system of claim 13, wherein the symetric key and the
symneligtkeyniergribe encaiad dataewas picadied usingninerymmetric key.

comruni cati on device, and wherein the data protection

systemis further configured to decrypt the private

key and store the 15 decrypted private key on the

13. COMREN s aiehP of dgidink 1 \hgherdim ahe egatas peiediddm syBigm is further
encrypted using the public key, to decrypt the

congﬁﬂ{éﬁ% fo! ﬁorléeﬁheaé%rgr%t%g%attﬁ‘ Sn\‘li\ﬁé Eﬁmrﬁgnicéﬂéﬂr@éﬁigé Uﬁaﬁ to delete

conmuni cat | evi ce ere the requeste

o oA e IR E AT e Sy s

key when the communi cation device enters the first
operational 20 state. 15. The systemof claim 1,
wherein the data protection systemis further .
14. confinegsysiemt of claine @i whergie the:symmetrie kel awad thatpiivate key are
related to existing data stored in the nenory, and to
stor@ppinentiypteh doypt@d the oonvadnidation taevides anxd sthergin the data
related -39 WD 2004/077782 PCT/ CA2003/ 000291
protection system is further configured to decrypt the private key and store the
decrypted private key on the communication device where the requested data was
encrypted using the public key, to decrypt the symmetric key and store the decrypted
symmetric key on the communication device where the requested data was
encrypted using the symmetric key, and to delete the decrypted private key and the
decrypted symmetric key when the communication device enters the first operational

state.

15. The system of claim 1, wherein the data protection system is further
configured to determine whether the received data is related to existing data stored

in the memory, and to append the encrypted received data 1o the existing relaied
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data in the nenory where the received data is rel ated
to existing data. 16. The system of claim 15, wherein

wo b@4pmosypt ed recei ved data and the existing PCECA2003/000291
conpri se data bl ocks of a data item and wherein the

|ten1furt 5 co S an i tifier,
2 btaememOthu Rt the4BReer Kot Buieiatat o sipasiRtas ng
the first cryptographic key or the second
cryptographi c key. 17. The systemof claim1l, wherein
t he conmuni cati on device conprises a wreless nobile
16 comhbhasgsieirool daim t8, wheredt i éncoypted eecgiveghdata and the existing
consisting of: a data |o comunication device, a

dakpbohgrisel gnhoblckawiing duthhiistal anandheemifethe data item further
conmuni cations functionality, a nultiple-node device

coﬁigﬂé@é 8n MentPkf ﬁwdléja%ff@ WsthePEASH ghiPaScRivas %ncaypled using the

mmuni cat 1 ons, agl ng device, a persona

.firsgéwp?@géh'c( rtﬁ§as%‘ §H%‘9ym§@{?ﬁu@hﬁ %%??m gle\(iialeta?nan

a two-way cormunl cation deV| ce. 15 18. A nethod of

protecting dat a on a communi cati on device conpri sing

t he_steps storing a first protected cryptographic
17keyTagdsy§tefgchnglam1ybt w@e@jn.tbek@qmgwmqai@n device comprises a

comuni cati on device; 20 receiving data at the
wiretas;mummimaammdleidatien diwioersalevted frohethesgroupeohsisting of: a data

protected cryptographic key is accessible; encrypting

coffuri@RRINY edevidd,a dISanilé h@elé?ﬁéﬁe Phaviagt %th data and voice
crypt ographi c key where the first protected

conUHiCH( g?nghf'uﬁcﬁ@ﬁ(alig)? %?fﬁﬂﬁﬁlb §de %?/Hépé%é;%lé N voige, data and
o 5004, o785 pe aoonsP0oa55b !
ot Synes' B, SPRIEAIGl 2 RESAEG e @P@Sor?ialgﬂa' assistant

(PDA) enabled for wireless communications, a wireless ‘modem, a one-way

communication device, and a two-way communication device.

18. A method of protecting data on a communication device comprising the steps
of:

storing a first protected cryptographic key and a second cryptographic key on
the communication device;

receiving data at the communication device;

determining whether the first protected cryptographic key is accessible;

encrypting the received data using the first protected cryptographic key where
the first protected cryptographic key is accessible;

encrypting the received data using the second cryptographic key where the
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storing the encrypted received data in nenory on the

comruni cation device. 19. The nethod of claim 18,
wob@e7118t he communi cation device has a | ockedPCBHCA2003/000291

operational state in which the first protected

cryptographic key is inaccessible and an unl ocked
firstqpretexttéd opiptegrapkici kewibiindacaessible; regtd pr ot ect ed

cryptographic key is accessible, and wherein the step

of UGy IHedrtgyReaPEESIPSd AR iA nRim6fy sletherdBnimiEication device.

whet her” t he comuni cation device is’in the | ocked

operational state or the unlocked operational state.

10 20. The nethod of claim 19, wherein the first

ecte aphi c, k [ S et L e)
0. Dol retodS SR LBARCES, fnstain, e SopRyIMERGAT cefite @ oo
associated. with rivate ke and wherein the net
opergiinad plalg rﬁowh@ééh% ﬁbﬁt SIIBCEN SYRIPOFRPNIGERY i mwasﬁfe@xﬁﬂd an
on the conmmuni cation device. 15 21. The net hod of
unletksidmoperatidngl estate e wbiohuthe dirsbpraiegiask dreptagraphic key is
wi reless nobile communi cati on device, and wherein the

accebsibleyfandegiedreimiieciop of sleterhiigingtoemprisiesriee siap obdetermining
confidential data froma renbpte conputer network via a

whé’ﬂhé?ik%%%mﬁgm@aﬂbﬁ AbiRB (8 RY theNdckedbptatidiid stERE P thddlinlocked
claim20, further conprising the steps of: receiving a

r data froma systemon the communi cation

Opérs%@aﬁe tétg'eterm' ni ng whet her the requested data was
encrypted using the symmetric key or the public key;
-41 WD 2004/ 077782 PCT/ CA2003/ 000291 decrypting the

uest ed data usi n1g the symetric key where the
0.r eq”@%ﬂ’&jhOd of claim 19, wherein the first profected cryptographic key is a

symmetric key, wherein the second cryptographic key is a public key associated with
a private key, and wherein the method further comprises the step of storing the

private key on the communication device.

21.  The method of claim 18, wherein the communication device is a wireless
mobile communication device, and wherein the step of receiving comprises the step
of receiving confidential data from a remote computer network via a wireless

communication network.

22.  The method of claim 20, further comprising the steps of:
receiving a request for data from a system on the communication device;
determining whether the requesied data was encrypted using the symmetric

key or the public key;
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data was encrypted using the symmetric key; and
decrypting the requested data using the private key
wobk@n®e717BE requested data was encrypted usi ngPeTr€A2003/000291
private key. 5 23. The nethod of claim 22, wherein the
request includes encrypted data to be decrypted. 24.
Thelagsynit® e requested datqiHsingithe syemeltjc key whesathe reguested
requested data, and 1o wherein the nethod further
data wrasr errgpledeusing theosymesetiickeyi@nche request ed dat a.
25. The nmethod of claim 22, further conprising the
st efeergftingsthereGigedibe ddm:msm%] &b gitzgte By Wiere the reguested daia
communi cati on device; and deleting the decrypted data
j j vice enters the | ocked 15
Wa%m%@nggﬁg?gé{ Eﬁ{%’%fk he met hod of clai m 25,
wherein: the step of storing the first protected
crypt ographi ¢ key and the second cryptographic key on

t he_co ni cation devi ce conprises the steps of
28. onch o mataed Sholitn 22, e fndneasatest SeHeRgnenated data to be
encrypted symmetric key on the communi cation device;
deciydedt ep of storing the private key on the
comuni cation device conprises the steps of
encrypting the private key and storing the encrypted
private key on the conmmunication device; -42 WD

24. 200P & hetiRed BESIIMZB0 HHeDEiAShe refeesttigpnifilesdequestedntata, and

the requested data using the symretric key conprises

whérBfh ﬁie%eﬁod%ﬂhléﬁ%:?ﬁ%ri%ﬁ@ 15 Qf%oéggt@(m@afﬁé r‘éq‘ﬁ%ﬁ’éeed data.

the step decry e request ata using t
private key conprises the

25. The method of claim 22, further comprising the steps of:
storing the decrypted data on the communication device; and
deleting the decrypted data when the communication device enters the locked

operational state.

26.  The method of claim 25, wherein:

the step of storing the first protected cryptographic key and the second
cryptographic key on the communication device comprises the steps of encrypting
the symmetric key and storing the encrypted symmetric key on the communication
device;

the step of storing the private key on the communication device comprises the
steps of encrypting the private key and storing the encrypted private key on the

communication device;
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step of decrypting the encrypted private key. 5 27.
The nmethod of claim 26, wherein the step of decrypting
w0 b@4nereest ed data using the synmetric key fReT/ar003/000291
conprises the step of storing the decrypted synmetric
key on the comuni cation device, and wherein the step
of iBestopef decrypiing thegeauesieddiata ugisigribe simmetiio key comprises
key further conprises the step of storing the 1o
thedstep pptedryptingdhe ekegypted syranmdricrkay;cat i on devi ce. 28.
The nethod of claim 27, wherein: the step of
decihgpiibp of §8eypRtydR edudstad dash ugmgftﬁe W%@tl{éyfcolﬁwlses the

further conprises the steps of determ ning whet

ste@fé_ﬁg@%{y mb%ﬂeWéﬁgnb%l _stored 15 on the

onmuni t|on ieving the decrypted
symmetric key where the decrypted symmetric key is
stored on the communi cation device; and the step of
decr%gtln the requested data using the prjivate k

27t ur { R Metigma il 2hevierepsths S@Et@rdﬁwm@gmétrﬁawested data

the decrypted private key is stored on the
usie@ rirensyamelric deyi dwtheindomptiseevhagsiepeoldstoring the decrypted
private key where the 20 decrypted private key is

syrsinetrickeynon thee communiczdibh elevitey ane wik9ein the stapt dfaidcafpting the
claim27, further conprising the step of deleting the

reqdegf@aoaafb USRI Fﬁvéﬂ@yke%ﬂ%ﬁm@r é&ﬁbvgé§dh@r§téﬁto$ 4t8¥ng the

when the communi cati on device enters the |ock

de%%% 5%%%'%9?@%%%9 gé I?:E:zcl aim 18, wherein

the received data conprises a data item having a data
itemidentifier, and wherein the nethod further

28002%“ ses the steps of: creating a data itemreference
co

e snethod 19f Clpim27, (iaretlent i fi er and a 5 | ocati on

of the encrypted received data in the nenory; and
the step of decrypting the requested data using the symmetric key further

comprises the steps of determining whether the decrypted symmetric key is stored
onthe communicatioh device, and retrieving the decrypted symmetric key where the
decrypted symmetric key is stored on the communication device; and

the step of decrypting the requested data using the private key further
comprises the steps of determining Whether the decrypted private key is stored on
the communication device, and retrieving the decrypted private key where the

decrypted private key is stored on the communication device.

29.  The method of claim 27, further comprising the step of deleting the decrypted
symmeitric key and the decrypted private key when the communication device enters

the locked operational state.
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storing the data itemreference in the menory. 31. The

nmet hod of claim 18, wherein the step of storing the
wepwnypptezrl recei ved data conprises the steps BET/CAR003/000291

determ ning whether the received data is related to

exi sting data stored in the nenory; and appendi ng the

encrypted received data to the existing related data

inthe menory where the received data is related to )
30.exi e maethad0f daing28, wheraiethe deedived giata gampliges & @ata item

the received data and the existing related data
haingradade itelat idebiifarkandihareada the medmd funbiee comiphises titeasteps of:

itemis associated with a data itemreference

conprichsihh % At@tivm tréfrétentbfipeisird) thed dbes dthP iderfiifier and a

the existing related data in the nmenory, and wherein

lockfith 8 12 Shc3BRENULBACLRGIENFHAEf o cgR) vod data

conprises t termning a length of the

enc i : ratin n identifier
ind&%ﬁbggaéﬁgiﬁﬁ%&”%ﬁ%ggﬁ%ﬁggngepg%gived dat a was
encrypted using the first protected cryptographic key
or the second cryptographic key; adding the |ength
and the identifier to the encrypted received data; and

31.- 44Themeihodor Tiem FEwitARIOB0SepIE sterpigeing enprypied received

l ength, the identifier, and the encrypted received
datdatompidsddibe stgpsbi:ng rel ated data. 33. The nethod of
claim18, wherein the received data conprises a data

it eﬂéte?mﬂﬂﬁ%%%é’rﬂhé‘ rédefBd @aalis fdigled t8RslistiRgRtdstobsd in the

nmet hod further conprises the steps of: creating a
me‘iir?% é gm header conprising the data itemidentifier,
b | ength of the encrypted received data, a

| ocgpt)bé)r?di% thgeen%rr]%tggtrggei(/gg Yat& qoc{ﬁteaeiisntintghreelated data in the

memory where the received data is related to existing data.

32. The method of claim 31, wherein the received data and the existing related
data comprise data blocks of a data item, wherein the data item is associated with a
data item reference comprising a data item identifier and a location of the existing
related data in the memory, and wherein the step of appendihg the encrypted
received data comprises thé steps of:

determining a length of the encrypted received data;

generating an identifier indicating whether the encrypted received data was
encrypted using the first protected cryptographic key or the second cryptographic
kevy;

adding the length and the identifier to the encrypted received data; and
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menory, and a key identifier indicating whether the
encrypted received data was encrypted using the first

w@e@ioTter crypt ographic key or the second PCT/CA2003/000291
crypt ographi c 1o key, and stori ng the data item
header in the he net hod of cl ai m 33,

whefBPENdIAG the éewgéh tE?d@'%f@‘Iqrh@n@me 95?@@’[%@&»@ data to the

data conprises the steps of: 15 determ ni ng whet her
existinng relatedvdatadat a is related to existing data and an
exi sting data header stored in the nenory; and where
the received data is related to existing data and an
exi sting data header, determning a |length of the

33 encTy Rt RSINLECS d(&’ th qigt #hedin 98066&LI 09 dﬁ% ggﬁ@?iisgé & data item

i ndi cating whether the encrypted receive

e, f |
PP A A A IASe stpecr
h h denti f
o g AT et B Db b S a e omgtn
PCT/ CA2003/ 000291 appendi ng the encrypted received
of {ne anerypiatkresaivad dgies & ecalioaaf dhe amcrpiedrecaivadofata in the
claim 18, wherein the step of encrypting the received

medwry, and ienls;ey feentifiesindpatingovieether yine egcaphéd réamived data was
conprises the steps of: 5 determ ning whether the

encrgpidvesingaha first pretetet cifybt@ﬁ’aﬁhic%ﬁ@ﬁmepée%bn@aér?ptbgraphic

stored in the nenory; determning whether the existing
keyR gy Pt ed data was encrypted using the first
pr ot ect ed cryptographi c key where the received data is

"¢l &bfflg tRe ke b MheBle! 1P memory.

34.  The method of claim 33, wherein the step of storing the encrypted received
data comprises the steps of:
determining whether the received data is related to existing data and an
existing data header stored in the memory; and
where the received data is related to existing data and an existing data
header,
determining a length of the encrypted received data;
generating an identifier indicating whether the encrypted received data
was encrypted using the first protected cryptographic key or the second
cryptographic key;
adding the determined length and the generated identiifier to the data

item header; and
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data stored in the nmenory; and 10 where the existing
encrypted data was encrypted using the first protected

wa@ eyoptoorgsaphi ¢ key, decrypting the existing eneCypa@®3/000291
data using the first protected cryptographic key;
appendi ng the received data to the decrypted existing
data to fBPeMdng iine epatyPirdirensivediiaiako the @xistivgyplateddata.
t he conbi ned data bl ock using the first protected
cryptographi c key. 36. The nethod of claim 32, wherein
the second cryptographic key is associated 20 with a

35.pr i Yatenewwdysit ¢lgim Key whahgihethe dibg ofteten@itingt Piel fR@efved data
first protected cryptographic key and a 'second

RS P B LRk %?%@?*%8’7%@}2@%%35329?%%?2}? on
et e SRR BBet R e e Rl S Snprvpted dato

request for the data itemfroma systemon the
Sm&%ﬁmﬁ\ec@ﬁmw: - 46 WD 2004/ 077782 PCT/ CA2003/ 000291

devi ce; for each data block in the data item

det get@rminipg whethesihe asisting enpiypisd daie vareneypidwsingthe first

the first protected cryptographic key or the second
prategipti egyEpbiaphicey Whelechyg peceiged batanis relatddiokexistingdncrypted

the first protected cryptographic key where the data

datdl i6ledmtheMaémBhe@ndsi ng the first protected
cryptographi c key; and decrypting the data bl ock

usi pletd' P Blisthg heRiptel 'dita ks YRGS Btdd ising the first protected

lcryptographic key,

decrypting the existing encrypted data using the first protected
cryptographic key;

appending the received data to the decrypted existing data to form a
combined data block; and

encrypting the combined data block using the first protected

cryptographic key.

36.  The method of claim 32, wherein the second cryptographic key is associated
with a private decryption key, wherein the step of storing a first protected
cryptographic key and a second cryptographic key on the communiéation device
comprises the step of storing the privaie decryption key on the communication
device, and wherein the method further comprises the steps of:

receiving a request for the data item from a system on the communication
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data bl ock was encrypted using the private key; and 10

provi ding the decrypted data item conprising each
waoleanypt7’erl data block to the systemon the  PCT/CA2003/000291

conmuni cati on device. 37. The nethod of clai m 36,

further conprising the steps of: for each data bl ock
deYigei he data item that was encrypted using the second

15 cryptographi c key, encrypting the decrypted data

bl otk egshriipta blodkiin dhhe gata kemed crypt ogr aphic key to

generate a re-encrypted data bl ock; and replacing the

dat a bl odé&tewnirting vehethee ties yiie hidek avad endrypred hging the first

menory. 20 38. The nmethod of claim 36, further

co 15kt j j : d data

CONBrdiEdtBn chfosiapble Ry oﬁﬂ@g@dnagcrgg@g%méggg, da

Itemusing t Irst protected cryptographic
generate d [ , i L

S Jara o cnsery Bl el BB bRk el e MEpIGREY ddplodfannic ey
ite -47 04/ 077782 PCT/,CA2003/ 000291 . 39. The )
et HBAr e fateiinoak WG sy g G ey b erategtit gpptographic
enapl ing data protection on the conmunicati on devi ce;
det €8¥iidhichg whet her a | ocked operational state in
which the first protected 5 cryptographic key is

i naccesstetrgpiing Hreadai@dblook usimgcthemriviatateoryptienikeg;where the
pronpting a user of the communication device to enable

t hedétadieck aperericngned using thewWriage kg dritked
operation state has not been enabl ed on the

10 CONBeVich tmaﬁygpt%e:da@é‘gee@:%emfsis@geéd%éd b da})ahllalgokto the

prot ect ed cryptographic ond cryptogra
syst&¥ on the communication device.

37.  The method of claim 36, further comprising the steps of:
for each data block in the data item that was encrypted using the second
15  cryptographic key,
encrypting the decrypted data block using the first protected
cryptographic key to generate a re-encrypted data block; and
replacing the data block with the re-encrypted data block in the
memory.
20
38.  The method of claim 36, further comprising the steps of:
encrypting the decrypted data item using the first protected cryptographic key
o generate a re-encrypted data item; and

replacing the data item in the memory with the re-encrypied data item.
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|l o and a decryption key associated with the second
crypt ographi c key where the | ocked operational state

w0 g008f02t8B2d on t he communi cati on device. 40. TPeT/cndvs/d00291
of claim 39, wherein the step of generating conprises
the step of collecting pseudo-randominformation from
user inputs to the communi cation device. 15 41. The
met hod of claim 18, wherein the comuni cation device

39.conphné seethaed ofclain d$s furtingn corspiising thasieps afevi ce
selected fromthe group consisting of: a data
congpabilingtdea pestettien oa thekohentsicetdwdevicayi ng bot h
dat a and voi ce comuni cations functionality, a

””'c'ﬁlét@hﬁﬁ@%?‘n@ﬁﬁ’ér%ld&@a C&c%réﬁoﬂéﬁ'&@te iAakR gﬁﬂﬁe%@sl protected

ot her types of communicati a nessagl ng device

eryBERAA ) 1 8boBtt Map ) vRnahRlf oot dhess

covpeanniie Sauset idiing tormutRalaha SRS o oo

commruni cati on device conpri sing -48 WD 2004/ 077782
operaiipAo oty wbageaiherml@dfczﬁergtl@a istRjehas pet beeneseblad on the

cryptographic key and a second cryptographic key on
corhhnicationrdevidd; amddevi ce; neans for receiving data at
t he comuni cati on device; neans for determ ning

wheghiedratingtHe frrgttpr@fea@fé@mc@wm@ RER e Sedcid dr§ptographic key,

acceSS|bIe means for encrypting the received data

anc?‘é'o‘é r)%)tﬁ‘énfkb?%gs{%lﬁfe%c\hﬁ?t é/ ggl ?g&bgra it ké[@’"\ﬁﬁ&ettHSIocked

I rst otected cryptograp nmeans

ongBpfagTfb SeblFd éﬁ@?@%ﬂ?ﬁ S BT e
cryptographic key is inaccessible; and 10 neans for
storing the encrypted receivedwdata in menory on the

40. The method of claim 39, wherein the step of generating comprises the step of

collecting pseudo-random information from user inputs to the communication device.

41. The method of claim 18, wherein the communication device comprises a
wireless mobile communication device selected from the group consisting of: a data
communication device, a mobile telephone having both data and voice
communications functionality, a multiple;mode device capable of voice, data and
other types of communications, a messaging device, a personal digital assistant
(PDA) enabled for wireless communications, a wireless modem, a one-way

communication device, and a two-way communication device.

42. A sysiem of protecting data on a communication device comprising:
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conmuni cati on device. -49
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means for storing a first protected cryptographic key and a second
cryptographic key on the communication device;

means for receiving data at the communication device;

means for determining whether the first protected cryptographic key is
accessible;

means for encrypting the received data using the first protected cryptographic

'key where the first protected cryptographic key is accessible;

means for encrypting the received data using the second cryptographic key
where the first protected cryptographic key is inaccessible; and
means for storing the encrypted received data in memory on the

communication device.
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