9 COctober 2006 CONDI TI ONAL ACCESS DATA DECRYPTI ON SYSTEM Thi s invention
relates to a conditional access data decryption system These types of
systens are used in particular in the field of digital pay television. In
this case, the 5 digital data streamtransmtted towards the television is
encrypted in order to be able to control the use and deflgeo ﬁ cz&raglti ons
for this type of use. This enciphering is achi eved thanks TR Wor ds
that are changed at a regular interval (typically between 5 and 30 seconds,
al though notably longer intervals may Qe used) in order to dissuade any
attack aimng to discover this control word. 10 In order for the receiver
to be able to decrypt the encrypted streamw th these control -words, the
latter are sent independefRNPIIQHAL ARGESSIDARARETRYPEBNEYTFYnessages (ECM
encrypted by a key pertaining to the transm ssion system between a
managenent centre and a security nodule of the wuser unit. In fact, the
security operations are carried out in a security module (SC) that is
general |y in THEPEPHPIEPS 12 CRor ogsydaaBBRIVSY 8- be i nvi ol abl e. This
nodul e can be either of the renovable 15 type or can be gﬂqectlx

i ntegrat ed i nt GhepHwer FewsiePapre usat NP hipe °H‘F§a'8%¥ée?’5fm In"of & control
nmessage (ECH), dipital detg styeam frénsraitied tqwerds thedtelevision s prolyPiadipl P 1o be &g o cqnfdhe t he ri ght
to access the sderaabdefiiesheppraiien for thi¥ bypesof psegThis epdnterhe is pelvpaggeinisye @ardhor i zat i on
nessages ( EMM) wol@thal 4ahatdadl St o i@k interbIQtybitety @@HT § biyd 30Ddetnes, al@bloler
possibilities ﬁr{ta%ly%néé? lnte'r\g@g'lapg@us@d)w&&br @SdiskBe sHRAickgmdl tl@eswphis on keys.
20 In the foIIo g, event” refers to video or audio (for exanple MP3)
content or data game progranme, for exanple) which is encrypted according

to the kno% rr%toniggorctﬁe petelpls {OQJIe aMé)t() ds pt et p%\‘ @t%mw e e réwbré, he

ngg_%lpgﬁd 2%:/ Cg[]?ﬁ? Ia{? se?t mdeeeﬁdenﬁ of the s(ream |P| cg nro ge[lg(EéM de%E tergI bl;]eadkeyval idit y

principle of sowerrqtpHPe EHRS™iTsn fyﬁ‘@“ b%e’b%???ﬁgig‘émﬁﬁmreﬁ?gﬁf%u" m°§l9e que nt by
time unit. Subserinptn fem talstcaisorerplionses Pt Mdha wFury Wi’%ﬁmé{?%@r‘%ﬁ"éd to one
or nore diff usinow fehahnwlag card, reauisirto betinviegbl¢. Tkis module e31tbs efacPf P Fesble he user
to obtain tfzesgpsdiannebiscty Rtefrhtad intb BXiecevér. t he right is present in his/her
security nmodule. Likewise, it is possible to define the rights for an
event, such as agnd firkedr @e décryp@6 bobadohtronaéssdye (VR it i8Cerified.an the agvuribcedilee t hi s
right (purchasesc) il ihEAPh@dss BB Grebh isSre8sh€ Mthis Mgnl dan Bemarageagesltspenh f i cal |y
by this right, gﬂe§ ENh heg Io'a(? thlgna%wnmtu %egec&g%déﬁg%men%gés@inles Bayaisper - vi ew'
(PPV). Wth re%& payment X ne , the security nodul e includes a
g bl(e élﬁ: as the sendi fdeciryg OFE

credit that is accor ‘actual consunption of the user.

Ther ef or €, or eé Iotwm(r; eeveHn egerswlo vPeo ﬁ aqgnﬁtf(;r n%le%S p@l{entmqga (&m@aCh

mnute to t IS cre nt uesti on.
It is possi bl e! programme, for example) wh|ch is encrypte accorgl ngr{ he (Rnown method control worgs
each event being able to be encrypted by one or more control-words, each having a determined

validity duration.

Accounting for the use of such events is today based on the principle of subscription, on the

25  purchase of events or on payment by time unit.

Subscription allows the definition of a right associated to one or more diffusion channels
transmitting these events and allows the user to obtain these channels in plaintext if the right is

present in his/her security module.

Likewise, it is possible to define the rights for an event, such as a film or a football match. The
30  user can acquire this right (purchase, for example) and this event will be managed specifically by
this right. This method is known under the denomination "pay-per-view" (PPV).

With regard to payment by time unit, the security module includes a credit that is debited

according to the actual consumption of the user. Therefore, for example, a unit will be debited



according to the technical inplenentations, to vary the accounting unit,
either in duration or in the value of tine allocated, or even by conbining
these two paraneters to adapt the invoice to the type of event
transmtted. 5 A control nmessage (ECM does not only contain the control
word but also the conditions required for this control W%Q)tobbg ﬁgnt
back to the receiver/decoder. At the tinme of the decryption getober R ol
words, it will be verified if a right associated to the access conditions
given in the nessage is present in the,security nodule. The control word
is only returned to the user unit when the conparison is positive. This
control 10 word is contained in a control message ECM t hat is ebrllcrypt ed by
a transnissi one®einute fp Bis geefit eerdeehel the Yanet P M5 VE BBRYOY f 't B8 Security
nmodul e, it is eendmad hetedhocatinglenantatipns, vivary fip aggpustingynit. elfe” A RESP PZAPT on
nmessage (EVMM i 6hinfeQlloc8&1C btreidniby c@dbinn heseite mpeametera ltd agams the inygiedadthpy a
different key,dpbbRtankhi@dt key (RK). According to a known form of Pay-TV
diffusion, the three followi ng el enents are necessary to 15 decrypt an
event at a @i VRBonkdl ABssage (EONG débahad oflydombietle éobtrd faed iRV @Nttheapeitiypteaadrelly one or
a plurality of (cRRLERLWRNEE {fhek o tHe NEeifBIcER]. AMBS GAOE (1) dedpbdncdnt ai ni ng
t.he control - V\'Ocrzoqf I\glo%/s\,)it vﬂl&% vgn leed i%(;i {1 3s30c %Qg‘tftelagéa& con(d@#_g;)s_gﬁ/entir_htﬁe rﬁ&gé‘ggsponm ng
right stored in he security nodufe al | ow ng the verification of said
access 20 conBP‘te?eB‘r‘&tf‘es?ﬁ’Btyé‘g‘ﬁ‘feypti on systens of the type described above
are presently all nmade u f relatively |a i T | i nked
to an operati n@eﬁP“trﬁ'i“?[fd%)?r‘g’é?tfrﬁeﬁ tcﬁttl'%?/?sg'gumé ﬁ;(;:%?haescfg'gé%érmg%gsmv 'Zﬁyfﬁ{mﬁel evi si on
by means ofl0a ¥eh® eentairprdy Pt PRstaopF P BB HY aérBTs@'sf'%'rL%e noved easily.
Therefore, it is not possible to nove one's QN dﬁc'O(QeJ. Qpd siply connect
it to another 19" & B AATP EEY i EEeHEY BUHR T oftS.  Furfnernbre, in
the present systaiheizatoringgsios EMM) Mg fr sropTd Pages dhee Haly &ogPrEY 3P ne
al | ow ng conmukdycalted aont kby @K). t he decoder towards a management centre. The
installations that have a return line do not generally have an interface
al | owi ng user - fechréinmito yp koomriem ot BeyiTY giffygiop.Hhe g Bllowias SRS e CERIFE° I n fact,
t he return 15i negnypeeevpitand gdedinfeor conmmuni cati on between the decoder and
t he managenent _Cafld@ roiddto tiQlenbtyRA By Snb6r alpfiiity tdshtrbifabes cemt re. It is
therefore 30 dif ft%. C&Lt{gl *%sa@&g%cﬁnecoﬂmtt%aéontfoh@hﬁ SovB) AP Y aidBed chradngll Y .
Furthernore, in % the known systens, the streans containing the data,
the control nessagés and the authori zation messages or.gcgiop tsg.ldgcrc(%m a
uni que source t-hate FEEIRAIEY Tioptstosti e gRELY PR 81949 W YRGUt. berng abl e to
of fer a rardfe of cosdiignscri pti ons fromdifferent sources. Comunication with
a managenent centre has been inproved in systens all ow ng. the Ipadi ng of
35 punctual ri @rdscryptnmiskstems gehedyre deseibatibp e AR A HUR = 18Y 3F ent
5,901, 339. Thi squitoetiriieat are diekst foj dneoperafing pis Yiswplizatipt PRYiSe Fitsh SEVRrF™RS £f usi on
centres for dateRvisisn b MEdnY frta@eblect@N4re not providedid @elatiedo B r@u¢daaely. TRODGe. it

is not possible to move one's own decoder and simply connect it to another television and acquire

25  punctual rights. Furthermore, in the present systems, relatively few installations have a return line

allowing communication from the decoder towards a management centre. The installations that

have a return line do not generally have an interface allowing user-friendly communication with

this management centre. In fact, the return lines are provided for communication between the

decoder and the management centre, but not between the user and this centre. It is therefore

30 difficult to acquire punctual rights simply and rapidly. Furthermore, in all the known systems, the
streams containing the data, the control messages and the authorization messages originate from
a unique source that manages its own subscriptions, without being able to offer a range of

subscriptions from different sources.-

Communication with a management centre has been improved in systems allowing the loading of
35  punctual rights. This type of system is described in the US patent 5,901,339. This document

describes a system including several diffusion centres for data or encrypted events, intended to



3 transmt these events to an operating system such as a television or

ot her display neans. These events are associated on one hand to a uni que

i dentification nunmber and on the other hand to a decryption code. The
system al so includes a |oading centre to which are transmtted, before the
di ffusion of the events, the identification nunber of each9qycqnﬁt) 0

associ ated to the decryptl on code. 5 Wen a user w shes to acqu éi'rez P?ghts
to decrypt an encrypted event, he/she calls the |oading centre by neans of
a comuni cati on appar at us such as a tel gphone and indicates the
identification number of the event that he/she wishes to acquire. The

| oading centre transmts the decryption code of the event in guestion to
t he communi cat Faosmitdlispragventae an qrerating ptem Y5k 29 HigEsPg o APHEFEY T¥nt ?'éf’ﬁ%m ts this
code to the deeetdeae shockheorumehand Weeniadelidentfication nuinker pdopde a8¢éendahe 10
decoder has t hecier g Trsydadasoanaddet A @adngeritre tawnich ere reemijtat batbreathed

visual i zed. Thbiﬁjsﬁyﬁﬁ\gmeht@\ﬁ@tdgrﬁfﬁ:a@n R bRt dactdierd Esodidted GRsdetritithcBde. | N .
partl cul ar, sas T‘\Jﬂe Q&QJ%&" Fg&'qm%q ﬁ lo%ecr{g?%én\fr@ﬂed%en‘t"%@/Ehe&:alrs%ugealt\g it is

i nconveni ent to use sever 0{1 aBpara%F suthl as aqge%honlt% (? ln%gge% théTUSt

remain the san€"foP PRE° &h o £ °°mmlé["°ata presents a
dr awback from 'E"H‘éf'cat'ﬁ'b"”ﬁ‘i’erﬁffthe\ﬁ"%\?\}hﬁf“elﬂ‘ét‘f’ﬁ?ﬁsfchuﬁ% The '838%%?"5(6 BE™T R t he
present syst emecrytirecogopftthepivenhisradestiqnge e Femupiiom Bppass; [HT | Hedoed Ry

decrypti on of ay@abissrassgs bl amgedthatiecpdet &rthealss. Wirattheceent § dropdepytegnthe

appr oxi mat by @scodbihasife EEGAGHESde shdtnd dvent G ¢ @oyAGiEer husigedt 0 US 5, 901, 339,
several diffusion centres are connected to only one |oading centre. This
i mplies, in patds gidnanvovth@tertaih huniblaeof dorksfainse mpartitust, ap thaclecnipliraicpde is
cryptogr aphi C rebRadH ubdds IeH@stSﬁgrﬁcoh\Qﬁm BQseCRd @desWhi it BandSevér trhiaigbdO Pt | mal
situation wth rs?%R%r? he gé?ne%&QMerénary durglg% oF mlssev§ny Sﬁu? HPe@héQ dRLERLRASHOL her

short com ngs ref at e

decryption co JEe ol view. of ﬁecfir%xf a coé-fmanson if [P\F Present s&ste Qqh c%%ﬁ/vmdgﬁéeggr thé)f t he
carried out!’>byeneheiy angecnplieny %"ﬁ'l’ﬁ)?‘i%c"[a'i‘gﬁ%a‘\i‘feé"a'éthftéf“ "Bﬁgﬁ%aW°f‘ﬁ securi ty
nmeans. This inpReesonthat it is relatively easy to obtain this code
illegally and use it in conbination with another decoder. On the other
hand, as the Indwdvyey wemingdo HSESORY. Serpralstilusionfentish e CRIPesierit T"81P"% el at i ng
to the decoder loziding ergt.i Thig inrties, P Partieiar Yot dlighe difyerss misk Plpag thsb SYPIPAAENE 0 use
this code on amyanslie&e skeleloadiky centiaBhiasis bdiad opOmCeuatién Witl®sHee ersecugz qui r ed
| egal |y, the decryption code can easily be transmtted to other decoders to
decrypt an 20eveiisysdm dkaipesdnislodgahdityomingdrelatddio ereitt: Oh BBWWaBetbhidngreidsioRevi ew'
Wnter 1995 N 42RGeBPiioh tdd6 BetwdehiREbddAg dntrdBRaiBE usefs dacode @retiddioatdaleaac cess
systent descri g(?a%elegt'motw; fab GAL te}éﬁrohﬁmhdauﬁse&tl ﬁ%@ﬁglﬁlk HRRE thBGIGE SivEhY St

i ntended in in
decr ypt ion, n aflﬁﬁp n;a}‘hls:f coge H‘egall){ ang uTe it |r>/comb|rla ion §I$§10t§6¥ §éc§cre$ OH&Q otRéM? 11 %yﬁé

SEcult oﬁ% tn éﬁ/& (fé((:)oger re uestl ﬁages ECM
and a second | e °ﬁ’§'ier‘i’@es rﬂ?f H'ﬁ?"?ez%fﬁ“br‘i‘ AL §eYd : of° {hese
vari ants, tZe eesneiProgmils pereble odisestys sodhnagy ‘?eﬁ‘tdérnﬂ‘é‘d“"f’& "Bémﬁﬁs‘gﬁs been
si mul t aneous| yadayres legetty. & deanypiivg icede Oamedasila be tanemittpd ot fdcppsisigdecTié@N syst em as
descri bed incl wdmSsdalaMeqadt ti cul ar, a right nmanagenent system responsible
for generating and sending the authorization nessages EMM 35 and an
aut hori zat i on mRNBBRNEBLS Vestnian Re@ep OVigeroes M 0r6cpaiitled &uictiqpalgepde! odf - wor ds
for conditional access system"” describes different variables of conditional access systems intended in
30  particular for Pay-TV, these systems use two-level decryption, namely fist level security by
means of control messages ECM and a second level using authorization messages EMM. In one
of these variants, the conditional access system is intended to be used simultaneously by several
conditional access data diffusers. The system as described includes, in particular, a right

management system, responsible for generating and sending the authorization messages EMM
35 and an authorization management system responsible for generating control-words for

enciphering the diffuser data.



enci phering the diffuser data. 9 Cctober 2006 4 In all the exanples
represented and described in this docunent, each diffuser is associated
univocally to a right nmanagenent system It is not possible to associate
only one diffuser to several right nanagenent systens. In the system
according to this document, the use of one or nore servicg QLN HRoe 1S
totally transparent for the user. In fact, the |atter cannot choose one 5
operat or or another, he/she can only choose a service that has one or nore
operators. This system does not solve the problens connected to the sinple
di spl acenent of the decoder and to the acquirenent of punctual rights, nor
t he probl em of conmuni cati on between the user and the managenent centre.
Thi s i nvent i onmniatheredanptes repipesnidd erfedeptrizpdiin bk Sogypett Hrachs§f8s%e fs2F %@ Phe pri or
art and producenivacallyltd aSigis trenaghent system Ieiaoetipgssiyle telpssesiatecaall oo dlfusgdd on
practical |y any.asagpt @shagpedafsieng riadyaen acclntiigtth®is beresnt, thaiuge of yreer of syst em
3 I ][T‘]E)l i f ies t h?mg@ %%]ggersqfs togamraﬁéﬁgr@rlﬁ For 'fh'leQrSn Ak, ﬂhé’lﬁttet' Mgt ctgﬁsetohe ool

i ffusion centre and o r rea , by guar ant eei ng
optimal secdri fpﬁra§b°rfrﬁg1fr’ehefs R%arﬁiﬁygﬁog%tagﬁ%d %@%ﬁé&;@f?ﬁﬁéfsm ended for a
det er m ned dec?h(}isesrstcannspﬁot po%/e%%%%bgms é%ﬁh%&téh% thpQﬁmngQigdiacenJeﬁt oT_hm@%&o@P s are

achi eved by a conditi c(’f)rejal ‘access data decryptio " R em
i mpl enenti ng: A4 Bf ?Cﬂﬂ"§'i"?5‘|’1°fc?§'?ﬁ“?'e"ghésr P%ﬁ’ﬁ@églf%O&o%%%igt%g%\gg gﬁ?:)réﬁ)t ed by at

| east one cont fYthedragement caitre] east one managenment centre arranged to
diffuse personal messages related to the managenent of the access means to
encrypt ed dat arnispiprention ftegsde A¢oid oy ERGFER W ¥HERE" 'S Frender . lisabl e said
encrypt ed dat asystamdhat can egely Seldisplagedr 3l gerd MPTHERIATY 2%ptef 8RNI hart  of
the encrypted dabamorpihatedoflomstensanlifiestee madagehenséf thn agsesitights abifeieveltthdper at i ng
devi ce, char actigkibz&fkre dd bifaatgredtet fasvitlac be eser ByUIPBIteBds oimapetyitesoftot  t he

reception and (eghyftdnedoyef us&RRd WBHaeFroPdefmidd decdder @hnchibdmetidnendtar t he
managenent of access rights to this data, these nodul es being physically

different, the recéption nodul e being connected to the operating device and

the managenent, oodyl e, belng. a5’ AnGRAMk0ERTAl &alRoitsisidm! BB &aeepti on
nodul e, ~ the nanaggnent nodul e includes a security nmodul e conprising a

uni que identi f MPEPFSY nunber and dat a al ecuring, the connection
iy

| | owi
bet ween sai d nan&ga@lersion 6“@?’1‘??"é"gé%‘ad'ﬁ‘ﬁﬁdafatfécrﬁpggg‘fa?{e?/s WS E " Phi s security

modul e bei ng ar r angtlekst enewapdogryent ssrireFARIRY diPse PREO A SesBPRsIeHEIE Bges and to
all ow or prevent t hendgeeanygdthe anesoiednhie ewopied @la- wor d(s) according to the
contents ofyot he perseRAling &S ABRR tofenddn Gsabidisaldlradypletiéata; @dept i on nodul e
receives the encry Qh@gdéﬂaftaﬁgeg [oidgriryrﬂlaatt leé'&gonfe P4 X ﬁ@@mr@itédfdhl&ip@&bd between the
diffusion centre and the operating device,
characterized in that
0O the decoder comprises a module for the reception and decryption of encrypted data and
25 of a module for the management of access rights to this data, these modules being
physically different, the reception module being connected to the operating device and the
management module being arranged to communicate with the reception module,
1 the management module includes a security module comprising a unique identification
number and data allowing securing the connection between said management centre and
30 the security module, this security module being arranged to verify the content of the
personal messages and to allow or prevent the decryption of the control-word(s)
according to the contents of the personal messages,
O and in that the reception module receives the encrypted data originating from the diffusion
centre via a first communication line, and the management module receives the personal

35 messages through the management centre via a second communication line.

This invention and its advantages will be better understood with reference to the description of

different embodiments and enclosed drawings, in which:



centre via a first conmmunication line, and the nmanagenent nodul e receives
t he personal 35 nessages through the nanagenent centre via a second
comuni cation line. This invention and its advantages will be better
understood with reference to the description of different enbodi nents and
encl osed draw ngs, in which: 9 Cctober 2006 5 ™ Figure 1 I an
overall view of a first enbodi nent of the system accordi nnggCtﬁe?szﬁ6
invention; and » Figure 2 is an overall view of a second enbodi nent of the
invention. Wth reference to these Figuikes, the systemrelating to this
invention essentially includes a 5 diffusion centre 10 arranged to diffuse
encrypted.data, at |east one nanagenent centre 11 arranged to diffuse

aut hori zati on ne8shiges! EEReYts aRyerpy sy @53t REPoHRAN fdHeMte b oe &J4s 1 i ght s
to encrypted dat a, ingntioope¢ ati ng device 12 intended to render usable this
encrypt ed data andFrigure Zieandes vikd ofarseanpetiodn@nichetbe inpttiomt | east one part of
the encrypted data. The diffusion centre 10 for encrypted data can be a

cl assi c devi cewirsiefa@ndeab thes: Bgures,i the paterh irdaibqato thid Bvestioh edsdenttatly, inclidéssa cent r e
transmts dat aggBod BRrLICEHNL fifedtncihi@ &l bt ieasObnetitinsgedlert aendepends, of
course, on t hear%@%d {ogiﬁmla&trbriiationmé&_ggebﬁmQﬂ;pro!:égs &@ﬁanfa@lmtaﬂw- dd€dss rigﬁt§ i's

under st ood thato ealgcryeteéj ﬁattaaar%‘g %ﬁne%evicl QZ %t 90%9%' r&ddgrb@zlble%é:g’éﬁptédedaé\éhdsé on
system The dat§ 8 Us “hefde " dp of vide cont ent s CT, that is to say of
i mges and soui*FG‘.’de'C‘fﬁréat“gedé&dﬁc"é"b%lf?sf‘?“@ PP RIS DR F Fcul ar use can al so be
included, as is well known to th s& skibl I eld iraevt hgsirgrctmes'gpiinspa ajp, or at

| east one par t TEfiffpsion ogntte LR FRPEY ‘BT “Hrea RS SF 15 “Contr ol - wor ds and are
noted as cwO( CRpelilenThisirentEitgismisdate b paie 8- Brereihere’ BRSAPHEIE . t he
control - wor ds ewsaprethe waxiinsninich & @ebt bejupedaip thefetomips it sndeesiopq thas{pe d3igused f f usi on
centre at the sar@ditidnARcas tdidvBioresygeny Jheditadiatta madoof diem gpntes Ahdetier

enbodi nent, tta%%f Rk b solMar Sliter Gettispdiic Qittisf dadiatr g cdnh@o FEINGgeBNE centre

11 as the encr Méﬂtkgoglntomgsésmﬁed(ﬁﬂﬁggnpﬁis G5B SSREK or PR &, BleR@yplel 6y fdarttar ol  wor d,
nage

IS Speci f Clgl | ontrol-wi and (f:rlgr%%a gsl cOvQC'h%lsh% FBEr st.OCO| perta!' ning 20 to each
managemnment entre. e denom natl1 o pe sonal nessage” represents an

author zat! on AESaRass grégégﬁooéim%ntmgcoﬁ&iﬁomsvmreqrapme@,%reqéwp@emgges (ECM

are not specific, 11 sonal nmessages all ng.access to data b
the storage of hgdifysigheenteride sy 512 &Bg'ifryf’tg‘i ‘?ga\t/\%%%f’"égdmfa Yom 1 bf)%hgﬁt?ssage gnd
sent to the rbeepireorAgranpPesifyeed By tay apagenert prarsei &t PP PHY B °CE t hat t he
cont rol -wor ds oessmwetcomisicadfy e@airopword. B Spegififialy magaged acentpodemrroiecy PG er user .
The management weantmagafentteite. general |y t he managenent centres 11 are
responsi bl e for rmanaging the access rights to the data. They can each
manage di f f er emie denppistion fpersongiivhessagd” repregrats o eutflopzatiog irisssegei (BYMIOMYe c35einct ual
access, diff er gite tshBMBBhesEGEIENG bie 6A Specilidthk fl@sond! mesdades evend datess to  t hey

al so diffuse tRey L0 HESBAH DeneteRNrb 48t isQRrbBSRAG RS EbA\hnd beptemeled f or
the decoders | pecepf?’og m%yu?esg}e}\e(?amy in the encrypted form, so that the control-words cannot be copied at

25 this level and sent to another user.

The management centre or more generally the management centres 11 are responsible for
managing the access rights to the data. They can each manage different types of rights, in
particular subscriptions, punctuat access, different channel combinations. In nrder to achieve this,
they also diffuse the corresponding authorization messages {EMM) intended for the decoders in

30  question.

The operating device 12 is also, of course, adapted to the data to be transmitted. In the chosen

case of conditional access television, the operating device is a television.

The decoder 13 includes a module 14 for the reception and decryption of the data and a module
15 for the management of the rights to access to this data. The right management module is

35 produced in such a way that it is easily movable. It can judiciously be made by means of a mobile



The operating device 12 is al so, of course, adapted to the data to be
transmtted. In the chosen case of conditional access television, the
operating device is a television. The decoder 13 includes a nodule 14 for
the reception and decryption of the data and a nodule 15 for the
managenment of the rights to access to this data. The rlght9gﬁg Fgﬁ&g
nmodule is 35 produced in such a way that it is easily novab t can
judiciously be made by nmeans of a nobile 9 Cctober 2006 6 tel ephone. The
managenent nodul e al so includes a securisty nodule 16. This reception and
decryption nodul e can conprise standardi zed communi cati on neans with the

t. dul Th f th
rﬁngggFPng V?FﬁphngWg,ﬁ%gghg% mofile a1so |ncP5eA ket mo%aé %, ?ﬁ‘?‘%@épﬁon nhd

conpri se st or agRsVRiPE B8AUSETAD SPTRMPR SN EZeE IO RIS R HERT™S dvé'ht‘r\g ema)'/}%gerln?l"?t he case
of a nobile temeplkdhesiors.tie receiesirdrs/is eppidieat pradoatiay gEeIEN St dye areas
that will be then activated by paraneters for each nmanagenent centre.
These par anet efdevelpred sewity mosidgrah eomprige stefageraept ReBiMINgdReaET MaABRCREY P24 i on
messages ( EMM in titelveseiot@mdbiid telembriecthe teibphbry@pesatdy sanrdidgese stereaedreds tha Wilge t he

syst em pert ai NipBghckvRreStFiparaiRASIGRER Man@aidnl @ntre Ohese @ amegerscare B ¢éxamlena t he case
that different deQQﬁnBralteQ stautqg’lzaﬁgmt mé%aﬁé} Ev)l RS ieQfirRdtien dr e slbsGiBgE bdchrbiipg th Nt 0 a

common nodul e or SreldBeh Leibi ity of use, it is
possible to pr%w %tﬁ'ﬁﬁe)gct?séar'dqah%%ﬁ% ogS?3 tﬁve I'tows the security nodul e

either to be c P\th ga gthg glﬁfler]eé{ opefilors dg F\ot %@tytg rn@!;ratg Qtelps%cdﬂt§ (o} a@gmlﬁontrﬂom?e or These

ggg::ll)[e)fl ;? 210?23 %)‘_to Engrgas? F_rlwg ﬂexub?té of0 use |t |s possa% to prowdg %ngecgptgoqu o@\} !hglgll ‘M th an

orm
al | owi ng the i RpPEH-NTAPSITeDI %é@@?egleas'%e%{ff r‘"’t" a'ﬁ%gﬁf‘seeg %t h ?run??rgeneeousl y. In
this case, eacmodyle$ @niveprodyess it theformuaf A&PIrLaT |°€ﬂﬁ%’a‘69 Vil oA ZPAREFte £%°t Y om one of
t he managenent the @aikdg@tent hédule Sr @l ssmore e ady lfaam tattpwing thei demgntetiar df wrerAnot her
support i ncl udiR@iySRdassaimutdabdasy. IRREtisd bach IgNManages &g iamgprizetisnk ofidnztat | ons

originati ngtsfrgm&ggt@fmapgggnm@ggrrent centres. This type of security
nmodul e is sclosed in Figure 2, under the reference 16. The security

modul e, or each Qo tpl?s%bl@‘&ﬂ%v%@ a8 Rr LldMREQuFbEInORNNG sékral dBPE)teddn VS them UNI que

20 identificatign nu datAe Rell@hRbNG: thrds NeisRR3GRERPt centres
11 with which [A8EE M%Enﬁgur‘gﬁaﬂ?;‘{hefg |zeeg t%bcom*ruﬁl ca{se Thi s neans t hat

before bei ng aBf¥edge5e renc%m aut hori zati on nessage (EMV)

originating f I’? seﬁurn\glna%elgeor}teac e&hrll’eem?c}ul sewge%ttﬁeré glleaste\%jal L Qnidifdi & umd’r@nagemant

centre must fi een | securi t tm)g1 vlwtg whtc he data
pert ai ni ng 3% 'df’}‘l@a‘f?&ﬁ‘é'ﬁ’érn‘ﬂﬁ)ta”%‘?‘ﬂ pegaining © ?‘?)P‘ar%?ﬂe&’enl e errng key or
a code al | owi ngodulsearg aithepzedl tosorpspunisgie. Bhis Baqes t%@f‘f‘“’rﬂj‘"% @p to ?bfﬁ'“fn‘gdaafrép al' | owi ng
t he connect i onabathueeton thheagrrENY erignating rem g menaggmentcerdre. t%"e‘@tﬁr’?'%‘%? ¥H8ul e to be
secured. Accor giatdgenteft e mad viratmb@ged U@ de otk seaunty moture Trebth osrieizied t on
messages EMM aEh@m%r%QJmeFthﬁtrQ% 15 @%diple L2} entRRbAhdkey & addtie @BGINYPE Brthafod bEn by nMeans
of a key encgﬁepﬁgngﬁ R nga QIBWIL fhe c&k&‘ndﬁdoematg@mﬁﬂéen@ﬂ%ﬁt@ Af@eon the

uni que i den C o e o LnWay, an
aut hori zati on ﬁifgrgya'&"é‘”‘F é secu d b/y:cordlng to one a? H%ﬁ)éﬁé FEPéiHlnﬁomé ELqurE t$b

messages EMM are sent to the security module in a encrypted form y means of a key which
depends both on the related management centre and on the unique identification number UA of

this security module. In this way, an authorization message received by a security module cannot
30  be used by another moduie. Furthermore, a falsified module not containing the data pertaining to
the management centre cannot use the authorization message since it is incapable of decrypting

said message.

The management module 15 advantageously includes a smart card reader intended to be used
with a credit card or a prepayment card 17. In this way, the management of the payment is
35 assured when an event is requested. Furthermore, this allows the use of the management module

as an electronic purse. This type of card is shown under the reference 17 in Figure 2.
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aut hori zation nessage since it is incapable of decrypting said nmessage.
The managenent nodul e 15 advant ageously includes a smart card reader
intended to be used wth a credit card or a prepaynent ca§q)c} berlz'aoé hi s
way, the managenent of the paynent is 35 assured when an even

requested. Furthernore, this allows the use of the nmanagenent m)dul e as an
el ectronic purse. This type of card is shown under the reference 17 in
Figure 2. 9 Cctober 2006 7 According to one enbodi nent that inplenents
several managenent centres for data diffused towards the reception nodul e,
provision is nbiedinggo gerderepedivent PetivReeptt S PRIt TBOTY" &g U ifaP Vi€l  data in
order to al | owotdies thegeseptibromaigppeorision/ii mate topdd ggspiptyp infornation st Geseit centre.
This descri pt aéeini dife fomaib @R Us& tb rcarnedriviit el abprepriate Imenagenceiptenion Todul e
towards the mﬁk@{glbtnglnMWnes tandiidd Gons Pb A¥ElonaRbdS@ loflardsnek Ihhaginbeodus er  can
meke his/ he c n@adgt{]e Jaﬂln%btﬁet ?he‘%s&gm& ﬁl@ltelr BHdice WatidiaR aCBiHhinRatiodS | ong as

hi s/ her SECUI‘ I %@ |s/her securl y mof%%{{ég%r}é the%gc%gt{/ %%ﬁons ?eqweg gﬂhlpy this

managerent cent?'é.“¥Ri% I°8%scr| glescrl bi ng
the video or alieP&E™eYCHECHS dE?SPPﬁYe '%f%'@atﬁn t'b?dgg??otﬂgesﬁ?b'"? n'leé'Fdﬁoef’r *Vh
address. Thi s eoitietegmpriggs|alteldphong erdaterfeblypeiaddresp-J it p49FFss iHPe gred &Y '“feii"tg'énd t he
personal nessaperdeltd @wd thgpetsaei meseaap tlio@n todf redeption pfityphighds @ thetkya ngceSHYY necessary
10 for accass foPacelsh wilyeiei @at a. The reception and decryption nodul e 14 of
the data can be directly integrated into the television apparatus 12. In
this case, in ®fed@eptibroanb eecaftlof mbddier & &fdheainte kane @itkcarita@raza intotthegtelévisior  Of

tel evision, it ajosausSiglif b ER8n ddar thiuBre lohd BRARGEARIE thRBPI @lelifonaing t he

ri ght S corr eSpO’PrglerP g hé\g tﬁe%n%@rﬁén‘ lﬁ&bulg\(§§ﬁ 'the nJrTU c%rrégyoﬁmrtg t& @8 ddshddSvdre

vi sual i zed from an ?"95 =8 vaua)(zeggyl Q”? eﬂua%'& gdlp?)%fqgev%% ket‘l}pggm,gmgggl ment 15

i s schemati cal 'Y 39" {8 anot her _advant ageous
embodi nent ,15i t isepmayenlly patepied {5 'gbrfza{‘ci"éf’g‘ig PG IPaEE 5&9%%9"'08%%"(:{%8 fo the

tel evi si on by medens ofc caginadphpre & PaTPeiediglthe tivisionhymegts| of 2 BPneiP" 5 %t on t he
t el evi si on. Thiigctglby ewsutiétlve treiteigyisien. Tgieallofs thédrimpl¢ pegeohthis drventier @xExisting ng

tel evisions. ' khgnsystem according to the invention operates in the
following way: 20 As nentioned previously, the video content CT is diffused
by the diffusi om sGemttrabfotie irRenbdnppired in tabeidliawingSiaprul t aneously, this first
centre also diffuses the control-word(s) cw that has been used to encipher
t he data. \%enaamers@ed pdvdlispsthé aded s@teatdtT 3 difiset! hethediffvelprt qemdp ofeoewied system
for exanple, 4 SRBIARDUBY BRirsSHIRB aBS difusdsithertordbl-ward{spot ha hbs beat i th or

exanpl e, for Wgr‘cﬁﬂr @lgga‘?asﬁhénsd u§ér|msr%gto ubdbaf@ of thd Fhtitional decebSsydtdrt, fok exa@gl£SSary to

acquire this r {o%ee Tgven?such ?s aefr m or ar}ooltanll été{\qa epaynp@ prrvﬁlctpgc%g? Etsutffeétrtgﬂ n the 25

managenent nodule

communi cat i on H@élﬁ@ ”S‘B‘éﬁeﬁﬁé@l‘f’ aF‘F’I‘Ee bikalsii)l gaﬁt%[ ca“q’e g'v?nsof’ ﬁge Prd’mem ??r@ﬁ?‘ centres
11, which ré@nagewoeniset megde s orrif Ghpeloadeging r"EFe'F“t"B gt £ KrTHEERU RS | zat i on
messages EMM whétgdan i inbdula biidome df the mer@gamppticentses 1 fwhich@anggss the ggeess rights.

In order to obtain the authorization messages EMM which will allow the decryption of the control
words cw necessary for the decryption of the data and then the visualization of the event, the
reception and decryption module 14 establishes a communication with one of the management
30  centres. As previously mentioned, the reception module can be a mobile telephone. In this case,
contact is established by dialling a telephone number corresponding to the diffusion centre. The
choice of the event for which the user wishes to acquire the rights is made by means of a pre-
recorded "menu”, each option of the menu relating to a particular number on the keypad of the
mobile telephone. The downloading of the authorization message corresponding to the event
35 chosen is carried out after having pressed a validation key on the keypad of the telephone. This
authorization message is advantageously encrypted by means of a key depending both on the
unique identification number UA of the security module and on the data pertaining to the

management centre.



words cw necessary for the decryption of the data and then the

vi sual i zation of the event, the reception and decryption nodule 14
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"menu", each option of the nmenu relating to a particular nunber on the
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aut hori zat i on efths&tigyer drestigeieamtaditpdipieldviiorrncr ypt ed by neans of a key
dependi ng both on the wunique identification nunber UA of the security
nodul e and on thdrstrabedinel hefepfipiipy mpeyiet!h eeceivy REEIEYTE fiom BRI IEUS8 9246t ober 2006
8 The recepti om, sacnawed gt icoCTIod mkas djcopiwl-eadsrasctebds the certie-wpids 8Yi si on
for exanpl es ORe@BvelUlt la8b recaifes titeadnadizbteh n@Esaghis rEdM brigingting &gn abedt hat o t he
television. | nmg'\agénéﬁtcer@r@)pldirm%ptiort R6uuk 8% @RHsinNnhd18ekkN-BordbAwt€ Be riyhe S,

ori gi nati ng f r%mat rr‘1|'1 ntfnjog et...Thq;i tIaLs %Li&ﬂ:arq Vcial(l\’lgd oum’megart}%f %d%pga@gwéjgst, a cw ( CT)
by means of control-words. as as, [hecontral —words cw. 8 dgasel ves. It
[ 9 ating 11

wel .
al so receives Ph&*®f A% 'i@%l'f‘?"%%?m?f'éé"g%ﬁee_vgf'f' tSrigin arppne of the
managenent cenPws heve, begh @capiee pferyn 'f%i?dlﬁlt'ée 3% tea ety frgssf’*??é Contf ol - wor ds
cw to the rlioghprocesradiatie nesprity mageieih such Tpsestq exfpstiescontighvords fv-J8° '8I8F #¢ ed out by
means of i nframedtramitadbtoanvadegste frefi@ncyescasspinging Bhihe fredugrisr upsdrfergeerent
modul e verifi e@ncnty;hiart of thB 8atd, to@Rir&efiol hRAP BN e Uk shi@ntewedids to iebrasee have
been acquired gorleald Ynderkfe eliivinkS the case, the control nessages ECM are
10 processed in the security nodule in such a way as to extract the
control -words gwW sEhR dndbdifdnt, A6Rmatcdi@ NudrbBd FNFi§kLd, halsran antamiwahe

freQUency I‘reen% n 'aa noh esfs uthori onf ss aﬁSre@eﬂ@d’ ﬁé ﬁ\sOf t he
frequency GQr T EaRRNAInd Gt el BTG bub Bllrl Rlsds YPkd

n_nodu en _uses said n - to
decrypt the dZER%3KY deﬁés'rTE?faétﬁaT?uaefe Ven e(l’j\a}si BB an?ﬁeggcggtg%\%gfd@
embodi ment, sciRepraited Rl e jeeRigt ¥Y°% n Fi gure 2, the stream containing
the 15 encrypted data, the control nessages and thgblautdmgrtia%%giusgg nmessages
i s received by Tt Frrsdhe mdriyeh iteogield &b PRIEER Lt e as . ar e
processed as prEany tslgddiop. Iafhel cashuhegpdieerdaig raseptiongtodulg ¥ is iptpaid G PSR pl ai nt ext
to the recepti en itdesifige: to Biapose & yietmanagerhdntrogsiule ieto have desetsitorr et & Hiecoder
that is easilywhy ancpathiabl @eabd ctnfrated. Camedvere isgett thamagegymenedessies g on. | n
the case wher e fh&, Qitorkaficd GREdeS thalBél blieRontlitbmi the dabil dH@sicht Bflreiiidieaset he

television Zocr?)%é dfferlecs to the uésep%n]:i #ag"lh éltthetuge o‘%oﬁcﬁt%%ac@éss Ly!@t@mim-nage”ent nodul e 15
t O_ have access to an event. nthis way, t he constraints for users are
elim ”f'"t ed.‘ F“%MleJoHBﬁv?or staneedefc%éd_ iT-. h@t mﬁ%%%%@he Qrﬂnlaﬁéﬁﬁtt_e@-ﬁcﬂlargé-lﬁled for
.aUt hori zatign Haesso?i %§ul t‘kg' Eomalljr%cag Infbtfatggeg Egseft\xog%dslagxilpp?etfeaabglbg gelc!ﬁ‘écpﬂar centre
i ncreases the "CROTEEYSt ere;T 'S 1 he user an aci Ll tat es t he use. of
conditional ac &éstgefes@y%?'f&ﬁgt pairing procedures usually adapted to the pair formed by the ‘security unit
and the decoder. In th-is case, these procedures are applied between the reception module and
the management module. An example of this type of pairing is described in application WO

02/052515.

30 In order to guarantee that the control-words are not disseminated towards other reception and
decryption modules, and in a diagram with two levels, that is to say when the control message is
of the personal type, the management centre can demand an encryption key pertaining to the
decryption module. This key is directly encoded in the decryption module and is unique for each

module.

35 In the case where the control messages ECM containing the control-words cw are sent through

the management centre or in the similar case where an event is encrypted by means of one single



Since control -wrds are decrypted in the managenent nodule and transmtted
towards the 25 reception nodule, the communi cation between these two

nodul es will preferably be secured. For this, there are different pairing
procedures usually adapted to the pair forned by the security unit and the
decoder. In this case, these procedures are applied bet weeg(irtletér ?ﬁﬁ tion
nodul e and the nanagenent nodul e. An exanple of this type of° DAl g i's
described in application WO 02/052515. 30 In order to guarantee that the
control -words are not disseninated towargds other reception and decryption
nodul es, and in a diagramwith two |evels, that is to say when the control
message is of the personal type, the managenent centre can demand an
encryption key kqyericiaisrserido the sedudy mefisie rby §taopeefent aine. RhPaageayntice i rect | y
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case where thenc@R! ieh AEsRAFES pEGMnG aatRd MilcB@nntufieaties Ndystah -bapeasthew ar e

sent through anr%gmﬁa:%ggﬂtthe(\s_@&htf Rodle td tRe deRRity Solllid G the MaRGerth@kBuAN event
I's encrypt eq b¥ an% ttg?sf mgsgae eSvJqu tgcegteg?} Qba(?sqfiﬁggeglﬁity rgodlflg,%hé/\@'}n@dﬂ wbrd sent to

the security mogul e by a management Centre | S _nenagenent centre

applies, on a §inehw ﬁ‘Fl”'&‘lsab\'ﬁg‘?’8’,‘°th5rr1de‘"é¥?ﬂ°r”§/ﬂﬁf$eoarsl 'tbegra"%%ﬁrr‘ﬁedjb %etu he" uni que
key of the deckggtihivRcdippdul e, then an encryption pertaining to the

t el ecommuni cati ons system between the nanagenent centre and the security
modul e to the 4edng foyorrotmipdmedy tepranneeiih §ETRER t N BARIE e s PHR AT BF e, i f

t hi s nessage werwgémentepme it ®ebciygd reinf t|paintfcpragctiane & dfr thersforererititiate e cont r ol
word obt ai ived cavatahdd ihrelatiam wSi@ihaed an edenis tifieed Watwr diffosianeantrrpid fuactiarsis | t

remai ns encr ypt.edoikd Bemanad GHIR: mAke¥mEf mddak & re¥paibts &. quAemar di ng t o one
enbodi ment, the connection between the managenent nodul e and the

managenment Ccenin e afplictich S6& aghs RIBLLE tolverdbe BdcodeOira @@t images ofidinating frbhier ef or e
possible to transildnes dfdh SOONRE GSiakiladk @hPthd Qe tnk MBe biGRSma@nRoeN eNt S

d! ffused by thgandlay Tn{é§tt9gfy 5’1@ri]\trgaq’\time-,rnﬂéev;rlﬁg&telisoﬂjels§curit§'§ﬁ@z§lns mlem_fﬁomnds
via the man gerrer? noaul € or responses to questions. |.N; ONE.ARRI eation,
the images di f ESEFTBREFHSC PREGRLCTeT" AT real i mages. ori g natlng from
casi no ganes sBho'zeriFagRly &ereasingrs ke dy e ARRAILTRY AT DRIE T 8%9'?"1‘1? type of
managenent nodigerdity otthmcaplensf the maeageresnt rpashis oraahtie Vet lpashihat thisigamieniiev @ er he/ she
i S. The securi trye nisBspasent dspteaimeatesectretion thik Sartiehend camainicates ted infamatiests the o

br oadcast ed datanean al so be used for this type of application. In this
type of application, the casino is |inked to the managenent centre in order
to determinmg the identity of the carrier of the managenent nodul e or at
the very least that this carrier is solvent. The nanagenent centre

all ocates a credit to this carrier and conmuni cates this information to the
casino. 20 9 Cctober 2006



10 CLAIM5 1. Conditional access data decryption system this system
conprising: a diffusion centre (10) arranged to diffuse data encrypted by
at feast one control word (cw), at |east one nanagenent centre (11)
arranged to diffuse personal nmessages (ECM EMV) related to the nanagenent
of access neans to encrypted data, an operating device (lg)Oct(glgq,%ﬁgl to
render usable said encrypted data, and a decoder (13) arrange b ecrypt
at | east one part of the encrypted data, placed between the diffusion
centre (10) and the operating device (12), characterized in that the
decoder (13) conprises a nodule (14) for the reception and decryption of
encrypted- data and a nodul e (15) for the managenent of access rights to
this data, these nodul es being physi c&AMP different, the reception nodul e
(14) being connected to the operating device (12) and the managenent

nodul e (15) being arranged to communicate with the reception nodule, the
management nDduIe (15) includes a security nodule (16) conprising a unique
i dentification nur’rt?é’r’l "'?rlﬂﬁceéﬁ”f’dtadécffa“°afyft6%"P‘Fg”’%%’b‘i??‘?rﬁ'@g t he connection

bet ween sai d nanageffieyn cewnt(0bar@gpy togidsetdaie ea@eisy P 3 lagei @Ud @ tol®¥d this
security nodul e bei(cmg; arranged to verify the content of the personal
messages (ECM EMMat 8R4 odeOnadbdePWht Géntre PN EMNRRed t@ruekeparspitl meddaded (Echne

control -word(s) ( cwm?r@.g@mh@gaéagenmafaeezggtneaaas tpénc&m spgrsonal  nmessages,
and in that the recep Qt ed data

originating from't K& peﬁt'”lgfevcegﬁ?'"é d)'° 'er(“’lrdj‘%'esa'dtencr\‘pggg?“ycorrrrunl cation line,

TS
and the managenent 2rfisepde e’y puanoedy téé’@?V\?’e@ 'PHep st enfeddlalfBsPiECM  EMV)
t hrough t he nanagerremen the difusien delte)(10ygnd thg opeting@enite €l8kmuni cation | ine and
wher ei n t he nacagewsd inixdul e conpri ses data pertaining to the nanagenent
centres with whi¢h eheser BYhSSes ARl d) & thd @eptidd FOMRMIbLALRpds Dat a
decryption syst em %&Q%Q'n%&net(?s) ?o'r cﬂé mn%gem%h%( a%é‘efsserfgh@f%%.s' a3 mbhs

conmuni cati on \Q/en enent m)dul e

( 15) is a COITITUI’]I ca? gop ysB:ally d%ererP the r]eceaign mofuleé:llﬁ) Barig corc\rec}:?ed tg‘ﬁue ﬁratm
according to clai miavice Qﬁ)a?“&@tag}a?aﬂ“é‘i‘f”‘l PPAt'H P bF'H%a’faPQjﬁf°§°m'ﬁ‘ﬁ'ﬁaa‘§€‘fFé rmdul e
(15) is a nobile teceppranedlle. 4. Data decryption system according to claim 3,
characteri zed i net matmanivemse euduiet (y5) ndtdds @ sefliy) mddne k1ad empiisthg rat infaiec at i on
functi ons necessar edtifatioh GLBiRNQNY add 6htAbilohiRASdurRg Bre ShREAGELBFBRAsaidEr t al Ni Ng

to a rranagerrent Ce%rﬁa@en(egnléentret “'I)San@-rtr%ase&gmdd§é r]1g) ttrrkeseélﬁlg/%édtjly bgﬁgr aneters

for arranged to verify the content of the personal messages (ECM, EMM) and to allow or

prevent the decryption of the control-word(s) (cw) according to the content of the personal
messages,

¢ and in that the reception module (14) receives the encrypted data originating from the
diffusion centre (10) via a first communication line, and the management module (15)
receives the personal messages (ECM, EMM) through the management centre (11) via a
second communication line

+ and wherein the management module comprises data pertaining to the management

centres with which these modules are authorized to communicate.

2. Data decryption system according to claim 1, characterized in that the communication
between the reception module (14) and the management module (15) is a communication by

means of waves.

3. Data decryption system according to claim 1, characterized in that the rights

management module (15) is a mobile telephone.

4. Data decryption system according to claim 3, characterized in that the security module
(16) includes identification functions necessary for telephony and at least one storage area
pertaining to a management centre (11), this area comprising the security parameters for

reception of the authorization messages (EMM) of said management centre.



reception of the authorization nessages (EMV) of said managenent centre. 9
Cctober 2006 11 5. Systemaccording to clainms 1 to 4, characterized in
that the diffusion centre (10) is arranged to diffuse control nessages
(ECM) conprising the control-word(s) (cw), and in that the personal
nmessages broadcasted by the managenent centre (11) correspgqsictgger?b%

aut hori zation nessage (EMM). 6. Systemaccording to clains 1

characterized in that the managenent centre (11) is arranged to diffuse
personal nessages conprising the controlyword(s) (cw), the security nodul e
(16) of the managenent nodul e (15) having neans to determne if this
nmessage is intended for said security nodule and neans to transmt this
control word (&w) tSstehecedgdperivh! ot Ghasactetized in that kg difusiay sRELFYithg to

cl ai m 6, char aetrasged zetiifusercottilatestabre (FQM eqiriisig tharehtrdeedpew)end imtdthe  (14)

i ncludes a uni gaendl@edsyes bredacasieybyaphan&@ménOcehtta 110 edespodd tnatT althéreawdn t hi s key
serving to encryflee @Mig. control -words at the managenent centre (11) before
their transm ssion towards the nanagenent nodule (15). 8. Data decryption
system accordi Bg t@y&énﬁdcé&djng tol dals U 6 4) harbtetiR@ i thdt WO mBRBAGRTEHE (163)6#_’1'[ res
(11) char act el:arlra%geg td J}fuge%kontalhﬁeséagé;légrﬁp;nyngmnlmgl v(on@) (C\Q)f the; Qﬁunm ng modul e

Erég)salgggl l('l(ém (1%) o? He mar%/ Pe[r)nentfmn-gtlee(qﬁh?v]tn mean to dete%'gl% lf%rl: n%ssa%tbigm% ?%g i ZS.'[ i ([))Er;_t a

decryption sysfaédrﬁe%.’ﬁtw?dd'ieﬁ'ﬁ’ "198“56‘1t?i‘sr‘i’ﬁthfc?"5°'8’°rdf°ﬁbt°ﬁf'Ie?eﬁ%?f‘S’ﬂd”c?@n re (10)

bei ng arranged to transm ¢ descrl tive information of ncr ted dat a,
characterized in t REETHOLALE™ & SRS I"ﬁ'r&ﬂnggfec%m" °p ecré"scﬁ'rm or the
establ i shment 6f '@H?ﬁ%ﬁﬁ?'@aﬁ?caﬁmwetyﬁppt' é0 PRGeafbYPEt{E) "E%'ﬁY teging Tf)‘cr%phat is
responsi bl e f othe tdrolangtdh gt iteamanegemerft detties(1tialtefere Hieid rgnsmissoarigwvArdstteed t o t he
managenent nodubegdmbiimoddelies).] att er being arranged to establish

comuni cation with the nmanagenent centre (11) in question to obtain the
aut hori zati on sessage décizpbh systdid acchisiteeto carme n yiptuicret Byt twe memg@@ntdentrgs t 0 one of
the previous cli@) BReracehdt & thal h edduriynmddaatie) bhige haaemt hane andindeer ypt i on

nmodul e ( 14) ' Ssécnﬂﬁye;graﬂtet@ng fdr rMeorecte Bn QP&E g&tﬂoﬂﬂt:dé&ﬁ@s@@es((&-@&l) orlal;latlnd:p&a
decryption system accord p%ntr 0q¢l @ m1, characterized in that the reception
4

and decryption no ﬂnaegeTT Iudes st andardi zed comuni cati on neans with

the management ”D%L%e&y%@n §fent DALaiy & REERLA BN, @Jaddfggowaémel(wy biRdul e (14)

gggr ;/BE ?L?{Ctsy\ém?#aﬁqegtog Snsa\?descr%tlve |fnformat|o]9 af%}gla encr. Iptegrpaga charartguzet) in thaﬁthl E)? ta

Yacterized in

that the nmanaf@REhdisit P@es(si%f” fhﬁ(?FtﬂP('j%‘@e’Prﬁ%ﬁfg‘"‘t"Bcag’gt"”é{'bfhf JR"GePEL chi ng key
with the receptaren(Inttriid eesrensible, fort the guttiedsptidedf iy e ardie rarspitehertyspt and
decrypt at | eastnagdmentoamatie @15), vior @ )beif wyangddr tarestalight enthmumicatidn ewithretieagenent
nmodul e (15) t OMvadagbmedtB&itrd @0 @ldstUR tdBBEiH the athbdzation message (EMM).

10. Data decryption system according to one of the previous claims, characterized in that

the reception and decryption module (14) is integrated into the operating device (12).

11. Data decryption system according to claim 1, characterized in that the reception and
decryption module (14) includes standardized communication means with the management
module (15) so that a reception and decryption module (14) can interact with a plurality of

management modules (15).

12. Data decryption system according to one of the previous claims, characterized in that
the management module (15) includes means to establish a matching key with the reception
module (14), this key being intended to encrypt and decrypt at least the control-word(s) (cw)

transmitted to the management module (15) towards the reception module (14).



