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TECHNIQUES FOR OPTIMIZING COMMUNICATION PROTOCOLS
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This international application claims priority to U.S. Provisional Patent
Application No. 62/717,477, filed on August 10, 2018 and U.S. Provisional Patent
Application No. 62/641,712, filed on March 12, 2018, the disclosures of which are herein

incorporated by reference in their entirety for all purposes.

BACKGROUND
[0002] Remote computers may communicate with portable devices via an
intermediary computer. There are many rounds of communications between the remote
computer and the portable device. For networks that have high latency (e.g., greater
than 200 ms) such as 2G mobile communication networks (GSM, GPRS, EDGE,
CDMAZ2000) or dial up modems, many communication round trips will cause large time

delays.

[0003] Embodiments of the invention address these and other problems individually
and collectively.

BRIEF SUMMARY
[0004] One embodiment of the invention is directed to a method comprising:
receiving, by a processor in a thin client from a remote computer, a first transaction
message; transmitting, by the thin client to a portable device, a second transaction
message; receiving, by the thin client from the portable device, a third transaction
message; identifying, by a rules engine executing on the thin client, an action based at
least in part on receipt of the third transaction message; transmitting, by the thin client, a
fourth transaction message to the portable device without communicating with the
remote computer, the fourth transaction message being transmitted in accordance with
the action identified; receiving, by the thin client, a fifth transaction message from the
portable device; and transmitting, by the thin client, the fifth transaction message to the

remote computer.

[0005] Another embodiment of the invention is directed to a thin client programmed
to perform the above-noted method.
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[0006] Further details regarding embodiments of the invention can be found in the

Detailed Description and the Figures.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 shows a block diagram of a system and method for performing a

transaction in accordance with at least one embodiment.

[0008] FIG. 2 shows an optimized method for performing a transaction utilizing a

rules engine, in accordance with at least one embodiment.

[0009] FIG. 3 shows another method for performing a transaction utilizing a rules

engine, in accordance with at least on embodiment.

[0010] FIG. 4 illustrates a protocol for performing a transaction utilizing a rules

engine, in accordance with at least on embodiment.

[0011] FIG. 5 shows yet another protocol for performing a transaction, in accordance

with at least on embodiment.

[0012] FIG. 6 illustrates a block diagram of a remote computer, in accordance with at

least one embodiment.

[0013] FIG. 7 illustrates a block diagram of a thin client, in accordance with at least

one embodiment.

[0014] FIG. 8 shows a flowchart of a method for performing a transaction according

to some embodiments.
[0015] FIG. 9 shows a block diagram illustrating a transaction processing system.

[0016] FIG. 10 shows a block diagram illustrating a building access system.

DETAILED DESCRIPTION
[0017] Prior to discussing embodiments of the invention, some terms can be

described in further detail.

[0018] A "portable device" may comprise any suitable device that may be carried by
a user. Examples of portable devices may include mobile communication devices (e.g.,
mobile phones), payment devices (e.g., credit cards, debit cards, etc.), user access

devices such as access badges, etc. A portable device can store sensitive information
2
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such as payment credentials (e.g., primary account numbers, tokens, expiration dates,

etc.), and access credentials.

[0019] A "payment device" may include any suitable device that may be used to
conduct a financial transaction, such as to provide payment credentials to a merchant.
Suitable payment devices can be hand-held and compact so that they can fit into a
user's wallet and/or pocket (e.g., pocket-sized). Example payment devices may include
smart cards, keychain devices (such as the Speedpass™ commercially available from
Exxon-Mobil Corp.), etc. Other examples of payment devices include payment cards,
smart media, transponders, and the like. If the payment device is in the form of a debit,
credit, or smartcard, the payment device may also optionally have features such as

magnetic stripes. Such devices can operate in either a contact or contactless mode.

[0020] A "mobile communication device" may be an example of a "communication
device" that can be easily transported. Examples of remote communication capabilities
include using a mobile phone (wireless) network, wireless data network (e.g. 3G, 4G or
similar networks), Wi-Fi, Wi-Max, or any other communication medium that may provide
access to a network such as the Internet or a private network. Examples of mobile
communication devices include mobile phones (e.g. cellular phones), PDAs, tablet
computers, net books, laptop computers, personal music players, hand-held specialized
readers, etc. Further examples of mobile communication devices include wearable
devices, such as smart watches, fithess bands, ankle bracelets, rings, earrings, etc., as
well as automobiles with remote communication capabilities. In some embodiments, a
mobile communication device can function as a payment device (e.g., a mobile
communication device can store and be able to transmit payment credentials for a
transaction). Mobile communication devices may also include vehicles such as cars that
have remote communication capabilities.

[0021] A '"credential" may be any suitable information that serves as reliable
evidence of worth, ownership, identity, or authority. A credential may be a string of
numbers, letters, or any other suitable characters, as well as any object or document
that can serve as confirmation.

[0022] "Payment credentials" may include any suitable information associated with
an account (e.g. a payment account and/or payment device associated with the
account). Such information may be directly related to the account or may be derived

from information related to the account. Examples of account information may include a
3
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PAN (primary account number or "account number"), user name, expiration date, and
verification values such as CVV, dCW, CW2, dCW2, and CVC3 values.

[0023] A "token" may be a substitute value for a credential. A token may be a string
of numbers, letters, or any other suitable characters. Examples of tokens include
payment tokens, access tokens, personal identification tokens, etc.

[0024] A "payment token" may include an identifier for a payment account that is a
substitute for an account identifier, such as a primary account number (PAN). For
example, a payment token may include a series of alphanumeric characters that may be
used as a substitute for an original account identifier. For example, a token "4900 0000
0000 0001" may be used in place of a PAN "4147 0900 0000 1234." In some
embodiments, a payment token may be "format preserving" and may have a numeric
format that conforms to the account identifiers used in existing transaction processing
networks (e.g., ISO 8583 financial transaction message format). In some embodiments,
a payment token may be used in place of a PAN to initiate, authorize, settle or resolve a
payment transaction or represent the original credential in other systems where the
original credential would typically be provided. In some embodiments, a payment token
may be generated such that the recovery of the original PAN or other account identifier
from the token value may not be computationally derived. Further, in some
embodiments, the token format may be configured to allow the entity receiving the token
to identify it as a token and recognize the entity that issued the token.

[0025] A '"user" may include an individual. In some embodiments, a user may be
associated with one or more personal accounts and/or mobile devices. The user may

also be referred to as a cardholder, account holder, or consumer in some embodiments.

[0026] A "resource provider' may be an entity that can provide a resource such as
goods, services, information, and/or locations. Examples of resource providers includes
merchants, data providers, transit agencies, governmental entities, venue and dwelling
operators, etc.

[0027] A "merchant" may typically be an entity that engages in transactions and can

sell goods or services, or provide access to goods or services.

[0028] An "acquirer" may typically be a business entity (e.g., a commercial bank) that
has a business relationship with a particular merchant or other entity. Some entities can
perform both issuer and acquirer functions. Some embodiments may encompass such

4



WO 2019/177990 PCT/US2019/021652

single entity issuer-acquirers. An acquirer may operate an acquirer computer, which can

also be generically referred to as a "transport computer".

[0029] An "authorizing entity" may be an entity that authorizes a request. Examples
of an authorizing entity may be an issuer, a governmental agency, a document
repository, an access administrator, etc. An authorizing entity may operate an

authorization computer.

[0030] An "issuer" may typically refer to a business entity (e.g., a bank) that
maintains an account for a user. An issuer may also issue payment credentials stored
on a portable device, such as a cellular telephone, smart card, tablet, or laptop to the

consumer.

[0031] An "access device" may be any suitable device that provides access to a
remote system. An access device may also be used for communicating with a merchant
computer, a transaction processing computer, an authentication computer, or any other
suitable system. An access device may generally be located in any suitable location,
such as at the location of a merchant. An access device may be in any suitable form.
Some examples of access devices include point of sale devices (e.g., POS terminals),
cellular phones, PDAs, personal computers (PCs), tablet PCs, hand-held specialized
readers, set-top boxes, electronic cash registers (ECRs), automated teller machines
(ATMs), virtual cash registers (VCRSs), kiosks, security systems, access systems, and
the like. An access device may use any suitable contact or contactless mode of
operation to send or receive data from, or associated with, a mobile communication or
payment device. In some embodiments, where an access device may comprise a POS
terminal, any suitable POS terminal may be used and may include a reader, a
processor, and a computer-readable medium. A reader may include any suitable
contact or contactless mode of operation. For example, exemplary card readers can
include radio frequency (RF) antennas, optical scanners, bar code readers, or magnetic
stripe readers to interact with a payment device and/or mobile device. In some
embodiments, a cellular phone, tablet, or other dedicated wireless device used as a
POS terminal may be referred to as a mobile point of sale or an "'mPOS" terminal.

[0032] A “remote computer” may include a device that is remote with respect to an
access device (or thin client). In some embodiments, a remote computer may be a
server computer configured to perform Point-of-Sale (POS) terminal functionality
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(EMV® technology) for transactions (e.g., payment transactions). A remote computer

may also be referred to as a software defined point of sale (POS) and/or a “cloud POS”.

[0033] A “thin client” may refer to a type of access device. The thin client may be
configured to perform limited functionality to facilitate transactions between a portable
device and a remote computer. A thin client may interface with a variety of
devices/components such as a user interface (e.g., a display, a card reader, etc.), a
portable device, and/or a verification entry device (e.g., a pin pad, a biometric reader,
etc.). In some embodiments, the thin client maintains the processing flow context and
coordinates the processing flow between the remote computer (e.g., the cloud POS)
and the local interfaces such as user interface(s), the portable device, and/or the
verification entry device(s). In some embodiments, the thin client may be capable of
communicating using different communication protocols. When receiving, from a
portable device, communications under a communication protocol that is incompatible
with a remote computer, the thin client may convert the received communications to be
compatible with the remote computer and forward the converted communications.
Likewise, when receiving communications from the remote computer, the thin client may
convert the communications to a communication protocol that is incompatible with the
remote computer (e.g., a communications protocol associated with the portable device)
before forwarding the converted communication to the portable device. Generally, a thin
client may perform any suitable operations for facilitating data communications between
a portable device and a remote computer.

[0034] A “rules engine” may be a module that is configured to interpret and
implement a set of rules. In some embodiments, a thin client may execute a rules
engine. The rules engine may process chaining messages/events from/to the remote
computer and/or the portable device. In some embodiments, the rules engine may make
limited local decisions based on rules provided by the remote computer or any other
suitable device. One or more sets of rules (e.g., rules defined in a markup language
such as XML and/or JSON, one or more executable scripts, etc.) may be transmitted
from the remote computer to the thin client and stored for later use by the rules engine.
Through this transmission, the thin client may be configured to implement the one or
more sets of rules utilizing the rules engine. In some embodiments, the rules engine
may be configured to enforce one or more rules by executing one or more scripts.
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[0035] An "authorization request message" may be an electronic message that
requests authorization for a transaction. In some embodiments, it is sent to a
transaction processing computer and/or an issuer of a payment card to request
authorization for a transaction. An authorization request message according to some
embodiments may comply with ISO 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by a user
using a payment device or payment account. The authorization request message may
include an issuer account identifier that may be associated with a payment device or
payment account. An authorization request message may also comprise additional data
elements corresponding to "identification information" including, by way of example
only: a service code, a CW (card verification value), a dCW (dynamic card verification
value), a PAN (primary account number or "account number"), a payment token, a user
name, an expiration date, etc. An authorization request message may also comprise
"transaction information," such as any information associated with a current transaction,
such as the transaction amount, merchant identifier, merchant location, acquirer bank
identification number (BIN), card acceptor ID, information identifying items being
purchased, etc., as well as any other information that may be utilized in determining
whether to identify and/or authorize a transaction.

[0036] An "authorization response message" may be a message that responds to an
authorization request. In some cases, it may be an electronic message reply to an
authorization request message generated by an issuing financial institution or a
transaction processing computer. The authorization response message may include, by
way of example only, one or more of the following status indicators: Approval --
transaction was approved; Decline -- transaction was not approved; or Call Center --
response pending more information, merchant must call the toll-free authorization
phone number. The authorization response message may also include an authorization
code, which may be a code that a credit card issuing bank returns in response to an
authorization request message in an electronic message (either directly or through the
transaction processing computer) to the merchant's access device (e.g. PA equipment)
that indicates approval of the transaction. The code may serve as proof of authorization.

[0037] A “server computer’ may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a

minicomputer cluster, or a group of servers functioning as a unit. In one example, the
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server computer may be a database server coupled to a Web server. The server
computer may be coupled to a database and may include any hardware, software, other
logic, or combination of the preceding for servicing the requests from one or more client
computers. The server computer may comprise one or more computational apparatuses
and may use any of a variety of computing structures, arrangements, and compilations
for servicing the requests from one or more client computers.

[0038] A “processor’” may refer to any suitable data computation device or devices. A
processor may comprise one or more microprocessors working together to accomplish
a desired function. The processor may include a CPU comprising at least one high-
speed data processor adequate to execute program components for executing user
and/or system-generated requests. The CPU may be a microprocessor such as AMD's
Athlon, Duron and/or Opteron; IBM and/or Motorola's PowerPC; IBM's and Sony's Cell
processor; Intel's Celeron, ltanium, Pentium, Xeon, and/or XScale; and/or the like
processor(s).

[0039] A “memory” may be any suitable device or devices that can store electronic
data. A suitable memory may comprise a non-transitory computer readable medium that
stores instructions that can be executed by a processor to implement a desired method.
Examples of memories may comprise one or more memory chips, disk drives, etc. Such
memories may operate using any suitable electrical, optical, and/or magnetic mode of
operation.

[0040] Embodiments discussed herein are directed to optimizing the functionality of
the thin client utilizing a rules engine. In some embodiments, the thin client executes a
rules engine with which a transaction processing flow can be simplified. The rules
engine may be configured with a set of rules which define one or more actions to be
performed in response to a given stimulus. By way of example a rule may define an
action (e.g., transmit one or more particular messages to a particular device, execute
one or more scripts, etc.) is to be performed based on a stimulus such as receiving a
particular type of message, receiving a particular type of message having a particular
data field of a particular value, or the like. Although examples herein utilize a single
rules engine, it should be appreciated that multiple rules engines may be utilized where
each rules engine is configured to address specific portions of the transaction
processing flow. Utilizing the features of the rules engine discussed herein may result in
fewer message exchanges between the remote computer, thin client, and/or the
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portable device, thus the processing flow may be simplified and the processing burden

of performing the transaction reduced.

[0041] FIG. 1 shows a system 100 and method for performing a transaction, in
accordance with at least one embodiment. System 100 may comprise a number of
components according to an embodiment of the invention. The system 100 comprises a
remote computer 102, a thin client 104, and a portable device 106. The portable device
106 and the thin client 104 may be in local communication (e.g., via a local area
network, via near-field communication, via Bluetooth®, via direct contact, etc.). The thin
client 104 and the remote computer 102 may be in remote communication (e.g., via the
Internet). FIG 1 illustrates an example in which data may be exchanged between a
remote computer 102 performing software defined point of sale functionality (e.g., in the
cloud, a “cloud POS”) and a portable device 106 (e.g., a second generation EMV card).
The method illustrated in FIG. 1 may correspond to a protocol that does not implement
the rules engine described herein.

[0042] For simplicity of illustration, a certain number of components are shown in
FIG. 1. Itis understood, however, that embodiments of the invention may include more
than one of each component.

[0043] The portable device 106 may be operated by a user. The portable device 106
may be of a second portable device type. For example, the portable device 106 of the
second portable device type may be a second generation EMV card. Whereas, a
portable device of a first portable device type may be a first generation EMV card.

[0044] The thin client 104 may exchange communications with the portable device
106. In some embodiments, the thin client 104 may enable the portable device 106 to
exchange data (e.g., transaction information, terminal data, etc.) with the remote
computer 102 during a transaction. In some embodiments, the thin client 104 may
forward data received from the portable device 106 to the remote computer 102 and
vice versa. In some embodiments, the thin client 104 may be an access device
operated by a merchant. In some embodiments, the thin client 104 may be configured to
convert data corresponding to a first communications protocol (e.g., EMV 1.0 protocol)
to data corresponding to a second communications protocol (e.g., EMV 2.0 protocol)
and vice versa. It should be appreciated that the use of “first” and “second,” as used
herein, is utilized to denote a difference and not necessarily an order.
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[0045] The remote computer 102 may be configured to communicate with the thin
client 104. In some embodiments, the remote computer 102 may provide a payment
acceptance service in a cloud computing environment. For example, the remote
computer 102 may be a server computer configured to perform Point-of-Sale (POS)
terminal functionality (EMV® technology) for transactions (e.g., payment transactions).
A remote computer may also be referred to as a software defined point of sale (POS)
and/or a “cloud POS”.

[0046] The steps discussed below in connection with FIG. 1, may be directed to a
transaction between the components of FIG. 1. In the example depicted, both the
remote computer 102 and the portable device 106 may be configured to communicate
utilizing the EMV 2.0 protocaol.

[0047] Before step S108, the portable device 106 may initiate a transaction with the
remote computer 102. By way of example, the portable device 106 may be a debit
and/or credit card that is swiped and/or tapped at a reader of the thin client 104. As
another example, the transaction may be initiated by the thin client 104 itself or by
another device operated by or on behalf of a merchant. In some embodiments, the thin
client 104 may notify the remote computer 102 that a transaction has been initiated. At
step S108, the remote computer 102 may transmit a communication (e.g., as a first
transaction message) to the thin client 104 to start the selection of an application with
which to perform the transaction.

[0048] At step S110, the thin client 104 may forward the communication received in
step S108 to the portable device 106 as a “select NGSE” request (e.g., as a second
transaction message). NGSE may stand for “next generation systems environment, and
may correspond to an environment that operates using a second portable device type.
This can be contrasted with a legacy card operating environment, which may
correspond to an operating environment for a first portable device type. In some
embodiments, the select NGSE request may request the portable device 106 to provide
information regarding the portable device type to the thin client.

[0049] At step S112, the thin client 104 may receive a communication (e.g., as a
third transaction message) confirming that the portable device 106 is of a second

portable device type. At step S114, the thin client 104 may forward the confirmation
(e.g., as a fourth transaction message) that the portable device 106 is of the second

portable device type to the remote computer 102.
10
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[0050] At step S116, after receiving the confirmation that the portable device 106 is
of the second portable device type, the remote computer 102 may transmit transaction
and POS data (e.g., in a fifth transaction message) to the thin client 104.

[0051] At step S118, after receiving the transaction and POS data, the thin client 104
may wrap the transaction and POS data using a wrapper. The thin client 104 may then
transmit the wrapped transaction and POS data to the portable device 106 (e.g., in a

sixth transaction message).

[0052] At step S120, the thin client 104 may receive a candidate list from the
portable device 106 (e.g., in a seventh transaction message). In some embodiments,
the portable device 106 may provide the candidate list to the thin client 104 in response

to receiving the wrapped transaction and POS data.

[0053] At step S122, after receiving the candidate list, the thin client 104 may
transmit the candidate list to the remote computer 102 (e.g., in an eighth transaction

message).

[0054] At step S124, the remote computer 102 may transmit (e.g., in a ninth
transaction message) a request to open a final application. At step S$126, the thin client
104, may transmit (e.g., in a tenth transaction message) to the portable device 106, a

request to select the final application.

[0055] At step S128, the portable device 106 may transmit (e.g., in an eleventh
transaction message) a final application selection. At step S 130, the thin client 104,
may transmit to the remote computer 102 (e.g., in a twelfth transaction message) an

indication that the selected final application was opened.

[0056] Additional steps S132 to S146 are shown in FIG. 1. Further details regarding
these steps can be found in U.S. Patent Application No. 15/631,716, filed on June 23,
2017, which is herein incorporated by reference in its entirety for all purposes. A copy of
this application is attached as an Appendix to this application. These steps are directed
to a number of data exchanges between the remote computer 102 and the portable
device 106 that are assisted by the thin client 104. To conduct a transaction, the remote
computer 102 and the portable device 106 may seek to obtain transaction information
from each other. For example, the portable device 106 may seek to obtain POS data
such as what sort of card verification methods are supported by the remote computer
102. The remote computer may seek to obtain portable device data (e.g., the primary
11
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account number (PAN), expiration date, country code, and other account information)

associated with portable device 106.

[0057] It should be appreciated that because EMV 2.0 is a data driven
communication protocol, different combinations of portable device data or POS data can
be requested or provided in a single communication. In particular, a single
communication may both request data and provide data in response to an earlier
request. For example, a communication from the remote computer 102 to the portable
device 106 (via the thin client 104) may both include a request for portable device data
as well as POS data that is responsive to a POS data request made by the portable
device 106. This ability to mix and match data and data requests in a single
communication may reduce the total number of communications exchanged, which may
increase the speed and reduce the complexity of processing the transaction. It should
be noted that steps S132-S146 may be repeated a number of times depending on the
transaction information that needs to be exchanged.

[0058] At step S132, the thin client 104 may receive, from the remote computer 102,
a communication (e.g., a thirteenth transaction message) that requests portable device
data (e.g., transaction data such as amount, payment account number, expiration date,
etc.) from the portable device 106. As depicted, the request may not include POS data.
However, in alternate embodiments, the request may additionally include POS data. In
some embodiments, the remote computer 102 provides to the thin client 104 all of the

POS data that is available at that stage. In some embodiments, the remote computer

102 may wrap the portable data request in a list of data objects (e.g., indicated using a

device data identifier list (DDIL)) requested from the portable device 1086.

[0059] At step S134, the thin client 104 may forward (e.g., in a fourteenth transaction
message) the portable device data request (and in some cases the POS data) to the
portable device 106. In some embodiments, the thin client 104 may wrap the portable
data request in a list of data objects (e.g., indicated using a device data identifier list
(DDIL)) requested from the portable device 106.

[0060] At step S136, the thin client 104 may receive another communication (e.g., a
fifteenth transaction message) from the portable device 106 that contains the portable
device data requested in the previous step. In some embodiments, the portable device
106 may provide only the set of portable device data that were requested in the

previous step. In other embodiments, the portable device 106 may provide all portable
12



WO 2019/177990 PCT/US2019/021652

device data available at that time. In some embodiments, this communication may
further request for POS data. In some embodiments, the portable device 106 may wrap
the POS data request in a list of data objects (e.g., indicated using a POS data

identifiers list (PDIL)) requested from the remote computer 304.

[0061] At step S138, the thin client 104 may transmit a communication (e.g., a
sixteenth transaction message) to the remote computer 102 that contains the device
data requested and the request for POS data.

[0062] At step S140, the thin client 104 may receive, from the remote computer 102,
a communication (e.g., a seventeenth transaction message) that provides the POS data
requested in the previous step. In some embodiments, the communication may further
include an additional request for portable device data. In some embodiments, the
remote computer 102 may wrap this portable data request in a list of data objects (e.qg.,
indicated using a device data identifier list (DDIL)) requested from the portable device
1086.

[0063] At step S142, the thin client 104 may forward (e.g., in a eighteenth transaction
message) the POS data (and in some cases the portable device data request) to the
portable device 106. In some embodiments, the thin client 104 may wrap the portable
data request in a list of data objects (e.g., indicated using a device data identifier list
(DDIL)) requested from the portable device 106.

[0064] At step S144, the thin client 104 may receive another communication (e.g., a
nineteenth transaction message) from the portable device 106 that contains the portable
device data requested in the previous step. In some embodiments, the portable device
106 may provide only the set of portable device data that was requested in the previous
step. In other embodiments, the portable device 106 may provide all portable device
data available at that time.

[0065] At step S146, the thin client 104 may transmit a communication (e.g., a
twentieth transaction message) to the remote computer 102 that contains the portable
device data requested.

[0066] FIG. 2 shows an optimized method 200 for performing a transaction in
accordance with at least one embodiments. The method 200 is intended to illustrate a
data exchange between the remote computer 102 and the portable device 106 of FIG. 1
utilizing a rules engine operating on the thin client 104. By comparison, utilizing the

13
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rules engine in the manner described in FIG. 2 may reduce the number of interactions
between remote computer 102 and the thin client 104. By way of example, rather than
interacting ten times as described in FIG. 1, the remote computer 102 and thin client
104 may only interact four times based at least in part on the utilization of the rules
engine as discussed herein. Although the steps are illustrated in a specific order, it is
understood that embodiments of the invention may include methods that have the steps
in different orders. In addition, steps may be omitted or added and may still be within
embodiments of the invention.

[0067] In some embodiments, a rules engine may execute on the thin client 104. The
rules engine may process chaining messages and chaining events from and to the
remote computer 102. In some embodiments, the rules engine may make limited local
decisions based on the rules fetched from the remote computer 102 or any other
suitable device. In other embodiments, rules may be transmitted from the remote
computer 102 (or any suitable computing device) to the rules engine executing on the
thin client 104. The rules may be a module that is configured to interpret and implement
the rules provided by the remote computer (or any suitable computing device). One or
more sets of rules (e.g., rules defined in a markup language such as XML and/or JSON,
one or more executable scripts, etc.) may be transmitted from the remote computer 102
to the thin client and stored for later use by the rules engine. Through this transmission,
the thin client 104 may be configured to implement the one or more sets of rules utilizing
the rules engine. In some embodiments, the rules engine may be configured to enforce

and/or implement one or more rules by executing one or more scripts.

[0068] At step S208, the remote computer 102 may transmit a communication to the
thin client 104 to start the selection of an application with which to perform the
transaction. In some embodiments, this communication may include transaction and/or
POS data. The rules engine executing on the thin client 104 may identify that the POS
data should be stored for later use and that a select NGSE message should be
transmitted to the portable device 106. In some embodiments, the remote computer 102
may push (e.g., transmit) rules to the thin client 104, before, concurrently, or after step
S$208. For example, the remote computer 102 may push a rule regarding transaction
and POS data.

[0069] At step S210, after receiving the communication, the thin client 104 may
transmit a select NGSE request to the portable device 106 in accordance with the

14
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predefined rule implemented by the rules engine. In some embodiments, the portable
device 106 may perform processing based on the select NGSE request. The portable
device 106 may generate and transmit a selected NGSE response to the thin client 104
at S212.

[0070] At step S214, the thin client 104 may receive the selected NGSE response
from the portable device 106. The thin client 104 (e.g., the rules engine) may determine
that the transaction and/or POS data received at S208 is to be wrapped and then
transmitted to the portable device 106 based on a rule. For example, the rule may
indicate that the transaction and/or POS data is to be wrapped and then transmitted to a
portable device after receiving a selected NGSE response. In some embodiments, the
thin client 104 may use the rules engine to process the rule. In other embodiments, the
thin client 104 may not transmit a message to the remote computer 102 as in step S114
of FIG. 1. Thus, additional communications discussed in connection with S114 and
S116 of FIG. 1 are unnecessary.

[0071] At step S214, after receiving the transaction and POS data, the thin client 104
may wrap the transaction and POS data using a wrapper. The thin client 104 may then
transmit the wrapped transaction and POS data to the portable device 106.

[0072] At step S216, the thin client 104 may receive a candidate list from the
portable device 106. In some embodiments, the portable device 106 may provide the
candidate list to the thin client 104 in response to receiving the wrapped transaction and
POS data.

[0073] At step S218, after receiving the candidate list, the thin client 104 may
transmit the candidate list to the remote computer 102.

[0074] At step S220, in response to receiving the candidate list, the remote computer
102 may transmit a request to open a final application. In some embodiments, the
request may include transaction and/or POS data to be provided to the portable device
106.

[0075] Atstep S222, the rules engine executing on the thin client 104 may determine
(e.g., from a predefined rule) that data received in a request to open a final application
is to be stored for later use and that the request to open the final application is to be
forwarded to the portable device. Accordingly, the thin client 104 may store the
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transaction and/or POS data and may transmit to the portable device 106, the request

to select the final application.

[0076] At step S224, the thin client 104 may receive, from the portable device 106,
an indication of the final application selected. The rules engine executing on the thin
client 104 may determine (e.g., from a predefined rule) that, in response to receiving the
indication of the final application selected, the transaction and/or POS data is to be
wrapped and then transmitted to the portable device 106. Accordingly, the thin client
104 may wrap the transaction and/or POS data and transmit the wrapped data to the
portable device 106.

[0077] At step S228, the thin client 104 may receive, from the portable device 106,
portable device data. The rules engine executing on the thin client 104 may determine
(e.q., from a predefined rule) that, in response to receiving portable device data, the
portable device data is to be transmitted to the remote computer 102. Accordingly, the
thin client 104 may transmit the portable device data to the remote computer 102 at step
$230.

[0078] FIG. 3 shows another method 300 for performing a transaction utilizing a
rules engine, in accordance with at least on embodiment. The method 300 may be
performed by a thin client (TC) 302, a remote computer 304, and a portable device 3086.
The TC 302 and the portable device 306 may be in local communication (e.g., in direct
contact, wired contact, via a local area network, via NFC and/or Bluetooth®, etc.). The
TC 302 and the remote computer 304 may be in remote communication (e.g., via a wide
area network, via the Internet, etc.). The TC 302 may be an example of the thin client
104 of FIG. 1. The remote computer 304 may be an example of the remote computer
102 of FIG. 1. The portable device 306 may be an example of the portable device 106
of FIG. 1. FIG. 3 is intended to illustrate an embodiment in which a rules engine
operating on the thin client 302 may manage the processing flow between the remote
computer 304 and the portable device 306 to exchange data between the remote
computer 304 and the portable device 306 via the thin client 304.

[0079] The TC 302 may include the rules engine, as described above. The rules
engine may determine what functions (e.g., what actions) the TC 302 may perform at

certain times, or after receiving certain data and/or messages.
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[0080] Before step S308, the portable device 306 and the TC 302 may interact. For
example, a user of the portable device 306 (e.g., a debit card) may initiate a transaction
with the TC 302 using the portable device 306 (e.g., by swiping and/or tapping the card

at a reader in communication with the TC 302).

[0081] At step S308, the TC 302 may generate and transmit a “Begin_Transaction”
message to the remote computer 304. At this point, the remote computer 304 may be
determining what applications are available on the portable device 306 with which to
perform the transaction.

[0082] At step S310, after receiving the “Begin_Transaction” message, the remote
computer 304 may transmit a response to the “Begin_Transaction” message to the TC
302. The response may be an “Open_And_Send” command. Utilizing this response, the
remote computer 304 may communicate to the TC 302 that a directory selection is
requested. In some embodiments, the remote computer 304 may transmit data

elements necessary for the transaction to the TC 302 as part of the response.

[0083] Atstep S312, the TC 302 may use the rules engine to determine an action to
be performed based on predefined rules. In this case, the rules engine may determine
from the predefined rules that when the TC 302 receives the “Open_And_Send”
command from the remote computer 304, the TC should generate and send a

“Select_PSE” command to the portable device 306.

[0084] At step S316, the TC 302 may transmit a “Select. PSE” command to the
portable device 306 in accordance with the determination of the rules engine. In some
embodiments, the “Select_ PSE” command may be utilized to enable the TC 302 to
determine the payment environment in which the portable device 306 operates.

[0085] At step S318, after receiving the “Select_PSE” command, the portable device
306 may transmit a response to the “Select PSE” command. In some embodiments, the
response may be “Not Present,” indicating that the transaction is a card not present
transaction. In some embodiments, the response may also indicate that the portable
device 306 is a portable device of a second portable device type (e.g., the card utilizes
the EMV 1.0 protocol).

[0086] The following steps describe a series of exchanges of transaction information
between the remote computer 304 and the portable device 306 that are assisted by the
TC 302. To conduct a transaction, the remote computer 304 and the portable device

17



WO 2019/177990 PCT/US2019/021652

306 may seek to obtain transaction information from each other. For example, the
portable device 306 may seek to know what sort of card verification methods are
supported by the remote computer 304. The remote computer 304 may seek to obtain
the primary account number (PAN), expiration date, country code, and other account
information associated with the portable device 306. The TC 302 may utilize the rules
engine to facilitate the processing flow between the remote computer 304 and the
portable device 306.

[0087] At step S320, after receiving the response, the TC 302 may use the rules
engine to determine an action to be performed based at least in part on receiving the
“Select_PSE” command. By way of example, the rules engine may determine (e.g.,

from the predefined rules) that a “Loop_Next_AID” process is to be performed.

[0088] At step S322, after determining the Loop_Next_AID process is to be
performed, the TC 302 may transmit a “Select_Next” message to the portable device
306 in accordance with the “Loop_Next_AID” process. In some embodiments, the
“Select_Next” message may be utilized to prompt the portable device 306 to return the
next piece of information or data. In some embodiments, the “Loop_Next_AID” rule and
the “Select_Next” message may request information regarding which payment
application(s) (e.g., a list of AID(s)) may be available on the portable device 306. At step
$324, the portable device 306 may transmit selection information to the TC 302.

[0089] At step S326, after receiving selection information from the portable device
306, the TC 302 may use the rules engine to determine that the thin client 302 is to
continue sending a “Select_Next” message until a “No Information” message is received
from the portable device 306. Accordingly, the TC 302 may transmit a second
“Select_Next” command to the portable device 306 at S328.

[0090] At step S330, after receiving the second “Select_Next” command, the
portable device 306 may transmit additional selection information to the TC 302. The
steps S322 and S324 may be repeated any suitable number of times. The number of
repetitions may be based on the portable device 306 and/or card details such as the
selection information.

[0091] At step S332, the portable device 306 may transmit a “No Information”
message. In some embodiments, the “No Information” message may be transmitted if
the portable device 306 has transmitted all of the information relevant to the received
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commands. In some embodiments, the “No information” message may be included with

the Select_Next command (e.g., in the same message received at S330).

[0092] In some embodiments, the TC 302 may not communicate with the remote
computer 304 after each communication with the portable device 306. The rules engine
may allow the TC 302 to determine when to communicate with the portable device 306

or the remote computer 304.

[0093] At step S334, after receiving the “No Information” message, the rules engine
may determine (e.g., from the predetermined rules) that an “Opened_And_Receive”
message is to be sent to the remote computer 304.

[0094] At step S340, the TC 302 may transmit a “Opened_And_Receive” message
to the remote computer 304 in accordance with the predetermined rules. In some
embodiments, the “Opened_And_Receive” message may include requests from the
portable device 306 for one or more data elements. In some embodiments, the TC 302
may transmit data (e.qg., selection information) previously received from the portable
device 306 to the remote computer 304.

[0095] At step S342, after receiving the “Opened_And_Receive” message, the
remote computer 304 may transmit a response “Opened_And_Send” message to the
TC 302. In some embodiments the “Opened_And_Send” message may indicate that
application selection is accepted. In some embodiments, the remote computer 304 may
also provide via the “Opened_And_Send” message any suitable data elements

necessary for the transaction as well as data element requests.

[0096] At step S346, after receiving the “Opened_And_Send” message, rules engine
may determine that a “Select_Final” command is to be sent to the portable device 306
in response to receiving the “Opened_And_Send” message. This determination may be

based at least in part on the predetermined rule set.

[0097] At step S348, the TC 302 may transmit a “Select_Final” command to the
portable device 306. In some embodiments, the “Select_Final” command may request
card information from the portable device 306.

[0098] At step S350, after receiving the “Select_Final” command, the portable device
306 may respond to the “Select_Final” command by transmitting card information to the
TC 302.
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[0099] At step S352, after receiving the card information from the portable device
306, the TC 302 may use the rules engine to determine that, due to receiving the card
information, a GPO command is to be sent to the portable device 306 based at least in

part on the predefined rules.

[0100] At step S354, the TC 302 may transmit a GPO command to the portable
device 306 in accordance with the predefined rules. At step S356, after receiving the
GPO command from the TC 302, the portable device 306 may transmit GPO related
data to the TC 302. In some embodiments, the GPO related data may be data regarding

processing options.

[0101] At step S358, after receiving the GPO related data, the rules engine may
determine, based on the predefined rules, that a read record message is to be sent to
the portable device 306. In some embodiments, the rules engine may further determine
that the TC 302 is not to transmit the GPO related data to the remote computer 304
immediately after receiving it. Thus, the TC 302 may store the GPO related data for

later use.

[0102] At step S360, the TC 302 may transmit a read record message to the portable
device 306 in accordance with the predefined rules. At step S362, after receiving the
read record message, the portable device 306 may transmit record information to the
TC 302. The steps S360 and S362 may be repeated any suitable number of times.

[0103] At step S364, the portable device 306 may transmit a message stating that

there is no more record information to the TC 302.

[0104] At step S366, after receiving the message stating that there is no more record
information, the rules engine may be utilized to determine (e.g., from the predefined
rules) that a request for cryptogram generation is to be transmitted to the portable
device 306. At step S368, the TC 302 may transmit a request for the portable device
306 to generate an application cryptogram in accordance with the predefined rules.

[0105] At step S370, after receiving the request to generate an application
cryptogram, the portable device 306 may generate the cryptogram and may transmit the

cryptogram to the TC 302.

[0106] At step S372, after receiving the cryptogram from the portable device 306, the
TC 302 may transmit an “Opened_And_Receive” message to the remote computer 304.
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The TC 302 may send the cryptogram and PAN (or any suitable data received from the

portable device 306) to the remote computer 304.

[0107] At step S374, after receiving the “Opened_And_Receive” message from the
TC 302, the remote computer 304 may transmit a “Capture_CVM” response message to
the TC 302. The “Capture_CVM” response may indicate for the TC 302 to capture a

customer signature.

[0108] At step S386, the TC 302 may cause the signature of the customer to be
captured. At step S$388, the TC 302 may transmit a “Capture_CVM” message to the
remote computer 304. The TC 302 may provide the signature information to the remote

computer 304.

[0109] At step S390, the remote computer 304 may transmit a “Close” message to
the TC 302. The “Close” response may indicate for the TC 302 to close the transaction.
In response to receiving the “Close” message, the TC 302 may cease processing the
transaction. In some embodiments, the TC 302 may delete any previously stored data
related to the transaction.

[0110] FIG. 4 illustrates a protocol 400 for performing a transaction utilizing a rules
engine, in accordance with at least on embodiment. The steps described in connection
with protocol 400 are intended to be illustrative and non-limiting. More or fewer steps
may be performed within protocol 400 as desired. The protocol 400 may be performed
by a remote computer 304 (e.g., the remote computer 102 and 304 of FIGS. 1 and 3,
respectively), a thin client (TC) 302 (e.qg., the thin client 104 and 302 of FIGS. 1 and 3,
respectively), a portable device 306 (e.g., the portable device 106 and 306 of FIGS. 1
and 3, respectively). FIG. 4 is intended to illustrate an embodiment in which a rules
engine operating on the thin client 302 may manage the processing flow between the
remote computer 304 and the portable device 306 to complete a transaction, including
the collection of verification data. In some embodiments in which online authorization is
desired, the protocol may additionally be performed by an authorization computer 402.
The authorization computer 402 may be communicatively coupled to the remote
computer 304 and may be configured to perform any suitable authorization operations
to authorize payment by the user of the portable device 306. Prior to beginning protocol
400 an entity (e.g., a merchant) may initiate the transaction at the thin client 302 utilizing
the portable device 306 (e.g., a 15t Generation EMV card, a mobile based payment

instrument such as a smartphone, etc.).
21



WO 2019/177990 PCT/US2019/021652

[0111] At S404, the TC 302 may perform operations to establish a secure connection
with the remote computer 304. In some embodiments, the portable device 306 may
operate utilizing a first communications protocol while the remote computer 304 utilizes
a second communications protocol. It may be the case that the second communications
protocol includes mechanisms for establishing a secure connection, while the first
communications protocol does not. While establishing the secure connection, the TC
302 and remote computer 304 may mutually authenticate one another and perform
session key exchange procedures.

[0112] At S406, TC 302 may initiate the transaction with the remote computer 304 by
sending a “Begin_Transaction” message. The message may include pertinent
transaction details such as amount, currency code, cashback, date, time, country code,
and the like.

[0113] At S408, the remote computer 304 may perform preprocessing activities
using the transaction details provided by the TC 302 to identify a list of one or more
eligible interfaces and of one or more eligible application(s). The remote computer 304
may generate unique POS data to be provided to the portable device. The remote
computer 304 may then transmit a “Detect_And_Open_And_Send” message to TC 302
that includes the POS data including the list of eligible interfaces and of eligible
applications. This message may serve as a request to the TC 302 for all necessary
payment instrument data to process the transaction such as: a payment account
number (PAN) (or a token), an expiration date, a cryptogram, etc.

[0114] At S410, the rules engine executing on the thin client 302 may determine from
predefined rules that, on receipt of the “Detect_And_Open_And_Send,” the user of the
portable device 306 is to be prompted to present a payment instrument on one of the

eligible interfaces.

[0115] At S412, the thin client 302 may display a prompt at a reader to indicate that
the user is to present the payment instrument (e.g., the portable device 306). At S414,
in response to the prompt, the user may present the portable device 306 at one of the

interfaces (e.g., a contact or contactless interface). Presentation (e.g., a swipe or tap)

may cause the portable device 306 to provide a list of available applications to the TC

302.
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[0116] At S416, the rules engine, utilizing the predefined rules, causes the TC 302 to
execute a script (e.g., a SELECT_PPSE_APDU script) to select a matching application
between the list provided by the remote computer 304 and the list provided by the
portable device 306. Based on the result of the script, an application is selected. TC 302
may then execute one or more additional scripts to obtain all of the data of portable
device 306 that was requested by the remote computer 304 at S408. These
exchange(s) between TC 302 and the portable device 306 are not depicted. In some
embodiments, the TC 302 may perform any suitable conversion operations to convert
the data of the portable device 306 into a corresponding value of the communications

protocol utilized by the remote computer 304.

[0117] At S418, TC 302 may transmit all of the requested data obtained from the
portable device 306. This data may be transmitted in an “Opened_And_Receive”
message. The communications protocol utilized by the remote computer 304 may

include such a message.

[0118] In some embodiments, at S420, once the data has been transmitted at S418,
the TC 302 may prompt the user to remove the payment instrument (e.g., the portable

device 306). At S422, the user may remove the portable device 306 from the interface.
It should be appreciated that in other embodiments, the prompt and removal of the

portable device 306 may occur later in the protocol.

[0119] At S424, the remote computer 304 may process the payment instrument data
provided by the TC 302 at S418. In some embodiments, the remote computer 304 may
determine that the payment instrument requires verification data to be captured (e.g., an

offline PIN, a signature, etc.).

[0120] |If verification data is to be collected, the remote computer 304 may transmit a
request to collect such data (e.g., via a Capture_CVM message) to TC 302 at S426. At
S428, the rules engine operating on TC 302 may identify a number of operations to be
performed to collect verification data. According to the rules identified by the rules
engine, the TC 302 may utilize any suitable onboard verification entry device (e.g., pin
pad, touch screen, keyboard, biometric reader, etc.) to collect verification data from the

user of portable device 306.
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[0121] At S430, TC 302 may transmit the collected verification data to the remote

computer 304 via a “Return_CVM_Capture” message.

[0122] In some embodiments, at S432, once the verification data has been
transmitted at S430, the TC 302 may prompt the user to remove the payment
instrument (e.g., the portable device 306). At S434, the user may remove the portable

device 306 from the interface.

[0123] At S436, the remote computer 304 may process the payment instrument data
(and in some cases the verification data) provided by the TC 302 to determine whether

to go online for authorization or to stay offline.

[0124] If online authorization is to be performed, the remote computer 304 transmit
any suitable data to the authorization computer 402 at S438. The authorization
computer 402 may perform any suitable operations for determining whether or not to
authorize the transaction. At S440, the authorization computer 402 may transmit an

indication of approval or denial for the transaction to the remote computer 304.

[0125] At S442, the remote computer 304 may transmit a “Transaction_Complete”

message including data indicating the final transaction outcome.

[0126] At S444, the thin client 302 may utilize any suitable interface (e.g., a display)
to indicate the outcome of the transaction (e.g., “approved” or “declined”). The TC 302
may then discard the session keys established with the remote computer 304 and return
to an idle state.

[0127] FIG. 5 shows yet another protocol 500 for performing a transaction, in
accordance with at least on embodiment. The steps described in connection with
protocol 500 are intended to be illustrative and non-limiting. More or fewer steps may be
performed within protocol 500 as desired. The protocol 500 may be performed by a
remote computer 304 (e.g., the remote computer 102 and 304 of FIGS. 1 and 3,
respectively), a thin client (TC) 302 (e.g., the thin client 104 and 302 of FIGS. 1 and 3,
respectively), a portable device 306 (e.g., the portable device 106 and 306 of FIGS. 1
and 3, respectively). FIG. 5 is intended to illustrate an embodiment in which a rules
engine operating on the thin client 302 may manage the processing flow between the
remote computer 304 and the portable device 306 to complete a transaction including
the use of the verification entry device 506. In some embodiments in which online
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authorization is desired, the protocol may additionally be performed with an
authorization computer 502 (e.g., the authorization computer 402 of FIG. 4). The
authorization computer 502 may be communicatively coupled to the remote computer
304 and may be configured to perform any suitable authorization operations to
authorize payment by the user of the portable device 306. In some embodiments, the
protocol 500 may also be performed utilizing a verification entry device 506 (e.g., a
keypad, a touchscreen, a biometric reader, etc.). Prior to beginning protocol 500 an
entity (e.g., a merchant) may initiate the transaction at the thin client 302 utilizing the
portable device 306 (e.g., a 15t Generation EMV card, a mobile based payment
instrument such as a smartphone, etc.).

[0128] At S508, the TC 302 may perform operations to establish a secure connection
with the remote computer 304. In some embodiments, the portable device 306 may
operate utilizing a first communications protocol while the remote computer 304 utilizes
a second communications protocol. It may be the case that the second communications
protocol includes mechanisms for establishing a secure connection, while the first
communications protocol does not. While establishing the secure connection, the TC
302 and remote computer 304 may mutually authenticate one another and perform
session key exchange procedures.

[0129] AtS510, TC 302 may initiate the transaction with the remote computer 304 by
sending a “Begin_Transaction” message. The message may include pertinent
transaction details such as amount, currency code, cashback, date, time, country code,
and the like.

[0130] At S512, the remote computer 304 may perform preprocessing activities
using the transaction details provided by the TC 302 to identify a list of one or more
eligible interfaces and of one or more eligible application(s). The remote computer 304
may generate unique POS data to be provided to the portable device. The remote
computer 304 may then transmit a “Detect_And_Open_And_Send” message to TC 302
that includes the POS data including the list of eligible interfaces and of eligible
applications. This message may serve as a request to the TC 302 for all necessary
payment instrument data to process the transaction such as: a payment account
number (PAN) (or a token), an expiration date, a cryptogram, etc.
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[0131] At S514, the rules engine executing on the thin client 302 may determine from
predefined rules that, on receipt of the “Detect_ And_Open_And_Send,” the user of the
portable device 306 is to be prompted to present a payment instrument on one of the

eligible interfaces.

[0132] At S516, the thin client 302 may display a prompt at a reader to indicate that
the user is to present the payment instrument (e.g., the portable device 306). At S518,
in response to the prompt, the user may present the portable device 306 at one of the

interfaces (e.g., a contact or contactless interface). Presentation (e.g., a swipe or tap)

may cause the portable device 306 to provide a list of available applications to the TC

302.

[0133] At S520, the rules engine, utilizing the predefined rules, causes the TC 302 to
execute a script (e.g., a SELECT_PPSE_APDU script) to select a matching application
between the list provided by the remote computer 304 and the list provided by the
portable device 306. Based on the result of the script, an application is selected. TC 302
may then execute one or more additional scripts to obtain all of the data of portable
device 306 that was requested by the remote computer 304 at S408. These
exchange(s) between TC 302 and the portable device 306 are not depicted.

[0134] At S522, TC 302 may transmit all of the requested data obtained from the
portable device 306. This data may be transmitted in an “Opened_And_Receive”

message.

[0135] In some embodiments, at S524, once the data has been transmitted at S522,
the TC 302 may prompt the user to remove the payment instrument (e.g., the portable

device 306). At S526, the user may remove the portable device 306 from the interface.
It should be appreciated that in other embodiments, the prompt and removal of the

portable device 306 may occur later in the protocol.

[0136] At S528, the remote computer 304 may process the payment instrument data
provided by the TC 302. In some embodiments, the remote computer 304 may
determine that the payment instrument requires verification data to be captured (e.g., an
offline PIN, a signature, etc.).

[0137] If verification data is to be collected, the remote computer 304 may transmit a

request to collect such data (e.g., via a Capture_CVM message) to the verification entry
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device 506 at S530. At S532, the verification entry device (e.g., pinpad, touch screen,
keyboard, biometric reader, etc.) may execute any suitable operations to collect
verification data from the user of the portable device 306.

[0138] At S534, verification entry device 506 may transmit the collected verification
data to the remote computer 304 via a “Return_CVM_Capture” message.

[0139] At S536, the remote computer 304 may process the payment instrument data
(and in some cases the verification data) provided by the verification entry device 506 to

determine whether to go online for authorization or to stay offline.

[0140] If online authorization is to be performed, the remote computer 304 may
transmit any suitable data to the authorization computer 502 at S538. The authorization
computer 502 may perform any suitable operations for determining whether to authorize
the transaction. At S540, the authorization computer 502 may transmit an indication of
approval or denial for the transaction to the remote computer 304.

[0141] At S542, the remote computer 304 may transmit a “Transaction_Complete”

message including data indicating the final transaction outcome.

[0142] At S544, the thin client 302 may utilize any suitable interface (e.g., a display)
to indicate the outcome of the transaction (e.g., “approved” or “declined”). The TC 302
may then discard the session keys established with the remote computer 304 and return
to an idle state.

[0143] FIG. 6 illustrates a block diagram of a remote computer 602, according to at
least one embodiment. The remote computer 602 may be an example of the remote
computers 102 and 304 of FIGS. 1-5. The remote computer 602 is illustrated as
comprising a plurality of hardware and software modules (604-630). However, it should
be appreciated that this is provided for illustration purposes only, and each of the
modules and associated functionality may be provided and/or performed by the same or
different components. That is, the remote computer 602 may perform some of the
relevant functions and steps described herein with reference to the remote computers
102 and 304 through the use of any suitable combination of software instructions and/or
hardware configurations. It should be noted that although FIG. 6 illustrates all of the
modules located on a single device, the disclosure is not meant to be so limited.

Moreover, a system for implementing the functionality described herein may have
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additional components or less then all of these components. Additionally, some
modules may be located on other devices such as a remote server or other local
devices that are functionally connected to the server computer component(s). In some

cases, the software modules may be located on a virtual machine or a container.

[0144] The remote computer 602 may be a server computer (e.g., a server computer
operating in a cloud computing environment). The remote computer 602 is shown as
comprising a processor 604, system memory 606 (which may comprise any
combination of volatile and/or non-volatile memory such as, for example, buffer
memory, RAM, DRAM, ROM, flash, or any other suitable memory device), and an
external communication interface 608. Moreover, one or more of the modules 610-630
may be disposed within one or more of the components of the system memory 606, or
may be disposed externally. As was noted above, the software and hardware modules
shown in FIG. 6 are provided for illustration purposes only, and the configurations are
not intended to be limiting. The processor 604, system memory 606 and/or external
communication interface 608 may be used in conjunction with any of the modules 610-
630 described below to provide a desired functionality. Some exemplary modules and
related functionality may be as follows:

[0145] A communication module 610 may be configured or programmed to perform
some or all of the functionality associated with receiving, sending, and generating
electronic messages for transmission at the remote computer 602 to or from any of the
entities shown in FIGS. 1-5 (e.g., a thin client, an authorization computer, etc.). When
an electronic message is received by the remote computer 602 via the external
communication interface 608, it may be passed to the communication module 610. The
communication module 610 may identify and parse the relevant data based on a
particular messaging protocol used in the remote computer 602 (e.g., EMV 2.0). The
communication module 610 may then transmit any received information to an
appropriate module within the remote computer 602 (e.g., via a data bus line 648). The
communication module 610 may also receive information from one or more of the
modules in the remote computer 602 and generate an electronic message in an
appropriate data format in conformance with a transmission protocol used in the remote
computer 602 so that the message may be sent to one or more entities within system
(e.g., to the thin clients 104 or 302 of FIGS. 1-5). The electronic message may then be

passed to the external communication interface 608 for transmission.
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[0146] A data communication manager 628 may be programmed and/or configured
to perform functionality associated with (1) preparing and managing a list of data objects
requested by the transaction processing module and providing the requested data
objects received from the portable device, and (2) managing and responding to the
portable device’s data objects requests by populating the message sent to the access
device with corresponding data objects obtained from the transaction processing
module 616.

[0147] In some embodiments, the transaction processing module 616 may inform the
data communication manager 628 about its data request statuses. If transaction
processing module 616 needs data from the portable device, the data communication
manager list may include the corresponding data identifiers. Otherwise, the data
communication manager list may be empty. Meanwhile, the portable device may inform
the data communication manager 628 about its data requests status. If a portable
device requests data from the remote computer 602, the portable device list may
include the corresponding data identifiers. If the portable device has no immediate data
request, the portable device list may be empty. Additionally, the portable device may
provide data objects that the data communication manager requested.

[0148] The data communication manager 628 may synchronize the exchange of
data between a portable device and the remote computer 602 in order to optimize
performance and minimize the number of communications exchanged with the portable
device. Additionally, the data communication manager 628 may cause the secure
channel manager 630 to send secured communications to the thin client and/or the
portable device. When a communication channel is established with the thin client or the
portable device, the thin client, portable device, and/or the transaction processing
module 616 may inform the data communication manager 628 of their security level
preferences, hence directing the data communication manager 628 to interact
accordingly with the secure channel manager 630.

[0149] The secure channel manager 630 may be programmed and/or configured to
perform functionality associated with securing data exchanges with the thin client and/or
the portable device in a way that is transparent to the data communication manager 628
and transaction processing module 616. In some embodiments, the secure channel
manager 630 may negotiate a shared secret with the thin client and/or the portable
device in order to establish a secure communications channel through which encrypted
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data may be sent. Once established, the secure channel manager may be configured to
encrypt data prior to transmitting the encrypted data to the thin client and/or the portable

device.

[0150] FIG. 7 illustrates a block diagram of the thin client 702, according to at least
one embodiments. The thin client 702 (an example of the thin clients 104 and 302 of
FIGS. 1-5) is illustrated as comprising a plurality of hardware and software modules
(704-716). However, it should be appreciated that this is provided for illustration
purposes only, and each of the modules and associated functionality may be provided
and/or performed by the same or different components. That is, the thin client 702 may,
for instance, perform some of the relevant functions and steps described herein through
the use of any suitable combination of software instructions and/or hardware
configurations.

[0151] The thin client 702 is shown as comprising a processor 704, system memory
706, and an external communication interface 708. Moreover, one or more of the
modules 710-716 may be disposed within one or more of the components of the system
memory 706, or may be disposed externally. The processor 704, system memory 706
and/or external communication interface 708 may be used in conjunction with any of the
modules described below to provide a desired functionality. Some exemplary modules

and related functionality may be as follows.

[0152] A communication module 710 may be configured or programmed to perform
some or all of the functionality associated with receiving, sending, and generating
electronic messages for transmission at the thin client 702 to or from any of the entities
shown in the figures above. When an electronic message is received by the thin client
702 via the external communication interface 708, it may be passed to the
communication module 710. The communication module 710 may identify and parse
the relevant data based on a particular messaging protocol used to communication the
data (e.g., EMV 1.0, EMV 2.0, etc.). The communication module 310 may then transmit
any received information to an appropriate module within the thin client 702 (e.g., via a
data bus line 728). The communication module 710 may also receive information from
one or more of the modules in the thin client 702 and generate an electronic message in
an appropriate data format in conformance with a transmission protocol used by the

intended recipient such that the message may be sent to one or more entities (e.g., to
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the remote computer 102, the portable device 106 of FIG. 1). The electronic message

may then be passed to the external communication interface 708 for transmission.

[0153] A communication module 710 may be configured or programmed to perform
some or all of the functionality associated with communicating with portable devices. In
particular, the communication module 710 may be responsible for (1) establishing,
maintaining, and terminating a session with a portable device, (2) allowing the exchange
of messages within a given session, (3) and allowing multiple sessions to coexist.

[0154] The protocol conversion module 712 may be configured to perform some or
all of the functionality associated with converting communications sent between a
portable device and a remote computer from one communication protocol (e.g., a first
communication protocol) to another (e.g., a second communication protocol). The
protocol conversion module 712 may be responsible for determining what
communication protocol (e.g., EMV 1.0 or EMV 2.0) a particular device is configured to
use. Based on this determination, the protocol conversion module 712 may handle the
conversion of communications exchanged for a transaction if requested. For example, a
communication originating from a portable device may be received by the
communication module 710. Based on a determination that the portable device uses the
second communication protocol while the remote computer uses the first
communication protocol, the protocol conversion module may convert the
communication from the second communication protocol to the first communication
protocol before forwarding the converted communication to the remote computer (e.g.,

via a secured channel).

[0155] In particular, the protocol conversion module 712 may be responsible for (1)
requesting the communication module 710 to establish, maintain, and terminate a
session with a portable device, and (2) synchronizing the exchange of messages
between the portable device and the remote computer in order to optimize performance

and minimize the number of communications exchanged with the remote computer.

[0156] In order to do so, the protocol conversion module 712 may be configured or
programmed to (1) create, format, and exchange as many messages as necessary
within a given session, to fulfill as many as possible data requests from the remote
computer and (2) create, format, and exchange as many messages as necessary within
a given session, to fulfill as many as possible data requests from the portable device.
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[0157] The data conversion module 714 may be configured or programmed to
perform some or all of the functionality associated with converting data sent between
portable devices and the remote computer from one data format (e.g., associated with
the first communication protocol) to another (e.g., the format associated with the second
communication protocol). The data conversion module 714 may be responsible for
determining what communication protocol (e.g., EMV 1.0 or EMV 2.0) a particular
portable device is configured to use. Based on this determination, the data conversion
module 714 may handle the conversion of data to the communication protocol of the
recipient device. For example, a communication originating from the portable device
may be received by the communication module 710. Based on a determination that the
portable device uses the second communication protocol while the remote computer
uses the first communication protocol, the data conversion module 714 may convert the
data format associated with the second communication protocol to the format
appropriate for the first communication protocol before forwarding the converted data to

the remote computer (e.g., via a secured channel).

[0158] The secure channel manager 716 may be programmed and/or configured to
perform functionality associated with securing data exchanges with a remote computer
and/or a portable device in a way that is transparent to the modules of the thin client
702. In some embodiments, the secure channel manager 716 may negotiate a shared
secret with the remote computer and/or the portable device in order to establish a
secure communications channel through which encrypted data may be sent. Once
established, the secure channel manager may be configured to encrypt data prior to
transmitting the encrypted data to the remote computer and/or the portable device. In
some embodiments, any message being transmitted by the thin client 702 may be
transmitted utilizing the secure channel manager 716 and the secure channel
established/maintained by the secure channel manager 716.

[0159] The rules engine 718 may be configured or programmed to perform some or
all of the functionality discussed herein. By way of example, the rules engine 718 may
be configured to interpret and implement a set of rules. In some embodiments, the rules
engine 718 may process chaining messages/events from/to a remote computer and/or a
portable device. In some embodiments, the rules engine 718 may make limited local
decisions based on rules provided by the remote computer or any other suitable device.

One or more sets of rules (e.g., rules defined in a markup language such as XML and/or
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JSON, one or more executable scripts, etc.) may be received by the processor 704 from
the remote computer (or any suitable device) and provided to the rules engine 718 (e.g.,
via the communications module 710. The rules engine 718 may be configured to store
these one or more sets of rules for later use. Through storing these rules, the thin client
may be configured to implement the rules utilizing the rules engine 718.

[0160] In some embodiments, upon receipt of any suitable message, or at any
suitable time, the functionality of the rules engine 718 may be invoked. The rules engine
718 may interpret stored rules to identify one or more actions to be taken in response to
a given stimulus. The rules engine 718 can act as a driver to the thin client 702 such
that determinations made by the rules engine may be utilized to drive the actions
performed by the thin client 702 (e.g., execution of scripts, transmission of messages,
storing data, etc.). In some embodiments, executable scripts may be provided to the
rules engine 718 along with, or in addition to the one or more sets of rules and the rules
engine 718 may identify appropriate times at which these scripts are to be executed by
the thin client 702.

[0161] In some embodiments, thin client 702 may be communicatively coupled to
one or more /O device(s) 720 or the I/O device(s) 720 may operate locally at the thin
client 702 as a component of the thin client 702. The I/O devices(s) 720 may include,
but are not limited to, displays, keypads, keyboards, touch screens, biometric readers,
card readers, or the like. In some embodiments, in accordance with the one or more
previously store rules, the rules engine 718 may cause the processor 704 to present
and/or collect data at the I/O device(s) 720. For example, the rules engine 718 may
identify, based on the predefined set of rules, that a user should be prompted at a
display to present their portable device. Accordingly, the rules engine 718 can cause the
processor 704 to provide information to the /O device(s) 720 to effectuate the display.

[0162] In some embodiments, thin client 702 may be communicatively coupled to
one or more verification entry device(s) 722 or the verification entry device(s) 722 may
operate locally at the thin client 702 as a component of the thin client 702. The
verification entry device(s) 722 may include, but are not limited to, displays, keypads,
keyboards, touch screens, biometric readers, or the like. In some embodiments, in
accordance with the one or more previously store rules, the rules engine 718 may
cause the processor 704 to collect data utilizing the verification entry device(s) 722. For
example, the rules engine 718 may identify, based on the predefined set of rules, that a
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user should be prompted to provide a signature and/or a PIN or password. Accordingly,
the rules engine 718 can cause the processor 704 to provide information to the
verification entry device(s) 722 to effectuate the collection of such data.

[0163] FIG. 8 shows a flowchart of a method 800 for conducting a transaction
according to some embodiments. The method may be performed by a thin client in any

suitable order. More or fewer steps may be included in the method 800.

[0164] The method 800 may begin at 802, a thin client may receive a first transaction
message from a remote computer. The first transaction message may be analogous to

the above start app selection message at step S208 of FIG. 2.

[0165] At 804, the thin client may transmit a second transaction message to a
portable device. The second transaction message may be analogous to the above
select NGSE message at step S210 of FIG. 2.

[0166] At 806, a third transaction message may be received by the thin client from
the portable device. The third transaction message may be analogous to the above
NGSE selected message at step $S212 of FIG. 2.

[0167] At 808, a rules engine executing on the thin client may identify an action
based at least in part on receipt of the third transaction message. By way of example,
the action identified may indicate that a fourth transaction message is to be generated

and transmitted to the portable device.

[0168] At 810, the fourth transaction message may be transmitted by the thin client
to the portable device without communicating with the remote computer. The fourth
transaction message may be transmitted in accordance with the action identified. The
fourth transaction message may be analogous to the above message containing
wrapped transaction and POS data at step S214 of FIG. 2.

[0169] At 812, a fifth transaction message may be received by the thin client from the
portable device. The fifth transaction message may be analogous to the above
candidate list message at step S216 of FIG. 2.

[0170] At 814, the fifth transaction message may be transmitted by the thin client to
the remote computer. Transmitting the fifth transaction message to the remote computer

may be analogous to step S218 of FIG. 2. It should be appreciated that the first,
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second, third, fourth, and fifth transaction messages facilitate processing of the

transaction.

[0171] In some embodiments, the method 800 may be repeated any number of
suitable times and the transaction messages therein may relate to any suitable
transaction data or information.

[0172] FIG. 9 shows a block diagram of a transaction processing system 900. FIG. 9
shows a user 906 that can operate a portable device 910 (e.g., an example of the
portable devices 106 and 306 of the figures above). The user 906 may use the portable
device 910 to pay for a good or service, such as a ticket, at a resource provider (e.g., a
merchant). In some embodiments, the portable device 910 is a credit card or debit card
issued by the authorizing entity. The resource provider may operate a resource provider
computer 930 and/or a thin client 920 (a type of access device). The resource provider
computer 930 may be configured to communicate with an authorizing entity computer
960 operated by, or on behalf of, an authorizing entity, via a transport computer 940
(operated by an acquirer) and a processing network computer 950 operating as part of

a payment processing network.

[0173] The payment processing network may include data processing subsystems,
networks, and operations used to support and deliver authorization services, exception
file services, and clearing and settlement services. An exemplary payment processing
network may include VisaNet™. Payment processing networks such as VisaNet™ are
able to process credit card transactions, debit card transactions, and other types of
commercial transactions. VisaNet™ in particular, includes a VIP system (Visa
Integrated Payments system) which processes authorization requests and a Base I
system which performs clearing and settlement services. The payment processing
network may use any suitable wired or wireless network, including the Internet.

[0174] A typical payment transaction can be described as follows, the user 906 will
insert the portable device 910 into an interface of the thin client 920 (e.g., a card
reader). In some embodiments, the portable device 910 may be held near the thin client
920. The thin client 920 may be configured to facilitate communications between the
remote computer 925 and the portable device 910. The remote computer 925 is
intended to be an example of the remote computers 102 and 304 of the above figures.
In some embodiments, the remote computer 925 is configured to perform POS
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functionality. The thin client 920 may facilitate data exchange between the remote
computer 925 and the portable device 910 in any suitable manner and as described in
the above figures. Once POS data and payment data (or any suitable data) are
exchanged between the remote computer 925 and the portable device 910, the remote
computer 925 may be configured to initiate a transaction via the resource provider
computer 930.

[0175] The resource provider computer 930 may receive this information from the
remote computer 925 via an external communication interface. The resource provider
computer 930 may then generate an authorization request message that includes at
least a portion of the information received from the thin client 920 and electronically
transmits this message to a transport computer 940 .The transport computer 940 may
then receive, process, and forward the authorization request message to a processing
network computer 950 for authorization.

[0176] In general, prior to the occurrence of a credit or debit-card transaction, the
processing network computer 950 has an established protocol with each issuer on how
the issuer's transactions are to be authorized. In some cases, such as when the
transaction amount is below a threshold value, the processing network computer 950
may be configured to authorize the transaction based on information that it has about
the user's account without generating and transmitting an authorization request
message to the authorizing entity computer 960. In other cases, such as when the
transaction amount is above a threshold value, the processing network computer 950
may receive the authorization request message, determine the issuer associated with
the portable device 910, and forward the authorization request message for the
transaction to the authorizing entity computer 960 for verification and authorization.
Once the transaction is authorized, the authorizing entity computer 960 may generate
an authorization response message (that may include an authorization code indicating
the transaction is approved or declined) and transmit this electronic message via its
external communication interface to processing network computer 950. The processing
network computer 950 may then forward the authorization response message to the
transport computer 940, which in turn may then transmit the electronic message to
comprising the authorization indication to the resource provider computer 930, then to
the remote computer 925, and then to the thin client 920.
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[0177] Atthe end of the day or at some other suitable time interval, a clearing and
settlement process between the resource provider computer 930, the transport
computer 940, the processing network computer 950, and/or the authorizing entity

computer 960 may be performed on the transaction.

[0178] FIG. 10 shows a block diagram of a building access system 1000. FIG. 10
shows a portable device 1010 (e.g., the portable device 106 and 306 of FIGS. 1-5)
operated by a user 1006. The portable device 1010 can interact with the thin client 1020
to exchange data with the remote computer 1025 (e.g., a device that manages access
to the building 1030).

[0179] An access transaction can be described as follows, the user 1006 will insert
the portable device 1010 into an interface of the thin client 702 (e.g., a card reader). In
some embodiments, the portable device 1010 may be held near the thin client 1020.
The thin client 1020 may perform any suitable conversion to convert (if necessary) the
data and/or messages received from the portable device 1010 to data and/or messages
corresponding to a communications protocol utilized by the remote computer 1025
(EMV 2.0). The thin client 1020 may further implement a rules engine that is configured
to interpret previously defined rules in order to effect the processing flow of the data
and/or messages exchanged between the remote computer 1025 and the portable
device 1010 via the thin client 1020. The thin client 1020, utilizing the rules engine, may
facilitate a data exchange between the portable device 1010 and the remote computer
1025. The remote computer 1025 may be configured to verify the user 1006 according
to the data provided by the portable device 1010 via the thin client 1020.

[0180] If the remote computer 1025 is able to verify the user 1006 utilizing the data
provided by the portable device 1010 and previously stored credentials (e.g., the data
provided by the portable device 1010 matches previously stored credentials associated
with the user 1006), the remote computer 1025 may be configured to allow the user
1006 access to the building 1030 (or any suitable secure location/resource managed by
the remote computer 1025). If the user 1006 is not verified (e.g., the data provided by
the portable device 1010 does not match the previously stored credentials associated
with the user 1006), the remote computer 1025 may be configured to deny the user
1006 access to the building 1030 (or any suitable secure location/resource managed by

the remote computer 1025).
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TECHNICAL IMPROVEMENTS

[0181] Embodiments of the invention provide for a number of advantages. For
example, by utilizing a rule engine, the thin client may communicate with the portable
device without first communicating with the remote computer every time it receives a
message. By doing so, there is a reduction in the number of round trips between the
portable device and the remote computer. The rules engine may instruct the thin client
to communicate with the portable device multiple times before responding to the remote
computer. This will improve the overall speed of the transaction, relative to other types
of system configurations. By way of example, without utilizing the rules engine, the
number of interactions between a remote computer and a thin client may equal ten
messages as indicated in FIG. 1. However, by utilizing the rules engine discussed
herein, the number of messages exchanged between the remote computer and the thin
client may be reduced by over half (e.g., to 4 messages). Given the massive number of
transactions being performed throughout the world, utilizing the rules engine to reduce
the number of message exchanges between components provides a significant
processing improvement and improves the efficiency of the system as a whole.

[0182] The rules engine is configurable through rules that are received at the thin
client. These rules may be transmitted to the thin client at any suitable time from any
suitable source. If the rules by which the thin client operates need to be altered, the
remote computer (or another suitable device) may transmit new rules to the thin client.
As the rules define the operations performed by the thin client, the functionality provided
by the thin client may be modified by the new rules without replacing or updating the

software of the thin client or the rules engine.

[0183] It should be understood that any of the embodiments of the present invention
can be implemented in the form of control logic using hardware (e.g. an application
specific integrated circuit or field programmable gate array) and/or using computer
software with a generally programmable processor in a modular or integrated manner.
As used herein, a processor includes a single-core processor, multi-core processor on a
same integrated chip, or multiple processing units on a single circuit board or
networked. Based on the disclosure and teachings provided herein, a person of ordinary
skill in the art will know and appreciate other ways and/or methods to implement
embodiments of the present invention using hardware and a combination of hardware
and software.
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[0184] Any of the software components or functions described in this application may
be implemented as software code to be executed by a processor using any suitable
computer language such as, for example, Java, C, C++, C#, Objective-C, Swift, or
scripting language such as Perl or Python using, for example, conventional or object-
oriented techniques. The software code may be stored as a series of instructions or
commands on a computer readable medium for storage and/or transmission, suitable
media include random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a compact
disk (CD) or DVD (digital versatile disk), flash memory, and the like. The computer
readable medium may be any combination of such storage or transmission devices.

[0185] Such programs may also be encoded and transmitted using carrier signals
adapted for transmission via wired, optical, and/or wireless networks conforming to a
variety of protocols, including the Internet. As such, a computer readable medium
according to an embodiment of the present invention may be created using a data
signal encoded with such programs. Computer readable media encoded with the
program code may be packaged with a compatible device or provided separately from
other devices (e.g., via Internet download). Any such computer readable medium may
reside on or within a single computer product (e.g. a hard drive, a CD, or an entire
computer system), and may be present on or within different computer products within a
system or network. A computer system may include a monitor, printer, or other suitable
display for providing any of the results mentioned herein to a user.

[0186] The above description is illustrative and is not restrictive. Many variations of
the invention will become apparent to those skilled in the art upon review of the
disclosure. The scope of the invention should, therefore, be determined not with
reference to the above description, but instead should be determined with reference to
the pending claims along with their full scope or equivalents.

[0187] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.

[0188] As used herein, the use of "a," "an," or "the" is intended to mean "at least

one," unless specifically indicated to the contrary.
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