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METHOD AND SYSTEM OF WATERMARKI NG DI DATA USI NG SCALED BI N ENCODI NG

AND MAXI Myl dalolf&sisé HOOD DECODI NG FI NVENTI ON 5 g/ mopeaM
invention relates to waterrrarkingol | |” ata and in particular to the
techni que of enbeddi ng wat er mar k ital imge data and

recapturing the enbedded wat er mar k dat*8%f®bm a noi sy version of the

wat er nar ke ETHOR ANDSYSTEM R WA TERMA RKING DIGITAINDA TA USIRG | mage
dat a. BAorren’f of digntal

‘Internet (using, e.g.) publicly accessible web sites), has exposed 15
ontent providers to a real FIRIEDIGNTHBRINVENTION ot ect their el ectronic
ata (e.g., images, video, sound, text). This has stinulated nmany research

‘ef forts towar dfhd presehe fiventicidlabdsite Walirma Al SftdiSied] Adta\imt o4 eaﬁlsmag and
i nformation hiding nethodol ogi es for copyri lprot ection. t er mar ki ng

t
t echni que® the techrigde ploerabasdimgsvateratark mt@rmgi&im image dafa@and Fepapwsingnce, an
image in 1S el LQL t ved. or ci phered
w thout o entRadviiHlark B slot SRR BR6 PR w REGRIN B imiSE) PICT E,
wat er mar kegthouraeudeast tise drigine digratamdgaalalay i dentical once the watermark is

enbedded into the original imge. The nmain applicatio kKing is
for proving ownership of the data and 25 for protecti aw‘mﬂmﬂnﬂ@mr gers. It
is therefore crucial to ensure that no nmalicious attac to renove
the wHt ermark wit hout damaging the inmage to the degree thdt>®Pt* becones

usel ess. In addition Watlﬁ(('fﬁ@ﬂ 6?‘“1‘ qﬁ‘;ﬁ@.ﬁéﬂ be robust to standard
oper ati ons perforned onm%m, 1y, ing, |ossy conpression
(e.g., JPEGQ, filterin and so,.on..SUBSTI T HEET (RULE 2§j WO

02/ 01559, Pﬁ%"%ﬁ?ﬁgﬁg@wﬁ%@éﬁlg‘%ﬁ? ‘88?‘%5" 8%&0&%‘&"5 ‘?Héﬁ'ei n the

desi gn of sigplieice bN@ipiicMgor HiAINABIR on&If i Al 84th BSrofy donerhiddtatidar anet er s:
robustness to attacks and inage processing operations, high quality, and

t he rel at pefwoksdikathointesest (esing, gigoubli¢cly acqessible wabisit@sletias axpesed t he codi ng

rate. Pr ! e I i j . . divi into two
0 ounS acedsiin: BEoviddiRca W Gallal of ok 36 DREEY AR AL Bl €5, | LS 110
Speci f i cairhages,tvideoyedunderfy. Tids rassticiadated miany misédrel effdies towtaskshd y val ue of
the | um nance i QI the spatial dqmain rﬁgﬁrlese tfaf;[i on oé, the i mag% or the

t r ansf or nflestRr Sty spphisticated watermarkingditeintprmalien Bidinemethpdqlesigs  pcr,

DWI) of the chbpRflf plditighgori thms that are used to

Watermarking techniques are used to embed secret information into, for
20  instance, an image in such a way that this information cannot be removed or
deciphered without access to a secret key. On the other hand, to maintain quality, the
watermarked image needs to be perceptually identical once the watermark is

embedded into the original image.

The main application of watermarking is for proving ownership of the data and
25  for protection against forgers. It is therefore crucial to ensure that no malicious
attacker is able to remove the watermark without damaging the image to the degree
that it becomes useless. In addition watermarking techniques need to be robust to
standard operations performed on images, like printing, scanning, lossy compression

(e.g., JPEQG), filtering, and so on.
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10 detect the watermark signal can al so be placed under two categories
based on whether or not they use the original imge during the watermark
det ecti onwRy@aRsR¢ | N general, waternarking techniques thgicephgehdihe
watermark in the coefficients of a transform domain and detect It wthout
resorting to the original inmage enjoy nmany advantages in their robustness
to standard i mage processing operations and to hostile attacks. 15 The
basi ¢ techni qugedQr theHARETNE bR cHRi @I EPInkhEBSSBOSE OWatdAhakingt 0 an i mage 1
by encoding the watermark data w thin the transformdomain i's performed by
i nitiall ytechragissf rehnomigreetpsincipagarametersotpbustness to aitacks and dwagen in a

transformdomain (e, g, DET. et c f.the i . a S of the
t r ansf or H'CEer llnfgé)&’ gﬁﬁgnsll?gﬂ-gg §|u3%Vé%ld)§H§rﬁl%g%ﬁa@ﬁﬁﬁfr%%%%isnsf%rgiaﬂlgg %e ncoded by
slightly sameddded.tile tissdodagiraf 20 transform coefficients val ues, thus
produci ng a watermarked transform coefficient set. The water marked
r«coefficients are then conbined wth the non-watermrked coefficients to

generate a wat %‘F‘?W‘k‘"@#ﬁé"&&é@mfkﬁ%?@?%e? &Mt %@Hid&?iiﬁfﬁ 3P SHPSi mage. The
wat er mar ked, 4 angfRL {?pé %gﬁ%ﬁl?é‘&ﬁﬂeqpatéﬁnaﬁlb %Irb BR48E P _tgéﬁ@i?if:ﬁ[m to produce

a wat er mar ked 1Tmage e coefficrent no ication is subtl’e enough so
that 1 i swabrmakieghbaldey intmditler ithegoieshigbvatud ofche tuneinandedn thel spatiglge | . I n
order to recapture the WaFﬁrmark fr mthg vvate%frrarked naf&gg] a decoder
ecei ves JAAMTGTEERBHODP! hiBge%,41BF toanstarmCoetiGients pube AULORtS £ or od

certain i mgefAn BERERAGLOR (QRDET | PWT) of tHaQfhapé. €T A136riamsthat bfedied @ N5 t he
received version to the appropriate transformdonmalrn representati on and

sel ect®s tdntect theevyermaske sigodl ca0 alsp be plasedwrder twio priegaries basedameyhethar si gnal

e/ 1 Bor PR s PR PR Eheds g Wbt Sttty kel 1>

coef fi ci ewhiernigking techtiRuesiihagerabaihe wakrmbikda titd goefficlentsret Hoaisfdrar
wat ermarking .in a transform donmai n have been.suggested for decoding wthout
resort i ngdamain gad detegfilhuithoutagsertingse fhe qriginal irmage swRMABYadyARta8eS Rer i ng

modul at | %air k&bn@fﬁ%ssg Ls nd%ﬁwgg% é\?gesklﬁi%%?%rgggrﬁsg;ﬁiﬁ%stﬂgﬁﬁéﬁpati on, the

watermark data 1s a to t gl na perturbing the val ues of
significant DCT (i.e., transform coefficients. For exanple, if s is a DCT
coef fiki ent, alhelase te¢hniqusffor ¢rabeddingratwmatkrmatuk meissage nt datadntbynchangi ng t he

coefficient t + RR). and a "ong' bit. of the 10 termark.data i s
encoded bﬂ?]aéﬁZné?' ﬁ@c(oﬁﬁg)t%g]amﬁrg(rﬁtat%n@n?hestre}nsmcﬁanz%pe{fgngc mal | .
const ant . pyRaa My Wah§Brhie t(NSinfigd 8 Ko BBRRAOR pfsaiTatidieinwatMkformked image 1 is
acconpl i shed by correlating the appropriate DCT coefficients with the

wat er mar kdoredis &ye. DGR, DET ictsd of e impges Negat, ersibsek phige trensiarma gecffigigatsbeen
ted | ; I T or DWF
Snares" eie MEegind I s, SLLR ARl ERRS LRI ARG R B0 O

and/ or thé useé o Ion’sc r s
(ERR)20 . dodrisfoem cogffiviehtd edliuesnthius phodadidg awatprantkeditngsfoha cbéffiokhosem domai n

coefficients. In this case, enbeddi ng a termark nessage in a sel ected
sub- set oThecB%‘FWfpﬁf%?gﬁeﬁﬁgédhwogmegg‘?'%{R%H’@E'é”‘ﬁ ¥kei ents with their
quant i zedegipridiGits tdeeetitYa Whetmal® E%@édc@ﬂrah%n%&&é%fa'ﬁoﬁ%? theQfhage. OF

exanple, a "zero" bit is encoded by 20 quantizing the coefficienfs with a
quant i zer Thgpowatatmarkedwansfam repessentasisdsl ﬂtgy inverse-transformed to produce a

watermarked image 7 . The coefficient modification is subtle enough so that Tis

25  perceptually indistinguishable from the original image 1.

In order to recapture the watermark from the watermarked image 7 a decoder

receives the distorted or noisy version of I , that may have suffered certain image
processing operations or hostile attacks. It transforms the received version to the
appropriate transform domain representation and selects the same sub-set of

30 coefficients in which the watermark signal has been encoded. The decoder then

2
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quantizing the coefficients with a different quantizer g, . In a variation
of the dither nodul ati on watermarki ng schene "zero" bit and "one" bit

val ues angoenfppies using two "sel f-noi se suppression” mappicRggefasgnd 1
whi ch are based on a snmall nodification of the quatizer mappings g0 and gl
used in 25 the dither nodul ation schenme. To date, the prior art

wat er mar ki ng schenes i ncl udi ng coefficient perturbation and dither

modul at i QR (rgéi§ Qb at&kiirk ﬁi/ggéage 971 @BSsh-LQ oREiHicibRs @siagl%dﬁ_twﬁgﬂ di stortion

| evel or noise criteria. result, they provide a relatively |low rate of
i nf or mat ippoce@u®UBSTI TUTE SHEET ( RULE 26) WO 02/ 015586
PCT/ 1B01/01447 enbedding or suffer fromhigh error rate under changi ng

PCT/ 1801/ 01 ! fer from| un: n
ake the. 1 or migeniie hin eRai BhostiemPrORE il RS G R e L BB e

dat a, theagsditdddor docbding weneat REGtihg &sthabliginhlbinpigei @effidgai nst att acks upon
‘the security of the data - one of the main purposes 5 of watermarking. The
preseft ipgUrhatiomans ditheping medWati®Pmar ki ng t echni que which is based on a new
encodi ng schene referred to as scal ed bin encodi ng which encodes wat er mar k
data into i mgg ofahAodik me@.bamgmg bR nY/RrtdfatioR, de WRAVerkAL ddtk RSEr ves high
image quality (i.e., lowdistortion [evels) and adapts to expected (i.e.,
wor se casdiledwi theotiginallimagd biRrperapbingitingvalfestdfeigndficanBCK (dat a from t he
wat er mar k enbedded _l. nage after it has exposed t.,0 uni.ntentional and/or
"t ent  of R RBRLEErUOBES 10k Rt 1800 R R 2681 10 O B obabi 11ty
based progfehiaek 1R8a % oncHBed BILLURah ik g tHetReficikae &k 1E)andhasae” Biboeeki Mat ed
statistics of the original imge values and an expected statistical nodel
of tHE novaermank dualircendodes! hyhehanging thelwpeffiviape tps oca sdieng)e spesredll ons or
attack 15 noise, thereby providing a robust and high quality waternmarking
syst em arf@nstenthBecapSungmireyw aermrai mqsmrﬁmhweatmﬂ@%nmagqénﬂs on provi des

Gara and FReapihe Rl SerndRuts hOhRL POr BRI RS R bR\l i g ca

data wi t hfskadehWatistfongbof tHiewateh@amalg tedh@iduehateBan sdadatedndcidgsiet e noi se
introduced into the waternmarked digital image data. The system and net hod

of the pruseehdifferppeirensbprm domeips DT enf@Wdr andlordassuseridiffgreptess of
enbeddi ng th termark into.the original digital data to obtain

wat eﬂgrar &’Sﬂu&aﬁﬁ Sqhemgs ée‘%tnﬂ(ltitéoﬁrs&geel‘gg of decodi ng the wat er mar ked
digital data to obtain the original 25 watermarked data. Watermark data is
enbedded i nto #he di qi i j- ' hod referred to
as scal ed bin %‘ﬂ%ggk%&.ﬁ]ﬁ%ngsg gg%é@qhmﬁnggﬁgﬁi&%%?%gmﬁ@éapt ured fromthe
wat er mar keedffididnes. [isthisgase, eibbdding iatwatdraaskdmewagedinrgsetectedrsab-setrofone

enbodi nent, _the probahility hased decqdi.ng schene is the xi mum Li kel i hood
(M) decc‘r‘&FW@‘%‘ésHégés."BAP“ aoi (hpee eqqbisse mﬂg%s Gl ersaB 6
PCT/ | BOL/\Qa\Afd: deBerRonGRP@dicFRit m&SRRIAN M afblel RO248* Bit TP&nt8abdinf @ 1S
achieved b trar?g?or m'nng thé3 ori grPna%%d?%i tal E)i r’ragze data into fdiifyst

t r an20or muankfihg the enéfficieatsonith aqudrtieengf ardwefdaetbitas erxioded by err or
correcting code; enbedding the encoded watermark data into a first sub-set
of the fiquattizingthsfcoefficizotstWitlca diffesert quasizer gt.e a sub-set of 5 enbedded
transform coefficients using scaled bin encoding; and then inversely
transform ng the waternmark enbedded first sub-set of coeffjcjents al ong

with the remailRi2YgnaN HdbeAiher mQduntion StermAdng sChRRE o 2HPCBRARE ci ent s to
gener at e ayat-eg. i 0 sdo (PSS Al h LG e original
di gi t al i‘gﬂ;%g&gg%lgesgﬁgagtﬁgédmg%@ e selfet ae%gbgg%%ﬁﬁ%éé dEmd e o ment ,
scal ed biwhiememdiassgl ansa gealt modéctatign efdhé¢ quagizemmhpmogs doi andenusafint he sub- set
of trggnsfgram coef fdigﬁii.ent with a predeterm ned scaling paraneter which is

r epr @9ent' fiher sodyfatigy § d noi se level and an allowed distortion nodel;
mappi ng each scal ed coefficient to one of a pair of skewed discrete

. mappi ngs deperTiedite, Oe pridt arogaternsdrking seHented enchadin g sqedficiempeancades
watermark data bit to be 15 enbedded into each scal ed coefficient;

obt ai ni ngng dfher BPAHRIONASE RR'PHSY detigeddo adant o 8 PTG stpftion

cor respongidig ABBPGseARchSFAka RAFIbIAL §Mian RIiAddid ihffmdidd er ence to
its corresponding original (1.e., “Uunscal ed and 'unnapped) coefficient to

obt ai n each wat ermark enbedded transform coefficient. In accordance with
anot her enbodi ment of the system and #ethod of the 20 present invention,
the watermark data is recaptured fromthe watermark enbedded digital inmage
data by transform ng the watermark enbedded i mage into second transform
coefficients using the sane ¢t i during wat er mar k
encodi ng; selecting a seconJhgighigﬁggya%gﬁgﬁhgéggd transform coefficients
which correspond to the first sub-set of transformcoefficients; estimating

T o e Y b1 - . Y MY Y Y -




second wat er mar ked sub-set of coefficients; extracting enbedded water mark
data fromthe second sub-set of coefficients with a probability based

decodi ng &@BEssehi ch uses the predeterm ned scaling par arpa,trﬁﬁw&q?ym
aspects of the scaling and nappi ng steps, the expected noise and all owed

di stortion nodel, and the estimated 30 statistical paraneters; decoding the
extracted watermark data using an error correcting decoder based on the

error correcti,ng cod ed when wat.er mar k, encodi t 0 ,Qbt ai p, SUBSTI TUTE
SHEET ( RUMEDSSS{E on ot Seabeetior ¥ et Pt poisF et Mote o ¢ ne

ori gi nal \waioRtafitly, Kinck Btt&ifts ® civa8 htedcRersMkedBE AsH6F MkHEWE nbise used as the
probability type decodi ng schene. For enbedding the watermark into the

.di gital i%fgHionsen theoneeshamhedded smagadata;hese prior arfhaghemenateilps i ncl udes
FFanst or riCio RrHlelleal S arok RN L BB PR hERPRA B

usi ng San efrwaemmokingcti ng code to generate encoded watermark data; a
wat er mar k encoder for enbeddi ng the encoded watermark data into a first

b-set of the first transformcoefficients t enerate a b-set of
Snbedded t r anoTHEEBbIT PRy reseRs 4 RAtrPacking S hiaHe SMEshs BERITR & nver se

i mage transd eRciBing sehend ettty ad GalddBin ERFIBAIWRIOE eN@Ides Waickmarbedded
first sub-set of Coefficients along with the remai ni ng non-wat er mar k

enmbedded d4ts into imaga siatrhy medifingineage yatlues enwanthet preservesdrigletmagiegi t al i mage

e T L
enbodionenRedqapturifg of yetveneafark@ite e the Matdrmatiteittseddad im@geafter Anad or mer for

transfornming the watermarked i nage data into the transform donain
r epr esent RReN §Xposgd Hroumateptional apdiorinientignal Reise isperiormed Viasdespdingr s of t he

second sufy- G ; Lty ecoder for
extractiﬁ@e§§%g§héggﬁg%gﬁﬁigﬁé%g?§9@$g§$%h@h§g@@ﬁﬁ éﬁ@%ggggg?ggoefficients
wi th a priodsedon estiyndvedssatisties ofthe griginhkimageialobs &6 amsexpetthe stptigadet er m ned
scal i ng par r, known aspects of the .scaling and mappi ng steps, the
expect ad MBRIS! Hgnoie iielior @ By iMess b BoeS PERESASPECHORRPRUER At i ot | cal
par angyf erfsyisc HdRb) Pebvidiak a%&%@hﬂl&ni%ﬂﬁuﬁﬁ? DAGRArIRY S5 Mnddadod!si Ng an
error correcting decoder based on the original error “‘correcting code to
generate the watermark data. 25 6 SUBSTI TUTE SHEET (RULE 26) WO 02/ 015586

PCT/ | BOL1/ 0l 447 BRI EF DESCRI PTI ON OF THE DRAW NGS The objects, features, and
advant ages of the present invention will be apparent to one skilled in the

art, in view of the follow ' 4956 TNRAE i\g which: Fig.1l
illustrates basic stages of ¥ iNWWﬁOI,Q 5 Figs. 2A and 2B
illustrate a first enbodi nent of a system and nethod of watermarking using
scal ed bi n encBh prgsenhinxentmndanddesy miathot @ngsssambf embeddingdigitéli g. 3

o i S o S B PSR 22,

enbodigTenthe Matermankell Arpi@NGutAREAOE tRE use of the original digital image data and
despite noise introduced into the watermarked digital image data. The system and
method of the present invention is performed by two processes: the process of
embedding the watermark into the original digital data to obtain watermarked digital
data and the process of decoding the watermarked digital data to obtain the original

25  watermarked data. Watermark data is embedded into the digital image data using an

encoding method referred to as scaled bin encoding. The embedded watermark data is
recaptured from the watermarked data using a probability based decoding scheme. In
one embodiment, the probability based decoding scheme is the Maximum Likelihood
(ML) decoding scheme.
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wat er mar ki ng using a probability based decodi ng schenme; 15 Fig. 5
illustrates an enbodi nent of a watermarking nmethod in which watermark data
i s decodeg Hplgiékgg Probability based decoding schene; Fi 9% 95'1‘14';58
illustrate an enbodi nent of watermarking using scal ed bin encogl ng and the
Maxi mum Li kel i hood decoding; and 20 Fig. 6Cillustrates ordering of DCT
coefficients for selection of a sub-set of transformcoefficients in
3;‘{8;??2;9 Wit SR&niBcRffsH:, driteQBing YR thelWadrmtReddald KB ciidhéd by RULE 26) WO
PCT/ | BO1{raxisfckviRi-fhaldrilgaDEGER i RibgONh@intd st [etaEhirh Obeffioentsa¢reodmgki ng

process can be represented as having.three stages: wat er mar k _encodi ng
stage 10)" ﬁvaé?w@kgfeﬁaﬁﬂéen S‘E‘%’gfé’”fgﬁ'“%‘iﬂﬁieaerﬂﬁ“t%gf'}ﬁdﬁ%e Al TEKge 12. 5
The encodjfg imbadfs: b s8R iNERrst Mhsk SR oRIfidRms lo R n¥raless fidLde: gat a or
nmessage to be enbedded and 1 a covertext inage where the watermark nessage

is to be embesdltddransforme coatficientyusiog scaledbin go¢ading; dndthealinvkasedy conpri si ng

t ext data, vi.deo data,  audi,0o dat . i i . t . s of data.
The: out pareisferfftas Bk S CetRiRed Find SIRMRE LoBRcBhs BTN RES O OF) 5
simlar tendinghogwatirmbarkegtbddded gt ahiséern dRffidiennal gehdratepr esents a

conposition of expected and/ or non-nmalicious signal processing operations
(e.g. conpyAesvukembeddedgigity imagedata whighdpcludesdhs oragingledigital imagedtita he

wat er mar k R, termar k enbedded i mage output i* of the channel is
a distorte %‘ers?egr?lgfd#\%e i nput watermark enbedded image i', which is
assuned to result fromnoise signal r. Finally, the decoder 12 receives the

i magel0 * as anAcogding1é thasembadimest, emlddian endodigad perfemzegibyrscaliighout
resorting to the original covertext. image.i.. Enbeddi ng usi.ng, Scal ed Bin
Encodi ng: P oot PUEE pu iRt Of HENSHBbGRTBSEN S M S ARERSSTHP e BN ki ng
for embedgirRfer Walchli §RipkesBMEGRAST antikPedle PRI 60 tand ERABowEIBSWsid Of the
20 watermark message minto inmage data i is perforned in a transform

domai n. Tmede¢lrmgpping each sslel apefiicienttasme ofre pair of skesved sliscegte mappisgor m
coefficie =F( i n I - form bl ock
20 can’ beluRBi e e Opls RS oL HERSEhh Eiboed pAlimbIRRR B O T o

di gi te seébeddefine each sealed boefficieat, abaming hdiffergnge bétwass Eashnchledck may be

embodi ed so _as tq convert the inmage into a Discrete 25 Cosjne Transform
(DCT) r epfedlacienfrasm ity corgespprdipgmaprpssi andsraled eopdficiens; prskaddingtif esent at i on.
Al SO pri Ofiffefer L fHspdrldtn &, (RSAEHEd DrimsappRERDRSticidH: fo an error
correct edalcfg en orna%&%’s%y er%ﬁiég?{ e’clﬁusng coéfenltﬁ?ag?g 21. }A sub-set of
coef fi ci eobtsinsach wakeharkteptbefldeahtranisformmmgticoamef fi ci ents t for enbeddi ng the
wat ermark data into. The scal ed bin Encodi ng bl ock 22 enbeds the nessage b

into the selected 30 1image data transfor efficients t ener at e

wat er mar k enbehﬁaecaor B |1§'? %rh({uéerf(‘ OMP I%y%?-irﬁé'f& (rﬁ&o@o‘)jg © wo

02/ 01%586present invention, the watermark data is recaptured from the watermark embedded

PCT/ IBOl?_01447 using a coding nethod in which each coefficient of the
sub- set ofigitAlimage Aatn Oy &rnsiemeing she watgrrark gmppddeddmpee e scanded scal i ng
par amet er 1 J;o%fﬁci%d{é‘ﬁéitggw%m? Iaﬁ%?Bﬁﬁz{tﬁq ae%e%e%@ Shardithn al | oved

distortion no ; each sca coe clent 1s nmappe one of a pair of
skewed di eoding; sedguping gscabadenisettof ovatarmarked giansfotma teeffitiebtstwiach

correspondi nq encoded .watermark data bit to be enmbedded into each scal ed
Coef 11 01 orRrresRoR P BRCRUtRE Qb SLSIEr e it cUnFyTE S Rlom | 1
correzpo “?:&rﬂﬂe!@?ﬁﬁ@e aRdsacat 8drsRedrhd CefMtiertSudRs AhapRGtatidfich Jtlike di fference
is added to its corresponding original (i.e., unscaled and unmapped)

coef fi ci efacond watsrmarked suthseif ¢ipnterextrdeling embeddédwateomarkidaty ent. 10 The

embedded OB Scond Skt 8 Eieitu R AG b4t RetERRER R B emp o
coef fi ci ewhith ubbethe peddeteimihed oeilling pdradeedf kntiveindspedld of theyedliaglayd t r ansf or med

by inverse inmage transform bl ock 23 to generate a waternmark enbedded i nage
it mapping steps, the expected noise and allowed distortion model, and the estimated

30 statistical parameters; decoding the extracted watermark data using an error correcting

decoder based on the error correcting code used when watermark encoding to obtain

5
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15 It should be understood that, bin coding is generally defined to be a
techni que in which code words are chosen for encoding a given nessage
dependi ngw@alop&spessage itself and on the inmage in whichy g
encoded into. Scal ed bin encoding, according to the systeg¥§#§ Hgﬁﬁgd of
the present invention, is generally defined as a technique in which an
appropriate scaling paraneter is introduced into a 20 bin-coding schene to
adapt the | =S IO Q&ﬂﬁhdﬁ&nh&%li%% - se that is
expect ed ?ﬁag?gghﬁﬁﬁfﬂegFgaﬁg orn?cgEI?iC|en%s and an aF+%ﬁ%%9%#§tortion
Thus, t heissisad scthdprobebiti pdiypeddradimg selatngs. mar ki ng syst em and net hod in
accordance with the present invention is robust to noise introduced by

¥ i t d hpstile attacks., Th . h i
Fo oA Dro udl SRR e e APk anchte Slehdl G Gl bR sPOSG LR b
encoder 2fe g(ferh B ¥a@PmhrkBRSntlGAESINATABE tradsforaitr Bt (RMBREMBT thadithiner a

-sof tware inplenentation ferfornpd by a conputing or processing system or
in a dediicmagedataantewdransionp|domain wpiesentatinm ar gnepdeior encagingany conbi nat i on

v 027 01588 R P TR s R Rk e e Bridck el b B £ 20 g
of wat er nmatsimgk ¢acodgr foe @hbedding therenocdedgv steriagic gan dhita g first subgetfst em shown

in Fig. 2A. The nethod shown in Fig. 2B incluyde (pe stggs of transform ng
i mage dat e ifirstikagstorm AITHFIFN'S de BFNeEIte A SUb-pai 0k gm aé led 4RIy wat er nar k dat a
minto a : ! g mar k data
b (ot op 2B e R e o1 ¢ e

t r anslfOor nransédriming the watesmack exgbesided Hobt bibnset o€ ostiffigjerts alopg 26h; the nver sel y

transforming.the watermark e d coefficients.x and the remaining non
wat er mar k™ %E%{"B’BEFPFEC@%@‘E@?’SB%{]S o ‘iﬁﬁ%fg’r‘%sr‘l? &ht8lfded i mage i
(step 27) wathhm&taéwdiigitmm@gé 841a Whidh if€lali® thé BighRIGatbpda@fand@eer Mar k dat a
into an inmage can 10 be performed within the spatial (i.e. pixel) domain of

t he i magevatasnakda®f a gi ven transform domamin of the image. Hence, in an
alternative enbodi nent of the system of watermarking inmage transform bl ock

al ter na . i nsf orm bl
an ol tornati ver Enaagy bR Ph kRl e Mook i oAl G800 or ™

t r ansifSor nemigodrhemtrud thesysteaedfiwiteranskiap ichgle? dn ansgenainsfopmet foed 15 1 n one
enbodrment, enbeddi ng using scal ed, bin encoding is perfornmed so as to
ensure t h‘é*l"s?q{@‘%tf‘% Mﬁ‘éﬁ@éﬂ‘cp ARgEe daa e @éﬁ'ﬁaﬂﬂgm dema{n rgpresetatiod; #r i gi nal

i mage by adhfrb &térﬁuﬁiggugﬂuhg%aga@akﬂe@ee@ef e SEQhbis@R séfteberfiBdn@X peCt ed

noi se nodel criterra: 1. pair of scalar discrete mapping - q and g~ both

havi ng a &pmbabiligi besest watermdrk dedoderfor xtractip embpddaddvategmark fata from < D t hat

i tj bl i,th the.dist.ortj 20 r.aint S) <. 2. |
par anet or "B sel il B st SN RRTHE Belie Fedb ity e "expect
Noi se0 n {isae thtprédekertirddnehlingjRifdteter, Rn@SE AIpdetd 6 € theistalingmidigdppaigbodi ment

of the system and nmethod of watermarking in which a sequence b=(bl,...,DbN)
of N bi t sSt¢Rs, teisapreted noitecang allayygd distoryan medel; and the gpimaged platistisalsf or m
coeffi ci j i r i b O i by scaling
The sequeniimelrasos fof dRRkl A Ekipl MM PE sk DoRRATHE0 ™ et nad
conponent eontesBnpglecotier tmsgl@anthe ok gmakdrrarivatretting dode ko gowepontint | s mapped by
g or by q& accoL%ing to the sign of b;. Mre formally: 10 SUBSTI TUTE SHEET
( RULE 26) atermar ata.
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W02/ 015586 PCT/ 1 BA /01447 q(as) _ (qb~ (~, ),..., gL~ (=N )) . Next, the
di fference between as and its mapped version is added to the original
sequence §yd@@sgi N the watermarked signal x: x = s + (d(@Shgode-2 F 9-
3 shows the steps of perform ng scaled bin encoding using the scaling
paranmeter a which is a function of an expected noi se | evel and using

di screte mappi ngs which are a function of an allowed distortion nodel as
defined above. According tq this nmethod each coefficient s, of the sub-set
S is scaled with the EE2HE R BET - ILTL 2120 (step 30) and are

t hen mapped to one of a pair of 10 skewed di screte mappings (q, ql)
dependent on tRee dljeits features and advantngesefptba @rasentanvasden wﬂgtbeﬂmarwbit b, to
be enbedded in the.,scal ed.coeff.icient. s; t 31 ). Adifference between
each scal%ﬁ“@égﬁ?pg?gﬁ@%aHH“PYQF&5&?@%%@%6?&@e@ﬁ%ﬁgago%ggp@ahcoefficient i's
determined {stEig. B2lusaads biskc dhdds@F BROLatbEnABHAL Process; t S correspondi ng
‘original (i.e., unscaled, unmapped) coefficient to obtain the digital data
repreébntation 15 of each watermark enbedded transform coefficient x, (step
33). Decoding ' f1hd oding:, | r i th anot her
enbodi nent of ?%g'%E{“g?nﬁglrlllégt%tfg%?%p%@gb{n%grakﬁyﬁgeﬁ%ﬁeﬂ% cgcr)f\r,rv:ar k decodi ng
st age 13 Whiegnarkingiusingrsphledrbintendodisg ingacaoplandeakith theyprésaseidveleioadi ng schene
whi ch includes paranetric statistical estimtion 20 procedures for
estimating statistical information relating to the transform coefficients
of the origi nag;el ﬁﬁ@&ﬁﬁ ] for the
attack channel Fi 6@26“% agﬁ}(sjba I |rtﬁ€m(t§ggg%e“&%€% I %g&?c %ﬂnzg&#ggﬁ)‘f oits the
fact lthe amcogiane withrthgepresenk inbentioat er mar k enbedded i nage have stati stical
simlarities thereby allow ng the watermark enbedded i nage to be used to
obtain estimated statistical data of the 25 original inmage. In one

enbodi ment of F%e. 4 hfd B HidhateSy fifsEembsdifen o Y8R dndtfethesed decodi ng
scheme ( Fig. 4A) an image transform bl ock 40 receives the noisy inmage i*
and t r ansYVaemarkingjusing aprebabiiy bpsed depedingsphameon. The type of transform
perfornmed by 11 SUBSTI TUTE SHEET ( RULE 26) WO 02/1) 1 s;86 PCT/1B01
/01-1.17 transformblock 40 is the sane type as that performed during the
wat erysar K encoBligh§ ilfusaaes sn erhbedi meROst o watesihaking bhetiedd iAGvHIElOVi des a sub- set
of wat ermark enbedded transfornmed coefficients y to the probability based
wat er mar KWHeEBYk datgs degeded uginga profabilify kaseghfscodingSalrae:t r ansf or ned
coefficients y corresponds to the original sub 5 set of coefficients used
during the waternmark encodi ng process (i.e., s). The waternark decoder 41
extracts the ehigedifedndBalmamnle aadnsbdaimént@imakemarkingedingisialed bin

probabilit ased . decqding schepe. The extracted watermark data b* is

provi ded T%Og'ﬁ‘g aB?ﬂﬁcﬁﬁHFg'gbﬁikﬁgﬁ@gdgc?‘ﬁ&)a" ecoder 42 which decodes the
wat ergpar k data b* and outputs estimated watermark data nt. 10 Fig. 4B shows
an enbodi ment of the watermarking nethod using probability based decodi ng
in which the ehigof€d!lustnates gedekingef DSdecasfiicienss far seleetipnfof graubiset ofi st ort ed or
noi sy vergj f the.] e x itably the.noi wat er mar k enbedded i nmage
i*is trat?iésrggorrﬁlec eﬁ?@%&%éﬁ%ﬁ#%%@hﬁ ﬁesgngﬁ?‘/eeggé?'ati on F(i*) (step 43)
and a second sub-set of transformcoefficients is selected (step 44) having
the sane location 15 in the transformdonmain as the first sub-set s(s,,
..... sN) used in the watermark encodi ng process. These coefficients are

denotgd y=(y~,...,yH). Next, the statistical paraneters of the original
sub-set of coefficients s=(s,,...,sN) are estimted, by determ ning (step
45) the statistics of the distorted coefficients y=(y,,...,yN. The encoded

wat ermark data word b* is extracted fromy using a probability based
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20 decodi ng schene which utilizes known aspects of the scaled bin encoding
process including the scaling paraneter, the expected noise and all owed

di storti oRoRMdedsgs and the estimated statistical parameter . Once
wat er mar k gata 6; is determined it is decoded to obtain tﬁéﬁ§§§?%§¥%d
decoded nessage nt (step 47). The system shown in Fig. 4A including and

i mge transfornmer 40, watermark 25 decoder 41 and ECC decoder 42 can be

enbodi ed in either ﬁEﬁfILWﬁgSW?WﬁmEQN\%mﬁ)W a conputing or
~arawar e 1 npr enent at i

processi ng system ion such as an

ASI C, or any Gfphj ' r I ogd ation. It
shoul d be understo%%%g{]g?ﬁogegslc%h\g?ir ﬁ%gyaggg%‘\@ﬁgfﬂént S(E%{EAE;[ in the

.t ransf or nw@eérmekokrancodingf stage 10part fteack chatnebsiagel klhiand & vateamaskydeobdiagef fi ci ent s
generated fromthe 12 SUBSTI TUTE SHEET ( RULE 26) WO 02/ 015586 PCT/

| BO1/ 014478 rl@nsf ormation. 1t should further be noted that the |ocation can
.be a 1, 2, 3 or any nulti-dinensional |ocation depending on the dinensions
of the array ofp.Caehdihg sGEe fo REACESARAnDES ThiNe WaRtARhA Rt dQfesshde One
enbodi ment in vonei ch tlh% pg%g)abi f‘i ty bagféd decod?ng"jl schene 1Is t%sg tiI@Bxi mum
Li kel i hoad b¢ khpeddedaaidnig covdrentimdge vawnethp avatarmady messagalisbgbe he scal ed bin

di d , d. g ). t d._noi d, al | oyed distorti
model | arftERget CovrRERinaga il sE BB S B VR st st
s(s, . . datsblidiadatalby @mbinaGensSofIhexesyRp of @RoThdButputif thdéncoBéod of the

M. decodi ng procedure. G ven the scaled bin encoding paranmeter 51 (i.e.,
a), knowwalerpearkes igfage Hahaiis prerptually siraitsite ghesariginghgmaged. Ehpettackd noi se and

al | owed dj hti0 . esti i siical. par ters 54, the
fol 1 d% nSCh?){“g%a‘t}i pIEs %?@“@%ﬂ‘é’?'rﬁtfﬁgﬁ&?eg‘[a@%@"t@?@ﬁa iR ST ' 2 obabi 1 ty
P(j) thatproh@singbpératidrs)c.geomigegionnfikaigerg anlior & deliksmeadickgpnor i gi nal
coefficient; and the conditional Srobabi lity P(yi of observing the

ar,

; ~] )
di st or t edhe yatermankedimage The yatenmark;epbheddadimage g 5‘ iftof ths shappal isded i n
encodi ng e el Fifyd h&@&;, : plity P, (j)
t hat the(%§§%%P%%§?§8€g§qﬁ%@&hgﬁﬂgﬁ%o .ﬁgéf e céfrégﬁégagﬁggggéginal
coef fi ci andult faord noisheigaelnd Finatipahe decolderdl 2 tetaivédlthé image)i* @ ambspat vi ng t he
distgrted coefficient val %Hﬁ’ 20 gi ven that the point. gég was used in
eneodP e A ESBHE T STIEHTFdTRes5rarM WHOWES [CRoERE fo (RaroBEl Chertad | e oqer
i ndex of jtheeli screte mapping points which ranges over a finite interval {
-J,J } ). Ing the results of the probabilities and for each possi bl e code
word b (where b ranges over the 2k possible error correcting code words)

t he fol | Qud gyneoamg: (step 57):

Fig. 2A illustrates one embodiment of a system of watermarking for

embedding a watermark message into a covertext image. Embedding of the

20  watermark message m into image data i is performed in a transform domain. The
image i is initially transformed into a set of transform coefficients t=F() by image
transform block 20. The image transform block 20 can be embodied in numerous
manners as is well known in the field of digital signal processing. For instance, the
image transform block may be embodied so as to convert the image into a Discrete

25  Cosine Transform (DCT) representation or a Discrete Fourier Transform (DFT)
representation. Also prior to embedding, the watermark message m is encoded into an
error corrected code format b by error correcting code block 21. A sub-set of
cocfficients s are selected from the image coefficients t for embedding the watermark
data into. The scaled bin Encoding block 22 embeds the message b into the selected

30 image data transform coefficients s to generate watermark embedded coefficients x

8
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nJ Sc(b) =P3 ~b~=1"~Ym..~yn) ~ (g~b~,...,9nb" )~_ ~ ~Pb, (y~ ~
J)Pb, (.1) =i ~=_J 13 SUBSTI TUTE SHEET (RULE 26) WO 02/ 015586 PCT/

| BO1/ 0144y 0lihm158pres are then eval uated and the code V\qu,CH/ltBn%l PRXi m zes
the score Sc(b) is selected and corresponds to the estimte encoded

wat ermark data word b* (step 58). Figs. 6A and 6B shows an enbodi nent of
the nmet hod of watermarking using scaled bin encoding (Fig. 6A) and M
decodi ng i j I i . I is perforned so
as to si nlé)ﬁlﬁigfg@cog@cgo}&@ﬁge\}\ﬁgﬁﬁg%? Q{a%f%eét%gmﬁ%grsﬁﬁgrﬁg@f romthe noisy

i mage i *.cobfficsérosus scaledmith afpiedetarmined| sk glingmrameigrewhich @8 ofinvidreofrmr ked i s

transforned into its transform.representatiop t= i) .(step 60). Next,
the trans?@F?FFéB‘é‘ls? a OHF@Q'!S "(“s'?'@ée G‘iaCB_SF‘H%:% f%ﬁ%“td%nai n 10
accor di NgmbGhedl6 of 8€1 paif of Shewed tistleRUARHiSzsdepérideRtor MO Sate? | eft
corner (no. 1) and ending at the right bottomcorner (no. M as shown in

-Fi g. 6C. the cemesppadipg engoided watesmankiviataigmtodwrambedded inéspashdealed a frequency
domai n repregsentat j. of i ) j- i ficients are
ordered d’“f%ggf%s)c %ﬂt[{azi/&?@{)e § EQ%F%‘{TV\%%E{ sgﬁ%&ﬁ&g&%} titff.)oe"!": }tg &B?rt?‘ﬁﬁ ed at the top

| eft cor naappkdtaad bbtedd@hficént fig einaiaad; andthd diffelentd @rddédpotits15 corner M
Each off-diagonal (e.g., L1 ) L") represent a range of frequencies
i ncl udi ngeagicsRpnging onginal giq.. insealeshandunmppped)soptticicnh taokipingaeh t hat range. A

subset s Qof, %’n&rk%%@&&é@t?ﬁ?ffo%gb%tﬁnis then selected (step 62) fromthe
coer )

order ed Iclents corresponding to off-diagonals indexed fromlL, to L,,
where 1<L, < L,, <M These coefficients are to be used as the covertext
signall0 s=(s,,...,sH) in 20 which the waternmark nessage or data is to be

encoded into. For each off-diagonal with indexes in the range [L, ,L,,) a
statistical papaneter is ¢ ted (step 63) . for. the coefficients
correspondi ng }be \mtfgnzggFg@?@ésegﬁgfﬁl(:mgsr%re%ﬂe\lcg [t}eﬁgrrlem%lgmgfnophe .

coef fi ci eRhibrmdrR ehibeddedavetficidnes sSdndlarSEdrhbihe PR A MRS RMmairfing Agh-est i mat ed
vari ance Q of the set of coefficients |ocated on the off-diagonal of the

i -th coefdmbadded caedgipntsi Ehe resplgng serpbinpd perffigichts arcinversely rpsfermggonal

share the_s. i b . [yl L ¢d vari ance of
a set of ebryulﬁ%ngrrsegﬁﬁéfﬁb%&f}lf?y%?? tﬁ%%fﬁ&?ﬁ%’dﬁé}@%%@ﬁﬁ?hﬁ%ﬁ i'stics and is
given by: : V=K ~a z K~a =i 14 SUBSTI TUTE SHEET (RULE 26) WD 02/ 015586
PCT/ 13801/ 01441 shaild baahdevdtbodithag binadodingrapenendllyudefihed m ot seclatiquerappi ngs

are conputed (step 64). The di screte mappings depend on, an all owed scal ar
di stor ¢ off WdgRpodepHores sreahorepiiorencadiae a g ReSSAEGEPPIS N the s

def i ned byeRoecitdElfQrd-on eIt 8F Whicht B baln@kakodd@niARESBhLel Bat control s the
visual distortion level. This distortion termis notivated by 5 nodels of
t he Humarengpdingl acsgrsingto dheisyisign dnd methodiekidie presenthiryentiprtis genesslyf unct i ons.

defined as a technique in which an appropriate scaling parameter is introduced into a

20  bin-coding scheme to adapt the coding rate (i.e., number of bins) to the level of noise

that is expected to disrupt the transform coefficients and an allowed distortion. Thus,

the scaled bin encoding based watermarking system and method in accordance with

the present invention is robust to noise introduced by image processing operations and

hostile attacks.

25 The system shown in Fig. 2A including and image transformer 20, an encoder
21, scaled bin encoder 22 and inverse image transformer 23 can be embodied in either
a software implementation performed by a computing or processing system, or in a
dedicated hardware implementation such as an ASIC, or any combination of a

software and hardware implementation.
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It should be noted that all the coefficients corresponding to the sane
of f - di agonal have a common distortion |evel D, and hence share the sane
di screte {nplhezet hereby significantly reduci ng mappi ng % ?
Consequently, for each distortion |level parameter D, a pair of uniform
scal ar discrete mapping - q and q' can be determined 10 by the foll ow ng:

90 (x) =round x - 1 + 1 2D and qo (x) =round x + 1 12D, ' 2D~ 4 4"

D, 4 4" wher o I | input.
The mappi ngs. o . o PkKAE} A fRefer| ARGRLbELE G HAKE dhedchfE. ' IRG' L ¢
2 - ~ )lﬁn}eneodmgcmp@nhng/@ltbﬁ smndﬂmnbnlfyg @A j The metdiod showy) in) where j

is an intgge i x the or andi ng e in.the ove nentioned
diseret o g 28 TR RS of CHESSRTRE Wk e Bl o eBIRE o N bi t's
denot ed bgfeabay;-enchding wmgr@afaqﬂem%%%eeomag@ea@ foPhatitB@ehore Of
transforn1order|ng and for optim zing subsequent decoding steps (step 65).
In thi%s cmededweemkdgteh@tepﬂébwetbedélme@ldmg@@r\datmaﬁkydatnamtcaas error
correctln

T e oSbaRhr P Rt EobeiCRES Boigk SR B0 A Ying Ller BRI IE o e

appropri a&@sf&mmgthlsmdﬁaﬂranbcdaéd&Mnmqamhdtmfeﬁmmmg‘ncﬁf der k) where k
m ght change as a function of the off-diagonal and as a function of the

expect ed Worgrarksmbeddadeoptiicientsipofiaiemvalormpk exabeddedimagad’ (NepRy)-where R
is an integer. 15 SUBSTI TUTE SHEET (RULE 26) W O 02/ 015586

PO ) BOL/ 01447 79 Bl RGEY uRPSRNGR chldihe of warllack RS FREAASRddLabne

coefficient s et s~(s,,..., usi ng t e sca I'n-co |ng ene (step
66) ti9 obbespenforined withar thespeeid! ( eepikel) demhim cfebpinmage insteadod agw,dned bin

encoding is perforned r .each bl ock of coefficients until the sub set
SiCer " trforinadeumiig ob P dhage Hengey analnggis ermbemen Chie £ 56Buled uoi ng

the scal '\D&cﬂ%ﬁfﬁgﬁﬁxﬁ @trﬂﬁfdrﬂﬁgo@éQdm1B96r5@@n?age@?ﬁnsform‘6’f&k93§ﬂgs E+ 1)
defi ned as above and %err Is the ratio between the expected (i.e., worst

case) noi%k) ggmtrreemdectand ig @vehwm&ttvesar@wdlmw\méthe mi¢thod of watepparkimgt er (err)
i s deter ned exper i e nt al Iue y i mages and
various nof &Pt O{ptrasns éngsjf %mver?ﬁw\% rh%sl ﬁ%gﬁﬁredﬁ’e eqtuﬁg@val ue of 11. The
maxi mum | evel of noi se is chosen by determ ning how 10 robust the

wat eryfar ki ng sialmeentbedaieent, @nibeddiap dsinp ecatat bie spevdingdiy pedbureddo as) 1S
determned. It should be noted that in ano} her .enbodi nent, the paraneter a
may depen@ eaﬁlrﬁ et fheduatermazkeyl In@ge b Resceptally simiter torthe oeémaéanaﬂs@wf i cients

gz)e ;293 fggb %l%ﬁ% Xlﬁ%éﬁrdnéibﬁgy?ﬁga@de “l%{bgétfﬂﬂolsé ﬂ{%td‘élrdﬂt&%(j in step

ow ng ., gpn fin))
Next, the dlfference bet ween as and |ts mapped version is subtracted from

the origi nall. Aqgirecenlsr disstesbmappingheg wad g hethlbewingiagnalhr distotion

s+(qg(as)-as) TJ*le coefficient sequence s in the DCT representation t are
repl aced l@re! Qt(ﬁb‘ 36 Raped T%We'dr*é@efffaf BicORPaglg YuHEC distTHOR he resul ting
wat er mar ked transform

20  constraint d(x,s)<D.
2. A scalar parameter O<o<l whose value depends on the relative power of the

expected noise in the attack channel.

Hence, in accordance with another embodiment of the system and method of
watermarking in which a sequence b=(by,...,bx) of N bits is embedded into a sequence
25  s=(sy,...,sn) of N transform coefficients, embedding is performed using scaled bin
encoding by scaling the sequence s by o and then mapping it using a discrete mapping
q defined component-wise by the sequence b such that the i-th component is mapped

by q° or by q' according to the sign of b;. More formaily:

10
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representation is denoted by t' (step 67). The watermarked DCT domain
representation is then inversely transfornmed (step 68) to obtain the

wat er mar kg dogggsi ' = DCT -' (t' ) Referring to Fig. GB,ﬂqiﬁ r
receives the watermark inmage i' after it has 25 been expose Pgﬁgggg form
of intentional and/or unintentional noise resulting in a distorted or noisy
version of the image denoted i* . The decoder extracts by estinmation the
enbedded wat ermark data given the npi, {mage J* using Maxi num 16

SUBSTI TUTE SHEET ( RULE 26) \f&?@e)i*zt‘)loiéﬁge"lﬂcﬁ’% O 1 /01 a-47 Likelihood
decoding. Initially, the DCT transformof the noisy image i* is determ ned

and denotgd t* =. i * st 69). Next. the trapnsformcoefficients t* of
the nois F%@gﬂé@%ﬁé@\%ﬁn%ﬁ apaitsgéal%e%%ﬂ Plsa%d&S?goe%]&?“\g&althe scal ed

bi n encodichGerRt 9€L6tainthe€Watkbharkbd siihalx: case, the coefficients are ordered
according to off-diagonals starting formthe top left corner {no. | ) and
-ending at the right bottomcorner (no. M. Once the coefficients are
ordered, a subset y = (y~ yN) of NTFafgfe moBbefficients is selected (step
71) corresponding to the original sub-set s (i.e., off diagonals indexed

froml, to L,,. re 1 <Lf < .. I n gceprdance with the nethod of the
pr ese:‘?t i nventll;'\é\ﬁfshc’twsitge ggg%ﬁ&&%gtsﬁ%&igmcﬁng?‘g?% ane hﬁgsé‘wfa“g is visually
simlar tghrdh@eod WhidRas a ififRE6N bf abegiecled Abist MevePirfusiigd digdregpar anet ers of
the original watermarked sub-set can be estimted by determ ning the

stati sti capPRiBgsamiicl pre afanefion afjia allgwpd distoriban madelias dsfitgdabover "t he noi sy

version c b Cl , iest:L cal > . * Al erm ned {step
72) tor gragefi AR Mndf ol BerRhLRY, oA BT iy Balee GurtB T T S
manner asprelddtantinededaling pasarbetsed (sep 30)andageathén mbppudi th @heofla paie 6f € mappi ngs
q* an% q - * éll’_e t hen conputgd, for each off-diagonal in the same manner as
conputled Tk6Meq AiscrsteAmManpIRgs{de NOKEPARIPE O RE€40gis flals of comesRandinge

statistic r " s ki t isqeds the
encoded V\gllth@%ar atrgbg*fb' %Q&eéﬁeggé%g us|CE%mﬁ%e%%ﬁg?kgfe?ﬁggdAdecodi ng
{step 20 diffprenSpleatweercaich gealédroetfinidnt abd é@s varrésponding mappédyatabed he

probabiliti .P(y; =) _and P f servi.ng, the value y, given that the
Do nts o coeffeicahds dpdringt GehaLand Geaflereir o fdked & i eotfestin b

COr I espongtigdihl Kd.,glﬁaédlecﬁ‘&ﬁﬁfapﬁé Bbefficient$diobthimthe! disl Rip aid @ireseRtafisRi N nodel
for the joint distribution of the DCT coefficients, the allowed watermark
di st ot i oof cagliweateemarksabeddedimnsormcoetisicat ke8®pSBannel , t hese

robabilities 25 are given by: 1 ~ Pb(Y~ ~ .7) =27L (J exp C ~y WO'b *
?_1)~/Q, . s g_ d z ,*(1+)~+ri-JizEa2+s§)). a+X+rI 17
SUBSTI T 598!

In accordance with another embodiment of the system and method of
watermarking, the watermark decoding stage 13 (Fig. 1) is implemented using a
probability based decoding scheme which includes parametric statistical estimation

20  procedures for estimating statistical information relating to the transform coefficients
of the original image and an expected (i.e., worse case) model for the attack channel
noise. The probability based decoding scheme exploits the fact the original image and
the watermark embedded 1mage have statistical similarities thereby allowing the
watermark embedded image to be used to obtain estimated statistical data of the

25  original image.

In one embodiment of the watermarking system using a probability based
decoding scheme ( Fig. 4A) an image transform block 40 receives the noisy image i*

and transforms it into a transform representation. The type of transform performed by

11
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PCT/ 1 B01/ 01~~7 The a-priori probabilities P(j) and P;(j) of using the
corresponding points qg,*(j) and q,' *(j) in encoding the correspondi ng
ori gi nal weahfhsisgent s, are independent of y; and can be qglyi gsiedsPy: PL
(j) =2~ * exp~(gb * (j))2 ~Q *~ 5 For each Hadanmard code word b (where
b ranges over the 2k possible error correcting code words) the foll ow ng

score is conputed: J/ n 1 Sc(b) = P~3 ~ b~= P~Yt,...~yn ) ~ (9tb~
, R~b" t uch a way
o ReD tcrizl)r}s?enrng);]lgcel&if)”lszhé 30 tyfd §s i pek‘fts{rhed\@lﬂfr% (?e \V%t&ﬂﬁs‘l@éﬁcb? gyl

negl i gi bl profess. herimage amkfcirm blpck 40 povidefa s@h-get of | wateinowk émbeddedt ed t hat
t he above defi ne re funct ffIC ntly c ut.ed f ast
Hadanmar d ??"émaﬁ?&f?@ E'éyt\%ét’ r‘?h? 2 ‘ﬁ@[ %??Hg ‘élfjbi/" Ostuﬁésie[ ng and
sel ecti ngomvareﬂhmceﬂaiedaaﬁfr&ﬂsfdre@a%oémaueﬂ@ mhegﬂ&ﬂkmms@ﬂgmm §b-as to
facilitate probability conputation using a fast Hadamard transform A set

-of scor esset of mﬁwcréﬁusedrdumg t*@fW%th@ndFladmmimg rroekss (isr.#3. Thee code 15 word

b that maxinizes the seor ti L5l Is| d code word
b*. The V\Mtgmgﬁie%oéjﬁrgp ’?t&acgsﬂﬁ g%(id(sgg ,#m%ﬁ frﬁ&’ %‘85 01S§t he Hadamar d
mat ri X roysnd Ppdbhtiify Hased @&bﬁﬁgtsacbnctecnﬂ%dtraas&wenﬂﬁrk(@ww 6S). It should
be noted that accordl ng to the nethaod shown in Flgg 6A and 6B coeffl cients

are or der Bgvidad tosbie srpreprersting apdegECE) dacagier 421w rerodss dag wagmRak
facilitat aEb’gHMi B%tB&%o%ﬂH&%dWUrtgrk%‘ g nation of Sc(b) using Hadamard

decodi ng however ed that the watermarking techni que
can be optimzed simlarly using other transformorderings paired with
ot herlOdecodi ngFigc4i® stesvs an ambtetiment ofithel watzemhrking inedthdd dsyngopropattiliyi ons

per fornmed du | n M. .deco UBSTI TUTE SHEET . ( RUL WO 02/ 01SS8C
PCT/ | BO / ppped & Wgt‘ﬁ@’?’b&b‘ggﬂi“ﬁ’&e QALK BT S 28T RS %ﬁﬁ‘glaé‘iﬁje%?‘f’l the details are
set fort hdlstéH&lPotat?m%p\e&élBh 6f FHc%%%@f*mllmgrﬁgfﬁ%Qx%)sg@@a@é}ﬂiaﬂgemﬁéﬂae@r dering

types in order to provide a throu andi n the present invention.
It will bmap[dbtsermsfohnvdam atramsfomedm;uhqudeacntatlheFélr*b (stepedt3)ahdge specific

details nee ctl the 5 present invention. |In other
i nst ances® Mﬁutb bﬁﬁtg%’?%@ ﬁk‘:z ‘Etﬁ?)gs‘eﬂ’a‘g%% AYPE NEAMEde@iOBed i n
det ai {5 i NinQReREnskhrAdRhaln U8 ﬂﬁqﬁ*&%%blskb’s(ﬂbs CWL) ied idtheRVL&aRkk | nvention. In
addi tion, although elenent of the present invention have been described in

encoding process. These coefficients are denoted y=(yj,...,yn). Next, the statistical

parameters of the original sub-set of coefficients s=(sy,...,5N) are estimated, by

determining (step 45) the statistics of the distorted coefficients y=(yy,...,yn). The

encoded watermark data word b* is extracted from y using a probability based

20  decoding scheme which utilizes known aspects of the scaled bin encoding process
including the scaling parameter, the expected noise and allowed distortion model, and

the estimated statistical parameters (step 46). Once watermark data b* is determined

it is decoded to obtain the estimated decoded message m* (step 47).

The system shown in Fig. 4A including and image transformer 40, watermark
25  decoder 41 and ECC decoder 42 can be embodied in either a software implementation
performed by a computing or processing system, or in a dedicated hardware
implementation such as an ASIC, or any combination of a software and hardware

implementation.

It should be understood that the “location” of coefficients within the transform

30 domain refers to the location within the array of coefficients generated from the

12
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10 conjunction with a certain enbodinent, it is appreciated that the
i nvention can be inplenent in a variety of other ways. Consequently, it is

to be undgpsb@pdsd hat the particul ar enbodi nent shown and pgggghi/higsy Py way
of illustration is in no way intended to be considered limting. Reference

to the details of this enbodinent is not intended to Iimt the scope of the
clainms which thenselves recited only those features 15 regarded as

essent i alyerohfRidd) MEMouRurthSr RURR thallthe RGN (e 26, 3 or WR 02/ 01558G
CLAIMS W claim PCT/1B01/01~~7 A nethod of watermarking di ?fl tal image data

havi ng amuatisbuendient! bhoatdmdepspdiog onthe dioensionpefi the agay elecostimprntof :

encodi ng wat egHT%rk @ata in% an error correcting code to generate encoded
wat er mar KEYYESE "Eh Séﬁaﬁé% '®ncoded waternmark data into a first sub-set
of elenments of a domain representation of the inage to generate an enbedded
sub-set of Ihéned@itRidiméne i ehrhtthé pobabilitytisedddcedingischemmcodieng; conbi ni ng
't he enbedded sub-set of elenents with the rennini ng{ unenbedded portion of

el eneft s MFX‘P}‘F@‘ H@fﬁ'ﬁ'?%dr(é@r)&é‘?ﬁiag F‘Eﬁﬁ“’&f‘h‘f $1EN6 PREBCIETS UgehRYy Q’Féc‘ﬁe@vaft er mar k
embedded b‘i':??#éoﬂinr ROGIGRIB! %mﬁdo({létt#ge)#pg@tggnoi% axT&‘aldWédhhd?ﬂ ARndescribed in
her & he "st 8ps” of: f g

Claim1 fur nprising transtformng the digital inmge

dat a frormméadespatitied estlfiatedsidt B¢ R paritdroof thelbeigimat subnet SkM. degaire
representation pnor to enbeddi ng the encoded waternmark data into the first

sub- set dmed| Bigehskowsroneiganbediragm of Bsraelbed aft the o fleqoding nragsdureand
| nver sel Yol ERfR'SENE BY hBSUHEPSATRICK s PIREAHCEhHAM R BPHERARMAL | on of the

image to generate a spati maln rep e wat ér mar ked
di gi tlal imaping§il, ahd theekpetesd ndise ahidgllpaded idistare onl atodelayidandrestimatedr mar k dat a.

3. The met hod of water ki ng.as.described in aim 2 ereLn | ed bin
encodi ng s%ﬁﬂgq?ggrgn'{eﬁés”gf{,éfgfsi%ypwl%lgp{)%htéeg&ﬁe &flt%‘ﬁ’ﬂﬂ?d fepg ﬁlé ag%g_ set of the
domai n representation of the image with a scaling paraneter which is
representat | §+Shd 6SinO&0 i noi se | evel
[ epr esenty ok'ﬁﬁ’r@%aé’?g P! ﬁ"%ﬁﬁﬁt P?ﬁnp& (H Deis LEROR eHES g AR cBXBGBhETg

original coefficient; and

e the conditional probability Po(yilj) of observing the distorted coefficient value y,
15 given that the point qo(j) was used in encoding the corresponding original

coefficient;

e the probability P,(j) that the point q'(j) was used in encoding the corresponding

original coefficient; and

o the conditional probability Py(yi|j) of observing the distorted coefficient value y,
20 given that the point q'(j) was used in encoding the corresponding original

coefficient;

(where j is an integer index of the discrete mapping points which ranges over a finite
interval {-J,J}). Using the results of the probabilities and for each possible code word
b (where b ranges over the 2* possible error correcting code words) the following

25  score is determined (step 57):

n J
Se(b) = Py [b}= Py ) (@™ g, = | IR XSANIAG)

=l g==J
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20 SUBSTI TUTE SHEET (RULE 26) wo 02/ onmssr PCThBO:/omt~ mapping each
scaled elenent to one of a pair of skewed discrete mappi ngs dependent on

the | ogi cygf @l§s@f @ correspondi ng encoded water mark data i
enbedded YVE{O e?ch scal ed el enent; obtaining a difference Jl?gt{]\?/tgg(ﬁﬂgéch

scal ed el enent fromits corresponding original elenent; and adding the
difference to its corresponding original elenent to obtain each watermark

ebedded ) RN, o incTBGTREARM B NAL SLARK Il haRiIRNAL LREIsil @l m 2
further corrprlsmg‘iﬁe s?ep of recapturing the waternar ron-a’ noi sy
ver si on ofelédnel andtcerragpond exhe dsthapbéncatiedioarimark @ataesadtbat (sep 58f. t he

I mge: transformng the spatial domain representation of the noisy
wat er mar k enbegdded, j ma into the transform donain representation;

Sel ecting a SeEBvcA ap OB sheyys 3 Sneedmer! ot e MEMRA pL YA EPENAE Y enbedded
transf or Ml umiMed@RMRS eI @Abaﬁumaéasdihmg.miﬁmma{éﬁgm@%meo the first
'sub-set of elenents; determ ning statistical paraneters of the second

sub- set oWatgtraarkdak is parforanedisags ensimplibdesadiag wher csaptiagdea a from t he
second sub-set of elements with a propahility based.decodjing schenme which
usee the Spitmef el R Mty dBe Y SRS havin A28 B ABEE B mAES L or 11 on
nodel andb@waehdrRed RarAMRIBEd MES RS DETEEandfori represchiRion AEDETH) efledi N
encodi ng; decoding the extracted waternmark coded data using an error

correcti ngdecoder based on the error correcting code to generate the
wat ermark data. 5. The nmethod of watermarking as described in Claim4

wherei n the, st QB OheShARh LBERRRISCGRKPLBREL) DL dohighy comPr [ ses

the steps of: for ‘each o e secon enents and for each

di scrHl e meppiingmtodbe¢ erder ofi thg offAll agsldBIS Bl ATt rGhilkeTtop Rkfk Eorférn) (no. W@an@2/ 01; 58(,

PCT/ 1 Bf 11éLn(d:1Ln1g~:;E7the right bottom corner (no. M) as shown in Fig. 6C. It should be noted that
the DCT domain corresponds to a frequency domain representation of the image.
Referring to Fig. 6C, coefficients are ordered diagonally from the lowest frequency
(i.e., DC) situated at the top left comner 1 to the highest frequency at the bottom right

15 comer M. Each off-diagonal (e.g., L;, L,,) represent a range of frequencies including

groups (i.e., off-diagonals) of coefficients within that range.

A subset s of N transform coefficients is then selected (step 62) from the
ordered coefficients corresponding to off-diagonals indexed from L, to L, where 1<L;
< Ly <M. These coefficients are to be used as the covertext signal s=(s,,...,sN) in

20  which the watermark message or data is to be encoded into. For each off-diagonal
with indexes in the range [L; L] a statistical parameter is computed (step 63) for the
coefficients corresponding to this off-diagonal (where i is the index of the coefficient).
In this case, the statistical parameter is the estimated variance Q of the set of
coefficients located on the off-diagonal of the i-th coefficent. Coefficients

25  corresponding to certain off-diagonal share the same estimated variance.

The formula of the estimated variance of a set of numbers {a, }f‘_ is well known in the

=]

K K 2
field of statistics and is givenby:: V = —IIEZa,Z —(%Za,)
=l =1
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a) afirst probability that a given mapping value was used to encode a
corresponding original elenent within the first sub-set of elenents; b) a
second pr@abj)idssy of observing each el ement of the secondsbssatPf

el ements given the first probability that the given mapping vaPue was used;
2) determning a score value for each possible watermark data code word
determ ned fromthe first and second probabilities; 3) selecting the
wat er mark cod 1§ t i dM . y
provi des an egﬁﬁgﬁcg gto?%lea t%@nﬁ@@?&?fg&@%&ﬁlﬁé %‘gfﬁ’@gu%&%\}\%er mar ki ng
as descr i 68dThedicirate mhdppips dependtdneant allangl ecalardisraition leyet. dhént at i on
corresponds to DCT transform domai n havi ng associated coefficients. 7. The
met hod of digtattemniavdtj fogthesodifictant heds defingll by P, 6= § (@t hehereéripa globalg t he step
of ordering the first sub-set of transformcoefficients in the DCT donmain

r epr esent parietentheioganinoly the visha distertipn dgvebThisdlistgdionltermaisdngiplateditiyng t he
first sub-set, of .transfor. efficients, cor nding.to of f. di agonal s
wher ei‘h o7oigs Sbi R Ve Sflem SRR bf RRLEEFAY B8P e Brin whHETE " omron

di st or ti on skeidld ¥anhoad aet ah deaetflcichts @respdndingab hindsaas: cfedgongfaven C aim 7
further conprising the step of qrdering the transform donmain representation
coef fi ci ehfYnIBPR éﬁtqrﬂo%lﬂ"é@?i a5 hefca fharedBe e disprelsdnanpings desrelci ent s

wherein t : = hel e t HE m domai n
| ocation ﬂgn lfl ﬁ%ﬂif}??%h]éiﬁagg{’g g@ﬁ@% i go gﬁ?@rﬁlg.’ hﬁﬁg et {?(F)tgm%\o%escri bed
in d ai mparmwheteeDa paicobusformfscalat disaetc mppphe gt andrpckn bodetemsa¢d usi ng
Hadangr d de%o?i ?g._ | 0. A systemof watermarking digital inmage data
conpri&i nby ths felloWipeyi gi tal i nage processor for: transforning the digital
imge data into a transform donmain representation to generate first

transform coeffpcients; 23 ﬁ TI TUTE SHEET, (RUZE O 02/ U15581
A

26
PCT/ I Bl | @g@,a;-_ %uwc.oﬁi Te4rd gato Sonmd a.ﬁ..ezl.r grl @ [ ecting code to
gener ate encoded watie2Bar B Jdat ; enbeddi ng {t he enBodéd vatermark data into
a first sub-set of the first transformcoefficients to generate a sub-set
of enbedded transform coefficients by using scaled bin encoding; and

[ I f ' : Kk dded .f i b- f ffici
al ong vi ¢ AREASURE Shetok Y TR BT ARG Mot 11 crents

The mappings q,° ,q, take values in the discrete sets {(2 ] +%)D}°° and

J=—oo

{(2j- %)D}‘;":_m , respectively. We denote by q,o(i) and q,'(j) where j is an integer

15 index the corresponding elements in the above mentioned discrete sets.

The watermark message m is encoded as a sequence of N bits denoted
b=(by,...,bn), using a code selected dependent on the type of transform ordering and
for optimizing subsequent decoding steps (step 65). In this case, the message is
encoded using Hadamard matrix rows as error correcting code words which

20  accelerates probability computations during the ML decoding process. Each block of k
message bits is mapped into the appropriate row of length n=2* of the Hadamard
matrix of order k, where k might change as a function of the off-diagonal and as a
function of the expected noise power. In this embodiment it is assumed that N=nR,

where R is an integer.

15
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to generate watermarked digital imge data which includes the digital inmage
data and the watermark data; and a second digital imge processor for:

t ransf or niyephddissggat er mar ked i mage data into the transfor rg<omal M7
representation of second transformcoefficients; selecting a second sub- set
of the second transform coefficients which correspond to the first sub-set
of transformcoefficients; estimating statistical parameters of the first
sub-set of tra [ S e second
sub-set of coe??%gl{"gtlyf%%éedfgrb:g'f n%}eir%%e ded \Xg?@%%}?ﬂﬁ&?é?gb%}omthe second
sub- set oB=@Epef, $n|)oxsmgttbewaﬂdd mnpoobgMHensztbpééhtodﬁ)wmthtgzvataimmkﬁdvm| ch uses

the predeterji.ned scalin wn, aspe t S aI'ng and

oo ng. CHLOTRSSHHENLL A Saed Brions R tarionhe oseieda Peieeiat
statisticaberRAEATRIEI e satleetdeGpdi 89 it Bnaaxka alﬁittﬁﬂszﬁé %&ﬁélkntﬁiﬁﬁea using an
error correctlng decoder based on the error correc |ng code to generate the

wat k data. .23 SUBSTI TUTE SHEET (RULE 2
A A L S GRSThRSERE PATTRIS R CeRBEAPLUR TORUIR. % i VTR L AL, A9, 79:
. <qPMUFh ) D G

| wr mhc ™ XSHefédliGe hbaleCaldapisGhd fdibbatviceh el cxpk&ad g%] ,Gadrstah s nere pbwerl CA

U] c”al] ca] ca] c*a] c”a] c”al] ca] c<a] c$a] c$al] c$a] c%ajca GJ U Nr *m

J" ma=~xs mhnd tHE cavgreaj sigﬂ!ai@pwaull'dla]rataigaxa]l@al]n&] dﬁﬁ%mar}qdae]xpat]lmar]taua)] by ca] calc
=HPNSeb: PU ‘
o e St SR ERR TR '} 'a'} R Rt Solae Ry, 1he stbner ereifeal cal cal

a] caj ca] ¢ tef FRlmad | £ det
(TAI'T#$$$ u‘V }#/ &7&} ¢} /01R2222<334V(§526 ?}a s crosen 3 e [] ca(i calcalcalc

a] ca] t@] ceadbusd taahm&hoa:wr@ddhexa]: aedds cabs ahd ahe edmbomﬂhg: ee]lcabﬂ ¢aU ca] ca] calc
a] c"a] cajca 467696T6W56666; 77778e888#9[ 9990: b:e:::::;

. {vql gb¥etemuinet ] & skayld be petrd ae i m}f@aymh?@a]eoh}lmamwaq @ajaya) ca] ca) cal c

erpon! oot ERad Al [ ndhie R BiFGThe AR R EHE s mimpsty cay cal ca

] ca] caV] cajia@iteakem}l aa&&%@ﬂixﬂgx%gedﬁbmhqabﬂep@hmd &tidba 8) ar] cal c”a] ca] ca
]ca] ca 7M\g\l/ll>lemg NN&Op OO00PI PQQORR

15 q(os) = (qD, "), qp (Ocvn))

Next, the difference between os and its mapped version is subtracted from the original

sequence s to obtain the watermarked signal x:
X =s+(q(os)—os)

The coefficient sequence s in the DCT representation t are replaced with the
20  watermarked coefficient sequence x and the resulting watermarked transform
representation is denoted by t' (step 67). The watermarked DCT domain

representation is then inversely transformed (step 68) to obtain the watermarked image

i'=DCT\(t).

Referring to Fig. 6B, the decoder receives the watermark image i' after it has
25  been exposed to some form of intentional and/or unintentional noise resulting in a
distorted or noisy version of the image denoted i* . The decoder extracts by

estimation the embedded watermark data given the noisy image i* using Maximum

16
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10mP910%1ge L )y SO LA IR el che Z&Q%égﬁhc%g 9] Hd /g}gl?gh
109%&' () - Webhs é()%tb ngﬁﬂe ST dine SHAISORTCRANE Bing b reicbicolithe
Gaussain model for the joint dlS[I’lbuthﬂ of the DCT coefficients, the allowed

watermark distortion and the expected noise in the attack channel, these probabilities

25  are given by:

By |))= \/2_7150 cxp{— (y~ﬁq," *(j))z/a,z},

1+e+n
a+e+n

where § = and 6 =Q *(1+€+n -} a’ +¢)).
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10 be {0,1}. It should be noted that the above defined score function is efficiently

computed using a fast Hadamard transform. Hence, watermark decoding 1s improved
by ordering and selecting off-diagonal coefficients during watermark encoding so as to

facilitate probability computation using a fast Hadamard transform.

A set of scores is computed for all of the Hadamard code words. The code

15  word b that maximizes the score function is the estimated watermarked code word
b*. The watermark code word b* is decoded using the indices of the Hadamard
matrix rows to obtain the estimated decoded message m* (step 75). It should be noted
that according to the method shown in Figs. 6A and 6B coefficients are ordered and
selected according to an off-diagonal ordering to facilitate simplification of the

20  determination of Sc(b) using Hadamard decoding however it should be further noted
that the watermarking technique can be optimized similarly using other transform
orderings paired with other decoding schemes in order to minimized probability

computations performed during ML decoding.
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109&' 10) - 3tanfdmEH om mithrizdeftritlembbd et i) is appreciated that the invention can be
implement in a variety of other ways. Consequently, it is to be understood that the
particular embodiment shown and described by way of illustration is in no way
intended to be considered limiting. Reference to the details of this embodiment is not
intended to limit the scope of the claims which themselves recited only those features

15  regarded as essential to the invention.
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encoded watermark data;

embedding the encoded watermark data into a first sub-set of elements

of a domain representation of the image to generate an embedded sub-set of

the domain representation using scaled bin encoding;

combining the embedded sub-set of elements with the remaining
unembedded portion of elements of the domain representation of the image to

generate a watermark embedded domain representation of the image.

2. The method as described in Claim 1 further comprising the

steps of:

transforming the digital image data from a spatial domain
representation into a transform domain representation prior to embedding the
encoded watermark data into the first sub-set of elements of the domain

representation of the image; and

inversely transforming the watermark embedded domain representation
of the image to generate a spatial domain representation of the watermarked

digital image which includes the digital image data and the watermark data.

3. The method of watermarking as described in Claim 2 wherein

scaled bin encoding comprises the steps of:

scaling each element of the sub-set of the domain representation of the
image with a scaling parameter which is representative of the statistics of the

image data, an expected noise level and an allowed distortion model;
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corresponding original element; and
adding the difference to its corresponding original element to obtain

cach watermark embedded element.

4, The method of watermarking as described in Claim 2 further
comprising the step of recapturing the watermark from a noisy version of the

watermark embedded spatial domain representation of the image:

transforming the spatial domain representation of the noisy watermark

embedded image into the transform domain representation;

selecting a second sub-set of elements from the noisy watermarked
embedded transform domain representation of the image which corresponds to

the first sub-set of elements;
determining statistical parameters of the second sub-set of elements;

extracting embedded watermark coded data from the second sub-set of
elements with a probability based decoding scheme which uses the statistical
parameters, an expected noise and allowed distortion model and a scaling

parameter associated with the step of scaled bin encoding;

decoding the extracted watermark coded data using an error correcting

decoder based on the error correcting code to generate the watermark data.

5. The method of watermarking as described in Claim 4 wherein

the step of extracting embedded watermark data further comprises the steps of:

1) for each of the second sub-set of elements and for each discrete

mapping determining:
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3) selecting the watermark code data word that maximizes the score

value and thereby provides an estimation of the watermark data.

6. The method of watermarking as described in Claim 5 wherein
the transform domain representation corresponds to DCT transform domain

having associated coefficients.

7. The method of watermarking as described in Claim 6 further
comprising the step of ordering the first sub-set of transform coefficients in the
DCT domain representation according to the order of off-diagonals and
selecting the first sub-set of transform coefficients corresponding to off
diagonals wherein groups of the first sub-set of transform coefficients have

common distortion and variance characteristics.

8. The method as described in Claim 7 further comprising the step
of ordering the transform domain representation coefficients prior to selection
of the second sub-set of coefficients wherein the second sub-set of coefficients

have the same transform domain location as the first sub-set of coefficients.

9. The method as described in Claim 8 wherein the step of

extracting the watermark coded data using Hadamard decoding.
10. A system of watermarking digital image data comprising:

a first digital image processor for:
transforming the digital image data into a transform domain
representation to generate first transform coefficients;
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by using scaled bin encoding; and

inversely transforming the watermark embedded first sub-set of
coefficients along with non-watermark embedded first transform coefficients
to generate watermarked digital image data which includes the digital image

data and the watermark data; and

a second digital image processor for:

transforming the watermarked image data into the transform domain
representation of second transform coefficients;

selecting a second sub-set of the second transform coefficients which
correspond to the first sub-set of transform coefficients;

estimating statistical parameters of the first sub-set of transform
coefficients using image statistics of the second sub-set of coefficients;

extracting embedded watermark data from the second sub-set of
coefficients with a probability based decoding scheme which uses the
predetermined scaling parameter, known aspects of the scaling and mapping
steps, the noise and distortion model, and the estimated statistical parameters;
and

decoding the extracted watermark data using an error correcting

decoder based on the error correcting code to generate the watermark data.
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