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BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION
- [0002] The invention relates to display devices. More specifically, the
invention describes a method and apparatus capable of providing a robust encryptioﬁ ,

of 2 audio/video data in a packet based transmission environment.

.OVERVIEW
- [0003] Protection of proprietary digital content has become an imbortan_t ,
consideration and more particularly, inrhigh definition (ﬂD), hi_ghubaild“ridth _-
applications. Especially important for HD, high-bandwidth applieations, content
protection provides assurances that owners of digitized content are protected from '
unauthorized use and copying of their propnetary content. A popular high-bandwidth

digital-content protection scheme developed by Intel Corporatio_n'of Santa Clara C_A _




comonly referred to as HDCP has been widely inplenented. As currently
configured, this particular HDCP protocol is specifically designed for use
in Digital Visual Interface (DVI) and Hi gh-Definition Miltimedia Interface
(HDM ) based .environnents. [0004] In general, HDCP encrypts the

transm ssion of digital content between the video source, or transmtter
-- such ascanRenly EMoried &y ey HDCPdes béenpwidely impleaitdteih@s cdirghilyal di splay, or
‘receiver --such as a nonitor, television or projector. In this way, HDCP

‘i's desi gneghnfiguid e barf ARy @Ecpgar&swﬁadétﬁalsigegﬁegi 8 £ Q0L T ighler ebY

‘protecting the integrity of content as 1t IS ransm r _

exanpl e, as; uj red th sgr k.hed 2> pt.otocal , ri a _
aut hent i cg?1sgﬁq8%g§8? (WQ apik@gﬁv@;ﬁwﬁw mﬁélﬁi‘“ﬁ&%ﬁ‘?i@ﬁn%#écom ent once
it denonstrates know edge of the authentication ~keys which the transceiver .
verifies t9WWHOBRCRSnputati on of a secret value. Furthernmore, to prevent

. eavesdroppi ng and stealing of the data, the transmtter and receiver will
generate H086dr ed sekvghermBHICE bidryitstheansifisanh by dighaicdeatnt beqeahout the
transm ssion. Once authentication is-established, the transmtter encrypts
-the data gpdy; | t L he.t ecelver I ' ; 5 current .
i mpl-enent 3?? ,glr?g?ﬂtﬁ ﬁ%’ oﬁwg’sﬂ?@tﬁ%ag hr%qauli;(?’e%g?ﬁ%éﬁ;sélo%%-t({'foé)og‘e% a%‘#jﬁlgefi ned .
characters,.based pypon a 10 bit transm ssion pr.otocol, For _exanple, as
currently d&%%?lﬁbsﬂtégd?r r(?ﬁ‘fl‘)?eréIBﬂ‘c%ﬁéPé‘l"(nétP% t‘g‘éﬂf“’%f’r BIOH6EY; @Pﬁ“ﬂﬁ?ﬁ .

avail able) are used by the. receiver for data whilé 4 characters are used
as expl i ciHDEB it designs dmprexens gepying or tesyndingafdigiel eantent theréliys ar r angenent ,
apy tine the receiver receives and recognizes -one of the predefined :
chalr act er proteqiinggheintegitgaf contdnoasit idieineeisuiged. Mok egarhply, slabiirg a data

~enabl e signal (DE) as being active thereby indicating that the received
data is by the described HDCP protocol, during an authentication phase, the receiver will

‘7 only be provided with content once it demonstrates knowledge of the authentication
, kgys which the transce-ﬁer verifies thropgh c_omputation of a secret §alue. |
Furthermore, to prevenf eavesdropping and stealing of the data, the transmitter and
rc;ceiver will generate a shared secret value that is consistently checked throughout the
transmission. Once authéntiéation is established,- the transmitter encrypts the data and
sends it to the receiver for decryption.
[0005] The current implementation of the DVI standard requires the use of a
set of déﬁned characters based upon a 10 bit transmission protocol. For example, as
. c.u-mren,tly configured, only 460 characters (out of a poésible 1024 available) are used
_ by the receiver for dafa while 4 charaéters are used as explicit control signals such as
hsync and vsync. In this arrangement, any time the receiver receives and recognizes
bﬁe of the predefined characters repreéenting data, then the received implicitly defines
a data enable signal '(DE). as being active thereby indicating that the received data is
true data. However, whenever one of the 4 control characters is received by the

receiver, then an implicit assumption is made that data enable (DE) is inactive.




.frue data. However, whenever one of the 4 control characters is received by
the receiver, then an inplicit assunption is nmade that data enable (DE) is
i nactive. 2 [0006] HDCP protocol uses the status of DE, Hy",, Vsy", and '
anot her control signal, called CNTL3, to advance its state nachine. The

DE, Hy,,, and VS},,,, signals are timng signals associated with raster
video tranedsf ed i nHDCEpioft6] fi@s (HERey of DE/H, SV S 2R Bebihérabaker . the

pi xel data is transferred at pixel rate and the'ratio of blanking period
to data pey;i ' CoPE" C: pac ransfer,,these timng

si gnal s rra{/lé%gtéa%lga)pr ese%?gagﬁpcf 1?%2&%?11)@2‘11%%61@& Ir?tgy%g’é“ ?‘P%Xwé# in the
~packet” stream. while timng informatign i's comunicated _i'n" a different
way. Ther e¥8ing figagls Assopiatrd; withraster widge ansnibied i SUPIBIIS UBRNRATL | on copy |
protection that is conpatible wth existing high definitjion copy -

pr ot ect i onnpy sircomdiSiransédn, the phiRDinte iscranafekred ket pizel rate ahd #esmiisef on nedi um

t hat. operates in a packet transfer node. SUMVARY OF THE | NVENTI ON [ 0007]
What is priguiides pedidtbtoatadl feriod s preRRedee n Rakas aiabikd HandfE AN S50  medium

and protocol that supports high definition copy protection that Is

backwar ds _; | ' L st hng. hi defi,ni.tion c protection
~protocol s%%%ﬁgjlg‘? E{E%S%&%BEW *hﬁ%(l)ngg%ﬁ% |%W%Fe€ﬁ€thgﬁm ion, a
packet based hi B}abandwi dt.h ~ copy protection nethod is described that

i ncl udes _tsﬁsmpo% WW%E&QW‘%&CWW%“@M%@N vey.dbescfgks ket s at a
source device, ‘encrypting the data packets based upon a set of encryption
-val ues, t rva is reqiineg islaevayrio syproechightlefimto eopy froeotidhthasie comeatitdevi ce t o
a.sink device coupled thereto, decrypting the encrypted data packets based

Ciln_part  updth éfistirrapl péfiton edpyafoteaish R66REEIshch 4s1EDAP GRS Bk daka
packets by the - - -. _

transmission medium, that operates in a packet transfer mode.

SUMMARY OF THE INVENTION

[0007] What is provided, therefore, is a packet-based digital transmission
medium and protocol thaf suppotts high definition copy prbtection that ié backwards
- compatible with existing high definition copy protection protocols sﬁc_h as HDCP.
. | [0008] In one embodiment of the in\}cntion, a packet based high bandwi-dth.
copy protection method is described that includes the following operations_.- Forming
a number of data packets at a source device, encrypting the data packets base_:d upona
' 'sgt of encryption values, transmittihg the.encrypted data packets from the source
device to a sink device coupled thereto, decrypting the encrypted data packets ‘b.ased
in part upon the encryption values, and accessing the decrypted data packets by the
sink device.
-[0009]_ In another embodiment, a system for_providing packet bas_é:d high

bandwidth copy protection to a data stream is disclosed that includes. a source unit
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si nk device. [0009] In another enbodinent, a systemfor providing packet
“based high bandwi dth copy protection to a data streamis disclosed. that

i ncludes. a source unit 3 arranged to provide a nunber of data packets, a
sink unit coupled to the source unit arranged to receive the data packets
‘fromthe source unit, an encryption unit coupled to the source unit
arranged taraaged wpjrovide admtrbepatied packeBla fifilomnit dtipkdus @R seiice ubft the sink
‘unit, a decryption unit coupled to the sink unit arranged to decrypt the

~encrypt ed ar%?%c%/ %@%éth%@gta cl?é?&fr%ﬂth@%ﬂ&%ﬂtpaﬁ% oﬂ?ﬁﬁt%ﬁgﬁ%@t'or

-arranged to p a.set of encryption/decryption ues used to encrypt

-and decrypt .t he appropri ate, data ckets. [0010].In yet another

embod mentto e AkeRt 8%%%%3@%@56@ B3R R iiom e saukes uniiedke hi gh
bandwi dt h- copy protection is disclosed that includes conputer code for
“formng a sHikidt aglecargtion prit kapiedao the sivkivmibaninged to, decgpp theencyptéd f or
encrypting the data packets based upon a set of encryption values, =~ -
conput er  alathepdoRéts and s Bhdriptivfl/debyPtiem CAMEN Reledfl arbaeld €6 prdvidea debe source
device to a sink device coupled thereto, conputer code for decrypting the

encr ypt ed giahay BRSHRLSARISHIE WA HAY AN Ser EHGRY B BlEhES . comput e

.code for accessing t ecrypte ets. device, and

- conput er readabl e medi um for storing the conputer code. 4 DETAILED

'DESCRI PTI RFE#- SELECTED EMBODI MENTS [ 0015] Reference will now be nmade in
“detail to a particular enbodinent of the "invention an exanple of which is
i1lustrat ¢8050h t he dByetaaaipr embetizehiagemputepriogram product for providing a

-
) packet based high bandwidth copy protection is disclosed that includes 6omﬁuter code
 for formiﬁg a number of déta packets at a source device, computer code for encrypting
the data péckets_based uponr‘a' set of eﬁcryption vélues, éo'mputer code for transmitting

_ the encrypted data ﬁacicets from the source device to a sink device coupled thereto,
- computer code for decrypting the encrypted data p.alckets based in part upon the

encryption values, computer code for accessing the decrypted data packets by the sink

device, and computer readable medium for stofing the computer code.




the invention wll be described in conjunction with the particular
enbodinment, it will be understood that it is not intended to limt the

i nvention to the described enbodinent. To the contrary, it is intended to
cover alternatives, nodifications, and equivalents as may be included
within the spirit and scope of the invention as defined by the appended.

claims. [0016] AEEAILEDIDESCRPPEIGNIOF SEHRE S EMBOTIRERTRECUr € channel
n order - to verlTy that the di Sp| ay dévice Is . Ti1cense O receil ve

.protected ent angl ; abli shed nerypts .the . data.at the, host side
and decryéﬁggalt ther-kg‘ffg%ﬁcgeym‘;@?%{: emge@r%@?l%@pﬁpg\?@ﬁfn&gg\?@&?ﬁ%ﬁi ng' of
the protected content. In addition, in order to identify unauthorized or
‘conpr i sed Ieespfiea an expsaple of which ig Bhistrated inethe pecemponyiag dravdpes. Nbikange,
content .encryption, and device renewability. [0017] More specifically, HDCP
protects dopiwenivnedilbbadasaiibedrin eshjanniorvith the pardtiilai émbodinght, &lwili deo
“Interface (DVI) environnent by encrypting its transm ssion between the

. vi deo sout, ] [ o] infdh inkif LR Edn tak i.deos source mght be
2 RC set TEenaobl il b o Ch AR inkl BklthieRlion o e O Ol G op By

i on or

- mght be an, liquid.crystal displa L - tel.evi . pl.asma panel ,

“pr.oj ect or,efrﬁll’ogﬂﬁl%@ﬁ' 19 e%)&krﬁlgrﬁ&ﬁ%&l&lg@@v%aéte&}a\ﬁgﬁ, Ed@ﬁcagfmﬁﬁp ue secret
~device keys. During an_  authentication process, the receiver nust

deronst r afguivalents 35 was dgencleded withip the spirit aad seape ofi thei ineeniien s definsde t he
"protected content is sent. After the receiver ~acknow edges the keys, -both
devi ces (bhéhespdndedaaimsecei ver) generate a shared secret value that is
desj gned to prevent eavesdroppers fromstealing the content. After :
authenti cajo1gp, the AGQRkeMy infplGREHYRTAICPRHRRALs 4 RchREIAAES Vel hAT 10
~turn decrypts'it. 6 is ‘ . _

to verify that the display device is licensed to receive protected content and once:

_'c.established', encrypts the dat'é at the h_ést side and decrypts at the display device in
order to pfevent ‘eaveédropping’ of the protected. content. In addition, in order to
~identify unauthorized of comprised devices, HDCP .relies upoil authentication and key
exchange, content encryption, and device renewability.
[0017] Mofe spééiﬁcally, HDCP protects copyrighted digital entertainment
~ contentina Digitél Video Interface (DVI) environment by encrypting its transmission -
between the video. source and the digital display (receiver). The video source might
“beaPC, set-top- boxes, DVD players and the like), and the digital display might be an
- liquid crystal display (LCD), television, plasma panel,- or projector in which all
| authorized devices are givén'a_ set of ﬁnique' secret device keys. During an
authentication process, the receiver must demonstrate its knowledge of a number of
Sécret device keys before the protected content ié sent. After the receiver
acknowledges the keys, both devices (the sender and receiver) generate a shared
secret value that is designed to prevent eavesdroppers from ste.aiing the content. After

authentication, the content is encrypted and sent to the receiver that in turn decrypts it.
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- BRI EF DESCRI PTI ON OF THE DRAW NGS [0011] Fig. 1 shows a generalized
representation of a cross platform packet based digital video display
interface suitable for use with any enbodi nent of the invention. [0012]
Fig. 2 shows an encryption systemfor encrypting audi o/ video content .
suitable for use with the system descrl bed with respect to Fig. 1. [0013]
Fig. 3 shows a represcBREEY M N ORTHESDRAMANGSaccor dance with an
enbodi ment of the invention. [0014] Fig. 4 illustrates a system enployed to
inpl ement the invention. 5 [0018] Authentication is a eryptographic
process for verifying that the display device is authorized (or licensed)

devi iéeLéﬁg‘”k‘ﬁf)‘ﬁﬁéﬁg‘g“?‘%?tﬁiﬂ&a{l%ﬁe%'éeﬁ’é% PGt R b 5P 2 o

forty 56-Dbjt. sec vi.ce keys.and a correspondl ng, 40- b|t bi nary Key -

Sel ecti on db@t‘?ﬁ&“{ nylﬁ*ﬁ jta ﬁl@‘i‘b??é’@%ﬂ%ﬁ@ﬁpg phthpyneation.ng” an
initiation rres_sage cont ai ni ng its Key Selection Vector, AKSV, and a 64-bit
val ue An. [Wilé]_rEifg-s%ﬁhayvsdawh@epﬁmsmwdsfobynamﬂigrayd'm/\ﬁéamnmt swisbRge
containing its Key Selection Vector, BKSV. The host confirns that the

recei ved Iﬁa\ﬁshaﬁtm&sﬁ@aﬂdé@ﬁgw%th%speéthbmm?' nt, the two devices can
cal cul ate a shared val ue, which, if both devices. have a valld set of keys,

will be e [ ed_in the enc on and
decrypti- OWP 1 F% 385113%(%?%’52’1%16#@ Aéryﬁg%&é PR i CE'&P?Q cﬁ hWER/V been

est abl i shed 001@% Re- aut hentication conti nues at a rate of approxinatel y
“once ever?mp hadveBi®Bnf i rm t he conti nued security of the link. If,

. afmany time, equality of the shared value is lost, for exanple by '

di ;}2 onnec {Qﬂdé] Fige 4dileybiatos adgzstememmioﬂedrto implement the invention.




~¢onnecting an illegal recording device, the host will consider the DVI -link
to be wunauthenticated, and end the transm ssion of protected content.

[ 0020] Content is encrypted at the source device to prevent usable,

unaut hori-zed copies of the transmtted content from being nade. Encryption
"is the application of an algorithm called a cipher, that transforns the
content. T@0i8cover Autienticutionnd a ciypi@geiphiel pycediefor C&ifRG AR difflaFont ent
by know edge of the correct decryption keﬁMThe HDCP" ci pher isE%)ﬁybr‘i d

bl ock/ st r e &l iP REthorizdi oP lifKeHitd REL; 25 duri Re agt hentication
protocol . For clont eﬁ? %ﬁ(g r ylpéthlg%oﬁ tg%gélgg@?@%@%@%ﬁnﬁhﬁhﬁe&ﬁ;&%ﬁ?eam ci pher
“wher e encr ion.is.acconplished by conmbining a-data -stream generated by
the HDCP C%Ef]%?&] thgJfsplay {CFgﬁ‘éﬁﬂﬁqxﬂﬁfgé&ﬁﬁéﬁ‘tqfs?%ﬂd%ﬁﬁ’&t gosipf glean
excl usive-OR operation. -In this way the content is protected. - - : '
pi xel - by- pirseglof fortEse-bitseesdt devivedwys andavadresponding 4sbinlinaeye vi t hout
decryption is seen as random noise, wth no discer pabl e content. As- noted
above, curSektion Vaxeeir (KBNS, HRORost RigiesAltBenidationdy ehlihg HE Mifdlioasi ng a DVI
type connector. [0021] The present invention provides a high definition

“hi gh bandyj AVaini i b able far. use i cket based
U ansm ssi i maRtanRl S Rey SORRAPYEGR, ARSTIR VoI AR TP or oction
protocol tf ts high definition, tection that js backward

Compat | bl SO SHEaEIgIR Py ferEioR o P OBH BORLe GRONBOE fe KepRekBia s 1n one

enbodi-ment of the invention the inventive HDCP protocol is carried out as

“a packet béestar, BK§I . bEhedwistiednfiomp thapthetreasived K $7é hamubt bhert revoked! udes f or mi ng

& nunber of data packets at a source device, encrypting selected "ones of
the data piispeins, thasesidewan can saéulat asharey Rhiuwhidh,UeBoth iE@BS&Havk kNG the

valid set of keys, will be equal, This shared value will be used in the encryption and
decryption of the protected contenf since authéntication has now beenlc:.stablished.
‘[0019} | Re—authenticatipn cont_inues at a rate of approximﬁtely once every ﬁo :
seconds to confirm the continued security of the link. If, at any time,‘eqﬁality' of the
shared value is lost, for example by disconnecting the display device aﬁd/or
connecting an illegal recording device, the host will consider the DVI liﬁk to be
unauthenticated, and end the transmission of protected c_ontént.
[0620] Content is encrypted at the source device to prevent usable,
unanthorized copies of the transmitted content from being made. Encryption is the
application of an algorithm, called a cipher, that transforms the content. To reco_vér
the content, the display device dccfypts tﬁe content by knowledge of thé correct
deéryption key. The HDCP cipher is a hybrid block/stream cipher. The block éipher
- ‘operates during the authentication protocol. For content encryption and decryption,
HDCP uses a stream cipher where encryption is accomplished by combining a data -
~ stream, generated by the HDCP cipher, with the transmitted content, through a bitvﬁse a

exclusive—_()R operation. In this way the content is protected pixel-by-pixel.
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encrypted data packets fromthe source device to a sink device coupled
thereto, decrypting the encrypted data packets based-in part upon the .
encryption values, and accessing the decrypted data packets by the sink
device. [0022] A particularly well suited packet based transm ssion syste
Is described with reference to Fig. 1 that shows a generalized :
-r epr esent aEhappted contemtosewvedaina display gexdbectvithmar decrgptipntia beeniad emddins pl ay
“interface 100 suitable for use with any enbodinent of the invention. The

interface A& GRINYRCAiScenabledddaftht.t ' ' ' way of a -
"physical link 106 (a_Ilso raeferredit%ggasgga%)ﬁgggﬁeﬁﬁﬁ?ﬁﬁrab%g@??bed

enbodi nent ., ‘ reans « - 112 gre received at the
transmtt e‘%m%(?gﬁt agt}' bgliql&%'%ggég?l?g a&%%?? %"é’&?@%h into a correspondi ng
~nunber of data. -packets 114. These data packets are then fornmed into
correspond®@3lldat a sTheprgsent nyentionfprapidena high deofinitien high bangwidth copy .
associ ated virtual pipe 116 - 120 to the receiver 104. It should be noted

‘that the dabecton pabmol Oftable Fdi2use & a padiet Bagd BeidsiEsiomellidiMhatsuch as
video, - graphic, audio, etc. 8 [0023] Typically, when the source is a video

source, 't Mottt fbRaHEital Odbyriehi grolRBbh HoR] A kb ACReR WgfRlis, L hal can

~have any nunber and typé of I -’known rmats, as corrposﬂ%e vi deo, .
serial digj rallel digital or .consuner, .digital video. The
Video st oaPS pRReR s SeBhB porbalip G SR B MR bigh e EniBa by 10
i'ncludes sonme formof an anal og video source such as for exanple, an anal og
tel evi si oPro&etiqn preaels g In ‘&Wzﬂﬂgydmt obYim ipyenfien theclaverdivddiDCP aser di sk
pfayer, TV tuner, set top box (with satellite DSS or cable signal) and the
| i Ke. The psatacalds G:0ed owtras alpacket baded déglebatdgidth bopymogctiaimetod el as for
exanple a digital television (DTV) _ _ .
o im;ludes forming a number of data packets at a source device, encrypting selected
ones of the data packets based upon a set of encryp‘iion iralues, transmitting the
_ 'encrypted data packets from the source device to a sink device coupled thereto,
* decrypting the encrypted data paékets biased‘in part upon the encryption values, and
accessing the deézypted data packets by the sink device.
[0022] A particuiarly well suited packet .based transmission system is
- described with reference to Fig. 1 that shows a geheralized representation of a cross
platform packet based digital video dispiay interface 100 suitable for use with any
embodiment of the invention. The interface 100 connects a transmitter 102 to a
" receiver 104 by way of a physical link 106 (a_fso referfed to as a pipe). In the
| described embodiment, a huinbef of data streafns 108 — 112 are received at the
transmitter 102 that, if hécessary, packetizes each into a corresponding number of data
packets 114. These data packets are then formed into corresponding data streams
each of which are passed by way of an associated virtual pipe 116 — 120 to the

feceiver 104. It should be noted that the data streams 108 — 112 can take any number

of forms such as video, graphic, audio, etc.
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~digital still camera, and the like. The digital video signal can be any
nunber and type of well known digital formats such as, SMPTE 274M 1995
(1920 x 1080 resolution, progressive or interlaced scan), SMPTE 296M 1997
(1280 x 720 resolution, progressive scan), as well as standard 480
progressive scan video. [0024] In the case where the source 102 provides an
‘anal og i mel§023]i gnal , Typicallgnahagtht sewtcgistadidensouee] e dod/sBrariongrt s an
anal og voltage or current signal into a discrete series of digitally

encoded nurm%au&év&ws)mdeers@nﬂg thef? c&hﬁaﬁfaagﬁaﬁb@{hnd%@%f SREdiRkfowl it al

_Image data word suitable for dlglta procesmg w de “variety of

Al D conver be used. wa ex I her D converters .
i ncl ude, fgfndea igh & cfEBis et a*%{l%rdé%*t@?ﬂﬁki figgal, R@@f&émﬁgmmnt-,-
Anal og DeV| ces, Brooktree and ot hers. [0025] For exanple; -if the data
st ream 110ligital é(lﬂeﬁnéﬁhéglde? isignal ggnde anenelognideanignalpredded thesatirce d0 er t er
(not shown) included in or coupled.to the transmitter 102 will digitize

t he anal odndadds sehiedbrm of ahenlqadia ionecelyiclRapRe keing antdhalogconver ts the
-digitized data stream 110 into a nunber of data packets 114 each of whi ch

will be tLapsight &f zﬁﬂéré] BRalb; Wﬁf,%véga ;{3%9&@}5?18& gaﬁé‘r d{é;{l@g% Tynk 116.

~ The recei ver 104 'w en r constltu ream

A G e e e S I P

set of copy protected data streams. [0026] Fig. 2 shows an encryption
“system 20621 glso Wmdlgﬂ@laﬂ@gwqq@gch example a digitabtefayisios@TW Xk h t he

ystem 100 described with respect to Fig. 1. As shown in Fig. 2, a video
sour ce 208igiml silt eamgmi, and tipy kel dthealigituivRieo fgnaladan bs hnead@ber and type
of well known digital formats such as,_SMPTE 274M-1995 ( 1920 x 1080 resolution, |
progressive or.interlaced scan), SMPTE 296M-1997 (1280 x 720 resolution,
progressive scan), as well as standard 480 pr_ogressi&e scan video. |
[002‘4]. In the case where the source 102 provides an analog imaée sigﬁal, an
analog-to-digital converter (A/D) converts an analog voltage or curr_eﬁt signal into a
discrete series of digitallj encoded numbers (signal) forming in the procéss an
appropriate digital image data word suitable for digital prc;céssing._ Any of a wide
variety of A/D converters can be used. By way of example, other A/D converters
include, for example those manufactured by: Philips, Texas Instrument, Analog
Devices, Brooktree, and others.
[0025]  For example, ifthe data stream 110 is an analog type signal, the an
analog to di gital converter (not shown) included in or coupled to ﬁhe ti’"‘ismittéf 102
‘will digitize the analog data which is then packetize by a packetizer that converts the
digitized data stream 110 into a number of data packets 114 each of which will be

't_ransrnitted to the receiver 104 by way of the virtual link 116. The receiver 104 will

~ then reconstitute the data stream 110 by appropriately recombining the data packets




such as the datastreans 110 and 112. By utilizing a nunber of data streams
the system 200 is capable of transmitting video data, for exanple,
consistent with any of -‘a nunber of video formats concurrently. For
exanmple, the data stream 110 is formed of video data consistent with 1024
X 768 at 60 Hz whereas the dat astream 112 is formed of video data

consi st.ent ord |ver 204
(such as a %%[i}l}?mr dgqgagé‘%#s ﬂ;%s[th e VI érgnghmf?‘fg %‘B?tCSJ{%"‘*Pa‘P’B‘%ﬁg t he
dat-astreans, i ncl ude in addit | on the appropriate video data associ at ed ‘
attribut e deiha S¢RALOPIPIQLEied ggtaseamcei ver to reconstruct the video in
the appropriate format. [0027] Accordingly, the video source 202 includes- a
nunber -of HOGX6rs 20Fig. eaahbwmanmdryqiuonsystaﬁdoomrtméﬂypﬁn@mcﬁ@/smbat ed one of -
the video datastreams. Each of the buffers is, in turn, coupled to a

mul ti-pl exelcoROf sult@le St uds SmliRe ﬁPiO@de%@%ﬁeﬁ%ﬂtel?fggpe‘a% i.hgs dat a

streans for transm SSI on to a packetizer cketi z % par ses
t he inci den dat I nto an.associ at d..nu acket s by

i ncor por at| “g%‘ 058&"?292!‘%?“{5‘5? ‘&HW”E%PP‘BP“ *HYHS and
attaching a time st arrp and any of the attributes deened inportant or

‘necessary Swh asibe duastisams 1} Qanshbk2: st wiiliving a muvebey ofideta sweanes: they t he

fecei ver 204. An encryption control generator unit 212 applies an
appr opr i at systame 20@isicapatdé ghtrarsinitting vizieo klataf for beantisle aongistehievish hassd at
| east by inserting a control packet that conveys signals such as H,,,,

Vsym and ﬁnﬁﬁ‘lbéﬂ SWiddo BRALE %ncﬁf}@ﬁt > U el § éﬁ&agﬁ‘esinll 390 Is ergﬁﬁe ata

p%.elsets t hat are encrypte (and conversel’ ose ata packets that are

.nveﬁ{‘féﬁ%fﬁé‘*@%téj Rt 3@?%é%§£g*%tz?é%?ﬁagt‘ﬂ%%aﬁs”ﬁ”t Takr exampl o

of V\/m ch i ? gwn Iln Fig. 3.as a_datastream_300) is
orm of video data consistent w1th 640 x 480 at 75Hz, and so on. In order for a

receiv’_er 204 (such as a_momtor) to reconstruct the v1deo in the appropriate format, the
, datﬁtr_eanis include in-_atddition the appt'opriate vi<_ieo data essociated attribute data

~ that is used by the receit.rer to reconstruct the video in the appropriate format.
‘ [0027} | . Accordingly, the video source 202 includes a number of buffers 206 :
-each of whic_h is uecd te buffer an associated one of the video datastreams. Each of

the buffers is, in tum,' coupled to a multiplexer 208 that is used t_ci select a particular

one of the data streams for transmission to a packetizer 210. The packetizer 210
parses the incident data stream into an associated number of data packets by
“incorporating a packet ID, optionally petfonning errot-correction, and attetching atime
stamp and any of the attributes deemed importént or necessary for the correct |
reconstruction of the video raster by the reeeiver' 204 Ap encryption control
generator unit 212 applies an appropriéte encryption algorithm to each of the data
packets based at least by inserting a controll packet that conveys signals such as Hsym,
| Viyne, and a particular control character CNTL3 used to flag those data packets that

are encrypted (and conversely those data packets that are not encrypted).
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formed of a nunber of data packets. The data stream 300 includes a =
nunber-of control packets 302 used to mark those video data packets that -
are encrypted (or not encrypted) as the case may be. Each video packet has
an associ ated header 304 that includes, in part, the attribute data
descri bed above associ ated wit.h the correspondi ng video data packet. For
exanple, in the case shown in Fig. 3, the data stream 300 includes data
packets fdf028le danesordasenwitllan embbdithent dfithe stvewiom the Pesulting edomgtedi Nt 0 t he
data stream 300 such that the traffic between the video source 202 and the

recei ver 2CHhta srean2$4 Gtparticulsr ttungple cfongélais shdwnil Fanviak 9 dimdticam[30G30] 1t
should be noted that in the described enbodi nent, the data stream 300 is

time dommi rfoﬁwdtdfalnafﬁe&,ofumﬁsc@@t Tho astk St anfRs Ah@leS 6 kb of BndAt ast ream
110 have a | onger duration than those associated with the data stream 112.

I n these LB - Qy e ' it i cei ver
204 regene(r?pgfage‘ezs 3{%&{3 Mslit%rnl(ialtgE Sgeg‘(r&?égll%%ﬁ@%@%@%%?ﬂég’%%%%%?%‘% tt{g S
enbedded i i i it ckets, if.necessa eferring back to

o oc190 e TR B Hoch BlaB pRRGEL By sndei i RRAS i i e

encrypt ed t r 0 that provides_ input to a decoder upit- 220 and a
depacketi z e.%. %%ggg%&g?boggéssaget%g é“@&?ﬂ%ﬂgﬁa@ﬂ? .t,apt"‘ﬁi?tsi f eedi ng
Hsy"c, Vsy"c, ?nd a particular control character CNIL3provided to a
decryption engf9fexamblg, ipfhacajpshoppay Figub he drisetrens 3pGinclides dagrnagkets [ 0030]
Fig. 4 illustrates a system 400 enployed to inplenent the invention.

Syst em 400 fPrsheydatgstrgzm diens] the dftastregn A phiandoisadnte thd datarttieah 30heachr esent

i nvention can be inplenmented. System 400 includes central processing unit
(CPU) 410 ihat thedfichetesss thenidroysoiRARY?2 #idiGhe reesctr G04 is comsiment wiiRGN) 425, one
or nore peripherals 430, graphics controller 460, primary storage devices
440 and 450¢nstantlink environment.

[0029] -_It should be noted that in the described embodiment, tﬁe_ ‘da-ta‘ stream-
A3 00 is time domain multiplexgd, thosg‘ data packefs Aassoqiated'with the d_atas_tream. '
110 have a lc;nger duration than those associated with the data stréam 1 12 In jthe.s'er_
cases, a time-base recovery (TBR) umt 216 within the receiver 204 reéénératcs'the :
stream’s original native réte using time stamps embedded in the main Iin-kldat.a |
~ packets, if necessary. Referring back to Fig. 2, at the rec_:eivér 2044 déser_iaii@: unit -
218 receives the encrypted datastream 300 that provides input to a decoder unit 220
anda depacketizer 222. The decoder 220 decodes the control packet, thus feeding
Hsynes Viyne, and a particular control phat.'acter CNTL3provided to a dgérypti_on engine -
- 228 that waspreviously used to fof encrjption.
[0030} - Fig. 4 iltustrates a system 400 employed to imﬁlement fhe in*&éﬁﬁon.
S ystem 400 is oh]y an example of a graphics system in which tﬁé preéentl _
- invention éan be implemented. System 400 includes central processing unit (CPU) a
410, random access memory (RAM) 420, read only memory (ROM) 425, one or more | '

peripherals 430, graphics controller 460, primary storage devices 440 and 450, and .
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(L digital display unit 470. CPUs 410 are al so coupled to one
or nore input/output devices 490 that may include, but are not limted to,
devi ces such as, track balls, mce, keyboards, m crophones,
touch-sensitive displays, transducer card readers, nagnetic or paper tape
readers, tablets, styluses, voice or handwiting recogni zers, or other

wel | - knowndighglUlisghevirGes70s WHUSSL0 86 al@é’k!&ﬁﬂ’edt@ Elor ERIPHbEYGutpde aPhi Cs

‘controller 460 generates anal og |rrage data an a corres ono}t%g ref erence
i mage.

-signal , &jev?creg\ﬁ:bgﬁfaanﬁgtu}l]dﬁc% w%reenotdlégl tg,ﬁie%}r}:g%pfc %[s Thgégﬁal 2 $r om CPU

data can' be generate
410 or from -encode (not, shown). In one enbodinent, the anal og

xt er nal _
i mge dat a!(qygoargﬁweew hpgesriopch- Wﬁ’élf"eéﬁﬂlayf&lﬁlé-n$€blf3@lr@m:@ad¢rgﬂa¢gﬂemI udes the
Vsnc and Hsnt signals well known in the art. However, it should be -

- under st oodbripap¢r tapeerepders atilets, I‘BW}&UEBB o1 fus2) § hh@dwﬂt’ﬁigetﬁedglﬁ&rwof btheanal og
image, data and/or reference signals in other formats. For exanple, anal og

i mage ‘dat aygRRridwE! ?dé%&@@u&i&n@fco‘}?sfeaotﬁ# ngr#%o dlma hﬁ;@% jepg time

reference signal. [00311 Al'though only’ a ts o e present
“invention be i t, shoul d erstqod .that the . present
“invention 4&9 %Bé}g%%%“agﬁéﬁﬂ%%% d%r?aar?\g 3 SPHEPOD 'é'glr? fenpe;sigal 8?)5}(;part ing

fromthe spirit _or the scope of the present invention. The present

‘exanpl es gl‘todh%'éaléléﬂ’?@d@rté’ﬂ adhe ppaleg image datapad ba generateditfor ctive, and t he

"invention is not to be linmted to the details given herein, but may be
nodi fi ed wkample, based su pivel ddta tduelvaqbﬁenr@HU@ﬂalofrﬁoﬁi amg(tdmilh:nbdit&l (fhof ul |

S@q;pe of equivalents.
shown). In one embodiment, the analog image data is provided in RGB format and
g thé reference signal includes the Vgyne and Hsyne signetls well known in the art
--However, it _Should be understood that the present invention can be implemented with
~analog image, data anct/or reference sigrlals in other formats.— For example, analog
_image data can include Vvideo signal data also with zt corresponding time reference
“signal.
[t]03 i] Although en]y a few embodiments of the present invention have been
' _described, it should be understood that the present invention may be embodied in
many other speciﬁc forms without departing from the spirit or the scope of the present
invention. The jnreseht examples are to be considered as illustrative end not
“restrictive, and the invention is not to be limited to thérdetails given herein, but may
| | be modified within the scope of the appended claims along with their full scope of
equivalents. |
‘[(.)032] While this invention has been described in terms of a preferred
embodiment, there are alterations, permutations, and equivalents that fall within the

scope of this invention. It should also be noted that there are many alternative ways

of implementing both the process and apparatus of the present invention. It is
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-[0032) While this invention has been described in ternms of a preferred ,
enbodi nent, there are alterations, pernutations, and equivalents that fall
W thin the scope of this invention. It should also be noted that there are
many alternative ways —of inplenenting both the process and apparatus of
the present invention. It is 12 therefore intended that the invention be

i nt er pr et etbergfore ingbndéidribat dhd inventiondictisteprétehas inclpdingat] stcloaiserationd, '
equival ents as fall within the true spirit and scope of the present

i nvent i on. pdrimutatibas, ¥in&eduiMientd as AIRHEKA thelARQPir 08 s Gl fresnPY o
protection nethod conprising: formng a nunber of data packets at a video
sour ce dev#léﬁﬁqﬁ encrypting the data packets based upon a set of encryption
val ues that Tncludes encryption/decryption control . signals that include a -
Vsync, an Hsync, and a CNTL3 control signal wherein when the CNTL3 signal
is active, then the corresponding data packet is encrypted and vice-versa;
transmitting the encrypted data packets fromthe video source device to a
di splay 10 device coupled thereto; decrypting the encrypted data packets
based in part upon the encryption values; - and accessing the decrypted data
. packets by the display device. : : ' : '

£
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15 2. Anmethod as recited in claim1, wherein the nunber of data packets

i ncl ude sone audi o data packets and sone video data packets. 3. A nethod as
recited in claim2, wherein each of the data packets is associated with a
particul ar control packet. 20 4. A system for providing high bandw dth copy
protection in a packet based system conprising: a video source unit
arranged to provide a nunber of data packets; a display unit coupled to the
vi deo source unit arranged to receive the data 25 packets fromthe video
source undpA®x encryption unit coupled to the video source unit arranged
to encrypt sSelected ones of the data packets sent fromthe video source

unit to the disgplay [ i it |l ed to the .sink unit
arranged to degrypﬁxF%%gigﬁ%ﬂﬁ%{%ﬁhhﬁﬁgaggln@%ﬁgngﬁﬁl OqRTSIne:
encr ypti on/ decloyping @ mumbéiud slageacicatan s vakeo angedddvizepr ovi de a set of

encryption/decrypti.on val ues used to encrypt and decrypt the appropriate
dat a p{acket s TREpTE b ﬁé@a‘aﬁtﬁwﬂwﬁ? A& ﬁmquea’ﬁ%%ﬁha@ﬁﬁﬂ%ss t hat
i ncl ude aendsppion/daRypidr Rentrd Idnas #th BTESa YRR M HH AN AeTEL N When the

CNTL3 signal is active, then the corresponding data packet is encrypted
and vi ce- sefrebsizml whergipgthemitliesCINEES sigupl i aetivai themthe wpreesppmiingdatai deo sour ce

unit is cﬁaqygkﬁﬁﬁh%ﬁﬂvHQR Sg;rranged to provide audi o type data packets
and/ or video type "data packe?s.
transmitting the encrypted data packets from the video source device to a display

10 device coupled thereto;
decrypting the encrypted data packets based in part upon the encryption values;
and

accessing the decrypted data packets by the display device.

15 2. A method as recited in claim 1, wherein the number of data packets

include some audio data packets and some video data packets.

3. A method as recited in claim 2, wherein each of the data packets is
associated with a particular control packet.
20
4. A system for providing high bandwidth copy protection in a packet based
_ system, comprising;
a video source unit arranged to provide a number of data packets;
a display unit coupled to the video source unit arranged to receive the data
25  packets from the video source unit;
an encryption unit coupled to the video source unit arranged to encrypt
selected ones of the data packets sent from the video source unit to the display unit;
a decryption unit coupled to the sink unit arranged to decrypt the
encrypted data packets; and
30 ' an encryption/decryption values generator arranged to provide a set of
encryption/decryption values used to encrypt and decrypt the appropriate data packets
that includes encryption/decryption control signals that include a Vsync, an Hsync, and a
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6. A systemas recited in claim5, wherein the display unit is arranged to
di spl ay processed ones of the video data packets. 10 7. A systemas recited
in claim®6, wherein the display unit includes a nunber of speakers
arranged to transmt audi o signals based upon processed ones of the audio
dat a packets. 15 8. Conputer program product for providing a packet based
hi gh bandw dth copy protection, conprising: conputer code for formng a
nunber of data packets at a video source device; conputer code for

encryptin ket s .based. . u set . of encryptjon valuyes that
"ol whes AT PR RREST RREDRE RIS, Gt 8 ooflE RS e iRolBRc. an 20
Hsync, andata pSdKEliS emppitedindsiigadsavher ei n when the CNTL3 signal is active,

then the corresponding data packet is encrypted and vice-versa; conputer
code for transmtting the encrypted data packets fromthe video source

device to a displ ays davintss CatRliRdalDg Riloin BRALEbUEOHS: 530 decrypting
the encrypted data packets based in part upon the 25 encryption val ues;

conput®r ewdevider uitaragedig préradaradioftppedhtalpachetp anketviddoyyneatasi nk devi ce;
and conpg&%&sreadable medi um for storing the conputer code. 9. Conputer
program product as recited in claim8, wherein the nunber of 30 data
packets include sone audi o data packets and sone video data packets. 15 10.
Conput er program product as recited in claim8, erein each of the data
P Prog 6’;‘ P A system as recited in claim 5, wherein the disvﬁ,i]ay un}t is arranged to
display processed ones of the video data packets.
10
7. A system as recited in claim 6, wherein the display unit includes a number
of speakers arranged to transmit audio signals based upon processed ones of the audio

data packets.

15 8. Computer program product for providing a packet based high bandwidth
_copy protection, comprising:
computer code for forming a number of data packets at a video source device;
computer code for encrypting the data packets based upon a set of encryption
values that includes encryption/decryption control signals that include a Vsync, an
20  Hsync, and a CNTL3 control signal wherein when the CNTL3 signal is active, then the
corresponding data packet is encrypted and vice-versa;
computer code for transmitting the encrypted data packets from the video source
device to a display device coupled thereto;
computer code for decrypting the encrypted data packets based in part upon the
25  encryption values;
computer code for accessing the decrypted data packets by the sink device; and

computer readable medium for storing the computer code.

9. Computer program product as recited in claim 8, wherein the number of

30  data packes include some audio data packets and some video data packets.
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packets is associated with a particular control value CNTL3. Il 16
ABSTRACT- OF- THE- DI SCLOSURE Packet Based Hi gh Definition H gh-bandw dth
Digital Content Protection [00331 A packet based hi gh bandw dth copy
protection nethod is described that includes the follow ng operations.
Form ng a nunber of data packets at a source device, encrypting selected
ones of the data packets based upon a set of encryption val ues,
transmtting the encrypted data packets fromthe source device to a sink

part upon e Sncroappus SR el R TR W TR S BRY Bl R ket

by the si phkckad®\s ss8ociatad with a particular control value CNTL3.
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