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CUSTOMER
ENTITY

Request network resource
202

PCT/US2015/017232

COMPUTE SERVICE
PROVIDER

Authorize client for use/
control of network resource
204

y

Start using/controlling network
resource
203

Receive acknowledgement

Authorize client for issuing a
Digital Certificate
206

l

Generate public/private keys
and other signing info.
208

v

Generate Digital Certificate
for use by the client in
connection with the network
resource
210

)

Return Digital Certificate to
client and/or store with

of the issued digital certificate |a—
network resource
214
, 212
|
|
I Detection by resource monitor
! 218
| |
v l ¢
Stop using/controlling network : —
resource | Non-renewal of Digital
216 I Certificate
= : | 220
(or continue using/controlling | .- -
after Digital Certificate | (or renew Digital Certificate)
expiration) I 221
217 :

2/11




WO 2015/130648

FIG. 3
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FIG. 4
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FIG. 8

P e

Authorize a client entity for using and/or controlling a network resource in a
compute service environment.

" 802

|

Upon completing the authorization, issue a digital certificate to the client
entity, where the digital certificate is associated with the network resource
and is issued for a limited duration period.

"~ 804

|

Monitor the use and/or control of the network resource by the client entity.

~"~ 806

l

Condition reissuance of the digital certificate on whether the client entity is
still using and/or controlling the network resource in the compute service
environment.

"~ 808
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FIG. 9

f—\ 900

Using in a compute service environment, a network resource associated
with a client entity, where the client entity is in possession of a digital
certificate issued in connection with the network resource.

" 902

I

Determine whether the network resource is still associated with the client
entity.

" 904

]

If the network resource is still associated with the client entity, reissue the
digital certificate for use by the client entity for a limited duration, where the
reissuing takes place automatically and without receiving a reissue request

from the client entity.

"~ 906
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FIG. 10

f“ 1000

Receive a request from a client entity for a virtual machine and a digital
certificate associated with the virtual machine.

" 1002

|

In response to the request, authorize the client entity for using the virtual
machine and for issuance of the digital certificate.

"~ 1004

|

Upon completing the authorization, launch the virtual machine for the client
entity, and issue the digital certificate to the client entity, where the digital
certificate is associated with usage of the virtual machine by the client
entity for a Iirrlited duration.

" 1006

|

Monitor usage of the virtual machine by the client entity.

N~ 1008

Reissue the digital certificate if the client entity is still using the virtual
machine.

~ 1010
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