Method and Server for Instant Messaging Field of the Technology = The invention relates to
computer technologies, and more particularly, to a method and server for Instant Messaging
(IM). Background of the Invention  Developing to nowadays, Instant Messaging (TM) has
been accepted by most Internet users. No matter in life or work, a user may frequently adopt
IM software to implement interactions and communications with friends, colleagues,
schoolmates, customersYhethwthanschspercdonr dnstantdMessagiag of
indispensable tools in a user's daily life day by day. Thus, increasing higher requirements are
put forward by user for some aspects of IM software, such as ease of use, stability and
security. With& Ak ¢S HPERRY t of user's requirements, a user is no longer limited to
using IM software on a Personal Computer (PC) client. Instead, a user similarly re(_i‘léires using

IM software on & RfobHiEBHohd dHeRinal SRRBUES eIt flesiSH AL, Patkifplubento a

technical parrensehad Wwaftorareshayerusgessiutyydeveloped an IM client which may be
run in mobile telephone, an IM client on the basis of web, and an IM client which may be used

on a televisign platf ) r meet daily increased IM requirements of multi-scenes
and multi-teBAAE BINE QL IIQIREERIIONG ring the process of implementing the invention,
at least the following problems in the priog art are found. b n&i ventor. Since

architecture imp\ﬁé?n‘%lr?t%g%f/ocgﬂvgnﬁ %aﬁﬁ?go WA 'té 5%%%%%%%/6%%%512@)’0?%) %gin
instance at Anyrneonkent. iNbansttagin Atcotimtolt/ensthersgnie eoolynidie b tsotbwac: iro
simultaneousl| Iwith no%her tterminal th%Previous one w‘glc?e ggittedl[orcedly. For ?xagngle,
when a usef aglgﬁ%cérégf&ﬁﬁg%gf’élg iﬁoanllﬂiwlcﬁ%lr?tn Of & itlgrmslhacﬁ andther’ 8°uisl.learqo’gs
in an IM clienisefineeraohile ohonedemihal i thiBefsame to v @ocauatpfiedivhetisitiotdshls PC
terminal will. automatically quit the Jogin, that is,.one login.account may only log in a.terminal
ciont of ond Wt S s 8 e B R SR PR R SR S TR
be impleméntedeiTusommegsate adaivolobisveecesvel by amgltigl@pomid)lety afitledimiigtion
results in ungooth, I, sxpericnce when switching. among multRie.seencs meanuhies 1o
development 0 tRe I E0RWATE 16 the éirec i5h of PTulti-scena and multi-termmal is also
limited. Sunsiagy M thefiweentona PEcomeleCinaduatly(Bive difioatibteadnmunicationilarly
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requirement% 9}"1“%“’1‘1’91%‘( u ss,o%{)waset% Iilmg)lerg nt mH(I)tH%oi[re\t lo eiﬁ' of gbneel‘g inaam%ygtm
embodimentsiot the fvéntion provi%lle an Instan ‘I{ﬁegsaglng method and ah M°server.

The technicaksohation is as follows. An IM method, including:  receiving instance login
information sent by an IM client, in which the instance login information at least comprises

login informationof asg! G P&%%QPJF?M%%MP& RAOR L ALRITYRVAGHLED DY

the IM client;  authenticating identity of the user of the IM client, according’to the login

information iitbkéciistdidenisyibsitormranonile idtmberhesndiahsaannghic brsssebivaloeatdng
an instance QURIPEr; a1 Tk IV Al He AGEATGHNY E&él?@im?m&&-iﬂf%mtm&t@%@&%ﬁ

login information, in which the instance number is configured to uniquely identify the IM client.
A server, indlagiafgd [M resauioments sduell Euasiasaedia idddaaindapeictyit dits vasiton
sent by an IM client, in which the instance login information at least comprises login

information of a pggingf the Ipocient andripstanceimpfonpatiorelch tesmiratlogrtes e 1M
client; an authenticating module, configured to authenticate identity of the user of the IM

client, accofdfciBHR Wsgmif ARSI te sy 9bgin information: and  an allocating

module, configured to allocate an instance number for the IM client according to the instance
information in theiinstaneecldgictunédrmpdéidantsdheén to@ventional IM software limits that, there

may be only one login instance at any moment for one login account. When the same
account attempts to log in simultaneously with another terminal, the previous one will
be quitted forcedly. For example, when a user has successfully logged in an IM client
of a PC terminal, and then the user logs in an IM client of a mobile phone terminal
with the same login account, the [M client of the PC terminal will automatically quit
the login, that is, one login account may only log in a terminal client of one type. The

simultaneous login of multi-type IM clients for a single account cannot be



authenticating performed by the authenticating module is passed, in which the instance
number is configured to uniquely identify the IM client.  The advantages achieved by the
technical solution provided by embodiments of the invention are as follows.  When logging
in with an IM client, the instance information of a terminal located by the IM client may be

added to theTORIFIRRIFhafiBRSoftHE S 160 iRStAFRAVRRIMINFBHIN MRS RIS <ht {'the

IM server. ThigntM:Rer vesudthentigatesmiie uspeilaodityiaaconiogiie Hsdaginunipranatiaes,
When the authentication is passed, the IM server allocates an instance number for the |
terminal locdBSABYWe fisVElRRreat el Mo e meigbe dhrstHese F&f&ﬁrm multi-
determines thenlhM#lieatsadepnging to the user's login account and the terminal's instance
number. Thus, a user may be enabled to log in an IM client simultaneously with mobile phone,
or with web mode, or PC mgqde, to meet user's usage requirements of multiple aspects. A
user's usa FPathe SR scenes may be greatly facilitated. The IM client may
be conveniently used at different locations, to greatly facilitate a user's usage experience and
improve the ease 01 168 81N DHLrE B RDLRH BN TSI, SRR IS6iS
flowchart illusirating amiplemethaduhipecordanceotvitnehéofiiat ecnbadimanbafithenisventibea.

FIG.2 is a flawchart illustratin | hod in a dance with,the second e Eoi ent of
tne mventiod e R A SRR A 8 SRR R RO

embodimentsofitheniiventidows. FI1G.4 is a flowchart illustrating an IM method in accordance
with the fourth embodiment of the invention.  FIG.5 is a flowchart illustrating an IM method in
accordance with mﬁﬂﬁ%gmg&qi{gﬁ%{g:the invention.  FIG.6 is a flowchart illustrating an IM
method in accordance with the sixth embodiment of the invention.  FIG.7 is a flowchart
illustrating an IM method in accordance with the seventh embodiment of the invention.

FIG.8 is a schem&S6e Uiag iantemcisipgin dnéonatine seat Syroar M slicstadhedighibmhderjicg
embodimenygftheniayentien. & rhadinignisf [Hen iyRrilion oft: MskeoPRircMegidrchmical

solutions and advantages of the invention more clear, detailed descriptions about
implementatBitetidampiomoEatsrring formed Brobm By ##e: following accompanying
with attached figures. The first embodiment  With reference to FIG. 1, an embodiment
provides an IM meithed:ivarigh idehidesdhetoliasis.of tHOIMcIMsenebrétrives ihstéoyia

login information sent by an IM client. . . .
g 1nP0rmat10n th tﬂe instance login information;

when the authenticating is passed, allocating an instance number for the IM
client, according to the instance information in the instance login information, in

which the instance number is configured to uniquely identify the IM client.
A server, including:

a receiving module, configured to receive instance login information sent by an
IM client, in which the instance login information at least comprises login information
of a user of the IM client and instance information of a terminal located by the IM

client;

an authenticating module, configured to authenticate identity of the user of the

IM client, according to the login information in the instance login information; and

an allocating module, configured to allocate an instance number for the IM client

according to the instance information in the instance login information, when the



The instance login information at least includes login information of a user of the IM client and
instance information of a terminal located by the IM client. It should be noted that, the IM
client described in the embodiment of the invention is a generalized IM client. That is,
browser, software and, other, which may achieve the ohjective of IM, may also, be referred to

as IM client. W HNEGAURE QSRS o B Sy AR S H S R TR RS o S DTS Sin I it 110k

clients with assaiie: legifbacrotnindareneamiuliplritanmingt devigkss.each login client may
be referred to as one instance. While, related information of each instance, such as Internet

Protocol (IP) addﬁ%%%&&ém%%'stx ‘?e\'f%tg'% fime gy oI hﬁdﬁ‘fﬂt%%&eﬁ“oor@n% I8Qi’meﬂt}socf2f.’ .
the IM server performs identity authentication for a user of the IM client; according to the login
information ithel idedtioihecinstiblosviogin information.  103: when the authentication is
passed, one instance number may be allocated for the IM client, according to the instance

information in thejinstrResiagin nfermatianthe IRS1ABCARUMBERisSRBHIguERT iR UBIGHElY

identify the IM client.  Ini the embodiment of the invention, when an IM client is logging in,
the instancelinfymdichiantateyrhaddsdaethpyasia inferapionaaf Heeadedadara Ivgfirnce

information @f e HGH AR K18 JARRDGRIAUNIRIMEHRTAP Re e IRdRE M STV Rlsel e

IM server may authenticate user identity according to the login information. When the

authenticatioferiitageetiding inilke losinnzpansione Whandherashsuhnatiprois trssaddhieriM
according todhe.insiancenfsmationcd hRNSIANER NHENREHRAY YR8 MhIdeRINNDE 1My,

client. Thus, a user may be enabled to simultaneously log in an IM client with a mobile phone,
or with web Asseislieg signihanibstasigel oo tAeimg. cReft Wil usly e fsépaNesmibatdMPpeent

mode, 1o meglA|HASPRE HERIGJEAUEETAN DA R YSORi TS nBMIUESAEREHSPR, a user

requirements of a user may be greatly facilitated, and an IM client may be used conveniently

in different IseaxiBasnTplekkclasdeabbdirhisat simmdipaemske witiseofilaphras eamidhsimh
account to sypytaReusiy il inandM glisat af H'Puaiﬁi}éﬂféﬁ@féﬁﬂm@l@%gf%

&, W user’s
embodiment of the invention provides an IM method. An example is provided, in which an IM
server is takbHe KAEKEReRiS Tadejeritiple sepper pravide Eryindaiiyaidhe dyradient
insta_nce inf%@@ﬁ%dﬂ@&@eﬁﬁ? he&n fegetiatad WJ@&%?W%@%W&MM@&H‘%&%‘ Msage
terminal devices. With reference to FIG.2, the method includes the follows. 201: an IM
client of an INREHFIRAPBGHRR Ve RS Fitat hIMisaltHBiRted by a user.  The terminal
device described in the embodiment of the invention may be multiple kinds of terminal
devices, sucl FRMOLIEHPEdN BEtHe!Pyisivingd so on. Functions of IM client of each
terminal device are basically the same, which may also be different from each other according
to different typespaiiarminalfigvieas. illisuthemerahomimeantiaidhe iavesntanamayampleis
given, in which logjn account and password inputted by a user are taken as login information.
202: the IM EffdhR ﬁ’i’é.ﬂ%gﬁr}&gq%ﬁ%'information with login information of the user and
instance information of a terminal device located by the IM client, and sends the instance login
information to thé& 1l Sesverlowéhaneitostdaifgranilylthe:thsthntedogidainfonmttide e dued M
client includes t())létl noltltlig%i%ggi%ovég%ggllows. The IM client uses a login protocol previously
stipulated wﬁﬁiﬁwe (M Server (or, a'specific login protocol), encodes the login information (such
as login account, password, etc) and the instance information (such as terminal type, etc) to
corresponding fidlls- dfia datteyabiet stz ey, iMe materdnnpestoransesperatiohs, dikh as
encryptions, 42ingtanRGe Jrfarmation el a terminal device located by the IM client and the login
information of the user, according to a key previously stipulated with the server. In the
embodiment, explanations are provided with an example, in which the IM client encodes the

user's login inforfi&tidr{8gHe HeBsin Hsdatingsibidy, Bsthasintes iR aigh g fotihal

device locateghbydiheiVhelipnt{ierminal type), to corresponding fields of a data packet,
according to a login protocol previously stipulated with the IM server. The specific format of

authenticaton inHhator: LAYt HaUDErk habloa Bt ErcioN SR Ulhe "

information #eldodasdatenbefiagentioihe IM client may send the instance login information to

FIG.6 is a flowchart illustrating an IM method in accordance with the sixth

embodiment of the invention.



204: the 1M server authenticates the user identity, according to the login information in the
instance login information. When the authentication is passed, proceeding to block 205. When
the authentication is not passed, proceeding to block 211. The method for authenticating
the user identity may include authentjcations for accurancy and validity of the user identity.
Specifically speaEi'r%?dﬁtﬁé}ﬁ%%ﬂ% hrstatingAry ok fReRRes 056 YRS YEREher
the login infeaiiomaiitbeibsarisnerirect. Authentication for the validity of the user identity is
to determine whether the login information of the user is still within the validity period. The
specific authenticgatiop method may he as follows. .. The IM server queries login information
previously store((j:ratlrgg el 3(5?31.6,%%% Ba{% 1oalﬂ]rrﬂtﬁalﬁs r%%?%%tb%cr% |ﬁ§)\f§%§%wgrrdr,l gﬁ%)?ra%g%%}%ttg to
the login infahmatjgnhdeabatichéatg{ tagimaetount and password) in block 203. When the login
information decoded totally matches with a certain piece of login information previously stored
in the IM seryer B0g;the ni%ti%rMSWithin the validity period, the authentication for
the user identrty-tSpasset —Whentheaecoded login information cannot totally match with any
piece of jogin infarnatien BETIAUSY RIGRRAD (8RN SCNE L AROL i AREORSEHRN more
information is not within the validity period, the authentlcatlon for the user identity is not
passed. Fdraxalplldsdgrsopbions dbgirt iniptemativelipreviodelyodtthe dnetieomaseivahes

shown in TaP}g %J@RI%% %ﬁ%ﬂg%&ﬂmﬁ?ﬂﬁﬁgmﬁcﬁé{@%yﬁ%ﬁf@me password nickname 1

7895462 Helen 123456 oran

The first embodiment

With reference to FIG.1, an embodiment provides an IM method, which includes

the follows.
101: an IM server receives instance login information sent by an IM client.

The instance login information at least includes login information of a user of the

IM client and instance information of a terminal located by the IM client.

It should be noted that, the IM client described in the embodiment of the
invention is a generalized IM client. That is, browser, software and other, which may

achieve the objective of IM, may also be referred to as IM client.

The instance refers to that, when a user simultanecously logs in multiple IM
clients with a same login account via one or multiple terminal devices, each login
client may be referred to as one instance. While, related information of each instance,
such as Internet Protocol (IP) address, terminal type, login time, may form the

instance information.

102: the IM server performs identity authentication for a user of the IM client,

according to the login information included in the instance login information.

103: when the authentication is passed, one instance number may be allocated for
the IM client, according to the instance information in the instance login information.

The instance number is configured to uniquely identify the IM client.



2 5679512 Jessica fri456 Jessica 3 12357664 Mike 123wed Mike ~ When the login
information decoded by the IM server is "login account 5679512, password fri456", query the
login information previously stored in Table 1. When the login information previously stored

includes a record, the login account and password of which are respectively 5679512 and
f1i456, and then tHetBRHRPRAEHGH RthRsEIIBERLRPASSEY clionjie fpesi iin hirdraifsn

decoded by the HMaSRiYEs iSRG RACRMARD $9542 PREINERE An3APE" aduery dheHedbgin
information previously stored in Table 1, and then it may be learned that there is no a record,

the login accB{MTMEPPaEShoPEs fhieRBe desiantr LB daetnn £ 8a585h ol

information Regvigushhstargd sEes, theyauthRatication iRs thecHsey idesdityiig et pAsSEskir05:
the IM server allocates an instance number for the login instance, . The instance humber

allocated by fHE'RRLBReMBFthb fogHihFRESHISS BEFstsindion N SEI¥EsIBA% SHAtHfHAR

character anghdefities. ety feliant May:fent Aiduein g eselmingehideiha iediora cuuitsande
instance number. The instance number is totally transparent to the user. The IM server may

store each allBEREId Y HRENE I B e World relieils hidy: v 48eEnBiwh peTambled #8ble

2 Login accqiiiiltancously log in an IM client with a mobile phone, or with web mode, or
simultaneously log in the IM client with a Personal Computer (PC) mode, to meet
multi-aspect usage requirements of a user. Thus, multi-scene usage requirements of a
user may be greatly facilitated, and an IM client may be used conveniently in different

locations.

The second embodiment

To facilitate a user to utilize a same login account to simultaneously log in an IM
client of multiple kinds of terminal devices, an embodiment of the invention provides
an IM method. An example is provided, in which an IM server is taken as an
execution subject. The server provided by the embodiment stores instance information,
which has been negotiated by the server and multiple kinds of IM terminal devices.

With reference to FIG.2, the method includes the follows.

201: an IM client of an IM terminal device receives login information inputted

by a user.

The terminal device described in the embodiment of the invention may be
multiple kinds of terminal devices, such as mobile phone, PC, television, and so on.
Functions of IM client of each terminal device are basically the same, which may also

be different from each other according to different types of terminal devices.

In the embodiment of the invention, an example is given, in which login account

and password inputted by a user are taken as login information.



Terminal type of login instance Login time Login address Allocated instance number 7895462
Mobile phone 17:00 September 2 192.168.000.0 7895462-MP-A computer 15:05 September
2 192.168.102.2

202: the IM client forms instance login information with login information of the
user and instance information of a terminal device located by the IM client, and sends

the instance login information to the IM server.

A method for forming the instance login information by the IM client includes,
but not limited to the follows. The IM client uses a login protocol previously
stipulated with the IM server (or, a specific login protocol), encodes the login
information (such as login account, password, etc) and the instance information (such
as terminal type, etc) to corresponding fields of a data packet. Aliernatively, the IM
client performs operations, such as encryptions, to instance information of a terminal
device located by the IM client and the login information of the user, according to a

key previously stipulated with the server.

In the embodiment, explanations are provided with an example, in which the IM
client encodes the user’s login information (login account and password), and instance
information of a terminal device located by the IM client (terminal type), to
corresponding fields of a data packet, according to a login protocol previously
stipulated with the IM server. The specific format of the data packet may include the
follows. Start flag of the packet, account, password authentication information,
terminal type, network address, client version, and other login information field,

packet end flag.

The IM client may send the instance login information to the IM server with
multiple modes, such as cabled network, wireless network, Local Area Network

(LAN), etc.
203: The IM server receives the instance login information sent by the IM client.

Generally speaking, the instance login information may be sent in the form of
cipher text. After receiving the instance login information in the form of cipher text,
the IM server firstly needs to decode it. The decoding for the cipher text information
may be executed utilizing a decoding algorithm previously stipulated between the IM
server and the IM client, which are not repeated here. The decoded information
includes the login information of the user of the IM client and instance information of

the terminal device located by the IM client.



7895462-PC-A television 19:53 September 2 192.102.1.158 7895462-TV-A  206: the IM
server queries whether there is other login instance for the login account, according to the
login account in the login information. If yes, proceeding to block 207. If no, proceeding to
block 208. For example, when a user with the login account of 7895462 passes the identity
authentication, théPftn vEBYlafeiste s dhandtalsse HEnBET f9Fmibustcordiag 7805hs Jogis. B

as an examplgotasuivnsarveyr iduares whsthesthereis other login instance for the login
account in the stored instance number information, according to the login account 7895462,

and obtains the ry result as shown in Table 2, that is, there ar gg e login instances for
the user with Iog(i]#ﬁ&ge&%%% TROEHES IWH?SﬁegrgrPec‘gﬁgﬁ‘%/%y IQ(% i?e phone login instance
with an instance number of 7895462-MPA, a computer login instance with an instance

number of 789548h¢Cha ainticatieitivisivmivgiasindtancesodihgan Metdnt number of
7895462-TV-A. 207: the IM server verifies the login right for current login terminal. When the

verification is sucpgsSfahhBEORGESLIRRIAGH RO SndVBEN Hig MG TiliGatiaRIiRIO Qb alERRER NS for
proceed to block 211.  Method for verifying the login right for current login terminal executed

by the IM sep¢evidgy sahy#ilw ol theq Ppamidenise RrcdBeeHnimraakintrutisoHBEraiRigin
instances hag £aapligdohmiopsimititerously stipuiated WikiR the nognbatiDasJeachedibe

top limit, the verification is not passed. = When the number has not reached the top limit, the
verification ViehdseHEF exdutherication e himitbédeifethh erstridsnbiéysis iy delssayine

according to@?é%r@ﬁ@%%?ﬂ&m%%r? beRelisesKIkmpy g Siasfk g, tMeerver.

Alternatively, the top limit here may be defined by the IM server according to parameters

thereof, e.g., volyme. . (2) The IM server may query in instance right information previously
stored, accordingf&eﬁ%‘f FARCTHIGP A r%gyégbaeyd.ff/@ﬁg &*terminal device located by

the IM client denoted by the instance right information is not limited, the verification is

successful. Wherf tieelMristingk dewicesidogiedifyrthatitv plievipddyoteutdoly thvecinstarmce lrngint
information i%e'é@dh%%hﬁ‘&‘ﬁ%@ﬁ%%ﬁ%% ipsags%gr ?%ﬁ:ﬁ,sg%lcording to the login information decoded
(e.g., login account and password) in block 203. When the login information decoded
totally matches with a certain piece of login information previously stored in the IM
server, and the login information is within the validity period, the authentication for
the user identity is passed. When the decoded login information cannot totally match
with any piece of login information previously stored in the IM server, and/or, the
decoded login information is not within the validity period, the authentication for the

user identity is not passed.

For example, suppose the login information previously stored in the IM server is

shown in Table 1.

Table 1
Sequence number Login User name password nickname
account
1 7895462 Helen 123456 orange
2 5679512 Jessica fri456 Jessica




For example, suppose the instance right information stored in the IM server is as shown in
Table 3. Table 3 Login account Terminal type Number allowed to be used simultaneously
Login number Total number allowed to be used simultaneously Total login number 7895462

3 12357664 Mike 123wed Mike

When the login information decoded by the IM server is “login account 5679512,
password fri456”, query the login information previously stored in Table 1. When the
login information previously stored includes a record, the login account and password
of which are respectively 5679512 and fri456, and then the authentication for user

Jessica is passed.

When the login information decoded by the IM server is “login account 5679512,
password 123456”, query the login information previously stored in Table 1, and then
it may be learned that there is no a record, the login account and password of which
are respectively 5679512 and 123456 in the login information previously stored. Thus,

the authentication for the user identity is not passed.
205: the IM server allocates an instance number for the login instance.

The instance number allocated by the IM server for the login instance is a
combination of at least one of number, character and letter. The IM client may be
uniquely determined with the login account and instance number. The instance
number is totally transparent to the user. The IM server may store each allocated

instance number. The stored records may be as shown in Table 2.

Table 2

Login Terminal Login time Login address Allocated
account | type of login instance number

instance

Mobile 17:00 September | 192.168.000.0 | 7895462-MP-A

phone 2
7895462

computer 15:05 September | 192.168.102.2 78954602-PC-A
2

television 19:53 September | 192.102.1.158 7895462-TV-A
2




Mobile phone 2 153 computer21 TV 11 5679512

206; the IM server queries whether there is other login instance for the login

account, according to the login account in the login information.
If yes, proceeding to block 207.
If no, proceeding to block 208.

For example, when a user with the login account of 7895462 passes the identity
authentication, the IM server allocates an instance number for the user. Take
7895462-MP-B as an example, the IM server queries whether there is other login
instance for the login account in the stored instance number information, according to
the login account 7895462, and obtains the query result as shown in Table 2, that is,
there are three login instances for the user with login account of 7895462, which are
respectively a mobile phone login instance with an instance number of 7895462-MP-
A, a computer login instance with an instance number of 7895462-PC-A and a

television login instance with an instance number of 7895462-TV-A.
207: the IM server verifies the login right for current login terminal.
When the verification is successful, proceed to block 208.
When the verification is not successful, proceed to block 211.

Method for verifying the login right for current login terminal executed by the

IM server may be as follows.

(1) The IM server determines whether number of login instances has reached

the top limit previously stipulated.
When the number has reached the top limit, the verification is not passed.

When the number has not reached the top limit, the verification will be further

executed.

The top limit described here may be set by a user according to actual conditions
thereof. The set result may be stored in the IM server. Alternatively, the top limit here

may be defined by the IM server according to parameters thereof, e.g., volume.



Mobile phone 1 32 computer11 TV 10 12357664

(2) The IM server may query in instance right information previously stored,

according to the instance information decoded. When the terminal device located by

the IM client denoted by the instance right information is not limited, the verification

is successful. When the terminal device located by the IM client denoted by the

instance right information is limited, the verification is not successful.

For example, suppose the instance right information stored in the IM server is as

shown in Table 3.

Table 3
Login Terminal Number Login Total number | Total login
account type allowed to be number allowed to be
number
used used
simultaneously simultaneously
Mobile 2 1
phone
7895462 5 3
computer 2 1
TV 1 1
Mobile 1 1
phone
5679512 3 2
computer 1 1
vV 1 0
Mobile 3 3
phone
12357664 6 6
computer 2 2
™V 1 1

When identity authentication for a user is successful, the server may query the

instance right information corresponding to the login account in the instance right

10




Mobile phone 336 6 computer22 TV11

information shown in Table 3, according to the login account of the user, and verifies
right of the terminal device located by the IM client of the login account, according to
the found instance right information corresponding to the login account. Take the
following example to facilitate descriptions, in which identity authentication for a user
with login account 7895462 is successful, query the instance right information thereof
according to the login account is as follows. The total number of terminal devices
allowed to use the login account simultaneously is 5. Specifically speaking, the
number of mobile phones allowed to use the login account is 2. Meanwhile, the
number of computer terminals allowed to use the login account simultaneously is 2,
and the number of TV terminals allowed to use the login account is 1. Besides,
regarding each instance logged in successfully, the server will update the record
thereof. Thus, the IM server may store number of instances logged in successfully.
When total number of terminal devices denoted by terminal type carried in the
instance information is larger than the top limit of terminals allowed to be used
simultaneously, or the total number of instances logged in successtully has reached
the top limit, the IM server may refuse a terminal of this type to log in with the login
account. When the total number of terminal devices denoted by terminal type carried
in the instance information is smaller than the top limit of terminals allowed to be
used simultaneously, meanwhile the number of instances logged in successfully is
also smaller than the top limit thereof, the terminal device located by the IM client of

the login account may log in, and may also pass the verification of the IM server.

The top limit of each kind of terminal device allowed logging in simultaneously,
and the top limit of total number of multiple kinds of terminal devices allowed
logging in with one login account simultaneously may be set by a user, or may be set
by a server according to parameters thereof, such as carrying capability. The user may
define the top limit with menu, option, ete, provided by the IM client for the user,

which are not repeated here.

208: the login is successful, the IM server allows the user to log in with the IM
client in the terminal device of this type, and informs other login instances that there
is a new login instance, updates and stores the login instance information and instance

right information.
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When 'dentity authentication for a user is successful, the server may query the instance right
information corresponding to the login account in the instance right information shown in

Table 3, according to the login account of the user, and verifies right of the terminal device
located by the IM client of the lpgin account, according to the found instance right information

corresponding to #Rdatsgthcaladtiipsivace fﬁ@?&?&iﬁfﬁ&l&a‘?ﬁrﬂé traiitakBea PN Eh 814y

which identityutbenéiqatian fimuseh fofhaleeinaes vsthitd 246 2 én siccessiuihg unnibe
instance right information thereof according to the login account is as foll
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number of tefFERERYiERd 2hl6wed 16 GEAMRE1IBM REBSINOSHM mﬁ%&%@%ﬁ@b@@mé’&w
speaking, thesnumbeoTapabide phones allowed to use the login account is 2. Meanwhile, the
number of computer terminals allowed to use the login account simultaneously is 2, and the
number of TV terminals allowed to use the Ioginf;\a (iOldnt is 1. Besides, regarding each
instance logged in successfully, the server will up ate the record thereof Thus, the IM server
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When the login account 7895462 has successfully logged in with a mobile phone,

update the instance right information of login instances may be as follows. The IM

server may add 1 to “login number” of mobile phone in the instance information of

the login account 7895462, update the “login number” to obtain 2, add 1 to “total

login number” and update to obtain 4. That is, the information in Table 3 may be

updated as shown in Table 5.

Table 5
Login Terminal Number Login Total number | Total login
account type allowed to be number allowed to be number
used used
simultaneously simultaneously
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phone 17:00, September 2 192.168.000.0 7895462-MP-A Mobile phone 18:38, September 2
192.168.000.5 7895462-MP-B computer 15:05, September 2 192.168.102.2 7895462-PC-A

Mobile 2 2
phone
7895462 5 4
Computer 2 1
TV | 1
Mobile 1 1
phone
5679512 3 2
Computer 1 1
TV 1 0
Mobile 3 3
phone
12357664 6 6
Computer 2 2
TV 1 1

The IM server may use some formats, such as tips (prompt), pop-up dialog box,
to inform other login instances that there is a new login instance, meanwhile, inform
the new instance that there are other login instances. Alternatively, a user may obtain

other login instances manually.
209: the IM server returns a message indicating successful login to the IM client.

The message indicating successful login at least carries the instance number

allocated for the IM client.

210: after receiving the message indicating successful login sent by the IM server,

the IM client enters a state after login.
211: the IM server returns a message indicating failed login to the IM client.

It should be noted that, when receiving the message indicating failed login
returned by the IM server, there may be two processing approaches for the IM client.

The first processing approach is to directly quit. The second processing approach is

13



TV 19:53, September 2 192.102.1.158 7895462-TV-A  When the login account 7895462
has successfully logged in with a mobile phone, update the instance right information of login
instances may be as follows. The IM server may add 1 to "login number" of mobile phone in
the instance information of the login account 7895462, update the "login number" to obtaln 2,

add 1 to "tot&abghe nﬁﬁﬁb@ﬂe%d%ﬁ&&t@tﬂeﬁbb@atﬁn&esrmfhsthﬁé%f&hﬂ&n@ﬁ%ﬁ%@é slinaty
be updated ag,5QW0sY Taier JabirP dQoiphsrnioalNumbes Legiastrialpprokaid atal

login account type allowed to be used simultaneously
provided in the following.
212: after receiving the message indicating failed login returned by the IM server,

the IM client prompts the user whether needs to forcedly quit other login instances.

The IM client may prompt the user with some formats, such as tips, pop-up

dialog box, and wait for the input from the user.

213: the IM client receives the instruction signal inputted by the user, in which
the instruction signal may be an instruction indicating to quit directly, or an

instruction indicating to log in continuously.

When the instruction signal inputted by the user is an instruction indicating to

directly quit, the IM client quits the login.

When the instruction signal inputted by the user is an instruction indicating to

log in continuously, proceed to block 214.
214: the IM client prompts the user to select instances to be quitted forcedly.

The IM client may prompt the user to select instances to be quitted forcedly with

some formats, such as list, option box and input box.

[t should be noted that, the IM client may also prompt the user to select to
maintain current login state of an instance, so as to achieve the objective of quitting an

instance forcedly, which are not limited here.

215: after receiving an instance to be quitted forcedly (or an instance, current
login state of which is to be maintained), which are selected by the user, the IM client
may forcedly quit the instance according to the instance number, and proceed to block

207 once again.

In the embodiment of the invention, the instance login information formed by the
instance information and the login information may be sent to the IM server. The IM
server may authenticate identity of user of the IM client, according to the login

information previously stored. When the authentication is passed, the IM server may

14



number allowed to be used simultaneously number 7895462 Mobile phone 2 2 54 Computer
2

allocate an instance number for the IM client according to the instance information.
The instance number may uniquely identify the IM client. Thus, a user may be
enabled to log in an IM client simultaneously with mobile phone, web mode, or PC
mode, to meet usage requirements of multiple aspects for a user, which may greatly
facilitate the usage requirements under multiple scenes for a user. The IM client may
be conveniently used at different locations. Convenient sense and favorability of a

user when employing the IM client may be increased.

The third embodiment

An embodiment of the invention provides a method for processing IM messages.
The method provided by the embodiment is established on the basis that, an IM client
of a terminal device has successfully logged in an [M server with the method provided
by the second embodiment. The method provided by the embodiment mainly focuses
on interactive query and control among IM clients of terminal devices of different
types, in which a same login account has logged in the IM clients of terminal devices

of different types. With reference to FIG.3, the method includes the follows.
301: an IM client receives an instance query request.

The instance query request is configured to request to query other login instances

of the login account.

It should be noted that, after the IM client logging in successfully, the IM server
may provide the IM client with all the current login instances of the login account.
Alternatively, the IM client may also actively obtain all the current login instances of
the login account. In the embodiment, an example is provided, in which all the current

login instances of the login account are actively obtained.

302: the IM client encodes the instance query request, and then sends the

encoded instance query request to the IM server.

The IM client may use a specific query protocol to encode information of the

instance query request to a data packet, and send it to the IM server with the following
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TV 1 5679512 Mobile phone 1132 Computer11

modes, such as cabled network, wireless network or LAN. The information in the

instance query request at least includes the login account of a user of the IM client.

303: after receiving the encoded instance query request, the IM server may
obtain the login account after decoding, and may also obfain all the login instances of
the login account, according to the login account. And then, the IM server may encode

instance information of all the login instances and return to the IM client.

304: after receiving the encoded data returned by the IM server, the IM client
may obtain instance information of all the login instances after decoding, and display

for the user.

305: when the user would like to forcedly quit an instance non-own, the user may

send a force quit instruction to the IM client.

The force quit instruction may be sent out, when performing operations, such as
select a certain instance and click the delete button, or select a certain instance and

click the right button to choose force quit.

306: The IM client may use a specific control protocol, to encode information,
such as the login account, selected instance number, to the force quit instruction, and

send to the IM server.

307: the IM server may decode the received force quit request, to obtain the login
account, instance number, so as to query whether the instance is still in the login state,

and forcedly quit the instance.

In the embodiment of the invention, different instance numbers may be used for
uniquely identifying an instance logged in via different login terminals with the same
login account, Thus, a user may be enabled to differentiate different instances with
instance number, when the user would like to quit an instance non-own, and to

forcedly quit a certain instance.

The fourth embodiment
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TV 10 12357664 Mobile phone 336 6 Computer 2 2

An embodiment of the invention provides a method for processing IM messages.
The method provided by the embodiment is established on the basis that, an IM client
of a terminal device has successfully logged in an IM server with the method provided
by the second embodiment. The method provided by the embodiment mainly

describes how to determine which login instance is operated by current user.

It should be noted that, terminal devices of different types logged in with the
same login account, are not totally peer-to-peer. Since a user may only perform
operations to one instance at the same time, to enable user’s experience for IM
software more smooth and human, when one login account logs in with an IM client
of terminal devices of different types, the IM client may be enabled to learn which
login instance is operated by current user with the following method. The method may
be referred to as a method for determining active point. With reference to FIG.4, the

method for determining active point includes the follows.

401: each login instance of one login account detects operations petformed by a

user to the IM client in real time.

The operations performed by a user to an IM client may be as follows, such as
login manually, click button, edit text, use voice, use video, click panel, slide mouse

within the panel scope.

402: when detecting operations performed by a user to each login instance, each
login instance may make statistics for the operations, and report statistic information

to the IM server by reporting user activity information.
The statistic information at least includes operation type and operation time.

403: the IM server may calculate activity for each login instance in a preset
period of time, according to the statistic information in the reported user activity

information.

Due to the timeliness of IM communications, there are time requirements for
activity of an instance actually. Only operations executed within a preset period of
time may be taken into consideration when making statistics for activity. The

operations without timeliness are not taken into consideration. The preset period of
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TV1 The IM server may use some formats, such as tips (prompt), pop-up dialog box, to

inform other login instances that there is a new login instance, meanwhile, inform the new

instance that there are other login instances. Alternatively, a user may obtain other login

instances manually.  209; the 1M server returns a message indicating sucg %sful login to
S

the IM clientiMeTR@esexbs wafishtn G it RINMEin M ¥alp SiptsUhaHsPsnEaduber

allocated fordhadivbsligatiormad Quaki@utecsiving higamessreeiingioatiopmyscessiul login sent
by the IM server, the IM client enters a state after login.  211: the 1M server returns a

message indicati Eiledl in to the IM client. It should be.noted.that, when receiving the
message indicatiﬁgc ﬁ@&f?‘ggﬁg trned ER,O{}%@} Sé‘é?%é’% ?nglén}né)?/f g%g 'pﬁ%lgess?glrr?gngay
approaches bersthéyM ahiantrtheyfissgrbgesdiMgsappraacilvaitoedirectly quit. The second

processing approach is that the user selects to quit other instances with the IM client, and the

IM client continuaysly;qag 0. Peialled, AerguRtiens o iNepe (AR IGF RN RRROASHER e

provided in the following. ~ 212: after receiving the message indicating failed login returne’d
by the IM sefveprdiree| ke clighifreanptscirecsendiitethednesaisnéyitcdlly tatantheviByihe

instances.  , The INLelient,may RIompLIGHSE5 L sRMEarRatimeuch as tips, pop-up

dialog box, and wait for the input from the user.  213: the IM client receives the instruction
signal inputted b)&}he user, in which the instruction signal may be an instruction indicating to
|

quit directly, or arHBGEIBASHARSARY 18880 I EBRENtsuEY . serVih 8 thadh ariiidh SEHal
inputted by the\M3pbAAiRR IDTALE HPRIRIEHIRINP WiEasily, @ thlbehiMeslianisqni sdiae dogiy

score. Alternatively, the activity score of each operation type may be respectively
weighted and added, to take the result as the total activity score. The specific
algorithm is not fixed, which may be adjusted according to effects and product

strategy.

The method for calculating total activity score may be conveniently used in the
following scenes. Total activity score increases when active operations of a user
increases. Total activity score reduces when active operations of a user reduce. Thus,

the instance currently operated by the user may be effectively retlected.

For example, when a mouse slides within panel scope, the activity score is 25.
When clicking a button, the activity score is 50. When sending a message, the activity
score is 100. When there is no operation during 1 minute, the activity score is -20, and
the like. For example, when there are two login instances 1 and 2 for login account A,
total activity score of instance 1 currently is 10, total activity score of instance 2

currently is 90, thus instance 2 is current active point.

It should be noted that, in a preset period of time, when total activity score of
each login instance for one login account is 0 (or equal), that is, each instahce is not
active in a preset period of time, and then the IM server may determine there is no
active point currently. When there is no active point currently for one login account,

the latest instance with activity may be tracked to and taken as the last active point.

In the embodiment of the invention, different activity scores may be allocated for

different kinds of user operation, and total activity score of each login instance for one
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When the instruction signal inputted by the user is an instruction indicating to log in
continuously, proceed to block 214.  214: the IM client prompts the user to select instances
to be quitted forcedly. The IM client may prompt the user to select instances to be quitted
forcedly with some formats, such as list, option hox and inﬁut box. It should be noted that,

the IM clien{G#4y #Ee Bt S t5E Pk RE Bt AiAtaite cERIEHRIEYinl S Ba S ce,
S0 as to achigmerdite eRiesiveolisuiting Be ieanaeioncadyhvnbich aeartinies diateto

215: after receiving an jnstance to be quitted forcedly (or an instance, current login state of
which is to BREARItAMEGY FHMEh GrEOieths B RE Hssimple fofchest W&f&bd}% Bthe
instance acegédingdadkly nstanerentenbeln andapteceeetaplaed BYThongeragain.  Inthe
embodiment of the invention, the instance login information formed by the instance
information and the login information may be sent to the IM server. The IM server may
authenticate identity of user of the IM client, according to the login information previously
stored. When the authentication is passed, the IM server may allocate an instance number for
the IM client accbhdifigfhemkoilisigmice information. The instance number may uniquely identify
the IM client. Thus, a user may be enabled to log in an IM client simultaneously with mobile

phone, web mode, eBEdRRHEotaHY asisRASFEdidEe MBRIQS HiBIR ASRENtS is8user,
which may greatly facilitate the usage requirements under multiple scenes for a user. The IM

client may bE'SIAVERERIRY sy hrrirbediseetdneselitheriondhe hasi it 0o M bs a
user when eippleyingdhé-\M clientiaxkdrlinamasadn khanishamiadimeMethdMprovided

embodiment of the invention provides a method for processing IM messages. The method

provided byRhesmis6etih&HIS UMERHSHEEBh P ltsakistiRe VanPNPE IR BreR evrsivaltvice
has succesgfsihyiQaset mamMEENeruih terpahahrivsahey Tasacanciemhadiment.

The method providedgb%the embodiment mainly focuses_on interactive query and control
P

among IM chErtS SrborimeniymeiRds frdies htaies apt\dneldng i syifrsr b iaas

logged in the vk clipntsedh teiepinalideyises PEpiererbipe svil ithrrefrignes aUfipS LIRS
method includes the follows. __ 301: an IM client receives an instance query req(ma_st. The
B ¢HE ol

instance queh} PSR Ceh YR ErtETaGE &t 1S quSHP R MG HiN i ABtAHES fir
account. . lﬁih%h%ldl?%mteﬁ-ﬁb}lﬁﬁ&ﬁﬁh&m#\/ﬂc@iﬁﬂhi@@@il@gﬂ?tfw?la@mfm&adh@sm{: SRIVBI I
may provide the IM client with all the current login instances of t gin account. Alternatively,
the IM clienf S0 S MR RS ART AN e SWPQ&H?}W%&WSEQI Ye login account. In the
embodiment, an example is provided, in which all the current login instances of the login
account are actiélly. ebidiheibnt 03021 B edddictie atenc qdey thstinstancerdusryseduest, and
then sends the encoded instance query request to the IM server.  The IM client may use a

specific query prpfacol {0 GREOUENIEMALIOR QL e RRIANER S FEAHE SR B HalaRAGKE!

and send it to the IM server with the following modes, such as cabled network, wireless
network or Ibanueries ipforseabiomlia sHscihgrameeyquetipseifigd snte: thab invlingaaegorisgin
account of a user of the IM client.  303: after receiving the encoded instance query request,

the IM server may plpigis;the degin RRGeURt i acesing. and mainalaq.ehiaingih the fegin
instances of the login account, according to the login account. And then, the IM server may

encode instaRbInRbARG WAl HnetgTHisE e Rearrn st s IR RO MUndgiiofser
receiving th@?ﬁgmﬁg sataskatuned by the 1M server, the IM client may obtain instance
information of all the login instances after decoding, and display for the user.  305: when the

user would like to forcedly quit an instapnce non-own, the user may.send a.force qui
instruction to th e(ﬁ)] ﬁéﬁ)t/ sgate may mgﬂld% online, léave, %usy, ste)c/il?hy, o?ﬂme, s&gy (tfieﬁned
state, and so on.

(3) Abundant state may include music to which | am listening, game I am

playing, and so on.

502: the IM client of user B may send the query instruction to the IM server.
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The force quit instruction may be sent out, when performing operations, such as select a
certain instance and click the delete button, or select a certain instance and click the right
button to choose force quit.  306: The IM client may use a specific control protocol, to
encode information, such as the login account, selected instance number, to the force quit

instruction, and seidasiRR ndalsiate By mas AVedidithilide s HitdesvRdneie

quit request,if@rakiddn toelReinArCAINteINstaneR NUroherk:, 3RS ey WhetBan i btain
instance is still in the Ioa?in state, and forcedly quit the instance, __In the embodjment of the

invention, diféVEhtdHeE HuBels SHREPHRSUSSHIEY BRITTE idOstiyh G IeH MstSHice Bgged
in via differepgdegin tegminaisowith theedmadeoiy reeapbtctinus, quusernmpytee gaablpgdtp
differentiate different instances with instance number, when the user would like to quit an
instance norSHRCHRAL RELETy Bcenednahs IMEHE: The fourth embodiment  An
embodiment of the invention provides a method for processing IM messages. The method
provided by the erobottinidvitsis-establisdettranihehoagisthatstamci aliesgakiantetnthall dgvice
has successiuliv IR09ec AR I Relvel it e IMenot R oy ihe, aeoond.arpiggdiment.
The method%Foﬁgé C)(/n:t LRSIy malrﬂy escibes how to determine Which lIog'in
instance is operated by current user. It should be noted that, terminal devices of different
types logged in with dhtsisaime g iaraccotmnescosetpeamngcerths peein Sinpens igswlayiant
onty perform,aRe(RUPASIA 0P INS'RAE Akt camiteds A Ae dsgiBRAEIeRERTAhM
software more smooth and human, when one login account logs in with an IM client of
terminal deviosleusfedifiarelongisty.tHe OvPHiditanes wsresnapiiagdadhernophiar Bgitnsnce
is operated *?XF?HWE&&H&GBW{I&W&T%'@WH&Q mefhrdeIhe, methed MayRereietad i 88d
method for determining active point. With reference to FIG.4, the method for determining
active point inefaaes the qulBestange togapPishilg ivsthn eecorph@azdia escsimcdisrpnt
operations W,}‘gﬁ@@@@g@,g@gg the M glientin real time.  The operations performed by a
user to an IM client may be as follows, such as login manually, click button, edit text, use
voice, use video, clicktganel, slide mouse within the panel scqgpe. 402; when detecting .

operations perfortiad B M SeH{er SSEASSGIRETROHEE, e lolin SHSEINOStARgS AbKged in

statistics for ge-RBERYINNS, [ANdITeRQt stotislicdpionmatiomtosihe tyhserreY feREEIRY user
activity information. The statistic information at least includes operation type and operation

time. 403: the [M setver may calculate activity, for each login instance in a preset period of
time, according t%ﬁ%éfgﬁ&?g%ﬁi%ﬂ%a‘ﬁ%%niHsﬁ{eﬁrg’ﬁ%‘}?esg ?ngé?l Z‘?}Si{’;ﬁ i 8??1%%& L%E)llj%’to
the timeliness of IM communications, there are time requirements for activity of an instance
actually. Only opéfiatibadMxdtureol withif agerésist pevicdustitm o nmieheng kenphysical state
consid_eratiogMJQgInAw%s%ﬁg?tics for_ activity_. The operations with(_)u_t timeliness are not
taken into consideration. The preset period of time may to make statistics every 10 minutes.
Thus, no statistics will be made for operations performed 10 minutes before, because there is
no timeliness.  ERdRoPYrakient 8fpsediegpiibs witsheniuihe MdsTeetvity. The score
may be set by a user, or may be set by an IM server in advance. The IM server may

calculate total scqrg efecioiivity-fer eaahsieginlinstanreacasabadiny de: dctivitinsaaces of user A,
corresponding to operat'on,t;i(‘ﬁ;. The instance with the hé%‘?list total score is jurre t activit

point of the IBEANSEEH SICARAA T HEFERER AT EARRIBHiF TR dEahae YR O s & Thedy 1

acitivity scoreueRiiesRondpagty wath dparaiiandyPe all together, to take the result as the total
activity score. Alternatively, the activity score of each operation type may be respectively

weighted and addg;l .10 take the result asg the total activity .score. The ific-algorithm i%mt
fixed, which may gaﬁjustec lggégfd'llrslegr% gﬁ@%@a&]}% 1r?’rO(lj‘Qect Eltllyétlggljgg% bt Clglenpacn
point (or the last active point) of user A for user B.

Furthermore, when detecting the active point of user A changes (e.g., user A
previously performed operations to PC client, now switches to perform operations to a
mobile phone terminal), the IM server may inform all the instances of user B the

physical state of current active point of user A.
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The method for calculating total activity score may be conveniently used in the following
scenes. Total activity score increases when active operations of a user increases. Total
activity score reduces when active operations of a user reduce. Thus, the instance currently
operated by the user may be effectively reflected. = For example, when a mouse slides within
panel scope, the RAFHGEYCHERK DS, V(%?é’ri‘éﬁ"cﬁi SERPEE TR AVERE Be forlr SIFPSUSY. Avhen
sending a message, the activity score is 100. When there is no operation during | minute, the
activity score is -20) drdthellike. dfasexBragleivadanitisenetoa fvodogiyingtanieesicl amd affor
login account A, total activity score of instance 1 currently is 10, total activity score of instance
2 currently i$°80 & ThstENEe 2 is current active point. It should be noted that, in a preset
period of time, when total activity score of each login instance for one login account is O (or
equal), that is, eat?) thetBvlcdi¢s it wetiesendsphesesipeiou 66 tiad Vaseithien the IM server
may determine there is no active point currently. When there is no active point currently for

one login accouniathg afestinstanes Wit aRd\ibyRay e teasked tainmck takan asihrdasit

active point.  In the embodiment of the invention, different ac.tivité/ scores may be allocated
for different KiSELoRNdar G AR hasin dilead bewr) e drainichhe ditiAgias Joteh Ssn

login accoun,inaPreselREHQEOL tingimasike GaleWptad, Bhe login instance currently used
by the user may be determined in all the login instances, according to the total activity score
thereof. The method is simple and practical, which may be used to.quickly determine the |ogin
instance currentit Géé?&%%&%‘é&.‘?ﬁﬂﬁﬁ’? éﬁ%dg?ﬁéﬁtto 1%%%%6‘&? BHE o e c?rﬁveear?hon
provides a mgtheddey mheersingdicnessagesmmbaiagihathpeatided by thadmbsadimenf is
established on the ba%l's that, an IM client of aéerr%nal ge\mc/ée has success}rl:tlllgl Ioggetﬁiglgn
IM server witli$hé iibBaYSrovRSEEBY, $HE SAC0T EMBBRIme At Eeh/BRY JPth 952 & &ive Boint
has been surggashdmnebiainecwithiibe:adethe direddachiy iiectalyriletembbelimasiotstitecof
method provided by, the embodiﬁwent ainly éocu es o setti_n%haFd_disgle;ging S atr? gg ?agh
IM client, wHEH JRETbIM AR Tht 1Y gl In it udRrvith I TP S MURbIE R pes of
terminal devigegifidittheeferengatio fits. msaippose ‘taers AlandBeart thuddieadusstnce of

currently uses various terminals to log in multiple instgnces, simultanegqusly, user B currently
logs in a sindRESrataHE: e??h%’%%fﬂ%@%‘%lﬂa)eéﬁﬁ% ?8”2\?\?5.650 :uasnt?l'ﬁ/leiglhllesr%{f of uSé g#g%ﬂ ves
a state querydngtiuetiontsaftihyfusesnBecodhistaie go iy dhstrucfioseaBleast includes login
account and state type, both to be queried by user B. The state type may be classified into the
following categorigs. Physic eqe termi ind e as
PC, mobile phone&é/vte e, %%[dcggéén&wﬁ%?éhﬂmiﬁﬁgﬁ%g%%ﬁ? i%%%i%%grﬁfnql?rﬁ%ﬁigﬁ R
capabilities glantekmihallast a¢y Bpsiotstatenmaptirsieldel astind, feruasr Busy, stealthy, offline,
self defined state, and so on.  (3) Abundant state may include music to which | am listening,
game | am playing, and$31enwade dhechMelienkat usenB MmayisaRstihsraerainstrugsien to

the IM server. Since each kind of state type may own its identifier, when user B sending
an instructiotheostitie 9l shixscspaddpsiansere iy dnggedria INRLIRNIS ISt BIYy SiRsmhhich
state type of {sgh AiRXRRGIRD I ALENCRYLSEMB o F DSciVACligRtiRkKsan R Braysenaodeioain
account thereof, state type expected to query and the state query instruction all together, and
send to the sdws/inddy wesBie migddrver may determine the query instance corresponding
to the login account, according to the login account to be queried in the state query
instruction.  To WelgrmiseAhacisy iRsianrtesen espakeing togihd logicaanovat is retevant
with user set,tinlg of the Jogin account. Suppose user A sets to update state of all the instances
synchronousBSRESGHERARLEYE %orresponding to the account may be any login instance of
user A. Suppose user A sets to maintain respective state of each instance, the query instance
corresponding toithasacchusstsmiay heittaine ticabtivie poitt (@ thehaissaogeespoihtpoduseand.
504: the IM server sends corrssponding elate.of e eI MRiance hiainpd.nlpriaRR.
the IM client OF USer , accor&nd“to (he state %ype &xpected 16 query.

besides, the IM server may also update the basic state of the remaining instances of

user A as the same value, and inform the client of user B about the modified state.

21



Specifically speaking, when user B expects to query the physical state of user A, (1) the IM
client of user B receives an instruction for querying the physical state of user A from user B;
(2) the IM client of user B sends the instruction to the IM server;  (3) the IM server traverses
online state record of all the login instances qf user A, returns the physical state of cugren
ciive point (the HASEEAVETBOITE, MRENHER RO EHESR ReTVRABIP T S0°HE SAERT 8t Gaer B
(4) the IM cliestateiseicBINispiays thayagrivedibhysidal stateodf aureantiagtivespaint dorrthe
last active point) of user A for user B. . Furthermore, heq_dete?in ﬂg %oint of user
A changes (B2 SEet A Prb AL peitbing oﬂgg’éi’ﬁ’o {5 B QM oW Bl 0
perform opetatiohsider Brizabidcbphdneftasaninal), the 1M server may inform all the instances of
user B the physical state of current active point of user A. Specifically speaking, when user B
expects to querythe hasig state of user A g the | [ recei

etriction o QUSRS pas b o e PSR RIS S TREERENER Buser oy
sends the instruction to the IM server;  (3) the IM server traverses the online state record of
all the login instafhtbshst IMeelieniref resern3 fisechasicsratelordondntliseting poidiehy 15e
active point, yyhen thera ds,pacirienbACtivg goint) to the client of user B. It should be noted
that, when user A sets to maintain the basic state of each instance synchronous and
consistent immediately, since the state of each instance aof user A is always consistent with
each other, the INFRGMRLF M liHaob R SCaf sl IBSHV IR AR AR IMISEVAD Instead, the IM
server may directly return the basic state of any login instance of user A to the client of user B.
For example, wheéR)userlMnadifie s ther stathobthiadissitin stanck adsallehedydinei stateces thfe
second instance of user A may be synchronously modified as."leave” I@Js th Ihﬂ.serve.r ay
rectly retu st 4T IeE LR R o e R LS BTG 0E
client of usewBetli siptay & e raceivadtbagoistate dieatireendbesard3point (or the last active
point, or any instance) of user A for user B.  For example, when current basic state of the

first instance of usey fisyleayer shesiate fhe SReIRdIDetensEas M Roged inmay hg set

as "stealthy". Since the second instance is current active point of user A, the basic state of
user A seenisythigiticdagidigtise p@nd ‘wusgthy for vghBn user A modifies the basic state of
a certain login instance, or logs in a new instance with a basic state, if user A sets to

maintain the basic siadgRireachhirs@icaisyneonousaliteansiatendimmestatelya tha tvh

server may update the basic state of current instance, besides, the IM server may also update

the basic stafsBreRethReriRdifTyshaanieddr (ke Ahadapsaig Rt GRITRRT ARRIARGEr AT HsBIERinG

of user B abgitdhe: modifigshsi@igve pditisendiptifmih@dasisiatewt enabdosianediadant
maintain respective state of each instance, the IM server may update the basic state of

current instatiges: Seitishenianstan e duddiinssedve BomemaleivBrm s ikt ikens
the basic stateninswEmUSeIBeisethe iaudeiytahutagEd), pesiicdiht speakingsavhedivsey&l

expects to query the abundant state of user A,  (1).the IM client of user B receives an

instruction in@icAtAdG SIS abSisass QAT uehhihdmigtergivitches lo a mobile

phone client (the second instance) to start to play a game, the current active point of
user A at this time becomes the second instance. Thus, the abundant state of user A

displayed for user B is “playing a game”.

In the embodiment of the invention, the IM client may add the login account, the
state of which is expected to query, and state type to be queried, to the state query
request to send to the IM sever. The IM server may obtain all the login instances of
the login account according to the login account, obtain query instance from the login
instances according to user settings, and return state of cotrresponding type of the
query instance to the IM client. Thus, state processing under the circumstances that

multiple terminals logged in with a same login account may be effectively achieved.
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(2) the IM client of user B sends the instruction to the IM server;  (3) the IM server traverses
the online state record of all the login instances of user A, and returns the abundant state of
current active point (the last active point, when there is no current active point) to the client of
user B;  (4) the IM client of user B displays the received abundant state of current active
point (or the last active point) of user A for user B.  Furthermore, when detecting user A
modifies the abundant state of a certain instance, the IM server may update the abundant
state of current irBtascehseblmedn@ebhinstance as current active point, and inform the client of
user B about the abundant state, in which user B is the buddy of user A. For example, when

user A firstly listes, (o, RS VH ARG SR I JURIdDSIGE I R ADYROARL ARG Ak uger A

displayed for user B at this time is "listening to music". And then, user A switches to a mobile
phone client fththesotdimstirns b hthadopiby hagitatisa dfreliective isompal dREea at
this time becgues e SGAONG BSIRNIEem TS JRRARHRIRN iRl RRIR HlisPlayeddadser
B is "playing a game".  In the embodiment of the invention, the IM client may add the I%qm
account, the astérdinoticHnds @RERIGtaet i qrasny carilicsiash dHEAPpRighAsRRE T YRS STHIAY
query requeggiRendith (e WeARNEErJNGM-saRET Y ehiRinialteTpgmdnsianresialdne

login account according to the login account, obtain query instance from the login instances
according to RstesaubaginapiorannieerreoPe BRYSpINERE e Brie s s garts iah clgBthe
IM client. Thus, 3taig eri%ﬁas(%mﬁmgfé ?‘}%&%@qwﬂﬁaﬁ%é%k @Mﬁ@%ﬁ«?ﬁrxﬂr\a&lwgq@gﬁ
with a same login account may be effectively achieved. The sixth embodiment  An
embodimentﬂﬁf’@ﬁé‘iﬁ%\*ﬁ%ﬁ%@iﬁdes an IM method. The method provided by the
embodiment is established on the basis that, an IM client of a terminal device has successfully
logged in an IM serierWERibe tetiosl pigyised iy dhesace ndeambadinie) tundh cuiiiently
active point or the last active point has been successfully obtained with the metﬂog royided
by the fourth EHRISSaI AP TR rIGHABI B R CRTEBH NI oSS BriRchy to
process IM rsggsagrtbyeqachdy Bliogs iwheiipldienisof mhliplaliypeschfdesthinal devices
are logging in with one login account simultaneously.  With reference to FIG.6, suppose
users A and B arggl QUi e PRl A TSRl STRRYR MU IR BIIASID IQ8 P gl ple
instances, user B cuirently ISogs In a’'single ins nce? User B 1iogs in muftlple instances), the
method includes the follows. 601: an IM server receives a relay message request sent by
client of user B. Theniglesayensese sesaieelpid st ddezios dapitaearasians kobrasid Ry weesdht by
user B, and 1aceiving, accouahal iepRsane (ke 1P e PG RRple). 602 the IM
server may query settings of the receiving account, according to the receiving account of the
message carried in the relay message request, and obtain receiving instance of the message

contents, accordifietidbetih §er et N BT HEES Witthe KReRERNRAcCaycEPifibgdRding

account (UsgeAdi A tacteealvetNe:MASSAGe GaRAtRNIE Aht/sep siewiianeaiisit byngashtain
instance, the receiving instance of the message contents may be all the login instances of
user A.  WHSRHIRESHIAGECOP thEGRENRRG £CRMRNIE(QSEP RIS AT TEEY I issEhRe
contents of ugpEhYy current active point (or the last active point), the receiving instance of
the message contents is current active point (or the last active point) of user A.

Furthermore, the M server may store.the received message coptents. For example, the IM
corver may store WS TeL N HSSRo CSIAME H OuBLteE b s B B nsiSedt
B. 603: thedMeserust may Bosiranittheombsdggeachniesttase nhbyrtbel dignirctamer & tbdhe
receiving instance of us r,g\ obtaiﬁw\s?d”i bIPck 60%t (Istssot}%%g Re noted that, processing IM
messages is I 88T hrction of aso% Ware "The Wmessage mainly includes the following

categories, basic message, such as text chat, webpage link, buddy request, etc;
When the settings of the receiving account (user A) are to receive the message

contents of user B by current active point (or the last active point), the receiving
instance of the message contents is current active point (or the last active point) of

user A.
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abundant message, such as screenshots, picture, jitter window, expression, etc; transmission
message, such as voice, video, transmit a file, etc; and group message, such as a message
broadcasted in a group. When user A replies a message to user B with instance N, the IM
server may obtain the receivin&igstance of user B according to the settings of user B, and

forward the replyf HES3EEof sel M 1S BaYINGihstih 86 (e Mg ORI Syhkrf
user A sets Q&ahffﬁ&htﬁ@tﬁﬂc%@%@imwhﬁme$ﬁag@&¢mm&eﬁ@@b UsEKtBh &M ItaRpecisly,
the server may also send a duplicate of the reply message to other login instances of user A
expect for indEHREe NUNRRTErsFeAaYb e transmission message, it should be noted that,
after the server sends a duplicate of the reply message to other login instances of user A
expect for instanée3NihthB\vothhevdoginyiistance shnay saferoatieatlyseanbelthee ixomybtueér B
transmissior) ess_age.. ln tthe em?odim{gntb(gf.th%\1 in\ﬁntigg he receiving instance of
multiple Iogiﬁoi SRS bt bnﬁeaﬂ%ﬁiﬁ a%géun?mfg?ebel% %Glneg )y the IM server, according to
the user settings, meanwhile the received message may be forwarded to the receiving

instance. Subseduehtiyidnhsitimiéelbdhainsrenessingf BriensginesscisutientayesimitimmeoliShy!
receive a m%éﬁ%%ﬁe.s%ﬂé @Mﬁn%%%ggﬂﬁéiﬂg%%&d@ﬁ% Azl Hsage equirements of a
user may be greatly satisfied, multipoint receiving of a message may be effectively achieved,
the integrity of message at different terminals may be guaranteed, usage experience of a user
may be greatly fRagitaRessag Biderdiadelny M%&ﬁﬁf‘a‘r’é‘%‘%‘iﬁé BitAtfe8i¢:The seventh
embodiment An embodiment of the invention provides an IM method. The method provided
by the embodimestitiastatishes ot bagismthats grdivt<|iendrol adenningrdavice das
successfully logged in an IM server with the method provided by the second embodiment, and
current active pojnt or the last active point has been.successfully obtained with the method
orovided by the T e U e il Tocuses
on how to perform Peer to Peer (P2P) communications between each IM client of one login
account and an IospenEsRanotie Rsgirngseasiraotesaduriple Miclients of various kinds of
terminal devices logging in simultaneously with one login account. It should be noted that,
when the commupicatiogemade fatweandivheliantadsrtheviZPiiiadee: INome TRPIMentaEgn
mode, when each IM client has I,ogged in successfully, the IM server may issye instance

information GPEMRe B JRFFIT BReHE B @ I Sle R, AHAN LISy thdhin SRS IHTbSSTidh SPthe

IM client to qthentaair Mptlientsiadbe fnstangadniormationCiisenRtaciMaaonteine tas]
active point for one login account may, be identified. |n the other implementation mode, a%IM

client in the BSftcatici halAn R Iy 8By treidhto MRESMCSEORIERY from user

obtaining/upgatin@instancaiofesmatiomyAlies reseivintipiiedie hegic theVnsanage maysend
the instance information of other Ioé%in IM clients to the |[M éc?ye&t. When detecting the .
instance infdASIRHERHIEISYintivA '&Wﬁﬁta%ég,sm@?l\h\ls T FrRiseRsh daBe  hvagssion

instance infornaties) © Wil dienoddietnativels the B-aarvendsay deplicthe updateetply
instance information to the IM client, according to ad%reset %eLEio_d. Wit eff%enqge tciFI.GJ,
suppose uséRESAHR TR FHSC IO BElARS RI7EEE46 5B (e BEPES b FaRiEe LA A

currently emplgyscaiutiiiadenminalsitoclag i mulipiesinstanaessiiouliasaapsly, user B
currently logs in a single instance (or user B currently logs in multiple instances), the method
Communicated vt T 1 ST Metiris TR TeCR ol b i Al
the IM clientioftasess B fnae Deghs showntimTplie 6btEambie 1§ Libgilvaceowant denondiad tippdef
login inStanCueselTog{%ngrg,e meanwhile the received message may be forwarded to the receiving
instance. Subsequently, multiple login instances of one login account may
simultaneously receive a message sent by a contact or a group. Thus, diversified usage
requirements of a user may be greatly satisfied, multipoint receiving of a message
may be effectively achieved, the integrity of message at different terminals may be
guaranteed, usage experience of a user may be greatly facilitated, and ease of use of

IM software may be provided.
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Login address Allocated instance number Current/last active point Mobile 17:00,
192.168.000.0 7895462- phone September, MP-A 7895462

The seventh embodiment

An embodiment of the invention provides an IM method. The method provided
by the embodiment is established on the basis that, an IM client of a terminal device
has successfully logged in an IM server with the method provided by the second
embodiment, and current active point or the last active point has been successfully
obtained with the method provided by the fourth embodiment. The method provided
by the embodiment mainly focuses on how to perform Peer to Peer (P2P)
communications between each IM client of one login account and an IM client of
another login account, when multiple IM clients of various kinds of terminal devices

logging in simultaneously with one login account.

It should be noted that, when the communication mode between IM clients is the
P2P mode, in one implementation mode, when each IM client has logged in
successfully, the IM server may issue instance information of other login IM clients to
the IM client, and send the instance information of the IM client to other login IM
client. In the instance information, current active point or the last active point for one
login account may be identified. In the other implementation mode, an IM client in
the communication may initiatively send a request to the IM sever for
obtaining/updating instance information. After receiving the request, the IM server

may send the instance information of other login IM clients to the IM client.

When detecting the instance information of a login IM client changes, the IM
server may send the updated instance information to the IM client. Alternatively, the
IM server may send the updated instance information to the IM client, according to a

preset period.

With reference to FI1G.7, suppose user A {the login account of which is 7895462)
and user B are IM buddies, user A currently employs multiple terminals to log in
multiple instances simultaneously, user B currently logs in a single instance (or user B

currently logs in multiple instances), the method includes the follows.

701, the IM client of user B may obtain login address of instance to be

communicated with in the stored instance information.
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2 Mobile 18:38, 192.168.000.5 7895462- phone

The instance information stored in the IM client of user B may be as shown in

Table 6.
Table 6
Login Terminal Login time | Login address | Allocated Current/last
account | type of instance active point
login number
instance
Mobile 1700, 192.168.000.0 | 7895462-
phone September, MP-A
7895462
2
Mobile 18:38, 192.168.000.5 | 7895462-
phone MP-B
September,
2
Computer | 15:05, 192.168.102.2 | 7895462-
September, PC-A
2
TV 19:03, 192.102.1.158 | 7895462- *
TV-A
September,
2
5679512 | Web 18:55, 192.116.8.125 | 5679512~ i
WB-A
September,
2

Specifically speaking, the IM client of user B displays the stored instance
information for user B, and user B selects an instance to perform the P2P
communication from the stored instance information. For example, when expecting to
perform the P2P communication with user A, the login account of which is 7895462,

user B may select to communicate with user A’s current active point/last active point,
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MP-B September, 2 Computer 15:05, 192.168.102.2 7895462- September, 2 PC-A

or select to communicate with all the instances of user A. The IM client of user B may
obtain the login address of the instance to be communicated with, according to the

selection of user B.

702: the IM client of user B may send a message to the instance to be
communicated with, according to the obtained login address.

The IM client of user B may send the message with some modes, such as cabled,

wireless.

In the embodiment of the invention, the IM server may issue the instance
information of login instance to each IM client successfully logged in, and an IM
client may perform P2P communications with other clients according to the login
address in the instance information. Subsequently, the P2P communications between
multiple login instances of one login account and login instances of other login
account may be achieved. Thus, diversified usage requirements of a user may be
greatly satisfied, usage experience of a user may be facilitated, and ease of use of IM
software may be provided.

The eighth embodiment

With reference to FIG.8, an embodiment of the invention provides a server. The
specific work principle may refer to the methods provided by the first to seventh

embodiment. The server includes;

areceiving module 801, configured to receive instance login information sent by
an IM client, in which the instance login information at least includes login
information of a user of the IM client and instance information of a terminal located
by the IM client;

an authenticating module 802, configured to authenticate identity of the user of

the IM client, according to the login information in the instance login information;

an allocating module 803, configured to allocate an instance number for the IM

client, according to the instance information in the instance login information, when
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* TV 19:03, 192.102.1.158 7895462-  TV-A

the authentication performed by the authenticating module 802 is passed. The instance

number is configured to uniquely identify the IM client.
Furthermore, the server still includes:

a verifying module 804, configured to verify login right of the terminal located
by the IM client, when the authentication performed by the authenticating module 802
IS passed.

When the verification performed by the verifying module 804 is successful, login

of the user of the IM client is allowed.

When the verification performed by the verifying module 804 is failed, alogin
failure message is sent to the IM client.

Furthermore, the server still includes an instance query module 805.
The instance query module 805 includes:

afirst receiving unit, configured to receive an instance query request sent by the
IM client. The instance query request carries the login account of the user of the IM
client;

a first obtaining unit, configured to obtain al the instances, which have
successfully logged in with the login account, according to the login account in the

instance query request;
afirst sending unit, configured to send al the instances to the IM client.
Furthermore, the server still includes aforce quit module 806.
The force quit module 806 includes:

a second receiving unit, configured to receive aforce quit request sent by the IM
client, in which the force quit request carries the login account of the user of the IM
client, and instance number of an instance to be forcedly quitted, which is selected by

the user;
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September, 2 5679512 Web 18:55, 192.116.8.125 5679512- * WB-A

a second obtaining unit, configured to obtain the instance to be forcedly quitted,

according to the login account and instance number;

a force quit unit, configured to quit the login of the instance to be forcedly
quitted.

Furthermore, the server still includes an active point determining module 807.
The active point determining module 807 includes:

a third receiving unit, configured to receive reported user activity information
sent by multiple IM clients of one login account, the reported user activity
information carries the operation type and operation time of user operation received
by each IM client;

athird obtaining unit, configured to obtain the operation type and operation time

sent by each IM client, to obtain total activity score of each IM client;

an identifying unit, configured to identify an IM client with the highest total
activity score as current active point, when the total activity score of each IM client
obtained by the third obtaining unit is not equal;

when the total activity score of each IM client obtained by the third obtaining
unit isequal or is 0, the identity unit is further configured to identify an IM client with

latest operation time as the last active point.
Furthermore, the server still includes a state query module 808.
The state query module 808 includes:

afourth receiving unit, configured to receive a state query request sent by the IM
client, in which the state query request carries the login account of a user to be queried

and state type expected to obtain;

a fourth obtaining unit, configured to obtain the login instances of the login

account, according to the login account;

a determining unit, configured to determine a query instance in all the login
instances, according to the user settings of the login account;
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September, 2 Specifically speaking, the IM client of user B displays the stored instance
information for user B, and user B selects an instance to perform the P2P communication from the
stored instance information. For example, when expecting to perform the P2P communication with
user A, the login account of which is 7895462, user B may select to communicate with user A's current

active point/last actgaraPistndMgalArt teopPifiraitRtedtcalt hsoiithtr et bliseeAguERe IM client of
user B may obtain the login address of the instance to be communicated with, according to the

selection of A28 10AHS | MLliFNbIRGPEH 12 LP BRHAIeIRE a message to the instance to be

communicated with, according to the obtained login address. The IM client of user B may send the
message with soSpeciitty, speeki ng, tabbsterwindleganit isdbefigareddiment of the invention, the IM
server may issue the instance information of login instance to each IM client successfully logged in,

and an M clent (17 PRESKBRER AALPYAlcAkeR e R (IS BERln fodnedad address in

the instance information. Subseque he P2P communications between login instances of
one login acéatihtngaNtegiEiasTinRe dReotustRel fstireastouar Hhayask abvie pent TTiubedr@nsified usage
requirementsof & AR gﬁg@lxe?atisﬁed, usage experience of a user may be facilitated, and
ease of use of IM software 'may be provided. The eighth embodiment With reference to FIG.8, an
embodiment of the invention provides a server. The specific work principle may refer to the methods

provided by the H&1ER tEE\HSRESEHTISAMEIR GBAR QG ALY NChEaRUSVIN IR B Riesef
configured terepeivRiRRE) eePgimEdRy MRS BN tHY 66 AVhakpbbs B uueluéRei Hipippse login

information at least includes login information of a user of the IM client and instance information of a
terminal IocatedMQ he IM client; ana ‘1en icating module 802, configured to authenticate identity of
the user of he. IV GRERL R 5 VS A QT L e BEh Pl RO i information:  an
allocating module 803, configured to allocate an instance number for the IM client, according to the

instance informatlie el gyeniestagrendstyiie BB inchtides when the authentication performed by the
authenticating module 802 is passed. The instance number is configured to uniquely identify the IM

client. Furthermogs;; ffie 865NBh§ UhID CBARSUred to receive a relay message request sent by the
IM client, in which the relay message request carries the message contents and login

account of auser receiving the message;

a fifth obtaining unit, configured to obtain all the login instances of the login

account, according to the login account of the user receiving the message;

a recelving instance obtaining unit, configured to obtain a receiving instance of

the message from all the instances, according to a preset mode;

a fifth sending unit, configured to send the message contents to the receiving

instance.
Specifically speaking, the receiving instance obtaining unit is configured to:

take current active point or the last active point of al the login instances

corresponding to the login account, as the receiving instance of the obtained message;
or

take al the login instances corresponding to the login account as the receiving

instance of the obtained message.
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a verifying module 804, configured to verify login right of the terminal located by the IM client, when the
authentication performed by the authenticating module 802 is passed. When the verification
performed by the verifying module 804 is successful, login of the user of the IM client is allowed.

When the verification performed by the verifying module 804 is failed, a login failure message is sent

to the IM client. FriighempoRnia s8rvRe SHldRaliiescndastaned arerymaeditel Rl iERe igstance
guery module 805 includes; a first receiving unit, configured to receive an instance query request

sent by the 1N198iBG NriARS ABEANCE HufoRNALiGNe: adririndle! sgRchR¥ iR M (HEHb &P % 1M client;
a first obtaingg@ieenib eeNBgu as dnebianoptHd asnstonens théniakdted SHIAGARSHWAY dpaeesé in with the

login account, according to the Iogé? account in the instanc request; a first sending unit,

configured tFILAR BF FO/RIstiR YgtH@Yanﬁﬂpﬁtﬁrm%ﬁ?%Jﬁgm@ys@?%rpé@m ARSI force quit

module 806 i fiaenfaried quherothd exbenineitidrss passeEand earivingy alitocabfiguraddaceeceive a

force quit request sent by the IM client, in which the force quit request carries the login account of the
sor of the 1DHERSE IOl e ML ARFBH o Son PROIERERCE: BIOYaIawaly HOfRE AR R ected by

the user;  anagapngueltadeini yitk Rardiguwiedibsehiaim ihe iksiameg be badsecadyoguiitad, according
to the login account and instance number; a force guit unit, configured t it the lpgin of the
instance 10 DUGHEBUY R LR GRHEH I THE G ER SHB RN AL Wi AT S TR B g
module 807 shime aat/eTPOR) trogltgsivingpec i ulesde fdadltsiesits of thitddieariying siitfiednfigured to
receive reported user activity information sent by multiple IM clients of gne login account, the reported
nor actiity SSRGS ORHEr P LRE POSE Bhe B e T D enveds by
each IM clieny] chgttirchaptoéntummiieadniigated taitietain theapopetivedywaiRncdmapepatian time sent
by each IM client, to oltain total activity score.of each IM client; an identifying unit, configured to
entity an INFORSIR A BT AR N o B S TR T TR AL 8 el activity
score of eactedivisdisnhaptoengublantéee thiscoelsrpanenoaivi sanmee ana); bevgnesn yhimtdiedtedtivity score
of each IM client obta'g;ed byft&ﬁ%%rd obtaining unit is equal or is 0, the identity unit is further

cli

configured t@rilge HRP VAGEEY O BerGHEN Bhe as the last active point. Furthermore, the
server still includes a state query module 808. The state query module 808 includes: a fourth
receiving unit, cohfigfiveepadng:teonty-psehes epiembastimestsseintiey niientivirc lighichni swidtbsete state

query requestcatiag e AN AGERHB O AnSeriSRfearsHied aRIaR MOBHIRRSIET fpbiain:
improvements made within the spirit and principle of the invention should be covered

within the protection scope of the invention.
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a fourth obtaining unit, configured to obtain the login instances of the login account, according to the
login account; a determining unit, configured to determine a query instance in all the login instances,
according to the user settings of the login account;  a fourth sending unit, configured to send
corresponding state of the query instance to the IM client, according to the state type. Specifically
speaking, the determining unit is configured to: cygjaqsthe user settings of the login account are to
maintain respective state of each instance, determine the current active point or the last active point of
the login instance agrihasEae M E3sigieei M Yieihdie dérabregHigs of the login account are to
synchronously update state of all the instances, determine any instance of the login instances as the
guery instance. Furthermare, the server.still includes a relay message mqadule 809..The relay message
odle 800 UGB Y HATKEIONG LR BB Tl B AL & A HSULAOE RIS sent by the
IM client, in vdoiehi tiernestiprvee $eag ecoaguizss ¢agie infloenmattonar eaametarftshendl agienaeodunt of a
user receiving the message; a fifth obtaini nit, capfigured to obtain all the login instances of the
login accoudﬂ%%}%ermi%'rﬂmg éﬁ%@gﬂn%#%%bggﬁ??ﬂéﬁﬁ& the message; a receiving instance
obtaining unit, configured to obtain a receiving instance of the message from all the instances,
according to a pragéenticaing defitityeaidithg wiser contiorirdd tel iseihdaeoritiess 4gdhhaghts to the

receiving inq%?m&?ﬁi‘fﬁlhﬁégﬁ@éﬁig@r‘qtgﬁgﬁﬁﬁﬁ\gﬂg instance obtaining unit is configured to: take

current active point or the last active po e login instances corresponding to the login account,
as the receiving instance of the obtained message; or take all the login instances corresponding to

the login accounV4¥EhEeeadilamg Alnehie oA JBFENCE THERERHOHIFRENNGT the

invention preyjges WWQW@QH@WH%HH@%MQ%M 'i'ﬁ_p e insenes iI'Ef@H“ﬁif@ﬂﬁ&i%ﬁﬂ“”(’?"_
located by the IM client may be added to the login information of the user, to form the instance login

information tEE58 HIGHNHESB RIEPPENE SERTIKIURREy HBRIc Adeily (Rt YhEHER)- according to the

login information. When the authentication is passed, the server may allocate an instance number for

the IM client acc@dithe taethed retndedieshaatidn filieemsiapeigingmber may uniquely identify the IM
client. Subsequently, a user may be enabled to log in an IM client with a mobile phone, or with the web

mode, still or Wit%%%ﬂ%ﬁééﬁ?ﬁgﬁ% %&%ﬂ%@%‘%ﬁﬁ@?%%ﬁﬁ&%@&% y‘e”ts ofa

user may be satistied, usage requirements ene a user may be greatly facilitated,
and the IM clienivineliebt acnovdime toljhes b ancdifffosmetoarativiing inRanes hig nrinibipastioreceiving of
message may be effectively achieved, integrity of message at different terminals may be guaranteed,

usage experience, AERHESEMINE SURRLLACIIRIREnGRIIPATEIR 1SS 6 W Aofiurare may be

improved. The foregoing is only preferred embodiments of the invention, which is not used for
limiting the inventi?&ré‘.}An madifications (%E%ivalent substitutions, and improvements made within the
HRSNGEANEE Shoal

spirit and principl& S PV RPLHOSH SRS NESHIE L9 Y€ tNlention.

client.
3, The method according to claim 1 or 2, further comprising:

receiving an instance query request sent by the IM client, wherein the instance

query request carries login account of the user of the IM client;

obtaining identifiers of al the instances successfully logged in with the login

account, according to the login account in the instance query request; and
sending the identifiers of all the instancesto the IM client.
4, The method according to claim 3, further comprising:

receiving aforce quit request sent by the IM client, wherein the force quit request
carries the login account of the user of the IM client, and an instance number of an
instance to be forcedly quitted selected by the user;
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Claims 1, An Instant Messaging (IM) method, comprising: receiving instance login information sent
by an IM client, wherein the instance login information at least comprises login information of a user of
the IM client and instance information of a terminal located by the IM client; authenticating identity of
the user of the IM client, according to the login information in the instance login information; when

the authenticatingitaitiageHe alleqatiag Ginthestagascaumberdatiie fivcetisNtages g b tthehe instance
information in the instance Ior%ig[information, wherein the instance number is configured to uniquely

identify the INMEREEEY A NG HRPIRR OHITING tPRfhim 1, further comprising:  when the

authenticating is passed, verifying login right of the terminal located by the IM client, according to the
instance informatoittingheginsté tieei fetpnoatoripedbooedivhauittbe: verifying is successful, allowing login
of the user of the IM client; when the verifying is not successful, sending a login failure message to

the IM client. 3, T@e[)ﬂ%ﬁ%a%%@mgi%%%a% g {wmrcro Hgﬁi g: receiving an instance

query request sent by client, wherein the instance query request carries login account of the
user of the IM client;  obtaining identifiers of all the instances successfully Iogrgﬁg!_ed in with the login

account, accordifgFEVIRE ISERTISE LEEhERTE iHERIRA QRSB RyuBsHiRHR 104 iRt iBRitifiers of all
the instancegolgriheddhialiankefi A 1RCMBIORMR G e 1 GYERalBRISHFMpSAGH tyBeeiving a

force quit request sent by the IM client, wherein the force quit request carries the login account of the
user of the IRNEIRAT3H AN UM R HFRePREFI s s seet Vb £l t8RBedly quitted selected by the

user; obtaining the identifier of the instance to be quitted forcedly, according to the login account
and the instance sinaiey ttd quilting kogie of deethndihoiento aededoapity ghetgsbration type

and operation time sent by each IM client;

when the total activity score of each IM client is not equal, identifying an IM

client with the highest total activity score as the current active point;

when the total activity score of each IM client is equal or O, identifying an IM

client with the latest operation time as the last active point.
6, The method according to claim 5, further comprising:

receiving a state query request sent by the IM client, wherein the state query
request carries a login account of a user to be queried and state type expected to

obtain;
obtaining login instances of the login account, according to the login account;

determining a query instance in all the login instances, according to user settings

of the login account; and

sending corresponding state of the query instance to the IM client, according to
the state type.

7, The method according to claim 6, wherein determining the query instance in

all the login instances according to the user settings of the login account comprises:
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5, The method according to claim 1 or 2, further comprising: receiving reported user activity
information sent by multiple IM clients of one login account, wherein the reported user activity
information carries operation type and operation time of user operation received by each IM client;
obtaining total activity score of each IM client, according to the operation type and operation time sent
by each IM clieniyhenhee thertatal aglivinise 06giaf @ee0VhEieH RiRki 8 FugbeidicRligapgdin IM client
with the highest total activity score as the current active point; when the total activity score of each

IM client is o531 9PN 8 ARSI L0 NIEHATETBGtHE RABL OIS LR Adiiue RRIRKET 1% %i0e point. 6,

The method jasepidinastoetaienbirkigfier comprising:  receiving a state query request sent by the IM
client, wherein the state query request carries a login account of a user to be queried and state type

expected to obtaijn; obtaining login instances of.the login account, according to the login account;
determining & quAR DR B el e oy e i st 5 B B Pl s S0 accoun
and sendirsgatomstspos disgrstatengfanel gstangemsta h teetoghei Hd aimstasiteondeny itosthiecstate type.
7, The method according to claim 6, wherein determining the query instance in all the login instances

according to the gﬁ@%@{}gﬁ %&dem%i{g?:g% i g}@m&r&gﬂ?ri Sing;hen the user settings of the login

account are to maintain respective sta instance, ermining the current active point or the
last active point of the login instances as the query instance;  when the user settings of the login

e
account are to sySERMIRBLRIE PO AESARR BbsEh %é?%ébﬁéﬂgrrﬁ”ﬁﬂb AREIRGtahEe /AN the login
instances asmhasssiter¥isiotEfies mBssEhe EBRARE Asearripth leekine & Alitee F&AVMSRE:

receiving a relay message request sent by the IM client, wherein the relay message request carries
message coRteER&&nd a login account of a user receiving the message;  obtaining all the login
instances of the login account, according to the login account of the user receiving the message;
obtaining a receivintgi iiatpalietiod thugimeastageet @i takk thgjimsiecmes, accomimg to theresph mode; and

sending the mess ontents to the receiving instance.
9 accour?tggf ﬁ1e user recaivi ng%ﬁe me%age;

obtaining areceiving instance of the message from al the instances, according to

apreset mode; and
sending the message contents to the receiving instance.

9, The method according to claim 8, wherein obtaining the receiving instance of
the message from all the instances according to the preset mode comprises:

taking the current active point or the last active point of all the login instances of

the login account as the receiving instance of the obtained message;
or

taking al the login instances of the login account as the receiving instance of the
obtained message.

10, A server, comprising:

a receiving module, configured to receive instance login information sent by an
Instant Messaging (IM) client, wherein the instance login information at least
comprises login information of a user of the IM client and instance information of a
terminal located by the IM client;
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9, The method according to claim 8, wherein obtaining the receiving instance of the message from alll
the instances according to the preset mode comprises: taking the current active point or the last
active point of all the login instances of the login account as the receiving instance of the obtained
message; or taking all the login instances of the login account as the receiving instance of the

obtained messagg autHéhtitaBery fio8araPEsHA guredPt6eagvERE died diiep fiauEcds® EFa@kve instance
login information sent by an Instant Messaging (IM) client, wherein the instance login information at

least compriS¥sdigih ARMARGIA thed B, ot heARg anse] AN I matoR ] terminal

located by the IM client;  an authenticating module, configured to authenticate identity of the user of
the IM client, accamdihgctni tigeriodinentonfinguired to thedastandasagoe miomeafiamthanM clientallocating
module, confi lgredxljnto ta”?ﬁatﬁq gninés,tl%?c?nn ImbclerrI f%%tPr? I{J‘I\l/l1 Ce”?ntiﬁcl%?rdrirr]] itoo thvt\al igr?t nce
information i the InSta ce?ogln mForma(t)lron, Whel'the auﬁger‘lstlcaﬂ%g pertor ecpby e au‘fahenticating
module is paasbehtichiengi peitiermetbne theantbenmtisatimgfigockdiet s pasged:; witkeatfyhnmdsddnckent. 11,

The server acco[)dln E%rﬁlalmeaqbfurther Cog&{f?'l)ﬂﬁ:ell\/? Ylerlgylng module, configured to verify login

right of the tEHMRAl IIocate'é’lf)ry he ‘1’101%‘1'%?4{, When the authen Icating performed by the authenticating

module is passed; the verifying module is further configured to allow login of the user of the IM
client, when the drifliepsven eceeising 4n.al endQ fugherammerisessage to the IM client, when the
verifying is not successful. 12, The server according to claim 10 or 11, further comprising an

instance query mpglehieyivh arelutE e-HMianeel BIeay FPaskile Bl igRStermanfl sbeaeaivinghanit,
configured to receive an instance query request sent by the IM client, wherein the instance query

request carridd RiGHEarbs e hetiigpRerininead Ay theprienisainggetil e Rag¥Ed to obtain

all the instances successfully logged in with the login account, according to the login account in the
instance query reheastiBmey madilst isehring woitficonéd wedll tovskeothidénhi§erssobalittéNhstances to
the IM client. i 3, The server]; accordingg%?li\jm 2, further comprising a force quit module, wherein
the force qui?h% LWQ%%%Y@'@’:' Y L5 Fecd| ing unit, configured to receive a force quit request
sent by the IM client, wherein the force quit request carries the login account of the user of the IM
client, and an instende ingndell ufeameasssgenisetie BY glidtedioeodbievesivtngd Hiyotrreicesssful.

12, The server according to clam 10 or 11, further comprising an instance

guery module, wherein the instance query module comprises.

afirst receiving unit, configured to receive an instance query request sent by the
IM client, wherein the instance query request carries login account of the user of the

IM client;

afirst obtaining unit, configured to obtain all the instances successfully logged in
with the login account, according to the login account in the instance query request;

and

a first sending unit, configured to send identifiers of al the instances to the IM

client.

13, The server according to claim 12, further comprising a force quit module,

wherein the force quit module comprises:

a second receiving unit, configured to receive a force quit request sent by the IM client,
wherein the force quit request carries the login account of the user of the IM client, and an

instance number of an instance to be quitted forcedly selected by the user;
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a second obtaining unit, configured to obtain the identifier of the instance to be quitted forcedly,
according to the login account and the instance number; and a force quit unit, configured to quit the
login of the instance to be quitted forcedly. 14, The server according to claim 10 or 11, further
comprising an active point determining module, wherein the active point determining module
comprises:  a thirdatepeivingi Hitihy Gaitfiestingurkdasetytal s RRERIENSRERGHIHIY intefBatensent by
multiple IM clients of one login account, wherein the reported user activity information carries operation

type and op&HHEH Rrredy (esemiBpdedhe Ll aerpy L 26 e EiArce R o ining unit,

configured to obtain total activity score of each IM client, according to the operation type and operation
time sent by eacla IMdrcéequitandit, aorfigutdying goit, tenfapiredftahdeinstsnas el bkequittdt the highest
total activity ]%:o%las current active point, when the total activity score of each IM client obtained by

the third obtamiiig Ynit is not equal, and to identify an IM client with latest operation time as the last

active point, when the total activity score of each IM client obtained by the third obtaining module is
equal or 0. 1514 hEhecsevenecertifitpttoctaimiy) airthlerfoshesrismpasHigteyadiyensiitle, wherein

the state q“%@é{h‘ﬁ?\‘p H%Ba'é?ﬁﬁier_eﬂﬁ% &tf@&%@‘ﬁﬁ%%ﬂ?}%%ﬁ@c@@w&? state query

request sent by client, wherein the state qliery request carries a login account of a user to be
gueried and state type expected to obtain, wherein the state type comprises physical state, basic state

and abundant st& h'rdarﬁ%r@owiﬁir@mﬁw@n%m% SRS AN EEREREIBP the login

account accasding,tenthedroimageanstof che esRIMBNESLHD tvieaafig Hie ddaopete (RBNed dingry instance
in all the login instances, according to user settings of the login account; and.  a fourth sending unit,

configured to"EEHBEHOR CSHORRIPRFRE SYRRER ORFTALEANEE T ESRl herat AL E8rRlivRY tBhe state
type. 16, e p@rvge@ccording to claim 15, wherein the determining unit is configured to:
determine the current active point or the last active point of the login instances as the query instance,

when the user sett] of the.login account are,to intain. respective state of each jnstance; and
otormime. any med L SR G e R A B SR S S M AR o
login accourdcaceding yo theopertesigrniypeatanstaperafi oatimiastanbg.eachli® Thensesmer according to
claim 14, further comprising a relay message module, wherein the relay message module comprises:

a fifth receiving ugjt, 885%@%@%@{ %ﬂﬁ%&éﬁa'ﬁyiﬁﬁﬁg%rﬁﬁu‘éﬁwmw d0e Hlﬁt@é?%é{}’ herein the
relay message request carries message tontents and I0gin account of a user recéiving the message;
a fifth obtainﬁﬁ@dtﬁtﬁ@@fﬁf@.@ﬁ_eﬂtcﬂ@tmﬁ adl thevibgh thestatat iVt estornohceshriiyladégiting to the
login accoungahithe; YSPEHE SRMINGIRMIMG HRAORS not equal, and to identify an IM client with

latest operation time as the last active point, when the total activity score of each IM
client obtained by the third obtaining module is equal or 0.

15, The server according to claim 14, further comprising a state query module,

wherein the state query module comprises:

afourth receiving unit, configured to receive a state query request sent by the IM
client, wherein the state query request carries a login account of a user to be queried
and state type expected to obtain, wherein the state type comprises physical state,
basic state and abundant state;

a fourth obtaining unit, configured to obtain all the login instances of the login

account according to the login account;

a determining unit, configured to determine a query instance in all the login
instances, according to user settings of the login account; and
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a receiving instance obtaining unit, configured to obtain a receiving instance of the message
from all the instances, according to a preset mode; and  a fifth sending unit, configured to
send the message contents to the receiving instance. 18, The server according to claim

17, wherein the 1eqeiyiid JBSEANCS ARIADINEHRIL 1SS AHGUESH dondiabe Jaf CHFTRIl JEIYe

point or the last active goint of all the TOgln instances of the login account as the receiving
instance of &kantedhibedibelientopaemidiag thdhpgitteristinces of the login account as the
receiving instance of the obtained message.

16, The server according to claim 15, wherein the determining unit is configured

to:

determine the current active point or the last active point of the login instances as
the query instance, when the user settings of the login account are to maintain

respective state of each instance; and

determine any instance in the login instances as the query instance, when the user

settings of the login account are to synchronously update state of each instance.

17, The server according to claim 14, further comprising a relay message module,

wherein the relay message module comprises:

a fifth receiving unit, configured to receive a relay message request sent by the
IM client, wherein the relay message request carries message contents and login

account of a user receiving the message;

a fifth obtaining unit, configured to obtain all the login instances of the login

account, according to the login account of the user receiving the message;

a receiving instance obtaining unit, configured to obtain a receiving instance of

the message from all the instances, according to a preset mode; and

a fifth sending unit, configured to send the message contents to the receiving

instance,

18, The server according to claim 17, wherein the receiving instance obtaining

unit is configured to:

take the current active point or the last active point of all the login instances of

the login account as the receiving instance of obtained message;

or take all the login instances of the login account as the receiving instance of the

obtained message.
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