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LOOP DETECTI ON PREVENTI ON FOR SM5 MESSAGES Fi el d of

the Invention This invention relates to a system and
woredoRasBIfDr managi ng SMS nessages in a networ KPGUTER1008/055928

supports val ue added nessage- handl i ng services for

subscr | ' I

essagkOQr D B iRE CENTRONFOR SR MIRSAtEES o

communi cate with one another. In the sinplest form of

operation, a short text-based SM5 nessage of l[imted
EEiiﬂiﬂELhﬂéﬂﬂQﬂron1a first user, the message is routed

' ' ngr a ' i ver .

L By g Y58 TR St APl R ahERER SO n R0 n
ncGEdk UG sapipbiteviiho adied aicsadgetRagdlingaes/ial fohmbicsibes.

can use a |l andline phone having SMS capability. In

addition, there are various inter-working services
BMﬁ&FgHﬁgﬂMﬁEﬁnaﬁﬁ’nen SMS and voice, facsimle, emil

- g rornats. A range of external information

Ther $Shordeliessags ScrSMB (BMSded a pepulamégyr fortusan td conemdrioste mgth one

h , th t traffi ts. -
arp G Toesin e JatBa " ARSBAYL HaRGI FHg wsur YHSdEeatis Hdipited
SIRVR seAPHrEmf O FirsPMRerU SRS Sessd e Rero8RGA heShrvis@@iehtre (SC) and is

services' can provide features such as: automatlcall%j
dedivered ¢ agsceendser.t dharmaeshizge wisele ssaf beteveehasyp iofiGraYl/UMTS

reci pi ent receives th MS (Divert Servige); .
bR RO o Tk Y S, 5 st Rk o gvine sms
caP€diNtlyC @) jad @ifigh SBOE iaRgvaTbus il teNMRb ind &SEERSEhItR cohrt between

originator of a short nessage (Auto-response Service).
Sine apbtwiick fapimile. eempit 01f Frebilipptde fpimathg dyngpnge of Cxternal

: .ce I 'S, | : [
i L Pro R B SRS S S, PIRFTEBD IS s, sy o mevs.
widles repupisiandtiafiic, reporBmart Servi ces Control Node
(SSCN), al so known as an SMS Router, transparently
intercepts a delivery attenpt of an SM5 nessage and
A 'r%ee(‘)"fe%l& Qd&ﬁrﬁﬂés%%ebl%ﬁgné’ QericSURRCHIWP Elaifible for SMS users.
preferences. One problemthat can occur with providing
Thehe se-culdddusmadded/icms say provaledicatnes seclv ag esitondtichlls dndrting

0 nerate an S ssage based on the ev . an .
oSG TR Aot R g ahe Sh R HaET B FaHpL Y SUEH Lhg & Servico)
aufb MBIk CopyiNE SHABMS Ct@pﬁ(ﬁdiﬁera.uﬁsft%% S&Wice);, and sending an

auto-responding to a nessage) is that an excessive
autemded rasponreds dtpeotigindieeftd drerthopssagsad s taponsA Ssivigh)e One
neﬁér}igagghvi\ﬁegt%reb%r qgl%[]e%lee%tiﬁge LGS %er%ic%lg % %l\}fg m%s&fi‘t?errse A described
in International Patent Application W02006/040749. In this application, a Smart

Services Control Node (SSCN), also known as an SMS Router, transparently intercepts
a delivery attempt of an SMS message and implements a service based on a

subscriber’s preferences.

One problem that can occur with providing these value added message-handling
services which send or generate an SMS message based on the event of an original
SMS message termination attempt (such as diverting a message, copying a message, or
auto-responding to a message) is that an excessive number of message transaction hops
can occur. A single message can be bounced between a chain of different users, who

cach have enabled a message-handling service. A single original message can give rise
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each have enabl ed a nessage-handling service. A single
original nmessage can give riseto nultiple other

wore@sasgs; whi ch each propagate through the neP@DER2009055928
bet ween networks. If a group of subscribers have

o baFoaler HRAGagE Aty BodoPn el AL U B3hPry optoegeen

ndRSKBIEIft0 gRfp WF ﬁ%&é’iﬂ)@f& hhR GiaBMB MbssattbismbiiRE & vices which
These | oops cannot be detected by existing networks. A

fowa«:demamgeés l‘fofs Wélbéfr del ensantinpousolgopiagdels ermpssage o occur
f t Fi 1 [l ustrat
be‘ul?/éetsnh A %%}; D 8? VsI f)gsgrlglgarﬁ Cgﬁgsreeego olopan{l’llost 1|ba c?e?ecte%wbgseemstlng
ncbbker i ber A has activated a copy service, W|th user
B's nobile nunber as the "copy-todestination". The
copy service, for the purpose of this exanple, is a
ASEWVSGMR pY@Ee&@@ﬁoﬁi&ﬁrwﬁlaﬂoﬁlﬂeoﬁ@éﬁ&ﬂ' X Ry %xaﬂnﬁ@ Pshown in
of sone or al nmessages he receives sen
Figmot 1hélfusirates hewuse rof tidodriplyesetniser caB caase bop te lfdnsm:r S’mlmCrlber

of the. sa nmobi |l e network as the supscri bin
olilasnaﬁdw@@geg e7OPR %%Y}C‘bewghs‘&ﬂ% ?b@PE%f nymbe faér ﬁt COpy-to-

ddIBRItLR”. n@h@’%ﬂ‘y serHe€ foBhB %ﬁqfék@ of Aed éx\éﬁfp?éj ifa 6QP¥e where one
service, Wth’user C s nmobi I'e nunber as
uscc opy altt@n@!@fslﬂy rhaw an:bpy 0§ epmE onadl @bﬁan@s@gev dcadcaves sent to

rvice,
anS Y gRBLY uSE: MAR oA s Re ROt RraaldR? wiuloditgnopork as
tht GubdebsmEi R8F AAor nhilet ii8r BOPMr BETaY biftBcritdtofsd Gﬁfe"réﬂ@ &hobile
A has activated wll automatically send 3 a cop é

nofwierk. . nblsetag dhap glsgsastivaed wreny wewrceBWitB sy €5 fbile number as

Ry LV, t r v ,
thga‘%ﬁﬁgﬁot %ér%a atféogll Ty I%?er df %§ gﬁ?oaﬁifﬁ%]@d X he%ﬁ'e&%ééeéq%ﬁg user A’s
l’nbﬂﬁlﬁ’f nfnb&i &8 thar 1‘cppymaestma&dsn’c Vel ves E%ndﬂéaslagﬁage 2 to

copy service that user C has activated w

sugmr@ﬁﬁﬁ dhgny She SORB S Ve é@%y&uchrqbﬁreAn@ Sa@@gat@cbwﬂl automatically
sefidfBscLd ?eorf tlleélt J&k@e 8 uSQ@' P! ShiRn RAPB 29&1\%@ &l?ﬂﬁﬁgg% the copy

nessag conti nue to propagate aroun
sevigethan ds&f)&lhpd; ectivatadswilbgesmhtooally send#t & b@ydoﬁ/‘dmetmessage to
Vi n cause a |l oop to, form Supscriber A has
usﬁ’&{j v‘g % hspyissbvredves ihe mepiegr ¢ E‘” SOMDYTY'E® ﬂﬁhﬁ%?if C has
acBSatbd&vill qlhi/o%étf‘cé’lly dasit 5 'aaédp9rbf tho @né@hég%rtb RBEYbELA. T Phus, a
the purpose of this exanple, Is a service where a
cosnpihese tdopdas foraled esé sicssagel wak consionetoqropdgated athingd the loop.
short nessages to anot her nobile user B. The said
nobi |l e user B can be a subscri ber of the sane nobile

ARGt dkadpld MRsEHBSESW RO O Uiedivét 9rvich&as @hkedRob&o form.
user B can be a subscriber of a different nobile

Subseniisr 1 hagsisvateha somic sarvige. euthausgr Bey mobie Wf@befvastthﬁ “divert-
o238l i TR UGSRUORRE, 58 ARy b G,y g vhos
a Wbstribes & chosegrabdivert some or all of his short messages to another mobile
user B. The said mobile user B can be a subscriber of the same mobile network as the
subscribing user A or the said mobile user B can be a subscriber of a different mobile
network. User B has activated a divert service with user C’s mobile number as the
“divert-to” destination.. User C has activated a divert service with user A’s mobile

number as the “divert-to” destination. If user D sends a message to subscriber A, then

the message is diverted to user B. Before user B’s device receives the message it is
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nunber as the "divert-to" destination. |If user D sends

a nessage to subscriber A then the nessage is
walaosnssdss t o user B. Before user B s devi ce r ePEi/ERPR08/055928

the nmessage it isdiverted to user C Before user Cs

AiETRICR BEF T FRORCHTE G ABEG TR TG BF B0t I dlizered to

suba%er,eah@he&eemm@lﬁuﬂlg bfusédndhesusheyp. use of the copy
service can cause a loop to formfor a subscriber A

with nultiple devices XI, X2 and X3. Each device X,
AR dang%g nfl%tr SQ‘ Eg %é Sf [H%béolgg %m%ecran%auslgsal 1'8§ to form for a
nu u scr ‘Ras' act a copy servi

suw;drﬂberaM w1¢i€ﬂiuﬁﬁﬁe &evldeb & 1I' opynd ¥3. dack dnasd Xn, XT Iaed X3 has a
service, for theufurpose of this exanple

op i.S
Segea i webijh apbgr op RSB Mupbeh o cRPsCHtsT hips sa@H%ate(b@ copy
s t s ser t9,.0
se%\’)%e:, V?(lgh Eﬂl gg&m&tg oasgﬁ% @c%§§ 8(% H g?ﬂtglg{l/?tgesﬂle P@pf @é’ﬂvfc% for the
pusprsd of ahmslagb fsoa serbse rwltmeer a Aulsscdban Ae:hxbses tth enpst keme, or

alge@? jp% g@s p?’egsta%gsaf;elggg}l St %? e é(‘seaégl 0L >§g3 )atlgdalhgﬁs other
dRHEO MRt | eRID é(enﬁ@ Rl ﬁ&si%% tgesYlb%i%eliA saﬁléiflc)ée’X?ntﬂeﬁ" @ffbcﬁessage is

t he begi nni ng a continuous | oop. A fourth exanpl e,
augdroafreal mchplchtoedeznces |X2u@tdr&$ eBcfpwdasiec ¥ retrvadithemessage it

erv an cal 0 orm, Subscr.i ber . A :
is SeEAEU bR R Piet R Rieb A0 H nEEE REL a2 goppinuons
lobre purpose of this exanple, is a service where an
autonmated response is sent to the originator of any
short nessage sent to the subscriber. User B al so uses
A RGPk ERES BNSP iP PltheS, INERCSUBRCLLOGY b SE0 Service can
user a aut o-response I's au Snat | Pﬁv

cagenh 16610 tﬂ@ﬁf BuberibupachadautoAcdpoaiccadriviog "Thgt au% -response
The OFfice" for exanple. When subscriber A receives
SeFViES, it B musRese 96 thie S3apelc. wrp sRiYiSS PAISFOMS autpgated response is

SGW§QE€B¥1§B%1% Ogg‘git sﬂom%éggsc‘eﬁ{ Rehe @uﬂ%@ﬁﬁeot QJSElS als% uses the

nc nni ng of~ a conti nuous
augO-EIFPOIES Seivane. IWbepssube@.rihet Angnils oser Hmnmssegc)ﬁ a:Ihzth-adeponse

. service h user | .00 an al resu s
i @P@ma R o ok [ Wb ies 0 SR s PR Dhrice” for
Plev atv@en tsﬁ‘c%cﬁl%r% F&RRNER ARl Yésﬁ@nse YS&Kad3, B 3uto- -response is
i vated the copy-to service to copy a received

aum@fgistetgléy sentusem Cbsariber ACbickstonuser itaed hehee thesbeggyming of a
o h%/eort serV| ce to divert received nessages to
EEPit8r A In use, user B sends a nmessage to
subscri ber A An auto-response nessage i s
automatically sent to user B. A copy of the
These @X%@@%Hw hops dgfalting trerarthe usd ﬁ%thec@mwseeeeﬁ by gach user.

Hb@&frer,cloo& Ighr? aﬁs%sf'élsﬁl’? fMllnt hﬁn)?%tfom&e%, glilc\fle[ist sﬁ)ttscrtige? A has

activated the auto-response service, user B has activated the copy-to service to copy a
received message to user C, user C has activated the message divert service to divert
received messages to subscriber A. In use, user B sends a message to subscriber A.
An auto-response message is automatically sent to user B. A copy of the auto-response
message 1s then automatically sent to user C — this results in the automatic divert of the
auto-response message to subscriber A, which then generate an auto-respond message

to user C, who diverts to subscriber A and hence the beginning of a continuous loop.
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aut o-response nessage to subscriber A, which then
generate an auto-respond nessage to user C, who
wa@lewensssi o subscri ber A and hence the begi nni PQI/BP2088/055928
conti nuous | oop. The above are exanples only: the
robl em of | opps can arise wth other .servjces where
TR ABOYE P, xRl G FEP G R Rnaeca s yih otheg Sivicts where
thg §1e1ca B NALAEN BBRSEA0LmeddALe, R @5 Mted NHEN Qs EeEKS
to reduce the nunber of nessages that are propagated
t hrough a network due to subscribers using
- ] serviges. At | t € h
T BREE 0h PO louiel e oS e or G PER iy R ghfaeacca
thioagha nestore e fududsdriteay BindheRagalindigtiserviban val ue
added nessage-handling services are used by multiple
subscri bers. At |east one aspect of the present
0 e ; el.j ver
AL e Bpp ST R et byeBior MBS o JRUL NN oL@ ey Toops
beteshaybsdndod| wingh sar véane svhan ealus edddslymsssbgeharding safvices are
d(iifafer npg operator networks. Summary of the Invention
usad py PRWUDIGHOSETIOSES: t he present invention provides
nmet hod of processing SVMS nessages at a message service
entity of a network, the network conprising a
Atplegstadrict gspedt efuths arredset svanidbnt basks ¢ Worik osgypok tdehgery loops
nessage- handl i ng services.for at | east sonme of the .
bR P PisEPEN B CFLPSRT 5 valle agdtl e RABT pHling Services are
usSd B§ GilsbBBors bh@iffemlhgp:ra@ﬂmﬂx«sfk@g: receiving a
nmessage; inspecting delivery trail information
associated with the received nessage; and, controlling
SJIHXB? Bfﬁﬁlﬁgerﬂi ssage- handling service for the _
—rererg'e'd—n'emgﬁased on the inspected delivery trail
A ifindt agpaet odihe presemniayanibn giravedds, méthed depriovekiyigtOMS Imessages at
information can be carried with the nessage and the
a JRGSHREST STTHSPettithgofdel NeioYk t thei petwerlorGomtnrisie a plurality of
suﬁmgfs%ﬁqhé"hé@vgh? ?u\}f PRfHevAM sggé SAANnG ORI 2P Foast some of

I'nspecting t e ry trail nformation carried w

tht heubseszagevhidh fotwant agenefagehits emboati mescribe;, tthat method
it can avoid the need to store state at nessage

COD¥YGi"8e entities along the delivery trail. In another

embadidiBAL o nidiGgRESSage service entity stores delivery
trail information for nessages previously processed by

t he inersstageddiveryitrl intorinatyon spabiatérewth gy redeivadapessadengnd,
del i voe%ﬂt rai\l}0 itrilg or tieon asr%o&i. at eed Wi &hr tbh? ived message
recel ResSage Cofipf iSestsTRY A T4eRt 17 8r T P dnessag
bak&L& the thspessb@iveitralleihfor@etidd. om t he recei ved
message, to
In one embodiment, the delivery trail information can be carried with the message and
the step of inspecting delivery trail information associated with the received message
can comprise inspecting the delivery trail information carried with the message. An
advantage of this embodiment is that it can avoid the need to store state at message

service entities along the delivery trail.

In another embodiment, the message service entity stores delivery trail information for
messages previously processed by the message service entity, and the step of

inspecting delivery trail information associated with the received message comprises
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access the stored delivery trail information. An
advantage of this enbodinent is that it requires
WO paoBI18895Dr no, cooperation between networ k OpRCHEPI08§/055928
as information is stored ats each network operator. A
nessa only needs to,carry an identifier, which can be
uspige & Bicalienn ¢ KteEd aistreg: OndSTBEAdI dR 1o edpsage, to
acBER @t STBRE deNRird $ratl REfoRBAN! AR Advaitagc BEESAGAbIdINCASSs that it

it calculates an identifier based on existln%)fields

regiires Htlere0s Sy €00 PR oIS seRs. eaTiaITki ongrajesy fcmdorpgion is stored

at fe%%%%tgvo?k 5 %r%ltq\{r.e dA essga%g eon'i on%elﬂg 3§ rcLupf A iggnti‘ﬁ]gte whith®an be
nobi ['€ operator s network, of o subscfibers o
refR@icbe ito B k@rapsr aherwdk atinor Bne Athbadingge ausidy thd hexd to
identifier is a globally unique pessage identifier
cafipii & H$S5REch Y. Pyt 6¥'8ulatcnnp Klentiicrabrsed e AXinngs diglls of the
ma,r%%gelivered bet ween di fferent network operators.
Ad nt ageously, the list of subscribers that the
message has been forwarded fromis inspected and

i nvocation of the. nessage-handling service is .
Thg B RKRE SIS 81 DEF RO SPRL ISR (Q fbsprikes of the
saffe SOBASTdNREAS S hREwdrke oFBgS aARciRSs RECkRE WREBIR operator’s

from This can prevent a loop fromoccurring in the
netfedikvery trail between subscribers. Advantageously,

the net hod uses stored rules which specify a

rel ati onshi p between services that have been applied

AdRnfghREEAGR: aldtiiBSEag gtddaimduhid@le SRV geeidleitict "'wBRRA further
be i nvoked. The rules are used to deci de whet her a

impeayga ghe parermange selhap Bessages agof@yerethaween deéerend metwork
(g%hﬁ&ﬁnt a conbi nation of services being applied to a
nessage which are likely to generate a | arge nunber of
messages, or which are likely to cause a loop to
occur. Advanta%eously,-a particul ar nessage can b

Adgatieeeust theft of subscrhepswalibite ngssrescBisy nbfyrwged from is
n@%@lgd nah Wo’éaﬁc&tqél)fz %e :Mé@slge%g? A Hdlﬁf\%:s}é&'\qyeslsy rQ\aeﬂfgdef?r %1 Rebscriber

message, ati of a potential l[oop
wihioh tappeadelin Wer lsttofajubsdrdeisnthad deumessdge Aasrbssafpewadad from.

be conpared with a list. of jdentifiers of nessages
TS St IO ¢ (HBCBYE Gt By ¢ Hahh B RSP E by geh FRbers.
identifier can take the form of a unique nessage
identifier carriedby a nessage, or a nessage can be
Advderageduskd thasethashussaestarbdirales evhicd prectfy el latomskdap between

conpination, of characteristic fields, wthin the .
soRRESdRE rORPPAPTIETE § PisSese bt BisiSies b o o ifoen ghich can
bet BRoRl&l. | VRIeYrilésabie 1938 OfonBEdid whiethBr @ message-handling service is
invoked. These rules can prevent a combination of services being applied to a message
which are likely to generate a large number of messages, or which are likely to cause a

loop to occur.

Advantageously, a particular message can be identified when it is subsequently
received by the same network entity which had previously handled the said message,
which is indicative of a potential loop in the delivery trail having occurred. A message
can be compared with a list of identifiers of messages previously processed by the

network entity. The identifier can take the form of a unique message identifier carried
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message. These include: storing the delivery trai
informati on as hidden text within the nessage; storing

wo bmsdsdosvery trail information in the UserDat BEBPBNS/055928
(UDH) header of the nmessages storing the delivery

information in an S ontain of a.
OB ER SR B FaEEET P R B eR e Qi figd. or o
con@inkti6 R of EitrdBerRE6 RIS, WiHif fhel Acks&t es that the
nmessage has been subj ect to, or generated by, a
nmessage- handl i ng service. The additional information

V}m%aé w%ysagndee(dest%}(lb%d] eformzt'sdd%%‘?ing etﬁg rdeli)lvgrya ?1‘11 ttti)on VY(lth a

roprie manner

m¥RhEeh Teseimahudls: stblengj’fhb id¢Bvety &Ifaﬂllﬂlfoi’rﬁitﬁihlmthlddén tdih @vithin the
first network can store_ the deli veLJy trail informati

on
messeee; stoeng e debiwcry dralliinfopmptiondy the Fserblafaktepgert (VAH) header of
thé 9st { 's@dh ghthtehdaehﬁgﬁéf’rgﬁ 1ﬂﬂ)gmhﬁ]ﬁp &F tant Qﬂénsmn corgainer of a

ti'on Wwhen t ssage 1s received, again
Mbhl@ fAlpphtatlnetEm:f KMAPY ropesaaiop] &;leaﬂlﬁgla/eﬂfrylcb rcanfre address which

i,nf or ion is as ated with a nessage, usi ng one )
inliggey %ﬁﬁ%a&saa% %lbs@d S éo’a?ifdgellﬁ’bag?fi 5&%?%&558@? ndling
scPB&Sage, the nessage is inspected to check if it

i ncludes the additional information. If it does, the
flrst networ k takes action based on this information.

| ] t t th
ik il TFoRad PR Red e B BBl e used
inth@fophiefas naRBerRISRGS b Firbtl ke@hiyrkt @hicr gBnprafek tBE dalivery trail
| ooped delivery trail. Any information within the

mf%@@%@e Thediieshbethgriseanstereghe Agliveraival Eamatipp fardds pwn use,
e I
or 1p ga gedewdr%o ﬁlg gﬁf‘égdﬁ %1’ o é[hér:re ﬁizégsggg a{\}\ﬁ glcsﬁé(cit tst’lth?rél}fﬁré%atlon
wlaal ﬂhﬁ\ﬂhd&@.gﬁhﬂ eaﬁtwe@,@ﬁmd lby ehd aeht nsStwook. GbNe)tatnqﬂe agawry trail
{O gh probability.of a |loop.) Alterpatively, del 3/
Fiptorn Hfasfq%ﬁt@doiﬁ(ltegnm%agrs,%ng angl of fg e guiqusy described above

and! hﬁdtp k&e@? g‘f"%r &esgﬁger, Sﬁio hRssa gé‘ G n{sp #r th&ﬁtlw ﬁl.cludes the

operat or updates t lvery trai orrmtlon
additionalc irfmemdtiong tihet kops, cihanfust n@twdﬁ; tstkd:d |actg)n based on this

) ropriate. bit n the del 0 0

infORBRER o fisci S ar Predint Fat VAL el Rtk g scen

thé Ii‘f?ess'%% Sb%ﬂﬁe at‘fél1 Mo etherRERE Ghe Aestdd® id ﬁKﬁ?ttb @k 9!11@0?% looped
to methods of ItrtJoroc:eSS| ng nessages whi ch” are used

deligeral thajl. whnhiinfotrhasionevifion Khomessage mylictiopeeaices thahdiave been

d a met hod of, nanagi ng SM5 nessages in a
B8P BEaen oYl SRR R CRREEP By, Be® fist network.
CéReNRIMRI K rBeseRer vhit RESSRYE - asidgh gir&ly Vbdea sdif- @tedals not

| east sone of e subscri bers which can be enabled to

dl?%‘mganéhlﬁb@%@l%o%]@@hér subscri ber, the nethod

conpri si ng:
Alternatively, delivery trail information can be used, and updated, by multiple network
operators, such that each network operator updates the delivery trail information (e.g.

by incrementing the hop counter or by setting appropriate bits in the delivery trail

information) to indicate which services that network it has applied to the message.

Another aspect of the invention relates to methods of processing messages which are
used locally within the network of a single operator and provides a method of

managing SMS messages in a network comprising a plurality of subscribers, the
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determining a delivery trail between network

subscri bers that will be followed by an SM5 nessage;
waledoenssons ng whet her the delivery trail wll fpdT/BP2088/055928

| oop between netmork entitizs or whether a

etermned limt. of service f S vml
n R S P T L GRS 1Bl A b aomEr ol oftfgybscribers
whibencad BelRsEbleden RKES @ hRMAES ot SholRlr HiDs@iUReWthe method
message- handl i ng service. Alternatively, the net hod
cogvisg: per f or med when a nessage is received for a
.SUbS etéd%%{m n(% Ve n%saﬁqgegwge%nlgetwgl% fu% \{“lb%% tﬂgte\gvﬁl B? f&?owed
i nvo SUbSCr ervice execution

bﬁamﬁmMSnﬁdMQﬁiageously, t he nethod further conprises
receiving a request to enable a neMInessaqe handl i ng

ser Vit@miHpg avhetiiss dthe gishiveringpip syt oo g tleepy hetrsa Iieﬁwork
[

en dlgtégglnm%ﬁee h@r %gf‘e%tléfrﬂlg (f :ﬁ\ﬁ/gtr é@%?\é?ﬁf for!zvﬁd'u#gs ﬁlgv\‘s)eaa phg% :co the

mewsagehe predetermined limt of forwardings will be
exceeded, the request to enable a new nessage- handli ng
service is refused. Advantageously, the nethod

TIRCHRIH0E &%in MRC Sér¥drRd A RS $ 306schiBér ﬁil‘ﬁkésvﬁ Yque® @ §dthpla new
subscriber, and performng the method in response to

mw@whﬂnd@ng rﬁatvwﬁeséageatw y»i thei snetltde cam ned rebfatmechevhen a
delivery tra | 0Q

misvaise Forostiah ot poobosculon PBudi bl apicesemuco be

inPike@Xfof afad sutlsheb g8 2ge skivicdeblceatid tihi) ! hAd@éﬂtﬁgeously, the
subscri ber and the nessage-handling service of the

methed tfugheys epmpiases | .SCHBINS | hvekusdt forenablat a mses appssagriendling

f t

se%cfeeo %ork enFS%t“%I gﬁglghlg Zf;br%ﬁlggﬁ)ré oﬁ]?grﬁo?e masé]t% erecelvmg that

1e@ﬁﬁu|cHSqunUemhnﬁbmahmoﬂxihmhﬁiﬁp@mbﬁmnhﬁﬂMatMO@x@ann the
be distributed across several network entities, such

pradeterynedo it n%ﬁc fsparsingsnwihBe, cxaerdetstiRoirEgst dpPnable a new
rn%%éctﬁ’a ﬁﬁ:@ ec"issre sgﬁm tdvéﬁﬁ%’léoﬁ.gg tﬁ‘@ étl’i:cﬁlt éo%gpr}sgyfecewmg

tio escrl ere I mpl enent e
a sofhpafe, dehacrglvt/araeﬁrsr s@smhwm amdtpe(ﬁorrnmgtthesethoﬂhe response to

i nvent.i on can b l.ement e
retSOMER S CB eralt THASETHEES HRLHE A oS dE 1y nRURY lpo or
th& peddictedilnéd MLRO6 AARRA:C RIFMUdRTs VIRORY Abng é&ceéﬂ%@t fh8 message
aspect of the |nvent|on provi des software for

is i depivened ntoi thy firee &mbscmbdr land wihe | mpssaggehandbinatsetyicehaf the first
o q&%y@{e Pa o %iﬁ) Il%d on a network entity at any
UgETRET 'GP W% % 5P %he equi pnent. The software

may be stored on an electronlc nmenory

The steps of the method can be performed at a single network entity, such as an SMS
Router or Smart Services Control Node, or the steps of the method can be distributed
across several network entities, such as any combination of an SMSC, an SMS Router

and an entity which hosts a Smart Services Application.

The functionality described here can be implemented in software, hardware or a
combination of these. The invention can be implemented by means of hardware
comprising several distinct elements, and by means of a suitably programmed
computer.  Accordingly, another aspect of the invention provides software for

implementing the method.



10

15

20

25

30

devi ce, hard disk, optical disk or other
machi ne-r eadabl e st orage nedi um The software may be
wa@ledosussoexl as a conputer program product conprPGI/RB2008/055928
code which is tangibly enbadi ed on a machi ne-readabl e
carrier or it may be downl oaded to the network entity
via a network connection. Brief Description of the
It iR Wen@prdebdihBeQifEy 08 niahebel nvendd &m aWekorRentity at any point
descri bed, by way of exanple only, with reference to
during thebisraiahs eavgpraeiwi Thg softyvaiginahbe fpigdoa an alesdipgicgnemory
defvicreSthaFdx ﬁ@l oS %al adigke!o'rvgt & lrr?a%Hi A £t6§’a§% la:mediurn. The
nessage- andlpng service (a copy to service); Figure 2
sostharvsmay $ecdehidered asnl ®ngfut@ egimepnsdh@ aondpiisisi @dé manth is
a nmessage-handl i ng service (an auto-response service);
tanpgiblyir @nlpdigdofr & HBChiPTRERbIFeRERi g itnBendickdoyplogdpd to the

d : FEl e 4 is a flow di agram of | ogic
neﬁ%%wgéﬁkmﬁk G, ¢ 9 9

per a network entity to process a received
nmessage which carries delivery trail information;

BEii,re,S,isoq flQw di agram of | ogic perforned by a
def Description of the

e LD Qrayiugsss a recei ved nmessage whi ch
Efb&i@end et MR ¥vEhiiin! wildfiRr GBHOGY, AP WayTBE SRMASIc only, with
Figure 6 is a call flow diagramfor "delivering an SN%
refeesnsa tpethe acapmipehyisg greavihgsng Weehween network entities
uses additional information in a UDH header; Figure 7
is another call flow diagramfor delivering an SMS
FipBe SRgRowWd a With(C Bxapi 301 @ lal 8divest WRB NarReipWebih £Mhdstdg8handling
uses additional information in an expanded UDH header;
sepiigpUeeoBy fasseaviedl | f1 ow di agram for delivering an SVS
nmessage whi ch uses MAP signalling between network
entities to carry additional information; Figure 9
Figino s siwvwaay s@bnd exaripglt iofig delivdiyduep hidih® from desssge-handling
based on fields of the nessage; Figure 10 is a cal
SCFVIGRA B RHIGriaPRONGS SdFhver i ng an SMB nessage whi ch uses
the method shown in Figure 9; Figure 1 1 is a cal
flow di agram for delivering an SM5 nessage whi ch makes
Figere 3ashows Whertypiadl iBessagicen@entkseof Addnelssrk Bpgutoes; 12 i s
a flow diagramof logic perfornmed by a network entity
to follow a delivery

Figure 4 is a flow diagram of logic performed by a network entity to process a received

message which carries delivery trail information;

Figure 5 is a flow diagram of logic performed by a network entity to process a received

message which stores delivery trail information about messages;

Figure 6 is a call flow diagram for delivering an SMS message in which signalling

between network entities uses additional information in a UDH header;

Figure 7 is another call flow diagram for delivering an SMS message in which
signalling between network entities uses additional information in an expanded UDH

header;
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trail of a nessage; Figure 13 is a call flow diagram
for delivering an SM5 nessage whi ch uses SMPP
WG e@rabdoshg bet ween network entities to carry PCT/EP2008/055928
addi tional information. Detwiled Description of the
.Drawi ngs Figure 3 sho an_exanple gf ;a network.in
Fige oh 1S et 005 To@E 0 Tr UTAERT pE S Tefmidhobbishcwes MAP

sighfall g HetwiRh etworkl 8steids Q@Qar?naddl@t_lcﬁial infdtmiaién; _
af orenenti oned WO2006/ 040749. Figure 3 shows a first

operator network 10 connected to a second operator

.net 0, The.fi . oper at o r ris
Figg i Ui w6 el PR 1 TOLR Rinee SRR RS or the
méRgicst er (HLR) 12 and an associ ated Short Message

Service Centre (SMSC) 13, all of which are connected

to a signalling routing node 14. The second operator

DG AP o RAREL S SRS AP SRS Aoy R b nsthod
sh&wntic Rigoge ©entre (MSC) 26, all connected to the
signalling routing node 21. The second operator
network (20) al so conprises a Snmart Service Control
Fiblede 1SN R &agkaghfor rdEl_%Lelrﬂng QRISNS GAbdgl RehiE P Hakuse of a
node (ISR) 25. The intelligent signalling routing node
Vimal Screign fhestredddssa si gnal | i ng network at the
signalling routing node 21. The signalling routing
node 25 is capable of routing nmessages to the SSCN 24

Figid 10hea ok d'ﬁa%raﬁi &Makit ipbForndtiynIndtRdBSentify to2follown delivery

the two networks 10, 20 are connected via a signalling
trjeafigonkssags: whi ch typical ly uses Signalling System #7
(SS7).1n Figure 3, network 20 is shown as the hone
operator network of a particular subscriber and
Figatwor ks 4 0all sloandiap@am €pedehtyeiings am SM® mhessdgd vhighi luges3SMPP
.the el ements of network 10 are preceded hy an "F-' to
signaling helavach AetWoRle gntEise dheprbordditiongl isfypatifher at or . The
term'foreign does not necessarily nmean that network
10 is overseas. Network 10 could be located within the

Deatailad Desaription afitheDatatwilmsent country, conpared to

.netwprk 20. As an exanple qof.using this network, :
Figiffiet g o SUmIe fid BUSRE: [RoS i fe i MM Ctio g ke applied to
SNIS- GnessuigBODI I'mhid eh@RbANG) H&cHQ fih T 86taiPPRI 3hOT aforementioned

network 10 to a device in the second operator network

W2R006R40BIVs ngsrsalshated @ Viest yopestorarvhged Wycanmectsi/BCa sgcond
orglQaa@ Gl Pler Yl T R oly ARaRnET s uf &Rl fyichine
Céroret(MSHLR, 3dhoarsoedtidh adgivket (HLRE1 S eeditladkleymhte€ Short Message
Service Centre (SMSC) 13, all of which are connected to a signalling routing node 14.
The second operator network (20) comprises a home location register (HLR) 22, a
Short Message Service Centre (SMSC) 23, a Mobile Switching Centre (MSC) 26, all
connected to the signalling routing node 21. The second operator network (20) also
comprises a Smart Service Control Node (SSCN) 24 and an intelligent signalling
routing node (ISR) 25. The intelligent signalling routing node 25 is connected to a
signalling network at the signalling routing node 21. The signalling routing node 25 is
capable of routing messages to the SSCN 24 and the HLR 22. Signalling routing
nodes 14, 21 in the two networks 10, 20 are connected via a signalling network 15

which typically uses Signalling System #7 (SS7).
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This HLR query is transmtted over the signalling
network 15 to the second operator network 20 via the

W@ e@rabdoshg routi ng nodes 14, 21, 25. The | nt ePCT/BRIODS/055928
Signalling Routing node (I $®) 25 intercepts the
i nbound delivery attenpt and routes it to the Smart
Services Control Node (SSCN) 24. The SSCN 24 exam nes

Int higuidBOWBEdiR| 10V &F Yhird @Ffthe tHondebpdrionieWAekhefr a particular
Smart Services need to be invoked or applied to the

subnsi b arrhpriworlks 1%159mﬂter Seerpioge nebkerkigdnifigureduhe etpments of
neft Obri ll?) ar?%ge%g(?eh ¥ d ouﬁg! @H%I feltﬁﬁ tfl{]yte belc?r%gatt I o‘lf'orel)gg oPerator

aranete |ver

Thmdtrﬁ yiorgdgrit’ i ekthdt rpdedsyrily esqanbsa, nebWerhOI1§ oV@bdas ne:rétwcﬁk 10
the SMSC 13 in the first operatgQr's network. The
CONB*dlpﬁf losgted ayithin the samecormzy. or Beliksat eoyniry, Gampargd: tgrnetwork

oeperator's network 10 delivers the actual nessage to
the SSCN 24. In this regard the SSCN 24 is acting as
the serving MSC towards the SI\/SC 13 in the first

oper at or etwork 10. The rt Servi ci at ed
AGPE I HRRe U ey PRS0 GORRRS SR ggﬂsﬁwssage from a
deRReloed I*ﬂbfbl?e RM&hbnenVihé %st/‘\%rét&ahét%ﬂgZO td fhede'iﬂ@er In the

Servi ces Application 27 can reside on the S 4,
semndaomefﬂalr ntteorke2holke SMY ercssagh éeln@tmrrkm@lcd byy tl@rﬁMﬁC 13

os&Giftet VAl eee \ée%%? 2?%%”?‘; li}btnétn"a:‘ﬁ G‘\’?es%aéeu e&}&ery attempt by

sch@ihgaflid@fion fuat9fio BIHAUB DR Wissobladd vaith BX 38Gdne dSIWBE L
Services is: auto 'on vacation' response, copy/divert
to e-mail, malicious content filter, |egal
i. I | f rce Q
T IESALLI0, ) SRSt A 1T BRI hcon e
ndﬂ(&@ﬁam?&la thel sighadigl rawgiaghaldee,14] 2f OQﬁatThmIn‘telhgent Signalling
out bound roaners, group nessagi g% or personalized

AHBE NS Jd2R) é%d@teacegﬁsfafh? @EQW}Fi livery cieging épd dontgs pleto the
rﬁé}P'Se?\ﬁPé eCBﬁ’tr&lhﬁo%fgg Jahe SEsReN YerdaMid-e™RE ihBound

re- route Vi a er for Smart Service
dehiseng! attagppt fﬁx&téﬁwﬁld?whd:thcr Snarh Servesee aeddets ichevdmd rdr applied to

hrsalFerEal it Sl Snget Sl prsapistd b esiice the SSCN

mENAEURe 1BEatABphramRlcY! 6€ thOGhBoundeREMHJatRipthor cxample
Smart Service | ogic response, the nessage deliver

m@dlfyeirg)thenﬁyR( qgerjorr@&pew, ovhiglr dsretwnetéo tthec BMSé?ntB in the first
orf e Phe” TR BREEIIER huch Tkl 5% Bt 2y gy e i

opcRRGXs BEMIotk $@1d¢liees te dchial IncbREFA BlceSIMS 2ACEs sﬁly lrdgard the
Se. gl%SI\/S barring smart service or (iv) termnate |o

ciegsting by thy soaviag M dewnigls pheo B 13 igy thepfiesh gipgrator’s
neﬁ\g@fkgid“grﬁé‘%ﬁﬁ S%Mée%%sw}%ﬁeﬁi \gﬁﬁ j@%&b&&ﬁlep R sgé’o%%l network

ave enou al ance se actl ons
205&1’3@6&1‘@6(1315}06@1’1&3?6361’“&65 Applicdtien 27. The Smart Serv1ces Application
27 can reside on the SSCN 24, or on a separate network server. The network entity
shown as a Smart Services Control Node (SSCN) 24 is also called an SMS Router and

that term will be used hereafter.

A non-exhaustive list of example Smart Services is: auto 'on vacation' response,
copy/divert to e-mail, malicious content filter, legal interception of SMS messages for

law enforcement, copy to messages to an alternate destination, divert messages if it is
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i nvoked by the network when handling the delivery of

an SMS nessage to a recipient device. The entire
wEe@sas®si s transparent to the SMSC 13, that iBCTIBP2008/055928

changes need to be made toi1the SMSC 13 or no new

§pecéﬁé i nterf ces. nee todbe confiqured or . lized
Nt F510ARIG SHORAtPR O EEorad TRAM Ty, BRUD RESSERRE of Pripnalize
sh6ANGaENEdntL SAHRSSSGRicE @] LotRIdérddSto R dpgliadHl @ iPthe Gnessage, the

towards the subscriber using the standardized

SN dedbigredticaptis 1I©GINIIvELIIR EheAPMIS BateioforPapart Se®pg handling.
Thoe381\4[g 1§o’v@r eithéﬁe%egl'Y?sC%h% %rﬁa‘?‘t %e%icQY%i(ce %et.ﬁh %t”c to.se%rﬂt') on the
servi ce ogli € processing 1s €l ng e ed. arl ous
SMBYBowér 10y @l lefing@tsne sage bynah itd) gx &afcvihe Sani Brvizovogic.
be descri bed, Embodi nents of the present invention )
Denegding eonviliy STest aevisi lagic desmenifo e Bisesegy delover efgopt may (1)

PERELRITRER &) L DEERERAANE, (L CRER o0 MERR 9, sBhickor i
temnihbte claumessagd eapedstuliyc cgr divihao ftolonsrivmrkice or Gieteohinate
t wo - (i ivery trail .information is added to a .
uﬁ%@&é@ﬁf&w-gaéwgﬁe{mf% SMET VTP S B et I3, gy with
a %&%a]%@gleﬁﬁ/ diet mepdid edﬂﬁlgfirkgghﬁllﬂas‘érﬁééb%%eﬂkésﬁge recipient

recei vé the nmessage (inclu the same network entity
dogh nethhavie egeughdeidance hall offtbesemtiian)are §tandard prosedueskthat can be

. 1 gcal.ly,store aches). delivery trail jinformation for .

iR nE hEERC \FBE BERnE b SEecL B ut MY BTRbE B'a ' Blpient

devitk OB ich@R PréceshRGHaRAGharént td)hePIS@US, HHDIS @GUBMideY need to be
returns to the sanme network entity. Figure 4 shows the

meen &g dhe feYhod43 vilti 8¢ ewrspedYeimifrgrs Mgehdpwee keonfigured or
- ' can,pe oR t [ ian: (i
ARSIV o e SSHB 01 LB S s
deliesgaig Sefn@r ateengidils ivabdr thalsabdvaider edgue stcedamlardized procedures
nmessage- handl i ng service shoul d bei nvoked. The nmessage

(c gk 8 Mkl daeiicehiopard (B 4} SV e SHSE dfels ot aware
RS 3 sSrARUMBIE rocRliro/ 19 B SuARAI er of anot her

opefator's net ery trall information in the
nessage i s inspected. As described bel ow, sone
exanpl es of. the delivery trail .i nformation, are:

ljst.
VEISeReTL Y EOTR Ot CogsHip i ie i B! (5 e deSeribed,

ENB&HRGRs oF (HOBr&OHThntioh MHbGat Wags b guawnﬁeé lnetfwotﬂ'k ;éﬁﬁty to
or a

t he nessage has al ready been forwarded) ist o

redusissbe nbmber afhancachwarie bragudch asssged, ar themek frdiethier degking
a{Q§Hmeen. %@F gethodiﬂroceed o, fol | ow.one &F the . . £

B 4ie RBLoRIT 0l USE M IR ATINE '8P Wat | TnPSTRg: MOH e ©
twael4gd makes use of. At step 61, the nethod inspects

the |ist of services that have already been applied to

t he (Weddiyge. trathanfepmnation Wedddad do # wessags by a network entity and

subsequently checked and updated by network entities that subsequently receive the
message (including the same network entity which first added the information);

(ii) a network locally stores (caches) delivery trail information for a message
when processing the message.  This information is checked if the message

subsequently returns to the same network entity.

Figure 4 shows the general methods which a message—handling network entity can
perform for the first option (i) above. Firstly, at step 60, the entity receives an SMS

message for a subscriber who has requested a message-handling service should be
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rul es to deci de whether the new service should be

i nvoked, based on what services have al ready been
w@ppBilasdsi o t he nessage. |f the rul es indi cat epcTEP200$1€55928

servi ce should be invoked, 1the nmet hod proceeds to step

. 6 th d the .,
ingriefy el TRRPRS FIY B RN G oMY ¢ RUOHE S En ot Sl ageraor's
ne®ortknNadr FEIMEra NRLYRILKr &dTt lahdtBS %%Braﬂﬁtse iRk Whabelivery  trail
serV|ces have been applied. If the rules indicate that
infopy@atiaay 1 e Bersudedisnpspepiedi nypresgribechbclawt pryde praarledsf the
de geriztt%fﬂ glg(’)m@%loﬁ" ta?éo S@s&n fgsr%rvgcg tﬁa&lﬁsﬁtvg olregdryl fa]ae ea%hﬁgd to the

m&dga@s hcﬂo@ d6ahtee (mmdatﬁ@t the Guinider aﬁﬂﬂneythermeds@ge s di\@@dsy been
that are perm tted _before services are _inhibited

fopwadedar rulist ALiphesTiRsrs Wapthe magssagsdis 8 Fe baayf orwéecli between.
TH@&'@@@Q Hr ‘?e%t&ﬂ% 103 GRe O ¢ grahp?ehséglr ¥ 037' de g&né% on what

I nvoke e nHX|nun1nu ops as no
mﬁ)xmeiﬁmeﬁxe ththodehiled yse alfeeds step Glt, ¢he BB tlandditsperts the list of

serV| e to t a e and e ho count er
SeTVACSS H atnt@gfs ﬁ§§a4ys'9?fﬁo@a>p e t%f I%s“ﬁ Fia sn% HERBF Pifed set of
rule‘s sb deéld'e nsRecd afe bl ek Gfould e 1H%H%8db§si8§ “o‘ﬁswhat services

whet her i nvoking the new service woul d cause the
haye ghaagly leon lBppliasl nethel egssage.a lisihb gulek behcatmtblaathue@avxyce should

a int list and, therefor woul d cause . a
o BRAGEr e P el Bbe BB iR FRRE 4 he mosseee
anidr (6 Q%ﬁSeﬂyOtrzﬁI eifofdatRAdInt e HEIYECH USdarQt sd M@ kitbr dekwork
a | oop woul d not occur, the nmethod proceeds to step 63

cngifies eedeieyng &vhpk seapiees kayethsen epliass sHghe rae indicate that the
se?x}fpes ro{lﬁenrot loé ﬁltvokesd dr?%tﬁg%glloce@dgqa Q%ér Qet wor K

Or Who receives ssage un stands the
dellvery trail information, they can simlarly |nspect
make use of the, dellver trail information,

Ams%@% thyoryeaunizs isyinpregtad. iAHsEPrde rlsﬁloplopu%tﬁwéﬂ@? is compared
tofa hgld;{%ﬁ{e%@igat Gh& %&a%ir}{ hgeﬁsﬁﬁ@[g%ﬂ g&%ﬁd before

ersta Ivery trai or mat i-on
semquslaye ingivoee  {fitkd elakinamy ntlmbc:ﬂ ofi nipe mnsabeenrexawdedm th¢ method

not ,upd te t he formati.on. a Si est case,
Prag b slab 48 AR dP Pt 1%18%‘5“1{"1’1‘%% ﬁ@f‘ewxww jnuftiber of hops
hals %Bpﬁé%te'x@&d%@ tﬁ@ﬁﬁﬂﬂﬁ%ﬁ@&@d%‘ &dp 63 arRPRE ServRBYs applied to the
I nspects each received nmessage to check if it contains

messegeckaldithehgp ¢quatdr in i onessagconupdiiagur e 5 shows t he
met hod perfornmed by a nessage-handling network entity
to achi eve the second option (ii) above. The

AIBSH &F e tHeaiibkdrngr met Woihkpeeiti t Xt Stpress tidehicthol Yehbldi Whether
state i nformation for each nessage processed by that

imegking e ngrospasadeodd wawssdbemepagdio kealorweted wos@bscrlber who
RS AR ars T BS SRY G BT O WSt P ONRE 2l R1iEe IBSFRYR o' 1Bp would

occur, the method proceeds to step 64 and the service is not invoked. If a loop would
not occur, the method proceeds to step 63 and the service is applied to the message.

The subscriber list is updated.

If another network operator who receives the message understands the delivery trail
information, they can similarly inspect and make use of the delivery trail information,
and update the delivery trail information. If another network operator who receives the

message does not understand the delivery trail information, they will simply ignore the
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carried by a nmessage. Firstly, at step 70, the entity
recei ves an SM5 nessage for a subscriber who has

WO epaaserl a nessage- handl i ng service shoul d bBCT/EP2008/055928
i nvoked. The nessage can besreceived froma subscri ber

ithin.the sane o or S rk..or froma .
acfiydeit, B BRMEn SRR ofiClos ruplEe 6° fuofhen” A s siplept pase, a
sitdl® nBR&sia@erkidr iaddd AR d@eehVvesd] MFesadenits Gheeksshee which it

a ainst a stored list of nessage IDs. If the network

iang 1REPSCk ceagh reessysdnacssged v icheakt M git (cpatains tthe delivery trail
]nh%%&%%}es that the network has not yet processed that
nessage and so there is no potential for a delivery
| oop. Thus, the nethod proceeds to step 72 and permts
the service to be invoked. The entity creates delivery

Figyrgi  shpws ofhe nethadncsiormpd On # tmessegcctandhag) pefworky gnilty to
t f
R

deﬁSeryFtragjluxtete 3ifoehationTior $adt atessagabarcomtd by thareanmatongsade a
e ( baI age | D, t el ephgone nunber, of
%&ea@ie qfeeé P ﬁ‘PSf‘aﬂ’&SS&ﬁ?u Eﬁ%\ e;?%ﬁ?ﬁé%‘?ﬁefﬂoﬁ%s 1 ymgssage ID

cam 9} hehesARt extrliB! at BEP rﬁojameoghtltﬁ%defv@g R IS $h&@PBage for a
IT the network’entity has a corresponding ID in

subscrrbelt iwdio, hEtShmquwed adhewageshandhng tsmlcne&tlmhdkbm m;/oked The

revi ous roc ed th her e,
mB G B by yReRGERel RO RE T BRE AreriSh e o, or
fr&frav bubBcritfer oTvWak@dr opéra®l e mhehBorkNeAnsleponkingthiskadge ID in the
checks the stored state information for that nessage

regqiyedanesspgsp's Pheakine againstraystered Hptrafmeessage 1Dse If e antreqrk entity
hal5®° @&?es{a?&({iﬁ% i) 1n( iy sehstt Hl%n Yp §ild d?ﬂ% ma Ither S&Wo h%g1 flot yet
nessage a een

Service 1's 1 hvoke S preV|ous
pracasedli fhiae picsabe tandtsonbsisaigeo potedithd ot atc&hlvﬂfyolbﬁp.t ITHus, the
i ndicates that the intended nmessage recipient has
mEPPL RERFCHBA SEPr BCi RATIBNG HraVine 42 Rganvoycdiell g gntty creates

de’h@ t'raﬁl abRuhf af?&i: thhﬂ? &R QA PT GHEGHS frﬁoﬁ’ﬁa%gn @n be

does not apply the new service.” Returning to step
stﬂréd i fany lseitatafem nﬂ Btosgessuchats &Al\/bdplskm Dhtabwst (o.gcstore 28,
the thod proceeds .to step 75 and. i nyokes. the
FiglR, Dogt TSt Be i pafien | cen osiprise S ERpiidcrevtae 1D, the
teRENGrRERMAISS df%@sshgbv%ﬁ)‘i’enft Qhd tdpRioRRES &GNV &cddUSmp and other
options for carrying the delivery trail information,

cootexalahgﬁ@agi@on DRewrmlhg o stes 3 hgié thei Hetwoerkwnbty tesicoiniseppnding

ot e it ten ) AL E Bl s Pl bl Brepua9 Shrafbssed the same

m&RE G t{l@regs a%ﬁﬁ%ﬁ Hat 2 4ciVerpIodiRilRédcud dtigc ictdRpvice is
text to the begwnnlng of a short nessage that is being

ineaisH e A tipigR et Aptwotkeaion besks Tl sRTadd#e iaformptson for that
rngs%Qée M. tRE Qtelg he tl?e()&%t}p liettMnes if the intended message recipient (i.e. the

user who will receive the message if the service is invoked) has previously been a
recipient of that message. If the state information indicates that the intended message
recipient has already been a recipient of the message, a delivery loop is about to occur.
The method proceeds to step 76 and does not apply the new service. Returning to step
74, if the state indicates that a loop will not occur, the method proceeds to step 75 and
invokes the service. The stored state is updated to reflect the new service just invoked

for the message.
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text nmessage and is hidden by adding the <CR>

(carriage return) character directly after the text
wGeomk/134983 , when a term nal displays the nmessaper/EPives/055928

proprietary text is overwildten and i s not displayed

to a user. .The <CR>.char.acter .shqul d cause the cursor .
VAU RTRRT far IS B Y iR ey G pr R BY with @
mES&NRil NBwobe dR&idcddne and to display the remaining

text carrying the real nessage, thus overwiting the

"hidden text' characters. While the <CR> character is

fefr t haracter which has the sane

:Hg#ﬁg?%ngm?ﬁgxg%ﬁag%ﬁgracter can al so be used. The
Inhthiddasthbéxd netaorib entits @dsponsibleway cxdtiutiflg lassniaoysrvib©{(dg. SMS

by the network entity creating the hidden text and the |
Rojienst R 2R AP @é%ﬁ den text &y theheawnpig iy shogiygessage that is

e . .

bHEE LA HER ol - RFARAAT e HRnIELR A hnip B bogsy of the
texthaesegeandfs hidddebytaiding fhhe<@iRondcarribget setdroy whargetethisectly

SCI | character can be allpocated as follows. Bit .7 )
ofE G LB PP %@@nﬁﬂfﬁ@plﬁm_ AP B8 SLAROPTIE PR 1s
0VRRyBirOride$ RONESH 1BRATEI B! tThe (el %&%er@ﬁ%_@@/@use the cursor

i s/ has been divert'ed Bit 4 indicates nessage is/has
orbide ieroupil dispB to Inmediatelypretiow tit de beginnimgef thf lingrandtto display
services that have copied diverted or autg-respond ,
g e, 00 B RP G0 i S Bt B e
ch@eeftR. eWdiile RRW<CRE dhabtc@fis prefiritdl Eny SEbY cleh@t@GhBiEh has the
can be allocated and that there are many ot her
sapigéicpy as e HeReshiraeteeanmdsoticdisedh t ext. Al so, the
nmet hod can use two or nore ASCII characters foll owed
by the <CR> character. Additional ASCII characters can
THeehiddad tdx0 ce@rbeyusodén ar waprvehicl is andves dageby denthetwoslt entity
which will allow a nessage sent by a first network to .
crepiing dbi hidgleetext ang theingtweqik bty apiopsibleder shrekiag forp apdacting
T [ : j f
b B PRI L e RdARRT OF LREMRELne 1RHAGAGH 0 use o
sifipt Vi€ charecteraofdi@tdaneteyt. t Tae binagy) bho Ggmindéhis ASCII character

addi tional information added to the nessage is hidden
CaP%SﬁhgcaLt@ears,fglﬁ‘fw%oes formpart of the SMS nessage, and

usesgijgone of the -chehatligtsst hat woul d ot herw se be
avail able to a user to conpose a text nessage.
TherBif 6re, it indicatesinesshfals/was an auto-response message

Bit 5 indicates message is/has been diverted
Bit 4 indicates message is’has been copied
Bit3-0 hop counter — number of smart services that have copied

diverted or auto-responded (max value 15)

It will be appreciated that this is one example of how the bits of a single ASCII
character can be allocated and that there are many other possible schemes for using
hidden text. Also, the method can use two or more ASCII characters followed by the

<CR> character. Additional ASCII characters can be used to carry one or more of:
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that the anmount of hidden text should be kept to a

m ni mum The hi dden text can be used in a proprietary
woreoueassoby the first network. Alternatively, dpd¢T/EP®NL/055928

operators can cooperate toisise the hidden text in a

consi stent manner,. w th ea etwork increpenti t he

hop o HRCLITSY ot i LA eSteen] B At fehvork to

SerV'Cﬁéiﬂaﬁﬁw@QYﬁthﬁ%ﬂm@?&hﬂ%@e&&h&ﬂﬁ,ﬁﬁ%&aﬂ%tGQhﬁék;by a

4-6). Wien a network entity (SSCN, SMsC, SS

Appl i cétopedilclvenepaliss a message for which a service is

(2 22 PPy, 15 M B s SREF bt BP0 e

bl unt gEeRanirsim for detecting if |oop detection hidden

text is present. if the <CR> character is present in '
Althyiugh pbe jaddiganal tintemmeatien hdgsdcioutht encsageciydudday apm 4 fuser, it

abave a thresho val ue (e, 15) then-the nessa S
A kO F B Bebel Sudt pZgiiott Y e EFEIRGRL S would

oth@lwRelt SallxbI6 &S aake @Bl ®tpobes ked mdsigee XaFRlf6re, tU$ Esirable
can be set to: not divert or copy_ any auto-respond

thatetge ageunt o hiddge ¢ shapbhbr lkept s BHH®EM hat are copi ed

or diverted; not divert any nessage which has

previously been diverted. If the hop counter is bel ow
Thehéidden esdxol ehnvdkb uesedt e hopropradtamtye mavadrudyi she first network.

increnFnte (bits 0-3), the val ues of b'Ia 4-6 are .
ASPrteEYa i G ARSERIRTS R FCPRRAE HR VSR RS t‘é Fhipxt Hy@ consistent
mhttRt, WEERARREE ihQehbRiPEE 0P couhfer Yltlﬁs -SFand §d(|ﬁ§% ;c)o the

present then the netmorklentlty cannot check if a
listwof derocasithatdiavé beenrpphedntoehe wesshgpdithdsd)been exceeded.

However, it inserts hidden text plus the <CR> at the

begi nni ng of the new nessage before copying, diverting

Waen @%E&&E%MZQSS@N , SMSA)ISS AR Stion ) dEW%ivRE b WisKage for which a
entities which recogni se the neaning of the h|dé%n

sepvast is dabe inyekesc thetigevork @by t ext . This nethod is

advant age at he body text .sh d ways b
oG ey 2e SUBE DS afr G inrErenat by fo u as o blun
Pr otQEPbSisAIfEr USQHinb StIVEe BetbMdnNE WAkt QPRERNOr S

(SMPP, GSM MAP, ANSI-41 MAP, etc), and irrespective of

whatif tthep e (> whprabtes ds treeshntoiro gyis tiwsitioar thanaths heecounter is
(MR ko LRSI AET S8 e copi
descoibaded BE a@BGOsHoRBe D BHAEHONIBSHAGE ServiRRE tarhlsé BRecked.
encolgolrneg(arlnls)lef I1rqu(:fes can be set to: not divert or copy any auto-respond message;
not auto-respond to messages that are copied or diverted; not divert any
message which has previously been diverted. If the hop counter is below the
threshold value, the hop counter value is incremented (bits 0-3), the values of
bits 4-6 are copied and updated to reflect the service that has just been applied

to the message.
e if the <CR> is not present then the network entity cannot check if a loop will
occur or if the number of hops has been exceeded. However, it inserts hidden
text plus the <CR> at the beginning of the new message before copying,

diverting or auto-responding. In this manner, any network entities which

recognise the meaning of the hidden text can inspect the hidden text.
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User Data Header, which includes a nunber of
I nformation Elenent ldentifiers (IElI). IElIs in the

WO 208439383 DO are reserved for Short Message SePWI/ER2008/055928
Centre proprietary uses. Saetions 9.2.3.23 - 9.2.3.24
of 3CGPP 23.040 describe the UDH header. This nethod
carries information within the User Data Header (UDH)

T BHB6d iTesSasesowli ShieaBode dfsedt kRo@t8Ghyd M8 forwarded,
presence of | oops, or an excessive nunber of

ireseadyedohyybat imeenFivask psetoerts @mwuwdrb@t\fé@eﬁetsvga@éwari< operators
r sl
N O R DB L SE RO s
tectmoldgg Sthe Vathildl uscalGRM| SDMAd:td N stk rtic eI ehlu@@bﬁ/the text
trail information. Advantageously, one of the IEls in
figl¢yarecamg®nco- DO i s used al t hough any non-reserved | El
val ue coul d be used. One exanple way of coding the I|El
octets is: Octet 1 IEl value xx [Loop Detection] Cctet
B#&id EDH sretlidd (set to 1 for now but coul d be expanded)

3610 04y leriben fneboe alghon tessoucha ik oo Maseagie is the

Udcs /TS HRERR, Whi¢s rlﬁ&ﬁ*de@ d nﬁnbé?%f%ﬁo%&aﬁ@rﬁ SRRt ﬂeﬂﬁﬁers (IED).
been copied Bit 3 - op counter - nber of smart

[Ede iy ihpexingh 410- DG aee wplrvedl,foxj Shent tl\é@BS@ge aerve -Canggandprktary

wbEese B e o0 gt o GioBR e Pt HrbfiSe T DuERLes
t hat have been invoked. Wien a copy-to, divert-to or
aut o-response snart service is invoked on a nessage,

Thi emﬁé@@\mﬂmfénmf@lynatloa hedhke ithe {frer Inp Iheadet pf short
% fer Q%ﬁ@i Can Be ea td etgt{t?ﬁ%eﬂ%s%ﬁ@ ‘SplotOH%e ol? 9R egg lﬂﬁtvg El%llﬁlber of

‘hecke Oop-cou 'S &b
fotvbdr&ﬁlgﬂl dr heaintﬂ@‘ntaheﬂﬂ chh emaRSs agBsdgs d30beig® md)reﬂavmg previously
f orwarded or autoresponded I nteractions between
begp) diverg, gprichpicyte-fpR¥Ed using stored rules, in a
simlar manner as described above for the hidden text
nmethod. If the IEl is not present then a new short
Inmpssagdimant 06 st mathbdch smdresérecdJBH value is used to carry the delivery

trail information. Advantageously, one of the IEIs in the range C0-DO0 is used although
any non-reserved 1EI value could be used. One example way of coding the IEI octets

is:

Octet 1 IEI value xx [Loop Detection]
Octet 2 IEI length (set to 1 for now but could be expanded)
Octet 3 Bit 7 for future use
Bit 6 indicates message is an auto-response message
Bit 5 indicates message is/has been diverted
Bit 4 indicates message is’has been copied
Bit3-0 hop counter — number of smart services that have

copied, diverted or auto-responded
(max value 15)
Octet 4 etc. for future use — can be used to indicate other as yet defined smart

services that have been invoked.
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containing the Loop Detection IEl is added to the

begi nni ng of the nmessage before copying, diverting or
wW@eieAsespondi ng. For the same reasons as descPCDEP2008/055928

above, this can aIIom1othen7netmork entities whi ch do

ecogni.s erform | ogp on. .In the
WHELR YRy i SR hon OS50 aledttpgs. te
n&&%ﬂg&ﬂmyneeds to be added to the first segnent of the

message. Figure 6 shows an exanple call flow which |s

i mi tdhgeledf the I@OQMWIDbéEI isgresefit; Net wor k Qper at or

u3|n t.er m nal Subscr b send sage to

a ‘s dbitdr pBaf eV e tarenonle: Bt G LR Bt JER %gpscountef s
b' , aboe t@“@lresﬁoldf@'hf@ fhch Ql‘i@nfék‘s%?& & ﬁ&%pfgd emdedi d%huto-

a nmessage divert service. ows - Divert Loop

Det aesriondedssinigra@msis deypien vervisd ate ok sheakbdrusing' stored rules,

subm ts.a,short messa oca r

oot ST e TR R 0 el By ol fRlac PRl

peoCiEehy B i 261 frescavhirnc ﬂ‘m%/kho%{\/&@ssa {sebSudt@d and the UDH
deliver the short nessage to subscriber "b". The

mes s@g@mleg ithesu Le@lp iDetectien &L vibpidedf toNGe \h@gmnmetrfatﬂle rmeasage
g?ra ¢ o:rg tr €olep %rhgg §§3 ’&gtoerescpng ?181%%6 |41§ t %hlggg G rﬁas%ns as

a dideséribed earbw@; &hfs Q@ah oW dtheM@dtwORkSSAEes msudhe&dr‘remagm@b the
5 Message i s acknowl edged to SMsCl 6 The smart service
app! iE & PyferauBap deteglidlew nessage to the SMS Rout er

Indtﬁétc'agbegf F%{%ﬁﬁ sh@ﬁ rmesga%es gffeel oﬁq E%‘nl}éneeds to be

di tiona ormat1 on I cat ssage
zﬂha$ubmeﬁﬁﬂmmgnﬁmdfﬂﬁrhﬁmqg.nornal NAP procedures
(SriForSM and FSM SMS Routerattenpts to deliver the
short nessage to subscriber "c". The nmessage contains

Flgﬂu%qff §h0kx@féﬂré@hi_}g@"ca'llrﬂ&v@ hidpes Ratiakesd %rsu()%%r of of R&twork
Short nmessage he nmessage is int ercept ed 1n the

Opeataod kusorg tBHmWwirMSQJ(SﬂlhiO@beB agetisle hamhessage @ubsuimrﬁfer > of
"c s a.diyversion s rV| Iso
N%&VOH@ O s Tsstr e e TR SR fgspf them

£MBisted @veleldrvigs. the short nessage to subscrlber
" The di verted nmessage should carry the UDH it

recei ved
Call Flows — Divert Loop Detection using Basic UDH Method

(13 ”

1 Subscriber submits a short message via the local SMSC for destination
subscriber “b”

2 Using normal MAP procedures (SriForSM and FSM) SMSC1 attempts to

deliver the short message to subscriber “b”. The message is routed in the

network of Network Operator 2 towards the SMS Router.

The message is triggered for smart services to the SS Application.

Since “b” has a divert service so the original message is terminated

Message is acknowledged to SMSC1

N U W

The smart service application submits a new message to the SMS Router
destined for subscriber “c”. The message contains additional UDH
information indicating that the message has been diverted.

7 Using normal MAP procedures (SriForSM and FSM) SMS Router



unnodi fied as part of any diverted nessage The nessage

is intercepted in network of Network Operator 4 on
whedvalissosd subscriber "d". 9 Subscriber "d" haBCHEP2008/055928

diversion service al so. Usiisig nornmal MAP procedures

g S T IS A AL S VR P

cardfoyltatlﬁse dNQ’d informat&i e dhd e dtdrechdas (PPHY oFf thaNYort
di verted nessage The nessage is intercepted in network

of Mewsags Kheyeesagsris 2nteiscpiedhan theotetyailksalr Nefwork Pperatay

Th [ gered for smart services to the SS
e‘?lca%h%%f @%gﬁé%ﬁﬁt servi ce application understands

gt heSdﬂ@bhbdﬂf’ﬁf l'mta dlﬂet@i@d seifvidehiiso! ditiaior@dl M(A[PSprod:éiiures
exceeded it not forward on the nessa 11 Since

"p" (Sﬁlggrséwoﬁr\de’? $Mé eNIPeé atts@phy fogfleliver ﬁl%s%, megsage to
t er ghhafy %ﬂ «d2 "Mnesﬁl@gﬁed the g \4‘4;119@%% e INGFAt %g’celveda

Because the short nessag e n detecte
poI uroyodoftd @npdrhef &Iyadlmmei messegafﬁlye siehuapt ist ineercepted in

T b o e M 0P AgR PRl PR L6 o 15 A

9n eV\Slﬁﬁ&‘iﬁer Megsags LNALeRidNGhehhad iy eRingn niARalCcayapd
a loop is submtted to the short nmessage by the smart

se rM’DQ@iulﬁ Cﬂﬂ @ OTSMV\ﬂnds RSM) $MSEdgetanptsied idekyadthe ghort

subscri “ te 15, 16 d subscyr.iber
o SRRSRES s e bRT oy PR oY FRE eSst RnB B Gath 1 TR P T
be%c@bé@hﬁﬁl@dﬂeﬂ] @C]Ezﬁf NG WivbRed Medsbag8eTNd Gfessage is
settings) because a | oop occurred. A user may choose

t o ipfseepediinaptwosle plNetavosle Opeigtps 2a0n kahald of sybisrmbert hi-s
ﬁgl?eggle%%%g? & \fr? erddUEoy rh%{aﬁ! ?egg%eslgo? H%6S$]g%ppTQ§[10n. The

ssage a
optsmalsetﬁicbaipﬂ)ﬁdaﬂd@Huﬁ&tdﬂﬂrﬂs Tihe SUDEL hdoknadtien amled thbe
UDH header of GSM short nessages in order to mark
mes SWgRsT aflhaps) wgexaﬁ?e@e# el neg{?iné%rd&al thei§s528% ponded.
1S BL0nP 008k ERRNANGESEN WGl EliStoritRaas one in

t he range CO is use 0 oop detection purposes.
12Thdwhm@g¢nakkmnﬂcmyﬂaoﬂeﬁkﬁh the IEl can conprise a
e | D an be use

message | D. The short nes &ﬁg a
1o oBe i R RSt ROR ALY P05t fOUReAPEHcthe
SaNgndfe 3&GALE may submit the original message to the original destination
(“b”)
14 The original short message is delivered to “b”.
15 A new short message indicating that diversion has caused a loop is

submitted to the short message by the smart service

16  The “new” short message is delivered to subscriber “b”

The final steps 15, 16 send subscriber b a message notifying them that the message has
not been diverted (in accordance with their service settings) because a loop occurred.
A user may choose to update their service settings after receiving this message to
prevent further loops occurring. The sending of this message at steps 15, 16 is

optional.
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Is received by the network for a second tine. Thus,

the nmessage ID allows a network entity to recogni se
wob@s/1349685 nessage it is handling forns part of PEr/EPmPS/055928

Preferably, the short nessage IDis a globally unique

i dent i fi f .the nessage. One way of creating a
E{Bﬁﬁ@ﬁﬂﬂyﬁﬁﬁﬁaﬁgﬁlD is to begin each IDw th a code
TR n§dihddS ald® i vEKE tHeOUDHE hB&InTKG 9P ElRirO inckigls 10 REIcRtmark
" ABC has code 123, operator 'DEF has the code 124
messegcp aphecinge ARicHebrcopfed: oreautprespandsas. als dickeredong of the non-
i e it hi t r hod r
el AR N Ml bR st R GPOBR St I TodEd iR fgh Blposes.
network entity is as previously described with respect
to Figure 5. As an alternative to, or as an addition
Theoinfsaation peptaineredslgdEl e porapssiBgesast He. |The shay message
IDF&@mMk ﬁs@fi %g 'E%ésge{ge Q%e 4 oﬂieén'ti : yidéﬂ'ti% lwhglfl tﬂerk%me message
nessage, such as a |i1st of subscribers o have
1s recaicd by thh ectwesls fger sethrel mat hddhu$,ahe presags $Drajlotve@ network
nessage at. a pessage- hand) i.ng net k entity is as
e BEesscqubtr MEdaCsH o't b SHERS oS Bt 6 & 10am chrefprably.

thS b ﬁ@srsé(%ecﬁ_) apRl LBl niBS SdchaBicof AR helReSad8nd tvay of
can identity if thrs méssage has previously been

creaspigedglobiliyevniget U? intet begin esghold @dthfa ovdet Which is unique to the

R R Bt CHEEIST RS T ERE (anPPRPE BRE BF (B ode 124

ctéB'S TR @chiginddreseineerd thih HeNBRSASE VALY I \difilcymanbbr NeMiGR that
detect _a loop. Figure 7 shows an exanple call flow

nofifierkh The methor feeprosgssiestipgeasbagerID af a gresigeherdling network
RS e Bt OB AL B8y PR 2 2 o °

ri wor k Oper at or 2.
Subscribers '"b', 'c' and 'd" forma |l oop due to each

of them using a nessage divert service. Call Flows -
Appy BHEMAtE o Dot Bt Bl1ting g Carpnmha seestasr INeporesage, the IEI
u - ma ' . rf : al .
L RO N S T e S
supsavibesurtlesh{vBredeovc8vhamdsseSh) TEMBEhod tforeprptssing the message at

deliver the short nessage to subscriber "b". The :
« sy ding St FRID S o BIBTRD G REeOTH! Rt Figgre 4
whear geat N@riABafiithidn rdddRcHBS SREE mdsdel! BABMCReMEy if this
smart services to the SS Application. Since "b" has a
melisygsr hasguexipesdy beent ¢piask idiyierfad omestoagsponded &pmi thatiefdrmation

REFRSHE RSIR SO0 AR BT BGRB8, ecion

of the message has received this message previously and hence detect a loop.

Figure 7 shows an example call flow which is initiated by a subscriber ‘a’ of Network
Operator 1 using terminal MSa. Subscriber ‘a’ sends a message to a subscriber ‘b’ of
Network Operator 2. Subscribers ‘b’, ‘c’ and ‘d’ form a loop due to each of them

using a message divert service.

Call Flows — Divert Loop Detection using Expanded UDH Method
1 Subscriber “a” submits a short message via the local SMSC for destination

subscriber “b”



destined for subscriber "c". The nessage contains
additional UDH information that the nessage has been

walewenssss Usi ng nornmal MAP procedures (Sri For BM/BPZN0S/055928
FSM the SI\/B Router attenpte to deliver the short

2 o OO b B P Sl s P AR BaRp GSEn dteippirc!

MeSE&Ager thENAoNBESAGR tb SubdkiBECaPt ade infbstdpe DS kn Bk
Net wor k Operator 3 on behal f of subscriber "c".

Subsdvprredt Networka@peraw ddewhigh theebMiSdousdrso.  Usi ng
3 ot s RGBS 0 SV e B per

4"d" Sma'dT&)”diaS/ edivee seRs@ageths beidindl madshge i hemifdtd t

recei ved unnpdi fied as part of any diverted nessage
TheMﬁﬁ%é%ﬁé‘Ck%owlﬁ@%ﬁé%;gR@ﬁpi n the network of Network

6 qoefl?et ar?r s&%o@%@@lléan% SEMREES hBE" meds ~age t%%%&rl\li@q{o t

has a verS| on rvice al so. Using
pr odaedmdeio( Subdeoib&M “aird TP&SMneWcmﬁenmrmddlttonal UDH
del | the sh rt mess e to subs ri ber "b". The

di VI8 %n?ﬁ%‘@la ‘aePP;?h‘f@ﬁts ‘UDH it received

7 unngghf 'n%?m@ls MR trr@fed@Ry (dHIershe dnleESagehd R{1SBERRGe
is intercepted in the network of Network Qperator 2 on

behateinpts teudsteer ther shbbf meTage rressligribes “eT.i G mexdsdgor

smart  ser Q t

sor el fisERCnl oo do AT he e TR Mt oor
andmegdsagdrernk anovedgd ik E}ltbﬂ&fe?tédmt tHRMdtREikCaHt &woRaDpkhtoy
message has al ready been forwarded by the SS App it

Wi I30mb@haifd?rf\ﬁlal?sﬁﬂb¢f the message. Since "b" has a

di v Wj..C th r
A R T e
nes(SagerSermdhESMb&nS@@tmm@ck toadelavepahd shyoropidseigettbe
smart service nmay submt the or |q| nal nessage to the
L%Iﬁ]érq recelved

or i sgl.bmﬂbea t-i Ht ﬂl&ﬁl@@doﬂyesslgge Thld gy s
[ nd| cat | ng ?Se%drygf rilg%r;[]éah%lggsc é&gféegﬂigﬁég%% i?{ge?&%&g n
subtie htwark of Nasvarh @peratessagechbif of kebssnbart“dSer vi ce

9 Subscriber ”d” has a diversion service also. Using normal MAP
procedures (SriForSM and FSM) SMSC4 attempts to deliver the short
message to subscriber “b”. The diverted message should carry the UDH it
received unmodified as part of any diverted message The message is
intercepted in the network of Network Operator 2 on behalf of subscriber
“b”.

10 The message is triggered for smart services to the SS Application. The
smart service application understands the UDH information and if the
forward ID information indicates that this message has already been
forwarded by the SS App it will not forward on the message.

11 Since “b” has a divert service the original message is terminated

12 Message is acknowledged to SMSC4

13 Because the short message loop has been detected, as a policy option the

smart service may submit the original message to the original destination
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16 The "new' short nessage is delivered to subscriber
"b" MAP Met hod The Mobile Application Part (MAP) is an
wW@ppBilzsasi on- | ayer protocol used in wrel ess nECTP1088/055928
The ext ensi onCont ai ner parameter of the MI-ForwardSM
MAPﬁ eration carries additional information about
V\,heQ r the message has been subject to divert, copy
1401 Pl GridiRs RRAIS MeSaLY is@REverddiostbaddi tional i nformation
can be carried over the SS7 network using the MAP
13pr od ety edort Amgsseen iindicatigethat vesyion rasreepd aglopnels
Shogho RSB 96. G0 YheNIRanaddihigoal information
spem?nyl Ng previous ¢ i@d, - divert and aut 0-response
160peTiad trens shioet rieaBadds e délviefedito batisoribdrob”t 0 det er m ne
if there is a possibility of a | oop. The additi onal
informati on can conprise: a |list of subscribers the
ﬁ,%gﬁ(pas been routed between; a hop counter; a
Egl oba (fy uni que) nessage | D, as described for other
Trenblotilerdyppiicatioe| Rare(MAS8) isaars hpplicanes kggepiotbc@SMed in wireless
net wor uses an_Sri For SM MAP oper at | whi i ent .
nemfﬁaﬁ%sn?é@n@@ngﬂnﬁnﬁ PR 0r 8 HHabeyrM AP operation
cabrids B dn@N infdiftiSNVREo S @hithSeME hi8aRhRIst LB SSBRSE toNdjvert,
a subsequent M- ForwardSM (FSM NMAP operation desti ned
copy rort dweo-KaSpo1a rghiiery. tThes ddditipmad tinfonmatidys can be carried over the
igure .3 the S liver, call flow consi.sts of an..

S, FERP TG 15 AT st enr Gl aRETRG S Misr g heashor
m&Rhde EdroWeWnttehaddtidnal irféin@eioR Yspacifihs pfdviRRk copiedOtivert and
Network Operator 1 using term nal MsSa. Subscriber "a'
AUEETRIBOREC nePsgEs tapdacapulse thip apforpyatigry toyedogsmine if there is a
. S r ' .ar [ .
porBEHRLELe Bop R GBRT inBomuichcflbmyBise 3 Gy BPSlosBliods the
mé&Bigd 8. beCalrbuttd desveen;D ey cokma aliglobally oniqus) messMAPID, as

Met hod, 1 Subscri ber "a" submits a short nessage via
depgitber SrthesgmrbodBpeiifest i nati on subscriber "b" 2 Usi ng
nor mal MAP procedures (SriForSM and FSM SMsCl
attenpts todeliver the short nessage to subscri ber
Délbery dhe shests agssags in oudeld netwotiseusee tano BKFafS MNNIMBT dperation
erator .2 to he Rout er. . The nessage. i s
W R GOPLH SHAE (o0t el K90 RO GPTEdo o he SMSC
shall RER tHR"shbARSn@&saleViRTd sub8ENLREMICFSMMArdENI gFBM) MBPS§Qeation
is term nated Message i s acknow edged to SMSC
destined for the MSC handling the destination subscriber. In Figure 3 the SM-Deliver

call flow consists of an SriForSM and a MT-ForwardSM.

Figure 8 shows an example call flow which is initiated by a subscriber ‘a’ of Network
Operator 1 using terminal MSa. Subscriber ‘a’ sends a message to a subscriber ‘b’ of
Network Operator 2. Subscribers ‘b’, ‘c” and ‘d’ are part of a loop due to each of them

using a message divert service.

Call Flows — Divert Loop Detection using MAP Method
1 Subscriber “a” submits a short message via the local SMSC for destination
subscriber “b”

2 Using normal MAP procedures (SriForSM and FSM) SMSC1 attempts to



The smart service application submts a new nessage to
the SM5 Router. The nessage contains information that

wo bmsiesosaige has been diverted. Using normal MAPI/EP2008/055928
procedures (SriForSM and F3) SMS Router attenpts to

el he,short nessa subs ber "c¢".. The, EFS

S B R SR R By T diseeS i roytee T Me
opt A@Raik SPNERSHOOp&ak 2itbRhirdVHR PSa®Ri&r . The
message is intercepted in the network of Network

3 qOeT%ﬁmﬁssegeolﬁ tiggseddffopsmart pyEickHierthe 88 Apeub@t@m ber "c"

4 hasgg duyver, a Al <G |1ccees AnR Qrig i ”OrH‘%‘é ted
procedures nfn
5 ddM‘é@agéﬂ%cBMlEdg’@SﬁSg&S@D subscri ber " The FSM

MAP operation contains divert informati on | n the
6 opt ThsnamarkxeTeies isBPl@ERR S1GTRYS MAPYBTsast ierthe HES Router.

MESFRGRcdsSod Jbﬁlgﬁlﬁsgﬁgo%%?ﬁ %Q@th@ Et? gg ey tgé'g‘d‘N%ftE

Operator 47 on Scri ScCri
7 hasUsingli nensi ovAferprocduab s(SnPUsSMg and)rFISaM) MBS Router

procedur es ti For SM and FS tte
del 1FEP% H%&% GF ﬁh&a%”@%geses dopY P %fr Insle %%%4 P&

VAR, RBAI0A dRhitOak & N8 foRth ¥t inl i O(Fﬂi‘i%hhlo&téﬂ@lotnh@ontamer
optional extension contai ner MAP paranet er .

rresMa\g’epargmlem eTlaﬁepteef@ge ms irtercergedvrr It:heonetwetlwof Rietwork

at or subs,crl ber "b" by the SM5
Rou %?ratoﬁ'ﬁémﬁggglgﬁé ngcr}bre]f dgered for smart services to
8 t heSyBScriiep! t’CRds! OfiverSloA Gervide alddassmgdiovihlt MA@ prbERiutdie
or|(%| nal nmessage is term nated Message i s acknow edged

t o SuEPNerdy %Mt)rﬁé%%rattteme@s@géehvebpshm@orbemqsage to
gﬁtbsﬁln%% ‘?—f&ﬁr a&”.?ﬂ?eoi:wv MRS | gQrahH cBIRnS (ﬁx%r?/ b6 Bi%n i

e ori gl nal” nmessag he ori
destht napiigial (& n)sm]iheo@tram@r NIAFS hp}arramﬁelssage message 1s
deljvered to "b" hort nmessage indijcatin

di vle%ie@ﬁdﬁaéh% a@rgv@& af Nswrk Onstasen ‘éPéd?e%l?b‘f Phau ﬁlal?etr

nmessgge by the smart servicel6 The "new' short nessage
is delivered to subscriber "b" Unique Message |ID
9 Metfuddcriber ’d” has a diversion service also. Using normal MAP

procedures (SriForSM and FSM) SMSC4 attempts to deliver the short
message to subscriber “b”. The FSM MAP operation contains divert
information in the optional extension container MAP parameter. The
message is intercepted in the network of Network Operator 2 on behalf of
subscriber “b” by the SMS Router.

10 The message is triggered for smart services to the SS Application.

11 Since “b” has a divert service the original message is terminated

12 Message is acknowledged to SMSC4

13 Because the short message loop has been detected, as a policy option the
smart service may submit the original message to the original destination
(b

14 The original short message is delivered to “b”.

15 A new short message indicating that diversion has caused a loop is

submitted to the short message by the smart service



10

15

20

25

30

I n previous enbodi nents which use a nessage ID, the

nmessage IDis carried within the nmessage. In this
weededssyent of the invention, a nessage | D is POL/EP2008/055928

carried within a nessage. hkastead, as illustrated in

[ e.9, ,a nessage- pr pcessi etwork .entity
Hf ?ﬂﬁiéngSQ&ﬁB§§%§%%ﬁ%ﬁﬁggggg%ﬁggﬁggﬁ?ng contents of
the nessage, such as the destination address and

nmessage text. The nessage |ID can be cal cul ated using
Umquall\g%sﬁg%m Mtitked oper at es on these fields (or other

In&ﬁév%% snegn‘tgodﬁllglstg ﬂfcht Igg a%e%ggg%D %eqr%s gg L 1'3 %n;%%d within the

IS uni erres

mesS@deC Ulnathes afﬁs(scaglenﬂ dﬁ' thE Unedntion, ©pesait D 9 rhot hemed within a
contents of fields 81, 82 of nessage 80. This avoids
MEYiach e dStead: @ariflystatodeins SgaTq B, i IRFMSTREOCRBYEaBYWaHY cntity

caié&?a!’té’sf rfﬁe%@s{] Zlggﬁa%e&’ro‘ﬁbleﬁ%ogo%o&%@a&ﬂ B 'h%%saé’ee,té’ﬁ{%ﬁ”as the

net wor a recel ved nessage is
destipjtion taeldraso and dnaseage, tegtopifhormasdge- e spord @émﬂreit@cb using an

| oc store of nessage i s exam ned t e
al%%@@fag%ﬁlﬁ%sopﬁ%e\%%@%ﬁ b@aﬁ (prhether, pylsting Bridy %‘3 %IP mésage to
dehb@%%uﬁ%%f" vaRA is BRigheTRRMYmelshge. CRLGM! 9"3§1f%%s'§e‘%§l@&§telrﬁ%ssage

is used to access stored state whi ch indicates

ID5 dnndtiveopehating havks Geemtaphlidldast,d2t dfemwsm@e Tlys avoids the

ot her del trail informtion.
e dS s S I i O TR R ing SR PRfreShet Bighfims of
cdnfpatibifitySEeRe@SnRNOMT. IWhdnieUsH £reeivddtheSabé if oMW dubjected to a
detailed in Figure 10. A less preferable alternative

diygt, cepe pe ABiorigspone sedicstaahoealistire phinchwae bys saixemingd tagee if

I
8, SRR LRNSAan TSRS AT e Lol
caldnén®ieleesage Hkn\muﬁd to TahcteSs btredLtdic wash mdeﬁm ahl/ecathat have
it requires a nuch er amount of informatjon to

i t be
besy gppked] o hs Wssagfreorpﬂﬁ el gty [tk ipGarmaoryf The method of using
thE eSY g@tﬂb Rhi gﬁf‘edltﬁ gatgﬁ G QELER 1R éa% Js B8 119f31gﬂre 5.

nmessage Is t oes not have t
Theapdbilbt demalhtdsml ]Flgumesh) aX dcsmmrdfewbtaopiteenhtweste agferencing

form ng.a. del.iver 0 froma ne e that has been, .
s s ool T SoIBRRGRE SOt By SBIecbeh FRragads is t
siffp lyHeRARE sto?édqﬁ%e hefonidim ﬁsﬁ?gf\}él@@félds hgerilRBlel N®omRWer, this is

address will be the same. SMS Messages are usually
muie levsepmﬂera»blﬁ lab it eequiner 2 niuchdeigal empentpf informationato be stored
oS cond, or several seconds). In contrast, redelivery
enpts by a user or network tend to occur over a
| onger period of time. The nessage IDs stored locally
at each network entity can be allocated a lifetjine

Ong patentHi léfﬁltf!th)@yo%ﬁ@mdéﬂﬂ@ admessegn 11D psods paraxgaing gjelds of a
mgs%éel N9 tat StheI fn?ettlll&fa dos nétl‘”hta%)l fhcV %L&%llgﬁ % Jhgtﬂ%%{sh a

forwarded/copied message forming a delivery loop from a message that has been
submitted twice (in error or otherwise) by the same originator, since both the text and
the destination address will be the same. SMS Messages are usually delivered within a
short timescale (e.g. within a second, or several seconds). In contrast, redelivery
attempts by a user or network tend to occur over a longer period of time. The message
IDs stored locally at each network entity can be allocated a lifetime, after which they
are deleted from local storage. By setting this lifetime to a suitable value (e.g. longer

than the time period when a delivery loop is likely to occur, but shorter than the time



than the tinme period when a delivery loop is likely to

occur, but shorter than the tineperiod in which
wWGeamsaswsyve delivery attenpts woul d be nmade) aPCEEPZIN055928

entity wll onIy suppress msssages that are within a

pefiPY it getict S5 tvec Aty Bt REbES redilia (p A ety win

ordy biipRdss Aeséalpss MR SBaAHM b .deRSer 14 BAIt@RANALY0 R mRBYdrR ¥ntity
option, this can be delivered directly to the original

caaéstainﬁag@dotﬁ noffprevardicapy ibe sreped deliveac atgprriof housessage but, as
@ 1 d‘{%%/ %O%%?Ieg%o th%'cgﬁ Ibe %ﬁ}leq‘gﬁ? dl%c)i:?]?rqo tgl?e 0r1 Iéal destination.

as expec he 'se

Thlsi embomaderemsls &g&ptzﬁ)lmmt@@eﬂl@@ablsyth& Qrighel mfssage iWarld be
gain as a local operator policy option). Call Flows

forwqﬁi%mpw@o% @eqxgeqt%hn%éwerﬁ@cqyﬁu 1&@1&%@@%@%@ fermmsted dacally

" age via the | ocal
Oél\g%}gg g{rﬂeg ta }nﬂagtaﬁg%?‘sohira@)r El%ymg%ﬁg Usi ng normal NAP
procedures (Sri ForSM and FSM SMSC attenpts to

cHEklatGe DESralrReantonpe BT MeRiasdP Mt or

1 t ov&y[idsrideh e SHBRRUL Sort dest: JIE%MQ@aI'WSC 'f&g&rsﬁ&'atﬂcoﬁr
smart services to the SS Application. The S

Appfllllbscatbﬁbrb”cal cul ates a nessage | D for thi s short

2 or o Aol ad5E i<l Gafend S g EHEFEe WMo o

ackauombethg &doit AndahAae! to Gulfeibe™®t THE mvdsSdde AP PhuteRin M
submts a new nessage to the SM5S Router. 7 Using

norgafvone Netyedddpestor értpwmdsmwsdswersws Rout er
3 at tﬁ%%sstﬁg %echgé’e%d F&nmOtvi eg&%&%@{ g@\%\igeftﬁkg?ﬁé SS

IS intercep
l\letmmli(:aﬁmemattlﬂmes’:’a wosshghd) foraliis shdrseicihes. 8
Subscri k "c" has a. diversion service also, USI ng
norlﬁﬁ@e I@AﬂiabﬁébVéGlfﬁléfsce(SSrthq:‘éﬁ%M ARYSIESIY terspagaigd
5 att]@pg%gg ¥s%c9§dvbl‘é cdibeViert message to subscri ber

nessage | intercepted in the network of
6 Net Wor smaEperdtoapplicaonbahalits aotwsudsage there SMS Rduter.

S criber "d' a di,ver rvic . [
7 mor SN gl AT el oSy RS Wbuter
at taﬁ{HP&p‘%s t@ delpler RS shdie n%'é‘ﬁ"gb tﬂ”%ﬁﬁﬁ%ert S Yips %és@e?g’e is

The nmessage is intercepted in the network
intercepted in the network of Network Operator 3 on behalf of subscrlber

“c”.

8 Subscriber ’c” has a diversion service also. Using normal MAP procedures
(SriForSM and FSM) SMSC3 attempts to deliver the short message to
subscriber “d”. The message is intercepted in the network of Network
Operator 4 on behalf of subscriber “d”.

9 Subscriber ”d” has a diversion service also. Using normal MAP
procedures (SriForSM and FSM) SMSC4 attempts to deliver the short
message to subscriber “b”. The message is intercepted in the network of
Network Operator 2 on behalf of subscriber “b” by the SMS Router.

10 The message is triggered for smart services to the SS Application. A

message 1D is calculated for the short message and if is matches a locally
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Net wor k Operator 2 on behalf of subscriber "b" by the
SM5 Router. 10 The nessage is triggered for smart
W@ 008i18%9s5t 0 t he SS Application. A nessage | D PGI/EP2008/055928
cal cul ated for the short nessage and if is matches a
| ocal | stg&ed val.ue,. which gas b en crﬁate lun a short
cont'§hraBite VPR Derh Siritd s Bedir e Eetahle 4ac o [poB
"b"hRadsecdddbMelt service the original nessage is
term nated 12 Message is acknow edged to SMSC4 13
11Becinee t’Hies 8 Hoictt sapvéssdbronigng megsigsdeisdensdt ed, as a
ol ti t S ice may submt the
K%ri%@%ﬁ%?ﬁégggagg#ggﬁﬁgkﬁg?ginaI destination ("b") 14
13TheBaraugl thalshei eiidssapeds@gtad Bectalctacasdeds bk @oliby optldn the
new short nessage indicating, that diversion has caused
a | Bopt PEVis By TbEY Bietamiginah Srossage 49 dlfe onginglndestpatiop
servi¢e 16 The "new' short nessage is delivered to
subscri ber "b" A range of different nethods have been
14ddesthd drégna bharemedsagetswiotikeroptr @f’or can use a single
one, of these nethods, .or.seyeral. of. the nethods.,K For.
Dexaftpl®? HoHemmsyRe dg@%@gr%{%ﬁ%w e B nlsan i
(WhiuBhitt QA8 ItREsIRWPR AR B SRaR §LVREK Operators) and
one of the UDH nethods or the hidden text nethod
16 whTlegh “ndw”” shert meepaie & delipprod to swbsaben biet wor k
operators). Using a range of different nethods is
advant ageous where use of a particular nmethod is not
A ghaRdFIdlirsest BethedsShadlbebPUescHPET MoveS A MethvoHabperator can use
Service Centre Address nethod This nmethod describes a
a yaglegine; efethess icgdiredysseyes! ehitlchmigthpds.bdion csgipplsce network
t | C n I
on;Birgialatisale ATYE nRR GRS ALER: AbyBn SEHh piyorR operators)
andaidy of Glic BDIDmMet®AO0sthe Hiddepaextahé¢tpdd/ (widitltl do not require support
efficiently, identify nmessages which may be potentia
befwpen Befp@1le ODPETRIR: eﬁismgr tetraEn gt ekt onethods 1s advantageous
e
VRS BRSSPI ol Rage LR pl e oS e
the SMSC sends a nessage to another entity (e.g. an
SM5 . Rout.er), a rameter jn the sent nessage identifies
ViFHiR ServifeGenluh address ametbad (SCA) of the SMSC. In this
THE WA eriBel e, wMPGT idenaly)ifs tlesded! whRaXavOMeen subject to, or

addi ti onal service centre "address for use when the

wigiBEreebrts geneghiod tas messdigel, whiabie-ddded Bwehmessage service such as

divert, copy, or auto-response. It can simply, and efficiently, identify messages which

may be potential for loops or unwanted forwarding behaviour.

A message-handling entity (e.g. an SMSC) has a service centre address (SCA) which
identifies the entity. When the SMSC sends a message to another entity (e.g. an SMS
Router) a parameter in the sent message identifies the service centre address (SCA) of
the SMSC. In this new method, the SMSC is allocated at least one additional service
centre address for use when the SMSC sends a short message which has been
generated as a result of a value-added short message service (e.g. divert, copy, auto-
response). This additional address will be called a virtual service centre address

(vSCA). The vSCA, or vSCAs allow other message-handling entities in the network to
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generated as a result of a val ue-added short nessage
service (e.g. divert, copy, autoresponse). This
w@odwstizsosnl address will be called a virtual SPCWER®08/055928
centre address (vSCA). The2wSCA, or vSCAs al I ow ot her
. sage- handl ing entities in t
OREEE COBSIA, el Ry eal B RSS! Rk such as
foledtambkps of Bedtsdbe foriimiilisng | oops or excessive
forwardi ngs. An advantageous way in which the vSCA can
be applied will now be descrl bed. A nessage whi ch has
L&Ck o a en
APSEGHRERE Y T TERCOESORPY Sl Saphiid Sy oy aRchptfe. A

m&d@%d Wﬂi@thYasV\BHeﬁf'!su‘bjeaﬂtﬁh@bsﬁlﬁ&hﬁﬁcﬁﬁ@gﬁwmuisdsehew fan SMSC
nessages _received at the SMSC via this

uSH&ﬁ é%&l@aeq liHHk Wingh RS Eerepigo phediel bredhichseiandaps Biaamessages
wh{1g Y%ﬁgﬂé@?@ | £1f &f%&%@%& $5 (HROSIR ¥ A AR che'dﬁtaég link

W th When attenpts to deli ver
witlewdeythg gnedesihed! vSOdr tnstwed ©agld dfauls isoxyiazocomtit alféiess normally

- P- f the FS t
o Pt tae SRS Wi SRURESLEH o HETvhs b oy eenoraed
shbﬁ%&)gage(k) fubgg! ti'l@{:H‘:ial Q@P&Wrgcetdﬁrefs h@e SMRROU %ﬁram-gré@ oPMR FSM

Router 1s provid know edge of the virtual
COBEAIIG] a:@rtuelrﬂer\@ceawmre gé@sm amduh@mamz!g@ wrroetefl or the Hopaletwork

toRfe St Rl oI B8 KBl el R il Byl of RO Rervice

cchfe W8@Esde® ih MGk 6Rd Carl Bietbra@NYcAPBliGEs FhichAN@8keOfise of the service
val ue- added services has been applied to the nessage.

cepfre addigssiiy dloyrecaivadayJ@ maseasser of vSCAs can be
associated with the SMSC. A single vSCA can be
associ ated with each different nessage-handling
Assﬁfgvei CigtualeSQA @nWi apade tv Sthcdto thandh g ahe ofllaviangeedf value-added
ages, a unique vSCA to indicate cogyged nmessages

serawﬁ(a:sg]@s Bren applicdriosths gassineec ASTHE VB! 4 lyecs number <§|\>§CAS can
beR%%é?éteWthsﬂﬂ@o%l\figC f@ 171%1@{7@@@ cah%t as@(‘fdlé‘[ec? W?thdéa\fﬁ‘ ‘P?]feferent

operation is al one copy operation etc.
meehgechandliagp samme, on & imaquﬁ viUalto sedivite divesed messagel, @ssique

S ...Consi de t hat each of .the three servic
VS i R oM et b S B T et e R oDy 4t the
SMKTR&t&Nhay SEeify AYod ickBhfle S@ht &{ly RAL 'dWeﬁ%ﬁéQl‘ﬁbﬁi iP8llowad, only

Aut o- response nessages cannot have any ot her service
O@pﬁmpye(aperartmnsetcouﬂ@b peliaesedpdarate enms theevitthalt sandise agaise address

(V$QIA5I he ong g%ng%{h%ggacﬂ Q/fe g@eﬁégrggcg%aé/og)gha\% ana a%po)-/response,
caf bk @ddhﬁﬁ&pgyi@ difludnt ROCAC opLigfhle ) ofpolRlch edulaBssages
cannot be diverted again.

Auto-response rnessages cannot have any other service applied. This could
be used to ensure that messages with the auto-response vSCA are relayed without any
further action;

2) Diverted messages can be auto-responded but not copied;

3) Diverted messages cannot be diverted again.

This method does not, in itself, have the capability to identify a particular
forwarded/copied message (i.e. it cannot identify that message X has been processed
before) but it does provide a method in the local network to identify messages that

have been generated as a result of a divert, copy or auto-response service and allows



This method does not, in itself, have the capability
to identify a particul ar forwarded/ copi ed nessage
W@ 2008/138955 cannot identify that nessage X has bDBETEP2008/055928
processed before) but it daes provide a nethod in the
tng 3580 2PGIRS 40 ARty T SR885 LR S RGED forwarding.
THY HRARRS PANSE cBRIbcE Sl Andthb0Wed BE nhd?6 f e8I #bed Anethods
t ake action which can prevent undesirabl e nessage

whigh arlivaghe Thilisy ieidsotifycwhebe restiavilatarcsipgehhasnlsch arrocessed
or re..of t descri:bed t. | ch e th
beg(gl i Slutd)l/q?melthd)ds WP]?%/h a c{ehvgrlgat%?li 1@%‘%131?%}1 ol gl%sgégésl, 9 enéeﬁhods

0 1 dent en a nessage
wiitlo teafl ¢ tallef f@masios Abaw dreichads andish thddadhed iivfdfriation to
trail information to a nessage, or nethods which

detest when, the saiHe MeHTagE HeFdredassiit a nessage and use the
cached information to detect when the sane nessage is

CHEFR ISR Lo BHesRb e LSRR R,
1 subSatsésriter Sitogubniii 93a0€ messigt i thoahl SNBC fbor

destinatijon subscrjber "b" 2 Using normal NAP
pr otcsHAte8 splseribiy'8M and FSM) SMBC attenpts to del i ver

2 theyg m‘if%@@ﬁ i3 ' F i'&?l\/lgésa%t%ﬂl sl t
r oﬁltjsglﬂglhﬁ t he ho?é(;c%(eh?[%v\gﬁ tog%g[r élg tsﬁ;ef S Rout ?rs. 83
Thedatizsisthg sharsmbssaggtersatsdriber “$arlhe serswvage esron@dtih¢heSS

Application. The Trj i nformation includes the
orilbqrﬁeaﬁlet?ff@g‘tﬁOWéfdrS&hgg%'é‘o%{ﬁrd the Service Centre

3 AddrigSRe@hod i 6igVRE: foftsma 68 vicks toNRS S ABpUEBItionS §ThY¥! Ce
the original nmessage is termnated "b" i's set up to
di vBriggesivsommtion incllepeguigmal destioktrrovi @dged theo SVSC 6

The,smart. seryice a i ion submts a new nessage to
thes%ﬁbﬁgﬁr%édgmase(gﬁh%sg{i#(fi nk such that when the
4 SMEGnetety"\Hak § divee selRs@aBeoridinghadshagd S€tePmpardeftrned

virtual Service Centre Address associated with the
snefet UB & diveid Sdpptd ‘©ation link in the rel evant NMAP

5 parﬁgtsa%gé 8 a%Em%&g%ﬁso ??Meédé s nornmal network address.

This address i1s | [ as a VSCA (virtual Service
6 CenTlicesratolie@ds) app i sabmétph SclvivcsiBgIade SNSEanihg
N ddiod Tk sty TR0 hen th SMBE berars the eafie it 3Rl ©"
use a predefined virtual Service Centre Address associated with the smart
service application link in the relevant MAP parameters as opposed to its
normal network address. This address is identified as a vSCA (virtual
Service Centre Address)
7 SMSC accepts the message by send SMPP-SM_ Submit-response to
smart service application
8 SMSC attempts delivery of the short message using normal MAP
procedures (SriForSM and FSM). The service centre address parameter
(sm-RP-OA) is set to the predefined virtual service centre address
(SCA=vSMSCI1). The message is routed in the home network towards
the SMS Router.
9 The SMS Router and/or the SS App recognise the vSCA. The invocation

of additional service is now controlled by the SMS Router/SS App. In
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8 SMSC attenpts delivery of the short nessage using
normal MAP procedures (Sri ForSM and FSM. The service

w@ensnssIszidr ess paraneter (smRP-QA) is set toPCTEP2008/055928
predefined virtual service2gentre address

( SCA=v SV The i.S rou n.th

o oS s TR Rt ot Bt ki E piver
andgsirt BBEic3A ANIRatRGAAIN afudeBMY Hehsagtigenchiy i on
of additional service is now controll ed t he

VS
Ro @@ﬁﬁ%ﬂp@ppllcmwt&%fs edeptifiechby theRikprt ¥ intusé SCHcand
oot BRSO R L BB e T ot e by

nessage éner at ed by

D| VElid pohizg rcbndﬁi@cm foe atwomglthesmsfert SnhateSdrivice agphyativhe
Divert Virtual SCA and the nessage is delivered to the

di vt sacladsy Vg dngsengcs gencratedrppasnssific M aprRiicaiions »f or
' ”V\?&JQ Q%éh nesg@ﬁaaum Henﬁ?ireg 'bg‘?ts ﬁQ&lkét?@gi@%S%ﬁ“

exc ges generated by speci

ap pThecSi\/ISdtmltcr/SMppecamaLsh oﬁMBa@quab]emhcom described in
idetltIOS its dedicated Virtual SCA. The SM5
Rout'er ﬁ@% 0 d55ct/08P%t her avai | abl e met hods

1me%ésgggls'a@kﬁdwl&gég%wm% to detect |oops 10 Message
I's acknow edged by MSC 11 Message is acknow edged to

11SVEgeTage fsickmwilndgedes SM$nd Fi gures 12-13, descri be
some further ways of processing nessages which can be
used within the network of a single network operator.

THeOERlowgE @6lt] @fd dHiguPey 128, SelcriBe Joni¥e fukthcs Wk hedprocessing
checks for the presence of a IoffrJ@ at the tinme of

messegas wgidhpeaa bsawed withinghe agodupirgsingle nefsiork epyater. aj |
that will occur for a subscriber and ensuring that a
continuous loop will not result. The request to set up

L@canBM@ﬁbHiaCSelwildelset-upitnﬁéI y be nmade by a subscri ber.
As an exanpl e, consider a_subscriber A submits a

Thig gisthad ghsclselor dhs presingeof 2deonyiat dhefiing wf WrtHNE gp\etetvice, by
foﬁ(l)\%m fth%u ?%ﬁb%raﬂp‘thﬁt %ﬁr&cﬁ?s?@gte%‘ttgnﬁ‘éfbé{ﬁf Kgﬁfﬁﬁg that a

e configuring the service for subscri ber
co&tanu/aus dogubst noptesdh e mccphesifto ssabsp; rideer sdBvics will typically be

m ne S i f subscri ber i ver (of0)
L S bEBrds Ao el Eiiiena Rt Aty o SR to set
pse? BMeARRMROLEEh 370 dRRSt M bf NibScrtRPALs SRISRABRSgcs to subscriber

diverted to C then the service subscription record for
B.C Beore xanfigiethgtthe sermick flohsubsergbeay the service subscription record of

subscriber B is examined to see if subscriber A has any divert, copy or auto-response
service enabled. If B has a divert service enabled and has all his short messages
diverted to C then the service subscription record for C is examined to see if he has any
divert, copy or auto-response service enabled. This is continued until either:

(1) a loop is detected, i.c. the delivery trail is followed at least until a point at
which a loop is found to occur;

(i1) no loop is detected, i.e. the trail is followed through to the end and no loop
has occurred;

(i) a maximum number of service applications (e.g. diversions) is reached.

The flow chart of Figure 12 shows an example of the logic for implementing this

embodiment of the invention. A request to set up a new service is received at step 41.
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di vert, copy or auto-response service enabled. This is
continued until either: (i) a loop is detected, i.e.

wo bmsdsdosvery trail is followed at | east unti|PEI/ppions/055928
at which a loop is found tavoccur; (ii) no loop is

TS R 50, o S ' Bfiedel it g dofion & 5 Slpr QI ThR fyines the

coffeq@iicél FTenPpRPhdnEa |t1€H‘feqﬁ&t&1 s Vel & ARSIxahnPld @BEHRM.: above,
The flow chart of gure 12 shows an exanple of the

the ognacs aequesipd e‘iﬁvErStﬂPSﬁngfhlAs veribdrerEmte ofcstage dehvery trail to
su'bg]c\ﬁ%nlI 130 nA‘E '%eé 94 ine:]:% D %Eie l('XH),e ep i %F sﬁélﬁe ther of hops has

recel ved a rst 0) ver

bekh aikbecdsd.f of th@vmbslaﬂd $lhae rbeékﬂexc'EBdiéii eHaLAries réquest is refused at
consequence of inplenmenting the requested service.

In
stgmdt e Xathp | threghode .hﬁqoafef baspreceedpd the mpthad IP@&??Q% R gtepyts and
L rai..t
Chgu zlgr ilg@{ e;g‘.stWA)tff gtl&% &gs‘%s %&E?&EI@Q ?ec@a% ﬁ\iestekiea@ s{eﬁeéf?j. Ifa
lodh rdeshcnbd exisiybike nafthdibpochals toedep dX cadddatckd ff theeend of the

hr es has been e eded, th Vi ce uest
deﬁl@?@é@ﬁ hop b&%ﬁa%&d I gy the, F%ﬁﬂﬁﬁl&t ﬂﬁ&gqlt?é%ﬁ aceepted at
sté:in?(f%e egdadrwiss Qh@ﬁ{eﬁféq r%ﬁﬁe@ d& Pt4(2 SheR: é‘x%nﬂf@aﬁ‘d%%'f%ulﬁsfcrlber

op exists. If op exis the service request
B lhss e@‘ﬁgsmd sadivert equ"vwex thleweuld @mpsedlmfemeﬂnoti texdtein, totstep 42 and

crp G PURT IS Pif RS pb B CRanaE oy I GoRAERB hed nor

coffigurell atdiert dedtito, thdiRcthB WRSId ¢l s%@&@ﬁhﬂjﬂ aBlteS & And*8low the
Ot herwi se, the method returns to step 42. In the

Se@ﬂ%ﬁ@ﬁ@ﬂhbove i f subscriber B has configured a divert
service, this would cause the nethod to return to step
42 and check what effect the divert from subscriber B
W%ﬂulllﬂpl&ﬁMﬁtsdllﬁ t$1ta| h&twdnﬂiedsf B sh@le ptrac@nhll gubedibar records are
vert seryvice, end. successf ul

logett%dplmag logﬁ]ddaéqhaéq,\ﬂ§ ﬁg:GgSéblg |bézéh¢ §a@@§erv1w§e@ﬁpphcatlgn ?7 and the
sdctphg mig{v%jofé&atB Shakt; \qug’llf‘uaf?(tn Zhott BRY s%r&fk% &ﬁélp ubs@tllﬂers have

subscri cords are located 1 n a local database
cnableess ISSCA By or s SpplicatiSerVi aesssép s uﬁbmmhtoﬁhaaacblgnallmg

. 24, 1f t erators.share informati on, about
kS sk TheBEE s & FRVE LRubbemceedioascn
20r SS Application 27 accesses this information via a
signalling link between the networks. The | ogi c shown
in Figure 4 can be executed by the SSCN 24. Loca

De ' Thi hod k
LG DRl Bl wt¥iek ¥ G bea mbove for " local

THiet@ghddORods in the same manner as described above for ‘local detection at
service set up time’ and as shown in Figure 12. The main difference is that the method
is performed when a message needs to be delivered, rather than when a request to set
up a service is received. This method checks for the presence of a loop, at the time of
executing a service (i.e. delivering a message), by following the delivery trail that will
occur for a subscriber if that service is executed and ensuring that a continuous loop
will not result. The delivery trail is followed before exercising a divert-to, copy-to or
auto-respond service (in real time) which will send a message along the delivery trail.
If it is found that executing a service will cause a loop to occur, the service is not
executed. Instead, the message is delivered directly to the subscriber without applying

the service. As an example, consider that a subscriber has set up an auto-respond
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service set up tinme' and as shown in Figure 12. The

main difference is that the nethod is perfornmed when a
wore@saspsheeds to be delivered, rather than WhBCT/BP2008/055928

request to set up a serviceois received. This nethod

sefi et tigrahalpdl EBSR B dryiBER: afhs sy mpyeee docs

ndk calléoomVegmt B0 G&IpbNE Kt vick &kl up MefordvkséddiRChdrméRiged This will
subscriber if that service is executed and ensuring

preveat a dooportthaiype shavool Higwe 2feam pedugiing. The del i very
trail is followed before exercising a divert-to,
copy-to or auto-respond service (in real tine) which

Thi tWo sebodithchiBSEagtbed! doge bbk ghiry ﬁff&mﬁdh@hbbohﬁ‘ w'hit deBvices
found that executing a service wi |l cause a |00

sugecsilers ipthesiegil hae cuablest  hhat it dhely | Rstestsigt ﬂt@hre uscHulness to

sit g)@[le'ré all‘f] %{1155\61% gnfvo[\%ﬁtn!l Y &eﬂv&?ecraﬁuegé %ﬁlﬂs@ﬁﬁers of the same
w t hout applying t e servi ce. xanpl e, consi de

netwartk @esatas crhdmethhd sais elso workwhad ova @s ;mm‘rd)smtwoﬂeoperators

Shgl[??lt ?}1 P%Itgaglgﬂdvﬁpgg S\ggagcg%‘télgeastn g{erl]re Fég(e:clﬁ %gntg)‘s.grflbetrs have enabled.

H&WERE, 1?%[&041@1@1%; ‘Eféup fchfbs HRuBRHBE oSSR Ytk operator (who
message. This Will prevent a loop of the type shown in

doeh gelrshaz ififoommionn [ttms embodiffieat capnoteietsstif pdevswikeesni.bed
above both require information about what services
subscribers in the trail have enabled. This is likely

THeO folRWifig Gheth6Rl hawS RAddr NRSS ah® @htBEAb&NSo WREE I®pk, or an
subscri bers involved in a delivery trail are

CXEEHE MUBbEL obfervipe faywpisings: wherR iveyy drail myelveretubeibers of
. re two (or nore) network operators

‘hﬁﬁngkﬁﬁPﬁﬁﬁﬁ%.oﬁ about what services their respective
subscri bers have enabl ed. However, if the delivery

trail jncludes a subscriber of another network
SpEroptional pgmesersmetodshar e information) this

Iféwwm-;eg&l%g?ﬁglg ﬁ ¢otokdl (gMP:PgHs ‘Q" rl)toQ&leHﬁlch I3 be used to

MAder use, can be use
exdhmge tmdsexgps petorcem IMS(p@G sititees n (il eSM]EB serficatens are avallable

ot R R aasighinanet: o SMIH Hrstacol st Y Gef Begyepn @ SSCN 24

an@P KRRL 2panenst & rse%eh@@xgdﬁ@ed%lpB@haﬂ*fe%@@?oscnber a new short
Peer -t o- Peer protocol (SMPP) is a protocol which can

mesgagesie ¢raatedez ghang ecsoipd agbverh @Dwsearatoswmp@e |etc ) and submitted

or bV RSl ShEorL e g vrm BB B pragerers

1n@1@§twetﬁé1 add RSN 0?4th@n&1 GandBterMBiRfing sEBYcYib&® plSs all other
execut ed on behal f of a subscri ber, a new short

addgosacagidat Bavsr beaneusedeingthe awpstaay @atiiof @heradieyereopics cte.  In
adglgl%% th@%l@%lﬁ%&gl?)g tc?%nnal}@é’] grtl Sogﬁgﬂlal {ﬁ%’gge% @ﬁwt?%&c&% the
anﬂJeaﬂﬁh@psSthis message has been subjected to. This add1t10nal 1nforrnat10n added
to the SMPP operation gives the history of the delivery trail. The handling SMSC 23,
if it understands the new optional parameters, can decide whether to process the
message based on the trail information. In addition, if the “new” message is subject to

a smart service it can forward the received new optional parameters to the application

27. This method is generally applicable to SMPP version 3.4 and 5.0.



i ndicate the addresses of the originating and

term nating subscribers plus all other addresses that
whamwe/ 158960 used in the past as part of ot her JdPUBEPH)S/055928

copi es etc. In addition the1SMPP operation can include

an ona par a whi ch i ndi the nu en ,of,
Figs B nret B L nfderich i wERkE 2 0f Network

Opsshiof i |1 QR teififd L4 OSuREEIRE ‘4’ Qchdiea ew@e @@)ear ﬁibb&[ber ‘D’ ofa
gives the history of the delivery trail. The handl i ng

N@weck Operafr 2 tSulpertbes g hasset e adeverigistiienal
parameters can deci de whether to process the nessage

calfEfisrrRbABLL 8 Lelsflick “Poe PpkMaEHL: Co i ¢ can

1f OrS\ﬂfsQnBeIB ea’T fbIiKAdhHe MRt ARahe RRAISNEErSr t 0 t he
application 27. This nmethod is generally applicable to

SVAtestpegtionenbsgrilerahd 5. 0. Fi gure 13 shows an exanpl e

2 (Iilglt ﬂ\%%]l;lé 8&1%1 KP piocegurteﬁ ?%r%r@&ﬁ a]%d Z&)C@/lgﬁrl aIt%gP& O

using termna UDSCr 1

sendtgiver msl‘&agmeisag@tossubmbw&f’ The mefsage Nebwed ka the
Qperator 2. Subscriber 'b' has set up a divert

serRgtwerk dgtwerloRgeratop fewerds S S SR STon usi ng SMPP
3 ¢ hen g iR fomt RS, @ RS AR BT P g

nor nggeh/m?omtamoe daohetes (HSrarigarabestinati FrSVY ) S e

attle s o deliver the short nmessage to subscri ber
" p" 10 stagels routed in the network of Network

4 qoefﬁﬁéé}rb”%aﬁ QWRAS VR t@@igﬁﬁé{tn%ssag% iIREnABRAAGE i{ S
triggered for smart services to the SS Application.

These‘ﬂ'rlpggélwentﬁi\/b?tvafq on incl udes the ori gi nal

5 e Ms TGk Brekady bRt BRI e o onge 15

6 t er dahftserce hplisionkibings diné@rrhesShdR th the' SMS Kouter
Message is acknow edged to SMSC 6 The smart service

ap p‘Mﬂe a¢’| wrihe destingtiona The pepriass eqjéainpthe rfogiordipne r

t . ' th
e B sfnBRrkbE FERATR: sflupd e a0 BaNIPPD | e
andpdi@péotsnt er) as opti onal SMPP paraneters 7 SNB

Rout ts t b
7 s‘&gﬁ% a%@ﬁ?prﬁcgeﬁ%gﬁg?g%%g Yé%"/mf FeeMEBrS}YIc%ubaerrqseeztSie&h

smart service application
8 Subscriber ¢’ has a diversion service also. The message is triggered for
smart services to the SS Application. The Trigger information includes

e 9%

the destination list (“b” and now “c”’) and the hopCounter=1

9 Since “c” has a divert service the original message is terminated on the
SMS Router. “c” is set up to divert sms to “d”.

10 The smart service application submits a new message to the SMS Router
with “d” as the destination. The message contains the information from
the original trigger (i.e. DA List and hopCounter) as optional SMPP
parameters.

11 SMS Router accepts the message by send SMPP-SM_ Submit-response to

smart service application.

12 Subscriber ’d” has a diversion service also. The message is triggered for
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8 Subscriber "c" has a diversion service also. The
nmessage is triggered for smart services to the SS

wWappBi1zsasi on. The Trigger information incl udesPCTEP2008/055928
destinati on Iist ("b" and mow "c") and the

hopCount er.=l 9 Si "c" .has.a.divert .ser |ce

o Gritber s e SEpefsiiud TiekfhordRated febiss .

l S theUcdtatiéh Bit\(&rt “STEdtROwW @) aﬂ@thafhis%@mér—s;er vice
plication submts a new nessage to the SVMS Router

13W| t hineaf"d”2us & Hevefespiardhe onginatiacshssatempgivdanbe t he

|nf ino r igger (i.e. DA List
g‘B‘{ioougn}t e({r) g]gést |do‘%5tlr§g§/lt{’£ %ar aneters. 11 SMS
14RO Ul“lw snegceptise ﬁﬂ}fhcﬁt&ﬁq%gﬁ}utb}i noetks§ideRo 8 SMS Router

Subm t-response to snart service application,
Sub¥ih [ Boks thejdesigation. dhe BRSHERCBHDS e nafp%atlorlrf@m
f
P e T N SR S P A
desparacrad:texsn [ist ("b" "c" and now "d") and the

r=2. 13 |nce ) has rt rvice the
ori @’33{0%%%@&3 {Re Mot HéitS%‘bd SRRt R e go
IS t%@"smbhﬁs&&c@'aﬁﬁl’iéan&h\/s to "b". 14 The smart service
application submts a new rressage to the SMS Router

wi t At this'poar thh8M$ddauteratéagniscsTthet bsaige Bontheady it he

e TR BRSPS AP il 3958 s dien Pelogid

Rout er accepts the nmessage by send SMPP-SM
Subnit-response to the smart service application.

Thenindorpasitinn added IVBhRSMBE operesgii sdicht ppecifivyHhe rh‘l%@'ry of the
re t A 4L
de#g%rg érgaélads ?géf aﬁ, 8an %‘hegs 4boele£‘ 1g1%1%d580a?10g) [Ilzhaltle“atéfo o&ltlt¥ to detect
thatddR@dptio abhe tSWLEUr0 pre&tdecftﬁmWﬂlaﬂhws pectwdrk entityeto terrmnate a
hi story of the delivery trail List=b,c,d at step
mgsgagerif ry:lir péosl}terarer%\ﬁéaar%rmmﬁ gﬂ’tﬂi ty to detect that
a loop is about to occur. The hop counter allows a
network entity to termnate a nessage if the hop
Thourtled capdechesd awl@r@ defeemirinaircbrk iopi:rtatorél' hiescametdied bg &MPP.

be used wh dlffer t wor k oer
HOHECY BHC By /AP, oMU drero e Bty PRIED Béhpmgtion will be
108l fferent operators the SI\/PPinforrratlon w il be

The invention is not limited to the embodiments described herein, which may be

modified or varied without departing from the scope of the invention.
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lost. The invention is not limted to the enbodi nents
descri bed herein, which may be nodified or varied
wowrdRasgsteparti ng fromthe scope of the PCT/EP2008/055928
invention.Clains 1. A nethasl of processing SVS
ssages at a nessage service entity of a first nobile
giﬁhﬁator network, the network conprising a plurality
of subscribers and the network supporting
message- handl ing services for at |east sone of the
1. subst rmdéibeds ofyprashssingr WSdmassagsss gemessagh o¢ttiise entity of a first
BESRRE! nehle B "B BOTPOHBIAN o BN erioers and
neBSSIRC sigpdeting hﬁs%@@hﬁrﬁﬁiﬁ% ViRl idE8 SHAGE; leandoms Qstt thel dub&dibers
i nvocation of a nessage-handling service for the
whight Erpar hessagetoraetgr Bbserher the pethod goagriFvery trai
i nf i nmet hod according to claim 1l wherein
deIﬁ%gﬁbhggg?%y¥€%ornation is carried with the nessage
and ih$pectsigegeliobryi treslp efolrinagp ko cveed/with dicl recanfcdrmessagenand,
associated with the received nessage conpri ses .
ins pf@é‘frPﬁ‘&gtlﬁ@café?I} ol ymessagerhandling sREYIPG FPIChr Feestycdiegysage
ba'é&?oﬂ"ﬁ%%?gctec{?’delﬁe%ﬂﬂﬁfcﬁ&ﬁ%@! ng to claim1l wherein
the network stores delivery trail information for
nmessages previously processed by the nessage service

entity nd the, st f. inspect.ing.delive rail . .
2.0t o ietP asEBe 26 i £ RSy el ngiigion is camicd
witlP IR SR8 ghd thedfiep SCMEPpdctifRE dbivdr @all 8ERIMAEOINRSSABEd with

or derived fromthe received nessage, to access the

the treeagd daessagsr goraprises ispéatingehe dalivey tiail rpfosation carried with
th@ﬁ% Bging to claim3 further conprising cal culating an

i deRtFTier for the received nmessage using a plurality

of fields of the received nessage. 5. A nethod

according to claim3 further conprising: co arin%‘the )
3. messhgBetitad raceendig f claya ie\&%@rvl@dthm%@(% orgs gclpjegy trail

inRmatdf ﬁ‘? nﬁ‘&§a§%g ?Eée\%ﬁ%y ;%Jﬁ%&ecf ﬁﬂl?esl%%shgkg sdftiee I%g@@ and the

previously pr e nessage servrce ent
stgndf iadpectirigndcliveey itravotdbrimanonfassdeeatede swthg éhehamedived gnessage
service .if thﬁ nﬁssa e identifier of thﬁ recejved )
COMBLSe SR a8 IHGHITIFRIE A SN aMasihsht PY Agivdnippethe received

mbds®e, tPacchys TRt H9dd %6&@%9 29 idQrmSdi@hm 3 further

compri sing: conparing the nessage identifier in the
recei ved nessage with a list of stored

4. A method according to claim 3 further comprising calculating an identifier for

the received message using a plurality of fields of the received message.

5. A method according to claim 3 further comprising:

comparing the message identifier in the received message with a list of stored
message identifiers representing messages previously processed by the message service
entity; and,

allowing the invocation of the message-handling service if the message

identifier of the received message does not match a stored identifier in the list.

6. A method according to claim 3 further comprising;:
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nmessage identifiers representing nessages previously

processed by the nessage service entity; accessing
wGer@sasBsel i very trail information for the nmesBamePions/ 055928

the nmessage identifier of Bhe received nmessage matches

a stored.dentifier ip the list; and, allow ng the

v oBaTEhe G e Ll b Fsrgnel SO hdt of siored
m@s@%&d@ﬁﬁﬂet’sereﬁe@&ﬁﬁgdﬁés%%g Yrdvickly prodREcABdy @B m&8age service

t hat nmessage. 7. A nethod according to any one of
engifyaims 3 to 6 wherein the identifier is a globally

uni que_ identifier.. 8 A method according to any. e of

the T Feta e GsivE Ral S ARG bt B0 el BYir ABE rilisae
idémiffief GBtht BdteRS8 B @le thawdhbda tldgdriearifvenh the ESagR],

conprises one or nopre of: informati on about the )

ser \AllewdngyHicc mvpgaiien A1, bg dyesegenhangbng service amehe basis of the

st(g%g?élgge%yéai%%%%oﬁb@%ﬂt%% cthat the message has

rwar etween; a cou of the nunber of tines
the nessage has been forwarded due to invocation of

message- handl i ng. services. 9, A nethod according. to, .
T-cl ai reetpeﬁ? @ﬁ‘é%fglé‘ér?ﬁra}né’i Ay Horkaus fﬁgo e gt {he [Heqtifist is a
ol GBI BT §dclifierl NfOrmati on associated with the

recéived nessage with a threshold value and preventing

the invocation of the nmessage-handling service if the

coun ts or exceeds the reshold val ue. 10..A )
8 ot AP pEHoRGE & B bt oF A Bive ingd St phfrein e detivery
trdiNaReMh it skdBatbd Fith Me BHOSE&S BRASe dMFIristHEndBRRGGRS:

has been forwarded between and greventlng t he

i nvocat i onfosmatipmelnyb dec sraniaes whichdrave elrcady baenvgpplied to the

mSause the nessage to be forwarded to a user who
appears in that list. 11. A nethod according to any

one of t helipbeasdiritgrethai 6 nfcudazb@is ERAPSIwSIrdYd: between;
storing rules which specify a rel ationship between
servi ces & st Rhthe et ghFmes dha wespage Baakpsn agvarded due to

infIR3RA0Gc MANAL AL WiGes, that can be invoked; and,

using the rufes to tontrol the invocation of the
message- handl i ng service.12. A nethod according to

claim2 wherein.the deliyery trail jnformati.on is .
9.car éaetmqe ﬁccmf*énws535%&‘%%%%008}13%@08&&“% dfefpunt in the
ddiig&l Wil kfnfalén TRISIAQE with the received message with a threshold value
and preventing the invocation of the message-handling service if the count meets or

exceeds the threshold value.

10. A method according to claim 8 further comprising inspecting the list of
subscribers that the message has been forwarded between and preventing the
invocation of a message-handling service if it would cause the message to be

forwarded to a user who appears in that list.

11. A method according to any one of the preceding claims further comprising:
storing rules which specify a relationship between services that have been
applied to a message and message-handling services that can be invoked; and,

using the rules to control the invocation of the message-handling service.
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data in the UDH header of the nessage; data in an
extensi on contai ner of a MAP operation; a service

w@eoBnsssxidr ess which i ndicates that the nessaper/BP®08/055928
been subject to, or generaBed by, a nessage-handling

servjce.. 13. A nmethod .according.to, ¢l ai 2 wherein.a .
1o o G iR, Gy 5 e A T R g paricd
witf t1Rirhds8i RNk oREbYIneR: ¢entre addresses associated with

it, there being: an address for nessages which have

not lbédan texibyithen theangsesgsage- handl i ng services and at

| east .one, a s for ssages whi ch have been subj ect

to ﬁ%&%%&%?ﬂgﬁgﬁ?ﬁﬁr%gﬁeﬁ% §8%14. A nethod accordi ng

t 0 cdagd i ahZx¥ASOR IcBnthider SRSHIAJEoReitionce entity sel ects

a service centre address for inclusion in a nessage

bas etSeHYiCopinéls addicay Which indicatesctptthe messeas Saglecen pgbjeg to, or

:&E& a [ . e of the preceding clains
8 e?@ﬁﬁfg?%&%gﬁggéggEéﬁgﬁing service is invoked for

the received nessage, the nethod further conprises:
updating the deljvery trail_. information associated. .
13 t hAtIT‘?%thP%caéF‘_?fQngn@s§ 4. v SRt MSESAgE CHPafh gty in the
ncBRYrkORg a@félu?eilﬁ‘ﬂr 8 drdrnt LArAEE&INR: addfesdes! BEKIMES with jt, there

nmessage has no delivery trail 1 nformation assocl ated
bewiggh it, the nethod further conprises: generating

del i traipl inf tj. d i ati h .
gonel i tator VBRy S abPiof HRSE e G aPHOL Ho sigsganding
seAcesAndret hod according to claim 16 wherein the

generated delivery trail information is sent wth the
mes s denstigne aldiess Heromessegnsditigh havedheah mubgetvip arassagethardling
Segg&%yery trail information is associated with the

nesSage by one or nore of: storing the delivery trai
informati on as hidden text within the nessage; storing
the delivery trail information in the UDH header of

14 he AeBbebaccording iy clapp ldevherainythe magspage ieberagntin selacts a

seRRcEEhER SHARCRP LRGN Rfa ﬁergé RREJ Bh WHikch interface it receives a

message.

15. A method according to any one of the preceding claims wherein, if a message-
handling service is invoked for the received message, the method further comprises:

updating the delivery trail information associated with the received message.

16. A method according to any one of claims 1 to 14 wherein, if a received
message has no delivery trail information associated with it, the method further
comprises:

generating delivery trail information and associating the generated delivery trail

information with the message.

17. A method according to claim 16 wherein the generated delivery trail

information is sent with the message.
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19. A nmethod according to claim 16 wherein the

generated delivery trail information is stored at the
wore@sasgsservi ce entity. 20. A nethod accor di nBCT/BP2008/055928

claim19 further conprisings generating an identifier

for stori t i.dentifiey .at the nessage

1% oy vhcBBRT ESOTHIN & FETGe o EEd def [KpiRgy L ) hiormition s
assd&ﬁ@édrmth%mé’s%a Fhydichpdhgeeprding to claim 20

wherein the |de% ler is a globally unique

i dersitoringethe dd@ewmﬁmmaa@mwlddd@l texg veithai theznesea‘gez 1

:rg;tssgogrén Ctgega?ﬁvsel nga&?mgo gtorlri]rgnstgld gﬁﬁl—llil are%fe{ P]fo the rnessage

| denjiériigethe ddlivefy milhmormﬁ@ﬁ dhngh teetefidién MoRAinehesTed IMAP

the identifier is added to the nessage by one or nore
opsfatiost or i ng the identifier as hidden text within the

nessage; storing the identifier in the UDH header of

the nessage; storing the identifier in an extension
19contz&i nethodf aecowiiRg ofperddimonl6 2vherddn mékchgonaatcdr délivgry trail

claim20 or 2 1 wherein the identifier for the
%%’elsﬁ@r%ia%é@l@ﬁ“égﬁ LIVIFGEHitel ds of the nessage and

the nmessage is forwarded without the identifier. 25. A

comput er program conprising instructions for causing a
20pr oc!ést@dlodtaaccpréhllgdoniairhd9rfmttltﬁmdompxis:in@ti ng to any one

of the ecedl n 26. An SM5 nessage service

et VBTRBLRE 11 eRy st IR SRR ocessor wnich 1 s

arr 35‘9&%% the ipafffer @ thkem&BAOLAES efitet REitH heaieRRY ®iive

cl ai ns to 24. 27. A nobi Iégooper at otlirjcynetvvorag&ll Y
traopforngtiony an SMS nessage service network entity

according to claim26. 28. A signal for transm ssion

across a conmuni cati ons network, conprising an SM5
2Imess@gactaodl a0adrdigrty dlaim RO ivifcasinah¢ adentifitr ishe gally unique

rressage whi ch conprises one or nore of: information
idgf¥idigt- t he servi ces which have been applied to the

nmessage; a |ist of subscribers that the nessage has

been forwarded from a count of the nunber of tines
22 he Aesshgkadrasliige®ncliior 2@od@d fdtileertcomprising adding the identifier

to the message and forwarding the message with the identifier.

23. A method according to claim 22 wherein the identifier is added to the message
by one or more of:

storing the identifier as hidden text within the message;

storing the identifier in the UDH header of the message;

storing the identifier in an extension container of a MAP operation.

24. A method according to claim 20 or 21 wherein the identifier for the message is
based on existing fields of the message and the message is forwarded without the

identifier.

25. A computer program comprising instructions for causing a processor to

perform the method according to any one of the preceding claims.
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15

i nvocati on of nessage-handling services. 29. A signal
according to claim28 wherein the delivery trail
wo pdosnssasi on is in the formof one or nore of:P¢i/EPNS/055928
text within the nessage; iwBformation in the UDH header
f the sage; information. in an extension container.
201 RIS BEREEORCT I SR S Hs SHbE A r GOpH b
arraBE {GBRSAAR the method according to any one of claims 1 to 24.

ch is

27. A mobile operator network comprising an SMS message service network entity

according to claim 26.

28. A signal for transmission across a communications network, comprising an
SMS message and delivery trail information for the SMS message which comprises
one or more of:

information about the services which have been applied to the message;

a list of subscribers that the message has been forwarded from;

a count of the number of times the message has been forwarded due to

invocation of message-handling services.

29. A signal according to claim 28 wherein the delivery trail information is in the
form of one or more of: hidden text within the message; information in the UDH
header of the message; information in an extension container of a MAP operation;

information as parameters of an SMPP message.



