WD 02/ 075605 PCT/ US02/ 08578 XM. BASED TRANSACTI ON DETAI L RECORDS The
present invention relates to tel ecomrunications, and is nore particularly
rel at ed two meecwmndli ng transaction data in a tel econmuni caPCansonessaor k. 5
There are many factors driving the nove toward converged networks such as
deregul ati on, new sources of conpetition, substantial growh of the
Internet, and the growth and inportance of data in custoners' enterprise
networks. The popul arity and convenience of the Internet has resulted in
the reinvention of traditional telephony services. IP(Internet Protocol)
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di st ri but promiseSifpewiané exrondgd; c@pabplgles However, if IP telephony is to be fully accepted in
20 the marketplace, VoIP must be interoperable with the Public Switched '_I‘elephone Network

(PSTN) and have a comparable Quality of Service (QoS). Therefore, to ensure the highest
success rate with the customers, the service providers need to build a network that provides
call quality, service reliability, and security that is at minimum, on par with the PSTN. It is
essential that IP Telephony solutions meet customer demands of high-quali;cy, ease of use,
25  superior customer service, and lower cost. Since the public Internet can only provide “best-
efforts” service, mahaged IP networks are required to support VoIP traffic with the call
quality, service reliability, and security that users are accustomed to.
One approach that is being considered in providing VoIP with the call quality, service
reliability, and security that users are accustomed to, involves the Session Initiation Protocol
30 (SIP). SIPisan appliéation—layer signaling protocol that has been developed to create,
modify, and terminate sessions with one or more users. These sessions include Internet
telephone calls, multi-media conferences, and multi-media distribution. SIP functionality is

typically resident on application servers. Sip servers are configured to provide telephony



typically resident on application servers. Sip servers are configured to
provi de tel ephony WO 02/ 075605 PCT/ US02/ 08578 services, and process cal
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20  to a telecommunications transaction. The at least one transaction detail record includes

transaction data corresponding to the telecommunications transaction.
In another aspect, the present invention includes a computer-readable medium having

stored thereon a data structure for recording transactions in a telecommunications network.

The data structure includes: an XML declaration field, the XML declaration field defining the
25  data structure as an XML ﬁle; a server identification field, the server identification field

Iincluding an IP address of a server generating the XML file; and a transaction detail section

including at least one transaction detail record, the at least one transaction detail record being

stored in the data structure in response to a telecommunications transaction, the at least one

transaction detail record including transaction data corresponding to the telecommunications

30 tramsaction.



2 WO 02/ 075605 PCT/US02/08578 | n another aspect, the present invention

i ncludes a tel ecommuni cati ons network. The network includes at | east one
t el econmuwoOga7BNs appar at us configured to perform a tel e®emisaz/essrs ons
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t el ecomuseteledidesrsiptiomyvaish fallows, the Haimscasrvhds éhevﬁPP?’P%% BHE8S-embodi ment  of
the present inygnly,08nderfood that both the foregoing general description and the following

20  detailed description are merely exemplary of the invention, and are intended to provide an
overview or framework for understanding the nature and character of the invention as it is
claimed. The accompanying drawings are included to provide a further understanding of the
invention, and are incorporated in and constitute a part of this specification. The drawings
illustrate various embodiments of the invention, and together with the description serve to

25  explain the principles and operation of the invention.

Figure 1 is a block diagram of an IP telecommunications network in accordance with
one embodiment of the present invention; and
Figure 2 is a chart showing a method for managing telecommunications transactions

in accordance with another embodiment of the present invention.
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3 WO 02/ 075605 PCT/ US02/ 08578 Reference will now be nade in detail to the
present exenplary enbodi nents of the invention, exanples of which are

i1l ustratwo mi7iche acconpanyi ng drawi ngs. \Wherever possi pica/usohesssane
reference nunbers will be used throughout the drawings to refer to the
sanme or |like parts. An exenplary enbodi nent of the network of the present
invention is 5 shown in Figure 1, and is designated generally throughout
by reference numeral 10. In accordance with the invention, the present
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net vk e nRlSUsh ) Bk Rk R b P B
net wor ks adisopused. oa"eleSomlhE}nm‘bmd(wdlﬁQO myudbemﬁeuaqu 18Qicbmiledtotthpe, but
HSERER R N I e N N T -
20 50, and SIP-clients 52. IP network 100 includes IP network backbone 120. Backbone 120 is
coupled to a number of SIP elements that support voice services, including SIP proxy server
102, redirect server (RS) 104, SIP conferencing server 106, voice mail server 108,
Operational Support Systems (OSS) 110, Dedicated Access Line (DAL) gateway 112,
network gateway 114, INCP gateway 116, and enterprise gateway 118. Network backbone
25 120 is also directly coupled to Internet 30, SIP phones 50, and SIP Clients 52. Although the
present in%/ention is discussed with respect to the Session Initiation Protocol (SIP) and an
Internet Protocol (IP)-based network, those of ordinary skill in the art will recognize that the
present invention is equally applicable to other telecommunication networks and protocols.
IP network 100 may be of any suitable type, but there is shown by way of example a
30 network having a layered architecture. The layered nature of the architecture provides
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4 WD 02/ 075605 PCT/ US02/ 08578 protocol separation and independence,
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20  (signaling) protocol for creating, modifying, and terminating sessions with one or more
participants. SIP is also a client-server protocol wherein servers respond to requests
generated by clients. A detailed discussion of SIP and its call control services are described
in IETF RFC 2543 and IETF Internet Draft ‘fSIP Call Control Services”, June 17, 1999. ‘
Those of ordinary skill in the art will recognize that application-layer protocols other than SIP

25 ° may be employed, including the H.323 protocol.

* Finally, the Session Description Protocol (SDP) is disposed above SIP in the layered
architecture. SDP provides information about media streams in the multimedia sessions,
permitting the recipients of the session description to participate in the session.

IP network backbone 120 may be of any suitable type, but there is shown by way of

30  example a network that includes a nationwide high speed network that operates at 622MB/sec
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5 WD 02/ 075605 PCT/ US02/ 08578 (OC-12). Backbone 104 enpl oys' advanced
packet swi tching technol ogy commonly known as the Asynchronous Transfer
Mode (ATMyvo oBacichone 120 al so utilizes a fiber-optic tran®orasoposs7’s
technol ogy referred to as the Synchronous Optical Network (SONET). The
conbi nati on of ATM and SONET enabl es hi gh speed, high capacity voice, data,
and video 5 signals to be conbined and transmtted on demand. The hi gh
speed of backbone 120 is achieved by connecting Internet Protocol through
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in Figure enterpris 118 is coupled to PBX 40. Those of
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al so coupl e | P metpiprsks ddRitdligzeti Natho&ToREpl Pdit thad & asedske, bySRK:h)4a6 obtiNs
and/or WANs. Referring back to Figure 1, PBX 40 includes tru or |ines
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DAL gateway 112 may be optional | npl oyed in network 100. Network gateway
114 is an S%W“FQﬂﬁHﬁWFﬁ@O 9§ﬂ%ﬁ¥¥)IC7 to-SIP Gateway. This provides users

51 Do | g SSog i P e ok gl ook 100 o
provi de - 6Figure 1, enterprise gateway 118 is cngleci to PBX 40. Those of ordinary skill in the art ngu
recognize that enterprise gateway 118 may also couple IP network 100 to other enterprise
networks, such as LANs and/or WANs. Referring back to Figure 1, PBX 40 inclpdes trunks
or lines for PBX phones 42. Enterprise gateway 118 provides the interface between packet
20 switched IP network 100 and the signaling employed by PBX 40. For example, enterprise
gateway 118 may use Integrated Digital Services Network (ISDN), Circuit Associated
Signaling (CAS), or other PBX interfaces (e.g., European Telecommunications Standards
Institute (ETSI) PRI, R2) to interface with PBX 40.
DAL gateway 112 is a system configured to support private traffic between IP
25  Jocations and non-IP locations. DAL gateway 112 may be optionally employed in network
100.
Network gateway 114 is an SS7 (Signaling System 7)/C7-to-SIP Gateway. This
provides users with the ability to place calls between locations within IP network 100 and

locations within PSTN 20. For example, network gateway 114 is configured to provide



WO 02/ 075605 PCT/ US02/ 08578 access to a voice switch (not shown), such as
a Cass 3 switch for donestic call processing, or a Cass 5 switch for

| ong- haul wardmo¥eos nt er nat i onal connections. SIP phones 50pcansosd37¢! i ent
devices 52, may be of any suitable type provided that they conformto the
standards pronulgated in | ETF 2543. SIP phones 50 have a 10-key dial 5 pad
simlar to traditional phones. SIP URLs, which include PSTN 20 -nunbers, can
be entered using the keypad or retrieved froma speed dial directory. To

pl ace a calictess diags'roﬁ@e saiteh (nsimedl suc 3@ Aline 3divitth foaddomdshie calhpreceasingli gi t s

are.coll ecte e "Dial" button is pressed, the call is
initiated.° 8 gggﬁ%ﬁﬁ’é“ﬁ“ﬁ#fﬁ‘@“ﬂ%“ﬁ%ﬂ?‘??%l phgnes when recei vi ng
an inconing Calshp h%n%’s S QRESTPRGichBvicaks, Bebd OF Ay elitableaiitarenGeddrai ces -

ne maybe configured to function and appear like a Plain

. g., 10 SIP
ad Te?epnw@og%ng.t@@ae SRS ProERlEpRbiTdETB 54 on S rBoRs e Marenb-ken il | ent
5215 3 Sﬁofgg%ggr fl tftonbl}Bbadst B URPL wiSHAABLA PAN &) MEIRANG 10D €T

(PO" or om a si‘gnal’i ng perspective evi ces and 52 are
very si m leaterediusingdie lkegtpatt draettievei firosommpeebdiglsliredtbryt Fﬁosplqgganall, digite axear i ous

Each type DieraPoRn i SP% it il sre eFPERE b Bhorl yRalB B Ao

managi Ng  HuliGn 4rdseuds the cald Bagitihted SSTP YRS 56 dinp Yindilat 16arakitib04) phéies ehen ng back
to Figure 1, SIP-proxy server (SPS) conforms with SIP standards detailed

per | ETF Reeivimgan ingsmgng oall. fS1R E]P(?DG?I 30 may obe thedormpptptapdalons devices 8- #or t he
purposg cgé]’ P'gééie%yr HRAUERITdD fRRAM dndppat nﬁcr a Blhin®hl Tele o%e %@12'1&‘” service

a request pass 20 it on to ahother server. S1 may al so
rewite a (H@%”Shg@pme(sﬁte Grdhe\aﬂlehhﬁgd,lﬁﬂ’ clgms5282 Spﬁwareelrlﬁn‘t @ml@és fer create a

t t det { d
by 5Pe. L037autie PrupreselpicBprir () ok, AR Gl BERGTELER, SR A Dresse

det ai | rGSOthSIZIﬂBR)erydEﬁﬂh ffBR1damoatldlssamecﬂasacti on such as a' SIP

call-event (INV BYE, NCEL, ,.OPT E . or any of
the other event¥ I}B%%‘B?tr B’Qd%‘ﬁ’é\?ﬁe S"E‘Sergﬂél?f’seacg\lglte?"'@a%% o‘?llﬁtﬁergﬁﬁfﬁ%’%d sps 102

i ncl udgs aforibtaiR’ BEAISRIof BB iRndthaik 100 heed dreidaliyle iSRSorlilg aBP plahapidg on
software to create the XM transaction detail file. The XM. processor

modul e maybeyasiguigansagtioaysugpyteddy neweek 30k documents, e.g., to provide
access to the R%Wacﬁwlgﬁréwcﬁﬁrﬁoﬁfse@& &) Jo‘nfo?ms mﬁ Sﬁpﬁﬁ‘iﬁfardgf the XM

transaction deta els etail in Tab

detailed per IETF RFC 2543. SPS 102 functions as both a server and a chent for the purpose
of making requests on behalf of other clients. SPS 102 may service a request directly or pass

20 it on to another server. SPS 102 may also rewrite a message before fofwarding it. SPS 102 is
configured to create a transaction detail file in XML format to record transaction data
processed by SPS 102. The transaction detail file is populated with transaction detail
records(TDR). Each TDR records a transaction such as a'SIP call-event (INVITE, ACK,
BYE, CANCEL, OPTIONS, REGISTER, etc.), or any of the other evehts described above,

25  such as errors, or timeouts. SPS 102 includes an XML processor module that is called by
SPS 102 application software to create the XML transaction detail file. The XML processor
module may also be called upon to read XML documents, e.g., to provide access to the
content and structure of an XML file. 'fhe format of the XML transaction detail file is shown
in detail in Table L
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WO 02/ 075605 PCT/ US02/ 08578 Table 1 SIP Service Transaction Detail File
Structure-Network Server Fields Syntax/Description Comrents XM <?xni
ver si on="wo02826@hl y one per file Declaration Used to defPcmassotiassig | e as
an XML document. This XML declaration is |located on the first line of the
file and is wused to identify the file as an XM file. XM. Document <tdr>
Only one per file. Type Always after the Used to define the beginning of
t he TDR docunent. XM. decl aration. Network Server

<nsi d>AA. @ﬁ)le%l%@&rﬂaﬁﬂéfogﬁetagﬁe Qﬁ&ur;%(frlt $efer | D (e . 166. 23. 44. 157) The

ygtSWeré Server dress, where AA, BB, CC,_ DD can be digits 0 through
and ppri can be a _numper 1024 throu h 65535. Ti nie >\Wed Ma
10: 55: 21 6s</ tine> &lgg%eﬁplptrl\%lr TDR flgl e Atimefl blnh}l ggnt aAs [hé ti ne

that this| ¥R field \\asxngpﬁaaﬂl"i.m?i he following form OnlmbpmﬁleAbbr evi at ed
Day <spacppelaRhdér evi at ed nonth <space+> Day of nonth <space+> Hour <:>
Mnute <:p Second <s pla@eemﬁﬂ#elarﬁleﬂﬂnﬁ%degﬁné This ABBr evi at ed Day =

Mon/ Tue/ Wed/ Thu/ Fri / Saeciastion is legsisd enhedirstlipe Rfsheifand is
Jan/ Feb/ Mar / Apr / May/ J Uit dferify g9 4e1 f5v/Dec  Day pf nmonth = 1lthru 31
Hour =00t Nk S3cumd: NYts 00 t hru 59 Second = 00 t hrluogfone per file.
Type . Always after the
Used to define the beginning of the TDR document. XML declaration.
Network Server <nsid>AA.BB.CC.DD:port<nsid> One per TDR file
ID

(e.g. 166.23.44.157)

The Network Server IP address, where AA BB, CC, DD
can be digits 0 through 255 and port can be a number 1024
through 65535.

Time <time>Wed Mar 1 10:55:21 2000</time> One time per TDR
. file

A time field contains the time that this TDR field was
opened in the following form: .

<time> Abbreviated Day <space+> Abbreviated month
<space+> Day of month <space+> Hour <> Minute <:>
Second <space+> Year <time>

Where:
Abbreviated Day = Mon/Tue/Wed/Thu/Fri/Sat/Sun
Abbreviated Month= '
Jan/Feb/Mar/Apr/May/Jun/Jul/Aug/Sep/Oct/Nov/Dec

Day of month = 1 thru 31

Hour = 00 thru 23

Minute = 00 thru 59

Second = 00 thru 59

Year = 4 digit year

Tdr Record <tdr_record> Multiple Tdr
Records may be in
Contains that fields that are to be recorded for an event one TDR file (or
. (message or other event). none if time period
expires with ~ no
events processed)




Year = 4 digit year Tdr Record <tdr record> Miultiple Tdr Records may be in
Contains that fields that are to be recorded for an event one TDR file (or
(message WO oehps event). none if tine period expires w PET/USOD085e%ent s
processed) 8 WD 02/ 075605 PCT/ US02/ 08578 Correlation ID
<corr_id>text</corr_id> One Correlation ID per Tdr Record The correlation
IDis used to uniquely identify all events (nessages, features, etc.) that
occur for a NS transaction (in the case of REQ STERs) or Session (in the
case of | NVITEs), starti ng with the reception of a SIP Request at the NS,
and endi ng wh th d'il_ sactiaqp (in the case of REG bTER;%OneCme‘?a%gn'IB (in

<corr IT .
the case of 1 ils oimcludes all nessaging and fe

i ng
that is done at the RS qnﬁesoh@lat%i%lmedtamndb@ymna@aa&mson The ?l efg I
contain the value of the |Gadsldl, tkainds, elohat oREGQMS trBactidde pri gi nal reqyest
received at the NS. Tine <m|tmmmﬁms'rms)¢m55n@mh®@@ef</t me> One ting per
TDR record Atine field IEMHﬁéiShsinz‘hiélﬂteirwtiwnrvéisﬁ’HGSIU§Kﬁén. (nmessage or
ot her event og¢curred). Théhﬂfl‘QFﬁ‘ﬁ “dnéw *’faétﬂnéfbtb?/‘és“ﬁeq.lest <r equest|>
ptional fiel¢gd - if preg ﬁfleérau Sefns‘an 2 essm tfasagne ne informatign
about any SIP|Request Tdrj ] b P %?;d Sent’ “of [eceived by tihe
NS. NOTE: Reqliests sent tfo t S an AUS are not recordej. Recei ved- fi[rom
<r ecei ved- f r ofrPAA. BB. CC. DD‘héﬁeﬂlDd’/il] sohtaid @€ varR drthe @M t@ess Recei ved-from  (je. g.
166. 23, 44. 157|: 5060) el grpedadnt ip e orlgmejui@sdst received at the NS.

Time <time>Wed Mar 1 10:55:21 2000</time> One time per TDR
. record
A time field contains the time that the event (message or
other event occurred). The format is specified above.

Request <request> Optional field
- if present on per

A request contains the information about any SIP Request Tdr Record
that is either sent or received by the NS. NOTE: Requests .
sent to the RS and AUS are not recorded.

Received-from <received-from>AA.BB.CC.DD : port</rece1ved-from> One Received-from
(e.g. 166.23.44.157 : 5060) element per Request

The IP Address that the Request message was received
from if the Request was received at the NS, where AA,
BB, CC, DD can be digits 0 through 255 and port can be a
number 1024 through 65535.

Sent-to <sent-to>AA.BB.CC.DD : port</sent-to> One Sent-to clement
(e.g. 166.23.44.157 . 5060) per Request

The IP Address.that the Request message was sent to if the
Request was sent by the NS, where AA, BB, CC, DD can
be digits 0 through 255 and port can be a number 1024
through 65535.

Message <msg>text</msg> One Message per
Request
This is a text field that will have all the fields associated
with the particular request including, but not limited to:
Request line, To, From, Call ID, Cseq, Via, Record-Route,
Route, Expires, Max-Forwards, Proxy-Authorization,
Proxy-Require, Correlation ID, and Contact.

The NS will not record headers in the message that it does
not use in processing, nor record the message body, for
performance reasons.




The I P Address that the Request nessage was received fromif the Request
was received at the NS, where AA, BB, CC, DD can be digits 0 through 255
and port wear2besess number 1024 through 65535. Sent-to <semCTtuseA¥ssBB. CC. DD
port</sent-to> One Sent-to elenent (e.g. 166.23.44.157 : 5060) per
Request The I P Address. that the Request nessage was sent to if the
Request was sent by the NS, where AA, BB, CC, DD can be digits O through
255 and port can be a nunmber 1024 through 65535. Message <msg>t ext </ nsg>
One Message —Request] This IS a text field that wilT[haye all  fhe
fields associ a%:ﬁ‘gf:e\?ml h t h&"98¥ti cul ar request incl uding, Mﬁ?ggﬁ‘g}tﬁqﬁr t ed
to: Request |l To, Ff ol %& ,
Expires, Max-{Forwards, P} Bsnhtoﬂnﬁ%‘??nggf%ogheSt\ﬁ'f}r%&lﬁsé%gU| ne, Correlatijon ID,
and Contact. Fhe-NS—w-1 nct recor-g-—-headers—a—the—Aessage—that—t ﬁﬁres
not use in prloaessicatign nprauflecor d t he nessage body, for |pePftionshiaiiceat
reasons. 9 W) 02/ 075605 PCT/ US02/ 08578 Req(uest End </ r equesatoneptritéinal
field - if limter prpdidfeldrgpesi @Flat‘?g{in et et ne the end°BH |t he
request fields withing a ”I“t?l?f%’ﬂ%? TSt aautlﬂ{ﬂicﬁlg?’l‘f’ﬁscatl on <aut h> Opti onal

field - if II‘PQPI’\T7 one p\ero i’h‘ This fng_d_r_egnrrlc lnfr\rn'ati'cn on—the

OTT €

aut henti cat i qnadia@kaiiGecof dautﬂ/\ﬂﬂ>t&9ﬂaixfhl’lﬁiﬁd on a request. I|f no One per

aut hent i cati drmdMasr per fof med. - Aut henticati on <aut h_i nd>t extAuthentitation ind>
One per This field records the reason that authentication was
performed. The values for this field are as follows:

“Proxy-Authorization Header Present”

“Authorization Header Present”

“Authentication for Method is active in Auth Entity Table”
“Authentication for Method is active in Global Table”
“Next Hop (Route Header) is a protected entity”
“AuthEntity has disabled record for source address”

Authentication <aus_query>text</aus_query> Optional field ~ if
Server Indicator present, one per
This field is recorded when a query was sent to the Aus. If Authentication

no query was sent, this field would not be present.

The values for this field are as follows:
“Pending Challenge where nonce matches”
“Auth Cache exists, but response does not match”

“Auth Cache exists, but expiration time needs update”

10



| ndi cator Aut hentication This field records the reason that authentication

was

"Aut hentication for
for Method
protected entity"

performed. The values for this field are as foll ows:
" Pr oxy- Auwboriozsbs on Header

Present”

Tabl e"

"Next Hop (Route Header)
"Aut hEntity has di sabled record for source address”

Aut henti cation <aus_query>t ext</aus_query> Optional field -

"Aut hori zati on Head®CTRrSeyessrs
Met hod is active in Auth Entity Tabl e”
is active in d obal

" Aut hent i
is a

if Serve

cation

r

I ndi cator present, one per This field is recorded when a query was sent to
the Aus. |f Agthentieatipnm—mo query was sent,;, thrs fiefg woutrd not b
present. The |Vaihgsisatibpr | fruth feF#XG/ﬁaﬁléeSas foI I ows: " Pend eE:hal | eng
where nonce neiteetes" " Aut h che éate o So;Ponse dods® et ch”
"Auth Cache dxists, but e ntw mm e q’ 'was 10 VIO 02/ 075606
PCT/ US02/ 08578 Aut henti ¢ E@;ﬁg&@ggm n@ut _res>i{0ne per Resuft
Aut henticatign This is a text | e d that indicates the rlesults of
authenticatign if it was mrpﬁﬁblmﬁsakefasam“laentl cation wag not perforjed,
this field wifl| not be present. The possible values are gs follows:
"Pass- Trusted Entity" " Pél’@@ Ipstedfsiy’| cat ed” " Pass-Non Trlust ed User"
"Fail -Entity |D sabl ed" Pal I ??%1 tem Fai |l ure" "Chall enge-|User information
not found" "|Chal | enge- ALtREXFTEAEdNn i nformation mi snmat gh”
“Pass-Non Trusted User”
“Fail-Entity Disabled”
“Fail-System Failure”
“Challenge-User information not found”
“Challenge-Authentication information mismatch”
“Challenge-No local Pending Challenge or Auth Cache
Record”
“Challenge-Expired Pending Challenge”
“Challenge-Expired Auth Cache”
Authentication </auth> Optional field - if
- End Delimiter present, one per Tdr
Used to define the end of the Authentication fields withing | Record
a Tdr Record.
Response <response> Optional field - if
present one per Tdr
A response contains the information about any SIP record
Response that is either sent or received by the NS. NOTE:
Responses received from the RS or AUS are not recorded.
Received-from <received-from>AA.BB.CC.DD : port</received-from> | One Received-from
(e.g. 166.23.44.157 : 5060) element per
Response
The IP Address that the Response message was received
from if the Response was received at the NS, where AA,
BB, CC, DD can be digits 0 through 255 and port can be a
number 1024 through 65535.

11



"Chal | enge- No | ocal
"Chal | enge- Expi red Pendi ng Chal | enge”
Aut hent i caDioen7560RUt h> Opt i onal

per Tdr
a Tdr

Pend

ing Challenge or Auth Cache

field - if

field - if

Recor d"

"Chal | enge- Expi red Auth Cache"
End Del i m t @CTArSe%essr8 one
Used to define the end of the Authentication fields w thing Record
Record. Response <response> (Optiona
A response contains the information about any SIP record Response that
ei ther sent or received by the NS, NOTE:

present one per Tdr

is

Responses received fromthe RS or

AUS are not r
port</receiv2
per Respons
if the Respon
0 through 251
PCT/ US02/ 08571
el ement (e.gqg.

corded. Re
Fertdne One

The | P Addy

se was rece
and port -c
8 Sent-to
166. 23. 44.

Ceived-irom <recei ved-1r on>AA. BB.

Bt ?é -‘3{9?  PPETSgREtT66. 23. 44. 1
§Sé% §§17he esponse nessage W4
y}Qq’P )@ridregsrﬂﬁt thﬁlesp%@ﬁx@sa
Aifle RBpofse WasAEDB the M3 2vhete AMOBR) tC 3D 3
<SR bd diditoivdugBBs5Gad foBcan bpotutntsr $@At
1 hrdugh 65060) per Response The | P

aé seﬁgb if Cq

CC. DD :

e Seae Flymegy
er Response
recel ved

. DD can be

5. 11 WO 02/

-to> One Sen

Addr ess t hat

Prrent
from
di gits
D75605
t-to
t he

Response ness
BB, CC, DD ¢

t hrough 65535.

text field th
Response i ncl

age was sen

B di'git
Message <
at will hav
udi ng, but

fo if the Response was sent by
BSO8R 255 and port can be 3
”ﬁgﬁi§é&ﬁé&ﬁ@@mQR@mNﬂﬁﬁﬁgﬁxﬁﬁ&i H
el e phrlGilaf R0k inBISERCIuBLoBIEIM o
NShtud 1idd) ToSGort, Gall ID, Cseq, Via, Record-Route,
Proxy-Authenticate, and Contact.

The NS will not record headers in the message that it does
not use in processing, nor record the message body, for
performance reasons.

t n% es%é eWher
ol %Eg? 1924
lesponse
the parti cul

Thi b

P AA,

Response - End -
Delimiter

</response>

Used to define the end of the response fields withing a Tdr
Record.

Optional field - if
present, one per Tdr
Record
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St at us Li ne,
Pr oxy- Aut hent

nmessage twatoziorsedbes

for
Delimter

To, From Call 1D, Cseq, Via, Record-Route,
icate, and Contact. The NS will not
not use in processing, nor

per f or mance reasons.
present,
fields wthing a Tdr

one per Tdr

Response - End </response> Opti

record headers
record tReTNESsY08FES body,
field -

Used to define the end of the response
Record Record. 12 WD 02/ 075605 PCT/ US02/ 08578 Event

in

onal

t he

i f

<event >text</event> Used to record events other than nessages that caused
actions at the NS during a transaction. The possible values are as foll ows:

FRT] 1

"TCP Connecti
wher e AA. BH
"TCP Connecti
AA. BB. CC. DD i
Ti meout" for
is the port

AA. BB. CC. DD: H
nunber of the
AA. BB. CC. DD i
Ti meout "

Y £ JA—|
O 10 CUA 1

JIentDD is t

0St TCP—Conmectionto TUA™ AA
neevPiaFe®Es and EE is the port

on to TUA" .BB. CC.DD: EE "could n be, est
Sthe 1P ad ?'g‘%gg b e et ey O
AA. BB. CC. DD| EE = “where "AA BB.CC.DD is the |
‘ Eunb% of t henBRsibBadued drd@ it "UA Invite T
- ere A . i e | P Address and
TUA " UA Noﬁclr?\%"cg“‘ﬂqﬁ ‘r’rggﬁgﬁfor TUA" AA. BB. Q
s the P Ad

R CompeiopteTVA” AMRECHBPEE et
where AA.BB.CC.DDYS‘%he P addres glllt)i Eps1 e pc?r{

number of the TUA

“T'CP Connection to TUA” AA.BB.CC.DD:EE “could not
be established” - where AA.BB.CC.DD is the IP address
and EE is the port number of the TUA

“RS Timeout” for AA.BB.CC.DD:EE - where
AA.BB.CC.DD is the IP Address and EE is the port
number of the RS that timed out

“UA Invite Timeout for TUA” AABB.CC.DD:EE - where
AA.BB.CC.DD is the IP Address and EE is the port
number of the TUA

“UA. Non-Invite Timeout for TUA” AA.BB.CC.DD:EE
- where AA.BB.CC.DD is the IP Address and EE is the
port number of the TUA

“ACK Timeout”
“Txn Clear Timeout”
“Expires Timeout”

“AuS Timeout” for AA.BB.CC.DD”EE - where
AA BB.CC.DD is the IP Address and EE is the port
number of the AUS that timed out

“Ring Timeout for TUA” AA.BB.CC.DD:EE - where
AA.BB.CC.DD is the IP Address and EE is the port
number of the TUA

“487 Timeout for TUA” AA.BB.CC.DD:EE - where
AA.BB.CC.DD is the IP Address and EE is the port
number of the TUA

BCC DD E
nunmber of
abl i shed"
of the TU
P Address
i mout fo
EE i s thg
(C. DD: EE
of the TU

F "| ost"

t he TUA
wher e

N\ "RS

and EE
TUA"

2 port

wher e

N " ACK

TDR Data - End
Delimiter

</tdr_record>

Used to define the end of the TDR Record fields within a
TDR File

Multiple Tdr
Records may
be in one TDR
file (or none if
timer period
expires withno
events

processed)
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"Txn Clear Tinmeout" "Expires Tineout" "AuS Tinmeout" for AA BB.CC DD'EE -
where AA. BB.CC.DDis the IP Address and EE is the port .nunber of the AUS
that ti me@oma7s6k ng Ti neout for TUA" AA. BB. CC. DD: EE - wheca/usezosss CC. DD
is the P Address and EE is the port nunber of the TUA "487 Ti meout for
TUA" AA.BB.CC.DD:EE - where AA BB.CC.DDis the |IP Address and EE is the
port number of the TUA TDR Data - End </tdr record> Miltiple Tdr

Delimter Records may Used to define the end of the TDR Record fields
within a be imone TDR TDR FiTe file (or none 1T tiner pe |10d expires
with no eventg%r RETLLHS13 WO 02/ 075605 PCT/ US02/ 085781‘§gy‘ S Hocunent
</tdr> Only dn Tyan%@Qd}ﬂnLﬁeenﬁ‘LW@R%cu%ﬁd to def|ifEnk éth@m of the
TDR Docunent .| the end of}the Ile. Voice mail server (MMB®. 108 i§ a

Sl P-server t hat—provides-voicemart—servites: tsers of the tPmetwork 100
are provided wth the capability to integrate voicemail 5 services based
upon SIP. Call's arg.ibonhttd (Vi) 108 88 STRkdr &Rk pioviaBy e BfsckAZsand - RS

104 for certain ca such as those that indicate a Busy or R ng No Answer
condi ti on. CaUbass efthy Bl matworkiil D0 argrprovided votidhe cagability o ¢Reis Yie M
termnatio opt.i 0 r_as | . I aﬁ%, ' cted b
t he user. %al ?CEVIBV%?%%W&%(Saﬁﬁtdogﬂ?g}ggq{)é]téd;ﬁ er‘egt?dreintla\}e %égggggésgﬁr]é@;%nﬁt ed toy
VMS 108 as a BER04nadReitdii calld, such aethose that indicate a Busy or Ring No Answer

condition. Calls to voice mail can also occur as a Find-Me/Follow-Me termination -

option, or as an Unconditional Call Forward option selected by the user. Calls by the
user to log in and retrieve messages are routed to VMS 108 as a SIP endpoint. A voice

10  mail address can be entered for any destination address in RS 104. For instance, the
Call Forwarding Unconditional address or Find-Me address, etc., can be the SIP URL
of a voice mail account. SIP enabled VMS 108 supports all alphanumeric SIP URLs,
Headers, Request, Methods and Status codes (e.g., per IETF RFC 2543). VMS 108
supports SUBSCRIBE, NOTIFY, and Message Waiting Indicator (MWI) messages.

15 VMS 108 may restrict access to the system through a variety of ways. Access
may be secured through private access code. The access code may be supplied in the
SIP INVITE message or through DTMF. VMS 108 may reject messages based on tﬁe
IP address of the originating server. In other words, if the message is coming from a
server that is not trusted, then VMS 108 may reject the message.

20 VMS 108 is also configured to create a transaction detail file in XML format to
thereby record transaction data corresponding to all network transactions processed by
VMS 108. Because the format of the VMS XML transaction detail file is very similar.
to the SPS 102 XML transaction detail file, it will not be repeated here. '

SIP conferencing server (SCS) 106 is a centralized SIP-conference server

25  configured to provide audio conferencing capabilities. SCS 106 support G.711
(RTP/AVT 0), as well as other codecs. SCS 106 may specify two modes of operation.
Under a Reserved mode, the useré are required to reserve a bridge ahead of time. An
Instant Conferencing mode refers to the ability to set-up a conference as needed without

any need for advance reservation, allowing ad-hoc set-up of conferences as well

14



10 mail address can be entered for any destination address in RS 104. For

i nstance, the Call Forwardi ng Unconditional address or Find-M address,
etc., canwbehwosl P URL of a voice mail account. S|P en&birasod/nds7408
supports all al phanunmeric SIP URLs, Headers, Request, Methods and Status
codes (e.g., per |ETF RFC 2543). VMs 108 . supports SUBSCRI BE, NOTI FY, and
Message Waiting Indicator (MN) nessages. 15 VMS 108 may restrict access to
the systemthrough a variety of ways. Access may be secured through
private access code. The access code may be supplied in the SIP INVITE

nmessage or t hpQuethin i ba¥®iRoh@BentBito hfigre@lio ABSERY EvnRamedacdesihe | P
address of the origllrnati ng server._ In other words, if the nmessage is com ng

froma servevecurdihroughigpacoesyrode daricipantsynising ¢t bridpe Fagy ssed tpiacoessage. 20
VMB 108 i s al 5o Ganhl gﬂ‘rlgﬂicetﬁesge{;%ﬁ’éTg' JEABRAGE s Qn S8tAhlonid HEMEN XM

t
format to thereby recor ransdction data corresponding to all network
transacti ons grpendssedthbyuppuivir TVBVF Babe gaewayh An udibhe tonsfmaythe plaves! sevL

transaction detail file is.ve im.dar., .to-th XMoo bd; action’
detail fi |§;, ?I’P"W‘ie|ea‘iPd’[a“b°épaP{e%'é§etyé%fn@Erbé‘l.dg“sﬂlﬁe g%sg‘lf?‘g?“i’%ﬁt ng g}e‘iﬁ‘?}ag‘?f ( SCS)
106 is a cent fophehhithidd-ooRiats Rtercbahy gerat@liadsodtitgeachdf the cpnferencte audi o
conferencing capabilities. SCS 106 support 11 RTP/ AVT 0), as well as
ot her codecs.P W“HQF“%B@P fjo f}%"‘%ﬁﬁﬁ‘?%e B?J‘éfigrﬁ?‘iec?ﬁ e ato{%ﬁi‘eﬁn%é Reser ved
node, the usegs ALGmEEAKNERE of Be pRESIPMEs Rtdihé SFeratteathdbontdrdi®e An | nst ant
Conferencing node refers to the ability to set-up a conference as needed

wi thout any eneedindterrcangotifydhe negicinentsof the timeiand data dprdep e herrerpiosy
conferenc US4 1d iPSHBbkdd WEerShy ®Ht based
conf er encgog ?%laﬁégébé eplag)% %ﬁ%%g%tgoﬁ%der enccce@g%lges}s ipgb ,s’ecurre t hr ough
an access codpartiédamtHodd paprevijedivithmgusiche bri dge can send their access code

via the SIP Inviti e. POJS tel e ne .users_gca DTMF
dependi ng on the iﬁg@?gﬁoﬁﬁ Vﬁ{e Cgﬂgreﬁ%l?% NaY ?&A%ngé?u%fﬁ[ﬂggg{hgﬁgp may be
played to 5 a&%%ﬁﬁl@@c&ﬂ&/@nd@@ﬁllér&ﬂn@ﬁ@f@@ﬁ{ragﬂy wjit?inrh dohferdnré chj;lex_ndiﬁaﬁ beyst em
supports a coordi hator /operator initiated conference, r t he
operator di al rotusrad tp gheanaim calk qalllléﬁ%‘rﬁsérﬁ?r?c‘@ay PW%‘?%éﬁ\éggéﬁ%Q%ri ngs them
into the gonfgrenge. oThe 1 fONEHRNCHPRAFBLOSCS 206, AT brigiadieh @nnoatice the
name of the participants 1nto the conference. The conference coordi nator
can notify t heropesedidiffgrentlyshasia noneSIP catkbagpitse geftverks gatewapid L€ wiable iThe _
operators 10 g%éggeetpage{ll%d%mﬁ)&tto %%Eﬂf&%nc@lJE@If‘.dHchveE'%t@-loM'ssz{bfet@n Hold is

supported, whe e ,
validate the caller by prompting for passwords and validating the password entered as

DTMEF digits. As an alternate to password collection through DTMF, SCS 106 may

20  support authentication using SIP. In this scenaﬁo, the SIP INVITE message catries
additional user parameters, such as username/password combination that may be used
by SCS 106 to validate the user. Further, conferencing system 106 supports web based
provisioning by the users. SCS 106 interfaces with the OSS 110 for provisioning,
alarming and reporting. The provisioning and reporting interface of the OSS 110

25  assists with a number of conferencing functionalities, such as the capability to Setup,
Modify and Delete conferences. The administrator or mode;ator of the conference is
able to specify the number of attendees to a conference, as well as specify duration of
the conference, date and time-by-time zone, and name of reserved conference. t

SCS 106 is configured to create a transaction detail file in XML format to

30 thereby record transaction data coﬁesponding to all the above described transactions

processed by conferencing server 106. Because the format of the SCS 106 XML
15



parties on Hold are provided with nusic. SCS 106 also permts private
conferencing (i.e., sub-conferencing), wherein designated conference
cal l ers nwg oconfees privately within a conference call andPCharsobess7s et ur ned
to the main call. Calls from PSTN 20 may be forwarded to SCS 106 by 15
network gateway 114. Fromthe perspective of SCS 106, a SIP originated cal
is not processed differently than a non-SIP call because network gateway
114'is able to translate the called nunber to the conference URL. However,
SCS 106 is ablyg,dtion cﬁ{amqﬁ& R stl®ar Gk 8PS th R0k QétaiP ARSHRIIS0raNd

val i dating the password entered as DIMF digits. As an alternate to
password colléeﬁm@ﬁﬂihrough DTMF, SCS 106 may 20 support authentication
using SIP. In thi SR§€6£'?§A§’[M&J&%@§ER&M‘§ \%ﬁlggchs?a[nd%]ﬁ§detﬁféq k1 onal
user paraneters, such as USernane/ passwor |nat|on be used by
SCS 106 to valEHaRBCRBE43. tkszn04d%ueptmmasmgéc.—;mptﬂmgdckgssm(mﬂﬂﬁmppwts web

ot ovi si oni o, TR Pap ARG © e B oV Er SRy S e i ong

interface of Hb& HoBRitkIdit2EviESIPiredusstyyiahdRS 104 6&L moDdcce® BAIBI RISCI0Ags

functionalities, such as the capa |I|t to Setup, Mbdify, and | ete
conf er ences. vysentipdiin dlpeation severgrhergiRl %?OWOFWS%WHFWE%% gatiogy| o t o
speci fy the ny (Pf{me%t tR%nﬂﬁ folsbhvas &qq@%@or eAF udte ot SPe bR,
dur ati on of t conf er ence, ate and ti time zone, and nane o

reserved conf edckcsse'ah@ﬁsn lf%ulﬁstam,rﬂndgw eldletswsgmlefatf@ﬂﬁe configwation. g¥S det ai |
file in X 30 t.hereh cor. ) ion data corresponding to
all the a ve?gzgag‘?(iﬂﬁ%he sregﬁossé%ﬁe?é%ie a&?)gcéf(grgaeg&%y conferenci ng server 106.
Because the fornmatRefl04 fb&lsSGSni%&(Mcreﬂtﬁ a\i¥an &2 G/ &b 1P GTX MEORB 18 57 8
transaction detail file is simlar to the SP 2 XML .trapsacti on detai l
file, it will theby reserdizmsagtioyd atkﬁori%ﬂo’ﬁgglgéo éi é%rtéa&f’arcgﬁ’fs E"é‘?%sr hat
conforms wi thegh® %%Q@Bﬂﬁs 464 aith@faidtion UGAT filfikcldd4d SandaSichQitadccept s SI P

nmessages, maps the address into one or nore new_ 5 addresses, and returns
t hese addr ess&ssords ugdddo eqcpuimetwark frensactiogs Hfoﬁ@seélﬂ”s R4, RS Hdnchesiss amot

initiate i 155 3 Ogllocesg(?rq}f&ﬁﬁesthat\?ﬁgallgcgbylﬁg' %h@&km%goum nﬁ)ﬁ{ll@‘cto c1€§e 104 s

essenti al I v, ation server wherein | n thon about possib
term nating | dea{Mbrisnsacton detailofile. al”l“ﬁleéKMIRﬁm@ﬂoraﬂl@@lemy\ﬁé@ b&@fﬂéedrtepom tory

for end user infor abl | dress..V Lsﬁl f tus, and
real -tine subé??paﬂg&/&fr gget ﬁ?%cagsg 1gog'(r%a i glir?]fere% i I the'ofhpHafentd

network 100, its XML transaction detail file is substantially different than the SPS

XML transaction detail file. The format of the RS XML transaction detail file is shown

20 indetail in Table IL

Table II SIP Services Transaction Detail File Structure — Redirect Server

Fields : | Syntax/Description Comments

XML Declaration <?xml version="1.0"7> Only one per file

Used to define the file as an XML document. This
XML declaration is located on the first line of the file
and is sued to identify the file as an XML file.

XML Document Type | <tdr> Only one per file. Always after
the XML declaration.

Used to define the beginning of the TDR document

16



10 104 may al so be used to store configuration information.
configured to create a transaction detail
record traplaoricoh data corresponding to all
errors processed by RS 104.
transaction detai l

by RS 104.

104 application software nodule to create

The XM pr
RS 104 ha
transacti

i s shown

Detail Fil
XM Decl arn
file as an
of the fil

Type <tdr3

define theg
Redi rect
166. 23. 44.
can be did
Time <ting
field con
form <ti
Mont h<spadg

QriegEEr P i | 6

transacti @

RS 104 is al so
filein XML format to thereby
SI P transact ipemgjSo2/osseout s and
The transaction detail file includes

records used to record network transactions processed
RS 104 includes an 15 XM. processor nodule that is called by RS
the XML transaction detail file.
ocessor nodule may also be called to read an XM. file. Because
a _different ffunction i n tne nanagenent Oof [ networK_100, 1ts XM

TECAMRBCHRI BN T f er ent t RARYPHEUSES  XWL
(eggl&bﬁggg {gatsoéwa the RS XML transaction detail

ble Il SIP Seryices Transaction
TRE Al &Ederv@aP ¥Riess ihéd Al BBYad, ax/ Descri ption Comre
€IS ¢a Bdighs Ohrdugh O¥3layd ponempes fijl e Used to define
.nuiber P2XKMougtl 68Bar ation is | ocated on the first |
€ and 1S sue O ldentirfy the fi e as an XM file. Docunent
18y one per <f“i“ﬁe>wed,&f%)}§ 5%\?"[289“ Unge XML &8t té{?egfriTtP?r‘lg%eUs ed t

¢ begi nni ng of| fhe ° fggcgl%ggggmethamsy?glg/ 075605 PCT/ US02/ 0857
berver | D <r si|dzMvekBinGle rdibWiRObdn</ I Si Only one per file (e.g
157: 5060) The Redi r ect Server | P address where AA, BB, CC, D
ji ts O t hrough 2bb-AdbvehigoPdy<pam>BebreviateiMpdter; 1024 t hr ough 6553
:>\Wed Mar 1 1Q: 55p2¢~>RacoMetti<sacsdvar<¢Mirgteper TDR file The ti
ains the timg tRafecrirgcTDRFYim> was opened in the foll owi ng
me>Abbr evi ated@ey<space+>Abbr evi ated Month| <space+>Day of

} e+>Hour <: >M u&b%rewated Day=Mon/Tues/Wed/Thu/Fri/Sat/Sun
Abbreviated
Month-+Jan/Feb/Mar/Apr/May/Tun/Jul/Aug/Sep/Oct/
Nov/Dec

Day of Month= 1 thru 31

Hour = 00 thru 23

Minute = 00 thru 59

Second = 00 thru 59

Year =4 digit year

n detail filg. fi
20 in detail

e Structure -
ation <?xm Vv

XM. docunent

e

Nt s
t he

N
ZN

a_pno pecxe)

Multiple Tdr Records may be in
one TDR file (or none if time
period  expires with no
transaction processed)

Tdr Record <tdr_record>

Contains the fields that are to be recorded for a
transaction within the RS.

One Correlation ID per Tdr
Record

Correlation ID <corr_id>texi</corr_id>

The correlation ID is used to uniquely identify all
events (messages, features, etc.) that occur for a NS
transaction (in-the case of REGISTERS) or Session
(in the case of INVITE), starting with the reception
of a SIP Request at the NS, and ending when the
transaction(in the case of REGSTER) or session (in
the case of INVITE). This includes all messaging
and feature processing that is done at the RS and the
DAP for an NS transaction.

The filed will contain the value of the Call ID that
was present in the original request received at the NS,

<request>

Request One Request per Tdr Record

A request contains the information about the initial
SIP Request message that is received at the RS from
the NS. This request is what triggers the transaction
processing at the RS.

17



<:>S econd<sp ace+>Year</tine> \Where: Abbreviated

Day=Mon/ Tues/ Wedl Thuf Fri | Sat/ Sun Abbrevi at ed

Mont h+JarwBeb/Akien3 Apr / May/ Jun/ Jul / Aug! Sep/ Cct/  Nov/ Dec DagTafSovussth= 1
thru 31 Hour = 00 thru 23 Mnute = 00 thru 59 Second = 00 thru 59 Year
="4 digit year Tdr Record <tdr record> Miltiple Tdr Records may be in one
TDR file (or none if time Contains the fields that are to be recorded for
a period expires with no transaction within the RS. transaction processed)
Correlation ID <corr id>text</corr id> One Correlation ID per Tdr Record

The correfation TD 15 Gsed to.uni
f eat ures, | 8t€Y-ioRat o¢ <Eﬁ°°“f"8fr°'§>%g§é %/(F gﬁgoétc rf%’ﬁg(l n} E Y ecewwg&fg%@pg‘rERS)

or Sessioh (in the cage’®6f INVITE), starting V\ntht"lereceptlon of a|SIP

Request a{ the NS, and|eqngdidagswhen:sobig transaction(|n the case of REGSTER)
or sessioh (in the cage of INVITE). This includes all nessaging and
f eat ure pfocessi ng t hat| ThelPddirees aad pott bet RS qeesidvat thesivedDAP f or an NS

transacti pn. The fil ed |viont wessrit'aPP QCHD ¢rabafisitt? Call IDthat was
present in the original “F Sendpartea bragumer ?14él“N§p Request <r equest > (ne

Request per_Tdr Record N ‘equest _contains the infor|

initial S I%ingequesjt nes &ag&v&ehmar i190:5€0ebvegmet t he RBndtieper Redusst NS. Th‘i S
request i $ what triggens the transaction

The time field contains the time that the request was
received. Same format as described above

Message <msg>text</msg> One Message per Request

The contents of the SIP message that was received
from the NS. This will have all the fields associated
with the particular request including, but not limited
to: Request URJ, To, From, Call ID, Cseq, Via,
Proxy-Authorization, Expires and Contact.

Request-End </request> One Request per Tdr Record
Delimiter
Used to define the end to the request fields within a
TDR Record
Feature <feature> V Optional field-if present, one per
Tdr Record
This field is used to record the data concerning the
features that were executed at the RS during the
transaction. If no features were executed, this field
will not be included in the Tdr Record.
Recursive Call | <rec_call_routing> Optional field-if present, one per

Routing feature.

: This field is sued to record when the recursive call
routing feature is invoked. It is invoked when a non-
final address that was passed back to the NS results
in a new query to the RS with previous context
information appended to the Request UR1 of the new
query. This will only be present when the “final-no”
or “final=egwy” URL parameter is recelved on the
RequestURI.

18



processing at the RS. 17 WD 02/ 075605 PCT/ US02/ 08578 Recei ved-from

<r ecei ved-fronrAA. BB. CC. DD: port </ recei ved-
fron> Reqwesn/7i6es g. 166. 23. 44. 157
request was received
255 and port can be a nunber
10: 55: 21 2000</time> One tinme per
that the request was received. Sanme fornat

from -

: 5060)
where AA, BB
1024 t hr ough
Request

65535. Ti

as descri

ne <time>Wed Mar 1

bed above Message

One Received-from el enent per
The | P addr ess pamdiSppog578 hat t he
CC, DD can be digits O through

The tine field contains the tine

<msg>t ext </ msg> One Message per Request The contents of the SIP nessage
that was r, H—have—att+—the—fietds—associated
With the paeinimatlzaktue etjuesin nom¢xcfderrtrgnoabut not | | n1 t @ Pne pepRecevafed Routiry
To, From |@allikss| D, Cse Via, Proxy Authorlzat .xpires and. Cont act
Request - End </ r equest > dﬁéﬁﬂéqﬂﬁgP @?m g? f Dl i miter Used to define
the end tq the request ff Fﬁ ' Wm “aur e05$d Feature <feature>
Optional fiield-ifpresent, 1Ghe per Tdr Record This fileld is used to record
the data goncerning t hel Tb gRliE RBestth @ls 2@c@uexasut ed at the RS during the
transactign. If no features were executed, this field wll not be included
in the Tdr, Record. Recur®tive”Call <rec call _routing>|Optional ,fieId-ifH
present, qne per Routin% feature. This field is sugd to record when the
recursive |cal | “Local”

“E.164"

“IP Address”

Originating Dial Plan
D

<orig_dpid>text</orig_dpid>

This field is used to record the originating dial plan
1d which appears as a url parameter in the
RequestUR1

One per Recursive Call Routing

This field is used to record the data gathered during
the validation of the originator of the call. This data
includes the nature of address, the dial plan ID, the
prefix plan ID, the location name, and an indicator if
the subscriber was not authorized.

If there is no record for the originator of the call,
portions of this data (dial plan ID, prefix plan ID,
location name) will be retrieved for the gateway @™
most Via header in the request).

If there is no record for the gateway, portions of this
data (dial plan ID, prefix plan ID, location name) will
be retrieved from the global information table.

Location Name <locname>text<locname> One per Recursive Call Routing
This field is used to record the location name which
appears as a url parameter in the RequestURI
Recursive Call | </rec_call_routing> Optional field-if present, one per
Routing - End Feature
Delimiter Used to define the end of the Recursive Call Routing
fields within a TDR Record
Originating Call | <orig_val> Optional field - if present, one
Validation per Feature

19



routing feature is invoked. It is invoked when a non- final address that
was passed back to the NS results in a new query to the RS with previous
cont ext wofoenmwbs on appended to the Request URL of the n@@T/upom08578 Thi s
will only be present when the "final-no" or "final=egwy" URL paraneter is
received on the RequestUR . 18 WO 02/ 075605 PCT/ US02/ 08578 Term nating
Nat ure of <term noa>text</term noa> One per Recursive Call Routing Address
This field is used to record the term nating Nat ure of Address which
appear s as fa urt—parameter—Tn the—ReguestUR—The possibte vatoes—for—thj s
are the fol|lQgPaigs Naterpef E'E-“"”E&E/all'g'—“oa”’E 164" "I P Addresser Gricgitinat o
Di al Plan $d¥fGSdpi d>t ext cursi y&#aP Routing 1D
This field|is used to re S{ﬁéif%j @j om‘Iar | d whi ch appears| as
a url paraneter in the or cnanme>t ext <l ocname> [ne
per Recursifve Call Routi ng ThIS field is used to reccprd the | ocation nape
whi ch appears as a url pamapmditesvaiud fd he alReqtastitdRl Req¢ursive Call </rec
call _routimg> OQptional flield-if present, one per Routing - End Feature
Delimter lgsRed to defind ‘PHetend of the Recursive Calll Routing fields
within a TDR Record Oi gi“gq&i‘.ng Call <orig val> Optional field - if
present, one '

=

“IP Address™

Originating Dial Plan | <orig_dpid>text</orig_dpid> One per Originating Call
D Validation

This field is used to record the dial plan ID of the
originating subscriber. This is retrieved from the
subscriberID or authprof record(depending on the
present of Proxy-Authorization Header) if present. If
not present, it is retrieved from the rsgwyinfo record
if present. If'not present, it is retrieved from the
rsglobal record.

Prefix Plan ID <ppid>text</ppid> One per Originating Call
Validation

This field is used to record the prefix plan ID for the
originating subscriber. This is retrieved from the
subscriber record if present. If not present, it is
retrieved from the rsgwyinfo record if present. If not
present, it is retrieved from the served terminating
hosts record. i

Location Name <Jocname>text</locname> One per Originating Call
. Validation

This field is used to record the location name for the
originating subscriber. This is retrieved from the
subscriber record if present. Ifnot present, it is
retrieved from the rsgwyinfo record if present. If not
present, it is retrieved from the rsglobal record.

Not Authorized | <not_auth>text</not_auth> Optional field-if present, one per
Indicator Originating Call Validation
This field is present if the originating subscriber if
found to be unauthorized to make any phone calls.
Its value if present is “Not Authorized.”

Not Trusted Indicator | <not_trusted>text</net_trusted> Optional field-if present, one per
Originating Call Validation
This field is present if the originating subscriber is
not trusted. An originating subscriber is considered
not trusted when it is a non-authenticated user that
does not come through a trusted entity. The fields
value if present is “Not Trusted.”
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Val i dation per Feature This field is used to record the data gathered
during the validation of the originator of the call. This data includes

t he nat urwooR/ozwds ess, the dial plan ID, the prefix planPCDushhessi®ocati on
name, and an indicator if the subscriber was not authorized. If there is
no record for the originator of the call, portions of this data (dial plan
I D, prefix plan ID, |location nane) will be retrieved for the gateway (2nd
nost Via header in the request). If there is no record for the gateway,
portions of this data (dial plan | D, preflx plan I D, |ocation name) wll

be retrigred—fromthe gtobat—nformatTom tabte. 19 VFU 027075605

PCT/ US02/ [08&haing Or i §blh at‘/P'rigV#&at ure of <orig_noa>t ext|<IHjPRdRL EhEepE/
Originatin é""‘@&?ﬁ'ﬁndAddr Jdat | nfﬂ;l'hl s field is u fo record the
nature of| Z4MBss for 3} Vf;fé} P RGr UB Cgl‘l er sed on the user poiftion
of the Frlom Header in-| ﬁ\ﬂque% rressa"e The-posstbte—vatves—For—thts are
the foll owidg: " Rristéd] enon tinstdd &im>te {%onsteE&l’mﬂl di @reibnah@pldDi ifi bredehtagne

<ori g_dpi {deetmgnaisg @Hi g_fpi d> One per Originati ng Cal || perHeptyal i dation This
field is Jused to recor fThitfisldds peisentif 2l ip pigippted froa di nati ng subscri ber .

This is rletrieved from F‘H@d“ ésé‘?eﬂl?é‘?cf’rﬁ)w the Rr of recor d( dependi ng ¢n
the present of Proxy- ermmaj‘ asa ed|th calgrogesent. If not present, it

is retrieved fromthe [ SaWlal Qveaﬁ&@ plah uomde&%m If not present, itlis
retrieved fromthe

The possible values for this field are the following:
“Non-Trusted User - Call Not Allowed”
“Non-Trusted User - Call Allowed by Profile” l

“Non-Trusted User - Call Allowed by dial plan”

Terminating . Call | <term_val> One per Feature
Validation )
This field is used to record the data gathered during -
the validation of the subscriber that is being called.
This data includes the nature of address, the dial plan
ID, and an indicator if the subscriber was not
authorized.

If there is no record for the subscriber that is being
called, there will be no value for the dial plan ID or
’ the not authorized indicator.

Terminating Nature of | <term_noa>text</term_noa> One per Terminating Call
Address Validation

This field is sued to record the nature of address for
the terminating subscriber based on the user portion
of the Request URI.

The possible values at this point in processing are:
“IP Address”

“E.164"

“QOther.” If the values is “Other,” it implies that the
Flexible Dialing Plan Feature will need to be

involked to determine the noa for further feature
processing.
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This field is used to record whether or not a profile
record was found for the terminating subscriber.

The possible values for this field are the following:
“Profile found”

“Profile not found”

OCo#epep € Merminating  Call
Validation

Screening fields within a TDR Record

Terminating Call | </term_val> Optional field -if present, one per
Validation-End Feature .
Delimiter Used to define the end of the terminating call -

validation fields within a TDR Record
Originating Call | <oes> Optional field-if present, one per
Screening Feature

This field is sued to record information when the

originating call screening (aka Call Blocking) feature

is executed at the RS. Ifthe feature if not executed

this field will not be present.
Originating Call | <list>text</list> One per Originating Call
Screening List Screening
Number This field records the list number that was used to

determine whether the call should be blocked or

allowed. It was retrieved from the subscriber record

if present. If no subscriber record was present, it was

retrieved from the rsgwyinfo table. If no rsgwyinfo

record was present, it was retrieved from the rsglobal

table.
Originating Call <result>text</result> One per Originating Call
Screening Result Screening

This field records the result of the Originating Call

Screening Feature. The possible values are

“Blocked” and “Allowed.” -
Originating Call </ocs> Optional field-if present, one per
Screening-End ) Feature
Delimiter Used to define the end of the Originating Call )
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Delimter

Used to define the end of the originating call

validation fields

within a TDR Record Not Trusted <non trusted ternptext</non trusted ternp

Opt i onal Woeka7s605 f present,

is present

record whet her or

t he

served hosts dial
field are the foll ow ng:
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Val i dati on
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of Address

This field records the nature of address that
corresponds to the forwarding address that is used to
redirect the call.

The possible values for this field are the following:
“Private”

“B.164"

“Local”

“IP Address”

_ one Termnating Call per Feacaresodbssssfiel d
if acall is originated froma non- trusted user. It is used to
_ not a non-trusted call was allowed, and if so, whether
termnating subscriber's profilte allowed the call, or whether the
plan allowed the call. The possible values for this
"Non- Trusted User - Call Not Al lowed"
ed User - Call Allowed by Profile" "Non-Trusted User - (Cal
nﬂi'nati- é@aﬁl" Terpisnating Call <termval > One @ﬁiﬁnaﬁ&ﬂitiﬂﬁ@ent; one per
dddesnd 1 el d i$ used to record the data gat heregkeduri ng. the -
of the subscf irhiefeldihadd td ecokigifmrgatioatiea the is data includes tlhe
addr ess, the (lieahinatinezeil sorpdding fxriefe merequisdptéiat oy i f the subscri ber
L hori zed. | f | REIF éreffeaturg i net gegpted: tigfieldilbnos ybscri ber that is being
ere will be no®APHE for the dial plan 1D t he not authorided
FELMRAt | Ry Nafspi&eAke-<t er moa>t ext </ t er m NO@> e ETRMfating Call
Os&Rhihg Address Validation This field is susgeiig record the
pNahibess f or t hehit Sdreondd thelgt sulestbat wisasedipased on t he user portijon
Lest URI . The p?ggﬁ?yemvéka@sm§@b¢$$@“bﬁint in processing are:
oo "o it wag re sqriber weeQr wo ; :
¥ E. 164 J;vhh;?l/l'an'lust \ge;reilﬂ ?c‘)irt 18 fggr%ebtj b% exeeceu%e?i‘.?r ! e ITp| i es that
Terminating Call | <result>text</result> One per Terminating Call
Screening Result Screening
This field records the result of the Terminating Call
Screening Feature. The possible values are
“Screened” and “Allowed.”
Terminating Call | </tes> Optional field-if present, one per
Screening - End Feature
Delimiter Used to define the end of the Terminating Call
Screening fields within a TDR Record
Call Forwarding | <cfu> Optional field-if present, one per
Unconditional Feature
This field is used to record information when the Call
Forwarding Unconditional feature is executed at the
RS. Ifthe feature is not executed, this field will not
be present.
Call Forwarding | <cfu_addr>text</cfu_addr> Optional field-if present, one per
Unconditional Feature
Address This field record the forwarding address that will be
used to redirect the call.
Call Forwarding | <ecfu_noa>text</cfu_noa> One per Call Forwarding
Unconditional Nature Unconditional
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A “ECr eeni
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nYLaRE §"f%?ﬁ Bl ocki ng) featurp
nl“hl?ﬁ%ﬁﬁ%(%d@ record an error in the find me

provisipning, The possible values for this field are:
“No Find Me Record found for Subscriber,:
“No Find Me Record Found for This Time,”
"‘No find 'Me Device Sequence List record Found,” '

“No Active Devices were Found in the Find Me List”

antLonapFleh- [} re nt

per Fira 8 © € fme

This field records the address of the find me device
that will be used to redirect the call.

Find Me Category <fm_cat>text</fm_cat> Optional Field-if present one per
' Find Me
This field records the category that applies to the
originating subscriber. The possible values for this
field are 0-3, where 0 is the default category.
Find Me Device | <fm_dev_num>text</fm_dev_num> Optional field-there can be one
Number or more instances of this field
This fields records the device number a device that within the Find Me field
was found in the applicable find me record.
Fine Me Address <fm_addr>text<fm_addr> Optional field-there can be one

or more instances of this field
within the Find Me field.

Find me Nature of
Address

<fm_noa>text</fm_noa>

This field records the nature of address that
corresponds to the find me address that will be used
to redirect the call.

The possible values for this field are the following:
“Private”

“E.164"

“Local”

“IP Address”

Optional field- there can be one
or more instances of this field
within the Find Me field
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this field will not be present. Oiginating Call <list>text</list> One per
Originating Call Screening List Screening Nunber This field records the
i st nunbwo m2ladcomas used to determ ne whether the call eaouisd2/bes7ol ocked
or allowed. It was retrieved fromthe subscriber record if present. If no
subscri ber record was present, it was retrieved fromthe rsgwinfo table.
If no rsgwinfo record was present, it was retrieved fromthe rsgl obal
table. Originating Call <result>text</result> One per Oiginating Call
Screening Result Screening This field records the result of the Oiginating
Call Screening Feature _The possible values are "Blqgcked" and "All owed "
Originating kRl | v ocsm Ophdagidal field-if present, ong gpesa fRGr-aeptaE-dan(l
Feat ure Dglpeminteer Used o define the end of the Oi gijnatfesage Cal | Screenj ng
fields wthin a TDR Recoj Used 8 e3¢ s GDSMPEIIs Wiy 08578 Ter m nati ng
Call <tcs>|Optional fiel | dTPReerésent, one per  Screenilng Feature This figld
is used to|r i nfor when the termnating cal ¥ [ e
|3 oxecut oq PR, M fl-' v P e L e
be present. Ter m nating ehlrealadt§ﬁ1?1tseafksg/1stetesMdr@a@(n@er Term nating Call
Screeni ng Ui st Screeni ngj Whipdredd MBHegué)l Fhhe callésaotréigectete | i st nunber that ywas
used to dgterm ne whet hteuothtebelst@aiahdrshsmsmelbmll&gtrbeenec or allowed. It was
retrieved fl[romthe subscyittsen record,

Registered Address <reg_addr>text</reg_addr> One or more instances of this
field within the Registered
This field records a registered address that will be Address List
used to redirect the call.
Registered Nature of | <reg_noa>text</reg noa> One or more instances of this
Address field within the Registered
This field records the nature of address that Address List

corresponds to the registered address that will be
used to redirect the call.

{ The possible values for this field are the following:
“Private”
“E.164"

“IP Address”

Registered  Address | </reglist> Optional field-if present, one per
List-End Delimiter Feature
Used to define the end of the Registered Address List
fields within a TDR Record

Default Number <defnum> _ Optional field - if present, one
per Feature

This field is used to record information when the call
is redirected to the default address in the subscriber
record. If the call is not redirected to the default
address, this field will not be present.

Default Address <def_addr>text</def_addr> ‘ One per Default Number

This field records the default address that will be
used to redirect the call.
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whi ch nust be present for this feature to be executed. Term nating Cal
<result>text</result> One per Termnating Call Screening Result Screening
This fielworeorssds the result of the Term nating Call Scrrearisozodseat ur e.
The possi ble values are "Screened” and "Allowed."” Termnating Call </tcs>
Optional field-if present, one per Screening - End Feature Delimter Used
to define the end of the Termnating Call Screening fields within a TDR
Record Call Forwarding <cfu> Optional field-if present, one per
Unconditiopal Feature This field is used to record infornation when the
Cal | Forwaf fish@ bneRNdE ! k@pabafcaatdtn@ad s executed at [ b perREEauld Numbéie
feature is| n@kesexecuted| this field will not be present. Call Forwardirng
<ef u_addr >f ext </ cf u_addf FhiGptdrepadd thfnatele dEaddrespthisent , one per Uncondi ti qna
Feature Afdress This f | edugspprdeiofhd defqyibaddsisfardd Ygsededr ess that will be ysed
to redirect the call. cCarfirediafdldi ng <cfu_noa>t ext </cfu_noa> One per Cdll
For war di ng| - Uncondi t | onal, Nk MGARDEIJ RIrRlind0dT esS This fi el d
ress t

records the nature of af that corresponds to the forwardi ng addregs

that is uspd to redirectptshe call. The possible values for this field dgre
the followng: "Private" "E 164" "Local" "IP Address" 23 WD 02/0756Q5
PCT/ US02/ 0B578 “E.164"
“Local”
“IP Address”
Default Number-End | </defnum> ‘ Optional field - if present, one
Delimiter per Feature
Used to define the end of the Default Number List
fields within a TDR Record
Call Forwarding Busy | <cfb> Optional field-if present, one per
Feature

This field is used to record information when the Call
Forwarding Busy feature is executed at the RS. If the
feature is not executed, this field will not be present.

Call Forwarding Busy | <cfb_addr>text</efb_addr> One per Call Forwarding Busy

Address .
This field record the forwarding address that will be

used to redirect the call.

Call Forwarding Busy | <cfb_noa>text</cfb_noa> One per Call Forwarding Busy
Nature of Address .

This field records the nature of address that
corresponds to the forwarding address that is used to
redirect the call.

The possible values for this field are the following:
“Private”

“E.164"

“Local”

“IP Address”

Call Forwarding | </cfb> Optional field-if present, one per
Busy-End Delimiter . Feature

Used to define the end of the Call Forwarding Busy
fields within a TDR Record
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Call Forwarding </cfu> Optional field-if present, one per
Uncondi ti onal -End Feature Delimter Used to define the end of the Cal
For war di rgodnoassds ti onal fields within a TDR Record Fi nd MeTafSomosses
Optional field - if present, one per Feature This field is used to record
information when the Find Me Feature is executed at the RS. If the feature
is not executed, this field will not be present. Find Me Error
<error>text</error> Qptional Field - if present, one per Find Me This"
field is used to record an error in the find me provisioning. The possible
values for this field are: "No Find Me Record found for Subscriber : “No

ST T I CT

Find Me Recgfidrdroiidyd £01 <>s Tinme, " "No find Me Devi Ceptia@nfithiAtRestnt, Sie per
record Foupghswer “"No Act|ve Devices were Found in the [FraadeMe List" Find|[Me
Cat egory <fm cat >t ext </1 mlcmd:»s\(s}dttomallmfﬁméiomlwlwﬁthp%lsent one per Find Ne
This fieldrecords the ¢&tregdraNotAngter Kyt iF esgcued2tfB@S. bri gi nating
subscriber] The possi bl ¢ Hha feree ig gk exechips tisfipld M nofpe ol 3, "where 0 is the
default cabegory. Find MFP™Rvice <fm dev nunetext</fr dev nume Optional
fiel d-ther pogaf, DEaRN o | N RiarQ<Rk GaadSt ances of thos e ForWaidsg Nog| ds
records theAﬁ@Mmg@%gunb@r a device that within the FingosMe field was found
in the app|icable find pnwhis bioecdkds thd faevarliipg Hdiels g wilkern addr >t ext <f m addr
Optional f)eld-there capufétogdiecttigealiore instances of|this field This

T R R D
D

A Find me Naturp
<f m_noa>t ex { Got ir@n@hd rbdod ds nakeGF RarediBatbe one Address or more
i nst ances this fleld

corresponds to the forwarding address that is used to
redirect the call.

The possible values for this field are the following:

“Private”
“E.164"
“Local”
“IP Address”
Call Forwarding </cfna> Optional field-if present one per
No Answer-End . Feature
Delimiter Used to define the e4nd of the Call Forwarding No
Answer fields with a TDR Record
Feature-End Delimiter | </feature> Optional field-if present, one per
TDR Record
Used to define the end of the Feature fields within a
TDR Record
DAP Query <dap_request> Optional field-if present, one or

more instances per TDR Record
This field is used to record information about a query
to the DAP concerning a particular routing address

DAP Request <dap_request> One per DAP Query

This field is used to record the request message that
was sent to the DAP.
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This field records the nature of address that within the Find Me field
corresponds to the find ne address that w |

be used

The possiwbazwaicoes for this field are the foll ow ng:

"Local "
Opt i onal

"I P Addr ess"
field

24 WD 02/ 075605 PCT/ US02/ 08578
if present,

one Delimter per

to redirect the call
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The time field contains the time that DAP Request
was sent in the format specified above.

ed

to

rediTect—the

Vifoa time per IohH Regyeg” " [E,

Message Type

<msg_type>text</mst_type>
This field records the type of message sent to the

DAP.
Valid values are as follows:

“DAL Request”

One per DAP Request

NCS Transaction ID

<ncs_trans_jd>text</necs_trans_id>

This field records the NCS transaction ID that was
internally generated at the RS.and sent to the DAP

One per DAP Request

Originating Switch ID

<o_sid>text</o_sid>

This field records the Originating Switch ID from the
rsoriglocinfo table that is sent from the RS to the
DAP

One per DAP Request

Originating Trunk

Group Number

<o_tgn>text</o_tgn>

This field records the Originating Trunk Group
Number from the rsoriglocinfo table that is sent from
the RS to the DAP

One per DAP Request

Address Digits

<addr_digs>text</addr_digs>
This field records the address Digits from the routing

One per Dap Request

DAP Request-
End Delimiter

</dap_request>
Used to define the end of the DAP Request fields
within a TDR Record

One per DAP
Request

Event

<event>
This field is used to record the event that occurred
that caused the RS to not receive a response from the

"RS.
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"I P Address” Registered Address </reglist> Optional field-if present, one
per List-End Delimter Feature Used to define the end of the Registered
Addr ess Lwseto2/ofiees ds within a TDR Record Default Nunber <aefrrnisoz/os3psi onal

field - if present, one per Feature This field is used to record
|nfornat|on when the call is redirected to the default address in the
subscriber record. If the call is not redirected to the default address,

this field will not be present. Default Address <def addr>text</def addr>
One per Default Nunber This field records the default address that will be

used to redi+reet—the ca'ﬂ'v 25 W82 087/5605—PCHUSO 2085 8—DPefatt+—Nature

of <def nog3tmxt</def n aqnmedp@nwsauzmowmﬂ Addrossénephli s fiel d
records theg nature of addfhetse fichiapntaine the fiesipothelyent o t he Foeef aul t address t hat
will be usdd to r edi r ecft ot ig e formatpRifigly@erhl e val ugs for this field ae
t he fol |l owin "Private" "F. 164" "local" "IP Addreds" Default Nunber-Fnd
</ def nunw )@Vénpﬁgg field <ty‘;eitexp<rq@,§,ent one Delimter |paépcFeaiture Used tp
define the jend of the DEf’ﬁquﬁ'&ldNldim%rrec&liﬁlﬁtypefof&lar{dsrhwtMI n a TDR Record Ca|l
For war di ng |Busy <cf b> Optposmalvalies @b:d-i f present, one per Feature

“Timeout”
“TCP Connection Lost”

Event-End </event> Optional Field

Delimiter Used to define the end of the Event fields within a -if present, one per DAP Query
TDR Record

DAP Response <dap_response> Optional Field

This field is used to record the response message that | -if present, one per DAP Query
was received from the DAP. Ifno response was
received, this field will not be present.

NOTE: Since the interface to the DAP is TCP, there
is no reason to record the address and port number
that the response is received from.

Time <time>Wed Mar 1°10:55:21 2000</time> One per DAP Response
The time field contains the time that the response was .
received in the format specified above.

Message Type <msg_type>text</msg_type> One per Dap Response
This field records the type of message received from
the DAP. Valid values are as follows:

“Routing Response”

“Failure Response™
NCS <nes_trans_id>text</nes_trans_id> - One per DAP
Transaction ID ‘This field records the NCS transaction ID that was | Response
received in the DAP Response
Terminating <t_sid>text</t_sid> Optional field
Switch ID -if present,
This field records the Terminating Switch ID thar One per DAP Response
was

received in the DAP Response.

Terminating <t_tgn>text<t_tgn> Optional field
Trunk Group -if present,
Number This field records the Terminating Trunk Group One per DAP Response

Number received in the DAP Response.

Action Code <act_code>text</act_code> One per DAP
: Response

This field records the actibn code that was received
i the DAP Response.
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This field is used to record infornmati on when the Cal

feature is executed at t
will not we oqnewent. Cal

<cf b_noa>t ext </ cfb_noa>

This field records the nature of address that

f orwar di ng address that

he RS. If the feature is not

One per Call Forwardi ng Busy

is used to redirect -the call

corresponds to the

Forwar di ng Busy

executed, this field
| Forwardi ng Busy <cfb_addr >t ext </frctriusazioss?s One per
Call Forwarding Busy Address This field record the forwardi ng address that
will be used'to redirect the call. Call Forwardi ng Busy

Nat ure of Address

The nncci ble valu

for this filgldeqéneaddres f

OdshOMdRGexi</sulPhddvat e” " E. 164"

Cal | Forwandi ng </cfb> Qptional field-if present, one

Delimter Feature Used t
fields within a TDR Recd

OThid @lil ryeords e subyghens iddiepshaCeds | |
rrere%‘ inAly F/R6PIBB5 PCT/ US02/ 0

%b&ﬁﬂhdd "I P Addre
pellireseIBl(DsypeEDA[P
F&espepsadi ng Busy
578 Call_ Forwardin

U
w

No <cfna> ( fielq-J
used to recﬁrrctfg&ﬁ?lornatl

executed atf the RS. |If
present. Call Forwardind

18 i@ REds B pFtedRfnbeehaGHS ed, 1
rieivedsahdT Pad @bzt ext </ cf na add

R N

Qe This field
swer feature is

o Spef ID@ Kbsphhde| NoOt
Ir > One per Cal

Forwar di ng [NO_AnNSWer A
addr ess t hat A§4RF PO

Delimiter

adress ANSwWer This field recor
</dap_response>

Used to define the end of the DAP Response fields
within a TDR Record

IS T he_Torwarding
Optional Field

-if present,
One per DAP Query

DAP Query - </dap_query> Optional field
End Delimiter : -if persent, one or more
Used to define the end of the DAP Query fields instances per Tdr Record
within a TDR Record
Response <response> Optional field
This field is used to record the final SIP Response -if present,
that is returned to the NS from the RS. This field is one per Tdr Record
present for all Tdr Records with the exception of the
GWSTAT message. That particular message does
not result in a response
Sent-to <sent-to>AA.BB.CC.DD :port<sent-to> One per Response
(e.g. 166.23.44.157 : 5060)
The IP address and port of the NS that the response
was sent to - where AA, BB, CC, DD can be digits 0
through 255 and port can be a number 1024 through
65535.
Time <time>Wed Mar 1 10:55:21 2000</time> One time per Response
The time field contains the time that the Response
was
sent in the format specified above.
Message <msg>text</msg> One Message per Response

The contents of the SIP message that was sent to the
NS. This will have all the fields associated with the
particular response including, but not limited to:
Status Line, To, From, Call ID, CSeq, Via, Expires,
Feature, Contact, and ReqCitl.

Response-End
Delimiter

</response>

Used to define the end of the Response fields within
a TDR Record

Optional Field
-if present,
one per Tdr Record

be
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used to redirect the call Call Forwarding No <cfna noa>text</cfna addr> One
per Call Forwarding No Answer Nature of Answer Address This field records
t he nat urwomk/ozwds ess that corresponds to the forwardi ngpeddrseyessthat is
used to redirect the call. The possible values for this field are the
following: "Private" "E. 164" "Local" "IP Address"” Call Forwarding
</cfna> Optional field-if present one per No Answer-End Feature Delimter
Used to define the e4nd of the Call Forwarding No Answer fields with a TDR
Record Feat ur e- End DeI imter </feature> q)tional field-if present, one per
TDR Recor d Ysetd—to—define—the—endof theFeaturefretrds—wthima TDR
Record DAP |QiéeReporddap_ reqﬂ@sxrewl@btional field-if presgnitultingdr Reordspgy e in

i nst ances peind PeRitRecor d pt Sd |f§1 . L Jecord qnﬁFB}?‘r?ﬁt(Prq‘}fl‘?n%lgélﬁ’F a
query to tHe DAP concern 8@%? ?egi},? d ?% Gt NG “addr espe“@éé?p‘ﬁsequeg? Y
request > e _per DAP Qm teldis used torec “4 t

nessage t hatxm@soceent to t/{fae> DAP. 27 WO 02/ 075605 PCT/ LdSBQe‘rl‘DBEEIS AlGenit tht ¢
<sent-to>AABE&C. DD. : port<sent-to> One per DAP Requesdofthgfleq,

166. 23. 44. 157 : 5060) TheUaePtoddm*ése@daWtsTBBuﬁte of the DAP that the request
was sent to- where AA, BB, CC, DD can be digits O

=

ramiact

A4

_ Referring back to Figure 1, OSS 110 is also a critical system for managing
network 100. OSS 110 supports the establishment, provisioning, data collection, and
billing of the services of the system 100. OSS 110 is a distributed computing system

5 thatincludes customer management, account management, billing, network facilities
provisioning; and network data collection functionality. All of the XML transaction
detail files generated by the above described servers SPS 102, RS 104, SCS 106, and |
VMS 108, are transmitted to OSS 110 using the XML transaction detail files described
above. The XML transaction detail files are used by OSS 110 for a variety of network

10  functions including, but not limited to, network management, billing, and record
keeping. Thus, the present invention provides a platform independent mefhéd for
capturing transaction data in a uniform manner. The present invention is extensible,
providing embedded information that will enable any receiving computer to read the
generic, uniformly formatted XML files without needing any proprietary interface.

15 In one embodiment, the OSS computing system is based on technology provided
by SUN Miqrbsystems, the databases employed by the computing system are based on
technology provided by ORACLE. OSS 110 provides and controls access to cus;comer
accounts. Users may uﬁlize a web page to monitor service, login to their account, and
manage certain elements permitted by user profiles. The account management system

20 allows network personnel to establish, maintain, or deactivate customer accounts. In
one embodiment, customer information is viewed via a web interface. The billing
system processes customer event records, the customer pricing plan data, adjustments,
taxation and other data in the preparation of customer invoices. The network facilities
provisioning system provides the information required by network engineers to ensure

25  that the appropriate hardware and software is in place to provide service. This may

involve the creation of a customer profile, and the reconfiguration of SPS 102, RS 104,
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t hrough 255 and port can be a nunmber 1024 through 65535. Tinme <tine>Wed
Mar 1 10:55:21 2000</tinme> One tine per DAP Request The tine field

cont ai ns wbhe2rses t hat DAP Request was sent in the fornat pEpasot/Hssds above.
Message Type <msg_type>text</nst type> One per DAP Request This field
records the type of nessage sent to the DAP. Valid values are as foll ows:
"DAL Request” NCS Transaction ID <ncs trans id>text</ncs_trans_id> One per
DAP Request This field records the NCS transaction ID that was internally

generated at tReofR& @korkelinch@. NevdRt\RoWHsiodinddayRGo RYubrs thelpBosRent of
sid>text</o sn$> One per  DAP, Request his field records the O ginating

Switch I D fromifK@areddyg- 51"(9(‘51‘3!?1?166‘1151513@1(@}1%12(} s sent fromthe RS to the DAP
Oiginating Trunk <a Jroel fxdishfed AR AP oRRm QAR REALESE or G58 R0 MiPer
U ro e

This field records the Oiginating Tru oup o
rsori gl oci nf o sefbyase isrraormon Bhjectf Ragnest Bfo&eﬂ&chibechine(mjbtrsas;mbﬁ)slgl ts

<addr _di gs>Lex 8> One . f|eI d records the
address Di glgt SE‘ ({r%ﬁf)]g{rhe FOU ﬁdm %ﬁwﬁg%&rﬁ‘ﬁ 3%“ FPeBRest e%ﬂ%aatmp
End Deliniter USl&tﬂorhmndmfelvdﬁﬂ niahggeantk 4l fleXiblelbiheBREUE StanshbteliBSinta t

within a TDR Rec rd Eve nt> |onal Fleld This field,is used to
record the evefP ‘Lcﬁé&ns %ﬁ ewarf’ st goftware{ihi llg shedBrrtion ef mserating ot

receive a respameRsiinobhpsnetRand sy %%de Rsvks W'E6nY088 components using

designated standard interfaces. '

10 As embodied herein, and depicted in Figure 2, a chart showing a method for
recording telecommunications transaction data in accordance with the present invention
is disclosed. The method described herein is equally applicable to SPS 102, RS 104, .
SCS 106, and VMS 108. In step 200, the XML detail file is created. If the file is being
created in RS 104, XML detail file will have the form depicted in Table II, otherwise,

15 the XML detail file will be of the form, or similar to the form, shown in Table I. Each
XML file is active for a predetermined period of time. Thus, once the XML file is
created, the server initializes a timer to track elapsed time. For example, OSS 110 may
direct each server to keep each XML detail file active for one day, or one hour, as the
case may be. In step 204, if a transaction is detected, the server analyzes the transaction

20  and performs an appropriate action. For example, SPS 102 (See Figure 1) may receive
an INVITE message from SIP-phone 50, requesting a session with a user at POTS
telephone 22. In processing the INVITE message, SPS 102 may perform and
‘coordinate a plurality of transactions required to set up the session between SIP phone
50 and POTS telephone 22. In doing so, SPS 102 creates a transaction detail record

25  (TDR) for each transaction in the call set-up process. In step 210, the TDRs are written
into the XML file. On the other hand, if there are no transactions generated in the
predetermined time period, no records are written into the file. In this case, only the
header information in the XML file is transmitted to OSS 110.

Once the timer has elapsed, the server transmits the XML file to OSS 110.
30  After the XML file is transmitted, a new file is created and the process repeats. If the

timer has not elapsed, the server waits for additional transactions to process. In step

32



WO 02/ 075605 PCT/ US02/ 08578 Tine <time>Wed Mar 1 10:55:21 2000</tinme> One
time per The tinme field contains the tinme that the event Event occurred in
t he for mewogpmtichi ed above, Event Type <type>text<type> OreTas02/8seht This
field is used to record the type of event. The possible val ues are:
"Timeout” "TCP Connection Lost" Event-End </event> Optional Field
Delimter Used to define the end of the Event fields within a -if present,
one per DAP Query TDR Record DAP Response <dap response> Optional Field
This field is used to record the response nessage that -if present, one per
DAP Query wa, ceived fromt S hi s
fieldwill notlt CSPYER %ys“ﬂ%ﬁ‘g%p% nogéﬂtrhe iR O ROt b it A{g@?fsth%cp
there is no geasenuires mearnthet el iadfflipe St mudngsesstry tuernéinue to pmitprand
response is received from Tjne <ti me>Wed Mar 1 10:55:21 2000</tinme> One
per DAP Respoﬁ§@7IWW%’%FW§wa8Td contains the time that the response was
received in the forgmt oshekhdyisRd idBR\e willesdggee thyike use of XML transaction
<msg__type>text</neg_type> One Dap Respgnse _This fiegld records t he
type of me%sadeait ﬁl@@lweorfimmwﬂgé‘i@Aﬁsent\}%YﬁinHOR/%ﬂn&8§m8Pc¥e‘§ TP GVEE -

“Routing Resp ng - ) gSall 51§ chEFihAns6fSIB- t rans i d>
One per DAP rgﬁglef?%%ﬂ%ﬁpéﬁﬁgQ??i?gwgfgggds t he %CS transactiqn I D that
was Response phnwewmbdwmﬂgﬁhﬂwammwwkS@ﬁ@ﬁ@ﬁ%ﬁhﬁﬁﬁW%ﬁdNQ?&ﬁ%ﬁW% Bzt sid>

Cptional fiel 9010&81\{\41 sepvers, and gIP pglﬁgrgﬁ'émg servers may employ the present invention.

Those of ordinary skill in the art will also recognize that the present invention can be

10  employed using any suitable type of transport network. Further, the present invention is
applicable to any type of séssion that may be established including, but not limited to,
telephony, Vided, audio, instant messaging, and etc. It is also contemplated that the
present invention may be employed fqr billing, monitoring, management, or for any of a
wide variety of services performed by the network.

15 Tt will be apparent to those skilled in the art that various modifications and
variations can be made to the present invention without departing from the spiritand scope
of the invention. Thus, it is intended that the present invention cover the modifications and
variations of this invention provided they come within the scope of the appended claims
and their equivalents.

20
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This field records the Termnating Switch I D thar One per DAP Response was
received in the DAP Response. Terminating <t tgn>text<t tgn> Optional field
Trunk G owp 02iofseps esent, Number This field records the TeParreso2/og578r unk

G oup One per DAP Response Nunber received in the DAP Response. Action
Code <act code>text</act code> One per DAP Response This field records
the action code that was received in the DAP Response. 29 WO 02/ 075605

PCT/ US02/ 08578 Subsequent Address <sub addr>t ext </ sub addr> Optional field
-if present, GVeaN§EladEis:This field records the subsequent address that
was Response received in the DAP Response. Ported Number <ported

nunpt ext </ ported_nun> Optional field -if present, This field records the
ported nunber that was One per DAP Response received in the DAP Response.
DAP Response <.dapethed fod reesdidgitansietbnskn @ telecombmudichidns Aetiverk, tHefmq@h@ksent ,
Used to define the end of the DAP Response fields One per DAP Query wthin
a TDR Record DRampeiegy - </dap_query> Optional field End Delimter -if
persent, one or nore Used to define the end of the DAP Query fields

i nstances ger Tdr Resetinglan ¥MLtansastiqDiRtFEGloradResponse <response> Opti onal
field This field is used to record the final SIP Response -if present,

that is returned t &oringaNsast proyfanpastimsdetaihieeor inthe XML tensagsion deteil filsisor d

response to a telecommunications transaction, the at least one
transaction detail record including traﬁsaction data corresponding to the
telecommunications transaction.
10
2. The method of claim 1, wherein the XML transaction detail file is active for a

predetermined period of time.

3. The method of claim 2, further comprising:
15 | closing the XML transaction detail file when the predetermined period of time
expires;
creating a second XML transaction detail file, the.second XML transaction
detail file being active for a second predetermined period of time; and
repeating the steps of closing and creating for a number of times as directed by a

20 network management system.

4. The method of claim 1, wherein the XML transactlon detail file comprises:
an XML declaration ﬁeld the XML declaration field defining the data structure
as an XML file;
25 a server identification field, the server identification field including an IP

address of a server generating the XML file; and
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present for all Tdr Records with the exception of the GASTAT nessage. That
particul ar nessage does not result in a response Sent-to

<sent -t o>WAL0BB736 DD : port <sent-to> One per Response (e.®@CTAB62/@37814. 157
5060) The I P address and port of the NS that the response was sent to -
where AA, BB, CC, DD can be digits 0O through 255 and port can be a nunber
1024 through 65535. Tine <time>Wd Mar 1 10:55:21 2000</tine> One tine per
Response The tinme field contains the tine that the Response was sent in
the format specified above. Message <nsg>text</nmsg> One Message per

Response The cont edf’ﬁ.ﬁ% dés% fiod H&alﬁée%ﬁ%ﬂ%ﬁaﬁ%ﬁ% hth@ést (‘ﬁﬁscraﬁ {10& &tatln@cd}@ thel Bt S

w ll have all the f assocl ate partlc r esponse€
i ncluding, but not Iim t4gd de irans%&t%nl&tah'r&%rd Heéng Sr@din tﬂ?ﬁdta dthenfeiad, Via,
Expires, Feature, Contact, and ReqCtl. Response-End </response> Opti onal

Field Delimter -if pr e&géﬁsetd@@[bc&ﬁmdﬁtatmﬁs&Ma&m 8¢ atllfigt siesponse fiel ds
Wi thin one per Tdr Record a TDR Record 30 WD 02/ 075605 PCT/ US02/ 08578 Tdr

Record- </tdr record> Myhahdaplich dbehil rRR@edindiading ywhassattion deadofdedpbidiheto thne TDR
file (or none if time Used to define the end of the Tdr Record fields
peri od expi¥es with no elentsnunwatidristranssadidR. Fi | e processed) XM. Docunent
</tdr> One per TDR file. Always at the Type end end of the file Used to
define the end of the TDR file.

5. The method of claim 1, wherein the telecommunications transaction is conducted

between a telecommunications apparatus and a SIP-server.

10 6. The method of claim 5, wherein the telecommunications apparatus includes a

telephone.

7. The method of claim 5, wherein the telecommunications apparatus includes a SIP-

device.
15
8. The method of claim 7, wherein the SIP-device is a telephone.

9. The method of claim 7, wherein the SIP-device is a computer.

20  10. The method of claim 5, wherein the telecommunications apparatus includes a

gateway.
11. The method of claim 5, wherein the SIP-server is a proxy server.

25  12. The method of claim 5, wherein the SIP-server is a conferencing server.
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Referring back to Figure 1, OSS 110 is also a critical systemfor managi ng
network 100. OSS 110 supports the establishnment, provisioning, data

col | ecti owp oafas60di | | ing of the services of the system 100CTOSE2/M85@8 i s a

di stributed conputing system5 that includes custoner nanagenent, account
managenent, billing, network facilities provisioning, and network data
collection functionality. Al of the XM. transaction detail files
generated by the above described servers SPS 102, RS 104, SCS 106, and VMS
108, are transmitted to OSS 110 using the XM transaction detail files
descri bed above. The XM transaction detail files are used by GSS .| 10
for a variety @f e WREKoAGaia) Ghbiefthd SIPLoeAig a vBigt malkervédtri ted to,

net wor k managenent, billing, and record keeping. Thus, the present
invention provides a platformindependent nethod for capturing transaction
data in a uniform manner. The present invention'is extensible, providing
enmbedded i nf orjFEThometb@bf Mdilnl 5, @haleinghatelecormmenivitiogs FpPATALNS éF a PIOXY art he
generic, uniformy formatted XML files wi thout needing any proprietary

i nterface. 515 and tiersiP-aedvads arqlirecttsbreerOSS conmput i ng system i s based on
technol ogy provided by SUN M crosystens, the databases enpl oyed by the
conputing system are based on technol ogy provided by ORACLE. OS S 110
provi des and controls access to customer accounts. Users may utiljze a web
page to nonit oi5. The methed of dejnl , mderehicthe te&é%@ﬂ’ﬁl?aﬁé’ﬁﬂtr%‘ﬁlﬁﬁé‘%&@ﬁ %ilsﬁ)'

el enents permtted by user profiles. The account nmanagenent system 20
al | ows net wor KNYdFB@¢a®Ret 0 establ i sh, maintain, or deactivate customner
accounts. In one enbodi nent, custonmer information is viewed via a web
interface. The billing system processes custoner event records, the

custoner pricing plan data, adjustnents, tgﬁﬁég el indadl a N the
preparatio“’of“%J@FSﬁ@F%fﬁggF%éé§h 16 ﬁé@ﬁﬁr é%????%ggkggpgvisigning

system provid t information required by network engi neers to ensure 25
that the apprggfﬁgﬁ%nﬁg?ﬁﬁare and software is in place to provide service.
This may involve the creation of - a custoner profile, and the
reconfiguration of SPS 102, RS 104, 31 WO 02/075605 PCT/ US02/ 08578 or

ot her networ k ﬁ' SRERLGIod DSBS K vheRH (B Rlichgminlatiins Qarsecishirhidesa flPacenent
of hardware plug-in devices used in backbone 120. A process

managemnment / wor gpfiong sysbgn serves as the core of OSS 110. The software is
a Common (bj ect Request Broker Architecture (CORBA) based publish- 5
and- subscrife nessagi ng m ddl eware that provides -graphical process

aut onmati on, data ‘ o o
18. The method of claim 1, wherein the telecommunications transaction includes a SIP-

BYE message.

19. The method of claim 1, wherein the telecommunications transaction includes a SIP-

20 ~CANCEL message.

0. The method of claim 1, wherein the telecommunications transaction includes a SIP-

REGISTER message.

25  21. The method of claim 1, wherein the telecommunications trangaction includes a
billing transaction.
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transformati on, event managenent and fl exi bl e connectors to transact with
interfacing applications. This m ddl eware architecture software fulfills
t he functwomofsedhtegrating all OSS 110 conponents and n®R¢TArSOYs$e8 hooks
to non- 0SS conponents using designated standard interfaces. 10 As enbodi ed
herein, and depicted in Figure 2, a chart showng a nmethod for recording"
t el ecommuni cati ons transaction data in accordance with the present
invention is disclosed. The nethod described herein is equally applicable
to SPS 102, RS 104'. SCS 106, and VM5 108. In step 200, the XM det ai
fileis created. If the file is being created in RS 104, XM detail file
w Il have the formdepicted in Table 11, otherw se, 15 the XM. detail file
will be of thesftethetRdd SFiclHitha! wh&eih B tEICIRmMSHANBnd thindRRbLinkiud&ach XM
file is active for a predeterm ned period of tinme. Thus, once the XM file
is created, ' thiRite@igensadiibhi al i zes a timer to track el apsed tine. For
exanple, OSS 110 may direct each server to keep each XM. detail file
active for one day, or one hour, as the case may be. In step 204, if a
transaction is detected, the server analyzes the transacti.on 20 and
perforns af appriemabel dctadni, whaein éhedelplommBRBtidBArahSeboFingludes al) may
receive an INVITE nessage from SI P-phone 50, requesting a session with a
user at POTS ptdbrephcameed@ement tpangicd®si ng t he | NVI TE nessage, SPS 102 nmay
performand coordinate a plurality of transactions required to set up the
session between SIP phone 50 and POTS tel ephone 22. In doing so, SPS 102
creates a transaction detajl. record 25 (T for each transggtio%_in.the

cal | set-up prhchsampyter-igpdaplesmediug hayingsgeredtheregn o fatasfrucise T feserding | e,
On the ot her hand,.if.theie are n%.trqggaiahgg% genﬁ%ated in the

predet er mi ned TERRENGTS 1T H{F COPPUPHEBIGE DAY R PRRTYHEB IR & e. In this
case, only.the head i hf or mat i i n Llceri St 1t CSS
110, nce Phe ti neft AU é;ﬁcfé%‘f)aél‘e”c’l e, the @%‘é‘%‘g "‘rt%’&ﬁsfﬁr}%dtd}ﬁ;“ﬁg ﬂf‘(’@f{afsﬁﬂce&%o 0SS
110. 30 After the XM ﬂkuﬁjh&L%&Qnsnitted, a newfile is created and the
process repeats. If the tiner as not el apsed, the server waits for

addi tional transachiQpg iddiREMeR Bisld, thdse@Riendfcaibh Al HHRAR: RGP/ USO2/ 08578

216, the server nmay suspend operations for any nunber of reasons. For
example, if the serveradeaubfLerRPsMbRABRGE XM filesard f-1ine, it is
unnecessary to continue to nonitor and record network transactions. Those
of ordinary skill jgatsh@icardetaitisédtion @tuditigzelchdahe triigactive dethil Xbbrdf thansact i on

15 least one transaction detail record being stored in the data structure in
response to a telecommunications transaction, the at least one
transaction detail record including transaction data corresponding to the

telecommunications transaction.

20  25. The data structure of claim 24, further comprising a time/date field for indicating

the time and date that the XML file was opened.

26. The data structure of claim 24, wherein the data structure is an XML transaction
detail file created by an IP network server.

25
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5 detail files in accordance with the present invention can be enployed for
any events occurring within network 10. Calls placed between all or any
conbi nat iwo2075688 P- phones, enterprise gateways, network PgatusSnayss;s DAL

gat eways, | NCP gateways, SIP- voicemail servers, and SIP conferencing
servers may enploy the present invention. Those of -ordinary skill in the
art will also recognize that the present invention can be 10 enpl oyed using
any suitable type of transport network. Further, the present invention is

appl i cabl e t Oz’f’:%te g%(tgg X s Ak, BakreiBiMe REMOSIARYibS DAk FiRGS atdiveer but

not limted to, ny, video, audio, Instant nessaging, and etc. It is

al so cont enpl %ﬁgetgrﬁﬁgedtﬂ@godgf@ﬁ@nt i nvention may be enployed for billing,
noni toring, managenent, or for any of a wde variety of services perforned

by the network. 15 It will be apparent to those skilled in the art that
various nodifications and variations can be made to the present invention
Wi t hout depar £8.Mhe HataRiridigre spclaint 2@ niiesnoheserek idehifidatioefield inpludehihs IPit i s
i ntended that the present invention cover the nodifications and variati-ons
of this in¥venaddoesspfapiogeservdiey come within the scope of the appended
clainms and their equivalents. 20 33 WO 02/ 075605 PCT/ US02/ 08578 What is
clained is: 1. A method for recording transactions in a tel ecomunications

network, the nethod conprising: 5 creati an XML .1rans . 0 etail file;
and storing a?9Thadetaskecture ahelaist ?%Whﬁr@{l’éﬂgsm Htl‘i%‘?ﬁ‘tl?%géi&wﬂ’tdgﬁh’gé%ti on

detail file in, response to, a tel econmunications transaction, the at | east
one. transactP‘@ﬂﬁesaégﬁi’?nf‘?ré‘%f&)‘}g(fefvﬁ%l udi ng transaction data corresponding to
the telecommunications transaction. 10 2. The method of claim1l, wherein

the XML transaction detail file is active for a predeterm ned period of

time. 3. fpe BpUhod,0f Gl M Sl 0 WASLIGRIRIGS IdindRof kgl ifthdeD e Y-

t ransacti e pr erm ned perio time expires;

address of a voice mail server.

31. The data structure of claim 26, wherein the at least one transaction detail record
includes a plurality of transaction detail records.

15

32. The data structure of claim 31, wherein the at least one transaction detail record
includes a correlation identification field for correlating each transaction detail record

of the plurality of transaction detail records corresponding to a particular transaction.

20 . 33. The data structure of claim 26, wherein each transaction detail record includes a

time/date field indicating when the transaction detail record was made.
34. The data structure of claim 26, wherein each transaction detail record includes a

request section including information about any SIP request that is either sent or

25  received by the IP network server.
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creating a second XML transaction detail file, the second XM transaction
detail file being active for a second predeterm ned period of time; and

r epeat i ngwbhe/osieeps of closing and creating for a nunber @ECTIUSOEE53S
directed by a 20 network managenent system 4. The nethod of claim1,
wherein the XM. transaction detail file conprises: an XM decl aration
field, the XM. declaration field defining the data structure as an XM
file; 25 a server identification field, the server identification field
including an IP address of a server generating the XML file; and 34 WO
02/ 075605 PCT4U %%g 198Gt b aﬁﬁﬁﬂ, LB fGhAetu S Betlidindds UdédGredifoheast
one transaction detail record, the at |east 'one transaction detail record
bei ng stor ed Aq il e3P bURELNGhE BondbATRRIEI-rbdued: 1 €l ecomuni cat i ons
transaction, the at 1east one transaction detail record i ncl udi ng
transaction data corresponding to the 5 telecomunications transaction. 5.
The nethod of claim1, wherein the tel econmunications transaction is
conduct ed betgeE®s diak@h@ae oMBhcH, ndasinhpryadstiecindnaudisR-sserty &eld 10 6.
The met hod of claimb5, wherein the tel ecommunications apparatus includes a
t el ephone. 5 7. infit@tingethb Otladdfess bthendiressdeanf dierSIP-e@uest) ecommuni cat i ons
apparatus includes a SIP- device. 15 8. The nethod of claim7, wherein the
SI P-device is a tel ephone. 9. The nmethod of claim7, wherein the
SIP-device is a conputer. 20 10. The nmethod of claim}p5, wherein tgg

t el econmuni ca87.dite dajppamciuesf flaist 3t aheorin haregpes)section inqlydes samaseage §elde| aj m
5, wherein the SIP-server is a proxy server. 25 12. The nethod of claim5,
wherei n t he Shavinglldata gssociptedowitletbe AUPG server. 35 WD 02/ 075605

PCT/ US02/ 08578 13. The nethod of claimb5, wherein the SIP-server is a

voi ce mail server. ’ :

10 38. The data structure of claim 26, wherein each transaction detail record includes an
authentication section, the authentication section indicates whether an authentication

was performed, why the authentication was performed, and the result of the

authentication.

15 39. The data structure of claim 26, wherein each transaction detail record includes a

response section including information about any SIP response that is either sent or

received by the IP network server.

40. The data structure of claim 39, wherein the response section includes a received-

20 from field indicating the IP address of the sender of the SIP- response.

41. The data structure of claim 39, wherein the response section includes a sent-to field

indicating the IP address of the addressee of the SIP- response.
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14. The method of claim5, wherein the tel ecommunicati ons apparatus is a
proxy server 5 and the SIP-server is a redirect server. 15. The nethod of
claim1l, wbeeariso: he tel econmuni cati ons transaction incl u®e3/soB0d378 | NVI TE
nmessage. 10 16. The nethod of claim 1, wherein the tel econmunications
transaction includes a SIP-ACK nessage. 17. The nmethod of claim 1, wherein
the tel ecommuni cations transaction includes a SIP- OPTIONS nessage. 15 18.
The met hod of claim 1, wherein the tel econmunications transaction includes
a Sl P- BYE nesgagge daldstrulfife SRiaA 40 AlnerdigtihdsporhB 84cBibR inchBes a message

t el econmuni cations transaction includes a SIP- 20 CANCEL nessage. 20. The
met hod of cl aiffgidlhaviMaeiliaiafa skdRiated et aRaRdEoasd i ons transaction includes a
SI P- REG STER nessage. 25 21. The nethod of claim 1, wherein the

t el econmuni cations transaction includes a billing transaction. 36 WO

02/ 075605 PCT/ US02/ 08578 22. The nethod of claim11, wherein the

t el ecomuni catdi3ofs datzastiweivtd aficlaim &b .udescimcachbmasactionnigtail reneshiotlndss.an5 23.
The met hod of claim 1, wherein the tel econmunications transaction includes
a per f or mancevens asntior farmecordingatdesst con eveny othar henpgssegess ibaidapiredmbiiieum
havi ng stored thereon a data structure for recording transactions in a

t el ecommuni catP 8A¥OHeteMSF-k, the data structure conprising: 10 an XM
declaration field, the XML declaration field defining the data structure
as an XML file; a server identification field, the server identification

L1 ansact on datalte ERARER by ot badoghE ot hemeed  °° °

record, the atV 5 |l east one transaction detail record being stored in the
data structuré& T response to a tel econmuni cations transaction, the at
| east one

45, The data structure of claim 43, wherein the at least one event includes an error

event.

46. The data structure of claim 24, wherein the data structure is an XML transaction

15  detail file created by a SIP redirect server.

47. The data structure of claim 46, wherein the XML transaction detail file is active for

a predetermined period of time.

20  48. The data structure of claim 46, wherein the server identification field includes the IP

address of a redirect server.

49, The data structure of claim 46, wherein the at least one transaction detail record
includes a plurality of transaction detail records.

25
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transaction detail record including transaction data corresponding to the

t el ecommuni cations transaction. 20 25. The data structure of claim 24,
further cwopriogionyy a tinme/date field for indicating the tcrassazoBsdat e t hat
the XML file was opened. 26. The data structure of claim 24, wherein the
data structure is an XML transaction detail file created by an I P network
server. 25 37 WD 02/075605 PCT/ US02/ 08578 27. The data structure of claim
26, wherein the XML transaction detail file is active for a predeterm ned
period of tinme. 28. The data structure of claim 26, wherein the server

i denti fi cati oBgffiRldrlsRedes clalhe4d, RiheriAllE hiasaAt e ANRICASYISHAT ¥85d 29. The
data structure of claim26, wherein the server identification field

i ncl udes the Rnde§slESRmtdh idnERalies G618 G osElkMR eacH Ransbktion Aetaill adcard
structure of claim 26, wherein the server identification field includes the
| P address obf the phirdlity 6Btrdnseon ddtail Blordtreresiminding to aipdrticubar ddaneabéinm 26,
wherein the at | east one transaction detail record includes a plurality of
transaction detail records. 15 32. The data structure of claim 31, wherein
the at |east one transaction detail record includes a correlation

i denti fi cabi oAl {Thelddtafsumctorsrof elain #6 gvhserirheach Hasadiondatad stcard inpledssied  of t he
plurality of transaction detail records corres nd| ng to a parti cul ar
transaction. 2ifmeste fiphbindigatingsvlen dhe frassastion defgitieomd Wanwads n each -
transaction detail record includes a tine/date field indicating when the
transaction detail record was made 34. The data structure of claim 26,

wherei n each transaction det d I d t ti

nl i ng | nf Sk Hie et AR cRyinst o et frsection SR Rep SEFMER o5
received by the | P networ er, 02/ 5605 PCT/ 8 5. Th
dat aI \s{t r uc%/ur &eqypst & TCQPWEMSWV Eﬁl‘ﬁm{l AROY & ug[é fe%lgéttﬁhsl#Fcﬁé‘{egggﬁe SIP ©

Lece ved oM il b SISO Lbeaciress of the sender of the

53. The data structure of claim 52, wherein the request section includes a received-from

field indicating the IP address of an original sender of the SIP-request.

15  54. The data structure of claim 52, wherein the request section includes a message field

having all data associated with the request.
55. The data structure of claim 46, wherein each transaction detail record includes a
response section including information about any SIP response that is received by the

20  SIP redirect server from a SIP network server.

56. The data structure of claim 55, wherein the response section includes a sent-to field

indicating the IP address of the addressee of the SIP- response.
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36. The data structure of claim 34, wherein the request section includes a
sent-to field 5 indicating the |IP address of the addressee of the

Sl P-r equewD.0287560The data structure of claim 34, wherein Pog/uUsSez08s3s
section includes a nessage field having all data associated with the
request. 10 38. The data structure of claim 26, wherein each transaction
detail record includes an authentication section, the authentication
section indicates whether an authentication was performed, why the

aut henti cati o, i3, DEf dAERRGDS A 55,%6'}6%§fhletres?$nsE B&tighidoRiatd £@bds@ge 15 39.

The data structure of claim?26, wherein each transaction detail record

includes a rgRRONSHe3AThiaQSsokAkl YaHhNEE fefolsdTat i on about any SI P response
that is either sent- or received by the IP network server. 40. The data

structure of claim 39, wherein the response section includes a received- 20
fromfield indicating the | P address of the sender of the SIP- response.

41. The data $8/Tietdaksstatued ofichnin 96, wieesieeach thssactgspioigeemetintlodesiancl udes a
sent-to field indicating the |IP address of the addressee of the SIP-
response. 39 \@tiay REEGOHatREDIAIB0RA0SET Batunpexedited WythaSHtreditsctgesvenf cl ai m
39, wherein the response section includes a nessage - field having all data
associ at ed wi tdorinhthetesigoliere. 43. The data structure of claim 26, wherein
each transaction detail record includes an 5 event section for recording
at | east one event, other than nmessages, that occurred at the |[|P network

server. 44. The data structure of claim.43,.- wherein.the at |east one event
i ncl udes a ti RBolfte dagasdpptureres clpgn Sg‘h‘?aéhe egfait'ﬂﬁstﬁff’téondf’dgcﬁeg?ﬁgﬁé?n%er ei-n

the at | east one event .includes an error event. 46. The data structure of
clai m 24, mheF%‘i“FfW%@u%éekgtructure is an XML transaction 15 detail file
created by.a SIP redirect server. 47. The data structure of claim 46,

wher ei n thlcg XM. transaction detail file is active for a predeterm ned

period of ti i 15 UG G 1R el JBL K, iR i Rask b Ser ver
identificati gﬁofﬁgﬁ%%sr%%ges ?aﬁg P °
originating call validation field, the at least one originating call validation field
including data relating to the validation of a call originator, and data relating to the call
originator.

15

61. The data structure of claim 58, wherein the features section includes a non trusted

terminating call field for recording whether a non-trusted call was allowed.

62. The data structure of claim 58, wherein the features section includes at least one
20 terminating call validation field, the at least one terminating call validation field

including data relating to the validation of a subscriber being called, and data relating to

the subscriber.

63. The data structure of claim 58, wherein the features section includes at least one
25  originating call screening field for recording information when a call screening feature

is executed.
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address of a redirect server. 49. The data structure of claim 46, wherein
the at | east one transaction detail record includes a plurality of
transactiwo odersmbd records. 25 40 WO 02/ 075605 PCT/ US02/ O®8TAISOH®S78The dat a
structure of claim49, wherein the at | east one transaction detail record
includes a correlation identification field for correlating each
transaction detail record of the plurality of transaction detail records
corresponding to a particular transaction. 5 51. The data structure of

cl aim 46, wherein each transaction detail record includes a tinme/date
field indicating when the transaction detail record was made. 52. The data’
structure of claim46, wherein each transaction detail record includes a
request secti @a, TRCdabtieutdYrolIR 8, GherOtht f@RifesIetlionSaikatt af 1Bat oes
received by the SIP 10 redirect server froma SIP network server. 53. The
data struct ur @eriinafih@td freeninh Giekifor reigding if@fdatiGreOhdnoiteintigdting@sll a
received-from field indicating the |IP address of an original sender of the
Sl P-request . &re&ving fEhiaredateecsted.uct ure of claim 52, wherein the request
section includes a nessage field having all data associated with the
request. 55. The data structure of claim46, wherein each transaction
detail record includes a response section including informtion about any
SI P response thafhd data sswetorecaf clajm 6 Bavhepain B feapuser seelton iadydes pt legshpgesall) p
network server. 56. The data structure of claim55, wherei n,thF response
section i ncl udesvagling:field foy reqoeding informption vhey at leest pre cpll dpraverding feptyee is
addressee of the SIP- response. 41 WO 02/ 075605 PCT/ US02/ 08578 57. The
data structur &euted} aj m 55, wherein the response section includes a nessage
field having all data associated with the response. 58. The data structure
of claim 46, wherein each transaction detail record includes a 5 features

ti t Nat d I { tur { . | rect
Server adbi ngoc T rost s e g el G IEEH Gl AAREIP R e ci
the features $eGtl ORIk RS UL RfindihtonGAin ARG o FiAGHY REMR i§ OkhiB® fiel d.

67. The data structure of claim 58, wherein the features section includes at least one
registered address list field for recording information when a call is redirected to a list

15  of registered addresses.

68. The data structure of claim 58, wherein the features section includes at least one
default address field for recording information when Athe call is redirected to a default -

address in a subscriber’s record.
20
69. The data structure of claim 46, wherein each transaction detail record includes at

least one directory access protocol (DAP) field.

70. A telecommunications network, comprising:

43



10 60. The data structure of claim58, wherein the features section
includes at | east one originating call validation field, the at |east one
ori gi nat iwg@ oeabicoval i dation field including data rel ati n@CraSoness7s
validation of a call originator, and data relating to the call originator.
15 61. The data structure of claim58, wherein the features section
includes a non trusted termnating call field for recordi ng whether a
non-trusted call was allowed. 62. The data structure of claim58, wherein

the features sectigiulfigkYiESnihunlaaS 1A lnkfidl O3eiman pal | val i dat i on

field, the at | east one term nati ng cal validation field including data

relating to the vali datjenGhudcatibhsemid8én;aed ng cal l.ed, and data relating
to the subscriber. 63. The data structure of claimb58, wherein the

features section ifnelydes Sa-sdre@sbupéiito tiaat Raitghotldcngmaaichtions agmnitusg fi el d
for recording informati on when a call screening feature is executed. 42 WO
02/ 075605 PCT/ US02/ 085%Be atféhst oS IRladreer being configeredfio ceate an BBIL wherei n t he
features section includes at |east one termnating call screening field
for record§ng infornat iteansastiendetait Ble grocess theteleapmmusications frangagtiont Wde i s
executed. 5 65. The data structure of claim58, wherein the feature?
section includes at Iemczre@Heast:@ﬂeltranﬁ@‘ﬁﬁm(iemﬂrrgcolfﬁlQ@CKML‘F%WBP Agfal

i nformati on when at | east one call forwarding feature is execute d?} 10 66.
The data structure of dilgith Sdeastgmeransactiongiofd apioreaclydipg Fanastioddittes at

| east one find-nme field for recording informafion n_a find-me feature
is executed. 67. The dd{ogemop%gmtge@%cgplgnggmsm?%ﬁoﬁ the features
section includes at |east one registered address list field for recording
i nformation when a call is redirected to a list 15 of registered

addr esses. dat ructyire. of. B £§psect i on
i ncl udes a9 | Zhgheélﬁ@voa]ﬁgéé Ao 8%1?1 ?iﬁ? mﬁé@o %‘?g‘sﬁ? ormat i on when
the call is rgg‘;icreect ed to a default address in a subscriber's record.

72. The network of claim 71, wherein the SIP-device includes a telephone.
15  73. The network of claim 71, wherein the SIP device includes a computer.

74. The network of claim 71, wherein the telecommunications apparatus includes a SIP

proxy server and the at least one SIP-server includes a SIP redirect server.

20  75. The network of claim 71, wherein the telecommunications apparatus includes a

PBX.

6. The network of claim 71, wherein the telecommunications apparatus includes an

enterprise gateway.

25
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20 69. The data structure of claim46, wherein each transaction detai
record includes at |east one directory access protocol (DAP) field. 70. A
t el econmuwoOga7BNS - net wor k, conprising: 43 WO 02/ 075605 PCT/US8D@sso8578 at
| east one tel ecomuni cati ons apparatus configured to performa

t el econmuni cati ons transaction; and at | east one SIP-server coupled to the
at | east one tel ecommuni cati ons apparatus, the at |east one SIP-server
being configured to create an XM. 5 transaction detail file, process the

t el econmuni cations transaction, and store at |east one transaction detai
record in the M A R0SRGE LA 92 Hetein ht lefcohiinhd @@gsarmﬁﬁaa@ea gaction
detail record including transaction 35ta correspongin to the

t el ecommuni catjegnsik bigwsact ion. 10 71. The network of claim 70, wherein the
t el econmuni cati ons apparatus includes a SIP device. 72. The network of
claim71, wherein the SIP. device includes a tel ephone. 15 73. The network
of claim71l, wherein the SIP device includes a conputer. 74. The network of
claim 71, wher78i Thd deewdrlo€ clafimtin iwdaieirohe tebqopamahiostiong appackass iacltlé®a pr oxy
server and the at | east one SIP-server includes a SIP redirect server. 20
75. The networklemdonel ai m 71, wherein the tel ecomunicati ons apparatus
includes a PBX. 76. The network of claim71, wherein the

t el econmuni cati ons apparatus includes an enterprise gateway. 25 44 WO

02/ 075605 PCT/ USQ2/ 08578 77. The network of claim 71, wherein_the

t el ecomuni cat’Pohke nebperk of claim Ab by the atdeastenec raerasidycludes a SEheroxgt wor k
of claim71l, wherein the tel ecommunications apparatus includes a 5

t el ephone. 79.5°TV¥he network of claim 71, wherein the at |east one

SI P-server includes a SIP proxy

10  80. The network of claim 71, wherein the at least one SIP-server includes a SIP

conferencing server.

81. The network of claim 71, wherein the at least one SIP-server includes a SIP voice
mail server.
15
82. A computer-readable medium having stored thereon computer-executable
instructions for performing a method for recordiﬁg transactions in a
telecommunications network, the method comprising:
creating an XML transaction detail file, the XML transaction detail file being
20 active for a predetermined period of time;
storing at least one transaction detail record in the XML transaction detail file in
response to a telecommunications transaction, the at least one
transaction detail record including transaction data corresponding to the
telecommunications transaction.

25
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server. 10 80. The network of claim 71, wherein the at | east one SIP-server
includes a SIP conferencing server. 81. The network of claim 71, wherein

t he at | ewoto2on®osl P-server includes a SIP voice nmail sePearusoyessg?. A
conput er -r eadabl e medi um havi ng stored thereon conputer-executabl e
instructions for performng a nethod for recording transactions in a

t el ecommuni cati ons network, the nethod conprising: creating an XM
transaction detail file, the XM. transaction detail file being 20 active

for a predet egg@g%&g@o@qlagﬁgﬁimﬂg& dsig: at | east one transaction detail
e eoririsit

record in the transaction det al iTe in response to a

t el ecomuni cat i oNScibdiRNHE XMIORanshdtRn Abtall G&SHhedNEe predeimat pofodietiad record
i ncluding transaction data corresponding to the teleconmunications

transaction. 25 45 WO (b%@g@GOSA PCT/ US02/ 08578 83. The nethod of claim 82,
further conprising: closing the XML transaction detail file when the

pr edet er m ned per i @éatidl atsedvrd XM irnesctiondetatl ifibg the ss@nd FMIXWansaet@nsact i on
detail file, the second XML transaction 5 detail file being active for a
second preslet er ni ned patetaiidilobeing mive fand seqoadpretptampinddepesip@ psiime; agd osi ng
and creating for a nunber of tinmes as directed by a network nanagenent
system 84. The netehextingthecstens of dosingsnd cesieting feea swnber ohHugr s dclaebur | file
conprises: 10 an XM. declaration field, the XM. declaration field defining
the data structure as BefWoNMImappgeRensSys P yer i dentification field, the
server identification field including an P address of a server generating
the XML file; and a transaction detail section including at |east one

rnact on Set St oSl G e SR o2RBA DSRS0
10 " an XML declaration field, the XML declaration field defining the data structure
as an XML file; .
a server identification field, the server identification field including an IP
address of a server generating the XML file; and
a transaction detail section including at least one transaction detail record, the at -
15 ' least one transaction detail record being stored in the data structure in
response to a telecommunications transaction, the at least one
transaction detail record including transaction data corresponding to the

telecommunications transaction.

720  85. The method of claim 82, wherein the telecommunications transaction includes a

SIP-INVITE message.

86. The method of claim 82, wherein the telecommunications transaction includes a
SIP-ACK message.

25
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response to a tel econmuni cations transaction, the at |east one transaction
detail record including transaction data corresponding to the

t el econmuwoOga7mNs transacti on. 20 85. The net hod of cl ai mCASowbssrei n t he
t el econmuni cations transaction includes a SIP-INVITE nessage. 86. The

met hod of claim 82, wherein the tel ecomruni cations transaction includes a

SI P- ACK nessage. 25 46 WO 02/ 075605 PCT/ US02/ 08578 87. The nmethod of claim
82, wherein the tel ecommunications transaction includes a SIP-OPTIONS
nmessage. 88. The method of claim82, wherein the tel econmuni cations

et o | I T AR DB B ool ot o

wherein the teleconmini catl ons transa nmessage.
10 90. The netgpedpaioRkaidRage, Wherein the tel ecommuni cations transaction
includes a SIP-REQ STER nessage. 91. The net hod of claim 82, wherein the
t el ecommuni cations transaction includes a billing transaction. 15 92. The
met hod of claim 82, wherein the tel ecommunications transaction includes a
moni t ori ng tr &8st th@hod &laimkl8e, whaetih e telbcomdnminioatiBm, tranketien inclilies a

t el econmuni cati ons transaction includes a 20 perfornmance neasurenent
transacti od. 4&IP-BYE message.

89. The method of claim 82, wherein the telecommunications transaction includes a

SIP-CANCEL message.

10 90. The method of claim 82, wherein the telecommunications transaction includes a

SIP-REGISTER message.

91. The method of claim 82, wherein the telecommunications transaction includes a

billing transaction.
15

92. The method of claim 82, wherein the telecommunications transaction includes a

monitoring transaction.

93. The method of claim 82, wherein the telecommunications transaction includes a

20 performance measurement transaction.
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