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[ 00017 THEORHGEREE i nvention relates to a conputer net RA/SGRIOBYEI08mM f or
controlling access to personal WAP and Wb (HTTP) pages over the internet.
BACKGROUND OF THE | NVENTI ON [ 0002] The Internet or "the Net" is a worldw de
system of conputer networks - a network of networks in which users at any
one conmpulisTH@D, AND EMETENMFOR BQNTR@IILWG\M\I@\EDWAGKDNWG(OEBS& FROMTrom

any other conputer. [00 tern bl i cooperative,

and sel f-sustai ning facﬁwggggygc\ég%mg Cﬁé ‘&éﬁ’ﬁggg%gf mllions of peopl e
wor | dwi de. Physically, the Internet wuses a portion of the total resources
of the currently existing public telecomunication networks. Technically,
what di st TRGHINIRSY. EtR-Dnternet is that it uses a set of protocols called

Transm ssion Control Protocol/lInternet Protocol (TCP/IP). [00047 Using
TCP/ I P, the interconnected conputers exchange information using various

servi ces wpoef) ke admeire@ihvesticy relatdy %Qﬁcoﬁ%tﬁér %hoé%d Ros\OR @, Wde
Vb (" WW VWVW servi ce enabl es transfer of gra phi cal web pages to

remote cl $RHEONREREERSS tormamsanal VVAP janeiiveb ( Mages averfhﬂmt@keebur ce
Locator (URL). To view a specific page, cli ent machines wll provide a
specific URL request in a browser and be able to view or get infornation.

The br owsBACIKEGROEIND Qff iTeiE INMENTICH i on program that provides an interface
to view and interact with WO 2006/ 028419 PCT/ S&G005/ 000307 2 the mllions
of pages of information on the WWV The nbst common type of

[0002] The Internet or "the Net” is a worldwide system of computer networks - a
network of networks in which users at any one computer may, if they have the
rights, view or get information from any other computer.

[0003] Today, the Internet is a public, cooperative, and self-sustaining facility
accessible to hundreds of millions of people worldwide. Physically, the Internet
uses a portion of the total resources of the currently éxisting public
telecommunication networks. Technically, what distinguishes the Internet is that it
uses a set of protocols called Transmission Control Protocol/internet Protocol
(TCP/IP).

[ooo41 Using TCP/IP, the interconnected computers exchange information using
various services such as electronic emall, Internet Relay Chat and the World
Wide Web (“WWW"). WWW service enables transfer of graphical web pages to
remote client machines from server identifiable via a Uniform Resource Locator
(URL). To view a specific page, client machines will provide a specific URL
request in a browser and be able to view or get information. The browser may be
a client application program that provides an interface to view and interact with



URL request being used is Hypertext Transfer Protocol ("HTTP"). [0005] HTTP
runs on top of the TCP/IP suite of protocols and conprise of a set of

rul es foQeMWAEI8IYing files such as text, graphic i mad€d/SGOKMI3NTI deo and
other multinedia files on the WWV HTTP concepts brought forward i deas
that files may contain references td other files. By way of multiple
transfer requests, users nay practically navigate through vast anpbunts of
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keywords for recent technol ogical innovations. Hence, the popularity of

wireless internet. This gives users the ability to | everage on the
ubi quity of nobile devices to access information, which is what fixed
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require fast connections, fast processors, big screens, large nenories,
efficient input device V\D 2006/ 028419 PCT/ S&2005/ 000307 3 and even proper

audi o output. These characteristics are a big challenge for npbile devices
whi ch have substantially | ower specifications and | ower

[ooos] Wireless and mobility have been keywords for recent technological
innovations. Hence, the popularity of wireless internet. This gives users the
ability to leverage on the ubiquity of mobile devices to access information, which
is what fixed internet is already providing. Subsequently mobile or wireless
service providers moved on to tap on the vast amount of information of the
WWW via Wireless Access Protocol (“WAP"). The concept of availability of
information “Anywhere-Anytime” is fast becoming a reality.

[0007] WAR is a specification for a set of communication protocols to standardize
the way that wireless devices such as cellular phones, PDA or other WAP-
enabled devices use internet services, WWW being one of the most popular
service, The standardization is required as different manufacturer of devices
used different technologies and potentially caused interoperability issues. WAP is
also intended to overcome the HTML definition language which was originally
meant for fixed internet. HTML is written in such a way that require fast
connections, fast processors, big screens, large memories, efficient input device



bandw dt h that hinders the operational use of HTM.. [0008] WAP defines a
conpl etely new markup | anguage called Wrel ess Markup Language (WWL), wth
scri pti ngvPam§atd® cal | ed WWMLScri pt and bitmap format »ei/$EmodNmwRITEsS
Bitmap ("WBMP").In short, WWL provides a sinpler but nuch nore strictly
defined structure than HTM.. WAP al sb defines new protocol stack which has
thin request and reduced protocol overhead. Due to many enhancenents
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processing requirenents. Having the technologies in place, there are many

nobil e applications that has brought fixed internet environnment to the
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web or  content. This concept of use of WAP gateway is shown in Figure 1. On top of
protocol translations, WAP gateway will also compresses the WML into a more
compact form; saving over-the-air bandwidth reduced mobile device processing
requirements. Having the technologies in place, there are many mobile
applications that has brought fixed internet environment to the agile mobile
market, such as m-commerce (m stands for mobile), email, Instant Messaging,
moblog (for mobile blog), friendster and so on.

[eoog} Currently, when websites are published, all the information on website is
made available via the internet. Anyone visiting the website is able to view all the
information. However, not all information may be suitable or was intended for
free disclosure. An example of such unintended information may be personal
particulars of the owner of the website.

[0010] It can thus be seen that there exists a need for a simple and low cost
method for controlling information access from a website via web or wap access.



wap access. The client systemor a viewer m ght have an identifier

I dentifying himas subscriber. Alternatively, the client may further be
cat egor i 2¥206/02841Yef aul t public group. Wen the subscridI@CHeEHwed’s for a
certain page in the website, a server of the systemw ||l nmap the Access ID
of the viewer or subscriber, and thén deternine an Access Contr ol G oup

t he subscri ber belongs to. Base on the Access Control G oup and origin of
access, tSIMMARYOOF INVEENTIEIN on or content will then be rendered and

di spl ayed accordingly. [0012] Accordingly, in one aspect, the present

enbodi ment provides, a system for controlling informtion access from an

owner's VeBeh tehyi srebeRt GhvaMiiRn proAass & NoraYHef TaeHBY 'aPdNgystant!bEnt
pOI’tIOI’] havi hg at east_one nean or a Vvie r to access the owner's
websi t e; ecomelling lnfomattorcacqassdrary arparsontbor eplenpiist website,eviasveb or

webeire. WaE dcdebey TRSRIENE YL a et b PaKa SR HERERIeRE e cess
| Ds for shihs@si escriber Steaseivent, afhas elidritr malofurher G bagoréddakay f or

websites; an Access Control Infornmation Database for storing Access Control
G oups asdefgHbdutdictgreupub¥dienpibessubrerihes asquesiatiool @rtaipspagss brtha ed

wth th n o o8 Jdenpl a t s@, for,.storin yout
t enpl at eg’?’%%’g é %&8@?&%‘ %ﬁgﬁ#@y&'ﬁv@%pf gfe Kcr?%ggl ]ﬁ)g O@‘étgao}”ew égges;
wher ei n tsubscebbg anidbitenafetémting atWetcdss Gomtenadroupthe subscrilfsraasisngs t he
content and data on, t %&Eomeé' S we%si te decgen,di, ng on the Access Control
Group assPgriRapa O the Acesss reprtrolboreur andwsigin (cacnesac dbe dvalgpage i n
anot her : : | ' r controlling
o e ARAERtoh b pBETR T RO PR e ol SRR 2,
vi ewer or a subscriber, said nmethod conprising the steps: WO 2006/ 028419
PCT/ S&005/ 000307 5 checki ng the v{emer fO{ aq)%Fcess I D, retrieving said
Access | (091 -qrgtgggf;, in one~aspect, the present embodiment provides, a system
for controlling information access from an owner's website via Web or WAP
access, the system comprising: a client portion having at least one means for a
viewer to access the owner's website; a network means comprising means for
providing internet connectivity to the owner's website; a server for hosting the
owner's website, the server comprising: an Access ID database for storing
Access |Ds for subscribers; a Storage Database for storing content and data for
websites; an Access Control Information Database for storing Access Control
Groups assigned to the subscribers and Access Control Groups associated with
the content and data; a Layout Template Database for storing Layout templates;
and a Rendering Engine Server for rendering Web or WAP pages; wherein the
subscriber or the viewer is allowed controiled access to the content and data on
the owner’s website depending on the Access Control Group assigned to the

subscriber or the viewer.

[0013] Accordingly, in another aspect, the present embodiment provides, a
method for controlling information access from an owner’'s website via Web or
WAP access by a viewer or a subscriber, said method comprising the steps:



determ ning whether said viewer is a subscriber; mapping said Access IDto
subscri ber information; selecting an Access Control G oup according to said
subscri b&YOiRM@R$E i on; det ermi ni ng whet her sai d AccessP@UsG003/00@GUD | S

i nclusive; rendering of content of said owner's website according to a

| ayout tenplate assigned to said content; di spl ayi ng rendered pages to
said viewer or said subscriber; and allow ng said viewer or said
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nobile internet; [0015] Figure 2 I'llustrates an overview of thHe concept of
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access frefifsUkesEPele andhaliving: said viewer phspich aubaehardo; viewriesdelsd
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website ﬁ%{%&ﬁ%?@ﬁéﬂvﬁf.&%}g a; per s@ngﬁﬁggggggﬁ%s\%ﬁérg@ léb‘:afqher
from web miewsn)action aubsarittmdles bhynsaid Acéédss SontohtGroapi efssaddisetrest i vel y
di spl ay inf.gr rrsti n to the viewer or subscriber based on the category of
the vi ewet'OPURYHEOE i ber. Such a cat egory is referred to as the Access

Control G oup.

BRIEF DESCRIPTION OF THE DRAWINGS
[0014] Figure 1 illustrates a typical network flow of WAP for mobile internet:

[oo15] Figure 2 illustrates an overview of the concept of use of the present
invention;

[0016] Figure 3 is a system diagram illustrating an embodiment of the present
invention; and

[pot17] Figure 4 is a flow chart illustrating a method in accordance with an
embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[oo18] The present invention proposes a system and method for controlling
information access from a website via both fixed internet and mobile internet



[0019] Currently there is a proposed standard called Open Profiling
Standard ("OPS") suggesting how Wb users can control the personal

i nf or mat Mh*tw83p41%hare with Web sites. OPS has a dual PSOFSSG8&000DY to
allow Wb sites to personalize their pages for the individual user and (2)
to allow users to control how nuch Q)ersonal i nformati on they want to share
wth a Wb site. OPS nechanismis inplenmented using Platformfor Privacy
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21 <o per SOREORRINE? detgie M MOt SR RN Web B Gahr sl Hpar it © °

visitors, deﬁér@ﬁ?cﬁ@?éﬁé@hn@@aw@éwsm&& o BRI @Xthe Mo SrubBEAbe ©s Ry

al so contain sensitive informtion he” owner woul d lik y want to

expl i ci t Ihasedrantbe categary ofshe vieweraushbseriermiitobm calsgonniseefariaskto

websi t es n nore towards serving the appropriate audi ence
and subsaﬁ"‘rt?%%élf eg?@%’fg]o* Fﬁgﬁﬁe present invention, every piece of content
and data that nmay be input into a website for display, regardless of
format (text, rich text, imge, audio and other nultinedia), the website
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website relationship while the invention covers also personal-website and various
personal relationships with the visitors. Since personal-websites or often referred
to as web profiles may also contain sensitive information, the owner would likely
want to explicitly control the exposure of such information. For enterprise
websites, the confrol will be more towards serving the appropriate audience and
subscribers.

“[0020] In the present invention, every piece of content and data that may be input
into a website for display, regardless of format (text, rich text, image, audio and
other multimedia), the website owner may further explicitly specify a category or
an Access Control Group in which the content and data is associated with.

[0021] There will be a set of predefined Access Control Groups for owners to
categorize their pages for their subscribers to have access to. On top of default
Access Control Groups, owners may further define additional Access Control
Groups with their own parameters. Access Control Groups may be inclusive or
exclusive. Exclusive Access Control Groups refer to categories that do not



(0022) Several of these Access Control Goups in turn forman Access
Control List. The Access Control List may of several versions, each having
di f f er entVO¢0082441%e dates. This thus allows the owner RGI/$GEMES/GAWTACCeSS
Control List active at any one tine, while other versions may be prepared
based on new information and subscr"f ption. (0023) Wen a subscri ber
accesses the website having Access Control in accordance with the present
i nvent i OHUGWGnOﬁhdengLfQSi while heclgsive drdsbthe spmmeﬁe@omn b‘chL@l\Emee
i nformati gon shal | trieved accg{ai? tothe Acc nt r ol
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Control  GHeukit@typd i9MdrelyH Gloup! IRERsf, | nf ormation may be view ng,
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above. (0024) Next the retrieved information is rendered into vi ewabl e
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WWL paged.is{. onaé)t\ceeéemm@; HastFivayr 6f Bevaal Nef618¢ desich aravmgeameeemof t he
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starts w sect 1" cohsuner and enterpri'se PEIAZ S

starts wiinformh@fion &nd subscrifgionon may be in form of a friendship Ilnkage
newsl etter invitation and so on. Next, in Section 103 and 104, a response
fromthe viewer explicitly acknow edgi ng becom ng a subscriber to the
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Group pre-assigned to the subscriber. The actions ava:labie to each Access
Control Group for a particular piece of information may be viewing, referencing,
adding, updating, deleting information or combination of the above.

[0024] Next, the refrieved information is rendered into viewable pages
accordingly to the format of access, either web or wap. For web, the page result
shall be in form of HTML pages while for wap, it will be in WML pages.

foo2s] Referring to Figure 2, with regard to an overview of the present invention,
the flow of activities may start from the owner inviting a viewer to be a subscriber
or friend in order fo have access to the website's information. For owners of
personal or consumer websites, it starts with section 101 consumer and for
enterprise owner or merchants, it starts with 102, The invitation may be in form
of a friendship finkage, newsletter invitation and so on. Next, in Section 103 and
104, a response from the viewer explicitly acknowledging becoming a subscriber
to the information provided by the owner is received. The response can be in
form of email, Short Message Service (SMS) or web page link in the browser.



[ 0026] Upon confirmation fromthe viewer, the viewer is now considered a
subscri ber and the subscription is considered valid or active. At this

st age, t WO 20MA41hay assign the subscriber to one or rAETESGENIAOIBr al
different Access Control G oups. Each of the Access Control G oups allow
different levels of access to contdnt and data on the consuner/ nerchant

I nformati on website. 10027 In section 205, the subscriber after

acknow ec@pwua&bypfdwémteammlsabisoﬁitmrsbﬁua is Ldns @pittheractiey fosgaia expligdter
conprising eithe d internet or nobile internet to surf the

consurer @"dﬁﬁ’ﬂ{ r?'ﬁ’f@?r?é‘@ﬁ%‘i‘p%bm te. There are various ways to access
the website such as direct URL, WAP gateway redirection or using search
al gorithm provided by the system The subscriber nay be identified by an
i dent i fi ¢eo2sLdIpars canfianaties ron the Wewvemvtheoviewver, ist hewAcoesideded may be
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Access Control List to determ ne the Access Contr ol Group, as outlined in

section 106. The Access, Control Group of the subscriber is checked by
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using search algorithm provided by the system. The subscriber may be identified

by an identifier such as an Access ID.. In WAP environment, the Access ID may

be the Mobile Station International ISDN Number (“MSISDN") which is the mobile

phone number used fo access the wap page.

[0028] For web access, the subscriber will need to login to the system to be
properly identified. The Access ID may be as simple as a Username which
needs to be accompanied by a password login process. In this scenario, the
subscriber will have to be registered with the same service provider or the web
community as well.

[0029] Upon verification of the subscriber, a check is performed in the Access
Control List to determine the Access Control Group, as outlined in section 106.
The Access Control Group of the subscriber is checked by cross referencing the
subscriber's identifier or Access 1D. After checking the Access Contro! List, the
pages requested shall be rendered according to the Access Control Group of the
subscriber, and whether by the request was initiated via WAP or web access.



Finally access control is then given to the subscriber based on the Access
Control G oup which also governs the type of action which nmay be perforned
by the WMH3WsiBEES as in section 108. [00301 Referri ngansdoeganend, the
systemin accordance with the present enbodi nent conprises at |east a
client portion, at least a Network pdbrtion and at |east a Server 235. The
Client portion may conprise of at |east one WAP- enabl ed nobi | e phone 220
or at | eaShisovikkehSre sinvlas eispdmabeivdteteyotheyf@d of aucdssagmsdn lseptiap 16@8nput er
havi ng a gobjl e internet cannectian. The Access | D 222 of the subscriber
s ngt het BRI ACoRSE eatrel 8 dB6R (Ve O bBss dascring Rrdsd o i REEESY 00311
WAP- enabl ggn#®IGiofipINiBR Rlge §ot@ns 08 BASE of Qcttd?ﬁwhf&h%agbegﬂe%fg%d K@t enay
224 using Ceneral Packet Radio Services ("GPRS') or H gh-Spee

G r cui t - Shietsthsoiher, as HESSHIoN thnecti ons. Wil e other HTTP browser enabl ed
devices 221 may al so use narrow broadband http HTTP type of connection

[ 0032] The server portion 235 conprises a firewall 226 which is used to

control R Refeentg ol Pigale By themsyseevriaescts@andeauitRoiig 8te8ERESS
fromoutside the server 235. A Consuner Database 230 and a Merchant
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render i ngeguiggthe server 227 takes rel evant

[0031] WAP-enabled mobile phones 220 may connect to the internet via WAP
Gateway 224 using General Packet Radio Services ("GPRS") or High-Speed
Circuit-Switch Data ("HSCSD") connections. While other HTTP browser enabled
devices 221 may also use narrow/broadband http HTTP type of connection.

[00321 The server portion 235 comprises a firewall 226 which is used to control
and prevent internal system resources from unauthorized access from outside
the server 235. A Consumer Database 230 and a Merchant Database 231 is
used for storing content belonging to owners of websites depending on whether
they are Personal websites or Enterprise websites. The content stored may be in
text, rich text, images, audio, video or any other type of muitimedia information.

[0033] The server 235 further comprises a rendering engine server 227 which is
responsible for rendering or processing content in the Consumer database 230
and the merchant database 231 into a viewable pages in either web or wap
pages 229.



filtered content and nerges it wth |ayout tenplates stored in a Layout
Tenpl ate Database 234 that may have been assigned for certain rel evant
pages. [ O0B3W6ARY41Subscri bers' information, including tHEYSGAe@H7] Ds 222
are stored in subscriber/Access |ID database 232. In addition, the Access
Control Groups and Access Control WPsts are stored in an Access Control

I nformati on database 233. [00361 Referring to Figure 4, the nethod in
accor danqeoasf tThe fwdleﬂagqnmceeﬁrﬁodimdeewhgrer@mé ewerraﬂﬁmw relentaht or

informatign froman,o e starts vvlthth .Ste eC|ng 301
for t ho. Albeed SRR 813 Martms Rth IGydTptIRes SaeadB s LR JSTGHRI 0037]
| f ACCGSSDéthﬁ@@ZB&ﬂ?é’t%éﬁlﬁh@e beBf a‘s}é@h@ﬂ‘f&‘éééﬂéuﬁ%’g@&% ¢ he Access 1D
222 fromthe viewer. he step of “determ ning et er the viewer is

a registered subscri ber The Access I D 222 retri eved is corrpared with the

Subscrib C | D .Dat a 232. Fo ma ng the
Access I%Bééég '@Eél’fl?’?é:nggt% g‘ra%PQ B@h@?%@%ﬁ% [Eﬁ\gée‘%e ster e&@@bss | D
222 is n@ub@éﬁbé%c‘és@ﬂw‘dﬁtab%é pepalh addmbﬁntﬁéwce@se@sﬁtr&m»%fpa%ﬁd will
be classified 305 as a subscriber belonging to "Public" Access Control

Group. [ GuBEpEsentrol histeare sloned yamceess coniselrinfrsmationslatahiasea?id3. Access
Control G oup for shall be selected 306 according to information stored in
t he Consuner Database 230 or Merchant Database 231. In the next step, the

syst em pqodaey rﬁefeaﬁng rtbeFigirec Bedlie 3Metiied det gccardanvbeiitar tid1erdegRss
Contr ol Groug f the inclusive t WO 2006/ 028419 PCT/ SG2005/ 000307

11 [ oo40emprdimangsvhen ﬁy)ﬂ'@“{ﬁ*d@ﬂuﬁﬁéngéﬁtﬁaﬁ of dnfiosmatign JeMt MA ORISR ns
th | f
o ol urESiteltakS VU bl b Bednd 80F thr ABKBSP YD doof o iEREE, '

accunul ataidmpting tolaecdss tessystem.

10037} If Access ID 222 is available, the system will retrieve 302 the Access ID
222 from the viewer. Next the step of determining 303 whether the viewer is a
registered subscriber. The Access ID 222 retrieved is compared with the
Subscriber/Access |1D Database 232. Following which, the step of mapping the
Access ID 222 to the subscriber is performed.

foo3s] However, if Access ID 222 is not available or not retrievable, then the
viewer by default will be classified 305 as a subscriber belonging to “Public”
Access Contro! Group.

[0039] Next, after identifying the subscriber, the relevant Access Control Group
for shall be selected 306 according to information stored in the Consumer
Database 230 or Merchant Database 231. In the next step, the system performs
an internal check 307 to determine whether the Access Control Group is of the
inclusive type.



Control List, as depicted in step 308. [0041] Next, the rendering engine
server 227 will performa rendering 309 of the content by using the Layout
Tenpl at e W3400443%4dhed to the page. The rendering w || beEvst®es/wesdsased on
format of |ayout, either HTM page(sz for web access or WW page(s) for
WAP access. The intention of havi ng he rendering engine server 227 is to
ensure simlarity of displays between different formats, in devices used
by subscirodaer sAn wmm:vmtypb@rbn@ nudansttbat i ida grogp et co8Rhs other geowjer ed

nt t b ' ' d d |
P beer bR difikd it R ierete A dintie Y sl Heneaar bo dlusics ot all 1 oved
by the smﬁsmaéﬁgnpﬂc&&h Wcﬁ%ﬂgﬁ%héﬁ Bé%éﬁrﬁmsteﬁcgﬁégh%é&s List.

[0043] The present invention thus provides a conputer system for
cont r ol | iGantraiiliatnas depictadopstert 365.1 a web or WAP site by a client system or
the subscriber. The owner of the web or WAP site will determ ne an Access
Control List that governs information access activities based on the

subscr i bqasoaa;f N&&Sthe 1€aGEAIGY eRyMiedserlOP22T will p@rﬂokmtwr@wmglmmdf triat

various moditfications and i nprovenents can be by a person skilled in

the art \montﬁmtbyd@x?ja@tthangaymﬂrﬂ‘qrﬁ@la&aaé asﬁlgne@ todh@m@@ i Theerandsiing
PCT/ SG20054 8A0304 o ek (hoMBaPMRIBEY RAGEHTRR Fhab@F oriay So6Rd &,

controlling Or Met1 on acces
?ccess SEML sugesﬁfoomPsaa:@ss dhel :mtzmbflmlﬁgammgar&terir@aehgme means
or a vi %\gﬂertzoﬂa’cctgsé%sgl% sumllg%ecgf cF sﬁ'i’a ays l)etween different formats, in devices
used by subscribers. Upon completing of the rendering step 309, the rendered

pages are sent to the subscriber's device for display.

[0042] The subscriber may then view the content and perform relevant actions
allowed by the system base on the Access Control Group in the Access Control
List.

[0043] The present invention thus provides a computer method and system for
controlling information access from a web or WARP site by a client system or the
subscriber. The owner of the web or WAP site will determine an Access Control
List that governs information access activities based on the subscriber's Access
Control Group.

[0044] It will be appreciated that various modifications and improvements can be
made by a person skilled in the art without departing from the scope of the
present invention,



a network nmeans conprising neans for providi ng i nter net CoNN@TT/SGRY03/000307
sai d owner's"website; a server for hosting said owner'sReegééd S0 Noddnther 2006
server conprising; an Access |D database for storing Access |Ds for
subscribers; a Storage Database for storing content and data for websites;
an Access Control Information Database for storing Access Control G oups
assigned to said subscribers and Accesgy Control G oups associated with

sai d cont emflaimgd data; a Layout Tenplate Database for storing Layout

tenpl ates; and a Rendering Engine Server for rendering Wb or WAP pages
accordi ng to format of access, either . Wb or WAP access; wherein said

subscri ber V‘ﬁl d viewer is aI | owed controlled access to said content and
data on sai d 0 éYStgmvﬁébgmt@”d@pehmamg)mcesﬁfrdm%p@ﬁrﬁer%brs% %oup
assigned to sal\g}e§gp er or_said viewer. 2. The systemaccording to

claim1, wherein sald torcgﬁ% B SH5iR cpmptivies:. corrprl ses a Consuner

Dat abase f or steoclieny poatvhertdvirysk @ wepsites.and a Merchant
Dat abase for storing content %d ggtf%ﬁef %’r@a'ps Eoérap Fryer We%cgieg%§aid3 The
system accor di f§"ebs Websitai 1, wherein said at |east one means for ‘a viewer
y

to access said g &5 (\e/\éebm te mpy further conprise one of said follow ng:
WAP enabl ed mobi e phoRe Sreoirisingresmis forprapiing istewriet eonneAWENDED SHEET

| PENAU WD 20064582849 P@ELSIE2005/ 000307 13 4. The system according to
claimi1, further conprising a firewall for controlling and preventl ng

unaut hor i zed a@c€suer & Hostieg paitl cameleWebEEOUT CES.

said server comprass.ng: an Access ID database for storing
Access IDs for subscribers; a Storage Database for storing content and
data for websites; an Access Control Information Database for storing
Access Control Groups assigned to said subscribers and Access Controi
- Groups associated with saijd content and data; a Layout Template
Database for stormg Layout templates; and a Rendering Englne Server
for rendering Weh or WAP pages according to format of access, either

Web or WAP access; '
wherein said subscriber or said viewer is allowed 'controlled
access to said content and data on said owner's website depending on’

said Access Controi Group assigned to said subseriber or said viewer.

2. The system aceording to claim 1, wherein said Storage Database further,
comprises a Consumer’ Database for storing content and data for

personal websites and a Merchant Database for storing content and

. data for enterprise websites.

3.. The system according to claim 1, whereln said at least one means for &
viewer fo access said owner's website may further comprise one of said

following: WAP enabled moblie phone or http browser enabled device.

AMENDED SHEET
IPEAJAU



5. The system according to claim1l, wherein said Wb or WAP pages are
rendered according to said content and data and | ayout tenpl ates associ ated
with sai W@amws@m+iand data thus ensuring sinmlarity of riqizaysobmtween
different formats. 6. The systemaccording to claim1, wherein said
controll ed access may conprise oneldr nore of said fol | ow ng: Vi ew ng,

ref erenci ng, adding, updating, or deleting. 7. The system according to

claim 1, 4nher ghe sgstdns ulsoordhey t6 wlhiner1,havitingr cam cprﬁk&n@iéifeewqﬂf for Access

ID. 8. The system according to claimy7, wherein said identifier may be a
Vobi | e SPAURG PO U BREN T3 ORI AREESS T IS T PYPER FRSOUIAong. t o ol ai m

1, wherein said Access Control Goup is pre-assigned to said subscriber by
said website owner. 10. The system according to claiml, wherein a
pl uralitp.of Afdzlees;est@mnamcwdm@rmquam dr, nehexinAsaielsWeboot VAP lpages are

PCT/ SG2005/ .CEI ved .30 nbe 0 11, . A net hod

Cont ol | fopteTR cronari g tosaido el B dalang Bupl teniRIE dendiaed e
access byyify ¥4ig\wnteNt aﬁqcﬁ&é’@cﬂhh@%rnsuﬁﬁg@wﬁﬁé ?d:mgméy%@@véé?ﬁdm?@ﬂs a)
checking said viewer for an Access |D; rieving said Access IDis

avai | abl éormgtsdet er m ni ng whet her sal d VI ewer is a subscriber; d) mapping
said Access ID to subscriber information; e) selecting an Access Contr ol
Group according to said subscriber i nf or mat i on;

8. The system according to claim 1, wherein said controlled access may
comprise one or more of said following: viewing, referencing, adding, updating, or
deleting.

7. The system according to claim 1, wherein said subscriber further having
an identifier or an Access ID.

8. The system according to claim 7, wherein said identifier may be a Mobile
Station International ISDN number.

9. The system according to claim 1, wherein said Access Control Group is
pre-assigned to said subscriber by said website owner.,

10. The system according to claim 1, wherein a plurality of Access Control
Groups forms an Access Controf List.



f) determning whether said Access Control Goup Is inclusiVvecEschens)ssizod
of content of satd-owner's website according to a | ayou ecéi?m@ﬁgv&?%érgﬁgg
to said content, wherein the content of said owner's website are rendere
into Web or WAP pages according to format of access, either Wb or WAP
access; h) displaying rendered Wb or WAP pages to said viewer or said
subscriber; and i) allow ng-said viewgy or said subscriber to view r ender ed-

pages and erf rel evant actions in said rendered pages; wherein said

Pelevant abti o JrHIOSdAS ??ﬂtf"ga’gﬂi}f"é'aﬁt&“%é%%ffmﬁmrcmrnE&mqbsioé viasai d - vi ewer

or said swysbrorlWesr abdessTs W%‘? ceerdi,ng to,claim 11, further

conprising a step cl): ai&giagnl ngq]sr%'l \S/Hé‘%ﬁgrsﬂﬁffﬁ dorsnapiistnghe éss - Cont r of

Goup if AleRsSs IDis not available, . 13. The nethod according-to claim
Control Group further

11, wherein in ﬁtfgﬁp f%ﬁ an inclusive Access »
conpri ses ‘ot he TE1, e ViRwes&y anotneees 1D oups  that may be accunul at ed
into an Aagess &ABEhOLaiki .The. net hod according to claim11l, wherein
step g) further corrpér)i as‘IesA%tc‘res‘éslnfibeirsiE’r‘i'gtl H or wap pages according to said

content arfd safetefaipingtwhdteomdzad eewasscddbafhei t h said content thus
ensuring-simlarity of displays between different formats. AMENDED SHEET

| PEA/ AU 2008/78R'84 F§idptsee 055 OBOAIT infasnatidn; The met hod according to

claim 11, epher g4iBq4 en .k ' el.evant actions nmmy conprise one or
‘nmore of sam f ol I((:)v(nl@'né1 &cgémssn;@rﬁ@g e#ré’HBi ATFor e 19g sald subscriber

information;
) deterniining yvhether sald Access Control Group Is inclusive:
g) rendering of content of said owner's website according to a layout

template assigned to said content, wherein the content of said owner's website

‘are rendered into Web or WAP pages according to format of access, either

Web or WAP access:

h)  displaying rendered Web or WAP pages to said vi'ewer or said

subscriber; and ' |

)] allowing said viewer 6r said subscriber to view rendered pages and

perform relevant actions in said rendered pages; '

whe‘reih said relevant action are controlled by sald Access Control Group of
said viewer or said subscriber,

12. The method according to claim 11, further comprising a step ct):
assigning sald viewer with a default Access Control Group if Access ID is
not available, |

13, The'method according to claim 11, wherein in step ), an inclusive Access
Control Group furfher comprises other relevant Access Gontrol Groups
that may be accumulated into an Access Control List. |

14. The method according to claim 11, wherein step g) further comprises
rendering Web or WAP pages according to said-content and said tayout
templates assaociated with said content thus ensuring similarity of displays .

between different formats.

] N ' -
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updating, or deleting. 16. The nethod according to claim1ll, wherein said
Access Control Goup is pre-assigned to said subscriber by said website
owner. 1WOIH&Ehod according to claim 11, wherein a BITUSGHITGpOBT Access
Control G oups fornms an Access Control List. 18. The method according to
claim17, wherein said Access ContrdP List may have several versions with
different effective dates. 19. The nethod according to claim 11, further
conpri si nth.st eple putthed aceardingp claitre1 4t wherettoimpstepiingaid Jelévarit Eictigns ai d

Vi ower agPagi P BsE AR of Aibteer s € TRl UBuidi i SEhNS addPbner
with at legasitingher deleding. Control G oup.

16.  The method according to claim 11, wherein said Access Control Group is
pre-assigned to said subscriber by said website owner.

17. The method according to claim 11, wherein a plurality of Access Control
Groups forms an Access Control List.

18.  The method according to claim 17, wherein said Access Control List may
have several versions with different effective dates.

19. The method according to claim 11, further comprising steps before step
a), the steps comprising:
)] inviting said viewer to become a subscriber;
i) receiving explicit response from said viewer agreeing to said
invitation; and
i) assigning said subscriber with at least one Access Control Group.



