VALI DATI NG UPDATES TO DOVAI N NAME SYSTEM RECORDS [ 0001] This application
clains priority to US Patent Application Nunmber 12/782,227 entitled

"Val i dat iwQ 20pdiatras t o Donai n Nane System Records" fil esconsky/oiqis 2010,
which is incorporated herein by reference in its entirety. BACKGROUND

[ 0002] A hi erarchical nam ng system known as the Domai n Nane System ( DNS)
all ows conputers, services, or any resource connected to the Internet or a
private network to be referred to by names, such as www. foo. com DNS
servers cooperate to translate domain nanes that are neaningful to humans
into nuneric addresses that are used for conputer-to-co

comuni cat i on. [%b@ﬁﬂﬁ%‘é?’%@scm WAMW@STEM&EQ%Q% ng, "
wher eby an

[0001] This application claims priority to US Patent Application Number
12/782,227 entitled “Validating Updates to Domain Name System Records”
filed on May 18, 2010, which is incorporated herein by reference in its entirety.
BACKGROUND
[0002] A hierarchical naming system known as the Domain Name System
(DNS) allows computers, services, or any resource connected to the Internet
or a private network to be referred to by names, such as www.foo.com. DNS
servers cooperate to translate domain names that are meaningful to humans
into numeric addresses that are used for computer-to-computer
communication.
[0003] DNS servers can be targets of “domain jacking,” whereby an
attacker hijacks control of a domain name. Conventional security measures
for DNS servers do not provide a robust defense against domain jacking. In
the simplest form of attack, an administrator’'s account credentials are
guessed, or gained via a man-in-the-middle attack by way of malware on the
administrator’s computer. Once these credentials have been compromised,
attackers can then modify records used by the DNS servers to direct traffic for
the domain elsewhere, such as a propaganda website or a phishing website.
BRIEF DESCRIPTION OF THE DRAWINGS
[0004] Many aspects of the present disclosure can be better understood
with reference to the following drawings. The components in the drawings are

not necessarily to scale, emphasis instead being placed upon clearly



attacker hijacks control of a domain nane. Conventional security neasures
for DNS servers do not provide a robust defense against domain jacking. In
t he si nplwetofioumief attack, an adm ni strator's account PCraseortioad4ss ar e
guessed, or gained via a man-in-the-mddle attack by way of nalware on the
adm nistrator's conputer. Once these credentials have been conprom sed,
attackers can then nodify records used by the DNS servers to direct traffic
for the donmin el sewhere, such as a propaganda website or a phishing
website. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0004] Many aspects of the
present di scl_cl)sure_ can be b?tter understood with reference to the follow ng
drawi ngs. ThdtSy2HBeER RINCIP'eS@f 1Bf iRCIogereardorsayemmBitas Ssawings dige scal e,
enphasi s i nstead bei ng pl aced, upon cl earlé( illustrating the principles of
t he di scl osureferfifecuiragralsi designateiraaiaspgading pres F@P%@@H‘gg‘eﬁiﬁ’r‘é@l S

desi gnate correspondi ng parts throughout the several views. [0005]FIG 1 is
a drawi ng of ¥eWet wor ked environnent according to various enbodi nents of

the present disclosure. [0006]FIGS. 2 and 3 are flowharts illustrating
exanpl es of f [980%) on&IGtV/is a drawing of a networked environment according to

various embodiments of the present disclosure.
[0006] FIGS. 2 and 3 are flowcharts illustrating examples of functionality
implemented as portions of a DNS validation server executed in a computing
device in the networked environment of FIG. 1 according to various
embodiments of the present disclosure.
[0007] FIG. 4 is a schematic block diagram that provides one example
illustration of a computing device employed in the networked environment of
FIG. 1 according to various embodiments of the present disclosure.
DETAILED DESCRIPTION
[0008] The present disclosure relates to controlling access to DNS
records. In various embodiments, the present disclosure improves the security
of DNS servers and reduces the threat of domain jacking by preventing
updates to DNS records when an update does not conform to a policy. Update
policies describe possible changes to a field in a DNS record, in terms of either
allowable changes or prohibited changes. Policies can describe allowable
changes in terms of resources owned by the domain owner. An example of an
update policy might be “ensure that all mail server records identify a domain
owned by the domain owner and ultimately point to infrastructure controlled by

the domain owner.”



i npl emented as portions of a DNS validation server executed in a conputing
device in the networked environnent of FIG 1 according to various

enbodi merwe 20f1/tbm7pr esent di scl osure. [0007]FIG 4 is &cCsalsenmiodaibl ock
di agram that provides one exanple illustration of a conputing device

enpl oyed in the networked environnent of FIG 1 according to various
enbodi nents of the present disclosure. DETAI LED DESCRI PTI ON [ 0008] The
present disclosure relates to controlling access to DNS records. In various
enbodi ments, the present disclosure inproves the security of DNS servers
and reduces the threat of domain_jacking by preventing updates to DNS
records when BR08bdaievalivss emRodipenterthf Peesgnpaissleguredstrifmingsorheiers
descri be possible changes to a field in_a DNS record, in terns of either

al | owabl e chdhgéeaausstask@ranpe tea fieldai §as DNSorreidexo e Miotkde 8 coBditian | owabl e
changes in terns of resources owned by the domain owner. An exanple of an

updat e pol i cysPectjpd inbenafieyr Bagagsen tie|resdis| of spplyig the peligysthedenti fy a
domai n owned by the domain owner and ultimtely point to infrastructure
control | ed byaamisistiaienb reqstio. updatgOheoeagrd4seiEParants? ond¢med418e [ 0009] | n
various enbodi ments, the present disclosure determ nes whether the
request ed changeentdisglosie als@pravivesBiNShe eoofiglraiian of upidetespaicies byriié t i on
specified in the policy. Based on the results of applying the policy, the
adm ni st r at oradminisjatestort lehafad thee ddreainesared |Inssaeng bembodimemtsed or deni ed.
The present disclosure also provides for the configuration of update
polici es by tdoafigohimguarstipaete poliaynmebeaihed 4 sedondheval ofrauthemtiaéon, whictsisne
enbodi ments, configuring an update policy requires a second | evel of
aut hent i cat i anereshcaivenenhibiag theratheetivagon réduaad fhrepuapddesrdfiupdatimgna r equi r ed
for purposes of updating a DNS record. In the follow ng discussion, a
gener al descrprSiresoref Iri the felusidiggtiscussion, a general description of the system

and its components is provided, followed by a discussion of the operation of

the same.

[0010] With reference to FIG. 1, shown is a networked environment 100

according to various embodiments. The networked environment 100 includes

a computing device 103 that is in data communication with one or more

administrator clients 106 by way of a network 109. The computing device 103

may also be in communication with one or more computing devices 112 by

way of a network 115. In various embodiments, the network 109 and the

network 115 may be the same network or a different network. The networks

109, 115 may include, for example, the Internet, intranets, extranets, wide area

networks (WANSs), local area networks (LANs), wired networks, wireless

networks, or other suitable networks, efc., or any combination of two or more

such networks.

[0011] The computing device 103 may comprise, for example, a server

computer or any other system providing computing capability. Alternatively, a
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and its conponents is provided, followed by a discussion of the operation
of the sane. [0010] Wth reference to FIG 1, shown is a networked

envi r onmew0 200Q146x1¢or di ng to vari ous enbodi nents. The neCmarsk@d/oaavs r onnent
100 includes a conputing device 103 that is in data communication with one
or nore admnistrator clients 106 by way of a network 109. The conputing
device 103 may al so be in communication with one or nore conputing devices
112 by way of a network 115. In various enbodi nents, the network 109 and
the network 115 may be the sanme network or a different network. The

networ ks 109, 115 may include, for exanple, the Internet, intranets,
extranets, w'RM%%%CH@PMM&&G\@M\Wm%%pm%dﬁ%@%?@gamﬂlﬁt W r ed
net works, w reless networks, or other suitable networks, etc., or any

conbi nati on GP<aMRE. AP ORDPEMSR FLMEE KRS compotet Pamkeocdh@ut i ng devi ce 103
may conprise, for exanple, a server conputer or any other system providing
conput i ng capmAnNgementsal teihiegnd, @ Rjurality oh camariing/deyfcescidsupdetied®dy ces 103
may be enpl oyed that are arranged, for exanple, in one or nore server banks
or conput er RAKHIser fopekamplgr @ glogdwenpsitingeesonras, awid cemMplutingl i ty of
conputing devices 103 together may conprise, for exanple, a cloud conmputing
resource, a gebeurcerangoragyroserdisiahutas dpmputingarsangemaitsSuebut ed conputi ng
arrangenent. Such computing devices 103 nay be located in a single

i nst al | ati on compwding blevides he3 ey tenocajedimy siglefinstelrtiogen gnaypbe cal

| ocations. In one enbodi nent, the conputing device 103 represents a

virtual i zed ocbsgeusext armysg erang xiffauentrygograpbival locatiamse Iipbys eodlodicmamput i ng
systens. For purposes of conveni ence, the conputing device 103 is referred
to herein in thbeosipoting devicdEV@hrepherepts 4 hietualzgoudompuitetesysteen ébutisgr ef erred
toin the singular, it is understood that a plurality of conputing devices
103 may be e ook indrd fresical carmisutmrsysigene e pagpodes of chreenrinoye.

[ 0012] Vari ous applications and/or other functionality may be executed in
the conputi nghdeympatidddeaes Pu3lisnefcheda heirsinaib /gt EverVafoughs data is
al so stored in an update policy data store 118 and/or a DNS record data

store 121 t hahelcsmpaifsaéite10PDistreRreand i hasirRydrcieiskivdlerstbed tadat e pol i cy
data store 118 may be representative of a plurality of DNS policy data

stores 118 asigafhyRe caPBUAR] abAths HhamB)bo kARARAdALR wiRLe 121 may be

representative of "a plurality of DNS record dat'a stores 121 as can be

appreci at ed. JthedaledtsSioi&adibsd bh&dipdate policy data store 118 and/or the
DNS record data store 121, for exanple, is associated with the operation of

the various apghbfat \aRSuSAGIRASH I Aherqlhiohsity AR Bd BeLuRE iAW

the computing device 103 according to various embodiments. Various data is
also stored in an update policy data store 118 and/or a DNS record data store
121 that is accessible to the computing device 103. The update policy data
store 118 may be representative of a plurality of DNS policy data stores 118 as
can be appreciated. The DNS record data store 121 may be representative of
a plurality of DNS record data stores 121 as can be appreciated. The data
stored in the update policy data store 118 and/or the DNS record data store
121, for example, is associated with the operation of the various applications

and/or functional entities described below.



WO 2011/ 146217PCT/ US2011/ 034415 [ 0013] The conponents executed on the
conputing device 103, for exanple, include a DNS core service 124, a DNS
adm ni st re0i2on/@apali cati on 127, a DNS updat e val i dat i onPs@ros2aeie/ 03395 and

ot her applications, services, processes, systens, engines, or functionality
not discussed in detail herein. The DNS core service 124 is executed to
provi de nane resolution services to various conponents, such as

adm nistrator client 106, by inplenenting the DNS protocol (described in
standards such as Request for Comment (RFC) 1034, RFC 1035, etc.). The DNS
core service 1243frovides name resol ution services gévponnunicating wth

ot her conponel®0d3L hat'hgcemppripnte Pxpeutedan BgcYUPRHtBOsevice s 1€ a DNS
service 133. In particular, the DNS core service 124 accesses DNS records
136 in the DN@PEQ LR %bﬂ%@@efﬂ“q%1% @@N$@dﬁ‘@§%@nﬁ§’pmodueri es
from other DNS conponents. The DNS core service 124 al so sends DNS queri es
to other DNS %ﬂﬁﬁéﬁﬂ@d%ﬁéﬁ“%@ﬂ@?f‘lﬂéﬁ €30, PRY offirs rApPGRIIONS PHYIERS. behavi or
is described in nore detail in the various DNS standards. [0014] The DNS
admi ni st r at i dIToegRsEs cRystents, BRYines, @ ferciioadlity oopdiseussed éndetgirheriedt.r at or
interface to DNS records 136 in the DNS record data store 121 to the
admi ni st r at orThe DNftcot®servisadR4tih axecutedbtarmovidé nampaesdlgtidneserdoesaion (or an
adm ni strator acting on behalf of the donmain owner) can update DNS records
136 associ at edrinus homhenetdsesuch abradhinistratbsdleos 0@, bytimelenerming plukat e as
applied to DNS records includes adding and deleting records as well as

DNS protocol (described in standards such as Request for Comment (RFC)

1034, RFC 1035, efc.). The DNS core service 124 provides name resolution

services by communicating with other components that also implement the

DNS protocol, such as a DNS service 133. In particular, the DNS core service

124 accesses DNS records 136 in the DNS record data store 121 in order to

respond to DNS queries from other DNS components. The DNS core service

124 also sends DNS queries to other DNS components when appropriate.

DNS query and response behavior is described in more detail in the various

DNS standards.

[0014] The DNS administration application 127 is executed to provide an

administrator interface to DNS records 136 in the DNS record data store 121

to the administrator client 106, such that an owner of a particular domain (or

an administrator acting on behalf of the domain owner) can update DNS

records 136 associated with the domain. In this disclosure, the term update as

applied to DNS records includes adding and deleting records as well as

modifying the contents of existing records. To accomplish this, the DNS

administration application 127 may generate one or more network pages

comprising user interfaces that are sent to the administrator client 106 over the
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nodi fying the contents of existing records. To acconplish this, the DNS
adm ni stration application 127 nay generate one or nore network pages
conpri si yousari4barer f aces that are sent to the adm ni sPcatuseoialosams 106
over the network 109. In various enbodi nents, the DNS adm nistration
application 127 may utilize any type of m ddl eware franework to communi cate
with a client application executing on the adm nistrator client 106.

Exanpl es of such franmeworks include renote procedure calls,
service-oriented architecture (SOA), represent ational state transfer
(REST), and ot her frameworks The date val jdation servjice 130

i s executed tt Wark.%énwea%s%r&b?@ 5818; th?daNg)?d”Brﬂ'Stb%qoé‘taé’pm'of‘e@grds 136
associated with a particular domain. Such requests, referred to herein as
"updat e" requesY §““Z§r3é‘yr¥%0fb'9'dfjﬁ’evab%\ﬁ@mewpﬂi u@é:oammeqrp Afthdoslignh t hr ough
adm ni strator client 106. The DNS update validation service 130 ensures
that an updat@Ppiieafieesixegdiiapmbetrasmingtraigtalient o Exaarles9f se@red in update
policy data store 118. The DNS update validation service 130 is al so
executed to peamewerkainchsietreaats piecedureivellsGeniice-oignied alehitedtelguest s a DNS
update before the update is perfornmed. [0016] The admi nistrator client 106

i s represent dS0A9, wioreseptaiiondli state dfangier €RES Hkand ether ir@meavwdykske coupl ed to
the network 109. The admi nistrator client 106 may conprise, for exanple, a
processor - basgpfi18)y st éhe N update velingioh eervioestInis eSaciied tawatidateer system
may be enmbodied in the formof a desktop conmputer, a | aptop conputer, a

per sonal di giregliesis & sddamiqdifg, creddiete NS edcopdsotl assetiatanpwititoa, nusi c

pl ayers, web pads, tablet conputer systens, or other devices with |ike
capability. [g¥lotidrvpnain 8uch reajuestsciaf@rdd tbiferainasbiepdaiatiequests, dre execut e
vari ous

made by the owner of the particular domain through administrator client 106.
The DNS update validation service 130 ensures that an update request
conforms to the update policies 139 stored in update policy data store 118.
The DNS update validation service 130 is also executed to perform
authentication of the domain owner that requests a DNS update before the
update is performed.

[0016] The administrator client 106 is representative of a plurality of client
devices that may be coupled to the network 109. The administrator client 106
may comprise, for example, a processor-based system such as a computer
system. Such a computer system may be embodied in the form of a desktop
computer, a laptop computer, a personal digital assistant, a cellular telephone,
set-top box, music players, web pads, tablet computer systems, or other
devices with like capability.

[0017] The administrator client 106 may be configured to execute various
applications such as a browser 142 and/or other applications. The

administrator client 106 may be executed in an administrator client 106, for
6



applications such as a browser 142 and/or other applications. The

adm nistrator client 106 nmay be executed in an adm nistrator client 106,
for exampbepitt@srccess and render network pages, such @ETWShopAgRI; or

ot her network content served up by the adm nistrator client 106 and/or

ot her servers. The adm nistrator client 106 may be configured to execute
applications beyond the browser 142 such as, for exanple, emil
applications, instant nmessage applications, and/or other applications.

[ 0018] The conputing device 112 may conprise, for exanple, a server conputer
or any ot her system providing conputing capability. Alternatively, a
plurality of %éﬁ‘tﬁﬁ’itgécﬁeeﬁ?iaé‘gsreﬁ% r}?é‘ﬁygrﬁé’a@ﬁ%yl%'&@(?st%paoﬂeé’ %rr‘?ta%rged, for
exanple, in one or nore server banks or computer banks or other

ar r angenent s.nefyorkifogtent gervad pppydhe egmivisteaieniienhP&end/eeathansery®sget her

may conprise, for exanple, a cloud conputing resource, a grid conmputing
resour ce, and/hsradippisyales clientsOpinpam keicerdigpad tagxacytampelisations Bayand
conmputing devices 112 may be located in a single installation or may be

di sper sed andhg brewser dd2seeleas, fgeoxarene. eradil arudigalianssinstant seesagtbodi ment ,
the conputing device 112 represents a virtualized conputer system executing
on one or norapplieatvingadndtempiben anplisstionens. For pur poses of conveni ence, the
conputing device 112 is referred to herein in the singular. Even though the
conputi ng devi0dd8]L12 The comipetimgdetice i 12 trag compgaé.dory exampls, aiselewest ood t hat
a plurality of conputing devices 112 may be enployed in the various
arrangement s asnplesraoridng dtiadreysten] 0L Ndacanquuding gppatiliity i diternaticélpra ot her
functionality may be executed in the conputing device 112 according to

various enbodilumfifyof cdfm@utanpeniet 51 2axeag bé echpisyedhratcnaprbhged, devi ce 112,
for exanple, include a DNS service 133 and ot her applications, services,

processes, Sysiafipe, in 8AgbNEBre S&rvésdiks @nabimbyten®bnkl sicstised | n det ai |
herein. The DNS service 133 is executed to inplenment the DNS protocol, by

comuni cat i NGarkrigen@hke I TEHPSHE At furaiglof sbspuiiniPdendat1 hegsthet @epl , such
as DNS core service 124. [0020] Next, a general description of the

operation of dduRhrisar foP BRarRPIBPA RRAHTORTpUIIAG redelIel kefdepripuaRgent 100 is
provi ded. To begin, a user at an admnistrator client 106 may conmuni cate

over the net W@é&ré&,%d@/c%r{bn&hﬁh%tﬁwf%gh%mgaﬁrigoé‘rr&%hie%t 5Qfh 127 to request

a user interface that allows updates records 136 stored in the DNS

record data stpfsitihdHevitls @?@%ﬁ%&&ét@& h agmgle%aﬁﬁ%rgr ré d on

application 127 'may, I n one e nment, generate one or no net wor k pages

conprising t htﬁsdé?%{d érﬂbﬁ%h‘%‘fg?if{eﬁént%@ﬁ{?gﬁ%a%ﬁﬁgprlﬁiéne Eﬂn%orﬁ)ﬁ}%nt,

adm ni stration applicati en se the generated netwo page over

the net wor k- 19 g1 %, B 3 Febllontd 4 GRLaTRR coMBLEY dytichhERkALERGE e bY

t he browser

on one or more physical computing systems. For purposes of convenience,
the computing device 112 is referred to herein in the singular. Even though
the computing device 112 is referred to in the singular, it is understood that a
plurality of computing devices 112 may be employed in the various
arrangements as described above.

[0019] Various applications and/or other functionality may be executed in
the computing device 112 according to various embodiments. The
components executed on the computing device 112, for example, include a

DNS service 133 and other applications, services, processes, systems,

7



[0021] Before the user is allowed to update any DNS records 136, the

adm nistrator client 106, in cooperation with the DNS adm ni stration

appl i cat iwo 20P746A0t hent i cates the user in some nmanner @EETFIS20WPeHmATE and
password). The authentication process associates the user with a particul ar
domai n name or set of domain nanes that is owned by a single entity.
Updates are |imted to records associated with the authenticated domain
nane(s). [0022] The dormain owner interacts with the network page to indicate
an update to a DNS record 136 or set of records. Such an update may
conprise, for exanple, creating one or nore new record del eti ng_one or
more exi sti ngd®T9ESr psfungio i disgussed '%Sﬁpélﬁ‘leée'%f %B%E’Nﬁ S¢ryE 1g§i sting
records. As agne non-linmting exanple, the domain owner nay change the

| nt er net Pr oti®&3ecytedio immigraey “F'%E?@@ rRrtasel &y sammuricaiing fthictgrar  domai n
name. As another non-limting exanple, the domain owner may add a DNS
record 136 wHicgtpoagschalkaso inmemertdhe Rratasolnaiel agi RINS gofeasarviellat domai n
nane. As yet another non-limting exanple, the domain owner may del ete an
exi sting DNS [0828) dNexBa griecdl dgseiitioatat theoorerdiamuefiihe yamous admpaneniser . The
adm nistrator client 106 then sends information fromthe network page,
descri bi ng t haf thgpdetweriadSEnvigoomednt Hiflie providader Ta begimet wearlat 809 t o t he DNS
adm ni stration application 127. [0023]1n anot her enbodi nent, the

adm ni st r at oradnhinistratot Olentrd Y6 geayeccamreunibate wyer themedworkcl@Olvattethe \PNGt her
than receiving an interface fromthe DNS adm nistration application 127. In
such an enbodidmnistratidreapptivation WRhterre qudst baces intéridtetthat dilowalubyatgener at ed
user interface to indicate an update to a DNS record 136 or set of records,
in the mannertod®$$rédoedt tdsteredliheheaDNiSTesdiatatd stoke 1. TOGctdmplispener at es
a DNS update request based on this interaction, and sends the DNS update
request to thhisPNS BINGIadhfiistedtionrapphcdtion a7 anayl 4Y ond embediaigpk.e, through a
network service such as a web service. [0024] A request to update a DNS

record descrig@erdtb@nt ¢ eioié pptiirk pagestrhsibingpthe UsBerinediiags fdro be made to

the data field of the record. As one non-limting exanple, a request to

update a DNS g @Nﬂ‘e@bﬁasmedmsbb%iétmioh%gn@bti@ﬁ 1M th&Edfishavi ng
address val ue = 196.44.10.10" and the change to be nmade as "nodify value to

196. 88. 10. 10-the©§n@r'é€5&\¢étw8@<rbe!qer6vﬁeir% RAROIK 9 B the d@Histifordidat € may
describe the record as "all mai'l server records” and the change to be nade

as "delete". A% QRIRds Vr%nd&bhgvgﬁébﬁ)ﬁs%ﬂﬁ'ﬁﬁts pertain to records

associated with the authenticate onal n owner .
[0021] Before the user is allowed to update any DNS records 136, the

administrator client 106, in cooperation with the DNS administration application
127, authenticates the user in some manner (e.g., username and password).
The authentication process associates the user with a particular domain name
or set of domain names that is owned by a single entity. Updates are limited to
records associated with the authenticated domain name(s).

[0022] The domain owner interacts with the network page to indicate an
update to a DNS record 136 or set of records. Such an update may comprise,
for example, creating one or more new records, deleting one or more existing
records, or modifying the contents of one or more existing records. As one

non-limiting example, the domain owner may change the Internet Protocol (IP)
8



Therefore, the update request "delete all mail server records" inplicitly
applies only to those nmail server records associated with the domai n owner,
and not twoabii/meilll server records in the DNS record daraTaiSeria/034is

[ 0025] After obtaining a DNS update request, the DNS adm ni stration
application 127 passes the DNS update request on to the DNS update

val i dation service 130 for validation. DNS update requests pass through the
DNS admi ni stration application 127, and then DNS adm ni stration application
127 has to authenticate the user as the domain owner. Therefore, update
requests received by the DNS update validatjon service 130 are limted to
records assocddsress r{ﬁp%aasq%t% wﬂhérpaa%%rrﬁiomnwesé@ FONEEREAM nanes.

[ 0026] The DNS update validation service 130 validates the DNS update
request by appliiiihexasariedne femainppregranedd adike eeqoat 136 which39 stored in

t he update policy data store 118. To this end, the DNS update validation
service 130 dsefipiesasnemeamical Rameaythes padculRafeBaindagie- i vt fier fiel d
(e.g., IF address field, domain nanme field) of the DNS record 136 woul d

vi ol at e the canedharinon-limitinghexgarie.dhedomain aveer rRsdeletsran erstingdNEs of

appl ying the update policies 139, the DNS update validati on service 130
grants or derreegrdt36 wipcmassocisdgesesne dgmainpemewioRnetpen 3thespeci fi es at

| east one DNS record type and at | east one condition to be enforced on the
record' s dat sadmigisttatociieny 106 éhamskade infQmnationi faoms thearyetiverkneagst | ve
(expressed in terns of a prohibited nodification to a DNS record) or
positive (explesssi@dgihe tptates DS @oo@l lequedt) evemtitl hetaatk €09 tocha DDNS r ecor d) .
[ 0027] To val idate the update request, the DNS update validation service 130
finds an updaidmipstration d@Bichiivat 12vat ches the type of DNS record being

updat ed. The DNS update validation service 130 exam nes the requested
change to the[oDR§ r eoatbtaaderdeddmehn e adeihkeatdr kRieriteQaesdyegerthatage woul d
violate a condition in the update policy 139. As one non-limting exanple,

i f the requeshe\\asr iheriapd Aicallprddadrithan ledivivg SEiptaifaok ifdnatheeywgddr ess fiel d
196. 88. 10. 10, and the update policy 139 for A-records specified the

condi tion " mugdmiRBtrhfibr Alicanede1 208 suth an dilydirhérR, QorRARbAnyAl | dat i on

service 130 woul d deny the update request. The request woul d be denied

because 196. §8eldhtd Qith %é‘l%%aliya’tién@@até@[lg@r idefrace fo indicaathd IS &y & the

updat ed DNS record woul d vio e the condition specified by the update

policy 139. DNS record 136 or set of records, in the manner described above. The
administrator client 106 then generates a DNS update request based on this
interaction, and sends the DNS update request to the DNS administration
application 127, for example, through a network service such as a web service.
[0024] A request to update a DNS record describes the record(s) being
updated, and the change to be made to the data field of the record. As one
non-limiting example, a request to update a DNS address record may describe
the record as “A-record having address value = 196.44.10.10” and the change
to be made as “modify value to 196.88.10.10.” As another non-limiting
example, a request to update may describe the record as “all mail server
records” and the change to be made as “delete”. As noted above, all update

requests pertain to records associated with the authenticated domain owner.
9



[ 0028] A condition involving an I F address may specify a specific address,
an address range, or nultiple address ranges. The address ranges may be
di scont i gvous11/Aenondi ti on may specify a particul ar domeCm/usang/0a441% | i St
of domain nanes. The list may be a whitelist or a blacklist. Wen a
condition contains a whitelist, the update is allowed as |long as the new
domain name is included in the list. Wien the condition contains a
bl acklist, the update is prohibited whenever the new donain nane is
included in the list. Witelists and bl acklists may al so be used with IF
addresses. [0029] Anot her exanpl e of condition is the "all owner domai ns”
condi tion, i n-Phﬁrﬁ%fEFP’ttrl’F‘euQﬁ(}d%f yest &PE&%W&E SPBIH e {héMRKIYRRIIBE s or new
dormain name is one that is also owned by the authenticated domai n owner.
For exanpl e, @\IRPSE B SENVRRIECOIHP 2a5eCiatad with theidomain pyBek 8R! NPhict hat
case, the policy including the CNAVE record type and the all owner domains
condi ti on wodllomail seyverarepeiss INRGEDNe ¢eeqtd data Stesi tals www. f 0o. com to
bi gserver. abc. com because both are owned by the sane entity. WO
2011/ 146217PdP0RSP 01 Aftesaataminood BdSvendaia taanest, thedpSadatiniatrationdi ti on i s
the "owner infrastructure” condition, in which the update is allowed as
| ong as the rapplicatont i27ipassés tedDNS$ tupdategkquerdiontts theoDNBfupalster uct ur e
controlled by the authenticated donain owner. In sonme enbodi nents, the
identifier fiwlidatich senvieeldB@ &z validdtdnoDNS dpdate nequaasts passitbroupb®@8l] Movi ng
nowto FIG 2, shown is a flowhart that provi des one exanple of the
operati on of BNPadiimistratfontdppliEitiSnu2dated theini RS iadmirdgstratiooappBtati@aacor di ng
to various enbodinents. It is understood that the flowhart of

127 has to authenticate the user as the domain owner. Therefore, update

requests received by the DNS update validation service 130 are limited to
records associated with a particular domain name or set of domain names.
[0026] The DNS update validation service 130 validates the DNS update
request by applying one or more appropriate update policies 139 stored in the
update policy data store 118. To this end, the DNS update validation service
130 determines whether the requested change to an identifier field (e.g., IP
address field, domain name field) of the DNS record 136 would violate the
condition in an update policy 139. Based on the results of applying the update
policies 139, the DNS update validation service 130 grants or denies the
update request. An update policy 139 specifies at least one DNS record type
and at least one condition to be enforced on the record’s data field during the
update. Conditions may be negative (expressed in terms of a prohibited
modification to a DNS record) or positive (expressed in terms of an allowable
modification to a DNS record).

[0027] To validate the update request, the DNS update validation service

130 finds an update policy 139 that matches the type of DNS record being
10



FIG 2 provides nerely an exanple of the many different types of functional
arrangenents that may be enployed to inplenent the operation of the portion
of the DNSOupdate21val i dati on service 130 as descri bed heceius201A936ms
alternative, the flowhart of FIG 2 may be viewed as depicting an exanple
of steps of a nethod inplenented in the conputing device 103 (FIG 1)
according to one or nore enbodi nents. [0032] Begi nning with box 203 the DNS
update validation service 130 obtains a DNS update request from DNS

adm ni stration application 127. As noted above, the update request
originates from an aﬁgﬁggtrator ient 106 oyer a petwork 109, and the DNS

I

admi ni strati dfpdéﬁ?ﬂ upgiate, Qé@W%V'P%&ég%a@We?éh? FrIURigd updat e
val i dation service 130. As a non-limting exanple, the update request nay
be conveyed BaRg§ ioiheriNe reexd aﬂﬂ&ﬁ@r@rneﬁmeéwthee Fearestedshapge and/ or sone
ot her protocol. €0033 ] Next, in box 206, the DNS update validation service
130 finds an WQdaveladricepdiignin thatupdaledtisy f B f§pee spniiREindecor d bei ng
updated. In box 209, the DNS update validation service 130 determn nes
whet her any rmtemnlmgf the seraest yas teypded® awgsticuiiidrecprd witha hew axoigesst he DNS
update validation service 130 determnes that no matching update policies
139 were fourld 1 9B8HNG 10pdad thewsldatrapolion 188 fari AtecoBds spacéieditoe box 212.

condition “must be in the range 168.*.*.*”, then the DNS update validation

service 130 would deny the update request. The request would be denied

because 196.88.10.10 is not in the range 168.*.*.*, and therefore the updated

DNS record would violate the condition specified by the update policy 139.

[0028] A condition involving an IP address may specify a specific address,

an address range, or multiple address ranges. The address ranges may be

discontiguous. A condition may specify a particular domain name or a list of

domain names. The list may be a whitelist or a blacklist. When a condition

contains a whitelist, the update is allowed as long as the new domain name is

included in the list. When the condition contains a blacklist, the update is

prohibited whenever the new domain name is included in the list. Whitelists

and blacklists may also be used with IP addresses.

[0029] Another example of a condition is the “all owner domains” condition,

in which the update is allowed as long as the new address or new domain

name is one that is also owned by the authenticated domain owner. For

example, a domain owner may own abc.com as well as foo.com. In that case,

the policy including the CNAME record type and the all owner domains

condition would allow a new CNAME record that points www.foo.com to

bigserver.abc.com, because both are owned by the same entity.
11



[0034] I n box 212, the DNS update validation service 130 updates the DNS
record 136 in accordance with the update request. In sone enbodi nents, this
i nvol ves weizng/mbr7ser vi ces of the DNS core service 124PCrrosha/o24%5 t he
DNS update validation service 130 indicates that the update request was
granted. The administrator client 106 is notified of this result.
Thereafter, the DNS update validation service 130 ends. [0035]If, instead,
in box 209 the DNS update validation service 130 determ nes that a matching
update policy 139 was found, the DNS update validation service 130 proceeds
to box 218. In box 218, the DNS update validation service 130 exam nes the
request ed upd['QPé }o ﬁ(ﬁba'ﬁﬂ\t@err@@ﬁmﬁ 953 candtioneie dhen ayeer iH@sKEstUihe r equest ed
update would violate the condition in the upda olicy 139. If, in box
218, the DNS Gopdidies. 'Oéth"éfhEhied’rﬁ)dﬁ@r'ﬁlaH@WQ%@SE@Q ﬂ@§Wt'¢%ﬂt'f'?hfiﬁ|@ond| tion
woul d be violated, the DNS update validation service 130 noves to box 221.

In box 221, tWEmeRl revlateinfasiraduicsiongelied bytheznithendicalgddomaiat t he updat e
request was denied. The admi nistrator client 106 is notified of this

resul t. Ther eawneasr |n s¢ree BN odieRte thelideatifierdiglidsie ani asidrassdiedthersa [ 0036] | f,
instead, in box 218, the DNS update validation service 130 determ nes that
t he conditi orddnmain hemeefietchi ng update policy 139 woul d not be violated, the
DNS update validation service 130 noves to box 212. In box 212, the DNS
updat e val i daf008h] dovingereovl BOF ihEaskbewn rseca DiNEchagctbadprb@i@es nne agamopldance

wi th the update request. In box 215, the DNS update validation service 130
i ndi cat es t haif thdreperptient of a popties of thesDE aptied. valil&tiondsarvicsti 8@t or client 106
is notified of this result. Thereafter, the DNS update validation service
130 ends. [ 0Qg:Ebmiigriongribas BElBodidnertd) Oy iirkiedstbddibel et fldwvahrt@f ovi des

anot her
FIG. 2 provides merely an example of the many different types of functional
arrangements that may be employed to implement the operation of the portion
of the DNS update validation service 130 as described herein. As an
alternative, the flowchart of FIG. 2 may be viewed as depicting an example of
steps of a method implemented in the computing device 103 (FIG. 1)
according to one or more embodiments.
[0032] Beginning with box 203 the DNS update validation service 130
obtains a DNS update request from DNS administration application 127. As
noted above, the update request originates from an administrator client 106
over a network 109, and the DNS administration application 127 passes the
request on to the DNS update validation service 130. As a non-limiting
example, the update request may be conveyed by way of hypertext transfer
protocol (HTTP), SOAP, and/or some other protocol.
[0033] Next, in box 206, the DNS update validation service 130 finds an

update policy 139 that matches the type of DNS record being updated. In box

209, the DNS update validation service 130 determines whether any matching
12



exanpl e of the operation of a portion of the DNS update validation service
130 according to various enbodi nents. It is understood that the flowhart
of FIG 3wprouwded7nerely an exanple of the many differ @ot/uSypesd3ais
functional arrangenents that may be enployed to inplenent the operation of
the portion of the DNS update validation service 130 as descri bed herein.
As an alternative, the flowhart of FIG 3 may be viewed as depicting an
exanpl e of steps of a nmethod inplenented in the conputing device 103 (FIG
1) according to one or nore enbodi nents. [0038] Begi nning with box 303, the
DNS update validation service 130 receiv credentials representing the
domai n owner YR9GR P‘P{@yégﬁi"‘fﬁsgﬂ‘%ﬁ-o'ﬂ: W Pé%@g’ltBB%?‘dﬁ}H%‘éatﬁﬁ’@ PN &PY'G&r e for
pur poses of configuring update policies 139, In other words, once

aut hent i cat ed! 3 quertrm@%sethéff BRI ETRICNG UPdate Palisieg hbwaerfoprd.fee NS ed to
create new update policies 139, delete existing update policies 139, and
modi fy exi stiyR§atmpvridatigppserviced 30 3wvepio §exe1énbodi ments, the DNS

adm ni stration application 127 may serve as an internedi ary between the DNS
updat e val i da&maﬁf setvbee2 13 thal RS tnsatrivalidiation agrvice dBPamwdatesahe PNSot her
enbodi nents, the DNS adm nistration application 127 is not involved in

obt ai ni ng t hgseordridéancedrdanceNdtr? hellptiég2renPESt Us20me/c0BxbdirBefto0B®] Next ,
in box 306, the DNS update validation service 130 authenticates the

recei ved cr edevilved ssingthéeteericasna tidr BNTecore lservitentiddn lovwos21b6sthaldNi®ri zed to
configure update policies 139. The authentication performed in box 306 is

i n addition tupdatevaidbtiensereiati180 ivdicatds that trenapuate wetstevassgrasted. can
update DNS records 136 in DNS record data store 121. In sone enbodi nents,

t he aut henti Chig suminthtnickentuseds heotifiepwrs fros essuttf Tpetdatter, clanDNgur ati on is a
di fferent nechani smthan the one used for purposes of DNS record updates.

I n some of thgretevdiddiicresdrsicet13o eadshenti cati on mechani sm used for

pur poses of policy configuration inposes a greater degree of inconvenience

than does the[opas] us@dinkRadPindeRIe® thé DRSSLFREOVAidaBIREESiceStph that the
configuration of update policies 139 is nore difficult to hack than DNS

record updat efpterlmiRésh88a Alat@ihd8PddtE PbliQM IBEERRUBABhE TIND Qb ¥
configuration include requiring the donain owner to provide a

har dvar e basegauidiedtyicgt b0 Brdctkio B 2. | HeRkizbeMo!ON S Ugatli Ot I i o5,

or to place a voice ca and speak to a hunan representative or to an

interactive Vﬁn&&ti({n"s?s?g\ﬂgi?%(?%ﬁ%@fsﬁbs kAOARLES B aF %0 thBNINELBIHEE

validation service 1
and determines whether the requested update would violate the condition in
the update policy 139. If, in box 218, the DNS update validation service 130
determines that the condition would be violated, the DNS update validation
service 130 moves to box 221. In box 221, the DNS update validation service
130 indicates that the update request was denied. The administrator client
106 is notified of this result. Thereafter, the DNS update validation service 130
ends.
[0036] If, instead, in box 218, the DNS update validation service 130
determines that the condition in the matching update policy 139 would not be
violated, the DNS update validation service 130 moves to box 212. In box

212, the DNS update validation service 130 updates the DNS record 136 in
13



whet her the policy configuration authentication passed or failed. If, in
box 309, the DNS update validation service 130 determ nes that the policy
conf i gur avpantiandsient i cati on fail ed, the DNS updat e val iPdattiseon 18845 ce 130
noves to box 312. In box 312, the DNS update validation service 130
notifies the admnistrator client 106 that the policy configuration
authentication failed. Thereafter, the DNS update validation service 130
ends. WO 2011/ 146217PCT/ US2011/ 034415 [0041]1f, in box 309, the DNS update
val i dati on service 130 determ nes that the policy configuration

aut henti cati on pass updat e validation seryice 130 noves to box

ed, .the :

315. In box FOrdapge w&hﬁh%ua Brequesh| INRE 0o tedAlP ghratesid? ool i ci es
139. Various configuration nechanisns may be used. Configuration may be
provi ded, f orseéw%g%sndwt% thakipejupdaterrggieest e grgnt@@.nghgtaganrb@trqtﬁre DNS
adm ni stration apﬁ;LcatLQn 127 and presented to the domain owner by the
browser 142, “RPcHGiRaetiieksofghistraguladmensaitaraheONS vegate velatiant er nat i vel vy,
update policies 139 nmay take the formof a text file, such that a donain
owner confi guiesycaih3Qipads.e policy 139 by editing the text file at the
adm ni strator client 106 and uploads the edited text file to the conputing
devi ce 103 whi08B7} henumirxint IS . ShehdSs @ittarabactdhatdeiovides amthéce 130. When
t he domai n owner has finished configuring the update policies 139, the DNS
updat e val i dagxaowles ef thie ©peddion ef d portjomef 2HRENS updade vaidatiorosérvice 180 shown
is a schematic bl ock diagram of the conputing device 103 according to an
enbodi nent ofadcheling sanbusesbbdigents. Tiseurdengiodd that devlomehaAdfi ncl udes at
| east one processor circuit, for exanple,

FIG. 3 provides merely an example of the many different types of functional

arrangements that may be employed to implement the operation of the portion

of the DNS update validation service 130 as described herein. As an

alternative, the flowchart of FIG. 3 may be viewed as depicting an example of

steps of a method implemented in the computing device 103 (FIG. 1)

according to one or more embodiments.

[0038] Beginning with box 303, the DNS update validation service 130

receives credentials representing the domain owner from the administrator

client 106. These credentials are for purposes of configuring update policies

139. In other words, once authenticated with these credentials, the domain

owner is permitted to create new update policies 139, delete existing update

policies 139, and modify existing update policies 139. In some embodiments,

the DNS administration application 127 may serve as an intermediary between

the DNS update validation service 130 and the administrator client 106. In

other embodiments, the DNS administration application 127 is not involved in

obtaining these credentials.
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havi ng a processor 403 and a nenory 406, both of which are coupled to a

| ocal interface 409. To this end, the conputing device 103 nmay conpri se,
for exanpwe,2odt14bBast one server conputer or |ike devi ceCTliseolosahs
interface 409 may conprise, for exanple, a data bus with an acconpanyi ng
address/control bus or other bus structure as can be appreciated.

[0043] Stored in the nenory 406 are both data and several conponents that
are executable by the processor 403. In particular, stored in the nmenory
406 and executabl e by the processor 403 are the DNS core service 124, the
DNS adm ni stration application 127, the DNS update valjdation service 130,
and pot ent i al 10938} he&%ébﬂﬂ badd®ARe DNSs¢pdate ydigation e¢rxicRdeBry 406 may be an
update policy data store 118, a DNS record data store 121, and ot her data.

I n addition, athespiepiesithr)reppied ereasptiae te detesminerwhaieeraergpnanoevnaid
executabl e by the processor 403. While not illustrated, the conputing

devi ce 112 aligsguthqereditoscandswsriimgate peliciest199s & herifirentigatn@eriormgfer eby t he
DNS service 133 is stored in a nenory and executabl e by a processor.

[0044] 1t is undexsSPodaintasiditiontiethe arihenticaterhwhichpsistaravngsometheéraa usare st ored
in the nmenory 406 and are executable by the processor 403, as can be

appr eci at ed. dsherpslatnhNSaapaderito i BiiSsreeardriatastore $21.mpl somesnt ed i n t he
formof software, any one of a nunber of programm ng | anguages nay be

enpl oyed suchenalsqdimentsetharpittegntiCatidd+mect@hisnboped farperp®sesd af/policyava Scri pt,
Perl, PHP, Visual Basic, Python, Ruby, Del phi, Flash, or other progranmm ng
| anguages. [ OsvhEdxatiomizer differemofriechasmdngotherdre wed fort murposasoftONS menor y
406 and are executable by the processor 403. In this respect, the term
"execut abl e" meadupdaf@sodn 8omeidf ehdsbambaliments, theranitlicnécatioan ul timatel y be
run by the processor 403. Exanples of executable prograns may be, for
exanpl e, a cofptHapbnP LSS RMpLIPdses aNpdiey conigraicddmpotes ageddtere code in a
format that can be | oaded into a random access portion of the nenory 406

and run by th&gsd6ERseHveRRAce HRIH dRsaREBné D8éd FRYURRSEX Bf BRISGdEcrd Pr oper
format, such as object code, that is capable of being | oaded into a random

access porti Qipdatest BEcHBEPIE bRfig@atoresRiidaedpfiidsMBonE aeRe afficuftds, or

source code that may be interpr e% ed by anot her executable programto

generate I NStk tithHBNSeBord updates. Examples of authentication mechanisms for
policy configuration include requiring the domain owner to provide a hardware-
based authentication token, to be identified through biometrics, or to place a
voice call and speak to a human representative or to an interactive voice
response system.
[0040] In box 309, the DNS update validation service 130 determines
whether the policy configuration authentication passed or failed. If, in box 309,
the DNS update validation service 130 determines that the policy configuration
authentication failed, the DNS update validation service 130 moves to box 312.
In box 312, the DNS update validation service 130 notifies the administrator

client 106 that the policy configuration authentication failed. Thereafter, the

DNS update validation service 130 ends.
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random access portion of the nenory 406 to be executed by the processor
403, etc. An executable programnay be stored in any portion or conponent
of the meworg1@6217ncl udi ng, for exanpl e, random accessPoEMS2Y110BANS
read-only nmenory (ROM, hard drive, solid-state drive, USB flash drive,
menory card, optical disc such as conpact disc (CD) or digital versatile
disc (DVD), floppy disk, magnetic tape, or other nmenory conponents.

[ 0046] The nmenory 406 is defined herein as including both volatile and
nonvol atil e nmenory and data storage conponents. Vol atile conponents are
those that do not retain data val ues upon | oss of power, Nonvolatile
conponent s ar@0fhbse Ift RROXN0athe AP aPdaiEHatidatinasesficy daR Aetermings t he
menory 406 max conprise, for exanple, random access nenoqr‘(f/ (RAM, read-only
nmenory ( ROM) ,thalipe paliewcanfipyragon geihepticatian @agsed, die DNSp a%Yﬁ"éﬂﬁf'%s,
menory cards accessed via a nmenory card reader, floppy disks accessed via
an associ at edserYigppyo moyas@nb%$1%phnit@a|31@s thegomaie owedr isiadownd &pt i cal di sc
drive, magnetic tapes accessed via an appropriate tape drive, and/or other
menory conporgdmfigurespdatecentisiesdt3PorY asibua agnfigumation meshanisims may e menor y
conponents. In addition, the RAM may conprise, for exanple, static random
access nenor yuseg§RANNfigdatiamimayrerptovidad desexampiersy & DEXNpterface thagiset i c
random access nmenory (MRAM and ot her such devices. The ROM may conpri se,
for exanpl e, generaigd aynthebDN SrastnistrajormapmicgtiognPRAMNd presemtad &bthe
programmabl e read-only nenory (EPROM), an electrically erasable

pr ogr ammabl e doraain oningr bether yrowEEPRAWhicbrexetites ohithe admimistyatarenlieste. WO
2011/ 146217PCT/ US2011/ 034415 [ 0047] Al so, the processor 403 may represent
mul ti pl e proceEss Alerddidelndpddie polivies Y39H0ay nake theporeseid textfile] @lod menori es
406 that operate in parallel processing circuits, respectively. In such a
case, the | ocphta db@aihasmet@Onfigyedan apdappoidy 138 ey aditingtHe tdJile 3ll5 (FI G
1) that facilitates conmunication between any two of the nultiple

processors 40GRe abRimStERoB%NPTTB 856 aploddsdthartditad Yexfilettb endTBsmpity 406, or
bet ween any two of the nenories 406, etc. The local interface 409 may

conpri se addiddva03sWHER endSetaes thd DNSAOYdatAdIfatidH Ser0RETBD! §dtdron,
i ncluding, for exanple, perform ng | oad bal anci ng. The processor 403 may be
of el ectri calhgoRrfairsQNRerHA28MhisRLaichAR)RingANS LpYRE bBlkies 139, the DNS
update validation service 130 ends.
[0042] Referring next to FIG. 4, shown is a schematic block diagram of the
computing device 103 according to an embodiment of the present disclosure.
The computing device 103 includes at least one processor circuit, for example,
having a processor 403 and a memory 406, both of which are coupled to a
local interface 409. To this end, the computing device 103 may comprise, for
example, at least one server computer or like device. The local interface 409
may comprise, for example, a data bus with an accompanying address/control
bus or other bus structure as can be appreciated.
[0043] Stored in the memory 406 are both data and several components

that are executable by the processor 403. In particular, stored in the memory

406 and executable by the processor 403 are the DNS core service 124, the
16



[ 0048] Al t hough the DNS core service 124, the DNS adm ni stration application
127, the DNS update validation service 130, and other various systens
descri bedwbeprdimeamay be enbodi ed in software or code executusdoiy3geher a

pur pose hardware as di scussed above, as an alternative the sanme nmay al so be
enbodi ed i n dedi cated hardware or a conbi nati on of software/general purpose
har dwar e and dedi cated hardware. |f enbodi ed in dedi cated hardware, each
can be inplenented as a circuit or state machine that enpl oys any one of or
a conbination of a nunber of technologies. These technologies may i ncl ude,
but are not Ilimted to, discr i_c circuits havin gic gates for

i mpl enent i ng Q'ﬂ?‘la@UE”'Fto%ﬂO@ EislY ‘Eﬁtioﬂn% TupsPN UBBBWGW@Q@%&W? %?Ir‘"@ﬁwég%r mor e
data signal s, plication specific integrated circuits having appropriate

| ogi ¢ gat es, f‘%ﬂdo %Pa”kféffﬁ%ﬁ@ﬁ't(?@t'o'& cAlsggtaied BcthasrsBe¥408mealyemaral |y wel |
known by those skilled in the art and, consequently, are not described in

detai | her ei rUPdaS paicy daiesstorertif, asivs 1e@rd dat Stoe 41 Thed pihereniar 8 of

FIGS. 3 and 4 show the functionality and operation of an inplenentation of
portions of tafsitoNsanpaeredng systemtmanbe slorectie thamemgrydff@dided i n sof t war e,
each bl ock may represent a nodul e, segnent, or portion of code that

conprises pr (ﬁgqeamabieshyrtbewmsor&%mﬂlbﬂmmt ilusdratgse dief ¢amaputingidesice
function(s). The programinstructions may be enbodied in the form of source
code that conpi2 assincludes comadadite list tioeershown wr IFiG. dnwharebyphe NS ng
| anguage or machi ne code that conprises nunerical instructions recognizable
by a suitabl eseeviez 0183 Grstergdtire mmeruoly sl exeputabledsoa pb@8ssan. a conput er
system or other system The machi ne code may be converted fromthe source
code, etc. |f[oodtpdi &ds Unddratoddalia theraciayobeothemayplicatisrestant ara storeduit or a
nunber of interconnected circuits to inplement the specified |ogical
function(s). inthe memory 406 and are executable by the processor 403, as can be

appreciated. Where any component discussed herein is implemented in the

form of software, any one of a number of programming languages may be

employed such as, for example, C, C++, C#, Objective C, Java, Java Script,

Perl, PHP, Visual Basic, Python, Ruby, Delphi, Flash, or other programming

languages.

[0045] A number of software components are stored in the memory 406

and are executable by the processor 403. In this respect, the term

"executable"” means a program file that is in a form that can ultimately be run

by the processor 403. Examples of executable programs may be, for example,

a compiled program that can be translated into machine code in a format that

can be loaded into a random access portion of the memory 406 and run by the

processor 403, source code that may be expressed in proper format, such as

object code, that is capable of being loaded into a random access portion of

the memory 406 and executed by the processor 403, or source code that may

be interpreted by another executable program to generate instructions in a
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[ 0050] Al t hough the flowharts of FIGS. 3 and 4 show a specific order of
execution, it is understood that the order of execution may differ from

t hat whi cwoi2s1idepiict ed. For exanple, the order of execuPComsediioda1dr nore
bl ocks may be scranbled relative to the order shown. Also, two or nore

bl ocks shown in succession in FIGS. 3 and 4 may be executed concurrently or
with partial concurrence. Further, in sonme enbodi nents, one or nore of the
bl ocks shown in FIGS. 3 and 4 may be skipped or omtted. In addition, any
nunber of counters, state variables, warning semaphores, or nessages m ght
be added to the |ogical flow described herein, for purposes of enhanced
utility, accdﬁﬁ@?rﬁ@,cc?%?ﬁ%?%ﬂ%@e RELERNY &PEntO, beo?xe&P%@itg'ltE@ PfP5§BP'eshoot i ng
aids, etc. It is understood that all such variations are within the scope
of the preserftO3dieke|Aserasutablgprogiam meyderseredisa0y PPEionL1 5oMeesantAl so, any
| ogi c or application described herein, including the DNS core service 124,

t he DNS adm rafdhe Benmsiy 4B inckustings forexamples samilen) ageess eneraPydBRAMIN servi ce
130, that conprises software or code can be enbodied in any non-transitory
conput er - r ead@bf-@nlygremaTyr (ROME dard divve, solitetateediivieoH S ftashaiivenst r uct i on
execution system such as, for exanple, a processor 403 in a conmputer system
or other systmemonncartieptisalndies sudheasd eymrackdigc ceRpor digitalversatieatips e,
statenents including instructions and declarations that can be fetched from
t he conput er -(Pydyatdpyreigk, oragastic Epecot ebebyembey ¢argpaneots. on executi on
system In the context of the present disclosure, a "conputer-readable

medi um’ can b@046ly natewmrhdrgt406as defimeidaiencinsisimaudiog bothi voladienatde | ogi c or
application described herein for use by or in connection with the

i nstructi on enewuktiemeyistyeand ddie stoeagritanpdsrenta bV datite doponerts @esrpr i se any
one of many physical nmedia such as, for exanple, electronic, nagnetic,

those that do not retain data values upon loss of power. Nonvolatile
components are those that retain data upon a loss of power. Thus, the
memory 406 may comprise, for example, random access memory (RAM),
read-only memory (ROM), hard disk drives, solid-state drives, USB flash
drives, memory cards accessed via a memory card reader, floppy disks
accessed via an associated floppy disk drive, optical discs accessed via an
optical disc drive, magnetic tapes accessed via an appropriate tape drive,
and/or other memory components, or a combination of any two or more of
these memory components. In addition, the RAM may comprise, for example,
static random access memory (SRAM), dynamic random access memory
(DRAM), or magnetic random access memory (MRAM) and other such
devices. The ROM may comprise, for example, a programmable read-only
memory (PROM), an erasable programmable read-only memory (EPROM), an
electrically erasable programmable read-only memory (EEPROM), or other like

memory device.
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optical, electromagnetic, infrared, or sem conductor nmedia. Mre specific
exanpl es of a suitable conputer-readabl e nedi um woul d i ncl ude, but are not
limted two 2nHgRell7c tapes, magnhetic floppy di skettes, mragskoia/ Bl
drives, nenory cards, solid-state drives, USB flash drives, or optical

di scs. Al so, the conputer-readabl e nedium may be a random access nenory
(RAM including, for exanple, static random access nenory (SRAM and
dynam ¢ random access nenory (DRAM, or magnetic random access nenory (M
RAM . In addition, the conput er-readabl e medi um may be a read-only nmenory
(ROVM, a prograrrmable read-only nmenor PROV), an erasable pro rarrmable
read-only nen®0¢7) EPAEP) thespioetsset ﬁp%mayye@ﬁaggm@tlwp@@?m@ 3r@%d- onl y
menory (EEPRCM or other type of mam)rﬁ?/ devi ce. ([)0052 ]Clause 1. A

non-t r ansi torve@aﬁmvéﬁﬁrr@%r&sr%seﬁb@uw eéﬁﬁ@@??%@ & that eperate BxRaeAbl e in a
conputing devi ce, the program conprising code t hat

aut hent i cat esPrOERSSHGRIICHItH iBRIeChvRly. plﬂ%@@eﬂsc@p therasal ifenfecesdd @Ay ( DNS)
record nodification; code that receives a request to nodify at

| east one DND& aTaprropsatecetwast 1P hl%(FIGNE) thabfapiéi@tapcammvnaationowner ;
code that validates the request by applying at |east one policy to the
request, the bedveemanoitva efdpenyiltipde pwcessre 83 dfetvaen any pogessonttldn, the at
| east one policy prohibiting nodifications of the DNS record that refer to
an identi fi erartdnaty ofshe otesiaties #06) of vedweeanyive cfdhe nEma@sADGt bie. domai n
owner ; code that denies the request to nodify the at |east one
DNS record r eRmdnsahgtetfacd 409 oiag comptibe addiliotAsystamsaedignetad aut hent i cat es
t he donmai n owner for purposes of policy configuration using a nmechani sm
that is deli bwoadiedty thiscomvamicaitionfinclutihg, fdosramplewefarming load

balancing. The processor 403 may be of electrical or of some other available

construction.

[0048] Although the DNS core service 124, the DNS administration

application 127, the DNS update validation service 130, and other various

systems described herein may be embodied in software or code executed by

general purpose hardware as discussed above, as an alternative the same

may also be embodied in dedicated hardware or a combination of

software/general purpose hardware and dedicated hardware. If embodied in

dedicated hardware, each can be implemented as a circuit or state machine

that employs any one of or a combination of a number of technologies. These

technologies may include, but are not limited to, discrete logic circuits having

logic gates for implementing various logic functions upon an application of one

or more data signals, application specific integrated circuits having appropriate

logic gates, or other components, etc. Such technologies are generally well

known by those skilled in the art and, consequently, are not described in detail

herein.
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code that receives a request to configure the at |east one policy; and
code that denies the configuration request responsive to failure of the
aut hent i ca0i20n/f46217pur poses of policy configuration. [0PEZjUSk@u®ae42s The
conput er -r eadabl e nedi um of clause 1, further conprising code that grants
the configuration request responsive to success of the authentication.

[ 0053] C ause 3. The conput er-readabl e nmedi um of clause 1, wherein the code
that validates determnes that an IF address field is present in the at

| east one DNS record and successfully val i dates the request to nodify

conditional at |east upon he address field being contained within one or
nore ranges sk9989k i edhByloygharky ofiFdgGst 3@Rd 4510mcipe functionality and

operation of an implementation of portions of the DNS update validation
service 130. If embodied in software, each block may represent a module,
segment, or portion of code that comprises program instructions to implement
the specified logical function(s). The program instructions may be embodied in
the form of source code that comprises human-readable statements written in
a programming language or machine code that comprises numerical
instructions recognizable by a suitable execution system, such as a processor
403 in a computer system or other system. The machine code may be
converted from the source code, efc. If embodied in hardware, each block
may represent a circuit or a number of interconnected circuits to implement the
specified logical function(s).

[0050]  Although the flowcharts of FIGS. 3 and 4 show a specific order of
execution, it is understood that the order of execution may differ from that
which is depicted. For example, the order of execution of two or more blocks
may be scrambled relative to the order shown. Also, two or more blocks
shown in succession in FIGS. 3 and 4 may be executed concurrently or with
partial concurrence. Further, in some embodiments, one or more of the blocks
shown in FIGS. 3 and 4 may be skipped or omitted. In addition, any number of
counters, state variables, warning semaphores, or messages might be added
to the logical flow described herein, for purposes of enhanced utility,
accounting, performance measurement, or providing troubleshooting aids, efc.
It is understood that all such variations are within the scope of the present

disclosure.
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[ 0054] C ause 4. The conput er-readabl e nedi um of clause 1, wherein the code
that validates determ nes that a canonical nanme is present in the at |east
one DNS rwoand/mamxi7successful ly validates the request t@®cCwas2dyg/ozanditi onal
at | east upon the canonical nane being on a whitelist specified by the at
| east one policy. [0055]d ause 5. The conput er-readabl e nedi um of cl ause 1,
wherein the code that validates determ nes that an exchange domain nane is
present in the at | east one DNS record and successfully validates the
request to nodify conditional upon the exchange domain name being within
the infrastructure controll ed by the domain gwner. [0056] C ause 6. A system
conprising: al00pEhst Alteapyipgin driprhieatiopdiesgiifpd herein, including4hgy B n nane
system (DNS) policy manager executable in the at | east one conputing
devi ce, the DN poVicey! HanhedeNS admpnisisatioy: application 127, the PNFiupdetgat appl i es
at | east one policy to at | east one DNS record associated wth a donain
owned by a dodifiatiavansyice @ thel Gasprises kpiswanerny codaican dandiesliaskint he DNS
record that point outside of infrastructure controlled by the domain owner,
and any ndnefgansitpryaomyitercendatly mpdium soraisedyuasdn eenneston wiht i on to
the at | east one DNS record based at | east upon the application of the at
| east one polarcipstruction execution system such as, for example, a processor 403 in a

computer system or other system. In this sense, the logic may comprise, for

example, statements including instructions and declarations that can be

fetched from the computer-readable medium and executed by the instruction

execution system. In the context of the present disclosure, a "computer-

readable medium" can be any medium that can contain, store, or maintain the

logic or application described herein for use by or in connection with the

instruction execution system. The computer-readable medium can comprise

any one of many physical media such as, for example, electronic, magnetic,

optical, electromagnetic, infrared, or semiconductor media. More specific

examples of a suitable computer-readable medium would include, but are not

limited to, magnetic tapes, magnetic floppy diskettes, magnetic hard drives,

memory cards, solid-state drives, USB flash drives, or optical discs. Also, the

computer-readable medium may be a random access memory (RAM)

including, for example, static random access memory (SRAM) and dynamic

random access memory (DRAM), or magnetic random access memory

(MRAM). In addition, the computer-readable medium may be a read-only

memory (ROM), a programmable read-only memory (PROM), an erasable

programmable read-only memory (EPROM), an electrically erasable

programmable read-only memory (EEPROM), or other type of memory device.
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[ 0057] A ause 7. The system of clause 6, the DNS policy manager further
conprising logic that configures the at | east one policy responsive to a
confi gur avoaniveaqiest by the domain owner. [0058] Cl auseP8T/ise013p344en of

cl ause 6, wherein the logic that selectively grants the requested

nodi fication grants the requested nodification conditional at |east upon an
| F address in the at | east one DNS record being contained wthin at | east
one range specified by the at |east one policy. [0059] U ause 9. The system
of clause 6, wherein the logic that selectively grants the requested

nodi fication ﬁ)r ants the requested nodification conditional at |east upon a
name in the at00Pghst Chaserins r Adwndransitay GoamutestreadrRlfatedibimi n al so owned
by the donmain owner. [0060] Cl ause 10. The system of clause 6, wherein the

| ogi c that sedBRYIVNG 3 PEPOEFTY £xedidablednia soeputirgideyieath®oRrograit s t he
requested nodification conditional at |east upon a nane in the at |east one
DNS record betoitPrisndghi n the infrastructure controlled by the owner.

code that authenticates the domain owner for purposes of domain
name system (DNS) record modification;

code that receives a request to modify at least one DNS record
associated with a domain owned by a domain owner;

code that validates the request by applying at least one policy to
the request, the validation responsive to success of the authentication, the at
least one policy prohibiting modifications of the DNS record that refer to an
identifier that is outside of infrastructure controlled by the domain owner;

code that denies the request to modify the at least one DNS record
responsive to failure of the validation;
code that authenticates the domain owner for purposes of policy configuration
using a mechanism that is deliberately inconvenient for the domain owner;

code that receives a request to configure the at least one policy;
and

code that denies the configuration request responsive to failure of
the authentication for purposes of policy configuration.
[0052] Clause 2. The computer-readable medium of clause 1, further
comprising code that grants the configuration request responsive to success of
the authentication.
[0053] Clause 3. The computer-readable medium of clause 1, wherein

the code that validates determines that an IP address field is present in the at
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[0061] O ause 11. The system of clause 6, wherein the logic that selectively
grants the requested nodification grants the requested nodification

condi ti oD 2at1/1463t upon a nane in the at | east one DNBCramseorid/obsiihg
contained within a whitelist specified by the at | east one policy.

[ 0062] O ause 12. A nmethod, conprising the steps of: receiving a
request to nodify at | east one donmain nanme system (DNS) record associ at ed
with a domain owned by a domai n owner; conparing the request to
nodi fy the at | east one DNS record with at |east one policy, the at | east
one policy bein nfi gurabl e t he do owner sel ectivel
granting th@qség%&\@f%ﬁﬁ@ﬁq CeFsTYlly ‘{gﬁ%atﬁﬁ thee%tje?}ﬁ%%yrecord based gt
| east upon the conparison. [0063] Clause 13. The nethod of clause 12,

furt her Conﬁpn@pqﬂfl @hl@agttqﬂg)@ the address field being contained within one or more

ranges specified by the at least one policy.
[0054] Clause 4. The computer-readable medium of clause 1, wherein
the code that validates determines that a canonical name is present in the at
least one DNS record and successfully validates the request to modify
conditional at least upon the canonical name being on a whitelist specified by the
at least one policy.
[0055] Clause 5. The computer-readable medium of clause 1, wherein
the code that validates determines that an exchange domain name is present in
the at least one DNS record and successfully validates the request to modify
conditional upon the exchange domain name being within the infrastructure
controlled by the domain owner.
[0056] Clause 6. A system, comprising:

at least one computing device; and

a domain name system (DNS) policy manager executable in the at
least one computing device, the DNS policy manager comprising:

logic that applies at least one policy to at least one DNS record
associated with a domain owned by a domain owner, the policy prohibiting
modifications of the DNS record that point outside of infrastructure controlled by
the domain owner; and

logic that selectively grants a requested modification to the at least

one DNS record based at least upon the application of the at least one policy.

23



configuring the at | east one policy responsive to a configuration request
by the domain owner. [0064] Cl ause 14. The nmethod of clause 13, further
conpri si yorzhe/sAPs of : aut henti cati ng thecaarseémn/oswmer for
pur poses of policy configuration; and denyi ng the
configuration request responsive to failure of the authentication.

[ 0065] O ause 15. The nethod of clause 13, further conprising the steps of:
aut henticating the domain owner, using a first authentication mechani sm
for purposes of DNS record nodification; denyi ng the requested

nodi fication to the at | east one DNS record responsive to failure of the
aut hent i cat (#P7lisi ng ¢'AESE 7+ st THEEKYATM & t3ush 6 NP Deficy manager

further comprising logic that configures the at least one policy responsive to a
configuration request by the domain owner.
[0058] Clause 8. The system of clause 6, wherein the logic that
selectively grants the requested modification grants the requested modification
conditional at least upon an IP address in the at least one DNS record being
contained within at least one range specified by the at least one policy.
[0059] Clause 9. The system of clause 6, wherein the logic that
selectively grants the requested modification grants the requested modification
conditional at least upon a name in the at least one DNS record being part of
another domain also owned by the domain owner.
[0060] Clause 10. The system of clause 6, wherein the logic that
selectively grants the requested modification grants the requested modification
conditional at least upon a name in the at least one DNS record being within the
infrastructure controlled by the owner.
[0061] Clause 11. The system of clause 6, wherein the logic that
selectively grants the requested modification grants the requested modification
conditional at least upon a name in the at least one DNS record being contained
within a whitelist specified by the at least one policy.
[0062] Clause 12. A method, comprising the steps of:

receiving a request to modify at least one domain name system (DNS)

record associated with a domain owned by a domain owner;
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aut henti cating the domain owner, using a second authentication nechanism
that is different than the first authentication nmechanism for purposes of
policy combigurasiion; and denyi ng t he confi guratszan/osgatiest
responsive to failure of the authentication using the second authentication
mechani sm [0066] Gl ause 16. The nethod of clause 13, further conprising the
steps of: aut henticating the domain owner, using a first
aut henti cati on mechani sm for purposes of DNS record nodification;
denying the requested nodification to the at | east one DNS record
responsive to failure of the authentication using the first authentication
mechani sm Compa”n&J%ﬁéﬁ’ﬂqeéhﬁ HY 'g’h@e%l?éﬁhgréﬁlxﬂgrs, regadyythetsecond
aut henti cati on mechani smthat inposes a degree of inconvenience that is
great er t hatPaghetheelicieliect lesnst phr BANRYMediceoiggEdiedbbipetdeaain pyper:
aut henti cati on nechani sm the second authentication nmechani smused for
pur poses of @88l i cy configuration; and denyi ng the configuration
request responsive to failure of the authentication using the second
aut hent i cat i on nesglegtiveingrpnipgtherequsstetimodifieativattt e afleagtans &N, wherei n
the at | east one

record based at least upon the comparison.

[0063] Clause 13. The method of clause 12, further comprising the
steps of:

configuring the at least one policy responsive to a configuration request
by the domain owner.
[0064] Clause 14. The method of clause 13, further comprising the
steps of:

authenticating the domain owner for purposes of policy

configuration; and

denying the configuration request responsive to failure of the

authentication.
[0065] Clause 15. The method of clause 13, further comprising the
steps of:

authenticating the domain owner, using a first authentication
mechanism, for purposes of DNS record modification;

denying the requested modification to the at least one DNS record
responsive to failure of the authentication using the first authentication

mechanism:;
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policy prohibits nodifications of the at | east one DNS record that point
outside of infrastructure controlled by the domain owner. [0068] Cl ause 18.
The net howloabiicl4e2183e 12, further conprising the step of pgramstémng3sse
requested nodification conditional at |east upon an |IF address in the at

| east one DNS record being contained within at | east one range specified by
the policy. [0069] d ause 19. The nethod of clause 12, further conprising
the step of granting the requested nodification conditional at |east upon a
nane in the at | east one DNS record being part of another domain also owned
by the domain owner.%OO?Oi] . auie 20. . The nethod of clause 12, further
conmprising the step dfulEniiseingtnefomaiyowesedsingdi $5C0aY PBNCRUIPDI onal  at

| east upon a nane in the at | east one DNS record being within

i nfrastruct meshapismthal |§(§i|f[§ayeqtﬁléarbw%‘|,r$t authentication mechanism, for purposes

of policy configuration; and
denying the configuration request responsive to failure of the

authentication using the second authentication mechanism.

[0066] Clause 16. The method of clause 13, further comprising the
steps of:

authenticating the domain owner, using a first authentication
mechanism, for purposes of DNS record modification;

denying the requested modification to the at least one DNS record
responsive to failure of the authentication using the first authentication
mechanism;

authenticating the domain owner, using a second authentication
mechanism that imposes a degree of inconvenience that is greater than another
degree of inconvenience imposed by the first authentication mechanism, the
second authentication mechanism used for purposes of policy configuration; and

denying the configuration request responsive to failure of the
authentication using the second authentication mechanism.
[0067] Clause 17. The method of clause 12, wherein the at least one
policy prohibits modifications of the at least one DNS record that point outside of
infrastructure controlled by the domain owner.
[0068] Clause 18. The method of clause 12, further comprising the step

of granting the requested modification conditional at least upon an IP address in
26



[0071] A ause 21. The nethod of clause 12, further conprising the step of
granting the requested nodification conditional at |east upon a nane in the
at | east woeoDN36z1ecord bei ng contained within a whitel Pst/tsp@aiosisesl by t he
policy. [0072]1t should be enphasized that the above-described enbodi nents
of the present disclosure are nerely possible exanples of inplenentations
set forth for a clear understanding of the principles of the disclosure.
Many vari ations and nodifications may be nmade to the above-descri bed

enbodi ment (s) without departing substantially fromthe spirit and
principles of the disclosure. Al such podifications and variations are

i ntended t o iedlpRstoaePNreFeiord RfinaCANEHIedItbiRaldpastipng raneesridfied and

prot ect ed b% the following clainms. CLAIMS Therefore, the following is

cl ai ned: y the golick, system conprising: at |east one conputing device; and

[0069] Clause 19. The method of clause 12, further comprising the step
of granting the requested modification conditional at least upon a name in the at
least one DNS record being part of another domain also owned by the domain
owner.

[0070] Clause 20. The method of clause 12, further comprising the step
of granting the requested modification conditional at least upon a name in the at
least one DNS record being within infrastructure controlled by the owner.

[0071] Clause 21. The method of clause 12, further comprising the step
of granting the requested modification conditional at least upon a name in the at
least one DNS record being contained within a whitelist specified by the policy.
[0072] It should be emphasized that the above-described embodiments of
the present disclosure are merely possible examples of implementations set
forth for a clear understanding of the principles of the disclosure. Many
variations and modifications may be made to the above-described
embodiment(s) without departing substantially from the spirit and principles of
the disclosure. All such modifications and variations are intended to be included

herein within the scope of this disclosure and protected by the following claims.
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a domai n nanme system (DNS) policy nmanager executable in the at |east one
conputing device, the DNS policy manager conpri sing: | ogi c

t hat applwe=oat14bBmast one policy to at | east one DNS reecrdsasisnsisat ed with
a domain owned by a domain owner, the policy prohibiting nodifications of
the DNS record that point outside of infrastructure controlled by the

domai n owner; and | ogi c that selectively grants a requested
nodi fication to the at |east one DNS record based at | east upon the
application of the at |east one policy. 2. The systemof claim1,

t he DNS policy manager further conprisi n&@l{ ogi c that configures the at
| east one policy responsive to a confql-gfd i on request by the domain owner.
3. The systemof claim1l, wherein the logic that selectively grants the
request ed nodpfafera: therfollpvarg & daimedequest ed nodi fication conditional at
| east upon an |F address in the at |east one DNS record being contained
within at |east bne rAafysedpe@npiisngdby the at | east one policy. WO
2011/ 146217PCT/ US2011/ 034415 4. The systemof claim1, wherein the
| ogi ¢ that sel ecti vel3tleashane comeutinddryvdeas@ndodi fi cation grants the
requested nodification conditional at |east upon a nane in the at |east one
DNS record bei ng parta démainatanes sydtemi(ANS) soliayvnanhdsy exérutaiden the@hner .
5. The systemof claiml, wherein the logic that selectively grants the
request ed mishist omatoroputgrgadevicet tree DN §peticyechamagirfdocatrisimig: condi t 1 onal at
| east upon a name in the at |east one DNS record being within the
infrastructure control | edldyic tHaeappliearat least one policy to at least one DNS

record associated with a domain owned by a domain owner, the policy

prohibiting modifications of the DNS record that point outside of

infrastructure controlled by the domain owner; and

logic that selectively grants a requested modification to the
at least one DNS record based at least upon the application of the at least

one policy.

2. The system of claim 1, the DNS policy manager further comprising
logic that configures the at least one policy responsive to a configuration request

by the domain owner.

3. The system of claim 1, wherein the logic that selectively grants the
requested modification grants the requested modification conditional at least
upon an |IP address in the at least one DNS record being contained within at

least one range specified by the at least one policy.
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6. The systemof claim1l, wherein the logic that selectively grants the
requested nodification grants the requested nodification conditional at

| east upowoaonzme21’n the at | east one DNS record bei ng ecmitskcoied3wis hin a
whitelist specified by the at | east one policy. 7. A net hod,
conprising the steps of: receiving a request to nodify at

| east one donmai n name system (DNS) record associated with a domai n owned by
a domai n owner; conparing the request to nodify the at |east
one DNS record with at | east one policy, the at |east one policy being
configurable by the donmai n. owner; and , , sel ectively granting the
request ed nodifitat | oﬁ"'ec Pystae Og?la!”éés‘ﬁ’h?fﬁ@ PREIEGE selpeiyely giﬁnﬁgéﬁ%t ugon

t he conparison. WO 2011/146217PCT/ US2011/ 034415 8. The method of claim7,
further compRqussifg medficatioporats thesreopgeted mpdification conrdilianabaldedd| i cy
responsive to a configuration request by the domain owner. 9. The net hod of
claim 8, futphea nesfinitee Ayleasionst[ANS regord Rgtingdrart anchgr da@aliols® n owner
for purposes of policy configuration; and denyi ng the

confi gur at i @WnNee iy ke dermgibagiele to failure of the authentication.

5. The system of claim 1, wherein the logic that selectively grants the
requested modification grants the requested modification conditional at least
upon a name in the at least one DNS record being within the infrastructure

controlled by the owner.

6. The system of claim 1, wherein the logic that selectively grants the
requested modification grants the requested modification conditional at least
upon a name in the at least one DNS record being contained within a whitelist

specified by the at least one policy.

7. A method, comprising the steps of:
receiving a request to modify at least one domain name system
(DNS) record associated with a domain owned by a domain owner;
comparing the request to modify the at least one DNS record with
at least one policy, the at least one policy being configurable by the domain
owner; and
selectively granting the requested modification to the at least one

DNS record based at least upon the comparison.
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10. The method of claim@8, further conprising the steps of: authenticating
the domain owner, using a first authentication nechanism for purposes of

DNS r ecorworodif4sniat i on; denyi ng the requegCedSemdioddsemti on to
the at | east one DNS record responsive to failure of the authentication
using the first authentication nmechani sm aut henticating the

domai n owner, using a second authentication nechanismthat is different
than the first authentication nechanism for purposes of policy
configuration; and denying the configuration request

responsive to fajlure_of the authentication using the second authentication
mechani sm 11. The net HEMEHod|0hcian 7, ?‘{Etﬁ‘?h%?merdﬁf%@ sisiePs e steps of:

aut henti cating the domain owner, using a first authentication mechani sm
for purposes of DNS re8g¢ringi@e i teast ee policy responsive tyapenfighrabd r equest ed
nodi fication to the at | east one DNS record responsive to failure of the
aut hent i cat reAvessPyhetdanain p¥Nequt hent i cati on mechani sm

aut henti cati ng the domain owner, using a second authentication nechanism
that i nposes a degree of inconvenience that is greater than another degree
of i1 nconvenience inposed by the first authentication nechanism the second
aut henti cati on nBchanfhenmathed of slaim & pokes cahprring the steps dfgur ati on; and

authenticating the domain owner for purposes of policy
configuration; and
denying the configuration request responsive to failure of the

authentication.

10.  The method of claim 8, further comprising the steps of:

authenticating the domain owner, using a first authentication
mechanism, for purposes of DNS record modification;

denying the requested modification to the at least one DNS record
responsive to failure of the authentication using the first authentication
mechanism;

authenticating the domain owner, using a second authentication
mechanism that is different than the first authentication mechanism, for purposes
of policy configuration; and

denying the configuration request responsive to failure of the

authentication using the second authentication mechanism.

11.  The method of claim 8, further comprising the steps of:
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denying the configuration request responsive to failure of the

aut hentication using the second authentication nechani sm 12. The
nmet hod ofwol2aim4§217wherei n the at | east one policy prohiPbirtts20mas{4iEat i ons
of the at |east one DNS record that point outside of infrastructure
controlled by the domai n owner. 13. The method of claim7, further
conprising the step of granting the requested nodification conditional at

| east upon an |IF address in the at | east one DNS record being contained
within at | east one range specified by the policy. 14. The met hod of
claim7, further conprising the step of granting the requested nodification
conditional at |east dHipNtisatingpeidomaipoiper. yaied adiet arlentise ™ bei ng part
of another domain al so owned by the donain owner. WO

2011/ 146217 PErhemso forpyaeesss ok DiNgeregaidipadib¢ationai m 7, further conpri sing
the step of granting the requested nodification conditional at |east upon a
name in the at |east dawinoNGe regstedgeediticationte the sifleass opa&INS eecettht r ol | ed

by the owner.
responsive to failure of the authentication using the first authentication

mechanism;
authenticating the domain owner, using a second authentication
mechanism that imposes a degree of inconvenience that is greater than another
degree of inconvenience imposed by the first authentication mechanism, the
second authentication mechanism used for purposes of policy configuration; and
denying the configuration request responsive to failure of the

authentication using the second authentication mechanism.

12. The method of claim 7, wherein the at least one policy prohibits
modifications of the at least one DNS record that point outside of infrastructure

controlled by the domain owner.

13.  The method of claim 7, further comprising the step of granting the
requested modification conditional at least upon an IP address in the at least one

DNS record being contained within at least one range specified by the policy.

14.  The method of claim 7, further comprising the step of granting the
requested modification conditional at least upon a name in the at least one DNS

record being part of another domain also owned by the domain owner.
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15.  The method of claim 7, further comprising the step of granting the
requested modification conditional at least upon a name in the at least one DNS

record being within infrastructure controlled by the owner.
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